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TexHnyeckoe onucaHue
YnpasneHne Kommytatopom 10

1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpasneHus
[na ynpasneHns HeobxoAMMO HacTPouTb KomMmyTaTop. KommyTtaTop obecneunsaeT Aga
BapWaHTa ynpasaeHua: BHenosocHoe (out-of-band) nnm BHyTpnnonocHoe (in-band).

1.1.1. BHenonocHoe ynpasaeHue

BHenonocHoe ynpaBneHne — 3TO ynpaBJeHWEe 4Yepe3 KOHCO/bHbIM UHTepdeNnc.
BHenonocHoe ynpasneHwe, B OCHOBHOM MCMO/Ib3yeTcA ANA HAaYa/ibHOro KOHPUrypupoBaHUA
KOMMyTaTopa, AMB6O Korga BHYTPUMOJIOCHOE YyMpaBiAeHWe HeAoCTynHo. Hanpumep,
nosib30BaTe/ib MOXKET Yepe3 KOHCOJIbHbIN NOPT NPUCBOUTL KOMMYyTaTopy IP-agpec gna goctyna
no Telnet.

Mpoueaypa ynpaBaeHUA KOMMYTAaTOPOM Yepe3 KOHCOJIbHbIN MHTepdEeNnc, onnucaHa HUXKe:

LWar 1: NoAaKNOUYMTL NEPCOHA/NIbHDbIM KOMMNbIOTEP K KOHCONbHOMY (CEpUitHOMY) NOpPTY
KommyTtaTtopa

MopkntoveHmne K
CepunHOMYy nopTy

MoakntoyeHue MK K KOHCONbHOMY NOPTY KOMMYyTaTOPa

Kak nokasaHo Bbllle, cepuiiHbii nopT (RS-232) noaknl4yeH K KOMMYTaTopy uvepes
CepPUMHbLIM Kabenb. B Tabnuue HUXKE YyKasaHbl BCe YCTPOMCTBA MCMNO/b3YIOWWIACA B
NOAKIOUYEHUN.

HasBaHue ycTpoiicTBa OnucaHue

MmeeT dyHKLMOHANbHYIO KnaBuaTypy 1 nopt RS-232, ¢ ycTaHOBAEHHbIM
3MY/NIATOPOM TepMMHaNa, TakMM Kak HyperTerminal, Bxogawuii B
komnnekt Windows 9x/NT/2000/XP.

MepcoHanbHbIN
komnbtoTep (PC)

OanH KoHel, MoAK/aw4vaeTca K cepuiHomy nopTty RS-232, a apyron K

Kabenb cepuitHoro nopra
MOpPTY KOHCONMW.

KommyTatop TpebyeTtca paboTatoLLMit KOHCONbHbIM NOPT.
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TexHW4yeckoe onucaHune
YnpasneHne KommyTtatopom

LLar 2: BKnoyeHue 1 HacTpouKa HyperTerminal.

Mocne yCTaHOBKM coepuHeHusa, 3anyctute HyperTerminal, Bxogsawmii B KOMNAEKT
Windows. Mpumep npuBeneHHbIM Aanee ocHOBaH Ha HyperTerminal Bxogawmin B KOMNAEKT

Windows XP.

1. Haxkmute «[llyck»(Start menu) — Bce nporpammbl (All Programs) — CtaHAapTHble

(Accessories) — CBasb (Communication) — HyperTerminal

% windows Update
@  Buifiop NporpaMM No YMONHEHHI

5 Karanor Windows

| @ 2ruc
| & 720
@) Colasoft Packet Buider 1.0
@) Filezila FTP Client

[ Foxit POF Editor

@ Foxit Reader

B haneWIN Software

I Paseneuerma 4

[ Kiwi Enterprises 7} , »| B HyperTerminal

@) KeLite Codec Pack ) Cnywebrie |

I Microsoft Office I CreunansHsie BosMoxHOCTH M % Macrep HacTpoiikn ceT
@ Nero w Paint

7 QuickTime [A wordrad

@ VideoLAN \.J) AapecHan KHHra

£ VHTepret =
Internet Explorer ) vMware

@ BnokroT
<~ ] 3nekTpoHHana nouTa @ WinDjView & 3nakomcTeO C Windows XP
Microsoft Office Outlooklff
I Windows Live
e MporpeiaTens Windod] () WinPeap
Media @ winRar
v@ SHaKoncTeo ¢ Windows Jf () ABTosarpyska
@ Wrpel
b | MacTep neperoca daking =
ﬂ g tes e f@ Cranpaptrele
Adobe Reader X
@ Internet Explorer
) Windows Mavie Maker

&l Kanexynatop
KomanaHan cTpoka
©) MacTep coBMECTHMOCTH NpOrpaM

G K y pab cTony

|23 Nposoannk

Ml vy v v v vy vy v vy v v v v.v.v.v.v.v. v v v

‘ €9 Curxpormsauna

47 Windows Search
) wireshark
@ MpourpeieaTent Windows Media

Bce nporpammbl B ‘ o YAaneHHbIR NOMOWHHK

HCTEMB! @ I BeiknroueHre

3anyck HyperTerminal.

\’2, MacTep GecnpoBEoAHON ceTh

[5] MacTep HoBbix noAkAKoUeHMi

& Cetesbie noaknioveria

2. HabepuTte umsa ana 3anyuweHHoro HyperTerminal, Hanpumep «Switch».

Onucanme noax/awye HUA

23 Hosoe nogkaoyeHmMe

BeeavTe HasBaHWe NOAKAKYEHUA W Bbiﬁepvn‘e ANA HEr0 3HAYOK!

HazeaHue:
|Switch [

E R
2>

[ 0K ][ OtmeHa ]

3HavokK:

3anyck HyperTerminal.
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3. B Bbinagatowem meHto «loakntoyeHne»Bblbepute, cepuiiHbiii nopT RS-232 KoTopbliit
ncnonbsyetca PC, Hanpumep, COM1 n HaxkmuTte «OK»

[Moaxawue HHe @

% Switch

Beeaure ceeaeHUA o TENedoHHOM HOMEpE:
CrpaHa WM pervoH: oo 1)

Koa ropoaa: [7 3t

Homep TenedoHa: L }

Noakovarocn vepe AN )

[ 0K ][ OTmeHa ]

3anyck HyperTerminal

4. Hactpoiite csoiicteBa COM1 cneayouwmm obpasom: Bbibepute ckopoctb «9600»ans
«Baud rate»; «8»gna»Data bits»; «none»ans «Parity checksum»; «1»ana «stop bit»; «<none»ana
«traffic control»; nnu Bbl moxkeTe HaxkaTb»Restore default», a nocnhe Haxkatb «OK».

CroicTea: COM1

MapaMeTpbl NOpTa l

Ckopocte (6ur/c)( | 9600 //VD

: ;
Butel aaHHes: | 8 v |
[ |
YetHocte: | Her v
|
Cronoebie 6uter: |1 vJI
| . |
Ynpasserve notoxon | EEAGGGGEE

[ BoccTaHoBUTE YMOAYEHWA ]

[ 0K ] [ OTmena ] [ ﬂpumenmb]

PucyHok 1-5. 3anyck HyperTerminal.

. QTECH www.qtech.ru

MUP [OOCTYNHEE



TexHnyeckoe onucaHue
YnpasneHne KommyTtatopom 13

LWar 3: Bbi3oB KomaHAaHoro uHtepgeinca (CLI) kKommyraropa.
Bkilounte KomMMyTaTop, MOCAE 4Yero cheayrlowme coobleHUa MnoABATCA B OKHe
HyperTerminal —3To peXXum KOHPUrypauumn ana KommyTaTopa.

Testing RAM...

0x077C0000 RAM OK

Loading MiniBootROM. ..
Attaching to file system...

Loading nos.img ... done.
Booting......

Starting at 0x10000...
Attaching to file system...

--— Performing Power-On Self Tests (POST) ---

DRAM Test..ouwe ettt eeeeeeeeenn PASS!
PCI Device 1 Test............ PASS!
FLASH Test..v et iieennnn. PASS!
FAN Test.vie i ittt it eeeeeenn PASS!

—————————————————— DONE —-—-=—=-——————————————

Switch>
Tenepb MOXHO BBOAUTb KOMaHAbl ynpaBAeHNA KOMMYTAaTOPOM. ,CI,eTaanoe onncaHue
KOMaHA npueegeHoO B nocneayrowmnx rnasax.

1.1.2 BHyTpMNONOCHOE yrnpasaeHue.

BHyTpunonocHoe ynpaBneHMe OTHOCUTCA K YNpaBAeHWI0 NocpeacTBOM AOCTyMa K
KOMMyTaTopy C ucnosnb3oBaHuem Telnet, mam HTTP, a Takxke SNMP. BHyTpunonocHoe
ynpaBieHne BKAOYAET OYHKUMM ynpaBAeHUAs KOMMYTaTopa A/1A HEKOTOPbIX YCTPOWCTB,
NOAKNIOYEHHbIX K HeMy. B Tex cny4yasx, Korga BHYTPUNONOCHOE ynpaBieHue 1U3-3a U3SMEeHeEHUN,
COENaHHbIX B KOHPUrypauum KommyTtaTtopa paboTaetr co cboAmu, Ana ynpasneHua wu
KOHOUIYypPMpPOBAHNA KOMMYTAaTOPa MOXHO UCNOAb30BaTb BHENONIOCHOE ynpaBaeHue.

1.1.1.1. YnpaeneHue no Telnet

Y106bl ynpaBnaTb KommyTaTopom no Telnet, AO/XKHbI BbINOAHATLCA CAeaylowme
yCcnoBusa:

1. KommyTaTop A0/1KEH UMETb CKOHGUrypupoBaHHbIi IPv4/IPV6 aapec;

2. IP apgpec xocta (Telnet knneHTt) n VLAN mHTepdeinc KommyTaTopa, AO0NKHbI UMETb
IPv4/IPv6 agpeca B 04HOM CErMeHTe CeTu;

3. Echn BTOpOM NYHKT He MOXKeT OblTb BbiNoAHeH, Telnet KAWeHT ponKeH 6biTb
noAkaoYeH K IPv4/IPv6 agpecy KOMMyTaTopa C APYrMX YCTPOWCTB, TaKMX Kak MapLupyTM3aTop.

o KommyTaTop TpeTbero ypoBHA MOXET BbITb HAaCTPOEH C HECKONbKMMUK IPv4/IPv6
agpecamu, mMeTon HacTPOMKM onucaH B MNOCBAWEHHOW 3Tomy rnase. Creayowmin npumep
npegnonaraet COCTOAHME KOMMYTaTOpa Moc/ie MOCTaBKM C 33aBOACKMMM HACTPOMKamu, rae
npucytcreyeT Tonbko VLANL.

J Mocnepytowme warn onucbiBatoT nogkatodyeHne Telnet KnveHTa K MHTEpdency
VLAN1 kommyTaTopa nocpeactsom Telnet (npumep agpeca IPv4):
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MNogkntoyeHne
Yyepes kabenb

YnpaeneHune kKommytaTopom no Telnet

LWar 1: Hactpoiika IP agpecos ana kommyrtatopa u 3anyck ¢yHKuum Telnet Server Ha
KommyTtartope.

° MepBbiM genom naeT HacTpoiKa IP agpeca xocta. OH goNXKeH O6biTb B TOM Xe
cermeHTe ceTu, 4to 1 IP agpec VLAN1 nutepdeica kommyTtatopa. Mpegnonoxkum, 4yto IP agpec
nutepdeitica VLAN1 kommyTaTtopa 10.1.128.251/24. Torga IP agpec xocta MOXKeT 6biTb
10.1.128.252/24. C nomouiblo KomaHabl «ping 192.168.0.10»MOKHO NpPOBEepUTb, AOCTYNeH
KOMMYTATOP WIN HeT.

° KomaHabl HacTpoliku IP agpeca gna nHtepdeica VLAN1 yKasaHbl Huxke. Mepeg,
NPUMeHEeHNeM BHYTPUNONOCHOTO yrnpasaeHus, IP-aapec KommyTaTopa A0MKeEH OblTb HACTPOEH
nocpeacTBOM BHEMNONOCHOro ynpasneHua (Hanpumep, 4epes nopT Console). KomaHabl
KoHbUrypupoBaHus cnepyowme (Janee cuymTaeTcda, YTO BCe MNpUralleHMA perkuma
KOHPUIypUPOBaHMA KOMMYTAaTOPa HAaUMHAIOTCA CO CnoBa «switch», ecnm oTaenbHO He yKasaHo

MHOrO0):
Switch>
Switch>enable
Switch#config
Switch (config) #interface vlan 1
Switch (Config-if-Vlanl)#ip address 10.1.128.251 255.255.255.0
Switch (Config-if-Vlanl) #no shutdown

[Ona aktneaumm dpyHKummM Telnet cepsepa Nonb3oBaTeNb AONKEH BKAOUNTL €€ B peXKMME

rnobanbHOro KOHGUIYypPMPOBaAHUS, KaK MOKa3aHO HMXKe:
Switch>enable
Switch#config
Switch (config)# telnet-server enable

War 2: 3anyck nporpammbl Telnet Client
Heobxoamnmo 3anyctutb nporpammy Telnet knveHT B Windows ¢ yKkasaHuem agpeca
XocTa.
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Run @

- Type the name of a program, folder, document, or
: Internet resource, and Windows will open it for you.,

Open: j_teih'é't 10.1.128.251] Tl

[ OK ][ Cancel ][ Browse. .. ]

3anyck nporpammbl Telnet kKnneHT B Windows.

War 3: MoayunTtb 4OCTYN K KOMMYTATOPY.

Ona Toro 4to 6bl MOAYYUTb AOCTYN K KOHOUrypaumm uyepes uHTepdenc Telnet
HeobxoAMMO BBECTM A0CTOBEPHbIN oruH (login) n naponb (password). B npoTuBHOM ciyyae B
poctyne 6yaeT oTKasaHO. ITOT MeTog nomoraeT usbexaTb HEaBTOPM3OBAHHOIO MOJyYeHMUA
poctyna. Kak pesynbrtat, Korga Telnet BkatoueH gna HaCTPOWMKM M YNpPaBAEHUA KOMMYTATOpPa,
MMA nosb3osaTtena (username) u naponb (password) ANA aBTOPU30BAHHbLIX MO/b30BaTENEN

A01XKEeHbl 6bITb HaCTPOEHbI cneayknueﬁ KomaHAOﬁ: «username <username> privilege
<privilege> [password (0]7) <password>]».
ﬂ,l’lﬂ JIOKanbHOWM HYTeHTMd)MKaLI,MM MOXHO WUCNO/1b30BaTb CAedyroWyo KOoMaHAy:
authentifcation line vty login local.
[Ons nocTyna B NpUBENUTepOBaHHbIN PeXXUM HEOHX0AMMO U 3a4aH YPOBEHb NPUBUIETUIA
15.
JonycTnm, aBTOPM30BAHHbLIN NONb30BaTENb MMEET MMA «test»n naponb «test», Torga
npoueaypa 3afiaHMa UMeHN 1 Napons ana aoctyna no Telnet:
Switch>enable
Switch#config

Switch (config) #username test privilege 15 password 0 test
Switch (config) #authentication line vty login local

MNocne BBOAA WMeEHM W napona Ana wuHTepdelica KoHourypuposaHusa Telnet,
Nno/ib30BaTe/ib CMOKET BbI3BaTb KOMaHAHbIN MHTepdenc CLI HacTponKkM KommyTaTopa. KomaHgbl,
ncnonblyemble B KomaHaHoM uHTepdeince Telnet CLI, KoTopble CTaHOBATCA AOCTYMHbI Nocae
BBOZA MMEHW M NAPOA — TE }Ke CaMble, YTO U B KOHCONIbHOM MHTepdeice
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o CAWINNT\ system32\telnet.exe
login:test
password : X*ee

SWITCH>

Hactpoiika Telnet nHtepodeiica

1.1.1.2. YnpaeneHue 4yepe3 HTTP

YT106bI YyNpaBaATb KoMmmyTaTopom yepe3 Web-uHTepdeinc aoaKHbl ObiTb BbINOAHEHDI
cneayouwme ycnosus:

1. KommyTaTop A0NXKEH UMETb CKOHPUIYypUpOoBaHHbIN IPv4/IPv6 agpec.

2. IP agpec xocta (HTTP knauneHT) n VLAN mHTepdeinc KommyTaTopa, AO/IKHbI MMETb
IPv4/IPv6 agpeca B O4HOM CEFMEHTE CeTu.

3. Eciv BTOPOW MYHKT HE MOKeT bbITb BbiNosiHeH, HTTP KAMeHT AoneH ObiTb NOAKAKYEH
K IPv4/IPv6 agpecy KommyTaTopa C APYrux YCTPOMCTB, TaKUX, KaK MapLupyTM3aTop.

Kak 1 B ynpasieHnn, kKommytaTopom Yepes Telnet, Kak To/IbKO yaaeTca ping/ping6 xocTa
K IPv4/IPv6 agpecam KOMMyTaTopa W BBOAMTCA MPaBW/bHbIA IOTUH UM MNapoJib, BO3MOMHO
NONYYUTb A0CTYN K KommyTaTopy Yepe3s HTTP. Huke onucaH cnocob HacTpomKku:

Lar 1: Hactpoiika IP agpecoB gasa kommyTtaTtopa v 3anyck ¢yHKumum HTTP cepeepa.

O HacTpolike IP-agpeca KommyTaTopa C NOMOLLbIO BHENONOCHOIO YyNpPaBAeHUsA, CMOTPU
rnasy o Hactpouke Telnet ynpasneHus.

Y106b1 KOHOUTYpUpoBaHMe No Web cTano BO3MOXKHbIM, HY»KHO BBECTU KOMaHAY ip http

server B rnobanbHOM pekume KOHPUTypUpoBaHus:
Switch>enable
Switch#config
Switch (config) #ip http server

LLar 2: 3anyck Web-6pay3epa Ha xocTe.

Heobxogmmo oTkpbiTb Web-6paysep Ha xocTe u BBectu IP agpec KommyTtatopa, uam
HenocpeacTeeHHo 3anyctuTb HTTP npoTtokon B Windows. K npumepy, IP agpec kommyTtaTopa
«10.1.128.251»;
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Run E| ﬁl

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Cpen; Ebpe 10,1, 128, 2 L

I 0K, l[ Cancel ] [ Erowse...

3anyck HTTP npoToKkona
Mpu obpalleHn KommyTaTopa ¢ IPvb agpeca pekomeHAyeTcs UCNOAb30BaTb bpaysep
Firefox Bepcuun 1.5 nnmn nosgHee. Hanpumep, ecnv agpec kommytatopa 3ffe:506:1:2::3. Beegute
aapec IPv6 kommyTaTtopa http:// [3ffe: 506:1:2:: 3], agpec 06a3aTeNbHO A0/1XKeH BbITb 3aK104YEH
B KBaZpaTHble CKOOKM.

LWar 3: MonyyeHue A0CTYNa K KOMMYTATOPY.

Ona Toro 4tob6bl NONYYUTHL A0CTYN KOHPUTrypauum ¢ ucnosb3oBaHmem WEB nHtepdoelica,
HeobxoaMmo BBeCTU AocToBepHbIN normH (login) n naponb (password), B NPOoTUBHOM c/iy4ae
6yaeT 0TKasaHo B AocTyne. ITOT MeToZ NomoraeT n3bexaTb HeaBTOpPU30BaHHOro aoctyna. Kak
pe3ynbTaT, Koraa Telnet BKAOYEH AN HACTPOMKM M ynpaBneHMA KOMMyTaTopa, MmA
nosnb3oBaTena (username) u naponb (password) gns aBTOPU30BaAHHbIX NO/b30BaTENEN AONMKHbI

6bITb HACTPOEHbI CAeAytoLLe KOMaHAOoM:
username <username> privilege <privilege> [password (0]7) <password>].

Ona nokanbHOM ayTeHTUPUMKAUMM MOMKHO MCMONb30BATb C/AEAYHOWY0 KOMAHAY:
authentication line vty login local..

[na poctyna B NpuBeNnrepoBaHHbIN pexkxum HeobxoaMMOo U 3a4aH YPOBEHb NPUBUIETUIA
15.[lonycTvm, aBTOPU30BAHHbIN NO/b30BaTeNlb UMeeT nma «admin»u naponb «admin», Toraa

npoueaypa HacTPoOMKKN cneaytowan:
Switch>enable
Switch#config
Switch (config) #username admin privilege 15 password 0 admin
Switch (config) #authentication line web login local

1.1.1.3. YnpasneHue Kommymamopom 4yepe3 cemeeoe ynpaeneHue SNMP

Heobxogumbie TpeboBaHuA:

1. KommyTaTop A0NXKEH UMETb CKOHPUIYypUpOoBaHHbI IPv4/IPv6 agpec.

2. IP agpec xocta (HTTP knuneHTt) n VLAN nHTepdeinc KommyTaTopa, AO/IKHbI MMETb
IPv4/IPv6 agpeca B O4HOM CEFMEHTE CeTMu.

3. Ecnv BTOPOWM NYHKT HE MOXKET 6bITb BbINONHEH, HTTP KANeHT AonKeH ObITb NOAKNOYEH
K IPv4/IPv6 agpecy KommyTaTopa C APYrux YyCTPOMCTB, TAKUX KaK poyTep.

XocT ¢ nporpammHbiMm obecrnedyeHnem SNMP ans ynpaBneHua CETbO AO0/MKEH YMETb
NUHroeatb IP agpec KommyTaTopa TaK, 4Tobbl Npu paboTe nporpammHoro obecneveHns SNMP,
OHO 6bl/10 AOCTYNHO AN OCYLWECTBAEHUA onepauumii YTeHus/3anmcu Ha Hem. NMoapobHocT o
TOM, KaK ynpaBasaTb KommyTaTopamm Yyepes SNMP, He 6yayT pacCMOTpPEHbI B 3TOM PYKOBOACTBE,
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MX MOXHO HalTu B «Snmp network management software user manual»(MHcTpyKuma no
ceTeBOoMy ynpasneHuto SNMP).

1.2. CLI unTepdeic

KommyTtaTop obecneumBaeT Tpu uHTepdelica ynpaBneHua ana nonbsosatena: CLI
(Command Line Interface) untepdelic, Beb-uHTepdelic, ceteBoe ynpaBaeHMe NPorpammHbIM
obecneyeHnem SNMP. Mbi nosHakommm Bac ¢ CLI(KoHconbto), Beb-uHTepdeiicom n ux
KoHdurypaumnamm B aetanax, SNMP noka He 6yaeTt paccmaTpuBatbes. CLI nHTepdeiic 3Hakom
60/blIMHCTBY No/b30BaTeneld. Kak ynoMAHyTO Bbilwe, NPW ynpaBJeHUMM MO HE3aBUCMMbIM
KaHanam cBAsn M Telnet ynpaBneHMe KOMMYTAaTOPOM OCYyLLECTBAAETCA 4Yepe3 uHTepdelic
KoMaHaHoW cTpoku (CLI).

CLI nnTtepodeiic noaaepxmeaet 060104ky Shell, kKoTopas cocTont U3 Habopa KOMaHA KOH-
durypaumn. 3Tm KomaHAbl OTHOCATCA K PAa3HbIM KaTeropuMam B COOTBETCTBUM C UX QYHKLMUAMU B
KoHOUrypauum KommyTtatopa. Karkaaa Kateropua npencraBAsaeT CBOW, OT/IMYHbLIM OT BCEX,
PEXUM KOHPUTYpaLmN.

Bo3amorkHocTu Shell ana KommyTaTopoB ONMUCaHbI HUXKeE:

° PeXXnum HacTponku;

° HacTpoiKka cuHTakcuca;

° MoppepKKa codeTaHNA KNaBuL;

° CnpaBKa;

° NMposepKa BBOAQ;

. MoaneprkKa A3blK HevyeTKol norukm (Fuzzy math).

1.2.1 PeXXnm HacTpPOKuU

User Mode
Admin Mode
Global Mode
o) c
8 o o S
<)) s O = =
-8 () 172} = S @
s =} N = > ‘5
o 05 (S} @
@ = = .= =] 205
O = c O = 0
I = c @ S c
= [ < S o= S =
0] = o 2 )
2 = £ -
= O = = O
= I o o b4
oo o

Pexkumbl HacTponkm Shell

1.2.1.1. Pexcum nonv3zoeamens

Mpn BXxoae B KOMaHAHYH CTPOKY B MepBYlD o4yepedb MONb30BaTe/lb OKa3blBAaeTCA B
pexume nonb3osatena. Ecnm oH BXxoauT B KayecTBe 06bIYHOTO No/b30BaTeNs, KOTOPbIA CTOUT
Nno yMO/I4aHUIo, TOrZa B CTPOKE oTobparkaeTca «Switch>«, rae cumBos «>«ABNSIETCA 3aNpPOCOM
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ANA  peuma nonb3osatens. Koraa KomaHZa BbIxo4a 3anyckaeTca Mo PeMMom
afAMUHUCTPATOPA, OHa byZeT TaKk)Ke BO3BPALLEHA B PEXKMM NO/Ib30BaTENA.

B permme nonb3osatens, 6e3 AONOAHUTENbHbIX HACTPOEK, NO/b30BaTeNtO AOCTYMHbI
TOJIbKO 3aNpocbl, HaNpUmep Bpema Uan MHGoOPMaLMA O BEpPCUM KOMMYTATopa.

1.2.1.2. Pexcum adMmuHuUcmpamopa

[na Toro 4to6bl NONACTb B PEXKMM ALMUHUCTPATOPA (MPMBUNErMPOBAHHbIN) cywecTByeT
HEeCKONbKO cnocob0oB: BXOA, C MCNO/b30BAHMEM B KaYecTBe UMeHM nosib3oBaTens "Admin"; BBog,
KoMaHAabl "enable»n3 HenpuBMnernpoBaHHOro (No/ab30BaTeNbCKOFO) UHTEepdEca, NpyU 3TOM
Heobxoanmo byaeT BBECTU Napoib agMUHUCTPATOPa (ecaun ycTaHoBeH). Mpu paboTe B pexume
agMUHUCTPATOPA NpUrnaleHne KOMaHAHOM CTPOKM KomMMyTaTopa Oyaer BbIrNAAeTb Kak
"Switch#". KommyTaTop TakKe nogaepmaet KombumHaumio knasuw "Ctrl + Z", yto nossonsaer
NPOCTbIM CNOCOBOM BbINTU B PEXKUM aJMUHUCTPATOPA M3 t0HOro pexmma KoHpurypaumm (3a
WCKNOYEHNEM NONb30BATE/IbCKOrO).

Mpwn paboTe ¢ npuBMUAETMAMU aAMUHUCTPATOPA NO/Ib30BATEIb MOXKET 4aBaTb KOMaHAbI
Ha BbIBOA, KOHPUIrypauUUOHHOM WHPOPMALMKN, COCTOAHMU COEAMHEHMA U CTAaTUCTUYECKOM
nHbopmaymm o060 Bcex NopTax. TaKKe NONb30BaTE/lb MOMKET MEPenTn B penm rnobanbHoro
KOHOUTYPUPOBAHUA WM U3MEHUTb MOy 4YacTb KOHOUrypaumnm KommyTtatopa. [lostomy,
onpeaeneHne Napona Ana focTyna K NPUBUNErMPOBAHHOMY pexXMmy ABaaeTcs 06a3aTenbHbIM
ONA  NpefoTBPaWEHMA HEeaBTOPM30BAHHOINO AO0CTYyMa M 3/1I0HAMEPEHHOTO0  M3MEHEeHUs
KOHOUrypauum KommyTaTopa.

1.2.1.3. Pexcum 22106016H020 KOH(hU2YPUPOBAHUSA.

Habepute KomaHay «Switch#config»B pPeXUMe aAMUHUCTPaATOpa ANA TOro, 4Tobbl
BOWTM B pexXxum rnobanbHoro KoHduUrypmposaHua. Mcnonb3yimte KomaHAy Bbixoga B
COOTBETCTBMU C APYITMMU PEXMMAMM KOHOUTYpaLMK, TaKUMMK, KaK pexkmm nopTa, VLAN pexunm,
BEPHYTCA B peXum rn106anbHOro KoHourypuposaHua. onb3oBaTenb MOXKET BbINONHATb
rnobanbHble HAaCTPOMKM KOHPUIypauum B 3TOM PeEXMUME, TaKMe Kak HacTpoiKa Tabauy MAC-
a4pecos, 3epKanmpoBaHme nopTos, co3gaHmne VLAN, 3anyck IGMP Snooping n STP, n 1. g. Takxe
nosb3oBaTe/ib MOXET BOWTU B pPEXUM KOHOUIypupoBaHMA MnopTa ANA HACTPOMKKU BCex
UHTepdelcos.

PeXXum KoHPUrypupoBaHua uHtepdeica

Mcnonb3oBaHWe KomaHAbl MHTepdeilica B pexmme rnobanbHOro KoHOUrypmposaHUs
NMO3BO/IAET BXOAWUTb B PEXMM KOHPUIYPUPOBAHMA YKA3aHHOro WHTepdelica. KommytaTop
noggeprkmsaer Tpu Tvna uHTepdencos: 1. VLAN; 2. Ethernet nopt; 3. [lNopT-KaHan,
COOTBETCTBYIOLUI TPEM PEKMUMAM KOHOUTYpaumn nHtepdeica.

Tun KomaHpa [eicTBne KomaHabl Bbixopg

UHTepdeiica

VLAN HabepuTte KomaHay HacTpoika IP agpecos Ncnonb3yiite KOMaHay
interface vlan <Vlan-id>8 | KommyTaTopa u T.4. exit onA Bo3BpaleHns B
perxnme rnobanbHoOro rnobanbHbINA peXxnMm.
KOHOUIypupoBaHus.
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Ethernet noprt

Habepute KomaHay
interface ethernet
<interface-list> B pexxume
rnobanbHoro

HacTtpoiika
noagepKMBaemoro
AYNJIEKCHOTO PEKMUMA,
ckopocTtu Ethernet nopta n

Ucnonbayiite KOmaHAay
exit ona Bo3BpalLeHUA B
rno6anbHbIA PeXNM.

KOHUIypupoBaHus. T.0.

MopT-KaHan Habepute KomaHnay KoHourypuposaHue nopt- | Mcnonb3yiiTe KoMaHay
interface port-channel KaHana: AynaeKcHbi exit oA Bo3BpaLLeHUs B
<port-channel-number>8 | pexum, ckopocTb 1 T.A4. rno6anbHbIM PEXUM.
pexume rnobanbHoro
KOHUIypupoBaHus.

Pexxum VLAN

Ncnonb3oBaHne KomaHAabl <vlan-id> B pexume rnobanbHOro KoHPUrypupoBaHus,
NoMoraeT BOWTW B COOTBETCTBYIOWMNI pexum KoHourypmposaHua VLAN. B stom perkunme
aAMUHUCTPATOP MOXKET HacTpauBaTb BCe MOpPTbl Nosb3oBaTenein cootsetcTBytowero VLAN.
BbinonHUTe KoMaHAy Bbixoga, 4To6bl BbINTM M3 pexkmma VLAN B pexum rnobanbHoro
KOHOUIyprpoBaHuMA.

Pexxum DHCP Address Pool
Beegute komaHgy ip dhcp pool <name> B pexkume rnobanbHOro KoHGUrypmposaHua ans
BxoAa B pexum DHCP Address Pool. Mpurnawexune atoro pexuma «Switch(Config-<name>-
dhcp)#». B aTom pexume npoucxogut KoHourypuposaHne DHCP Address Pool. BbinonHute
KOMaHAy BbiXo4a, YTOObI BbINTU M3 pexmma KoHdurypmuposaHua DHCP Address Pool B perxkum
rno6anbHOro KOHGUrypMpPOBaHMUS.

ACL pexxum
Tun ACL KomaHpa [OeicrBue KomaHAbl Bbixop,
Habepute KomaHgy ip . Ucnonb3yiite
- . HacTtporka napameTpos .
CtaHpaapTtHbIn | access-list standard B KomaHay exit ana
ONACTAaHAAPTHOIO
pexum IP ACL | pexmme rnobanbHoro BO3BpalLeHunsA B
pexunma IP ACL o
KOHOUrypUpoBaHua . rno6anbHbIN PEXUM.

PacwwimpeHHbIit
pexxum IP ACL

pexunme
KOHdUryprpoBaHus .

Habepute kKomaHagy ip
access-list extended B
rnobanbHoro

Hactpoika napameTpos
ana paclWMpPEeHHOro
pexxuma IP ACL

Ucnonb3ayiiTte
KOMaHay exit pgna
BO3BpaLLEeHUA B

rno6anbHbIN PEXUM.

1.2.2 HacTtpoMKa cMHTaKcuca
KommyTaTtop pasnmMyaeT MHOXECTBO KOMaHA4 KoHourypaummn. HecmoTps Ha To, 4TO BCe
KOMaHApl pasHble, HeobxoaMmo cobnoaaTb CUHTAKCUMC WX HanucaHusa. O6bwuin dopmar

KOMaHAbl KOMMYTATOpa NpuBeaeH HUXKe:

cmdtxt <variable> {enuml |

enumN} [optionl |
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PacwudposKa: cmdtxt *KMPHbIM WPUOTOM YKa3biBaeT HA K/AOYEBOE C/I0BO KOMAHAbI;

<variable> ykasbiBaeT Ha u3meHsemblt napametp; {enuml | .. | enumN} o3Hayaer
0653aTeNbHbIA  NapaMeTp, KOTOpbIA [A0/KeH ObiTb BblbpaH M3 Habopa napameTpos
enuml~enumN, a B KBaapaTHble ckobku «[]»[optionl | .. | optionN] 3aknwouatoT

Heobs3aTeNbHbIM NapameTp. B 3Tom cnyvyae B KOMaHAHOW CTPOKE MOMKET ObiTb KOMBUMHauMA
"<>" "I»un "[]»Hanpumep: [<variable>], {fenum1l <variable>| enum2}, [option1 [option2]], u Tak
nanee.

BOT npumepbl HEKOTOPbIX aKTYya/IbHbIX KOMaHAbl KOHPUTypaLUnm:

show version, MapameTpbl He TpebyeTcs. OTO KOMaHAA, COCTOAWAA TONbKO W3
K/1tO4EBbIX C/IOB M 6€3 napameTpos;

vlan <vlan-id>, HeobxoAMm BBOA 3HAYEHMA NAPaMETPOB MOC/e KAKUYEBOro c/ioBsa.

firewall {enable | disable}, 3TOM KOMaHAOW NOJ/ib30BaTe/lb MOXKET BKAOUYUTbL UIN
BbIK/IKOUYNTb BpaHaMay3p, cAedyeT Nnllb BbIOpaTb HYMKHbIN NapameTp.

snmp-server community {ro | rw} <string>,HUXe MNMpuBeaEHbl BO3MOXHble

BapUaHTbI:
snmp-server community ro <string>
snmp-server community rw <string>

1.2.3 CoueTaHuA KnasuLl

KommyTaTop noaaeprMBaeT MHOMKECTBO COYETaHWM Knasuw gna obneryeHus BBOAA
KOHUrypaumm nonb3osatenem. Ecnm KomaHaHasA CTPOKa He NPU3HAET HaXKaTUA BBEPX U BHU3,
10 Ctrl + P 1 Ctrl + N moryT 6bITb MICNONb30BaHblI BMECTO HUX.

Knasuwa (u) dyHKUUA

Back Space Yaanutb cumBon nepeg, Kypcopom. Kypcop nepemelaeTtca Hasag,

MoKasaTb Npeablayllyto BBeAeHHY KomaHay. OTobpaxkeHue A0 AecATH

Beepx « M »
HefaBHO HabpaHHbIX KOMaHA.

MoKasaTb c/ieayoLLyto BBeAEHHYIO KOMaHAy. Mpn MCNob30BaHUM KNaBULLIK
BHU3 «» BBepx « ' », Bbl NO/lyYaeTe paHee BBeAEeHHbIe KOMaHAbl, NPU UCNONb30BaHNN
KJ1aBMLLM BHU3 «|, », Bbl BO3BpaLLaeTech K c/ieaytollein KomaHae.

Kypcop nepemeuiaetcs Ha OAMWH
CUMBO/ BNEBO. Bbl moeTe MCNo/nb30BaTh KAABMLIM

BNEBO «<&»M  BMNPaBO  «—>»and
Kypcop nepemellaetca Ha OAMH | y3meHeHUs BBEAEHHbIX KOMaHA,

BneBo «&»

Bnpaso»->»

CMMBO/ BMPaBo.
Ctrl +p Takan »Ke KakK U y KnaBullm Beepx « T ».
Ctrl +n Takan e KaK U Yy KNaBULLIK BHU3 «|, ».
Ctrl +b TaKan e KaK U Yy KaBULLM BNEBO K& »,
Ctrl +f TaKas XKe KaK 1 y KNaBULIKN BNPaBO «—>».
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Ctrl +2 BepHyTbca B Pexmm agmumHUCTpaTOpa HenocpeacTBEHHO W3 Opyrux
PEXMMOB HACTPOMKM (33 UCKNOYEHNEM MO/Ib30BATE/IbCKOFO PeXMma)
Ctrl +c OcTaHOBKa HenpepbIBHbLIX NPOLECCOB KOMAHA, TAKUX KaK NMUHT U T.4.
Tab B npouecce BBOoAa KomaHgbl Tab moxeT ObiTb WMCNONb30BaH ANA ee
3aBepLUEHMA, eCNU HET OLMOOK.

1.2.4 CnpaskKa
CyuwiecTBytoT ABa cnocoba NoayumTb JOCTYN K CNPaBOYHOM MHPopMaLumm: KomaHaamu
«help»n «?».

OCTyn K
Aocry Mcnonb3oBaHue U GpyHKLUMU
cnpaBke
Help Mog noboit KomaHAHOM cTpokoW BBeguTe "help»n Haxkmute Enter, Bbl

nonyvymnTe KpaTtkoe onmncaHune mn3 cnpaBquoﬁ Cncrembl.

1. Nop, nobolt KomaHAHOM cTpokoi BBeauTe "?", YyToObI NONIYYMUTL CMUCOK
KOMaHA, ans TEKyLEero pexxnma C KpaTKUm onucaHuem.
2. Beegute "?»nocne KomaHgabl. Ecnm nosmuma aonxHa 6biTb MapameTpom,
onncaHue 3TOro napameTpa Tuna, macwTtaba v T.4., byayT oTtobparkeHbl, ecin
«?» nosMuma Ao/KHa ObiTb K/IOYEBbIM CNOBOM, TO OyaeT oTobpaxkeH Habop
K/IIOYEBbIX C/IOB C KPAaTKMM OMUCAHMEM, ecan BbilWIO "<cr > ", TO KOMaHAa
BBEAEHa MOJIHOCTbIO, HaXXMUTE Knasuuwy Enter, 4Tob6bl BbINONHUTL KOMaHAY.
3. Beeaute "?»cpasy nocsie CTPOKM. ITO MOKAXKeT BCE KOMaHAbl, KOTopble
HAYMHAOTCA C 3TOMN CTPOKM.

1.2.5 TlposepKa BBOAA

1.2.5.1 Omobpaxcaemasn uHgopmayua: ycnewHoe sbinoaHeHue (successfull)

Bce KomaHAbl, BBOAUMbIE Yepe3 KnaBuaTypy, NpPoXoaAT NpoBepKy cuHTakcuca B Shell.
Huyero He 6yaeTr oTobpakaTbCAa, e€cAM NONb30BaTeNb BBEN MPaBWJIbHble KOMaHAbl Npu
COOTBETCTBYIOLLMX PEXMMAX M YTO MPUBENO K UX YCMELIHOMY BbINMOJIHEHUIO.

1.2.5.2 Omobpaxcaemasn uHgopmayusa: owuboyHslli 6800 (error)

OTtobpaxkaemoe coobuieHne owmnbku MNoAcHeHue

BBegeHHOM KOMaHAObl He CyllecTByeT WAM eCTb
owunbka B napameTpe MacwTaba, TMMA WAK
dopmara.

Unrecognized command or illegal
parameter!

[ocTynHo No KpaWHel mepe ABe WHTepnpeTauuu

Ambiguous command
CMbIC/1a Ha OCHOBE BBEAEHHOIO TEKCTA.
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KomaHaa cyuwectsyeT (npu3HaeTtcs), HO 3adaH

Invalid command or parameter o
HenpaBWAbHbIN NapameTp.

This command is not exist in current | KomaHga cywectsyeT (NpuM3HaeTcs), HO HE MOXKeT
mode 6bITb MCMO/Ib30BAHA B JAHHOM peXume.

Please configure precursor command | KomaHaa cyuiectByeT (Npu3HaeTcs), HO OTCYTCTBYET
"*»at first! YyCNoBME KOMaHAbI.

syntax error : missing "' before the end | OwnbKa  cUMHTAKCMCa:  KaBblYKM  HE  MOryT
of command line! MCNO/Ib30BaTbCA B Nape.

1.2.6 Nopapaep’kKa A3blKa HeyeTKou noruku (Fuzzy math)

Shell Ha KommyTaTope MMeeT NOAAEPKKY A3blKAa HEYETKOM NOTUKMU B MOUCKE KOMAHA, U
K/toueBblx cioB. Shell byaeT pacnosHaBaTb KOMaHAbl M K/KOYEBbIE C/I0BA B TOM C/y4ae, ecau
BBEAEHHAA CTPOKA He BbI3blBAaeT HUKAKUX KOHPSIMKTOB.

Hanpumep:

1. KomaHga «show interface ethernet status»,ﬁyp,eT pa60TaTb AaXXe B TOM C/nyvae,
ecnn Habpatb «sh in ethernet status «.

2. OgHako, npu Ha6ope KOMaHAbl «show running-config»KaK «show r»CUCTEMA
coobwmTt «> Ambiguous command!», T.K. Shell 6yaeT He B cOCTOAHUM onpeaennTb YTO UMeNochb
BBnAy «show radius»mnmn «show running-config». Takum obpasom, Shell cmoxkeT npaBuabHO
pacno3HaTb KOMaHAY TONbKO ecnun byaet HabpaHo «sh ru».

2  OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1 OCHOBHbIE HAaCTPOIKKU

OCHOBHbI€ HAaCTPOMKM KOMMYTaTOpa BK/IOHAOT B cebAa KOMaHAbl ANA BXO4A U BbIXo4a U3
peXmma agMUHUCTPATOPa, KOMaHAbl ONA BXOAA M BbIXOAA U3 perMma KOHPUrypupoBaHUA
uHTepdelica, ANA HACTPOMKM M OTODOparKeHUA BPEMEHM B KOMMYyTaTope, OTobpaxeHus
MHbOpPMaLMK O BEPCUMM CUCTEMbI KOMMYTATOPA M TaK danee.

KomaHpaa NMosacHeHune

O6bluHbIli NONb30BaTENbCKUI pexkum/ Pexxum agMuHUCTpaTopa

Enable [<1-155] Monb3oBaTenb UCNO/Ib3yeT KoMmaHAy enable ana Toro, 4To6bl BONTH
disable B pexum agmuHuctpaTopa. A komaHay disable ans Bbixoga u3
Hero.

Pexxum agmuHucTpaTopa

BxoauT B pexum rnobanbHoro KoHGUrypMpoBaHUA U3 pexuma

config [terminal]
aAMUHUCTpaTOpa.
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PasnuuHble pexxumsl

BbIxo4, M3 TEKYLLEro pexkuma W BXOA B MPeAblAyLnin pPeskunm,
Hanpumep ecanm NPUMEHUTb 3Ty KOMaHAY B PeXMMe rn1o6anbHoro
exit KOH}UIypMpoBaHMA, TO OHA BEPHET BaC B PEXMM aAMUHUCTPATOPA,
ecnM  Habpatb ewe pa3  (yKe Haxo4scb B peXMme
aAMUHUCTPaTOpPA), TO NOMNaAeTe B MONb30BaTENbCKUIN PEKUM.

show privilege lMoKa3blBaeT NpUBUNETMM ANA ONPedeNneHHbIX N0Ab30BaTeNemn

PacluMpeHHbIi N0N1b30BaTENbCKUI peXkum/ Pexxum agMuHUCTpaTopa

Bbixogut u3 TEKYLWEro pexmma U BO3BPAWAETCA B pPeEXUM
end AOMUNHNCTPATOPA, TO/IbKO KOorga no/sib3oBatesib HaXo4uUTbCA HE B
I'IOI'Ib3OBaTeI'IbCKOM/a,CI|MMHMCTpaTOpCKOM pexnmax.

Pexxum apmuHucTparopa

clock set <HH:MM:S55>

[YYYY.MM.DD] YcTaHOBKa AaTbl M BpEMEHM.

show version OTobpaxkeHne Bepcnun KoOMmyTaTopa.

set default Bo3BpallaeT 3aBoACKNE HACTPOMKM.

write CoxpaHseT TeKyLLyto KoHoUrypaumto Ha Flash-namarsb.
reload Mepesarpy3ska KOMMyTaTopa.

show cpu usage MNoKa3biBaeT cTeneHb ncnonab3osaHua CPU.

show cpu utilization lNMoKa3bIBaeT TEKYLLYIO CKOPOCTb 3arpy3KuM npoLeccopa.
show memory usage MoKa3blBaeT cTeneHb MCNOIb30BAHUA MAMATH.

PexXxum rnobanbHOro KOHGUrypuposaHus

HacTpoiika oTobGpaxaemon MHPoOpmaLMM NpU  YCNELIHOWM
aBTopu3aun nosb3osatena uyepes Telnet wam  KoHconbHoe
COoeANHEHME.

banner motd <LINE>
no banner motd

2.2  YnpasneHue Telnet

2.2.1 Telnet

2.2.1.1 BeedeHue 8 Telnet

Telnet 3To nNpocTOo MPOTOKOAN YAANEHHOro AO0CTyna ANA AUCTAHUMOHHOTO BXOAA.
Ucnonb3ya Telnet, nonb3oBaTeNb MOXeT ANCTAHLMOHHO BOMTU HA XOCT Ucnonb3yA ero IP aapec
nnn nma. Telnet MOXKeT NOCbINATb HAXKaTUA KNABULW YAaJEHHOMY XOCTY U BbIBOAUTb AlaHHbIE Ha
3KpaH Nonb3oBaTena ucnonbysa npotokon TCP. 3To npo3payHaa npoueaypa, Tak Kak KaxkeTca
TO, YTO NONb30BaTE/IbCKME KNaBUaTypa U MOHUTOP NOAKAIOUYEHDI K YAANEHHOMY Yy3/1y HAanNpAaMYyHo.
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Telnet ncnonb3yeT KANMEHT-CEPBEPHbBIN PEXUM, NOKANbHAA CUCTEMA BbICTYMaeT B pPOu
Telnet KnueHTa, a yaaneHHblh xocT - Telnet cepsepa. KommyTtatop mMoxeT bbITb Kak Telnet
cepBepom, Tak u Telnet knneHTom.

Korpa KommyTtatop wucnonb3yetca Kak Telnet cepsep, nonb3osatenb MOXeT
ncnonb3osaTb Telnet KAneHTCKMe nporpammbl, BKAtodeHHble B OC Windows wnu pgpyrue
ornepaumoHHble CUCTEMbI A1 BXOAA B KOMMYTATOp, Kak ONMCAaHO paHee B pasjesie «yrnpas/ieHne
Nno He3aBUCMMbIM KaHanam ceasm». Kak Telnet cepsep KommyTaTop NO3BOAAET A0 5 KAMEHTAM
Telnet nogkntoueHue ncnonbsya npotokon TCP.

Takke KommyTaTop paboTtasa Kak Telnet KAMeHT, No3BO/AAET NO/b30BATENO BOWTU B
Apyrve yaaneHHble XocCTbl. KommyTaTop moXKeT ycTaHoBUTb TCP-nogkntoyeHue TOJNIbKO K
OAHOMY yAaneHHoMmy XxocTy. Ecam noasutbcA HeobXogMMOCTb COeAMHEHWMA € APYrum
yAaneHHbIM XOCTOM, TeKylme coeguHeHnsa TCP 4oKHbl 6bITb pa3opBaHbl.

2.2.1.2 KomaHObl KoHgu2ypuposaHusa Telnet
1. HacTtpolika Telnet cepsepa;

2. Ucnonb3oBaHue Telnet gna yaaneHHOro AocTyna K KOMMyTaTopy.

1. HacTtpolika Telnet cepsepa

KomaHpga OnucaHue

Pexxum rnob6anbHoro KoHpUrypuposaHus

Aktusmpyet ¢yHKumio Telnet cepsepa Ha
KommyTaTope, KomaHza
«NO»EeaKTUBMPYET 3Ty GYHKLMIO.

telnet-server enable
no telnet-server enable

HacTpauBaeT umaA nonb3oBaTens v Naposb
ana poctyna no Telnet. KomaHga «no»
yaanaet [AaHHble aBToOpM3aLUn
Bbl6paHHOro Nonb3oBaTens.

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]
no username <username>

HactpanBaetr 6e3onacHocTb |IP agpecos

authentication securityip <ip-addr> ONA BXoga Ha KommyTatop no Telnet:
no authentication securityip <ip-addr> KOMaHA4a «no» OTMEHSIeT npeablayLlyto
KOMaHAy.

HactpauBaet 6e3onacHocTtb IPv6 agpecos

authentication securityipv6 <ipv6-addr> ANA BXoda Ha KommyTatop no Telnet:
no authentication securityipv6 <ipv6-addr> KOMaHZa «no» OTMEHSIeT npeablayLlyto
KomaHAay.

authentication ip access-class {<num- | CsasbiBaeT ctaHAapTHbIN IP ACL c Telnet /
std>|<name>} SSH /Web; KomaHaa «no» oOTmMeHseT
no authentication ip access-class npeabiayLyo KoOMaHay.
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authentication ipv6 access-class {<num- | CBasbiBaeT IPv6 ACL c Telnet / SSH /Web;
std>|<name>} KOMaHAa «no» OTMeHAeT npeablayLlyto
no authentication ipv6 access-class KOMaHAay.

authentication line {console | vty | web} login

{local | radius | tacacs} HacTpolika pemma  ayTeHTUdMKaumm
no authentication line {console | vty | web} Telnet.
login

authentication enable methodl1 [method2...] | HacTtpoika BKAlOYeHMA CNUCKOB MeTOA0B
no authentication enable ayTeHTUDMKALMN.

authorization line {console | vty | web} exec
{local | radius | tacacs} Hactpolika pexxmma aBTopusaumm Telnet.
no authorization line {console | vty | web} exec

accounting line {console | vty} command <1-
15> {start-stop | stop-only | none} method1
[method?2...] HacTpoiKa cnnucka meToaoBs y4eTa.
no accounting line {console | vty} command
<1-15>

Pexxum agMmuHucTpatopa

OTobpakeHne oTnagoyHon mHdopmaumm
terminal monitor ANA BXoAa Ha KommyTtatop 4yepes Telnet
terminal no monitor KAneHT; KomaHaa  «no»  OTKAo4aer
oTobparkeHne faHHOM MHPOpMaLUW.

2. Ucnonb3osaHue Telnet 4na yaaneHHoOro 4octyna K KOMMyTaTopy

KomaHpga OnucaHune

Pexxum apmuHucTparopa

Bxoa Ha xocT KommyTaTopa 4yepes Telnet
KAWEHT, BXOAAWMM B KOMMIEKTAUMIO
KommyTaTopa.

telnet [vrf <vrf-name>] {<ip-addr> | <ipvé-
addr> | host <hostname>} [<port>]

2.2.2. SSH

2.2.2.1BsedeHue 8 SSH

SSH (aHrn. Secure SHell — «be3onacHas 060/104Ka») ABNAETCA MPOTOKOJ/IOM, KOTOPbIM
obecneunBaeT 6e3onacHbli yAaneHHbIN AOCTyNn K ceTeBbiM ycTpoicTtBam. OH OCHOBaH Ha
HagexHom TCP/IP npoTtokone. OH noafepXuBaeT TakMe MexaHW3Mbl KaK pacnpegeneHue
KNoYen, npoBepka NOAJIMHHOCTM U WwndpoBaHma mexay SSH cepsepom u SSH-kaneHTOM,
yCcTaHoBKa 6e3onacHoro coeamHeHua. MHPopmauusa, nepegaBaemasn yYepes 3TO coeguHEHUe
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3awWwmueHa ot nepexsata U pacwundpoBkK. [Ina AocTyna K KOMMYTAaTOpPy, COOTBETCTBYIOLLEMY
TpeboBaHMAM SSH2.0, Heobxoanmo SSH2.0 KnneHTCKoe nporpaMmHoe obecneyeHne, Takoe, Kak
SSH Secure Client n Putty. NMonb3oBatenn moryT 3anyckaTb BbllenepevyncieHHoe NporpammHoe
obecrneyeHne ANA ynpaBieHUA KOMMYTAaTOPOM yaaneHHO. KommyTaTop B HacTosllee Bpems
noageprmneaetr ayteHTuoumkaumto RSA, 3DES wm SSH wwudposaHMe npoTokona, naposb
nosb3oBaTena ayTeHTUGUKaUUmM U T.4.

2.2.2.2 CnucoK KomaHO 018 KoHgpu2ypuposaHusa SSH cepeepa

KomaHpa OnucaHue

Pexxum rnob6anbHoOro KoHpUrypuposaHus

ssh-server enable AKTMBaLMA OYHKLUMM Ha KOMMYTATOpe; KOMaHAA
no ssh-server enable «NO» OTMEHSAET NpeablAyLLyto KOMaHay.

username  <username> [privilege | HacTpauBaeT umAa nosib3oBaTena M MNaponb ANA

<privilege>] [password [0 | 7] | moctyna K KommyTatopy uepe3 SSH KaueHT.
<password>] KomaHpga «no» ypaanaeT pAaHHble aBTopuU3auumm
no username <username> BblbBpaHHOro Nosb3oBaTens.

Hactpoika Tanmmayta gns ayteHtudmKaumm SSH;
KomaHaa «no» BOCCTaHaB/AMBAET 3HayeHMA No
YMONIYaHMIO TaMMayTa AnA ayTeHTudmKaumm SSH.

ssh-server timeout <timeout>
no ssh-server timeout

ssh-server authentication-retires | Hactpoiika 4MciO MNOBTOPHbIX MONbITOK  SSH
<authentication-retires> ayTeHTUdMKaummn; KomaHaa «no» BOCCTaHaB/MBaET
no ssh-server authentication-retries 3HAYeHMA N0 YMONYaHMIO.

ssh-server host-key create rsa modulus | Co3gaHne HoBoro RSA Kawouya xocta Ha SSH
<moduls> cepBepe.

Pexxum apmuHucTparopa

MoKa3 oTnago4vHon MHPopmaumm SSH Ha cTopoHe
K/IMEHTA; KOMaHAAQ «NO» OTMEHAET MpeablayLyto
KOMaHAay.

terminal monitor
terminal no monitor

2.2.2.3 Mpumep Hacmpoliku SSH cepsepa

Mpumep 1:

3agaum:

° Bkntounte SSH cepsep Ha KommyTaTope M 3anyctutb SSH2.0 nporpammHoe
obecneyeHune KameHTta, Takoe Kak SSH Secure Client nan Putty Ha TepmuHane. BoliTu Ha
KOMMYTATOP, MCNOAb3YA UMA NOJIb30BaTENA M NAPO/b OT KAMEHTA.

° Hactpoutb IP-agpec, nobasutb SSH nonb3sosaTeneit n aktueuposatb SSH cepsuc
Ha KommyTaTope. SSH2.0 KAMEeHT MOXKeT BOMTM B KOMMYTATOpP, UCNO/b3YyA MMSA MOb30BaTENA U
Napoab Aa5 HACTPOMKM KOMMYTATOpa.
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Switch (config) #ssh-server enable

Switch (config)#interface vlan 1

Switch (Config-if-Vlanl) #ip address 100.100.100.200 255.255.255.0
Switch (Config-if-Vlanl) #exit

Switch (config) #username test privilege 15 password 0 test

B IPV6 ceTax, TepMWUHan AonxeH 3anyctuTb SSH-KAMEHT n nporpammHoe obecneyenue,
KoTopoe nogaep:kusaeT IPv6, Takme Kak putty6. lMonb3oBaTtenn He [OOMKHbI M3MEHATb
HaCTPOMKM KOMMYTATOPa, 33 UCKAKOUYEeHWeM pacnpegenenuns IPv6-agpeca ana NOKanbHOro xocra.

2.3 HacTtpoiika IP agpecoB KommyTaTopa

Bce Ethernet-nopTbl KOMMyTaTOpa NO YMO/IMAHWUIO ABAAKOTCA NMOPTaMM A0CTyNna ANA
KaHa/NIbHOTO YPOBHSA W BbINOJHAOTCA HA BTOpoM yposHe. VLAN nHTepdeiic npeactaaset coboi
NHTEPPENC TPETbETO YPOBHA C OYHKUMAMMW, ONA KOTOPbIX MOXKET 6biTb HasHauyeH IP-agpec,
KOTopbI ByaeT Takke IP-agpecom kKommyTtaTopa. Bece cetn VLAN, cBA3aHHbIe C UHTepdencom, n
MX KOHOMUrypaums MOryT ObiTb HACTPOeHbl B nogpexume KoHpurypmposaHua VLAN.
KommyTtaTop npepocTtasaset Tpyu metoaa KoHdurypauum IP agpeca:

. PyuyHas
. BOOTP
. DHCP

PyuyHas HacTpolika IP-agpeca no3sonseT npucBamBaTh IP-agpec BpyyHyto.

B BOOTP / DHCP pexume, kommyTaTop paboTtaet kak BOOTP/DHCP KnueHT, oTnpasnset
lWUMpoKoBewaTenbHble naketsl BOOTP 3anpoca Ha BOOTP/DHCP-cepsepa u BOOTP/DHCP
cepBep Ha3Ha4yaeT agpec OTNPaBUTE/O 3aNpoca, KPOMe TOro, KOMMYTaTop MOXKeT paboTaTb B
Kauectee cepsepa DHCP n gnHammnyeckm HasHavaTb NapameTpbl CeTWU, Takue, Kak IP-agpeca,
wnto3 n agpeca DNS-cepsepos DHCP KnneHTam, 4To noapo6bHO ONMcaHo B Nocaeayowmx rn1asax.

2.3.1 Cnucok KomaHpg, ana HacTpoiiku IP agpecos
1. BkntoueHune VLAN pexuma;

2. PyyHan HacTpoitKa;

3. BOOTP KoHourypaums;

4. DHCP koHdurypauus.

1. BkntoyeHue VLAN perkuma

KomaHpa OnucaHue

Pexxum rnobanbHOro KOHGUrypuposaHus

Co3sgaHue VLAN wuHTepdeiica (uHTepdelica
TPETbErO YPOBHA); KOMaHAA «no» yaanset
VLAN uHTepdeic.

interface vlan <vian-id>
no interface vlan <vlan-id>

2. PyyHas HacTpolika
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KomaHpga OnucaHue

VLAN pexxum

ip address <ip_address> <mask> [secondary] | HacTtpoiika IP agpeca VLAN wuHTepdeiica;
no ip address <ip_address> <mask> | komaHga «no» ygandet IP agpeca

[secondary] VLANuHTepdelica.

ipvé address <ipv6-address / prefix-length>

[eui-64] Hactponka IPv6 apgpecos. KomaHga «no»
no ipv6 address <ipv6-address / prefix- | ynanset IPv6 agpeca.

length>

3. BOOTP KoHourypaums

KomaHpa OnucaHue
VLAN pexxum
BkntoyeHne kKommyTtatopa Kak  BOOTP
ip bootp-client enable KNMeHTa ana nonyyenua IP-agpeca n agpeca
no ip bootp-client enable wt3a nytem neperosopos BOOTP. KomaHaa

«no» BblkAtoyaeT BOOTP knuneHrT.

4. DHCP koHurypaums

KomaHpga OnucaHue
VLAN pexum
BkntoyeHne kommyTtaTtopa Kak DHCP kKnauneHTa
ip dhcp-client enable ana nonyvyenua IP-agpeca 1M agpeca wato3a
no ip dhcp-client enable nytem 3anpocos DHCP. KomaHaa «no»

BbiK/toyaeT DHCP KnueHT.

2.4  Hacrpoiika SNMP

2.4.1 BsepeHue B SNMP

SNMP (Simple Network Management Protocol) sBnseTca cTaH4apTHLIM MPOTOKO/IOM
CeTeBOro ynpaBaeHUs, KOTOPbIM LUIMPOKO NCNOb3YETCA B yNPaBAeHNUN KOMMbIOTEPHbIMU CETAMM.
SNMP aBnaeTtca passusatowmmca npotokonom. SNMP vl [RFC1157] aBnaetca nepsoi Bepcuen
npotokona SNMP, KoTopasa aganTuMpoBaHa K OrpoOMHOMY 4YMCAY NPOM3BOAMTENEN CBOEM
NPOCTOTOM U Nnerkoctbto BHegpeHus; SNMP v2c sBnaeTtca yayyweHHol Bepcueir SNMP vl; 8
SNMP v3 ycuneHa 6e3sonacHocTb, AobasneHbl USM n VACM (View-Based Access Control Model).

SNMP-npoTokon obecneymBaeT NpocToin cnocob obmeHa MHbOpMauMen ynpaBaeHun
CeTblo Mexay ABymA TouKamu B ceTu. SNMP mcnonbsyet mexaHU3m 3anpocos v nepepaet
coobueHuns yepes UDP (npoToKon 6e3 ycTaHOBNEHUA COeAMHEHUSA TPaHCMOPTHOrO YPOBHSA),
NO3TOMY OH XOPOLLO MOAAEePKMUBAETCA CYLLECTBYIOLUM KOMMbIOTEPHbIMU CETAMMU.
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SNMP-npoTOKON MCNONb3yeT peXMMm CTaHuMMu-areHTa. B 3TOM CTpyKType ecTb Age
coctasnsawowme: NMS (Network Management Station) u areHT. NMS sBnsetca pabouei
CTaHUMEN, HA KOTOPOM CTOWUT KAMeHTCcKaa nporpamma SNMP. 310 agpo SNMP-ynpasneHua
ceTblo. AreHT cepBepHOro NporpaMmHoro obecneyeHnsa paboTaeT Ha yCTPOMCTBaX, KOTopble
Hy»KgatoTca B ynpasneHun. NMS ynpasnset Bcemun obbektamun yepes areHToB. KommyTaTop
nogaep*knsaet GyHKUUM areHTa.

Ceaszb mexay NMS un areHTom npoucxogut B pexume KnueHTt-Cepsep, obmeHMBaACb
CTaHAAPTHbIMK coobweHnammn. NMS nocbinaeT 3anpoc, U areHT oTeeyaeT. EcTb cemb TMNOB
SNMP coobuieHnit:

. Get-Request

. Get-Response

. Get-Next-Request
. Get-Bulk-Request
. Set-Request

. Trap

. Inform-Request

NMS cBasbiBaeTcA C areHTOM ¢ nomoulbto 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu Noay4yeHMn 3anpocoB, OTBEYAET COObLLEHNEM
Get-Response. O HEKOTOPbIX CMeLUnanbHbIX CUTYauMAX, TAKMX, KaK U3MEHEHMA CTAaTyCOB CETEBbIX
NMopTOB YCTPOMCTBA UM M3MEHEHMA TONOOTUM CETU, AareHTbl MOTYT OTNPABAATb CNeunanbHble
coobuieHnsa 06 aHomanbHbIX cobbITUAX. Kpome Toro, NMS MOKeT 6biTb TaKyKe yCTaHOBJIEH AN
npeaynpexaeHma HeKoTOpbiX aHOMasbHbIX cobbiTuii, aktueupya RMON ¢yHKumio. Korga
cpabaTbiBaeT onpeaeieHHOe NPaBMIO, areHTbl OTNPABAAIOT COOBLEHMA B XKYPHaNbl COObITUI B
COOTBETCTBMMU C HAaCTPOMKaMM.

USM obecneumBaeT 6e3onacHyio nepegavy, Xopowo nNpoaymaHHoe wudpoBaHue u
ayTeHTuduKaumo. USM wundpyet coobuieHna B 3aBUCMMOCTM OT BBOAA NApO0/iA Nosb3oBaTeNs.
3TOT MeXaHU3M rapaHTUpyeT, YTO coobLEeHMA He MOTyT BbITb MPOCMOTPEHbI BO BpEMA Nnepeaayu.
Takke USM AyTeHTUdMKALMA rapaHTUMPYeT, YTO coobueHMe HE MOXKET ObITb M3MEHEHO MpU
nepegaye. USM wucnonbayer DES-CBC kKpuntorpadmo. U HMAC-MD5, n HMAC-SHA
MCNONb3YIOTCA ANA ayTEHTUDUKALUMN.

VACM wucnonb3yeTcs ana KnaccudmKkaumm npas M 4oCTyna nosib3oBatenei. ITo cTaBuT
nosib3oBaTesiel C O4HUM U TEM }Ke paspelleHnem A0CTyna B O4HY rpynny. HeaBTopusoBaHHble
NoAb30BaTeNN HE MOTYT NPOBOAMUTbL ONepaLmu.

2.4.2 BsepeHue B MIB

NHopmauma ynpasneHna cetbto goctyna B NMS KoppeKTHO onpegeneHa u
opraHusoBaHa B WHdopmauumoHHoW 6ase ynpasneHusa (MIB). MIB aTo npeponpeaeneHHasn
MHbOPMaLMA, KOTOpas MOXKeT ObITb AOCTyNHa Yepe3 NPOTOKO/bl YNPaBAEHMA CETbIO, BO BCEWN
CBOEN MHOTFOCNOMHOCTU W CTPYKTYpUpoBaHHOM Buge. [MpegonpegeneHHas wHbopmauusa
ynpaB/ieHMa MOXKeT ObiTb MojslyyeHa NyTeM MOHMUTOPMHra ceTeBbiXx ycTponcTs. ISO ASN.1
onpeaenseT ApPeBOBUAHYIO CTPYKTYpPY ana MID, cooTBeTcTBEHHO Kaxkablit MIB opraHusyeT Bcto
OOCTYNHYIO MHPOPMALLMIO B BUAE TaKOM CTPYKTYpbl. Kaxkapli y3en sToro gepesa cogepxut OID
(naeHTMdUMKATOP 06BEKTA) M KpaTKoe onucaHue y3na. OID npeactasnset coboit Habop Lenbix
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yucen, pasgeNeHHbIX TOYKaMM, W MOXKeT ObiTb  MCNOAb30BaH ANA  onpeaeneHus
MEeCTOMO/IOXKEHMUSA Y3/1a B A PEBOBUAHOMN CTPYKType MID, Kak NOKa3aHO Ha PUCYHKE HUXKE:

Root

Node(1) Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

Mpumep pepesa ASN.1

Ha atom pucyHke OID obbeKTa A aBnsetca 1.2.1.1. NMS moxKeT HalnTh 3TOT 0ObeKT Yepes
3TOT YHUKaNbHbIM OID M nonyyYnTb CTaHAAPTHbIE NepemMeHHble 0bbekTa. MIB onpeaenset Habop
CTAaHAAPTHbIX NEPEMEHHbIX A1 MOHUTOPUHIA CETEBbIX YCTPOMCTB, Cneaya 3TOM CTPYKType.

Ecan nHdopmauma o nepemeHHbix MIB areHTa Ao1KHA 6bITb MPOCMOTPEHA, HeobxoaMM
3anyck nporpammHoro obecneyeHma npocmoTtpa MIB Ha NMS. MIB B areHTe 06bI4HO COCTOUT U3
ny6namyHoro MIB u yactHoro MIB. My6anyHbit MIB comepKUT OTKPbITYO WMHbOpMaLMIO
ynpaBAeHUs CeTblo, KOTOPasA MOMKET ObiTb gocTynHa ana Bcex NMS, yacTHbit MIB cogepKut
KOHKPETHY0O MHObOpMaLMiO, KOTOpas MOMKET OblTb MNPOCMOTPEHA U  KOHTPOAMpPYeTCA
noAAep Ko NponssoguTens.

MIB-I [RFC1156] 6bina nepsoii peanmsaumein nybanyHoix MIB SNMP, n 6bina 3ameHeHa
MIB-II [RFC1213]. MIB-II pacwupseTt MIB-I n coxpaHaet OID ana MIB gepesbes 8 MIB-I. MIB-II,
COAEPKUT BNOXKEHHbIE AepeBbfA, KOTOpPble TaKkKe Ha3sbiBatoTca rpynnamu. O6bekTbl B 3TUX
rpynnax oxsaTbiBaloT BCe QyHKUMOHaNbHble obnactu B ynpasneHun cetbto. NMS nonyyaer
nHpopmaumto 06 ynpaBaeHum cetbto npocmatpmeas MIB Ha SNMP areHTe.

KommyTtaTtop moxeT pabotaTb B KadectBe SNMP areHTa, a TakKe noggepxmsaetr SNMP
v1/v2c n SNMP v3. Takxe KommyTaTop noaaep*kmsaet 6asosbie MIB-Il, RMON ny6anyHbie MIB
n gpyrue nybamydble MID, Takne Kak Bridge MIB. Kpome Toro, KommyTaTop noagepuBaet
CaMOCTOATENIbHO ornpeaesieHHble YacTHble MIB.

2.4.3 BsepeHue 8 RMON

RMON naBnsetca Hanbosiee BarKHbIM paclimpeHnem ctaHgaptHoro SNMP npotokona.
RMON saBnsetcsa Habopom onpeaenenunii MIB 1 ncnonbsyetca ana onpeaeneHunsa cTaHAapTHbIX
CcpeancTB 1 MHTepdeincoB gna HabatoaAeHUA 3a CeTblo, NO3BONAET OCYLLECTBAATb CBA3b MEXAy
TepMUHanamu ynpasneHna SNMP n yaaneHHbiMn ynpasBnaembiMn KommyTtatopamu. RMON
obecneynBaeT BbICOKO3IDPEKTUBHbBIN METO, KOHTPOIA AEUCTBUIA BHYTPMU NOACETU.

MID RMON coctout 13 10 rpynn. KommyTtatop noaaep»kuBaeTr Haubosiee 4acto
ncnonb3yemble rpynnbl 1, 2,3 n 9:
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° Statistics: KOHTpOIMpPYET OCHOBHOE MCMNO/Ib30BAHME U BEAET CTAaTUCTUKY OLLIMOOK
ANA KaXkaon NoaceTn KOHTPOJIMPYEMOrO areHTa.

° History: nossonseT nepnoamMyeckn 3anmncbiBaTtb 06pasLbl CTaTUCTUKKU, KOTOpble
AoctynHbl B CTaTUCTUKe.

° Alarm: no3sondeT nNOAb30BAaTENAM KOHCOAM YMNPaBAEHMA YCTaHaBAMBATb

KOJINYECTBO UIN YNCNIO SR NHTEPBAIOB OOHOBNEHMA M MOPOrOBbIX 3HAYEHU I ONOBELLEHNA AR
3anucet RMON areHTa.

° Event: cnncok Bcex cobbiTuin, npounsoweawmx 8 RMON areHTe.

Alarm 3aBucaT oT peanmsaumm Event. Statistics u History oTobpaxkatoT Tekyuyto
CTAaTUCTMKY MAM uctoputo noacetu. Alarm mn Event obecneumBatloT metos KoHTpona ntoboro
N3MEHEHMA JAHHbIX B CETU MU NPefOoCTaBAAIT BOSMOMKHOCTb NOAABAaTb CUTHANbI MPU HELUTATHbIX
cobbITMAX (oTNpaBKa Trap UAM 3aNUCh B KYPHabI).

2.4.4 Hacrpoiika SNMP

2.4.4.1 CnucoK KomaHO 0aa Hacmpoliiku SNMP

1. BkntoueHune n otkAoveHne pyHkumm SNMP areHTa;
. Hactpoika cTpoku coobuectsa B8 SNMP;

. HacTtpoliika IP-agpeca ctaHumn ynpasneHna SNMP;
. Hactpoiika engine ID;

. Hactpoiika nonb3oBarens;

. HactpoWwka rpynnbi;

. Hactpoiika Bnaa;

. Hactpowka TRAP;

. BkntoueHue / BbikntoueHne RMON.

O o0 NOYULL B WN

1. BKntoueHune un oTkatoueHne pyHkumm SNMP areHTa

KomaHpga OnucaHue

Pexxum rnob6anbHOro KoHGUrypuposaHus

BkatoueHne ¢yHKUMM SNMP  areHta Ha
KommyTaTtope. KomaHaa «no» BblKAKOYaeT 3Ty

dYHKUMIO.

snmp-server enabled
no snmp-server enabled

2. HacTtpoiika cTtpoku coobuwectsa 8 SNMP

Komanpa OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

snmp-server community {ro|rw} {0 | 7}
<string> [access {<num-std>|<name>}] | HacTpoiika cTpokn coobuectsa B8 SNMP ans
[ipv6-access {<ipv6-num-std>|<ipv6- A kKommyTaTopa. KomaHaa «no» yaanser 3Ty
name>}] [read <read-view-name>] [write | cTpoKy.

<write-view-name>]
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no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

3. Hactpowka IP-agpeca ctaHummn ynpasneHna SNMP

KomaHpga

OnucaHue

Pexxum rnobanbHOro KoHPUrypmposaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

Hactpolika 6e3onacHbix IPv4/IPv6 agpecos ,
KOTOpble  MMelT npasBo  goctyna K
KommyTaTopy. KomaHga «no» ypanser stu
HACTPOIKMN

snmp-server securityip enable BkntoueHne 1M oTKAOYeHMEe  PyHKUUM
snmp-server securityip disable npoBepKun 6esonacHbix IP.
4. Hactpoiika engine ID
KomaHpa OnucaHue
Pexxum rnobanbHoro KOHPpUrypmuposaHmsa
Hactpoika nokanbHoro engine ID Ha

snmp-server engineid <engine-string>
no snmp-server engineid

KOMMyTaTope. 3Ta KOMaHZa Wcnosab3yerca
ana SNMP v3.

5. HacTpoliika nosb3oBarens

KomaHpaa

OnucaHue

Pexxum rnobanbHoro

KoHdUrypmupoBaHusa

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std> | <ipv6-
name>}]

no snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

JobasneHue nonb3osatens 8 SNMP rpynny.
3Ta KOMaHAa MCNoNb3yeTca ANA HACTPOMKM
USM pgna SNMP v3.

6. Hactpoika rpynnbl

KomaHpga

OnucaHue

Pexxum rnobanbHoro

KOHPUrypmposaHua
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snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv}
[access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>| <ipv6-name>}]

YcTaHOBKa WHboOpmauumM o rpynne Ha
KOMMyTaTope. dTa KOMaHZA WCnosb3yeTcA
ana Hactpolikm VACM gna SNMP v3.

7. HacTpoitka Buaa

KomaHpga OnucaHue
PexXum rno6anbHOro KOHGUrypMpoBaHus
snmp-server view <view-string> <oid-string>
{include|exclude} HacTpolika BMga Ha KommyTaTope. IJTa
no snmp-server view <view-string> [<oid- | KomaHga ncnonb3yetca ana SNMP v3.
string>]
8. Hactpoiika TRAP
KomaHpa OnucaHue
Pexxum rnobanbHoOro KOHPUrypmuposaHmsa
snmp-server enable traps .
BkntounTtb oTnpaBky Trap coobuweHuin. ITa KOMaHAA
no snmp-server enable
T ncrnonbsyetca ana SNMP v1/v2/v3.

snmp-server host {<host-
ipv4-address> | <host-ipv6-

address>} {vl | v2c | {v3
{noauthnopriv | authnopriv
| authpriv}}} <user-string>

no snmp-server host {<host-
ipv4-address> | <host-ipv6-
address>} {vl | v2c | {v3
{noauthnopriv | authnopriv
| authpriv}}} <user-string>

YcraHoBKa |IPv4/IPv6 aapeca xocTa, KOTOPbIA MCMOb3yeTca
Ana nonyyeHmsa nHoopmauumn SNMP Trap. Ans SNMP v1/v2,
3Ta KOMaH/Aa TaK)Ke HacTpauBaeT CTPOKYy coobuiectBa Aa/A
Trap; gna SNMP v3 , sTa KOMaHAaQ TaKXe HacTpauBaeT Umsa
nonb3oBaTesia U ypoBeHb 6esonacHocTn Trap. KomaHaa "no",
oTmeHsaeT aT1oT IPv4 uau IPv6 agpec.

snmp-server  trap-source
{<ipv4-address> | <ipvé6-
address>}

KOTOpbIM
KoMaHaa

YctaHoBKa IPv4 wnm IPv6 apgpeca WCTOYHMKA,
ncnonb3yercA Ana oTnpaBkuM trap NakeTos,
"no»ynanaer KoHoUrypaumio.
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no snmp-server trap-source
{<ipv4-address> | <ipv6-
address>}

9. BkatoyeHue / BbikatoyeHne RMON

KomaHpga OnucaHue

Pexxum rnobanbHOro KOHPpUrypmposaHmsa

rmon enable

BkntoueHune / BbikaoyeHne RMON
no rmon enable

2.4.5 TunuuyHble npumepbl HacTpoiikn SNMP

IP-agpec NMS 1.1.1.5, IP-agpec KommyTaTopa (areHta) 1.1.1.9.

CueHapuit 1: lMporpammHoe obecnedyeHne NMS wucnonbayer npotokon SNMP ana
NONYYEeHMA OAHHbBIX OT KOMMYTATOpa.

KoHourypaums KommyTaTopa, 3anmMcaHa HUKe:

Switch (config
Switch (config
Switch (config
Switch (config

#snmp-server enable

fsnmp-server community rw private
fsnmp-server community ro public
#snmp-server securityip 1.1.1.5

—_ — — —

NMS Mo»KeT MCnoab30BaTb YACTHYHO CTPOKY coobuiecTBa Ana AOCTyna K KOMMyTaTopy
ONA YTeHUs U 3anucKu paspeLlleHrii UAK UCNoNb30BaTb My6MYHYI0 CTPOKY coobuiecTBa ana
AOCTYNa K KOMMYTaTOPY TONbKO A5 YTEHUS pa3peLleHnit.

CueHapuit 2: NMS byaet nonydatb Trap coobuieHua oT KommyTtaTtopa (MpumedaHue:
NMS, BO3MOKHO, NPOBEPUT 3HaYeHMe CTPOKM coobuiecTsa Ana Trap coobuweHunii. B stom cnyyae
NMS ncnonb3yeT noaTBEPKAEHNE CTPOKM coobuiecTBa usertrap).

KoHpurypauma KommyTtaTopa, U3/10XKeHa HMXKe:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 1.1.1.5 vl usertrap
Switch (config) #snmp-server enable traps
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CueHapuit 3: NMS wucnonbayetr SNMP v3, 4ytobbl MOAYy4YMTb WHPOPMAUUIO OT
KOMMyTaTopa.
KoHburypauna KommyTaTopa, U3N0XKEHA HUMKE:

Switch (config) #snmp-server

Switch (config) #snmp-server user tester UserGroup authPriv auth md5
hellotst

Switch (config) #snmp-server group UserGroup AuthPriv read max write max
notify max

Switch (config) #snmp-server view max 1 include

CueHapwit 4: NMS xouyeT nonyunTb v3Trap coobuieHre, oTnpaBAeHHOE KOMMYTaTOPOM.
KoHdurypaumna KommyTtatopa, U3N10XKEHA HUKE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 10.1.1.2 v3 authpriv tester
Switch (config) #snmp-server enable traps

CueHapuit 5: IPv6 agpeca NMS 2004:1:2:3::2; IPv6 agpeca KommyTtaTopa (areHTa)
2004:1:2:3::1. Monb3osatenn NMS ucnonbsytoT npotokon SNMP gna nonyyeHua AaHHbIX OT
KommyTaTopa.

KoHourypaumns KommyTaTopa, U3N0KEHA HUMKE:

Switch (config) #snmp-server enable

Switch (config) #snmp-server community rw private
Switch (config) #snmp-server community ro public
Switch (config) #snmp-server securityip 2004:1:2:3::2

NMS MOKeT MCNoNb30BaTh YaCTHYHO CTPOKY cOobLLecTBa A41A AOCTyNa K KOMMyTaTopy
ANA YTEHUS U 3anucKu paspelleHuidi AU UCNoNb30BaTh NyBAMYHYHO CTPOKY coobuiectBa Ans
[OCTYNa K KOMMYTaTOPY TONbKO A/1A YTEHUA pa3peLLeHnid.

CueHapuit 6: NMS byget nonydyatb Trap coobuieHna oT KommyTtatopa (MpumedanHue:
NMS, BO3MOXHO, NPOBEPUT 3HAYEHME CTPOKK coobliecTBa gnAa Trap coobuweHnin. B stom cnyyae
NMS ncnonb3yeTt noaTBEpKAEHUE CTPOKM coobuiecTBa usertrap).

KoHdurypauuna kKommyTtatopa, U3N0XKEHA HUKE:

Switch (config) #snmp-server host 2004:1:2:3::2 vl dcstrap
Switch (config) #snmp-server enable traps

2.4.6 TMowucK HeucnpasHocTeit SNMP

Korga nonb3oBatenu HactpamsatoT SNMP, SNMP cepBep moxeT He paboTaTb AO/IKHbIM
06pasom M3-3a OTKaza PM3MYECKOro CoeguMHEHWA WU HenpaBUAbHOW KOoHdUrypauuu wu T.4.
Monb3oBaTenn MoOryT yCTPaHUTb Npobaembl, BbINOAHUB TPebOBaHUA, YKa3aHHbIe HUXKe:

. Yb6eanTbcs B HAAEKHOCTU GU3NYECKOTO COeANHEHMA.

. Y6egutbcs, 4To MHTEpdEeNC M NPOTOKOA nNepenaunm AaHHbIX HaxodAaTcas B
COCTOAHUM «up» (Mcnonb3yihte KomaHay "Show interface"), a TaKKe cBA3b MexXay
KOMMYTaTOPOM M XOCTOM MOMET BbITb MpOoBepeHa NyTem NuHra (Mcnosib3yinTe KomaHay "ping").

. Yb6eautbcs, yto BKAodeHa ¢yHKuMAa SNMP areHTa. (Mcnonb3oBaTb KomaHay
"snmp-server ")
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. Y6eantbces,uto 6e3onacHocTb IP gna NMS (Mcnonb3oBaTb KOomaHay "snmp-server
securityip") n cTpoka coobuwectBa (Mcnonb3oBaTb KOMaHAZy '‘snmp-server community")
NpPaBUNbHO HAcTpOeHbl. Ecn 4To-To U3 3TOro He HacTpoeHo, SNMP He cmoxkeT o6waTtbea ¢ NMS
[OMKHBIM 06pazom.

. Ecan Heobxoguma Trap ¢yHKUMA, He 3abyabTe BKAOUMTL Trap (Mcnonb3osaTtb
KomaHgy "snmp-server enable traps"). U He 3abyabTe npaBuMAbHO HacTpouTb IP-agpec xocTta m
CTPOKy coobuiectBa gns Trap (Mcnonb3oBaTb KoMmaHAy "snmp-server host"), 4Tobbl obecneynTb
oTnpaBKy Trap cOO6LEHMI HA YKAa3aHHbIM XOCT.

. Ecnn Heobxoanma RMON ¢yHKUMA, OHa foAXKHa ObiTb BKAOYEHA (MCNONb30BaTbL
KomaHay "rmon enable").
. Ucnonb3yiite KomaHay "show snmp», 4yTobbl NpoOBEpPUTL OTNPAB/IEHHbIE W

nonyyeHHble coobuieHmna SNMP; Ucnonb3ayiite kKomanay "show snmp status", ytobbl npoBepuTb
nHpopmaumio o KoHourypaumm SNMP; Ucnonbsyiite komaHay "debug snmp packet”, uTobbi
BKHOUUTb QYHKLMM OTAagKun n nposepkn SNMP.

. Echn nonb3oBatenb NO-NpeXKHEMy He MOXKeT pewunTb npobnembl ¢ SNMP,
obpauanTecb B TEXHUYECKUI LLEHTP.

2.5 MopaepHU3aLMa KommyTaTopa

KommyTtaTtop npepgoctasnser gsa crnocoba o6bHoBneHuA: obHoBneHne BootROM u
TFTP/FTP o6HoBneHue nog, Shell.

2.5.1 CucremHblie $paiinbl KOmmyTaTopa

CuctemHble ¢daiinbl  BKAOYalOT B ceba  dannbl obpasa cuctembli(image) u
3arpy3odHbie(boot) ¢dalinbl. O6HOBNEHME cUCTEMHBIX GalNOB KOMMyTaTopa MopasymeBaeT
coboli nepesanucb cTapbix GaiinoB HOBbIMM.

daitn obpasa cuctembl BKAOYAET B ceba cxkaTble palinbl annapaTHbIX ApaniBepos, Gpanbl
nporpammHoro obecneyeHma u T. 4., 3TO TO YTO Mbl 06bI4HO Ha3biBaemM «IMG file». IMG ¢ann
MOXeET bbITb coxpaHeH TonbKo B FLASH c onpeaeneHHbIM Ha3BaHWMEM NOS.img.

3arpy3o4Hble(boot) daiinbl HeobxoaMMbl ANA 3arpy3KM U 3anycka KOMMYTaTopa, 3TO TO,
YTO Mbl 06bI4YHO Ha3biBaem «ROM file»(moryT 6bITb CcKaTbl B IMG ¢dainibl, €CN OHU CAULLKOM
60/blUMX pazmepoB). B KommyTaTope 3arpy304Hble daiibl paspelleHo COXPaHATb B TO/IbKO B
ROM.

KommyTaTop onpeaenser nyTb U uMmeHa ana ¢annos 3arpysku Kak flash:/boot.rom u
flash:/config.rom.

KommyTaTtop npeaocTtaBAseT NO/Sb30BaTeNt0 ABa pexuma obHosneHua: 1. BootROM
pexum; 2. TFTP n FTP obHosneHne B pexume Shell. 3tn gsa cnocoba obHoBNEeHMA byayT
OnucaHbl NOAPO6HO B cneayowmx AByX pasaenax.

2.5.2 BootROM obHoBnEHUE
Ectb aBa meToaa a1a BootROM obHoBneHus: TFTP u FTP, KoTopble MOryT 6bITb BbIOpaHbI
B KOMaHAax HacTpPoMKn BootROM.
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KoHcornbHbIN Kabenb

Kabenb cBA3n

TunuyHasa Tonosorma ana obHoBAEHNS KOMMYTaTopa B perkume BootROM

Mpoueaypa 06HOBNEHNA NepeYnCaeHa HUKE:

War 1:

KaK moka3aHO Ha pUCYHKe, MCMONb3YeTCA KOHCObHbIM Kabenb ana nogkntoderma MK K
nopTy ynpaBaeHns Ha KommyTtaTtope. MK gonKeH MmeTb NnporpammHoe obecnedyenune FTP / TFTP
cepBepa, a Takxke dain image HeobxoanMbI gns 06HOBNEHMSA.

War 2:
Haxkmute "Ctrl + B»BO Bpemsa 3arpy3kM KOMMyTaTopa ANA NEPEKNIOYEHUA B PEXUM
BootROM moHuTOpa. PesyabtaT onepaunm nokasaH HUXKe:

[Boot]:

War 3:

B BootROM pexume, 3anyctute "setconfig", utobbl yctaHoBuTb IP-agpec M macky
KomMmmyTaTopa ansa pexkuma BootROM, IP-agpec n macky cepBepa, a Takke Bblibepute TFTP unum
FTP obHoBNeHMA. Mpeanonoxum, 4To agpec KommyTaTopa 192.168.1.2, a agpec KomnbioTepa
192.168.1.66 u Bbibepute TFTP 06HOBAEHME KOHOUTYpaLumn. ITo ByaeT BbIrAAETb TakK:

[Boot]: setconfig
Host IP Address: [10.1.1.1] 192.168.1.2
Server IP Address: [10.1.1.2] 192.168.1.6606

FTP (1) or TFTP(2): [1] 2
Network interface configure OK.
[Boot]

War 4:

Bkntountb FTP / TFTP cepsep Ha MK. Ona TFTP 3anyctute nporpammy cepsepa TFTP, ans
FTP 3anyctute nporpammy FTP-cepBep. Mpexae, 4em HayaTb 3arpy3ky ¢ainna obHoBAEHUA Ha
KOMMYyTaTOp, NpOBepbTe COeANHEHNE MEXKAY CEPBEPOM M KOMMYTAaTOPOM C MOMOLLLbIO NMUHIA €
cepBepa. Ecan nuHr ycneweH, 3anyctute KomaHay "load»s BootROM pexxkume. Ecnm 3to He
yaaeTtca, ycTpaHeHUTe Henonagoku. Huke nokasaHa KoHourypaums gna obHoBneHua daiina
obpa3sa cucrembl:
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[Boot]: load nos.img
Loading...

Loading file ok!

War 5:
BbInONHUTL 3ameHy nos.img B pexume BootROM. [loKa3aHHble pganee KOMaHAbl

KOHdUrypaumnm no3BoNAT COXpPaHUTb 06pa3s darina cuctemsi:

[Boot]: write nos.img

File nos.img exists, overwrite? (Y/N)?[N] y

Writing NOS . Mg . v vttt ettt e e e et ettt et ettt e eeeeeeseeeeeenennas
Write nos.img OK.

[Boot]:

LWar 6:
BbinonHaem 3arpy3Ky ¢aina boot.rom Ha KommyTaTop, OCHOBHbIE AENCTBMA, TaKUE XKe,

KaK u B ware 4.

[Boot]: load boot.rom
Loading...

Loading file ok!

War 7:
Hdanee BbinonHAem 3anucb boot.rom B pexume BootROM. 3T1oT war nossonser

COXPaHUTb OOHOBNEHHbIN dain.

[Boot]: write boot.rom
File boot.rom exists, overwrite? (Y/N)?[N] y
Writing DOOL . TOMueeeieeeieene
Write boot.rom OK.
[Boot]:

LWar 8:
MNocne ypayHoro oOGHOBAEHMA BbLINOAHUTE KOMaHAY «run»unm «reboot»s pexume

BootROM pns Bo3BpaTa B MHTepdenc HacTponkn CLI.

[Boot] :run (or reboot)
OcTanbHble KomaHabl B BootROM pexkume.
KomaHga DIR - ncnonbsyerca An1a BbIBOAA CNUCKa CyLecTByoWmnx ¢amnos B FLASH.

1. DIR command

Used to list existing files in the FLASH.
[Boot]: dir

boot.rom 327,440 1900-01-01 00:00:00 --SH
boot.conf83 1900-01-01 00:00:00 --SH

nos.img 2,431,631 1980-01-01 00:21:34 ----
startup-config2,922 1980-01-01 00:09:14 ----
temp.img2,431,631 1980-01-01 00:00:32 —----

2. CONFIG RUN command
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Used to set the IMAGE file to run upon system start-up, and the
configuration file to run upon configuration recovery.

[Boot]: config run

Boot File: [nos.img] nos.img

Config File: [boot.conf]

2.5.3 O6HosneHue FTP/TFTP

2.5.3.1BeedeHue 6 FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) agnatoTca npoTokonamu
nepegauun gpaiinos, oHM 06a NPUHALNENKKAT K YHETBEPTOMY YPOBHIO (YPOBHIO NpuaoxkeHuin) 8 TCP
/ IP cTeKe NpOTOKON0B, UCNOIb3yeMOMY A1a Nepesayn Gainnos mexay KOMMNbOTEPAMMU, Y31aMM
n KommyTaTtopamn. Oba oHM nepesatoT Ganbl B KNMEHT-CEPBEPHON MoAenU. PasHuua mexay
HMMMW OMNUCAHA HUXKe.

FTP ocHoBaH Ha npoTokone TCP ana obecneyeHns HaZeKHOM CBA3U M TPAHCMOPTUPOBKMU
NOTOKA AaHHbIX. Tem He MeHee, OH He NpeAycMaTpuBaeT npoueaypy aBTopmsaummn ana A0CTyna
K painam m Mcnonb3yeT NPOCTON MEXaHU3M ayTeHTUPUKaLUMKM (nepesaeT uma nosib3oBaTtens u
naponb ans ayteHTMduKaummn B BUAE NPOCcToro Tekcrta). MNpu ncnonbsosaHun FTP ana nepegaumn
dannos, [ONKHbI ObiTb YCTaHOBNEHbI ABa COEAMHEHUA MeEXKAY KAMEHTOM U CepBepoM:
ynpasastowee coeguHeHne U coeauHEeHMe nepefayn AaHHbix. [Janee gonkeH 6bITb nocnaH
3anpoc Ha nepepgadvy ot FTP-knneHTa Ha nopT 21 cepBepa 414 YCTAaHOBAEHUA YNPABAAOLWLErO
COeMHEeHNA 1 COrNacoBaHMA Nepesayn AaHHbIX Yepes ynpasasatolLee coegmHeHume.

CywiecTByeT ABa TMNA TAaKMX COEAMHEHUN: aKTUBHbIE U NAaCCUBHbIE COEAMHEHMA.

Mpn aKTUBHOM NOAKIIOYEHUN KAUEHT NepeaaeT ero agpec M Homep nopTa gna nepenaydu
J2HHbIX cepBepy, ynpasasawoLee coeanHeHue noaaepXmBaeTca 40 3aBepLlieHma nepeaaym aTux
JaHHbIX. 3aTem, MCNo/Mb3yAa aapec U HOmep nopTa, NPefoCTaBAEHHbIX KJAWEHTOM, cepBsep
yCTaHaBAMBAET coeAnHeHNe Ha NopT 20 (ecnu He 3aHAT) gNA Nepeadn AaHHbIX, ecam nopt 20
3aHAT, cepBep aBTOMATUYECKU FeHepUpPYET APYroM HOMep NopTa 4NN YCTaHOBKM COeAMHEHMA.

Mpn naccMBHOM MNOAKNKOYEHWUU, KAMEHT Yepes3 ynpasasalowee coeguHeHue npocuT
cepBep YCTaHOBUTb MOAKNOYEHME. 3aTem cepBep COo3aaeT CBOM MOPT ANA NPOCAYLIMBAHMUA
OAHHbIX W yBeAOMAAET K/AWEHTa O HOmepe 3TOro MopTa, Aasee KAMEHT ycTaHasauMBaet
coeMHeHMe € yKasaHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneuunBatowmm cayxoby nepegaum gaHHbix 6es
noaTBEPXKAEHUA [OO0CTaBKM M 6e3 ayTeHTUPUKaumum u astopu3aumm. OH obecneumBaeT
NPaBUAbHYIO Nepeaayvy AaHHbIX MyTeM MeXaHU3Ma OTNPAaBKM M NOATBEPKAEHMA N NOBTOPHOWN
nepegayn Tarim-ayT naketos. Mpeumyuwectso TFTP nepeg FTP B ToM, 4TO Y NepBbi ropasno
npoLLe u umeeT HU3KUE HaKNagHble pacxoabl nepesayn AaHHbIX.

KommyTaTop mosKeT paboTaTb Kak FTP / TFTP KnueHT unu cepsep. Korga KommyTtaTop
paboTaeT KaK FTP / TFTP KnueHT, dpaiinbl KoHbUrypauum n cuctemHble Gaiabl MOXKHO 3arpysuTb
c yaaneHHoro FTP / TFTP cepBepa (3To MOryT 6bITb KaK XOCTbl, TaK U ApyrMe KommyTaTopbl) 6e3
yuwiepba ana ero HopmanbHoM paboTbl. U Takke MOXKeET 6bITb NOAyYeH cNUcok paiiioBs c cepBepa
B pexume FTP kKnmeHta. KOHeYHO, KOMMYTATOP MOXKET TaKXe 3arpysuTb TeKyliune
KOHOUIypaLUNoHHbIe daliibl U cUCTEMHbIE daibl Ha yaaneHHbin FTP / TFTP cepsep (310 moryT
BbITb KaK XOCTbl, TaK U ApyrMe KommyTtatopbl). Koraa Kommytatop pabortaer kak FTP / TFTP
cepsep, OH MOXeT obecrneuynTb 3arpysKy M BbIrpy3Ky ¢paiinos ansa asTopnsosaHHbIX FTP / TFTP
KNUEHTOB.

BoT HEKOTOPbIe TePMMHbI YacTo uUcnosiblyemole 8 FTP/TFTP.
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ROM: CokpalteHHo ot EPROM, CIM3Y. EPROM 3ameHsaeT FLASH namATb B KOMMyTaTOpeE.

SDRAM: 0O3Y B KOMMyTaTope, KOTOpas Wcnosb3yetca Ana paboTbl cuctembl M
nporpaMmHoro obecneyeHma a TakKe XpaHUAULLA NOCAeA0BaATENbHOCTU KOHPUIypaLmu.

FLASH: ®nsw namATb ucnonb3yeTca pnA XpaHeHusa ¢annos cuctembl M daiina
KOHpUrypaumm.

System file: BkntoyaeT B cebsa 06pa3 cuctembl U 3arpy304HbIn daiin.

System image file: ¢daiin o6pasza cuctembl BKAOYAET B ceba crkaTble Gpaiibl annapaTHbIX
ApaliBepos, ¢palibl NporpaMMHOro obecneyeHus, 3To To YTO Mbl 06bIYHO HasbiBaem «IMG filey.
IMG ¢dann moxeTt 6bITb coxpaHeH Tonbko B FLASH. KommyTaTop no3sonseTt 3arpy3utb pann
obpasa cucrembl yepes FTP B pexkume Shell TonbKo ¢ onpegeneHHbIM HasBaHMEM hoS.img,
apyrve ¢annbl IMG 6yayT OTKNOHEHbI.

Boot file: HeobxoaMMbl ANA 3arpy3KM M 3amycka KOMMYTaTopa, 3TO TO, YTO Mbl OObIYHO
HasbiBaem «ROM file»(moryt 6bITb cKaTbl B IMG dainbl, ecnm oHM caMwKom 60/blimnx
pasmepoB). B kommyTaTtope 3arpy3oyHbie ¢aiibl paspeLlleHo COXPaHATb B TONIbKo B ROM.

KommyTaTop onpeaenser nytb U umeHa ana ¢annos 3arpysku Kak flash:/boot.rom u
flash:/config.rom.

Configuration file: BkntouaeTt B ceba daiin HayanbHOM KOHOUIYpaunmn n dGamn Tekywen
KOHUrypaumn. PasHuua B CBOMCTBAX MeXay 3TMmM daliiamu no3sonseT 06/1erynTsb pesepsHoe
KonupoBaHue n obHoBNeHME KOHOUTYpaLUia

Start up configuration file: 310 nocnegoBaTenbHOCTL KOMaHZ KOHbUrypauumm,
ncnonblyemasa npu 3anycke KommyTaTopa. Paln HayvyaNbHOM KOHOUrypaumm XpaHUTcA B
J3HeproHesaBUcMMon namatn. Ecam yctpoiicteo He nogaep:kumsaet CF, ¢pann KoHourypaumm
XpaHuTca Tonbko Bo FLASH, Ecnhm yctpolicteo nogaepskusaet CF, daiin KoHdUrypaumm xpaHnuTca
80 FLASH-namatn nam CF. Ecan ycTponcTBO NOAOEPHKMBAET MYAbTUKOHOUIYPALMOHHBINA daiin,
OHW AOJ/IKHblI UMETb pacwmnpeHune .cfg, nma no-ymonyanuto startup.cfg. Ecnm yctpoinctso He
noaneprKnMBaeT MyNbTUKOHOUIYPaLMOHHbIN dalin, uma dailna HadanbHoOM KoHPUrypauum
A0NKHO 6bITb startup-config.

Running configuration file: 310 TekywadA(running) nocnenoBaTeNbHOCTb KOMaHA,
KOHpUIypaummn, ncnosb3dyemas KOMMYTaTOPOM. TEKYLUUIA KOHOUTYPaLMOHHbIA daiin XpaHUTCA
B onepaTMBHOM MamaTU. B npouecce paboTbl Tekywaa KoHouUrypauma running-config moxxer
6bITb coxpaHeHa u3 RAM Bo FLASH namsaTtb KomaHAol «write»unum «copy running-config startup-
config».

Factory configuration file: ¢paitn KOHPUrypaumn. NnocTaBASEMbIA C KOMMYTAaTOPOM, TaK
Ha3blBaembln factory-config. Ona Toro, 4To6bl 3arpy3nTb 3aBOACKOW dann KOHMrypaumm u
nepesanuncatb ¢ainn HayaNbHOM KOHOUIypaumm Heobxoanmo BBeCcTU KomaHabl «set default» n
«write», a 3aTem nepesarpysnTb KOMMYTATOP.

2.5.3.2 Hacmpolika FTP/TFTP
KoHourypaumum kommytatopa Kak FTP u TFTP KaneHTa NoyTM OAMHAKOBbLI, MO3TOMY
npoueaypbl HacTpoiku ana FTP u TFTP B aToM pyKoBOACTBE ONUCaHbl BMECTE.
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1. Hactpoiika FTP/TFTP knueHTa

(1) 3arpyska ¢aiinos FTP/TFTP KAaneHTOM

KomaHpga NMoAacHeHue

Pexxum agmuHuUcTpartopa

copy <source-url> <destination-url> [ascii |

binary] 3arpyska ¢daiinos FTP/TFTP knveHTOM

(2) NpocmoTp mocTynHbix paiinos Ha FTP cepeepe

PeXXxum agMmuHucTpaTopa

MpocmoTp pgoctynHbix ¢annoB Ha FTP
cepsepe. PopmaT agpeca B AaHHOM cC/yyae
BbIFNAAMT Tak : ftp: //nonb3osatens: naposnb
@IPv4|IPv6 agpec.

ftp-dir <ftpServerUrl>

2. Hactpoiika FTP cepBepa
(1) 3anyck FTP cepBepa

KomaHpga NMoAacHeHue

Fnob6anbHblii pexxum

ftp-server enable 3anyck cepBepa, KOmMaHAa «nNo» BbIK/AOYaeT
no ftp-server enable cepsep

(2) HacTtpoika nmeHu nonb3oBaTtena u naponsa aAna exoga Ha FTP cepsep.

KomaHpga NMosacHeHune

Fno6anbHblii pexxum

ip ftp username <username> password | HacTpoitka MmeHM nonb3oBaTena M Napons pAs
[0 | 7] <password> Bxoaa Ha FTP cepBep. KomaHaa «no»yaanut nma
no ip ftp username<username> nosab3oBaTenA 1 Napob

(3) UsmeHeHMe BpemeHU oxxunaaHua FTP cepsepa

KomaHpga NMoAacHeHue

FnobanbHbIN pexxum

ftp-server timeout <seconds> BbicTaBnaeT Bpemsa OXXuAaHUA 40 pa3pbiBa CBA3MU

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE



““““!‘ff“f’m%

TexHuyeckoe onmncaHune
OCHOBHble HaCTPOMKKM KOMMyTaTopa 43

3. Hactpowka TFTP cepsepa
(1) 3anyck TFTP cepsepa

KomaHpa NMoscHeHue

Fno6anbHblii pexxum

tftp-server enable 3anyck cepBepa, KOMaHAA «NO» BbIKAOYAET
no tftp-server enable cepsep

(2) U3meHeHMe BpemeHU oxkmaaHua TFTP cepsepa

KomaHpga NMoacHeHue

Fno6anbHblii pexxum

tftp-server retransmission-timeout

BbicTaBnaeT TaimayT 40 peTpaHCAALMK NaKkeTa
<seconds> YT A0 PETP 4

(3) Hactpoiika KonuyectBa pa3 peTpaHCcAsUMM A0 TalimayTa Aaa HenoBpeXKAeHHbIX

nakeTos
KomaHpa MoAacHeHue
Fnob6anbHblii pexxum
tftp-server retransmission-number .
YcTaHaB/AMBAET YMCNO PETPAHCAALMMI
<number>

2.5.3.3 Mpumepoi Hacmpoliku FTP/TFTP
Hactponkn ogmHakosbl ana IPv4 n IPv6 agpecos. MNpumep nokasaH Tonbko gnsa IPv4
agpeca.

10.1.1.1

3arpysKa nos.img ¢daiina FTP/TFTP KaneHTOM
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CueHapui 1: icnonb3oBaHWe KommyTaTopa B Kadectee FTP/TFTP kaneHTta. KommyTaTop
COeANHAETCA O4HMM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPbIN ABnseTca FTP/TFTP cepsepom
c IP-agpecom 10.1.1.1, kommyTaTop AencTteyeT Kak FTP/TFTP knueHT, IP-agpec nHTepdelica
VLAN1 kommyTtaTopa 10.1.1.2. Tpebyetca 3arpy3uTb ¢ann "nos.img'c KomnbioTepa B
KOmMMmyTaTop.

Hactpoika FTP

HacTtpoika komnbloTepa:

3anyctute nporpammHoe obecneyeHne FTP cepBepa Ha KOMMNbIOTEPE M YCTAHOBUTE UMSA
nonb3oBaTtena "Switch»n naponb "superuser". Tomectute dann "12_30_nos.img».
cooTBeTCTBYOLWMI KaTanor FTP cepeepa Ha KomnbloTepe.

[anee onucaHa npouenypa HaCTPOMKM KOMMyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-vVlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #fexit

Switch#copy ftp: //Switch:switch@10.1.1.1/12 30 nos.img nos.img

CueHapuit 2: Ucnonb3oBaHWe KommyTaTopa B KadectBe FTP cepsepa. KommyTaTop
paboTaeT Kak cepBep W NOAKNKOYAETCA OAHMM M3 CBOWMX MOPTOB K KOMMbIOTEPY, KOTOPbIM
ABNAeTCcA KaneHTom. Tpebyetca nepeaatb pann «nos.img» ¢ KOMMyTaTopa Ha KOMMbOTEP U
COXPaHWUTb ero Kak «12 25 nos.img».

[anee onuncaHa npoueaypa HaCTPOMKM KOMMYTaTOpa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-vVlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #ftp-server enable

Switch (config)# username Admin password 0 superuser

HacTtpoika komnbtoTepa:

3angute Ha KommyTaTop c ntoboro FTP KnmneHTa ¢ MmeHem nonb3oBatena «Switch» u
naponem «superuser», UCNoNb3ymTe KomaHagy «get nos.img 12 25 nos.img» ana 3arpysku
daiina «nos.img» ¢ KOMMyTaTopa Ha KOMMbHOTEP.

CueHapuit 3: Mcnonb3oBaHWe KommyTaTopa B KadectBe TFTP cepsepa. KommyTaTop
paboTaet Kak TFTP cepBep 1 coeanHAeTcA OAHUM M3 CBOMX MNOPTOB C KOMMbIOTEPOM, KOTOPbIM
asnaerca TFTP kaneHTom. Tpebyetca nepenatb gpana «nos.img»c KOMMYyTaTopa Ha KOMMbIOTEP

[anee onncaHa npoueaypa HaCTPOMKM KOMMYTaTopa:

Switch (config)#interface vlan 1

Switch (Config-if-vVlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #tftp-server enable

HacTpolika KomnbtoTepa:
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3anguTte Ha KommyTaTop ¢ ntoboro TFTP KnueHTa, ucnonb3yiTe KomaHay «tftp»ana
3arpysku «nos.img»darnna ¢ KOMmyTaTopa Ha KOMNblOTEp.

CueHapumii 4: KommyTaTop BbICTyNaeT Kak FTP KAMEHT gna npocMmoTpa cnmcka gpaiios Ha
FTP cepBepe. YCN0BUA CUHXPOHM3ALMMU: KOMMYTATOP COeAUHEH C KOMNbloTepom Yepes Ethernet
nopT, KomnbloTep asndAetca FTP cepsepom c IP agpecom 10.1.1.1; KommyTaTop BbICTYNaeT KaK
FTP knueHT c IP agpecom nHtepdemnca VLAN1 10.1.1.2.

Hacrtpoika FTP:

HacTtpoika komnbloTepa:

3anyctute FTP cepBep Ha KOMMNbIOTEPE U YCTAHOBUTE MMA MoJsib3oBaTensa «Switch», u
napo/ib «superuser»
HacTpoiika kommyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-vVlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch#copy ftp: //Switch: superuser@l10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

..(some display omitted here)

show.txt

snmp . TXT

226 ansfer complete.

2.5.3.4 YempaHeHue HeucnpasHocmeli FTP/TFTP

Mowuck HeucnpasHocTeii FTP

Mepens Hayanom npouecca 3arpysku/ckaumMBaHUsA CUCTEMHbIX GaiioB C MOMOLbIO
npotokona FTP HeobxoAMMO NPOBEPUTL HaMUME COEANHEHUA MEXKIY KNIMEHTOM U CEPBEPOM,
3TO MOXHO OCYLLECTBUTb C MOMOLLbIO KOMaHAbl «ping». ECIM 3xo-TecTMpoBaHWe HeyaayHo,
cnepyeT yCTpaHUTb HENOMAAKN C COeAUHEHMEM.

Cnepaytolee coobuieHne, oTobparkaeTca Npu ycnewHon oTnpaske ¢anios. ECv oHO He
NosIBUNOCH, NOXa/yncTa, NpoBepbTe NOAKAIOYEHMNE K CETU U NOBTOPUTE KOMaHAYy «copy»elle

pas.
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
nos.img file length = 1526021
read file ok
send file
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150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.
close ftp client.

Cneayouiee coobuieHme, otobparkaeTcsa nNpu ycnewHom nosyyeHun ¢annos. Ecam oHo
He NoABMNOCH, NOXKaNYIACTa, NPOBEpPbTE NOAKNOUYEHME K CETU U MOBTOPUTE KOMaHAY «Copy»eLle

pas.
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
recv total = 1526037

kA hkhkhk Ak khkhkrkhkhkrhkhkkrkhk*x*xk*x

write ok
150 Opening ASCII mode data connection for nos.img (1526037 bytes).
226 Transfer complete.

Ecnn kommyTaTop obHOBAAET ¢an NPOWUBKM uan $aiin HayanbHOM KoHUrypaumm
yepes FTP, OH He JO/IKEH Nepe3anycKaTbCsA NoKa He noaBuTca coobuieHue "close ftp client» nau
"226 Transfer complete» ykasbiBalowme Ha ycnewHoe ob6HOB/EHWE, B MPOTUBHOM CJyyae
KOMMYTaTOp MOXKeT ObiTb NOBpeXAeH M ero 3anyck byaeT HeBo3MOXKeH. Ecnn obHoBneHue
yepes FTP He ygaaetcs, nonpobyiTe elle pa3 WAKM UCNONb3yhTe pexum BootROM ann
obHoBNEHMUA.

Mowuck HencnpasHocTeit TFTP

Mepen Hayanom npouecca 3arpysku/cKaumMBaHMA CUCTEMHbIX GaiioB C MOMOLLbIO
npotokona TFTP Heo6xo4MMO NPOBEPUTL HA/IMUME COEANHEHUA MEXKAY KIMEHTOM U CEPBEPOM,
3TO MOXHO OCYLLECTBUTb C MOMOLLbIO KOMaHAbl «ping». ECIM 3x0-TeCTMpOBaHWE HeyaayHo,
cneayet yCTPaHUTb HeNnonaaKM C CoOeANHEHNEM.

Cnepytoutee coobuieHne, oTobparkaeTcs Npu ycnewHom otnpasKke dannos. Ecam oHo He
NosiBUNOCb, NOXKaNyhcTa, NPoBepbTe NOAKAYEHMNE K CETU M NMOBTOPUTE KOMaHAY «COpy» elle

pas.
nos.img file length = 1526021
read file ok
begin to send file, wait...
file transfers complete.
close tftp client.

Cnepytowee coobuieHne, oTobparkaeTcs Npu ycnewHom noayvyeHnun ¢pamnos. Ecnm oHo
He NOABWNOCb, MOXKaNyhCTa, NPOBepbTE NOAKAOYEHNE K CETU U MOBTOPUTE KOMAHAY «COpYy»
elle pas.

begin to receive file, wait...

recv 1526037

KAk ARAARA AR A A XA A XA A XA XK A K

write ok
transfer complete
close tftp client.

Ecnn kommyTaTop obHoBAAET ¢pan NPOWUBKM UK $Halil HavyaNbHON KOHUrypaumm
yepes TFTP, OoH He [0/KEH MepesanyckaTbCa MNoKa He noasutca coobuieHue 'close tftp
client»nnm "226 Transfer complete» ykasbiBaloume Ha ycnewHoe obHOBNEHWE, B MPOTUBHOM
C/ly4ae KOMMYTaTop MOXeT ObiTb NOBPeXKAeH M ero 3anyck byper HeBo3moxeH. Ecam
obHoBneHue yepe3 TFTP He yaaeTca, nonpobyiiTe elle pas Uam Ucnonb3ynTe pexkum BootROM
Ana obHoBNeHuA.

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE



HH [IITTTRTTFITY
1 2

TexHn4yecKoe onncaHue

HacTpolika Knactepa 47

3  HACTPOMKA KNACTEPA

3.1 BBeaeHue B ynpasneHue Knacrepamum cetu

HacTpoiKka KnacTepoB OCyLW,ecTBAAeTCA NPYM NOMOLLM BHYTPUMNOJOCHOTO ynpaBaeHUA
KoHourypaumnen. B otamume ot CLI, SNMP 1 Beb-KOHOUrypaLmmn, KOTOpble OCYLLECTBAAIOT
HenocpeacTBEHHOE YMpaB/JeHME LEeNEBbIX KOMMYTAaTOpPOB Yepe3 ynpasastouwyo pabouyto
CTQHUMIO, ynpaB/JeHWe KNacTepHOM CeTbio peanusyeTca MNyTem HACTPOMKMU  Lenesbix
KOMMYTaTOPOB (KOMMYTaTOpPbI-4/IEeHbl) 4Yepe3 MPOMENKYTOUYHbIN KOMMYTaTop (rn1aBHbIM
KommyTaTop). Takmm 06pa3oM T[1aBHbIN KOMMYTAaTOp MOMET YNpaBAATb HECKOJbKUMMU
KoMmyTaTopamu. Kak Tonbko ByaeT HacTpoeH nybanyHbli [P agpec B rnaBHOM KOMMYTATOpE,
ynpasieHne BCEMW KOMMYTAaTOpamM, KOTOpble HaCTpauBalTcA C YacTHbim [P-agpecom
NPOUCXOANT AUCTAHLMOHHO. 3Ta PYHKLMA SKOHOMUT NybanyHble IP-agpeca, KOTOpPbIX OCTANOCh
He Tak MHOro. O6HapyKeHNe HOBbIX KOMMYTAaTOPOB MOMKET MPOUCXOANTb ANHAMUYECKM €C/IN Ha
KOMMyTaTope BKAoYeHa OYHKUMA Knactepa (KommyTaTop-KaHaAuaat) /ambo ceTeBble
aAMMWHUCTPATOPbI MOTYT CTaTUYECKN J,06aBNATb KOMMYTATOPbI-KaHAMAATbI B KNacTep, KOTOPbIN
ye ycTaHoB/ieH. COOTBETCTBEHHO, OHM MOTYT HAaCTPAWBaTb M YNPaBAATb KOMMYTATOPamm yepes
rNaBHbIM KOMMyTaTop. Korga KOMMyTaTopbl Y1€Hbl PACMO/IOKEHbl B Pa3INYHbIX GU3NUYECKNX
MecTax (HanpuMmep, Ha pasHbIX 3TarKax OAHOrM0 W TOrO Ke 34aHWA), yNpaBieHWe CeTeBbIM
KNacTepoM MMeeT o0o4YeBUAHble MNpPeuMyLLecTBa, HeT HeobxoguMmocTM AnAa  co3paHusA
CNeunanbHOM CeTU ANA YyNpaBAeHUsA CeTbIO.

KnacTep ceTteBoro ynpasieHUa MMeeT caeaytolne BOSMOKHOCTU:

. CoxpaHeHue IP-agpecos;

. YnpouieHue 3a4a4 KOHPUrypnpoBaHus;

. Tononorma ceTn n paccToAHUA HE UMEIOT 3HAYEHUS;

. ABTOMATHYECKOE OBHapyKeHMe N aBTOMATMYEeCKasa HAaCTPOMKa;

. HecKosIbKO KOMMYTATOPOB MOTYT YNPABAATCA C MOMOLLbIO KacTepa ynpaBaeHua
CEeTbIo C 3aBOACKMM HAaCTPOMKaMK;

. [NaBHbIK KOMMYTATOpP MOXKET MOAEePHM3MPOBATb WM HacTpauBaTb 06O

KOMMYTATOp-YN€EH B KiacTepe.

3.2  CnNUCOK KOMaHA ANA KOHPUrypMpoBaHUA KnacTepa ynpaBieHuUs ceTu:
1. Bk/toYeHUe MAn oTKAoYeHUE GYHKLMM KnacTepa

2. Co3pgaHune Knactepa

1) HacTtpoiika nyna yacTHbix IP-agpecoB Ana KOMMYTaTOPOB-Y/IEHOB KNacTepa;
2) Co3pgaHue unun yaaneHue Knacrepa;

3) JobaBneHune nan yaaneHme KOMMyTaTopa-y/eHa;

3. HacTtpoiika aTpubyToB Knactepa B N1laBHOM KOMMYTaTope

1) BknwoyeHWe UAM OTKAYEHME aBTOMATMYECKOro A06aBneHMA KOMMYTAaTOpPOB B
Knacrep;

2) YcTaHOBKa aBTOMaTU4YecKku f06aBNeHHbIX YNeHOB KaK A06aBAeHHbIX BPY4HYIO;

3) YcTaHOBKAa WAM W3MEHEeHWe BPEMEHHOro MWHTepBasa COOOLWEHU NPOBEPKU
akTMBHOCTU (keep-alive) Ha KomMmyTaTOpax B KiacTepe.
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4) VYcTaHOBKA MAaKCMManbHO  AOMYCTUMOTO KO/IMYECTBa MNOTepsHHbIX  «Keep-
Alive»coobueHnii;
5) OuncTKa cnnMcka KOMMYTaTOPOB-KaHANAATOB, NOAAEPKMBAEMbIA KOMMYTAaTOPOM.

4. Hactpolika aTpmbyToB KnacTepa B KOMMyTaTOpax-KaHAUAATaX

1) YcTtaHoBKa UHTepBana BpemeHn «Keep-Alive»coobuieHunii Knactepa;

2) YcTaHOBKA MAKCMMA/bHOTO KOAM4YecTBa NOTepAHHbIX «Keep-Alive»coobuieHni,
KOTOpOe MOXKeT BbITb LOMNYCTUMO B KNacTepe;

5. YpaneHHoe ynpasneHne KnacTepHOM ceTbto

1) YoaneHHoe ynpassieHue KoHduUrypauuei

2) YapaneHHoe 06HOB/IEHME KOMMYTaTOPOB-Y/1EHOB
3) Nepe3arpy3ka KOMMyTaToOpa-Y4aeHa

6. YnpasnieHune KnactepHou ceTbio yepes Web
1) Enable http

7. YnpaBneHue K1acTepHoOM ceTbio Yepes snmp
1) Enable snmp server

1. BKatoyeHmne nam oTKaoYeHne Knacrtepa

KomaHpaa MoscHeHune

Pexxum rnob6anbHoOro KoHpUrypuposaHus

cluster run [key <WORD?>] [vid <VID>] BKAOUNTE  MAW  BBIKAKOUYUTD  QYHKLUIO
no cluster run KnacTepa B KOMMyTATOpe.

2. CozpgaHune Knactepa.

KomaHpga MoAacHeHue

Pexxum rnobanbHOro KoHGUrypuposaHus

cluster ip-pool <commander-ip> HacTpolika nyna 4acTtHbix IP-agpecos gns
no cluster ip-pool YCTPOWCTB K/1acTepa.

cluster commander [<cluster_name>]

Co3pgaHue unu yaaneHue Knacrepa.
no cluster commander A YA P

cluster member {candidate-sn <candidate-sn>
| mac-address <mac-addr> [id <member-id> ]} [lobaBuTb MM yAANT  KOMMYyTaTOp-
no cluster member {id <member-id> | mac-  yyactHuk.

address <mac-addr>}
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3. Hactpoiika aTpmbyTOB Knacrtepa B raBHOM KOMMyTaTope

KomaHpa

MoAacHeHune

Pexxum rnobanbHOro KOHGUrypupoBaHus

cluster auto-add
no cluster auto-add

BkntoueHne wunm  oTkaoveHve pobasneHun
HOBbIX 06HapyKeHHbIX KOMMYTaTOpOB-
KaHAMAATOB B KnacTep.

cluster member auto-to-user

YcTaHOBKa  aBTOMaTMyeckuM  Ao0bHaBAeHHbIX
YNIeHOB KaK J,06aBNEHHbIX BPYYHYHO

cluster keepalive interval <second>
no cluster keepalive interval

YcTaHoOBKa MHTEPBAJZIa MPOBEPKN aAKTUBHOCTU
Knactepa

cluster keepalive loss-count <int>
no cluster keepalive loss-count

YcTaHOBKa MaKCMManbHOro Ko/anyecTsa
notepsAHHbIX Keep-Alive coobuieHnin, KoTopble
[0NyCcKaTbCA B Knacrepe.

PeXXxum agmuHuUcTpaTopa

sn-list> | mac-address <mac-addr>]

clear cluster nodes [nodes-sn <candidate-

O4YnCTUTb CNUCOK KOMMYTATOPOB-KAaHAMAATOB,
noAAep’KMBAEMbIA KOMMYTaTOPOM.

4. HacTpoliika aTpubyToB KaacTepa B KOMMYTaToOpe KaHamaarte

KomaHpaa

MoAcHeHune

Fno6anb

HbIA peXXum

cluster keepalive interval <second>
no cluster keepalive interval

YcTaHOBKa MHTEpBa/Jla NPOBEPKU AKTUBHOCTU
Knacrtepa.

cluster keepalive loss-count <int>
no cluster keepalive loss-count

YcTaHOBKa MaKCMManbHOro Ko/anyecTsa
notepsiHHbIX Keep-Alive coobuieHnid, KoTopble
[ONyCKaloTCcA B KNacTepe.

5. YpaneHHoe ynpaB/ieHNe KNacTepHOM CeTbio

KomaHpa

MosacHeHune

PeXxum agmuHuUcTpartopa

rcommand member <member-id>

B rnaBHOmM KommyTaTope, 3Ta KOMaHAa
MCMNONb3YeTCA ANA HACTPOMKM W ynpaB/ieHuA
KOMMyTaTOpaMU-4ieHaMM.
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rcommand commander

B KommyTaTope uyneHe, 23Ta  KOMaHAa
ncnonblyetcA  ANA  HACTPOMKM  [1IAaBHOrO
KommyTaTopa.

cluster reset member [id <member-id> |
mac-address <mac-addr>]

B rnaBHom KommyTaTope, 3Ta KOMaHAa
NCNob3yeTcA ANA BOCCTAHOBNEHUA HACTPOEK
ANA KOMMyTaTopa—4/ieHa.

B rnasHOm KOMMYTATOpPE, 3Ta KOMaHAa

cluster update member <member-id> <src- | nicnonb3yetca AnA ynaneHHoro o6HOBAEHUA
url> <dst-filename>[ascii | binary] KoMMyTaTopa-yneHa MoKeT To/IbKoO 06HOBAATL

¢daiin nos.img.

6. YnpaBaeHue KnactepHol ceTbio Yepes web

KomaHpa

MoacHeHue

PeXXum rnobanbHOro KOHGUrypuposaHus

ip http server

BkntoyeHne o¢yHKumMm HTTP B rnaBHOM KOMMyTatope M
KOMMYyTaToOpax - YneHax.

MpumeyaHune: Heobxoammo ybeaunTtbca, 4To HTTP dyHKUMA aKTMBHA
B KOMMYyTaTOpax-yseHax, Korga rnaBHbIM KOMMYyTaTop noceliaet
KOMMyTaTop-4neH yepes web.

7. YnpaBneHue KNacTepHow ceTbio Yepes snmp

KomaHpa

MoacHeHune

PexXum rnobanbHOro KOHGUrypuposaHus

snmp-server enable

BkntoueHne ¢yHKunmM SNMP cepBepa B r/1aBHOM KOMMYTaToOpe WM
KOMMyTaTOpax-4jeHax.

MpumeyaHue: Heobxogmmo ybeauntbes, 4To PyHKUMA SNMP cepsepa
aKTMBHA B KOMMYTATOpax-yieHaX, KOoraa rNaBHbIM KOMMYyTaToOp
nocewaeTr wux 4epes SNMP. rnaBHbli KOMMyTaTop MoceLwaeT
KOMMYTaTOp-4/ieH 4Yepe3  HACTPOMKM  KOMMAHAHOM  CTPOKM
<commander-community>@sw<member id>

3.3 Mpumepbl agMUHUCTPUPOBAHUA KNacTepa

CueHapwii:

MmeeTcAa ueTbipe kKommyTaTopa SWI1-SW4, cpean Hux SW1 aABnAetca rnaBHbIM
KOMMYTATOPOM, 3 Apyrue KommyTtatopamu-yneHamum n SW2 n SW4 HanpAMyo NOAKIIOYEHbI C
rnasHbim, SW3 nogkntovaeTtca K KommyTtaTopy vepes SW2.
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Mpumep KnacTepa

Mpoueaypa HacTpoiKu:
1.HacTtpoiKa rnaBHOro KommyTaTtopa
Hactponkn SW1:

Switch (config) #fcluster run

Switch (config) #cluster ip-pool 10.2.3.4
Switch (config) #cluster commander 5526
Switch (config) #cluster auto-add

2. HacTpoika KommyTaTopa-4/ieHa
Hactpoinkn SW2-SW4

Switch (config) #cluster run

3.4 Mouck npobnaem B agMUHUCTPUPOBAHUMU KNacTepamm

Mpn BO3HMKHOBEHMW Npobiem B MPUMEHEHUM KNACTEPHOrO yNpaBaeHUA, NOXKaNyncTa,
npo-BepbTe caeayowme HaCTPOMKN:

. MpoBepbTe, YTO TrNABHbIXW KOMMYTATOP HACTPOEH MPaBW/bHO W BK/OYEHa
bYHKUMA aBTOMaTUyeckoro AobaBneHUA. [NaBHbIA KOMMYTATOP WM KOMMYTATOPbl Y/EHbI
OTHOCATCA K KnactepHoi VLAN.

. Mocne Ha3HayeHUA KnactepHo VLAN B rnaBHOM KOMMYTATOpPe He BK/to4YalTe
npoToKonbl MapwpyTtm3auum (RIP, OSPF, BGP) B aTon VLAN ceTun anda Toro, Ytobbl NnpeaoTBpaTuTb
obpasoBaHMe NeTeNb MapLUIpPyTU3aLMK.

. MpoBepbTe, eCcTb AU CBA3b MEXAY rMaBHbIM KOMMYTAaTOPOM M KOMMYTaTOpamMm-
YyneHaMK, NpPaBUAbHO NM OHAa HaAcTpoeHa. Heobxoammo npoBepuUTb MOTYT AU TNaBHbIN
KOMMYTaTOp M KOMMYTATOpPbI-4NeHbl Nonyy4aTb M 06pabatbiBaTb MaKeTbl, CBA3AHHbIE C
aaMUHUCTPUPOBAHMEM KiacTepa.
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4 KOH®UTYPUPOBAHUE NOPTOB

4.1 BsepeHue

B KommyTaTOpe cyuwiectBytoT KabenbHble n Komb6o nopTbl. Kombo nopT moxeT 6biTb
CKOHOUrypmposaH Kak 1000GX-TX nopT, TaKk M Kak ontudeckmi SFP Gigabit noprt.

Ecnn nonb3oBaTenb xo4eT CKOHOUIypUpoBaTb CETEBOM NOPT, OH MOXKET BBECTU KOMaHAY
«interface ethernet <interface-list>«ana Bxoaa B COOTBETCTBYIOWMIA PEXMUM KOHPUTYypaLmUn
nopta, rae <interface-list> cogeput oamMH uan Heckonbko noptoB. Ecam <interface-list>
COAEPKMUT HECKONIbKO MOPTOB, HOMEpPa NOPTOB Pa3AEeNATCA CNeLNaNbHbIMU CUMBOIAMU «, MU
«-», r4e «,»NUCNoNb3yeTcA ANA NepevyncneHna NopToB., a «-»- ANA YKa3aHUA AMana3oHa HOMepPOB
nopToB. M0N0XKUM, onepauma AoMKHA ObITb BbINOAHEHA HAA nopTamu 2,3,4,5. Torga KomaHga
byaet BbIrnaaeTb Tak «interface ethernet 1/2-5». B pexume KoHdurypaumm nopta MOMKHO
M3MEHATb CKOPOCTb, PEXMM AynaeKkca WU HacTpavBaTb ynpasnaeHue TpadduKom, npu 3Tom
OaHHble U3MeHeHMA TPebyOT COOTBETCTBYHOLWMX MU3MEHEHWNI HA OTBETHbIX CETEBbIX MOPTAX.

4.2 CnNUCOK KOomaHA, ana KOHPUrypmMpoBaHMA NOPTOB

1. Bxoa, B pexkum KoHdurypaumm nopta

2. KoHdurypauus napameTpoB ceTEBOro NopTa

(1) KoHdpurypauma perkmma combo gns combo nopTos

(2) BKNOUNTL/BbIKNOYMTD NOPTbI

(3) KoHpUrypauma nmeHn nopta

(4) KoHdpurypauma tTvna kabensa Ha nopTy

(5) KoHpUrypauma ckopoctu 1 gynaekca Ha nopTy

(6) KoHdurypauma KOHTPOIA NOAOCHI NPONYCKaHUA

(7) KoHpurypauma ynpasneHusa Tpaddmrkom

(8) BkntoueHme/BbikAOYEHME GYHKLMM Pacno3HaBaHUA NeTam

(9) KoHpUrypauma KOHTPONA LWMPOKOBELLATENBbHbIX LUTOPMOB Ha KOMMYyTaTope

(10) KoHdurypauma perkmMma CKaHMPOBAHUA NOPTa

(11) KoHdUrypauma KOHTPONA HAapPYLLUEHMA CKOPOCTM Ha NOpPTY

(12) KoHpurypauma nHtepsana cbopa CTaTUCTUKM MO CKOPOCTU NOPTa

3. BupTyanbHbIit TecT Kabena

1. Bxog B pexkum KoHpurypaumnm Ethernet nopTa

KomaHpa OnucaHue

Pexxum rnobanbHOro KOHGUrypuposaHus

interface ethernet <interface-list> Bxog B pexum KoHourypaumm Ethernet nopra.

2. KoHdurypaumnsa napameTpoB CETEBOro NopTa

KomaHpga OnucaHue

Pexxum nopra
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media-type {copper | copper-preferred-
auto | fiber | sfp-preferred-auto}

YcTaHoBKa perkmMma combo nopta ( TonbKo Ans
combo).

shutdown
no shutdown

BkAtoueHne/BbIKAOUYEHME YKa3aHHOro nopra.

description <string>
no description

HasHayeHue nam otmeHa MUMeHu nopTa.

mdi {auto | across | normal}
no mdi

YcTaHOBKa Tuna Kabens ANnA YyKa3aHHOro nopTa.
JTa KomaHga He nogagepxnBaeTca Ha combo n
ONTUYECKNX NOPTAX KOMMYTATOpPa.

speed-duplex {auto [10 [100 [1000]]
[auto | full | half |]] | forcel0-half |
force10-full | force100-half | force100-
full | force100-fx [module-type {auto-
detected | no-phy-integrated | phy-
integrated}] | {{forcelg-half | forcelg-
full} [nonegotiate [master | slave]]}|
force10g-full}

no speed-duplex

YCTaHOBKa CKOPOCTM M AynaeKca Ha nopTty ANs

100/1000Base-TX wuan 100Base-FX ports. C
onepatopom NO OaHHaA KOMaHAa
BOCCTAHAB/IMBAET napameTpbl nopta no

YMO/IYaHWNIO, TO €eCTb [AOrOBOPHYK CKOPOCTb M
aBTOMaTMYeCcKoe onpeaeneHue aynnekca.

negotiation {on| off}

BknoueHne/sbiKkNOYEHME dYHKUMM
aBTOMATMYECKOro onpeaesieHnA napameTpoB Ana
1000Base-FX.

bandwidth control <bandwidth> [both |
receive | transmit]
no bandwidth control

YCcTaHOBKa MAM OTMEHa 3HauyeHMA MOoJOoChl
NpPOMyCcKaHus, NCNO/b3yeMOlA ana
BxoadAlero/mcxoaawero Tpadumka AN yKasaHHbIX
nopToB.

flow control
no flow control

BkAtoyeHne/BbIkAOYEHME  PYHKUUM
TpadduKa oA yKasaHHbIX NOPTOB.

KOHTpONA

loopback
no loopback

BkatoueHne/BbiKAOUEHME GYHKUMKM MeTau Ans
YKa3aHHbIX MOPTOB.

storm-control {unicast | broadcast |
multicast} <Kbits>

BKkatoueHne @YHKLMM KOHTPONA LWTOPMOB ANA
LWMPOKOBELLATENbHbIX, MHOIrON0/1b30BATENbCKNUX
M MNepCcoHaNbHbIX MNAKETOB C HEWU3BECTHbIM
aapecom Ha3HayeHuA (KopoTKMX ana
LMPOKOBELLATENBHOIO) n YyCTaHOBKa
AOMNYyCTUMOrO  4mucna LWMPOKOBELLATENbHbIX
naketoB; ¢opmatr NO pgaHHOM  KomaHAbl
OTK/OYaeT bYyHKUMIO KOHTpONS
LUMPOKOBELLATENbHbIX LUITOPMOB.
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) KoHdurypupoBaHne KommyTaTopa He
Switchport flood-control Gurypup y P
nepeaaBatb LUMPOKOBELLATENIbHbIE,
{bcast| mcast|ucast}
. MHOrono/1b30BaTeIbCKMe n nepcoHasnbHble
no switchport flood-control o
NnakeTbl B YKasaHHbI MOPT, KOMaHAZa no
{bcast| mcast|ucast}
OTK/NIOYaEeT AaHHY0 QYHKLMUIO.
KoHourypaums pexkmma CKaHMpPOBaHUA

port-scan-mode {interrupt | poll}
no port-scan-mode

NnopTa KaK MPEepbIBAOLWEr0 WU/IM HENPEpPbIBHOrO.
KomaHnaa NO BoB3pallaeT 3HauyeHne GpyHKUMn no
YMOJIHAHMUIO.

rate-violation <200-2000000> [recovery
<0-86400>|]
no rate-violation

YcTaHaBiMBaeT MaKCMMaAsbHYIO CKOPOCTb
npvema nmnaketoB Ha nopty. Ecam cropoctb
NPUHATUA NAKeTOB MpeBblWaeT paspeLleHHYto,
KOMaHAA BbIKNOYAET 3TOT NOPT U KOHPUrypupyet
BPEMA BOCCTAHOBAEHWA NOpPTa (MO YMOAYAHMIO
300c). KomaHaa NO oTKAo4YaeT yCTaHOBKY.

O6wmit pexxum
port-rate-statistics interval [<interval - KoHdurypauusa MHTEepBasa cbopa
value>] CTAaTUCTUKM MO CKOPOCTH.
3. BupTyanbHbIit TecT Kabensn
KomaHpga OnucaHue

PexXum Ko

HbuUrypaumum nopra

virtual-cable-test interface ethernet

TecT BMpTYyanbHOro Kabensa Ha nopTe.

4.3 Mpumepbl KOHPUrypaumm nopra
Switch 1
Switch 3
Mpumep KoHOUrypaumm nopTa
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VLAN He CKOHOUIypMpoBaHbl Ha KommyTaTope. o ymonyaHutio ucnonbsyetca VLANL.

KommyTtaTtop MopTt CBoiicTBa
Switchl 1/7 JIumunT BXogdALLen nonocbl: 50 M
Switch2 1/8 3epKanmMpoBaHHbIA NOPT UCTOUYHUKA
1/9 100Mbps full, 3epKkanupoBaHHbIA MOPT
NCTOYHMKA
1/10 1000Mbps full, 3epkanupoBaHHbIA MOPT
Ha3HayeHuA
Switch3 1/12 100Mbps full

KoHdurypauma npuseneHa HUKe:

Switchl:

Switchl (config)#interface ethernet 1/7

Switchl (Config-If-Ethernetl/7) #bandwidth control 50000 both

Switch2:
Switch?2
Switch?2
Switch?2
Switch?2
Switch?2
Switch?2
Switch?2
Switch?2

config) #interface ethernet 1/9

Config-If-Ethernetl/9) #speed-duplex forcelOO-full
Config-If-Ethernetl/9) #exit

config)#interface ethernet 1/10

Config-If-Ethernetl/10) #speed-duplex forcelg-full
Config-If-Ethernetl/10) #fexit

config) #monitor session 1 source interface ethernetl/8;1/9
config) #monitor session 1 destination interface ethernet 1/10

o~~~ o~ o~~~ —~

Switch3:

Switch3 (config) #interface ethernet 1/12

Switch3 (Config-If-Ethernetl/12) #speed-duplex forcel00-full
Switch3 (Config-If-Ethernetl/12) #exit

4.4 YcTpaHeHue HencnpaBHOCTe Ha NOpPTy

3p0ecb NPMBOAMTCA HECKOIbKO CUTYyaUMI, 4acTo BCTPevaloWwmxca nNpu KoHurypaumm
nopTa 1 NpeasaratoTca Ux peleHunsa:

° ABa COEAMHEHHbIX ONTUYECKMX MWHTepdeinca He NOAHMMALOTCA €ecAn OofMuH
nHTepdenc HacTpoeH Ha aBToonpeneneHne, a Ha BTOPOM MKECTKO YCTAHOBJIEHblI CKOPOCTb M
aynnekc. 910 onpegensaetca ctaHgaptTom |IEEE 802.3.

° He pekomeHayeTca cneayowan KOHOUrypaLms: BKAOYEHME KOHTPOIA TpaduKa U
04HOBPEMEHHO YCTAHOBAEHME NMMUTA AN MHOIONO/1b30BaTENbCKMX MAKETOB HA TOM XKe NopTy;
YCTaHOBKa O4HOBPEMEHHO KOHTPO/A 33 LUMPOKOBELLATE/IbHbIMW, MHOTOMNO/Nb30BATE/IbCKUMMN U
NEepPCOHANbHbIMM NAaKeTaMM C HEU3BECTHbIM Ha3HAYEHUEM U OrPaAHMYEHUA NMOJOCHI HA NOPTY.
Echn Takme KoMOBWHAUMM YCTAHOB/IEHbI, MPOMYCKHAA CNOCOBHOCTb NMOpPTa MOMKET OKa3aTbCA
MEHbLLE 0XMOAEMON.
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KOHO®UTYPALUUA GYHKLUU U301ALUN NMOPTOB

BeegeHue B GyHKLMIO U30N1ALUM NOPTOB

MN3onAuma nopToB — 3TO HE3aBMCUMMAA NOPTO-OPUEHTUPOBaHHAA GyHKUMA, paboTatowan
MeXay nopTamm, KOTopaa U30AMPYET NOTOKM PasAnUHbIX NOPTOB Apyr oT Apyra. C nomoLbio
3TON GYHKUMM NONb30BaTENb MOXET M30AMPOBaTb NopTbl B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN u ycuneHus cekpeTHocTn ceTu. [locne Toro, Kak 3Ta ¢yHKuua 6yaer
CKOHOUIypMpoBaHa, NOPTbl B rpynne M30/IMPOBaHHbIX MOPTOB OyAyT M30AMPOBAHbI APYr OT
Apyra, B TO BpemMsa KaK MopTbl U3 Pa3AMYHbIX FPYynn U30AAUUU UAU HEU3ONMPOBAHHBLIX MOTYT
nepecbinatb AaHHble APYr APYry COBEPLIEHHO HOPMasbHO. Ha KommyTatope MOXKeT 6biTb
CKOHOUIypMpoBaHO He 6onee 16 rpynn M30aALMM NOPTOB.

5.2

CnncoK KomaHpg, anA KOHCI)MI'yan,MM nsonaunmn noptos

1. Co3pgatb rpynny M3oiMpoBaHHbIX NOPTOB

2. JobasuTb Ethernet nopTbl B rpynny

3. OT06pasunTb KoHOUTypaLMIO rpynnbl U30AALUM NOPTOB

1. Co3pgatb rpynny n3osiMpoBaHHbIX NOPTOB

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

isolate-port group <WORD>
no isolate-port group <WORD>

Co3pgaet rpynny M30aMpOBaHHbIX nopTtos. C
onepatopom NO 23Ta KOmMaHZa ypanaet
rpynny M3oaMpOBaHHbIX NOPTOB.

2. Job6asuTb Ethernet nopTbl B rpynny

KomaHpa

OnucaHue

Pexxum rnobanbHoro

KoHdUrypmupoBaHusa

isolate-port group <WORD> switchport

interface  [ethernet | port-channel]
<IFNAME>
no isolate-port group <WORD> switchport
interface  [ethernet | port-channel]
<IFNAME>

JobasnseT ognH NOPT UK Fpynny NopToB B
rpynny W30/ IMPOBaAHHbIX MNOPTOB, KOTOpble
6yayT M30/MpPOBaHbl OT APYrMX NOPTOB B
rpynne. Onepatop NO yganaer oauH nopt
nnu rpynny nopTos n3 rpynnol
M30/IMPOBAHHbIX MOPTOB.

3. OT06pa3nTb KOHPUIypaLMIO FPyNMbl U30NSALUK NOPTOB

KomaHpga

OnucaHue

PeXXum apgMmuHucTpaTopa, Pexkum rnob6anbHOro KOHGUrypuposaHus
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lNoKa3biBaeT KOHbUrypauuo rpynn

M302INPOBAHHbLIX MNOPTOB, BK/1tOYaA BCe

show isolate-port group [ <WORD> ] CKOHOUIypMpPOBaAHHbIE rpynnol

N30/1IMpOBaHHbIX NopToB u Ethernet nopTbl B
Kaxaon rpynne.

5.3  Tunosble npumepbl GYHKLUN U30NALMMU NOPTOB

Tunosble npumepbl GYHKLUN U301ALUMN NOPTOB

Tononorns n KOHGUrypaums KOMMYTaTOPOB NOKa3aHa Ha PUCyHKe Bbiwe. MopTbl el/1,
e1/10 n e1/15 Bce npuHagnexkat K VLAN 100. TpeboBaHue 3aKnto4aeTca B TOM, 4Tobbl nocne
BK/ItOYEHMA PYHKLMU U30NALMN NOPTOB Ha KommyTaTope switchl noptel e1/1 1 e1/10 Ha 3Tom
KOMMYTaTOpe He MOT/IM CBA3bIBATLCA APYr C APYroM M 063 Moram ceasbiBaTbCA ¢ nopTom el/15,
CMOTPALLMM B CETb. TO €CTb CBA3N MeXAy N0ObIMM NapaMmn HU3NEMKALLMX NOPTOB HET, U B TO XKe
BPEeMA CBA3b MeXAy NtobbIM HM3NEXKaLMM NOPTOM U BblwecToAwmMm paboTtaeT. BoiwectoAwmmn
NoOpT MOXKeT paboTaTb € NH0ObIM NOPTOM HOPMAJbHO.

KoHdurypauyma kommyraropa S1:
Switch (config)#isolate-port group test

Switch (config)f#isolate-port group test switchport interface ethernet
1/1;1/10
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6 KOHOUTYPALUUMA  OYHKUUMN  PACNO3HABAHUA
NET/IN HA NOPTY

6.1 BeeaeHue B pyHKUMUIO pacno3HaBaHUA NeTaU

C pa3BUTUEM CETEBbIX YCTPOMCTB BCe Honbliue U 6osble NoJib30BaTeIen NOAKAOYA0TCA
K ceTn yepes Ethernet-kommyTtaTopbl. B npoMbIWNEHHbIX CETAX NO/Ib30BATENM NOMYHAOT JOCTYN
yepes KOMMYTATOPbl 2-r0 YPOBHA, YTO NpeabABAseT cTporne TpeboBaHMA K B3aMMOAENCTBUIO
MeXKAY YCTPOMCTBAMM KaK BHELLHEN, TaK U BHYTPeHHen ceTn. Koraa TpebyeTca B3anmogeinictame
Ha 2-M ypoBHe, CO0bLEeHNE JONKHO OTNPABAATLCA TOYHO B cooTBeTcTBMM ¢ MAC agpecom ana
KOPPEKTHOM paboTbl MeXxay No/sb30oBaTeNs MU, YCTPOMCTBA BTOPOro ypoBHA 3anomuHatoT MAC
agpeca, nsydaa sxogAwme MAC agpeca UCTOYHMKOB MAKeTOB U NpuW MOCTYMJIEHUM NaKeTa C
HEN3BECTHbIM aAPECOM UCTOYHMKA OHM 3anucbiBatoT ero MAC agpec B Tabanuy, 3akpennas ero
33 NOPTOM, OTKyZa MpuLLen 3ToT nakeT. Takum obpasom cneaytowmin naket ¢ gaHHbim MAC
afipecom B KayecTBe NMopTa HaszHayYeHuA byaeT oTnpasaeH cpasy Ha 3TOT nopT . To ecTb agpec
cpa3y GMKcupyeTca Ha NopTy ANA OTNPABKM BCEX MAKETOB..

Korga naket ¢ MAC agpecom UCTOYHUKA, YKe 3aNOMHEHHbIM KOMMYTaTOPOM, MPUXoaunT
yepes gpyroi nopt, 3anucb B Tabanue MAC agpecoB M3MeHAETCA TakKMM 06pa3om, 4TobbI
nakeTbl ¢ gaHHbIM MAC agpecom HanpaBAAAUCL Yepe3 HOBbIWM NOpPT. B pe3synbrate, ecam Ha
y4acTKe MeXKay ABYMA agpecaTamu CylecTByeT Kakasa-nnbo netnda, sce MAC agpeca u3 cetu
BTOPOro ypoBHA byAyT nepecbinaTbCa Ha TOT NOpPT, rae cywectayeT netaa (obbivHO MAC agpeca
B 3TOM C/ly4ae C BbICOKOWM YaCTOTOM NEePEKAIOYAOTCA C OAHOMO NOPTA Ha APYroit), YTo Bbi3biBAET
neperpysky u notepto paboTocnocobHOCTM ceTn 2-ro ypoBHA. BoT nouyemy Heobxoaumo
npoBepATb HanMyMe neTaAM Ha ceTeBblx nopTtax. Korga Ha nopTty onpeaenseTca nevns,
0O6HapyKMBLLEE €ee YCTPOMCTBO AO/KHO NOCAATb NpeaynpexneHue B CUCTEMY ynpaBieHUA
CeTbto, MO3BONAA CETEBOMY a4MUHUCTPATOPY OOHAPYKUTb, NOKaNM30BaTb U pewmnTb npobaemy
B ceTu.

MocKkonbKy cnctema obHapyKeHMA NeTesib MOXKET aBTOMATUYECKM NPUHUMATb peLleHns
O Ha/IMYMM NEeTIn B COeAUHEHUN N ee UCYE3HOBEHWUM, YCTPOMUCTBA C GYHKLMAMM KOHTPOANA Ha
noptax (TakMx Kak M301ALMA NOPTOB M KOHTPOAb 3a 3anomumHaHnem MAC agpecoB) moryT
3HAUUTENIbHO CHU3UTb HArpysKy C CETEBOr0 agMMHWUCTPATOPA, a TaKXKe YMEHbWUTb Bpemsa
peaKkuuun Ha npobnemy, MUHUMU3NPYA BO3LENCTBME NETAM HA CETb.

6.2 CnUcoK KOMaHA ANA KOHPUIrypupoBaHMA GYHKLIMKU pacrno3HABaHUA NET/IN Ha
nopry
KoHburypuposaHne BpemeHHOro nHTepsasa pacno3HaBaHMA NeTau;
BkatoveHne pyHKLMM pacno3HABaAHMA NeTu;
KoHdurypuposaHue pexkmma nopTta Npy pacno3HaBaHUW NeTAK;
BbiBOA, OTNaA04HOM MHPOPMALMM NO PACNO3HABAHUIO NETAU;
KoHburypuposaHue pexxmma BOCCTAaHOBNEHMA MPU PACNO3HABAHUKN NeTAN

auhwWwN e
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1. KoHdurypupoBaHMe BpeMeHHOIo MHTePBana Pacno3HaBaHUA NeTaun

KomaHpa

OnucaHue

PexXum rnobanbHoro

KoHdUrypuposaHusa

loopback-detection interval-time </oopback>
<no-loopback>
no loopback-detection interval-time

KoHdurypmpoBaHue BpeMeHHOro nHTepBana
pacrno3sHaBaHuA NeTaAu

2. BkntoveHne dyHKLMM pacno3HaBaHWUA NeTaun

KomaHpa

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

loopback-detection specified-vlan <vlan-list>
no loopback-detection specified-vlan <vlan-
list>

BkntoyeHune n BblK/1KOYEHNE
pPacno3HaBaHWA NETAN

dYHKUMM

3. KoHdurypmnpoBaHme pexrma nopTa npu pacnosHaBaHUU NeTam

KomaHpaa

OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

loopback-detection control {shutdown
|block| learning}

no loopback-detection control

BkAtoyeHWe u BblKAOYEHME ONpeaeneHHoro
peXKnma nopTa Npu pacnos3HaBaHUKN NETAN.

4. BbiBOA, 0TNaA04HON MHGOPMALIMK MO Pacno3HaBaHUIO NeTaAn

show loopback-detection [interface

<interface-list>]

KomaHpaa OnucaHue
Pexxum agmuHUCTpaTopa
BbiBOA, OT/NIa04YHOM  UHPOPMALUUM MO
debug loopback-detection pacnosHaBaHuio netan. C onepatopom NO
no debug loopback-detection JaHHas KoMaHaa npeKpalwaer  BbiBOA,
O0TNaZA04YHOM MHPOPMaLUW.
MNMoka3sbiBaeT cTaTyc n pe3ynbTaThbl

pPacno3HaBaHMWA NETNIN HA BCEX NOPTax, eCin
APYyrnx  napameTpos He BBOAUTCA, B
NPOTUBHOM Cniy4ae MOKa3biBaeTCA CTaTyC U
pe3yabTat pacno3HaBaHUA neTnun anA
KOHKPETHbIX NOPTOB
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5. KoHdpurypmpoBaHue pexnmma BOCCTaHOBNEHMA NPU PACNO3HABAHWUM NETIM

KomaHpga OnucaHue

O6wuit pexxum

KoHourypuposaHue pexuma
loopback-detection control-recovery | BOCCTaHOBNEHMA NPU PAcNO3HaBaHMM NETAn
timeout <0-3600> (aBTOMaTHUECKOE BOCCTAHOB/IEHME WU/IN HET)

nan BpemeHun BOCCTaHOBNEHWUA.

6.3 Mpumepbl PYHKLMU pacno3HABAHMA NETNU HA NOPTY

N~

TUNWMYHBIA NPUMEP NOAKNHOYEHURA

B npuBeneHHOMN HUXKe KOHPUrypaunmn, KOMmyTaTop onpeaenseT CyluecTBoBaHUE NeTau
B TONoA0rnn cetu. Nocne BrkAtoYEHMA GYHKLUUN pacno3HaBaHMA NETAN Ha NOPTY, CMOTPALLEM BO
BHELLHIO CeTb, KOMMyTaTop byaeT yBegoOMAATb MOACOEAMHEHHYIO CETb O CyL,ecTBOBaHMMU
NeT/In U KOHTPOIMPOBATb NOPT KOMMYyTaTopa A5 obecneyeHns HOpPMaibHOM PaboTbl JaHHOM
ceTtu.

MNocnenoBaTeIbHOCTb KOHOUTYpPALMK KOMMYTATOpPa:

Switch (config) #loopback-detection interval-time 35 15

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1l) #loopback-detection special-vlian 1-3

Switch (Config-If-Ethernetl/1) #loopback-detection control block

Ecnn BbibpaH meToa 6NOKMPOBKK NpU ONpeaeneHUn NeTan, foaKeH 6biTb rnobanbHO
BKAtOYEeH npoTokon MSTP Ha Bcelt ceTn, a TaK¥Ke [OMKHbl OblTb CKOHOUIYpUPOBaHDI

COOTBETCTBYIOLINE CBA3U MEXKAY NPOTOKO/IOM CBA3yIoLLero aepesa 1 VLAN.
Switch (config) #spanning-tree
Switch (config) #spanning-tree mst configuration
Switch (Config-Mstp-Region) #instance 1 vlan 1
Switch (Config-Mstp-Region) #instance 2 vlan 2
Switch (Config-Mstp-Region) #

6.4 PeweHune npobnem c pyHKUMEN pacno3HaBAHUA NETIU HA NOPTY
dyHKUMA pacno3HaBaHWA NETNIN HA NOPTY BbIKAKOYEHA NO YMONYAHUIO U AOJ/IXKHA ObITb
BK/IOYEHA NPU HEOBXOAMMOCTY.
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7  KOHO®UTYPALUUA GYHKLIUUN ULDP

7.1 O6wan nupopmauyuma o ULDP

OpHoHanpaBAeHHbI MHK — 3TO pacnpocTpaHeHHaA npobaema B ceTu, 0cobeHHO s
ONTUYECKMX coeauHeHuM. lMon opHOHaANpPaBAEHHbIM COeAMHEHMEM MOHMMAEeTCA CUTyaums,
Korga oguH NOpT COeAMHEHUA MOXKET MPUHMMATbL COODBLLLEHMA OT APYrOro NOPTa, @ TOT HE MOXKET
nosyyaTb Ux oT nepsoro. Ecam ¢usmnyecknin yposeHb coegmMHEHUA eCcTb U paboTaeT HOPMAJIbHO,
npobiema cBA3M MeXAy YCTPOMCTBaMM HEe MOXKET ObITb 06HapyKeHa. Kak NOKa3aHOo Ha PUCYHKe,
npobsema ONTUYECKOrO COeAMHEHUA HE MOXKET O6biTb OBHapyKeHa NOCPeACTBOM MEXAaHU3MOB
dM3nYecKoro ypoBHA, TaKMX KaK aBTOMATUYeCKoe COr/lacoBaHMe napameTpos.

Switch A

Switch B

MepeKkpecTHoe ONTUYecKoe coeguHeHne

Switch A

Switch B
g1/0/2

Switch C

OZMH M3 KOHLLOB KaXA0ro oNTMYeCcKoro coeAnHeHUA He NoAK/IYeH

Takoli BMA Npobiem 4acTo BO3HMKAET B CUTyauum, Korga unv nntepdeiic unm GBIC ( Giga
Bitrate interface Converter — KoHBepTep UHTepdelica co ckopocTblo 1Gb ) umetoT nporpammHble
npobnembl, B 3TOM cay4yae o6opygoBaHMe CTAaHOBUTCA HeAoCTynHbiM wan paboTaeT
HenpasuabHO. OQHOHANPABNEHHOE COEAMHEHWE MOXKET BbI3blBAaTb LLENYHO ceputo npobnem,
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TAaKUX KaK 3aLUMKNMBaHME CBA3YIOLLErO AepeBa Uan LMPOKoBeLaTeNbHbIM WTopmam.(broadcast
black hole).

ULDP (Unidirectional Link Detection Protocol — npotokon o6HapyXeHus
OZHOHAMNPaB/NIEHHbIX COEAUHEHUI) MOXKEeT MNOMOoYb OOHapPYKMUTb HEUCNPABHOCTb, KOTOpas
BO3HMKAaET B CUTyauMAX, NepeyvyncneHHbIX Bbiwe. B KommyTaTtope, NOAKNOYEHHOM 4epes
ONTUYECKY UAM MmegHyto Ethernet nnHuMio (Takyro Kak BMTaA napa naton KaTeropwu), ULDP
MOXET MOHUTOPUTb CTaTyC GM3MYECKMX coeguHeHWi. B cnyyae, ecan ob6HapyKeHo
O4HOHANpPaBAEHHOE COeAMHEeHMe, OH MOCblNAeT npeaynpexKaeHne noab3oBaTeNam U MOXKeT
BbIKAKOUYNTb MOPT aABTOMATUYECKU, WAN BPYYHYIO, B 3aBUMCMMOCTM OT KOHOUrypaumm
nonb3osaTens.

®yHKuna ULDP B KommyTaTope pacrnosHaeT yAaJsieHHble YCTpoKcTBa M nposepser
KOPPEKTHOCTb COEAMHEHWUI, UCMOJb3yA UHTEPAKTUBHYHO CUCTEMY COOCTBEHHbIX COOOLLEHUN.
Korga ULDP BKAOYEH Ha NOpTYy, MexaHW3m onpeaeseHunA crtaTyca MopTa 3anyCcKaeTcsa, 4To
nogpasymeBaeT NOCbIKY COOBLWEHUI pa3snMYHOro BUAA, KOTOPblE MOCLINAIOTCA PA3/IMYHbIMMK
nognporpaMmamm 3TOFO0 MexaHM3Ma ANA MNPOBEPKWM CTaTyca coeguHeHun nytem obmeHa
nHbopmaumer ¢ yaaneHHbIMM ycTporcteamn. ULDP MoOXKeT AMHAMMYECKM onpeaenaTb
WMHTEpPBAaJl, C KOTOPbIM yAaNeHHOE YCTPOMCTBO MOCbIIaeT CBOM YBEAOMNEHUA N NOACTPAMUBAET B
COOTBETCTBMW C HAM CBOM SI0OKanbHbIN MHTepBan. Kpome Toro, ULDP obecneumBaeT mexaHn3m
pectapTa, ecin nopt bbin 3abiokmMpoBaH ULDP, TakXe coeauHeEHNE MOXKET ObiTb NPOBEPEHO
elLle pas nocne pectapta. BpemeHHOW MHTEpBan NOCbINKK YBEAOMIEHUI M pecTapTa nopTta B
ULDP moxeT KOHUrypmMpoBaTbCcA Nosb3oBaTenaMu, Takum obpasom ULDP moxkeT 6bicTpee
pearMpoBaTtb Ha npobaembl coeguMHEHWN B PA3/IMYHOM CETEBOM OKpyXeHuu. Mokasatenem
npasuabHoi pabotbl ULDP aBnsieTcs pabota coeAMHEHUA B AYNJEKCHOM PEXUME, 3TO 3HAUUT,
yto ULDP BKAlOYeH Ha 060MX KOHUAX COeAMHEeHMA W WUCMNOAb3yeT OAMHAKOBbIM MeTo,
aBTOPM3aLUM N NAPO/b.

7.2 CnucoK KomaHa, ana KoHurypuposaHua ULDP

. BkntoueHune dpyHKumm ULDP Ha KommyTaTope;

. BkntoueHune ¢pyHKumm ULDP Ha nopTy;

. KoHpUrypauma arpeccnsHoro pexxmma Ha KOMMyTaTope;

. KoHpUrypauma arpeccnsHoro pexumma Ha nopry;

. KoHpUrypauma metona BoIkNHOUYEHNA OAHOHANPABNEHHOIO COeANHEHNS;
. KoHpurypauma nntepsana ysegomnenuii (Hello messages);

. KoHpUrypauma nHtepsana BOCCTaHOBNEHUS;

. PectapT nopTa, BbIKAtOYEHHOTrO ¢yHKUMen ULDP;

. JeMoHCcTpauMoHHas 1 0Thago4uHan nHpopmauma dyHkumm ULDP;

O o0 NOOULDES WN

1. BkntoueHne ¢pyHKumm ULDP Ha KommyTaTope

KomaHpga OnucaHue

Pexxum rnob6anbHoro KoHGUrypuposaHus

uldp enable BktoyeHune nam BbikntodeHue pyHkumm ULDP
uldp disable Ha KOMMYTaTOpE.
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2. BkntoveHne pyHKkummn ULDP Ha nopTty

63

KomaHpa

OnucaHue

PexXxum KoHpUrypuposaHus nopra

BKnatoveHune nam Bbikntoderne epyHKumm ULDP

uldp enable
uldp disable Ha nopT.
3. KoHUrypauma arpeccmsHoro pexxmma Ha KommyTtaTope
KomaHpa OnucaHue
PexXum rno6anbHOro KOHGUrypMpoBaHus

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBAMBaeT pexum paboTtbl GyHKUMM Ha
KoMMyTaTope.

4. KoHourypaums arpeccMBHOro pexnma Ha nopTy

KomaHpa

OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBAMBAET pexxum paboTbl GYHKLMM Ha
nopTy.

5. KOHd)MpraLI'MH mMeToA4a BbIKNKOYEHMA OAHOHAMNPABAEHHOIo coegnHeHnA

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHGUrypuposaHus

uldp manual-shutdown
no uldp manual-shutdown

KoHourypupyet MeTOo., BbIK/HOYEHUSA
OZHOHAMNPaB/IEHHOIO COeAMHEHUA.

6. KoHdurypauusa nutepsana ysegomnenuii (Hello messages)

KomaHpga

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHus

uldp hello-interval <integer>
no uldp hello-interval

KoHdurypaums wuHTepBana yBeAOM/EHUM
(Hello messages), amManasoH ot 5 go 100
CEKyHZA,. 3HayeHue No ymonyaHumio - 10 cek.
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7. KoHdUrypauma nHTepsana BOCCTaHOBEHUA
KomaHpga OnucaHue
Pexxum rnobanbHOro KOHPpUrypmposaHmsa
KoHdurypupyet MHTEepBan

uldp recovery-time <integer>
no uldp recovery-time <integer>

BOCCTAaHOBUTENbHOrO pectapTta. [nanasoH ot
30 po 86400 cekyHA. 3Ha4YeHMe No YMONYAHUIO
— 0 ceKkyHa.

8. PectapT noprta, BbiKkAo4YeHHOTO ¢yHKUMen ULDP

KomaHpa

OnucaHue

PexXum rno6anbHOro KOHGUrypupoBaHUA UK PEXUM KOHPUTYPUPOBaAHUA NOPTa

uldp reset

PectapTyeT Bce nopTbl B pexxnume rnobasbHOro
KOHOUIypupoBaHUA. PecTapTyeT KOHKPETHbIN
NopT B peXXume KOHPUTrypnpoBaHMA NopTa.

9. [leMOHCTpaLMOHHaA 1 oTNago4Haa nHoopmaumna eyHkummn ULDP

KomaHpa

OnucaHue

Pexxum agmuHucTparopa

show uldp [interface ethernet IFNAME]

MNoka3sbiBaeT uWHPopmaumto no ULDP. [ns
otobpaxkeHna obwen ULDP wuHdopmaymm
napameTpoB HeT. lpu 3agaHMMN KOHKPETHOro

no debug uldp fsm interface ethernet
<IFname>

nopta BbiBOAUTCA 06Wana WHboOpMaUua WU

MHPopPMaLMA o0 coceaax No AaHHOMY NOpPTY.
debug uldp fsm interface ethernet

BKkAtoyeHMe  MAM  BbIK/OYEHWME  BbIBOAA
<IFname>

0TNago4YHOMN HGopMauum No onpeaeneHHoOMY
nopTy.

debug uldp error
no debug uldp error

BKAtOYeHME WM BbIKNKOYEHME OT/NAL04YHOM
nHbopmauymm 06 ownbKax

debug uldp event
no debug uldp event

BKAtOYEHME WM  BbIKNKOYEHME OTNALOYHOM
nHdopmauymm o cobbITUsX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkntoyeHne  MAM  BblKAOYEHME  BbIBOAA
OTNaA04YHON MHPOPMALIUK MO TUMY COOBLLLEHWNI
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debug uldp {hello| probe|echo| unidir]|all}

[receive|send] interface ethernet
<IFname>

no debug uldp ({hello|probe|echo|
unidir|all} [receive|send] interface

ethernet <IFname>

BKkAloyeHMe  WAM  BblKNHOYEHWE  BblBOAA
feTanbHOW WHPopmaumm o6 onpepeneHHom
TUNe coobLLeHNI, KoTopble MOryT NOCbINATLCA
WU NPUHUMATBCA HA onpeseneHHOM MNopTy.

7.3 Tunosble npumepbl pyHKuUnM ULDP

Switch A

OnTuyecKoe nepekpecTHOe coeanHeHne

B ceTeBOl TONONOIrMK Ha pUCyHKe NopTbl g1/1 1 g1/2 Ha KommyTaTope A, a TaK e NopTbl
g1/3 n g1/04 Ha KommyTaTope B — ontuueckue. M coeaAMHEHUE MMeET NepeKPecTHblA Tmn.
®dur3nyeckunit ypoBeHb BKAOYEH M paboTaeT HOPMANbHO, HO COeANHEHME Ha YPOBHE AaHHbIX
HepaboTocnocobHo. ULDP moxKeT onpeaennTb M 3ab/IOKMpoBaTb TakoW TUM OLIMOKM Ha
coeanHeHnN. KoHeuHbIM pe3ynbTaTom byaeT To, yto nopTbl g1/1 n g1/2 Ha KommyTaTtope A, a
TaK e noptbl g1/3 1 g1/04 Ha KommyTaTope B 6yayT 3a610KMpoBaHbl GpyHKUMen ULDP. MopTbl
cmoryT paboTaTb (He 6yayT 3a6/10KMPOBAHbI) TONBKO €CN COeANHEHME BYAET KOPPEKTHbIM.

MocnepoBaTenbHOCTb KOHPUrypaLum KommyTtaTopa A:

SwitchA (config) #uldp enable

SwitchA (config) #interface ethernet 1/1
SwitchA (Config-If-Ethernetl/1)#uldp enable
SwitchA (Config-If-Ethernetl/1) #exit
SwitchA (config) #interface ethernetl/2
SwitchA (Config-If-Ethernetl/2) #uldp enable
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MNocnepoBatenbHOCTb KOHUrypauum KommyTaTtopa B:
SwitchB (config) #uldp enable

SwitchB (config)#interface ethernetl/3

SwitchB (Config-If-Ethernetl/3) #uldp enable
SwitchB (Config-If-Ethernetl/3) #exit

SwitchB (config)#interface ethernetl/4

SwitchB (Config-If-Ethernetl/4) #uldp enable

B pesynbtate noptbl g1/1 n g1/2 Ha KommyTaTope A byayT 3a610KMpoBaHbl GyHKLMEN
ULDP 1 Ha gucnnee TepmunHana PC1 nosasuTcs cnegyowan nHdopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/1
need to be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/1l shut down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/2
need to be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/2 shutted down!

MopTbl g1/3 n g1/4 Ha KommyTaTtope B 6yayT 3abnokupoBaHbl ¢yHKumen ULDP u Ha
ancnnee TepmuHana PC2 nossutca cneaytowan MHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/3
need to be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/3 shutted down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/4
need to be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/4 shutted down!

7.4 YcTpaHeHue HenonapoK ¢pyHKkuumn ULDP

3ameyaHunsa No KoHUrypauum:

. Ona ysepeHHocTH, yto ULDP cmoxeT onpeaenutb, YTO OAMH M3 OMNTUYECKUX
NopTOB He MOAKNYEH WM NOPTbl HEKOPPEKTHO COEAMHEHbl, NMOPTbl AO0/KHbI paboTaTb B
OYNJIEKCHOM peXume U UMETb OANHAKOBYIO CKOPOCTb.

J Ecnim mexaHM3m aBTOMATMYECKOro OonpefesieHns MapameTpoB ONTUYECKUX
NopToB, OAWH M3 KOTOPbIX BKAOYEH HEKOPPEKTHO, onpeaennt paboumnii pekmm m CKopocCTb,
ULDP He cmorKeT 0TpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOFO ,BKIKOYEH OH UAM HeT. B
OAHHOM CUTYaL MM NOPT NOMEYAETCA KaK BbIKNAOYEHHbIMN.

J [ns yBepeHHOCTU B TOM, YTO OTBETHbIN NOPT KOPPEKTHO CKOHOUTYPUPOBAH U

OZHOHANpPaBAeHHOe CoeaANHEeHME CMOXKET BblTb KOPPEKTHO onpeaeneHo, HeobxoaMmo,
4yTOob6bI Ha 060MX KOHLAx coeanHeHna ULDP 6bin BKAKOYEH M MCMO/1b30BAICA OANHAKOBbLI METOZ,
aBTOPM3aLMKM U Napob. B Hawem npumepe naponb ¢ 06enx CTOpoH He YCTaHOBAEH.

° NHTepBan otnpasku hello coobuieHnin moxeT bbiTb M3MeHeH (3To 10 ceKyHg, no
yMoAn4YaHuio n Konebnetca ot 5 o 100 cekyHa), Tak yTto ULDP moryT 6bicTpee pearMpoBaTb Ha
OLWMOBKM NOAKNIOYEHNA IMHUIA B PA3/IUYHbIX YCI0BUAX paboTbl ceTn. Ho 3TOT MHTepBan A0/XKeH
6bITb MeHbLie 1/3 oT BpemeHn KoHBepreHuumn STP. ECM MHTEPBaa CAULLKOM AJIMHHBIN, NeTas
STP 6yaet chpopmmnpoBaHa A0 Toro Kak ULDP 06HapyKUT U OTKAKOUYUT NOPT OA4HOHAMNPaB/IEHHOIo
coeguHeHua. Ecnm nHTepBan CAMLWKOM KOPOTKUIA, ceTeBas Harpyska Ha nopTt byaeT yBenmyeHa,
yTOo O3HavaeT CHUXKeHue NPONYCKHOWM CNocobHOCTW.
ULDP He obpabatbiBaeT cobbiTua LACP. OH obpabatbiBaeT Kaxaoe coegmHeHne rpynnbl TRUNK
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(Hanpumep, port-channal, TRUNK nopTbl) He3aBUCUMO apyr oT apyra.
ULDP He paboTaeT ¢ MOXOXMMW MPOTOKONAAMMU APYrux npoussoguteneil. ITo 03HaYaeT, YTo
nonbL3oBaTenn He Moryt ucnonb3osatb ULDP Ha oAHOM KOHLE M WMCNONb30BaTb Apyrue
noaobHble NPOTOKO/IbI Ha Apyrom KOHUe coenHeHunA.
ULDP ¢yHKuMA OTKAO4EHa NO ymondaHuto. MNocne srkAouveHnsa ¢yHKumm ULDP B pexknme
rnobanbHOr0 KOHOUIYPUPOBAHMA MOMKHO BKIKOYUTb BbIBOA OT/NAZOYHbIX COOOLLEHMINA.
CywecTByeT HeCKO/NbKO KomaHg oTnaaku (DEBUG) ana BbiBoAa oTnagovyHon mMHPopmaumu.
Hanpumep, nHdopmaumio o cobbITUAX, COCTOAHUN, OLWIMOKaxX U coobLLeHUAX. Pa3ivyHble TUNbI
OTNAA0YHbIX COOOLWEHNA TakKe MOryT ObiTb BbiBEAEHbl B COOTBETCTBUM C PasIMYHbIMU
3HaYeHNAMU NapameTpoB.

o Talmep BOCCTAaHOB/IEHWA MO YMOJIYAHUIO BbIKAOYEH U MOXKET ObiTb BKAKOYEH
TO/IbKO B C/ly4ae, KorAa nosib3oBaTe b 3a4an Bpemsa BocctaHoBAeHUA (30-86400 cekyHa)

KomaHaa pectapTa U mexaHW3m nepesarpyskum nopTa BO3AENCTBYIOT TONbKO Ha MOPT,
KOTOpbIN 6bin BbiKAtOYeH PyHKLUMen ULDP. MopTbl, BbIKAKOYEHHbIE BPYYHYIO,

NONb30BaTENAMU UAWN APYTUMU PYHKUMAMM He MoryT ObiTb pecTapToBaHbl QyHKLMEN
ULDP.
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8 HACTPOMKA ®YHKLWUU LLDP

8.1 O6wue cBeaeHunn o GpyHKuum LLDP

MpoToKkon uccnenoBaHuAa coeanHuTenbHoro ypoBHsA (Link Layer Discovery Protocol —
LLDP) - 3TO HOBbI NPOTOKOJ, ONUCaHHbIM B cneunduKkaymm 802.1ab. OH no3BonseT cocegHUM
YyCTPOMCTBAM NOCbLINATb YBEAOM/IEHMA O CBOEM CTaTyce APYrMM YCTPOMCTBAM M HA BCEX NMOPTax
Ntob0oro ycTporcTBa CoXpaHaTb MHPopMaumto 06 atom. Ecnv Heob6xoanMMOo, NOPThI TaK XKe MoryT
nocblnate  MHPopmaumiwo 06 M3MeHeHMM cTaTyca YCTPOMCTBaM, HenocpeacTBEHHO
NOAKNOYEHHbIM K HUM. ITa MHPopMauma byaeT coxpaHeHa B cTaHAAPTHbIX MIB SNMP.Cuctema
ynpaB/aeHWNA CeTbIo MOXKEeT NPOBEPATb COCTOAHWE COeANHEHNI BTOPOro YPOBHA NO MHbopmaumm
13 MIB. LLDP He KOHOUIYypUPYET UNU KOHTPONMUPYET SNEMEHTbI CETU MU MOTOKU, OH TOMbKO
onucbiBaeT KOHGUrypaLumio BToporo yposHaA. B cneundukaumm 802.1ab TakKe onucbiBaeTca, Kak
ncnonblyetca MHPopmauusa, npegoctasnsemas LLDP gnsa o6HapyKeHMA KOHPANKTOB Ha BTOPOM
ypoBHe. UHcTuTyT cTtaHaaptmsaummn (IEEE) B HacTosilee Bpems UCNOJb3yeT CyLLEeCTBYIOLLYHO
du13myeckyto Tononoruto, nHTepdencol 1 Habopol MIB IETF.

YnpouweHHo, LLDP — npoTtokon obHapyKeHua cocegHux yctpoincts. OH onpeaenser
CTaHAAPTHbLIN MeTod, no3BonAwwWwmi Ethernet ycTtpocTBam, TakuMm, Kak KoMMyTaTopbl,
MapLUPYTU3aTOPbl M TOYKM O0CTYNa YBEAOMIATL O CBOEM CYLLLEeCTBOBAHMWU Apyrue y3/bl CETU U
coxpaHAaTb WHbopmaumio o060 Bcex coceaHux ycTpoictBax. Kak cnepcsume, AeTasbHanA
MHbOpPMaUMA O KOHPUrypaLmm yCTPOMCTBA M O HAWAEHHbIX COCEAAX MOXKET 06BbABAATbCA
nocpeacTBOM AAHHOMO NPOTOKOA.

B uactHoctn, LLDP onpepenseTr coctaB OCHOBHOro MHGOPMaLMOHHOTO 0b6bsABAEHMA,
nepegadyy ob6bABMEHUA M METO[ COXPaHeHuAa AaHHOW WHbopmauuu. [Ana obbaABneHUs
cobcTtBeHHOM  MHbOPMAUMM  YCTPOMCTBO  MOMKET  MOCbl/IaTb  HECKO/NIbKO  4acTen
nHbopmaymoHHoro obbasneHns B ogHom LAN nakete gaHHbIX. Tun nepegaym onpegenserca
3HayeHnem nona TLV (Type Length value — 3HayeHue panuMHbl TMNa). Bce ycTpoiicTBa,
nogaepkumsatowme LLDP, fonKHbI nogaeprkmBaTb oOnoBelweHuA o wuaeHTudukatope (ID)
YCTPOMCTBA U MAEHTUPMKATOpe NOpPTa, HO Npepgnosaraetca, 4To OONbLWMHCTBO YCTPOMCTB
noaAep’KMBAIOT onoselleHna 06 MMeHW cUCTeMbl, ee OMUCaHUU U NPOU3BOAUTENBLHOCTU
cuctembl. OnoBeLLeHUA ¢ ONUCAaHMEM CUCTEMbI U O MPOU3BOANTE/IBHOCTU CUCTEMbI MOTYT TaKXKe
coaepraTb NonesHyo nHbopmaumio, Heobxoanmyto ansa cbopa MHGOPMaLUM O NOTOKAX B CETU.
OnucaHMe CUCTEMblI MOXKET BK/OYaTb TaKMe [AaHHble Kak NonHoe umA obbABasemoro
YCTPOMCTBA, TUN YCTPOMCTBA, BEPCUA €ro ONepaLMOHHON CUCTEMBI U TaK Aanee.

Mpotokon LLDP no3sonsetr ynpocTuTb MOMCK npobnem B KOPMNOPaTUBHOW CeTw,
pacwmpuUTb BO3MOXKHOCTU MHCTPYMEHTOB YMNpaB/eHMA CETbo NyTeM onpeaeneHusa u XxpaHeHus
TOYHOW CETEBOW CTPYKTYpPbI.

MHorue TMnbl NPOrpamMmm ynpaB/ieHUA CETbI0 UCMNONb3YIOT PYHKUUIO aBTOMATMUYECKOTO
obHapyxeHua («Automated Discovery»«) Ona OTCNEXKMBAHMA WM3MEHEHUA WU TEKYLLEro
COCTOAHMA TOMOJIOTMKU, HO BONBLUMHCTBO M3 HMUX paboTaeT TO/NbKO Ha TPETbeEM YpPOBHE U B
Nydlwem cayyvae Knaccuouumpyet yCTPOMCTBA MO MX NoOAcCeTAM. ITU AadHHble C/AULLIKOM
NPUMUTUBHbI, NO3BOIAIOT OTCNEXNBATb TO/IbKO 6a30Bble cOOLITUA, TakMe Kak aobasneHne nam
yAaneHve YCTPOMCTB BMECTO AeTasibHOM MHGOPMALMM O HUX M O TOM, KaK YCTPOMCTBa
B3aMMOAEMNCTBYIOT C CeTblo.
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NHdopmaLmsa, cobpaHHan Ha 2 ypOBHe, COAEPKUT CBEAEHMA 06 YCTPOMCTBAX, X NOPTAX
M O TOM KaKMe KOMMYTaATOpbl C KaKUMWU coeguHeHbl M T. N. OHa TaK e MOXKeT NoKasblBaTb
MapLIPYyTbl MeXAY KIMeHTaMWU, KOMMYTaTOPaMK, MApLIPYTU3aTOPaMK U CETEBLIMWU CEPBEPAMM.
TaKkue AaHHble O4YeHb BaXKHbl A1A ONpeseneHnsa U UCCnef0BaHNA UCTOYHMKA NPobaiemM Ha ceTu.

LLDP saBnsaetca MonesHbIM MHCTPYMEHTOM YMpaB/ieHWUA, MpesoCTaBAOWMM TOYHYHO
MHPOPMaALMIO O 3epKa/IMPOBAHUU CETU, OTODPAKEHUU MOTOKOB AAHHbLIX U MOUCKE CeTeBbIX
npob6nem.

8.2 CnucoKk KomaHa, ana KoHpurypuposaHua LLDP

. BkntoueHune LLDP Ha ycTpoiicTBe;

. BkntoueHne ¢yHKumm LLDP Ha nopTy;

. KoHdurypaums ctatyca LLDP Ha nopTy;

. KoHpurypauma nnutepsana obHosneHma coobuieHmin LLDP;

. KoHpUrypauma mHoOXKUTeNs BpemeHM NoAaep KKK coobieHnin LLDP;

. KoHpUrypauma 3agepKkn oTnpaskn 0OHOBAAIOLWMX COOBLLEHWI;

. KoHpurypauma nHtepsanos nocbinkm TRAP nakeTos;

. BkntoueHune ¢dyHKumm TRAP Ha nopTy;

. KoHpUrypauma oononHMTENbHBIX NAapameTpoB MHGOPMaLMK ANA OTNPABKKU Ha NOPTY;
10. KoHdurypauua pasmepa namsaTn, UCNOAb3yeMON gNA XpaHeHUA TabauL, Ha nopTy;
11. KoHdurypaumna aencTsnin npu nepenosiHeHMN NAMATN a5 TabauLbl Ha NOPTY;

12. OTobpaxkeHne oTnagouHoM nHPopmaunmn no GyHKumm LLDP;

O o0 NOUL b WN PR

1. BkntoyeHue LLDP Ha ycTpolictBe

KomaHga OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

lidp enable

. ObLwee BKAOYEHNE/BbIKAOYEHME
lidp disable ”*

2. BkntoueHune pyHKumm LLDP Ha nopTty

KomaHga OnucaHue

PexXxum KoHpUrypupoBaHus nopra

lidp enable BktoyeHune/BbikAoYeHME GyHKUMM LLDP Ha
lidp disable nopTy.

3. KoHowurypauma ctatyca LLDP Ha nopTy

KomaHpga OnucaHue

PexXxum KoHpUrypuposaHus nopra

KoHdurypauma pexuma pabotbl GyHKUUM

lldp mode (send|receive|both|disable) LLDP

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE



TexHn4yecKoe onncaHue
Hactpolika ¢yHKumm LLDP

70

4. KoHourypaums nHTepsana obHoBneHUs coobuieHnin LLDP

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHPpUrypmposaHmsa

lldp tx-interval <integer>
no lldp tx-interval

KoHourypaums wHTepBana o6HOBAEHUA
coobuweHnit LLDP Kak onpegeneHHoM
BE/IMYMHbI UIX 3HAYEHMA MO YMONYAHMUIO.

5. KoHUrypauma MHOXUTENA BpEeMEHU NoAAEePKKM coobuieHnii LLDP

KomaHpga

OnucaHue

Pexxum rnobanbHoro KoHpUrypuposaHus

lldp msgTxHold <value>
no lidp msgTxHold

KoHdurypauna  MHOXKUTENS  BPEMEHMU
noadep)Kkm  coobueHmn  LLDP  Kak
onpeaeneHHoON BENMYMHbI UAN 3HAYEHUS
Nno YMOJIHaHUIO.

6. KoHduUrypauma 3aepKKn oTnpaBkM 0OHOBAAIOLLMX COOBLLEHNI

KomaHpga

OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

lidp transmit delay <seconds>
no lldp transmit delay

KoHburypaums  3a4ep’KkKM  OTNpPaBKM
06HOBNAIOLLNX coobueHni KaK
onpeaeneHHo BEeNUYUHbI UM 3HAYEHUSA
Mo YMOMaHMUIO.

7. KoHdurypauma nutepsanos nocbiakm TRAP naketoB

KomaHpga

OnucaHue

Pexxum rnob6anbHOro KoHGUrypuposaHus

lldp notification interval <seconds>
no lldp notification interval

KoHdurypaumna nutepsanos nocbliku TRAP
MaKeToB KaK onpeaeneHHOW BeaNYUHbI
WM 3HAYEHUA MO YMOJITYAHUIO.

8. BkntoueHue ¢pyHKUMM TRAP Ha nopTy

KomaHpga

OnucaHue

PeXXum KOHPUryprMpoBaHUA NopTa

lidp trap <enable|disable>

BktoyeHme/BbikAoYeHMe dyHKLMM TRAP Ha nopTy
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9. KoHdurypaums AoONONHUTENbHBIX NAapameTpoB MHGOPMaLUKN A1A OTNPABKKU HA NOPTY

KomaHpa

OnucaHue

PexXxum KoHpUrypuposaHus nopra

lidp transmit optional tlv [portDesc] [sysName]
[sysDesc] [sysCap]
no lidp transmit optional tlv

KoHdurypauma LOMONHUTENbHBIX
napameTpoB MHGOPMALUU AN OTNPABKU
Ha MOPTYy KaK onpeneneHHOW BeanyuHbl
WX 3HAYEHMA NO YMONYAHMUIO.

10. KoHdurypauma pasmepa NnamaTn, UCNONb3yeMON JNA XpaHeHUA Tabaul, Ha nopTy

KomaHpga

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

lldp neighbors max-num <value>
no lidp neighbors max-num

KoHdurypauus pa3mepa namsTy,
NCMONb3yeMON ANA XpaHeHua Tabauuy, Ha
NopTy KaKk onpeaeneHHon BeNNYUHbl MU
3HaYeHUA MO YMONYAHMUIO.

11. KoHourypaums gencresmm npu nepenon

HEHUUN NaMATU ONA Ta6J'IMLI,bI Ha NopTy

KomaHpa

OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

lidp tooManyNeighbors {discard | delete}

KoHdurypauua OencTenia npu
nepenosiHeEHMM NamATU aaa Tabauubl Ha
nopTy

12. OtobpakeHune oTnafouHoM nHpopmaumm no ¢yHKummn LLDP

KomaHpaa

OnucaHue

Admin, Pexxum rno6anbHoro KOHGUrypMpoBaHuA

show lldp interface ethernet <IFNAME>

OTtobpaxkeHne TeKkylwen KoHdurypaumm
ACLALLT byHKuum LLDP.
OTobpaxkeHune nHdopmauymm o

KOHoUrypaumm LLDP Ha KOHKpeTHOM NopTy

show lldp traffic

OTobpaskeHne uHPopmaumm o060 Bcex
CYETYMKaX.

show lldp neighbors interface ethernet Otob6paxeHne wuHPopmaumm o LLDP
<IFNAME> cocefAax Ha AaHHOM MOPTY.
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show debugging lldp

OTobparkeHne Bcex NOPTOB C BKAOYEHHOWN
¢dyHKumen otnagku LLDP

Pexxum agmuHuUcTpaTopa

debug lidp
no debug lidp

BkntoyeHune/BbikAOYEHME BbIBOAA
0TNagouYHoM nnHdopmauum LLDP.

debug Illdp packets
<IFNAME>

<IFNAME>

interface ethernet

no debug Ildp packets interface ethernet

BkntoyeHue/BblkO4EeHME BbIBOJa
OT/NIaf04HOM MHGOPMALMKM O OTNPABKE AN
npueme naketos LLDP Ha nopTy maum Ha
KoMMmyTaTope.

PexXxum KoHGUrypupoBaHUa nopra

clear lildp remote-table

OuncTtka Tabanubl coceageit Ha NopTy

8.3 Tunosoii npumep ¢yHKuumn LLDP

TunosoW npumep KoHouUrypaunm ¢yHkumm LLDP

Ha cxeme ceTeBoW TOMO/OrMKM, NpuBEAEHHOM Bbiwe, nopT 1,3 Ha KommyTtaTope B
NOAKNOYEH K nopTy 2,4 KommyTaTtopa A. MNopT 1 KommyTaTopa B cCKOHPUTYpUpPOBaH B perknme
npvema naketos. Onuma TLV Ha nopty 4 KommyTaTtopa A cKOHPUTrypupoBaHa KaK portDes un

SysCap.

KommyTaTtop A. lNocnenoBatenbHOCTb KOMaHA, KOHGUrypaumu:
SwitchA (config)# 11ldp enable
SwitchA (config) #interface ethernet 1/4

SwitchA (Config-If-Ethernetl/4) #

sysCap

SwitchA (Config-If-Ethernetl/4)exit

lldp transmit optional tlv portDesc

KommyTtaTtop B. NMocnenoBaTeibHOCTb KOMaHA, KOHOUrypaLuu:

SwitchB (config) #11dp enable

SwitchB (config) #interface ethernetl/1

SwitchB (Config-If-Ethernetl/1l)# 1ldp mode receive
(

SwitchB (Config-If-Ethernetl/1) #exit
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8.4 YcTpaHeHue HeucnpasHocTeid pyHKuum LLDP

OyHKuma LLDP no ymon4YaHuio BbIKAOYeHa. [locne ee BKAKYEHMA B pexume
rnobanbHOro KOHGUrypmpoBaHWA, MNONb30BATE/IM MOTYT BKIKOUYUTb PEXUM OTNagKu «debug
lldp»gna npoBepku oTnagoyvHor uHPopmauun. Ucnonb3yas KomaHgy «show»dyHkumm LLDP
MOXHO  BbIBECTM  WMHPOPMAUMIO O  KOHOUIypupoBaHMM B  [106ANIBHOM  pexkume
KOHOUTYypUpOBaHUSA, MO0 B peXKMMe HAacTPOMKKM MHTepdelicos.
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9 HACTPOMKA PORT CHANNEL

9.1 O6wwue ceegeHus o Port channel

[na noHMmaHuMA TepmuHa nopT-KaHana (Port channel) Hapo BBecTM moHATME rpynnbl
noptoB. [pynna nopToB — 3TO rpynna GpU3NYECKMX NOPTOB HA KOHOUIYPaLMOHHOM YpPOBHE.
TonbKo $M3MyecKme NopTbl B rpynne NnopToB MOryT 6bITb YacTbio 06 beAMHEHHOIO KaHala U CTaTb
yneHamu Port channel. Jlornyecku rpynna noptos ABNAETCA HE MOPTOM, @ Habopom nopTos. MNpwu
onpeaeneHHblX ycnoBuax ¢usmMyeckne nopTbl B rpynne MOPTOB MO3BOAAIOT MOCPEACTBOM
obbeanHeHna noptoB chopmupoBaTb Port channel, KoTopbiit 0bnagaeT Bcemn CBOMCTBaAMM
NIOTMYECKOro nopTa M TakKMm 06pa3omM CTAaHOBUTCA HE3aBUCMMbIM JIOTMYECKMM MOPTOM.
Arperauua noptoB — 3TO abCTpaKTHOe NOHATUE, Nogpasymesatowee no cobon obbeanHeHme
Habopa NopTOB C OAMHAKOBLIMW CBOMCTBAMM B normyeckunii nopt. Port channel — 3to Habop
bU3nYeCKMX NOPTOB, KOTOPbLIN NOTUYECKU UCMNONBb3YETCA KaK OAUH dU3nYecknii nopT. OH MOXKeT
MCNONb30BaTbCA MOJIb30BaTENEM KaK 00blYHbIM NopT. OH He MOXeT He TO/bKO A06aBUTb
NPOMYCKHOW cNOoCcOBbHOCTU Ha CeTb, HO U cnocobeH obecneynTb pes3epBMpoBaHNE COEAUHEHUN.
O6blMHO 0b6beauHeHMe MOPTOB  WMCMOAb3yeTcA, Koraa KOMMYTAaToOp MOAKAKYEH K
MapLpyTN3aTopy, KIMEHTCKOWN CTaHLUUM UK APYTMM KOMMYTATOPaM.

ArpervposaHune nopTos

Kak nokasaHo Bbiwe, KommyTaTop S1 06beanHun noptbl B Port channel. MponyckHas
nonoca Port channel paBHa cymme nponyckHbix cnocobHocTen 4eTbipex nopTtoB. Korpga
HeobxoamMmo nepenatb TpaduK ¢ KommyTtatopa S1 Ha S2, pacnpegeneHve Tpaduka byaer
onpenenatbcA Ha ocHoBe MAC agpeca UCTOYHUKA U maaawero 6uta MAC agpeca npMemMHUKa.
B pe3synbTaTe BblMCNEHUI onpeaenseTca, Kakon nopTt byaeT nepegasatb Tpaduk. Ecam oamH
nopt B Port channel HeucnpaseH, Tpaduk byaeT nepepacnpefenATbCA Ha Apyrne NopThbl
NocpeAcTBOM aJirOpPUTMa pacnpegeneHns. [JaHHbI anroputm NnoagepXmMBaeTca annapaTHo.

KommyTaTtop npeanaraet ABa metoga KoHourypauum obbeanHeHMA NopToB: pyyHoe
co3gaHue Port channel n auHamunyeckoe nocpeacTBOM MPOTOKOMA KOHTponA obbeauHeHua
coegmHeHui (Link Aggregation Control Protocol — LACP). O6beanHeHMe BO3MOXKHO TO/IbKO ANA
nopToBs, paboTaroWmx B peume noaHOro AynseKkca.

Ona pasunbHol paboTbl Port channel Heobxoanmo cobntogath cnenytolmne ycaoBus:

] Bce nopTbl paboTaloT B peXXMME NOAHOFO AYyN/eKca;
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. Bce nopTbl MMeloT 04MHAKOBYO CKOPOCTb;
o Bce nopTbl ABAAIOTCA NOPTamMKu A0CTyNa U npuHagnexkat ogHomy VLAN, naun sce
OHMU

ABNAOTCA TPAHKOBLIMW NMOPTAMM UAN OHU BCe TMBpPUAHbIE NOPTHI.

. Echm  Bce nopTbl  ABAAKOTCA  TPAHKOBBIMW  MAW  TMOPUAHBIMK,  TOr4a
CKOHOUryprpoBaHHble Ha HUX gonyctumble VLAN u ocHoBHOM VLAN A0/KHbI ObITb Y BCEX
OAMHAKOBbIMM.

Ecan Port channel ckoHduUrypuposaH Ha KOommyTaTope BPYYHYIO MAU OUHAMMUYECKW,
CUCTEeMA aBTOMATMYECKM Ha3HayaeT MopT C HAaMMEHbLUMM HOMEepoM MacTep-noptom Port
channela. Ecan Ha KommyTaTope aKTUBMPOBAH NPOTOKOA spanning tree, NPOTOKON NOCTPOEHMUA
Aepesa BocnpuHumaeT Port channel Kak nornuyecknit nopt mn nocbinaet BPDU nakeTbl yepes
MacTep-nopT.

Ob6beguHeHne MNOPTOB KECTKO CBA3AHO C annapaTHOM 4YacTbldo KOMMYyTaTopa.
KommyTaTop no3BonseT arperMpoBatb COeANHEHUA mexay NobbiMM ABYMA KOMMYTAaTOpaMM.
MaKcrMmanbHO BO3MOXKHO €c034aTb 128 rpynn no 8 NopToB K KaXKA0M.

Mocne TOro, Kak NOPTbl arpermpoBaHbl, UX MOXHO MCMNONb30BaTb, KaK 0ObIYHbIN NOPT.
KommyTaTop wMMmeeT BCTPOEHHbIA pPeXMM KOHOUIypupoBaHMA UHTepdenca arperaumm,
Nno/ib30BaTe/lb MOXKET C0343BaTb COOTBETCTBYIOLLYIO KOHOUIypauuio B 3TOM pPEXMME TOYHO
TaKXKe, Kak Nnpu KoHdurypmposaHum VLAN nnum pumsmyeckoro nHtepderica.

9.2 O6wmue ceepgeHuna o LACP

LACP — npoTtokon, 6asupylowminica Ha crtaHgapte |EEE 802.3ad, u peanusyrouwmin
MEeXaHU3M AWHAMWUYECKOro obbeauHeHus KaHanoB. [Mpotokon LACP ucrnonb3yeT nakeTbl
LACPDU (Link Aggregation Control Protocol Data Unit) gns o6meHa nHbopmaumen c oTBETHbIMM
noptamm.

Mocne Toro, Kak nNpoTokon LACP BKAlOYEH Ha NOPTY, AaHHbIN MNOPT NOCbINAET MNAKeTbI
LACPDU Ha OTBeTHbIA NOPT coeauHeHUs, yBegomnaa o npuoputete cuctemol, MAC agpece
CUCTEMDI, NpUopUTETE NOPTa, NAEHTUPMKATOope nopTa U Kaode onepaumn. Korga oTBETHbLIN
nopT Noy4aeT 3Ty UHGOPMALMIO, OHA CpaBHMBAETCA C MHPOPMaLMeln O APYrMX NOpPTax, KOTopble
MmoryT 6biTb obbeguHeHbl. CooTBeTcTBEHHO, 0b6e CTOPOHbI COeAMHEHWA MOTyT AOCTU4Yb
COrNaleHna O BKAOYEHUM UIN UCKIOYEHMM NOPTA M3 AMHAMMYECKon obbegMHEHHOW rpynnbl.

Kntou onepauunu cosgaetca NPOTOKONOM B COOTBETCTBUM C KOMOUHAUMEN napameTpos
KOHOUrypaunmn (CKopocTb, AynaeKkc, 6a3oBas KoHdUrypauua, KAY ynpaBieHMA) MopTos,
KOTOpble byayT 06beANHATLCS.

Mocne BKAOYEHUA MPOTOKONA AMHAMMUYeckoro obbeauHeHua noptosB (LACP), Kkntod
ynpasaeHuna no ymon4yanuto paseH 0. MNocne ctatnyeckoro o6beanHeHMA NOPTOB NOCPEACTBOM
LACP, kKntod ynpaB/ieHUs NOpTa TaKoM e, KaK ID 06begMHeEHHOM rpynnbl.

Mpn AWMHAMMYECKOM OObeAMHEHWM MOPTOB BCE YNEHbl OAHOW TPynnbl MMeKT
OAMHAKOBbIM KoY onepauun. MNpu cTaTmyeckom o6vegMHEHUM TONIbKO aKTUBHbIE NOPTbl UMEIOT
OZMHAKOBbIM KNOY onepauuu.

9.2.1 Cratuueckoe obveguHeHue LACP

CtaTnyeckoe obbeanHeHMe BbINONHAETCA NyTEeM KOHPUIYpUPOBAHUA NONb30BaTENEM U
He TpebyeTr npotokona LACP. Mpu KoHdurypmposaHum cratndeckoro LACP obbeauHeHwUs,
MCMONb3YETCA PEXUM «ON»ANA BKAKOYEHWUA NOPTA B rpynny arperauyumu.
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9.2.2 /[AuHamuueckoe o6vbeanHeHne LACP

1. ObuiMe NoNoKeHUa AMHamumnyeckoro obveauHeHnsa LACP

OnHamuyeckoe obbeanHeHne — 3T0 o0bbeguHeHMe, co3gaBaemoe/yaansemoe
CUCTeMol aBToMaTMYecKn. OHO He NO3BOJIAET NO/Ib30BaTENIAM CaAMOCTOATE/IbHO A06aBAATL UK
y4anaTb NOpPTbl U3 AMHaMMYecKkoro obbeanHeHua LACP. MopTbl, KOTOpble MMET O4MHAKOBbIE
napameTpbl CKOPOCTM U AynJieKca, NOAKAOYEHHbIE K O4HUM M TEM e YCTPOMUCTBaM, MMELoLLMNE
OAMHAKOBYIO KOHOUIypauuto moryT bbiTb AMHAMMYECKM 06beAnHEHDI B rpynny. B cayyae, ecam
TONbKO OAMH NOPT MOMEeT CcOo34aBaTb AWMHaAMUYeckoe O0b6beanHeHMe, 3TO Ha3blBaeTcA
OZHOMOPTOBbIM 06begMHeHeM. Mpn AnHammyYeckom obbveanHeHnn LACP npoToKon Ha nopTy
[0/1KeH ObITb BK/OYEH.

2. PeXXMmbl MOPTOB B AMHAMMYECKOM rpynne obbegmuHeHnA

B guHamuuyeckon rpynne obbegMHeHMA MOPTbl MMEKT ABa CTAaTyca — BblIOPAHHbLIN
(selected) nnm «B oxkmaaHum»(standby). O6a TMNa NOPTOB MOryT NOCLINATL U MPUHMMATb NAKETbI
npoTtokona LACP, HO nopTbl B CTaTyCe «OXMUAAHMANHE MOTYT nepecblNaTb AaHHble.

MOCKONbKY CyLLeCTBYET OrpaHUYeHMe HA MAKCMMaJibHOe KOAMYeCcTBO NOPTOB B rpynne
arperayum, ecnm TeKywuii HOMep NopTa MNpeBbIWAEeT nNpegen B rpynne, Toraa yCTPOMCTBO Ha
OZLHOM KOHLLe COeAMHEHUNA [0rOBAPMBAETCA C YCTPOMCTBOM Ha APYroM KOHLE ANA onpeaeneHums
CTaTyca NopTa B COOTBETCTBUM C MAEHTUPUKATOPOM NnopTa.

3Tanbl cornacoBaHua, cneayoLme:

CpaBHeHne wnaeHtudukatopos (ID) yctpoiicte (npuoputetr cuctembl 1 MAC aapec
cuctembl). CHavana cpaBHMBAKOTCA NpUoOpUTETbl cUcTemM. EcaM OHM oAMHaAKoBble, Toraa
cpaBHuBaoTca MAC agpeca ycTpoicTB. YCTPOWUCTBO C MEHbLIMM MAEHTUOUKATOPOM UMEET
BbICLLUMI NPUOPUTET.

3aTem MAeT cpaBHeHWE UAEHTUPUKATOPOB NOPTOB (MPUOPUTET NOPTA U MAEHTUDUKATOP
nopta). [na Kaxgoro nopta Ha CTOPOHE YCTPOMCTBA C HAMBbLICLUIMM NPUOPUTETOM CUCTEMDI
CHayana CpaBHMBAKOTCA npuopuTeTbl nopTtoB. EcnnM npuopuTeTbl ogMHaKoOBble, ToOrAa
CpaBHMBaOTCA MAEHTMOUKATOPblI MOPTOB. MOPT C HaMMEHbWUM UAEeHTUPUKATOPOM nopTa
CTaHOBUTCA BblOpaHHbIM (selected), a ocTasibHblE CTAHOBATCA B PEXUM «oXuaaHue»(standby).

B rpynne ob6beguMHeHWs NOPT C HAMMEHbLWMM WAEHTUOUMKATOPOM U CTaTyCoOM
«BblBPaHHbIN»CTAHOBUTCA MacTep-nopToOM. Opyrue nopTbl co cTaTycom
«BblOPAHHbIN»CTAHOBATCA YNE€HaMM TPYNMbI.

9.3 Hacrtpoiika Port channel

1. Co3pgaHue rpynnbl NOPTOB B PeKUME r106a1bHOro KOHPUTYPUPOBAHUS;

2. JobaBneHne NOPTOB B ONPEeAENEHHYIO TPYNNy U3 peXnuma KOHOUTrypnpoBaHUA NopTa;
3. Bxog B pexum KoHoUrypmposaHus port-channel;

4. 3apaHne metoaa banaHCUPOBKK ANA FPYNMbl NOPTOB

5. 3apaHume npuopurteta cuctemol B LACP npotokone

6. 3apaHune npuopuTeTa ANA KOHKpeTHoro nopTa B LACP npoTtoKone

7. 3agaHune pexmma TanmayTa Ha nopty B LACP npoTokone
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1. Co3gaHue rpynmnbl NOPTOB

77

KomaHpga

OnucaHue

Pexxum rnobanbHoro K

oHdurypupoBaHusa

port-group <port-group-number>
no port-group <port-group-number>

CosfaHue unun yaaneHue rpynnbl NOPTOB.

2. Jo6aBneHve NOpPTOB B ONpeae/ieHHYo rpynny

KomaHpa

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

port-group  <port-group-number>  mode
{active | passive | on}

no port-group

Jobasnser nopTbl B n

YCTaHaB/INBAET UX PeXUM.

rpynny

3. Bxog B pexum KoHoUrypmposaHusa port-channel

KomaHpa

OnucaHue

PeXXum rnobanbHoOro K

OH}UrypuposaHums

interface
number>

port-channel <port-channel-

Bxoa B perMm KoHOUrypupoBaHus port-
channel.

4. 3apaHve meTtoaa 6anaHCUPOBKM ANA YCTPOWUCTBA

KomaHpga

OnucaHue

Pexxum rnobanbHOro KOHGUrypuposaHus

load-balance {dst-src-mac
dst-src-mac-ip}

dst-src-ip

3apaHve meTtoga banaHCMpoBKM  AnA
YCTPOWCTBA, nU3MeHeHuA HayMHaloT
AenctBoBaTb Ha rpynne noptos n ECMP

bYHKUMM cpasy.
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5. 3agaHue npuoputeta cuctemol B LACP npoTokone

KomaHpga

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHus

no lacp system-priority

3ajaHne npuopuTeTa CUCTEMBI

NPOTOKO/Ie, KOMaHaa no BoO3Bpawaer
3HAYeHMEe Mo YMOIYaHMIO.

lacp system-priority <system-priority>

B LACP

6. 3agaHuMe npuopuTeTa ANA KOHKpeTHOoro nopta B LACP npoToKone

KomaHpa

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

lacp port-priority <port-priority>
no lacp port-priority

3agaHue npuopurteta ana
KOHKpeTHOoro nopta B LACP
NPOTOKO/1Ie. KOMAHAA NO BO3BpaLLaeT
3HayeHme No YMOAYaHMUIO.

7. 3apaHne perknuma TanmayTta Ha nopTty B LACP npoTokone

KomaHpaa

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

lacp timeout {short | long}
no lacp timeout

3afaHue perknma TarmayTa Ha nopTy
B LACP npoTtokone. KomaHga no

BO3BpalLaeT 3HaYeHue no
YMOYAHUIO.

9.4 Mpumepbl ucnonbzosaHua Port channel
BapwuaHT 1 HacTpoiika Port channel gns npotokona LACP.

KoHdurypauma nopta-kaHana 8 LACP
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MmeeTca gBa kommyTatopa S1 u S2. MopTsl 1,2,3,4 Ha KommyTaTope S1 - nopTbl AOCTYNa
n pobasneHbl B rpynnyl B akTMBHOM pexkmme. MopTbl 6,8,9,10 Ha KommyTaTope S2 — ToXKe NopPThbI
[0CTyna n go6asaeHbl B rpynny 2 B NAaCCMBHOM pekume. Bce nopTbl coegmHeHbl Kabenamu.

dT1anbl KOHUTypaLUM NOKa3aHbl HUXKe:

Switchl#config

Switchl (config) #interface ethernet 1/1-4

Switchl (Config-If-Port-Range) #port-group 1 mode active
Switchl (Config-If-Port-Range) #exit

Switchl (config)#interface port-channel 1

Switchl (Config-If-Port-Channell) #

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config)#interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port-group 2 mode passive
Switch2 (Config-If-Ethernetl/6) #fexit

Switch2 (config) #interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode passive
Switch2 (Config-If-Port-Range) #exit
Switch2 (config) #interface port-channel 2
Switch2 (Config-If-Port-Channel?2) #

PesynbTat KOHOUrypauuu:

KommyTaTtop coobwuTt, 4to arpermpoBaHuMe npowno ycnewHo. MopTel 1,2,3,4
KommyTaTopa S1 BxoaaT B rpynny Port-Channell, a noptbl 6,8,9,10 kKommyTaTopa S2 BXO4AT B
rpynny Port-Channel2.

BapuaHT 2 KoHourypauma Port channel B pexxume ON.

KoHdwurypauyma port channel B pexxume ON
Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 KommyTaTopa S1 — nopTbl gocTyna v byayT

nobasneHsl B rpynnyl c pexxumom ON. MopTbi 6,8,9,10 kKommyTaTopa S2 — ToXKe NopPTbl AOCTYNa
n 6yayTt nobasneHnbl B rpynny2 c pexxumom ON.

3tanbl Koudmrypau,uu NOKa3aHbl HNXe:
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Switchl#config

Switchl (config)#interface ethernet 1/1

Switchl (Config-If-Ethernetl/1l) #port-group 1 mode on
Switchl (Config-If-Ethernetl/1l) #exit

Switchl (config) #interface ethernet 1/2

Switchl (Config-If-Ethernetl/2) #port-group 1 mode on
Switchl (Config-If-Ethernetl/2) #exit

Switchl (config) #interface ethernet 1/3

Switchl (Config-If-Ethernetl/3) #port-group 1 mode on
Switchl (Config-If-Ethernetl/3) #exit

Switchl (config)#interface ethernet 1/4

Switchl (Config-If-Ethernetl/4) #port-group 1 mode on
Switchl (Config-If-Ethernetl/4) #exit

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config)#interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port-group 2 mode on
Switch2 (Config-If-Ethernetl/6) #fexit

Switch2 (config)#interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode on
Switch2 (Config-If-Port-Range) #exit

Pe3ynbrat KOHPUrypauuu:

MopTbl 1,2,3,4 Ha kKommyTaTope S1 o6aBneHbl N0 NOPAAKY B rpynny NnopTos 1 B pexume
ON. KommyTaTopy Ha yaaneHHOM KOHLe He TpebyeTtca obmeH naketamu LACP ans 3aBeplieHun
obbeanHeHUA. Arperaumsa 3aBepllaeTcAa Cpasy, Koraa BbIMOAHAETCA KomaHaa pobasneHua
nopta 2 B rpynny 1. MopTtbl 1 1 2 obbeanHaoTca B port channel 1. Koraa nopt 3 BcTynaer 8
rpynny 1, port channel 1 u3 noptoB 1 u 2 paszbupaetca u nepecobupaerca ¢ noptom 3 onATh B
port channel 1. Koraga nopt 4 Bctynaet B rpynny 1, port channel 1 3 noptos 1, 2 u 3 paszbupaetcs
n nepecobupaetca c noptom 4 onaTb B port channel 1 (Hago OTMETUTL, UTO KaXkAbll pas3, Koraa
HOBbIA NOPT BCTynaeT B rpynny obbveAMHEHWA NOpTOB, rpynna pas3bupaetca u cobupaetca
3aHoBO). Tenepb Bce 4 nopTa Ha 060MX KOMMyTaTOpax 06beanHeHbI B pexxume «ON».

9.5 YcTpaHeHue HeucnpasHocTtei Port channel

Ecnn Bo Bpema KoHUrypauum obbeanHEHNA NOPTOB BO3HUMKAN Npobaembl, B NepByto
oyepenb NpoBepbTe cneayouiee:

J Yb6eautecb, 4To BCE NOPTbI B rpynne MMetoT O4MHAKOBble HACTPOMKM, Hanpumep,
OHW BCE B PEXMME NOJIHOTO AyMNAeKCca, UMEIT OANHAKOBYH CKOPOCTb U HacTpoiKku VLAN. Ecan
0o6Hapy»KeHbl HECOOTBETCTBMA, UCNPaABbTE 3TO.

J HekoTopble KOMaHAbl He MOryT HBbITb MCNONL30BaHbI HA NopTax B port channel.
Takue Kak arp, bandwigth, ip, ip-forward n 1.4.
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10 KOH®PUTYPUPOBAHUE MTU

10.1 O6wwue cBegeHns 06 MTU

B HacToAwmMN momeHT Jumbo dperm He umeeT onpeaenAlroLLero CTaHAapTa B CeTEBbIX
TEXHONOTUAX (B YAaCTHOCTU He BblNM CTaHAAPTM3NPOBaHbI GopmaT naketa U gaunHa). ObbluHO
naket umerowmn pasmep ot 1519 go 9000 HasbiBaetca JUMBO ¢perim. Mpu ncnonb3osaHum
TAaKMX MAKeTOB, CKOPOCTb Nepefayn AaHHbIX B CeTU yBennuymBaeTcAa Ha 2%-5%.. TexHu4ecku
JUMBO — 3T0 ygAMHEHHbI ppeitm, NocblaeMbll U NPUHUMAEMbIA KommyTaTopom. OgHakKo,
YyunTbIBaA A/MHY, Takne ¢perimbl He MOryT HbiTb NOCNAAHbl Ha MPOLLECCOpP YCTPOMCcTBa. Mbl
MCKAtOYaEeM NOCbIKY 6onbwnx Gperimos NpoLeccopy BO BPEMA NPMeMa NAKETOB.

10.2 KoHdurypuposaHue MTU

1. BkntoueHue pyHKumm MTU

KomaHpga OnucaHue

06w pexxum

BkntouaeT ¢yHKUMio npuema/nocbinkn  JUMBO
¢penmoB . KomaHga NO BbiKAo4YaeT OYHKUULIO
npuema/nocbinku JUMBO ¢pelimos.

mtu [<mtu-value>]
no mtu enable
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11 KOH®PUTYPALIUA EFM OAM

11.1 O6wue cBegeHusa o EFM OAM

MepBoHayanbHO TexHonorua Ethernet paspabatbiBanacb ANA /IOKaNbHbIX CeTeN, HO
O/IMHa KaHanoB M pa3mepbl CETEN CTPEMMUTENBHO YBEAMYMBAAUCL, U TEMEPb 3Ta TEXHONOMUA
NpPUMeHseTca Tak e U Ha Metro u Ha rnobanbHbix ceTax. M3-3a oTcyTcTBMA 3PPEKTUBHOrO
MexaHM3Ma yrnpaBAeHUs, YTO BAMANO Ha paboTy TeHonoruu Ethernet B8 MeTpo 1 rnobanbHbix
CeTAX, CTa/10 }KU3HEHHO HeobxoaMmbiMm npumeHeHne OAM Ha Ethernet.

CywecTByeT yeTblpe CTaHAapTa NpoToKosioB ana Ethernet OAM: 802.3ah (EFM OAM),
802.3ag (CFM), E-LMI n Y.1731. EFM OAM un CFM onpegeneHbl MeXAyHapoAHbIM KOMUTETOM
no craHgaptam (IEEE). EFM OAM paboTaeT Ha KaHa/lbHOM YpOBHe AN KOPPEKTHOro
OobHapyXeHMAa W ynpaBneHUa KaHanom paHHbix. Mcnonb3oBaHne EFM OAM nossonset
NMoBbICUTb YNPABAAEMOCTb U YNpoCTUTb 0bcayxuBaHue Ethernet ypoBHs ans nosblweHuA
ycTonumsoctu pabotbl cet. CFM mncnonb3yeTtcsa A8 MOHUTOPUHIa 06LLel ceTeBol CBA3ZHOCTU U
JIoKanusaumm npobsiem Ha ceTeBom ypoBHe. Mo cpaBHeHMto ¢ CFM ctaHgapT Y.1731, npuHATbIA
MeXAYHAPOAHbIM TEIEKOMMYHUKALMOHHbIM coto3om (ITU), 6onee mouwHbii. CtaHaapT E-LMI ,
npuHaTbin MEF, npumeHsietcs Tonbko K UNI. TaK Kak BbilleyKa3aHHble MPOTOKO/bl MOTYT
MCNONb30BaTbCA AR PA3/IUYHbIX CETEBbIX TOMNONOTUA N YNPABAEHUA, MEXKAY HAMM CYLLECTBYHOT
OOMONHUTE/IbHbIE COTNALEHUS.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
MCNonb3oBaHWe, aAMUHUCTPUPOBaHME U ynpasneHne Ethernet Ha nepsoit mune (Mmeetca B
BUAY OT KAMeHTa)) paboTaeT Ha KaHa/lbHOM ypoBHe ceTeBon mogenn OSI, peanusysa
A0NONHUTENbHblE GYHKLMK Yepe3 nogypoBeHb OAM, Kak NOKa3aHO Ha PUCYHKE HUXKe:

OSI Model LAN
CSMA/CD
Application Layers
Presentation
Higher layers
Session
LLC
Transport
OAM (Optional)
Network
MAC
Data Link
Physical Layer
Physical

MonoxkeHne OAM B OSI moagenu cetn

MakeTbl gaHHbIX OAM (OAMPDU) ncnonb3ytoT B Kavectse MAC agpeca HasHayeHus 01-
80-c2-00-00-02 no npotoKony. CKopocTb nepeaaym He Bbiwe 10 nakeToB B CEKYHAY.

EFM OAM vycTtaHaBnuBaeTtca Ha 6ase OAM coeauHeHus. ITa PyHKUMA obecneumBaeT
MEXaHU3Mbl YNPaBAEHMA KaHallamMW, TaKUe, KaK MOHUTOPWUHI KaHanoBs, YyAaneHHoe
obHapyXeHue npobnem WM yganeHHoe TecTMpoBaHWe NopToB. [OBOpPA NpoLLe, OCHOBHbIE
noHatna EFM OAM cneaytowme:
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1. YctaHoBneHue coeanHeHua ethernet OAM

Mogaynb Ethernet OAM mweT yganeHHble OAM mogynn 1 yCTaHaBAMBAET C HUMM CECCUM
nytem obmeHa naketamu OAMPDU. EFM OAM mokeT paboTaTb B ABYX pPeXXMMaX: aKTUBHOM U
naccusHom. Ceccma ycTaHaBauBaeTca Tonbko OAM mopynem, paboTaloWwmm B aKTUBHOM
peXMme, a MOAy/b, PaboTalOLWNIN B NACCUBHOM PEXUME, BbIHYKAEH KAATb, NOKA HE NOAYYUT
3anpoc Ha coeguHeHue. MNocne Toro Kak Ethernet OAM coeguHeHue yctaHosneHo, moaynm OAM
c 060MX KOHLIOB KaHasla NOCTOAHHO obmeHmBatoTca naketamm OAMPDU ans nopaeprkaHua
coeaunHeHunsa. Ecam moaynb Ethernet OAM He nony4yaet naketos OAMPDU B TeueHmMn 5 cekyHa,
Ethernet OAM coepguHeHne paspbiBaeTcA.

2. MOHUWUTOPWHI KaHana

OnpepgeneHne HeucnpaBHocTM B cpeae Ethernet 3atpyaHeHo, ocobeHHO Koraa
du3nyeckoe coeduMHEHME He pa3pbiBaeTcd, HO pPaboTocnocobHOCTb CeTu HapylleHa.
MOHWTOPUHI KaHana WMCNosab3yeTcAa AAA OnpeaeneHuMAa U UCCNef0BaHMA HEeUCnpaBHOCTEMN
KaHanoB B pasnnyHbIx cpegax. EFM OAM obecneunBaeT MOHUTOPUHT KaHasna MnocpeacTBOM
obmeHa ysegomneHnamn o cobbituax OAMPDUs. Mpu onpegeneHnun HEUCNPABHOCTU KaHana,
JNIoKanbHbIM moaynb OAM nocbinaet ysegomaeHne OAMPDU 06 3tom cobbiTin yaaneHHomy
Mmoaynto. B To e BpemaA OH 3anmncbiBaeT 310 cobbiTe B norn u nocbliaet SNMP Trap cucteme
ynpasaeHus ceTbto. Koraa yaaneHHbli MoAynb NOAyYaeT yBegoMAeHUE 0 Npobaeme, OH TaK e
3anucbiBaeT HGOPMALMIO B 10TU U COODLLL@ET cucTeme ynpasaeHua. AHanmMsnmpys MHpopmaumio
B N1Orax, CeTeBOM aAMWHUCTPATOP MOMKET OTCAeAuTb COCTOAHME KaHana B onpeneneHHbIn
nepuos BpemeHu.

MoHUTOPUHT KaHana cpeacteamm EFM OAM oTcnexuBaeT cnegylolme aBapuitHble
cobbiTa — Errored symbol period event, Errored frame event, Errored frame period event u
Errored frame seconds event.

Errored symbol period event: KonnyecTtBO OWMOBOYHBLIX CMMBOJIOB HE MOMET ObiTb
MeHbLUE HWKHEro nopora OWWOOK (34eCb CMMBON — MUHMMANbHBLIM 6NOK nepenaun
nHbopmaumm B dpunsmdeckon cpege. OH YHUKANEH ONA CUCTEMbl KOANPOBKU. CMMBObI MOTYT
OT/INYATLCA B pa3HbiX ¢u3myeckux cpegax. CKOpoCcTb nepefayn CMMBOJIA onpeaensaetca
dM3MYEeCcKoM CKOPOCTbIO Nepenayn B AaHHOM cpeae).

Errored frame event: Onpegensaet N Kak nepnog ppeiimoB, YNCNO0 OWNOOUYHbIX GpenmoBs
3a nepuon npuema N ¢pelimMoB He [OMKHO OblTb MeHbLUe HWUMXKHEro nopora ownbok
(owmnbouHbIN dperim-npuem ownMboYHOro ppeima onpeaenseTca No KOHTPOJIbHOM CyMMe).

Errored frame period event: KonnyecTBo onpeaeneHHbIx owWMboYHbIX dpermos 3a M
CEKYHA, He AONXKHO BbITb MeHbLUe HUKHEro nopora owmnbok.

Bpema npuHATMA oWMOBOYHbIX PPENMOB: KONMYECTBO CEKYHA MNPUEMA OLWMDOOYHbIX
¢dperimoB 3adpmMKcHMpoBaHHbIX 33 M cekyHA, He MoXKeT BbITb HUXKe nopora owmnboK (Koanyectso
CEeKyHA, owunbo4yHbIXx GperimoB — KOrga B TEYEHUM CEKYHAbl NPUHMMAOTCA OWWOOYHbIE
dpenmsl).

3. YpganeHHoe onpegeneHne HemcnpaBHOCTEN

Korga B cetTu npepbiBaeTcA nepefava AaHHbIX M3-3a cbos yCTpoMcTBa MAM ero
HepocTynHocTn, Ethernet OAM moaynb ycTaHaBAvBaeT cooTseTcTByoWwmMin dnar 8 OAMPDU
naketax, coobwaa wuHbopmauuio o npobneme yganeHHOMy KoOHUy. Tak Kak moaynm
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obmeHuBatoTcs naketamm OAMPDU NocTOAHHO Npu ycTaHOBMBLUEMCA coeamHeHuu, Ethernet
OAM mopaynb moxKeT UHGOPMMPOBATL OTBETHbIE MOAY/IN.0 HEMCNPABHOCTM KaHana Yepes naker
OAMPDU. Mo3TOMYy CUCTEMHbIN agMUHUCTPATOP MOXKET MPOCNeAnTb COCTOAHME KaHasia no
Jloram 1 BOBpeMsA YCTPaHATb HEUCMNPABHOCTU.

CywecTByeT TpM TUNa Npobaem Ha KaHane, KOTopble oTMeYaroTca B naketax OAMPDU.
370 Critical, Dying Gasp u Link Fault. x onpeaeneHne 3aBMCUT OT peannsaumm pPasanYHbIMU
npoussoguTenamu. B naHHom obopyaoBaHUKM onpegeneHne cnegytoulee:

Critical event: HeonpeaeneHHoe KpuUTUYecKoe cobbiTne

Link Fault : Ha npMemMHMKe noKanbHOro nHTepdeica BnaeH cboi

Dying Gasp: HenonpaBumoe cobbiTve (B c/lydae nepesarpysku, OTKAOYEHMA JIMHKA,
yOaneHus KoHourypaumm)

4.YpaneHHoe TeCTMpOBaHME NeTeslb COeaMHEHUA.

Ecnn pexkum yaaneHHon netaun(loopback) BkatoueHn, paboTatowimini B akTUBHOM perknume
OAM moaynb NocblaeT 3anpoc yaaNeHHOM NeTam coceay, B 3TOM C/ly4ae OH BO3BpaLlLaeT Bce
naketbl, 3a uckaovyeHnem Ethernet OAMPDU, oTnpaBuTento NO TOMYy »Ke KaHany.
MNepuogmyeckoe BbIMOJHEHME TECTUPOBAHMA MOMOraeT BOBPEMA OMpenennTb CceTeBble
npobnembl U NoKanuMsoBaTb Npobsiemy. 3amedyaHune: HoOpmanbHana paboTa KaHana B pexkume
YA4ANEHHOTO TECTUPOBAHUA HEBO3MOMKHaA.

Tunosoe npumeHeHne EFM OAM nponcxoauT B cneaytomx TONoI0rnAxX: TOMKa-TOYKA U
aMynunpoBaHHbix |EEE802.3 coeauHeHWI W TWMMNa TOYKa-TOYKA. YCTPOMCTBA  Mosy4atoT
BO3MOXHOCTb KOHTPO/IMPOBATb KaHa/bHble OWNOKK Ha MepBoit mmune goctyna yepes Ethernet
nocpegctsom EFM OAM. [na nonb3oBaTtensa coeguHeHMEe MeXay HMM U CeTblo ABAAeTcA
«nepBon munen». ina nposaraepa OHO ABNAETCA «KNOCAeAHEN MUNEN».

Customer Service Provider Customer

&

X

802.3ah
Ethernet in
The First Mile

W S

CE <+—802.1ah OAMPDU—» PE

Tunosoe npumeHeHne OAM Tononoruu
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11.2 KoHdurypuposaHme EFM OAM
1. BkntoueHne EFM OAM Ha nopry;

85

2. KoHduUrypmpoBaHne MOHUTOPUHIA COeaUHEHUS;
3. KoHduryprpoBaHune obHapyKeHUA yaaneHHbIX HEUCNpPaBHOCTEN;
MprmeyaHue: gns 3TOro HY»KHO cnepsa BKAOUYMTb OAM npwu rnobanbHo.

1. BkntoueHne EFM OAM Ha nopty

KomaHpa

OnucaHue

PexXxum KoHpUrypuposaHus nopra

ethernet-oam mode {active | passive}

KoHourypaums pexkmma pabotbl EFM
OAM. Tlo YyMOAYaHUIO peXxum -
AKTUBHbIMN.

ethernet-oam
no ethernet-oam

BknioyeHne EFM OAM Ha nopty.
KomaHga NO Bbikitoyaet EFM OAM Ha
nopTy.

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypauuna wmHTepBana nepenayu
naketoe OAMPDU. KomaHga NO
BO3BpaLLLAEeT 3HAYEHME MO YMOTHAHMIO

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHourypaums Tammayta gna EFM
OAM coegunHeHua. KomaHga NO
BO3BpaLLAET 3HaYeHMe NO YMONYAHUIO

2. KoHduUrypmpoBaHMe MOHUTOPUHIA COeANHEHMSA

KomaHpga

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoueHune MOHWUTOPUHTA
coeanHeHua EFM OAM, Komanga NO
BbIK/IOYAET MOHUTOPMUHT.

ethernet-oam errored-symbol-period {threshold
low <low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period
{threshold low | window}

KoHdurypupoBaHme HWXKHEro nopora
owmnboK 1 OKHa PpUKcaLMKM OLNOBOYHbIX
cnmeonos.KomaHga NO Bo3sBpawiaer
3HayYeHMe No YMONYaHUIo.

ethernet-oam errored-frame-period {threshold
low <low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window}

KoHpurypnmposaHue HUXKHEro nopora
owmnboK M OKHa ¢uKcauMm nepuoaa
owmnbouHbix ¢perimos.KomaHga NO
BO3BpPALLAET 3HAYEHME NO YMOHYAHUIO.
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ethernet-oam errored-frame {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame {threshold
low | window}

KoHourypuposaHme HUNKHErO
nopora owuboK WM OKHa ¢uKcaumm
ownboYHbIX Ppenmos.KomaHga NO
BO3BpALLAET 3HAYEHME NO YMONUYAHUIO.

ethernet-oam errored-frame-seconds
{threshold low <low-frame-seconds> | window
<seconds>}

no ethernet-oam errored-frame-seconds
{threshold low | window}

KoHburypuposaHme HUXKHEro
nopora OWWOOK M OKHa ¢uUKcauum
CEeKyHJ, OWKNBOYHBIX
dpenmos.KomaHaa NO BosBpalwaer
3HaYeHWe No YMOIYaHMIo.

3. KoHpUrypmnposaHume obHapyKeHUs yaaneHHbIX HencnpaBHoOCTEM

ethernet-oam errored-frame-period threshold high
{high-frames | none}
no ethernet-oam errored-frame-period threshold

KomaHpga OnucaHue
PeXXum KOHPUryprMpoBaHUA nNopTa
Bkntovaet pexmum yOaneHHom
avardoctukm EFM OAM  (  nog
. HEeMCNPaBHOCTbIO NoHUMaeTcA
ethernet-oam remote-failure
. KpUTU4ecKoe cobbiTe nnm
no ethernet-oam remote-failure
HEMCNPaABHOCTb  COeAMHEeHMUA Ha
6umkHem  KoHue), Komanga NO
OTK/I0YaeT GYHKUUIO
ethernet-oam errored-symbol-period threshold | KoHdurypmposaHue BEPXHEro
high {high-symbols | none} npegena owWnMbOK NprMema CMMBOJIOB.
no ethernet-oam errored-symbol-period threshold | KomaHga NO BOCCTaHaBAMBAET
high 3HaYeHWE No YMOSIYAHULO.
KoHdurypuposaHue BEPXHEro

npezgena owWnb0oK Nnpruema owmnboYHbIX
¢dpenmoB 3a nepuog. Komanga NO

no ethernet-oam errored-frame threshold high

high BOCCTaHaBAMBAET 3HayeHue no
YMONYaHUIO.
. . KoHurypuposaHue BepxHero
ethernet-oam errored-frame threshold high {high- Gurypup pv
npegena ownbok npuvema ¢perimos.
frames | none}
KomaHpaa NO BOCCTaHaB/MBaeT

3Ha4YeHne No ymoi4aHUio.

ethernet-oam errored-frame-seconds threshold
high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds threshold
high

KoHdurypupoBaHue BEPXHEro
npeaena ownboYHbIX CEKYHA npuema
dpenmos. KomaHaa NO
BOCCTAaHaB/MBaET 3HayeHue no
YMONYAHMIO.
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11.3 Mpumepsbl EFM OAM

CueHapwii 1:

KnneHTCcKoe M ceTeBOe YCTPOMCTBA, COEAMHEHHbIE HAMPAMYK, MMEHT BK/IHOYEHHYHO
dyHKumMo EFM OAM gns MOHUTOPUHIA COCTOAHMA MMHUU. MHPOpMaLma O IMHUKM NepeaaeTca B
CUCTEMY YNPaBAEHUA CETbIO NPU BO3HMKHOBEHUW aBapUMHbIX COBbITUIN. TaK »Ke ucnonblyerca
bYHKUMA TECTUPOBAHMUA NeTeNb ANA NPOBEPKM IMHUM MO HEOBXOAUMOCTH.

Ethernet Ethernet
1/0/1 1/0/1
CE PE

<—802.1ah OAMPDU—»
Tunosas Tononorna npumeHeHna OAM

Mpoueaypa KoHUrypaumum: (onyckaa koHourypaumuto SNMP 1 norruposaHms)

KoHdurypauma kKnmeHntckoro yctpoucrea (CE):

CE (config) #interface ethernet 1/1

CE (config-if-ethernetl/1l)#ethernet-oam mode passive

CE (config-if-ethernetl/1l)#ethernet-oam

CE (config-if-ethernetl/1l)#ethernet-oam remote-loopback supported

[pyrve napameTpbl UCMOAb3YHOTCA MO YMOAYAHUIO.

KoHurypaumsa Ha PE:
PE (config) #interface ethernet 1/1
PE (config-if-ethernetl/1l) #ethernet-oam

[pyrve napameTpbl UCMONb3YHOTCA MO YMONYAHUIO.
MpM HeobXoAMMOCTM WCMOJIb30BAHWUA YAA/NEHHOW MNEeTNM MCNOJIb3yeTca CheaytoLLan

KOMaHAa.
PE (config-if-ethernetl/1) #ethernet-oam remote-loopback

BbinosHeHWe cneaylolleit KOMaHAbl BbI3blBA€T MPEKpalleHUe pekMma yaaneHHoM

neTnn nocne 3agepweHnn TeCTMpoBaHUA.
PE (config-if-ethernetl/1)# no ethernet-oam remote-loopback

BbinonHeHWe cnegytoweit KomaHabl OTKAOYAET NOAAEPKKY YAaNeHHON NeTaun.
CE (config-if-ethernetl/1)#no ethernet-oam remote-loopback supported

11.4 YcrpaHeHue HeucnpasHocte EFM OAM

Ecnn npu ucnonbzosaHum EFM OAM Bo3HMKaOT Npobaemsbl, NPoOBeEpPbTE, HE ABNAKOTCS N
OHW CleacTBMem cnefyrowmx NpUYnH:

° MpoBepbTe, He HaxogAaTcA AnM oba OAM moayna coeaMHEHMA B MACCUBHOM
pexume. Ecnm Tak, To EFM OAM coegmHeHue He byaeT ycTaHoBeHO mexay OAM moaynamu.

L Y6eautecb, 4to SNMP CKOHOUIypupoBaH KOPPEKTHO. B npoTuBHOM ciyyae
aBapuiiHble coobLleHMA He ByayT OTNPABAATLCA B CUCTEMY YNPABIEHUA CETLHO.

. CoepunHenune B pexxknume OAM netnm He pabotaeT. HeobxoaMMO BbIKAOYUTD
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pexunm TeCTUPOBaHMA Nocae NPOBEPKU COCTOAHUA TNHUN.

° Y6eautechb ,4To 06a YCTPOMCTBA NOAAEPKUBAIOT PEXMUM YAANEHHON NETAU

° Ha nopTy He gonHbl 6bITb cCKOHOUrypupoBaHbl STP, MRPP, ULPP, ynpaBneHue

NOTOKOM M GYHKUMA onpeaeneHus yaaseHHoOM netan npu BKAKYEHUU OYHKUUM yOaneHHOoMU
netan OAM, NOCKO/IbKY 3TN PYHKLMN HE MOTYT MCNO/Ib30BATHCA OAHOBPEMEHHO.
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12 BE3ONACHOCTb NOPTOB

12.1 BsepgeHue

bBesonacHOCTb nopTa 3TO MexaHW3M, OCHoBbiBalowminca Ha MAC-agpece Aana
ynpaBaeHns 4OCTYNOM K CETU. ITO pacllMpeHme CyLLecTBYOLWMNX ayTeHTudmKaumin 802.1x n MAC.
OH KOHTpO/AMpYeT AOCTYyNno HeaBTOPWU3MPOBAHHbLIX YCTPOMCTB ceTn, nposepaa MAC-agpec
MCTOYMKA NONYYEHHOro Kagpa U AOCTYN K HeaBTOPU3NpPOBaHHbIM ycTponcTean, nposepsaa MAC-
agpec ycTtpohctBa HasHavyeHuMa B Kagpe. C 6e30MacHOCTbO NMOPTOB, NONb30BaTE/lb MOMKET
HaCTpamBaTb Pa3/IMYHble PeXXMMbl 6e30MacHOCTM NopTa A5 TOro, YTobbl YCTPOMCTBO 06YyYanoch
TONbKO  neranbHbiM  MAC-agpecam  WUCTOYHMKaA. [locne  BKAOYEeHMA  6e3onacHoCTU
NoOpPTOBYCTPONCTBO OOHapyKMBAET HeneranbHbli Gperim, YTO BbI3bIBA€T COOTBETCTBYHOLLYHO
dyHKUMIO 6e30MacHOCTM NopTa M BbINONHAET NpegonpeaeneHHble AeNCTBUA aBTOMATUYECKM.
3TO CHUMXKAeT Harpysky Mosib30BaTe/NbCKOro OOCNYXKMBAHUA M 3HAYMTENbHO MNOBbIWae
6e30MacHOCTb CUCTEMDI.

12.2 Hacrtpoiika 6e3onacHOCTU NOPTOB
1. BasoBble HAacTponKmn 6es3onacHOCTN NOPTOB

KomaHpa OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

switchport port-security HacTtpoiika 6e3onacHoCcTM NOPTOB Ha
no switchport port-security nHTepodelice.

switchport port-security mac-address <mac-
address> [vlan <vlan-id>] Hacpolika crtatuyeckoro 6esonacHoro
no switchport port-security mac-address <mac- | MAC-agpeca Ha uHtepdelice

address> [vlan <vian-id>]

switchport port-security maximum <value> [vlan
<vian-list>]

no switchport port-security maximum <value>
[vlan <vian-list>]

HacTpolka MaKcMmanbHOro 4wucna
6e3onacHbIx MAC-agpecos,
pa3peLleHHbIX Ha UHTepdelice

Korga npeBbilleHO MaKcMmasnbHoe
yncno HacTpoeHHbix MAC-agpecos,
MAC-agpec goctyna K uHTepoeliicy He

switchport port-security violation {protect | | npuHagnexut 3tomy uHTepdeicy B
restrict | shutdown} Tabnmue MAC-agpecos wuan MAC-
no switchport port-security violation afipec  HacTpPOeH Ha  HEeCKOAbKO

nHtepoeiicos B ogHom VLAN, oHM 0ba
6yayt Hapywartb 6e3onacHoctb MAC-
aapecos.
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switchport port-security aging {static | time
<value> | type {absolute | inactivity}} BkntoyaeT BpemA UAM TUN CTapeHuA
no switchport port-security violation aging {static | | port-security Ha nHTepdeiice.
time | type}

Pexxum agmuHucTpatopa

clear port-security {all | configured | dynamic |
sticky} [[address <mac-addr> | interface
<interface-id>] [vlan <vlan-id> ]]

Ctupaer BBedeHHble 6e3onacHble
MAC-agpeca Ha HTepdeice.

show port-security [interface <interface-id>]

[address | vlan] MokasbiBaeT KoHUrypayumtio.

12.3 Npumertbl HacTpoiiku PORT SECURITY

Ethernet 1/1

PC2

TunuyHaa cxema Tonoaornm gna 6e3onacHocTH nopTa.

Ha nHTepdeice BrntoveHa PpyHKumA 6e3onacHOCTM NopTa, HACTPOEHO MaKcUMMasbHoe
YMCNO paspelleHHbIX UcToYHMKOB MAC-agpecoB Ha WMHTepdelice paBHoe 10, U MHTepdeic
pa3pewaet pgoctyn 10 nonb3oBaTenaM B WHTepHeT. Ecan npeBbieHO MaKCMMasibHoe
KONMYEeCTBO, TO HOBbIN NO/b30BaTe/Ib HE MONYYUT AOCTYN B MHTEPHET, TaK YTO 3TO He TO/bKO
OTrPaHMYUT YUCNO NONb30BATENEN, HO U caenaeT A0CTyN B MHTepHeT 6e3onacHbim. Ecam caenatb
HACTPOMKY MaKCcMMmanbHoro Yncna 6esonacHoix MAC-agpecoB paBHoi 1, To Tonbko PC1 nan PC2
nosly4aTt AOCTyn B CETb.

Mpouecc HaCTPONKMU:

#Configure the switch.

Switch (config)#interface Ethernet 1/1

Switch (config-if-ethernetl/1) #switchport port-security
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Switch (config-if- ethernetl/1l) #switchport port-security maximum 10
Switch (config-if- ethernetl/1) #exit
Switch (config) #

12.4 YcrpaHeHue HeucnpasHocten PORT SECURITY

Ecnun Bo3HMKAOT npobaembl C HAaCTPOMKOM 6e30MacHOCTU, NPOBEPbTE He ABAAIOTCA /U
OHW CleaCTBMEM CAeayLmX NPUYNH:

° MposepbTe BKAOYeH M PORT SECURITY

° Yb6eauTtecb B HaCTpPOMKe MaKcMmanbHoro Konmyectsa MAC-agpecos
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13 HACTPOMKA DDM

13.1 BsepgeHue

13.1.1 KpatKoe BBeaeHue 8 DDM

DDM (Digital Diagnostic Monitor) peanusyet ¢yHKUMIO noapobHol umdposom
OVNAarHOCTMKM no cTaHaapTy SFF-8472 MSA. DDM KOHTpOAMpyeT napameTpbl CUrHana u
ouMdpoBbIBaEeT €ro Ha Ne4yaTHOM nnate BHyTpeHHero moayndA. lNocne sToro npepocTasaaeT
pa3rpaHMYeHHbIA pe3ynbTaT M NapameTpbl, KOTOpble COXPAHAKTCA B CTaHAAPTHbIX PamKax
NamMATU TakMM 0bpasom, UTobbl LLenecoobpasHo HbIN0 YMTaTb Nocef0BaTeNbHbIN MHTEPdEliC C
A BOMHOro Kabens.

Ob6bIYHO MHTENNEeKTyaNbHble LMPPOBblE MOAYNM NOAAEPHKMBAOT PYHKLMIO LNPPOBON
OMArHOCTUKK. EAWHMUBLI ceTeBOro ynpaBAeHUA WMEKT BO3MOMKHOCTb KOHTPOAMPOBaATb
napameTpbl (TemnepaTtypa, HaMNpAMKeHMe, TOK CMeLLeHMA, tX MOLWHOCTb M X MOLLHOCTb)
ONTUYECKMX MoAyNen A5l NONYYEHUS UX MOPOrOBbIX 3HAYEHUIN B PEXMME peanbHOro BpeMeHm
Ha TeKywem onTMyeckom moayne. 3TO NOmMoraetr eauHWLAM CeTeBOro ynpasaeHusA
06HapyXMBaTb HEMCNPABHOCTU B ONTUYECKOM IMHUM, COKPATUTb IKCNAYATALMOHHYIO Harpysky
M NOBbICUTb HAAEXHOCTb CUCTEMBI.

NpumeHeHre DDM nokasaHo ganee:

1. MporHo3 NPoAo/IKUTENBHOCTU KU3HU MOAYNA.

KoHTponnpoBaHWe TOKOB yTEUKM NO3BONAET CAENATb NPOrHO3 BPEMEHW KU3HU /lasepa.
ALMWHUCTPATOP MOMET HaNTU HECKOJIbKO MOTEeHLMAOoTHbIX npobsem Mno MOHUTOPUHTY
HaNpAXeHUA U TemnepaTypbl MOAYNA.

(1) Bbicokoe HanpsxkeHme Vcc npusegetr K nonomke CMOS, Hu3Koe — K
HenpaswuabHOM paboTe
(2) BbICOKasA rx MOLLHOCTb NOPMBEAET K NOBPEXKAEHMIO MPUHUMAIOLLETO MOAYANSA, U3-

33 HU3KOM X MOLLHOCTU MOAY/1b HE CMOXKET HOPMa/IbHO paboTaThb.

(3) Bbicokaa TemnepaTtypa npuseaeT K ObICTPOMY CTapeHMto annapaTHbIX CPeaCTs.

(4) KOHTpONb MOLWHOCTM, NO/My4aemMoM MO BONOKHY, MNOMOraeT npoBepuUTb
BO3MOXXHOCTU IMHUM U yAANEHHOT0 KOMMYTATopa

(5)

2. OnpegeneHne mecTta NoBpexaeHuA.

B oNTOBONOKOHHOM AMHUM onpeaeneHne HeUCNPaBHOCTM MMEEeT BaXKHOe 3HaYeHne ana
6bICTPOM Nepesarpy3ku cepsBuca, U30/IMPOBAHNE HEUCNPABHOCTM MOMOraeT aAMUHUCTPATOPY
ObICTPO HAWTM MECTOMOJIOKEHME HEWUCMNPABHOCTM B Moayne (/NIoKaNbHbIM UAM yaaneHHbIN
MOAYAN) WAN HA JIMHUM, YTO TAKMKE COKpalLaeT BPems BOCCTAHOB/JIEHMA CUCTEMbI MocCne
HENCNPaBHOCTK.

AHanM3npyaA CTaTycbl OMOBELLEHMNA U CUTHANN3ALLMKN B PEXMME PEasibHOro BpeMeHU No
napameTpam (TemnepaTypa, HanpaxeHne, TOK CMELLEHUA, tX MOLLHOCTb U X MOLLHOCTb) MOXKHO
ObICTPO OOHAPYKUTb HEMCMPABHOCTb C NOMOLLbIO GYHKLMK LUPPOBOIM ANArHOCTUKM.

Kpome TOro, coctosHme Tx Fault u Rx LOS mMmeeT Ba)KHOe 3HayeHWe Aas aHanu3a
HEeMCNpPaBHOCTK.

3. MpoBepKa COBMECTUMOCTU.
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MpoBepKa COBMECTMMOCTUN UCNONb3YEeTCA ANA aHaM3a, ABNAETCA N OKpYKatowasa cpeaa
MOAYNS COrNAacoBaHHOM B PY4YHYHO WAW COBMECTMMA C COOTBETCTBYHOLIMM CTaHAAPTOM,
NMOCKOJIbKY BO3MOMKHOCTM MOAYNSA MOTryT ObiTb peanus3oBaHbl TO/NIbKO C COBMECTMMOM
OKpYKatloLwen cpeao.

MHorga napameTpbl OKpyKatlowen cpeabl NPEBbIWAOT YCTaHOBNEHHbIE BPYYHYIO UM
CTaHAAPT COOTBETCTBUA, UYTO NMPUBEAET Y YMEHbLUEHUIO BO3MOMKHOCTEW MOAYNSA U OWWBKe
nepegauu.

OKpy:KatoLas cpeaa He CoBMecTUma:

(1) Hanps»eHne npeBbIlaeT yCTaHOB/EHHbIN AMaMNa30H.

(2) Rx power npuBOoAUT K nepe3arpyske WAM K MeHbleW YyBCTBUTE/IbHOCTU
npuemonepeaaTymka.

(3) TemnepaTypa npeBsbllaeT AMana3oH paboyel TemnepaTypbl.

13.1.2 ®dyHKumun DDM

OnuncanHn DDM nokasaHo B cneaytouiem npumepe:

1. MpocmoTp MHGOPMaAL MM MOHUTOPUHIA HA NpMeMonepesaTYmKe.

ALMUHUCTPATOP MOXEeT Yy3HaTb TeKylee COCTOsiHMe TpaHcMBepa W HaWTu
noTeHuuanbHble Npobnembl C MOMOLLbIO MPOBEPKU Caedylowmnx napameTtpos (Bxogawaa TX
MOLLHOCTb, RX MOLWHOCTb, TeMnepaTypa, HanpAXeHUe, TOKW yTeYKN) 1 3anNpocunTb MHGOPMaLMIo
MOHWUTOPUHIA (TaKylt KaK OMNOBELLeHMA, CUrHanAu3auumA, COCTOHME B peasbHOM MacwTabe
BpeMeHu 1 T.4.). Kpome Toro nposepka MHPOpPMaLMKM O HEMCNPABHOCTAX ONTUYECKMX MOAYyNeN
nomorae aAMUHUCTPATOPy ObICTPO 06apyKUTb HEUCMPABHYIO JIMHUIO U COKPATUTb Bpems
BOCCTaHOBJ/IEHUA.

2. OnpepgeneHune 3HayeHMA NOpora NoAb3oBaTeIeM.

Ons napameTpoB B peasbHOM MacwTtabe BpemeHn (TX mowHocTn, RX mowHoCTy,
TEMNEePaTypbl, HANPAXKEHWUA, TOKOB YTEUKM) eCTb PUKCUPOBAHHbIE 3HAYeHsA noporos. MoTomy,
YTO MONb30BATE/IbCKOE OKPYXKEHWEe Pas3NMyHO, NO/b30BaTe/ib MOXET onpeaenntb 3HavyeHue
nopora (BA0AALLAA CUTHANM3AUMA C BbICOKMM U HU3KMM NPUOPUTETOM, OMOBELLEHME C BbICOKUM
M HU3KMM MpPUOPUTETOM), TMOKO KOHTPOAMPOBATb paboyee COCTOAHWME TPAHCMBEpPA U
HemeaNeHHO OOHapPYKNTb HEUCMPABHOCTb.

HacTpoika 3HayeHMA NOpOros NpPoOuM3BOAWUTCA MO/Ab30OBaTe/NieM U MPOU3BOAUTENEM U
MoXKeT OblTb MOKasaHa B TO e Bpema. Korga nopor onpeaensetca nosib3oBaTesiem
HepauMoHaNbHO, OH ByaeT 3anpoweH y Mo/ib30BaTeNA U CUrHAN TPEBOTU UM ONOBELLEeHUA
aBTOMATUYECKU YCTAHOBMT MOPOr MO YMO/YaHMIO(NONb30BaTENlb MOMKET BOCCTAaHOBWUTb BCE
MOPOroBble 3HAYEHWUA MO YMOHAHUIO ).

PaunoHanbHOe NOpPoroBoe 3Ha4YeHue: BbICOKOe/HN3Koe 3HaYeHUe CUrHaNa OMnoBeLLEHM
O0MKHO BbITb MEXKAY BbICOKMM M HU3KMM CUTHAZIOM CUTHAIN3aLLMK U BbICOKOE 3HAa4YeHne nopora
[OIKHO ObITb Bbille, YEM HU3KOE U, @ UMEHHO, BbICOKOE 3HaYeHWe CUTHaAM3aLUn>= BbICOKOE
3HaYyeHne onoBeLeHNA>= HU3KOe 3HaYeHNe ONOBELLEHNA>= HU3KOE 3HaUeHMe CUTHAIN3aumn.

Ona onTuyeckoro moayna pexum MnpPoBEepKM MNoJyvyaemMoro nUTaHWA BKAOYaeT
BHYTPEHHIOIO M BHELLHIO MPOBEPKY, KOoTopble onpeaennnu npoussoautenn. Kpome Ttoro
peXMM NMPOBEPKM MapameTpoB B peasibHOM macwTtabe BpemMeHW M MOPOroBbiX 3HAYEHWUI NO
YMONYaHMUIO.
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3. KoHTponb TpaHcusepa.

Kpome npoBepKuM COCTOHWMA paboTbl TpaHcMBEpa B peasibHOM MacwTtabe BpemeHw,
NONb30BATENIO HYXHO CneguTb 3a noapobHol MHPopmauumein O COCTOAHMM, TaKOM Kak
nocnesHee BpemMsa HEUCMNPABHOCTU M ee TUMN. KOHTPONb TpaHCcMBEpPa NOMOraeT MNo/ib30BaTeNto
HalTW nocnesHee COCTOAHME HEUCMPABHOCTU Yepes NPOBEPKY JIOrOB M 3aNpoCcuUTb NocneaHee
COCTOAIHME HenosnagKu 4Yepe3 BbINONHEHWE KOMaHg. Korga nonb3oBaTenb HaxoguT
MHPopMaLMIO O HenosnagKe ONTUYECKOO Moayna, To MHGopmauus 06 ONTUYECKOM moayne
MOXeT b6biTb nepenpoBepeHa nocne obpaboTkM WHPOpMaALMM O HEUCNPaBHOCTH, 34eCb
NoONb30BaTENb MOXKET 3HaTb MHOPMALMIO O HEMCMPABHOCTU M BO3OOHOBUTL MOHUTOPUHT.

13.2 CnucoK KomaHAa KoHpurypaumm DDM
HacTtpoiika DDM:

1. MpocmoTp MHGOPMaLMM KOHTPOIA B peasibHOM MacluTabe BpemeHu.

2. HacTpoika 3HauyeHMt nopora CUrHaAM3auMM WKW OMOBELLEHWUA  KaXK4oro
napameTpa A41a TpaHcueepa.

3 HacTpoiiKka cocToAHNA MOHUTOPMHIA TPAHCUBEPA.

(1) HacTpoiKka nHTepBsasna MOHUTOPUHIa TPaHCUBepa.

(2) HacTpoiKa cocTosiHUS BKIIOYEHUS MOHUTOPUHIA TpaHCcMBeEpa.
(3) MpocmoTp MHPOPMALMN MOHUTOPUHTA TPAHCMBEpPA.

(4) OumncTKa MHPOPMALLUN MOHUTOPUHTA TPAHCMBEpPA.
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1. MpocMoTp MHPOPMALLUM KOHTPONA B peasibHOM MacLiTabe BpemeHu.

KomaHpga

OnucaHue

PeXXum KOHPUrypupoBaHUA NOPTA, PEKUM AAMUHUCTPATOPA UK FNO06ANbHBIN peXkum

show transceiver [interface ethernet <interface-list>][detail]

MpocmoTp MOHWUTOPUHIA
COCTOSIHUA TpaHCcKUBepa.

2. HaCTpOﬁKa 3HaYeHU nopora cCurHaamsaumm wam onoseweHnAa KaxXXaoro

napameTpa Ans TpaHcueepa.

KomaHpga

OnucaHue

PexXxum KoHGUrypupoBaHus nopra

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm |
low-alarm | high-warn | low-warn} {<value> |
default}}

YcTaHOBKa onpeaesieHHoro nopora
no/sb30BaTenem.

3. HacTpoiika coCcToSHMA MOHUTOPUHIA TPaHCMBEpPa.
(1) HacTpoiika nHTepBasa MOHUTOPUHIa TPaHCKMBEPA.

KomaHpga

OnucaHue

PexXxum KoHPUrypupoBaHua nopra

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YCTaHOBKa MHTEpBana MOHUTOPUHra
TpaHcuBepa. KomaHga no
yCTaHaBauBaeT NHTepBan no
YMOJI4aHUIO, PaBHbIN 15 MUHYT.

(2) HacTpoiiKa coCTOSHMA BKIOYEHUS MOHUTOPUHIA TPaHCUBEpPA.

KomaHpaa

OnucaHue

Pexxum KoHUrypupoBaHua nopra

transceiver-monitoring {enable | disable}

YcTaHaBAuBaerT, BK/tOYEH m
MOHWUTOPUHT  TpaHcuBepa. [Mocne
BK/IIOYEHMA HA MOPTE MOHWUTOPUHrA
TpaHCcMBEpPa, CUCTEMA  3aMnuUCbiBaeT
COCTOHME  HewcnpasBHocTU. [Mocne
OTKNOYEHNA  YHKUMM Ha NopTe,
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nHpopmauma o HencrnpasHocTU byaeT
cTeprTa.

(3)

MpocMoTp MHPOPMALLMM MOHUTOPMHIA TPAHCMBEpPA.

KomaHpga OnucaHue
Pexxum KoHGUrypupoBaHusa nopra
MNoKka3biBaeT ndopmauuto
MOHWUTOPUHTA TpaHcuBepa,
BK/1HOYAIOLLLYHO nocneaHio
show transceiver threshold-violation [interface | nHdbopmauuio HapyLeHs noporosoro
ethernet <interface-list>] 3HayeHus, MOHWUTOPUHT
NpoTEeKaloLWero ToKa Yepes TpaHcmBeep,
BK/IIOYEH 1M MOHUTOPUHI TpaHCUBepa
Ha nopTe.

(4)

OuncTka MHGOpMaL MM MOHUTOPUHTA TPAHCUBEPA.

KomaHpga

| OnucaHue

PexXxum KoHGUrypupoBaHua nopra

clear transceiver threshold-violation [interface
ethernet <interface-list>]

CTMpaeT 3Ha4YeHMe Nopora HapyLLeHnn
MOHWUTOPUHIA TPaHCMBeEpa.

13.3 Mpumepbl npumeHeHna DDM
Mpumep 1:

Ethernet 21 u Ethernet 23 BKkawueHbl B onTtuyecknit moaynb ¢ DDM, Ethernet 24
BK/IIOYEH B onNTUYeckuii moaynb 6e3 DDM, Ethernet 22 He BK/IOYEH B Kakol-n1Mbo onTUYecKui
MOAY/1b, MPOCMOTP MHbopMaLum o DDMHa onTuyeckom moayne.

a) MpocmoTp nHdopmauum o Bcex uHTepdelicax, KOTopbie MOTYT YNTaTb NapameTpbl B
peXnme peanbHOro BpeMeHu (Npu OTCYTCTBUM ONTUYECKOTO MOAYAA MU ONTUYECKMIA MOAY b
He noaaepXuBaeTca, UHGopmauusa He ByaeT nokasaHa), 4na npumepa:

Switch#show transceiver

Interface Temp(°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)
1/21 333.31 6.11 -30.54(A-) -6.01
1/23 335.00 (W+) 6.11 -20.54(W-) -6.02

b) NpocmoTp MHdopmaumm 06 ykasaHHom nHTepdeiice (N/A 03HaYaeT, YTO ONTUYECKUI
MOZY/b He BCTaBJIEH UM He NOALEPXKMUBAeTCA), ANA NpumMepa:

Switch#tshow transceiver interface ethernet 1/21-22;23
Interface Temp(°C) Voltage (V) Bias (mA) RX Power (dBM) TX Power (dBM)
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1/21 333.31 6.11 -30.54(A-)  -6.01
1/22  N/AN/A N/A  N/A  N/A
1/23  335.00 (W+) 6.11 -20.54(W-) -6.02

c) MpocmoTp noapobHOWM WHPOPMALMKM, BKAKOYAOWEN OCHOBHYH MHPOpMaLmio,
3Ha4YeHMe NapameTpoB MOHUTOPUHIA B peanbHOM MacwTabe BpemMeHW, CUrHAN ONOBELLEHUA,
CUIHaNU3aLmto, COCTOAHWE HEUCNPaBHOCTU WM MHPOPMALUIO MOPOrOBOrO 3HAYEHWUA, ANA
npumepa:

Switch#tshow transceiver interface ethernet 1/21-22;24 detail
Ethernet 1/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

Realtime ValueHigh Alarm Low Alarm High Warn Low Warn

Temperature(°C) 33 70 0700

Voltage (V) 7.31(A+) 5.00 0.005.00 0.00
Bias current (mA) 6.11(W+) 10.30 0.005.00 0.00
RX Power (dBM) -30.54(A-) 9.00 -25.009.00-25.00

TX Power (dBM) -6.01 9.00 -25.009.00-25.00
Ethernet 1/22 transceiver detail information: N/A

Ethernet 1/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:
Ethernet 21BKkntoyeH B onTMyeckmuin moaynb ¢ DDM. HacTpolika noporoBoro 3Ha4yeHus Ha
ONTMYECKOM MoAyne nocae NpPocMmoTpa MHpopmaum o DDM.
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War 1: MpocmoTp nogpobHoi nHpopmaumm o DDM.
Switch#show transceiver interface ethernet 1/21 detail
Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn

Temperature (°C) 33 70 O 70 0

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 o0.00
RX Power (dBM)  -30.54(A-)9.00-25.00 9.00 -25.00

TX Power (dBM) -13.019.00  -25.00 9.00 -25.00

LWar 2: HacTpolika NoporoBoro 3Ha4yeHus tx-power Ha ONTUYECKOM UHTepdeiice, HUXKHee

3HayeHKne NoporoBoro onoBeLEeHNs - 12, HUKHee 3HaYeHne Noporoson curHanmusaumm — 10.00.

Switch#config
Switch (config)#interface ethernet 1/21
Switch (config-if-ethernetl/21) #transceiver threshold tx-power low—

warning -12

-10.00

Switch (config-if-ethernetl/21) #transceiver threshold tx-power low-alarm

War 3: Mpocmotp noapobHoit uHbopmaumum o DDM Ha onTuyeckom moayne.

CurHanmsayma ncnonb3yet NOPOroBoe 3HAYEeHWEe, HAaCTpPanBaemMmoe NnoJb3oBaTenem, MOPOrosoe
3Ha4yeHWe, HAaCTPOeHHOoe npomnssoauTenem obo3HayeHo ckobkamu. CurHanmsauyma c ‘A-’ Kak -
13.01 meHbLe, yem -12.00.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn

Temperature (°C) 33 70 0 70 0

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)9.00 -25.00 9.00 -25.00

TX Power (dBM) -13.01(A-)9.00-12.00(-25.00) 9.00 -10.00(-25.00)
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Mpumep 3:
Ethernet 21 BKkAtoyeH B onTuyeckuit moaynb ¢ DDM. BKAKOYEHME MOHUTOPWUHTA
TpaHcMBepa Ha nopTe, Nocae NPOCMOTPa MOHUTOPUHIA Ha ONTUYECKOM Moy ne.

War 1: NMpocmoTp MOHUTOPMHIa TPaHCMBEPA Ha onnuyeckom moayne. Ha Ethernet 21 and

ethernet 22 He BKNOYEH MOHUTOPUHI TPAHCUBEPA, YCTAHOBAEHHbIM MHTEPBAA 30 MUHYT.
Switch (config) #show transceiver threshold-violation interface ethernet
1/21-22
Ethernet 1/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

LWar 2: BkAroyYeHMe MOHUTOPUHIA TpaHcMBepa Ha ethernet 21.
Switch (config)#interface ethernet 1/21
Switch (config-if-ethernetl/21) #transceiver-monitoring enable

War 3: MNpocmoTp MOHUTOPUHraA TPaHCMBEpPA HA ONTUYECKOM moayne. B cneayrowmx
HacTpoMKax, Ha ethernet 21 BKAOYEH MOHWTOPWUHI TPaHCMBEpa, NOCAeAHEee HapylleHue
noporoBoro 3Ha4yeHua Jan 02 11:00:50 2011, noapobHaa nHpopmaun o DDM, npesblwatrowan

noporoBoe 3Ha4yeHme Tak»Ke NnokasaHa:

Switch (config-if-ethernetl/21) #quit

Switch (config) #show transceiver threshold-violation interface ethernet
1/21-22

Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

DiagnosticThreshold Realtime Value High AlarmLow Alarm High Warn Low Warn

Temperature (°C) 33 70 O 700

Voltage (V) 7.31 10.00 0.00 5.00 0.00

Bias current (mA) 3.11 10.30 0.00 5.00 0.00

RX Power (dBM) 30.54(A-)  9.00 -25.00(-34) 9.00-25.00
TX Power (dBM) -1.01 9.00 -12.05 9.00-10.00

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.
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13.4 YcTtpaHHMe HeucnpaBHocTe DDM
Ecnn Bo3HMKaOT Npobnembl Nnpu HacTpoike DDM, noxanyicTa, NpoBepbTe ABAAETCA U
3Ta npobnema cneacTBUEM CNeayOLWNX MPUYNH:

. Ybeautecb, YTO TpAHCMBEP Ha OMTUYECKOM moayne Obln BKAKOYEH Ha nopTe,
WMHa4ye KoHourypauma DDM He nygeTt nokasaHa.

° Y6epgutecb, 4To KoHoUrypauma SNMP paboTtaeT, MHaYe onoBeLeHne O COObITUM
He CMOXeT ONOBECTUTb CUCTEMY CETEBOIO YNPAB/IEHUA.

° He Bce KommyTatopbl noaaepumsatot SFP ¢ DDM uaun XFP ¢ DDM, y6eautech B
MCNO/Ib30BaHUM KOMMYTATOpPa C NOALAEPKKOM COOTBETCTBYHOLWEN QYHKLUMN.

° Mcnonb3oBaHMe KomaHg show transceiver nnm show transceiver detail moxer

3aHATb MHOMO BpPEMEeHM, TaK KaK KommyTaTtop OyaeT npoBepATb BCe MOPTbl, MO3TOMY
peKomeHAyeTcsa 3anpalwmnsBaTb MHGOPMaLMIO O TPAHCMBEPE Ha OnpeaeneHHbI NopT.

° Yb6eantechb, YTO YCTAaHOBJIEHHbIN MO/b30BATE/IEM MOPOT ABAETCA AEUCTBYIOLLUM.
Mpu nwobon owmnbKke NOPOroBoro 3HayeHuAa TpaHcuBep OyAeT no3blnaTb CUTHAAM3ALUIO B
COOTBETCTBMM CO 3HAYEHUEM, YCTAaHOBIEHHbIM MO YMOAYAHUIO.
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14 LLDP-MED

14.1 BsepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha
802.1AB LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnseT CTaHAAPTHbIN pexum
Link Layer Discovery, nocbinatowero MHGOpMaumio 0 IOKA/IbHbIX YCTPOMCTBAX (BKIHOYAIOLLYHO
OCHOBHble BO3MOXHOCTHU, ynpasneHue IP-agpecamu, ID yctpoiictea 1 ID nopTta) Takol Kak TLV
(type/length/value) Tpoiikm B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasastowmx
CB3blO C COCEAHUMM yCTpoMcTBamMM. MNonyyeHHaa nHbopmauma ob ycTpoicTee byaeT XpaHUTbCA
CO cTaHAapToHOW 6a3oi ynpasneHuna nHbopmaumeii(MIB). 3To NO3BOAAET CUCTEME CETEBOFO
ynpasneHuns 6bICTPo 06HapyKMBaTb U MAEHTUPULMPOBATL CTATYC CBA3U HA IMHUW.

B ctaHgapTe 802.1AB LLDP HeT nepegaum u ynpasaeHua MHPopmaumen o roiocCoBom
ycTporctee. [1nAa NpUMEHEHWA W ynpaB/ieHMA TONOCOBOro YCTPOMCTBA uenecoobpasHo ¢
nomoulbto LLDP-MED TLVs npeaoctaBasTb MHOMECTBEHHYID MHPOPMaLMIO, TaKylo Kak PoE
(Power over Ethernet), ceTeByto NONUTMKY U NOKanbHYO MHPOpMaLUO 06 0bCayKUBAHUMU
HoBoro TesnedoHa.

14.2 KoHdurypauusa LLDP-MED
1. ba3oBasa KoHOUrypaums

KomaHga OnucaHue

Pexxum KOHPUrypupoBaHua nopTa

HacTpoika YKa3aHHOro nopTta
otnpasnAtb Bce LLDP-MED TLVs.
KomaHaa no oTmeHAeT GyHKLMIO.

lidp transmit med tlv all
no lldp transmit med tlv all

Hactpolika yKa3aHHOro nopTta
otnpasnatb LLDP-MED Capability TLV.
KomaHga no oTMeHAeT GyHKUMIO.

lidp transmit med tlv capability
no lldp transmit med tlv capability

HacTpoiika yKa3aHHoro nopta
lldp transmit med tlv networkPolicy oTnpasnaTtb LLDP-MED Network Policy
no lldp transmit med tlv networkPolicy TLV. KomaHaa no OoTMeHAeT AaHHylo

dYHKUMIO.

HacTpoika yKa3aHHoOro nopta
lidp transmit med tlv extendPoe otnpasnatb  LLDP-MED  Extended
no lidp transmit med tlv extendPoe Power-Via-MDI TLV. KomaHga no

OTMeHSAET QYHKLMUIO.

Hactpolika YKa3aHHOro nopTa
lldp transmit med tlv inventory otnpasnaTbLLDP-MED Inventory
no lldp transmit med tlv inventory Management TLVs. KomaHaa no

OTMeHseT GYHKLMIO.
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network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming-video | video-
signaling} [status {enable | disable}] [tag {tagged |
untagged}] [vid {<vlan-id> | dotlp}] [cos <cos-
value>] [dscp <dscp-value> ]

no network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming- video | video-
signaling}

HacTpoiKka ceTeBoli MOAUTUKKU NOPTA,
BK/OYaloLWan VLAN ID,
noaaepxmeaemolie NPUNOXKEHMUA
(Takme Kak ronoc n BMAeo), npuopuTeT
NPUAOXKEHUN n NONNTUKA
MCnonb30BaHWUA, U Tak ganee.

HacTpoika Tuna ycTpolictBa M KopAa
CTpaHbl B COOTBETCTBMWU C GOopmaTom

no ecs location

civic location {dhcp server | switch | endpointDev} | Civic Address LCI wun BKAOuYeHue

<country-code> pexxuma Civic Address LCl. KomaHga no

no civic location OTMeHsAeT BCE HACTPOMKMU B
cootBetctBUM ¢ Ppopmatom  Civic
Address LCI.

ecs location <tel-number> Hactponka PacroNoMenNA ¢
dopmatom ECS ELIN Ha nopre.

KomaHga no oTMeHsieT KoHdpurypaumto

lldp med trap {enable | disable}

BktoyeHne/oTknouEHNE NIOBYLLUKHK
LLDP-MED Ha ykazaHHOM nopTe.

Pexkum Civic Address LCl address

{description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo} <address>

no {description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo}

HacTpoiKka nogpobHbix agpecos nocne
BBoAa pexuma Civic Address LCI
address Ha noprte.

Pexxum rnob6anbHOro KOHGUrypupoBaHus

lildp med fast count <value>
no lldp med fast count

Korga BKAOYEH mexaHu3m 6bICTporo
3anycka LLDP-MED, TO0 AJonKHa
npousBoauTbCA ObiCTpas OTnpaBKa
naketos LLDP c LLDP-MED TLV, 3Ta
KOMaHZAa Ucnosb3yeTca ANA YCTaHOBKM
3Ha4yeHuA BbICTPOI OTNPABKM NAKETOB,
KOmaHaa no BOCCTaHaBAMBaeT
3Ha4yeHne No yMONYaHUIO.

Pexxum agmuHucTpaTopa
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show lidp

lNoKa3blBaeT HACTPOMKU rnobanbHoOro
LLDP n LLDP-MED

show lldp [interface ethernet <IFNAME>]

MokasbiBaeT HacTpohku LLDP n LLDP-
MED Ha Tekyuwiem nopTte

show lldp neighbors [interface ethernet <IFNAME>]

MNoKa3biBaeT HacTpoWku LLDP u LLDP-
MED Ha cocefHUX yCTPOMCTBAX.

14.3 Npumep HacTpoiku LLDP-MED

Switch A

Ethernet1/2 Y CTPOWCTBO
MED

Ethernet 1/1

Tononorua 6a3oBoit KoHoUrypauum LLDP-MED

1) HacTpoiika Switch A
SwitchA (config) #interface ethernetl/1

SwitchA
SwitchA

(Config-If-Ethernetl/1)# 11dp enable
(Config-If-Ethernetl/1)# 1ldp mode both (this configuration can
be omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernetl/1)# 1ldp transmit med tlv capability

SwitchA (Config-If-Ethernetl/1)# 1lldp transmit med tlv network policy

SwitchA (Config-If-Ethernetl/1)# 1lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1l)# network policy voice tag tagged wvid 10
cos 5 dscp 15

SwitchA (Config-If-Ethernetl/1)# exit

SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)# 1lldp enable

SwitchA (Config-If-Ethernetl/2)# 11ldp mode both

2) HacTpoika Switch B

SwitchB

(config) #interface ethernetl/1
SwitchB (Config-If-Ethernetl/1)# 11ldp enable

SwitchB (Config-If-Ethernetl/1)# 1ldp mode both
SwitchB (Config-If-Ethernetl/1)# 11ldp transmit med tlv capability
SwitchB (Config-If-Ethernetl/1)# 1lldp transmit med tlv network policy
SwitchB (Config-If-Ethernetl/1)# 1lldp transmit med tlv inventory
SwitchB (Config-If-Ethernetl/1)# network policy voice tag tagged wvid 10
cos 4
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MpocmoTp rnobanbHOro crtatyca u ctaTyca uHTepderica Ha SwitchA
SwitchA# show 11ldp neighbors interface ethernet 1/1

Verify the configuration

1

sId :00-03-0£-00-00-02

1

Port name : Ethernetl/1
Port Remote Counter
TimeMark :20
ChassisIdSubtype :4
Chassi

PortIdSubtype :Loca
PortId :1

PortDesc :**x*x*

SysName :***x*

SysDes

SysCap
SysCap

LLDP MED Information

MED Co
(CAP)C

(LI) Location Identification,

(PD) P

MED De
Media
Media
Media
Media
Media
Power
Power
Power
Power
Hardwa

c ek kKKK

Supported :4
Enabled :4

des:
apabilities,

ower Device,

vice Type: Endpoint Class III

(NP)

(IN)
MED Capabilities:CAP,NP,PD, IN

Policy Type :Voice

Policy :Tagged
Policy Vlan id
Policy Priority
:5

Policy Dscp
Type : PD

Source :Primary power source

Priority :low

:10

:3

Network Policy
(PSE) Power Source Entity
Inventory

Value :15.4 (Watts)

re Revision:

Firmware Revision:4.0.1
Software Revision:6.2.30.0

Serial

Manufacturer Name:****

Number:

Model Name:Unknown

Assert

IEEE 802.3 Information
auto-negotiation support:
auto-negotiation support: Not Enabled
PMD auto-negotiation advertised capability:
operational MAU type:

SwitchA# show 11ldp neighbors interface ethernet 1/2

ame : interface ethernet 1/2

Port n

Port R
Neighb
Port n
Port R
TimeMa
Chassi
Chassi
PortId
PortId
PortDe

ID:Unknown

emote Counter :

or Index: 1

1

ame : Ethernetl/2

emote Counter
rk :20
sIdSubtype :4

1

sId :00-03-0£-00-00-02

Subtype :Loca
Hl

sc :Ethernetl/1

1

Supported
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SysName :***x*
SysDesc :***x*%*
SysCapSupported :4
SysCapEnabled :4

MNoacHeHwue:

1. Ethernet 2 kommyTtaTtopa A n Ethernet 1 KommyTtatopa B aBasatoTcA noptamm
YCTPOWMCTBA CETEBOrO COEANHEHMA, OHU HE NEPEChINAtOT NakeTbl C UHPopmaumenn MED TLV. XoTa
Ethernet 2 KommyTaTtopa A HacTpoeH AnA NocbiNkKM MHbopmauum MED TLV, oH He byaet
nocbinatb MHopmauuto MED, 4yTo nNpuBeaeT K OTCYTCTBUIO B COOTBETCTBYIOLLEM yAANEHHOM
Tabanue nHpopmaunn MED Ha Ethernet 2 kommyTaTopa A.

2. Ycrpoincteo LLDP-MED mokeT nocbinate naketol LLDP ¢ MED TLV, nostomy B
COOTBETCTBYHOLWEN YAaneHHOM Tabanue 6yaeT nHbopmauma ob Ethernet 1 kommyTtatopa A.

14.4 YcrpaHeHue HeucnpasHocteu LLDP-MED

Echn Bo3HMKalT npobnembl npu HacTponke LLDP-MED, norKanyiicta, nposepbTe
ABNAETCA N 3Ta npobaema cneacTBuem cnenyowmx NPpUUnH:

) Yb6epgutecb, uyto LLDP BKAtoYeH rnobanbHO

° ToNbKO YCTPOWCTBO CETEBOrO coeauHeHua nosydyaet LLDP naketbl ¢ LLDP-MED
TLV ot 6amKariwero ycTpoictea MED, oH TaK e nocbinaet LLDP-MED TLV. Ecam Ha ycTpoicTee
CeTEeBOro CoeAMHEeHMA HacTpoeHa KomaHaa ansa otnpasku LLDP-MED TLV, nakeTbl 6e3 LLDP-
MED TLV nocbinatoTca Ha NopT, YTO O3HAYaeT, YTO HMKAKOW MHPOPMaLMK MOPT HE MoJiyYaeT U
Ha nopTe OTK/toYeHa PYHKUMA NOocbinKM MHGopmauum LLDP-MED TLV.

° Ecnn cocegHne ycTpoicTBa nocbinaldT MHbopmauuto LLDP-MED ycTpolicTey
CeTeBOro COeaMHEHMA, HO OHA He ABaAeTcAa MHpopmaumen LLDP-MED, nposBepsieman KomaHAaoM
show lldp neighbors, 4To 03HauyaeT, yTo oTnpasadeemas nHpopmaumsa LLDP-MED K coceaHum
yCTpOMCTBaM siIBASETCA OLUIMOOYHOM.
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15 HACTPOMKA BPDU-TUNNEL

15.1 BsepgeHue B bpdu-tunnel

BPDU Tunnel sBnsetca TexHoOMOrMeh BTOPOro YpPOBHA. IDTO NO3BO/AET MAKeTam
NPOTOKO/I0B BTOPOro YPOBHA reorpaduyeckn pacnpefeneHHbIX YacTHbIX ceTel npo3payvHo
nepeaasaTbcA NO cneunanbHbIM TYHHENAM Yepes ceTb MOCTaBLMKa YCAYT.

15.1.1 ®dyHKuum bpdu-tunnel

B npunoxenn MAN, MHOXKeCTBEHHblE BETBM KOPMNOpaLMM MOFYT COEAUHATLCA C APYF C
Apyrom no cetn onepaTtopa. VPN npepoctaBnseT BO3MOMHOCTb OMepaTopy BKAKOYATb
reorpaduyeckn pacnpeseneHHble ceTi B O4HY IOKaNbHY ceTb LAN, N03TOMy NOCTaBLLMKY yCcayr
HY)XHO NpefocTaBuTb QPYHKLMIO TYHHENMPOBAHMA, @ MMEHHO MHPOPMALMOHHDLIX AAHHbIX,
MOCTyNaoLWmMx OT NO/Ib30BAaTENIbCKOM CETU U Nepeaym ux Apyro CETU HEKOTOPOM Koprnopauun
yepes ceTb onepaTtopa. [nAa noaaeprKaHWA IOKAZbHOM KOHUENUUKW, Heobxoamma He TONbKO
nepegaya AaHHbIX OT MOJIb30BATE/IbCKUX YACTHbIX CETEN Yepe3 TyHHesNb, HO TaK Ke nepegaya
NeKeToB MPOTOKO/I0B BTOPOrO YPOBHA OT NOJ/1b30BATE/IbCKUX CETEN.

15.1.2 Co3saaHue bpdu-tunnel

CneumanbHble IMHAW WUCMONb3YIOTCA OMNEPaATOPOM A/A CO34aHMA MOJIb30BaTE/IbCKUX
ceTell BTOPOro YpoOBHS. B pesynbTaTe, Mosib3oBaTeNbCKas CeTb pa3buBaeTca Ha 4YacTu no
pa3/InyHble CTOPOHbI CETEBOrO NpoBaliaepa. Kak MoKa3aHO Ha pUCYHKe, No/b3oBaTeNb A umeeT
aBa yctponctea (CE1 mn CE2) u oba atmx ycTpolicTBa npuHaanexkaT K Hekotopomy VLAN.
Monb3oBaTenbCKas CeTb pasgesnieHa Ha ceTb 1 M ceTb 2, KOTOpble COEAMHSIOTCA Yepes CeTb
nposangepa. Korga nakeTbl NPOTOKONA YPOBHA 2 He MOryT ObiTb peann3oBaHbl Yepes CeTb
NnocTaBlWMKa YCAyr, TO MNO/Mb30BaTE/NbCKasA CeTb He MOXeT 06paboTaTb BblUMCAEHUE
HEe3aBMCMMOTO NPOTOKO/1a BTOPOro YPOBHA(ANA NpMmepa: BblYMCIEHME spanning tree), TakKum
06pas3om ceTu BAUAIOT APYr Ha Apyra.

Monb3oBatens A [Nonb3oBatens B
Cetb 1 VLAN 100 Cetb 2 VLAN 100

MpumeHeHne BPDU-TyHHenA
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15.2 KoHdurypauusa bpdu-tunnel

1. HacTpoiika rnob6anbHoro MAC-aapeca TyHHens.
2. HacTpoika nopTta ana nogaepKku TyHHenA.
1. HacTpoiika rnobanbHoro MAC-aapeca TyHHens.
KomaHpga OnucaHue

Pexxum rnobanbHoro KoHPpuUrypmposaHmsa

bpdu-tunnel dmac <mac> BkntoyeHne/oTkNOYEHNE
no bpdu-tunnel dmac rnobanbHoro MAC-agpeca TyHHens.
2. HacTpolika nopTa gns nogaepKu TYHHens.
KomaHpga OnucaHue

PexXxum KoHPUrypupoBaHus nopra

bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx} BKkntoueHne/oTKNOYEHNE Ha nopTe
no bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx} NoAAEPKKN TYHHENS.

15.3 Mpwumep bpdu-tunnel

CneunanbHble IMHUKM UCNOL3YIOTCA ONEpPaTopom A1A MOCTPOEHUA NONb30BATENbCKUX
ceTel BTOPOro ypoBHA. B pe3ynbTaTe, nosb3oBaTeNbCKaA ceTb pa3buBaeTca Ha 4vacTu no
pa3NIMyHble CTOPOHbI CeTeBOro Nposanaepa. Kak nokasaHo Ha pUCyHKe, Noab3oBaTeNb A umeet
aBa ycrponctea (CE1 mu CE2) u oba aTmx ycTpoicTBa npuHagnexat K HekoTopomy VLAN.
Monb3oBaTenbCKaa ceTb pasgeneHa Ha ceTb 1 U ceTb 2, KOTOpble COEAMHAITCA Yepes CeTb
nposaiaepa. Korga naketbl NPOTOKO/IAa YPOBHA 2 He MOryT ObITb peasnn3oBaHbl Yepes ceTb
NnocTaBWMKa YCAYr, TO MOJIb30BAaTE/IbCKAaA CeTb He MOXKeT o06paboTaTb BblYMCAEHUE
HEe3aBMCMMOrO NMPOTOKONA BTOPOro YPOBHA (418 NpMMepa: BblUMCAEHUE Spanning tree), Takum
06pasom ceTu BAUALOT APYr HA Apyra.

MpumeHeHne BPDU-TyHHenA

C BPDU Tunnel, nakeTbl NpOTOKO/1a BTOPOrO YPOBHA OT MO/Ib30BaTE/IbCKON CETU MOTYT
6bITb NepesaHbl Yepes ceTb onepaTopa B cneaytoweit Nnocaes0BaTeIbHOCTU:

1. Mocne nony4yeHMA naKeTa MPOTOKO/MAa BTOPOro YpPOBHA OT NepBOM CeTu
nonb3osaTtena A, PE 1 B ceTn onepatopa nakeT mMHKancyampyetca, MAC-agpec HasHa4yeHuA
3amMeHAeTcs KOHKpeTHbIM multicast MAC-agpecom, M 3aTem MNaKeT MNepecbllaeTcs B CEeTU
oneparopa.

2. MHKancynMpoBaHHbIA NaKeT NPOTOKONA BTOPOro yPOBHA (Ha3blBaeMblli MaKeToOM
BPDU Tunnel) nepecbinaetca K PE 2 Ha Apyron KoHel, ceTu, rae nakeT AeuHKancyampyercs,
BO3BpaLLaeTcA OpuUrnMHanbHbii MAC-Ha3Ha4YeHMA MaKeTa M 3aTem MaKeT NocbliaeTca cetn 2
nosb3oBaTena A.
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CeTb 1 VLAN 100

108

[Nonb3oBaTtenb A
Cetb 2 VLAN 100

NMpumeHeHne BPDU-TyHHenA

HacTtpowka bpdu-tunnel Ha KommyTtaTopax PE1 n PE2:

HacTtpowka PE 1:

PE1l (config)# bpdu-tunnel dmac 01-02-03-04-05-06

PEl (config-if-ethernetl/1)# bpdu-tunnel

stp

PE1l (config-if-ethernel/1)# bpdu-tunnel lacp

PEl (config-if-ethernetl/1)# bpdu-tunnel

(
(
PE1l (config-if-ethernetl/1)# bpdu-tunnel
(
PEl (config-if-ethernetl/1)# bpdu-tunnel

— ~

HacTtpoika PE 2:

uldp

gvrp
dotlx

PE2 (config) # bpdu-tunnel dmac 01-02-03-04-05-06

PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel

stp
lacp
uldp
gvrp
dotlx

15.4 YcrtpaHeHue HeucnpasHocTeii bpdu-tunnel
Mocne oTkNtoueHnsa GyHKLUKI stp, gvrp, uldp, lacp and dotlx Ha NnopTe, MOXKHO HAacCTPOUTb

dyHKUMo bpdu-tunnel.
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16 HACTPOWKA BUPTYAJIbHbIX JIOKANIbHbIX CETEN —
VLAN

16.1 KoH¢urypuposaHue VLAN

16.1.1 HayanbHble cBeaeHna o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas noKanbHasA CeTb) — TEXHOMOMUSA,
pa3fenAllan fIorMyeckme agpeca yCTPOWCTB B CETU ANA OTAENEHUA CerMeHTOB CeTU B
3aBMCMMOCTU OT QYHKUMIA, BbINONHAEMbIX YCTPOMCTBAMM, MNPUIOKEHUA uan TpeboBaHUM
ynpasneHunsa. Takum 06pasom, BUPTYanbHble JIOKa/ibHble rPynnbl MOrytT ¢GopmupoBaTbCA
He3aBUCMMO OT GM3MYECKoro pacnonoxeHua yctponcts. |IEEE onybaukosan npotokon IEEE
802.1Q pnsa craHpaptmMsaumm npumeHeHna VLAN. VLAN Ha KommyTtaTtope paboTaer B
COOTBETCTBUM C STUM MPOTOKOJOM.

OcHoBHas naea TexHonorum VLAN B TOM, YTOObI pa3aenvTb AMHAaMMUYECKN 6ONbLUyto
JIOKANbHYIO CeTb Ha HECKO/IbKO HE3aBUCUMBbIX LLUMPOKOBeLLLaTeNbHbIX AOMEHOB B COOTBETCTBUMU C
TpeboBaHMAMMU, NPEABABAAEMbBIMU K CETU.

Switch Switch Switch

Laser Printer P

Jlornyeckoe onpegeneHue cetn VLAN

Kaxkabli WWMpOKOBeLWaTebHbIM AOMeH Ha pucyHKe asndetca VLAN. VLANbI umetoT Te xe
CBOWCTBA, YTO U GU3NYECKME CETH, 3a UCKAOUYeHUEM Toro, 4To VLAN — nornyeckoe obbeanHeHue,
a He ¢m3mnyeckoe. Moatomy obbeanHeHne VLANOB MoXKeT co3gaBaTbCA BHE 3aBUCMMOCTU OT
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$OU3NYECKOrO PaCcnoNOKEHMA YCTPOMUCTB M LWMPOKOBELLATENbHbIN, MHOIONOAb30BaTENBCKNIN 1
0AHOMNO0Nb30BaTENbCKMI TPAaPUK BHYTpM VLAN otaeneH ot gpyrux VLANoB.
Bnarogaps BblwenepeyncieHHbIM ocobeHHocTaM, TexHonorua VLAN obecneumsaeT
cnepyowme npenmyLLecTsa:

. Yny4waeTca NponsBoaAUTENbHOCTb CETH;
. IKOHOMATCA ceTeBble pPecypcbl;

. Ynpouaetcs ynpasneHue ceTblo;

. CHM}KaeTcAa CTOMMOCTb CeTH;

. Yny4waetca 6e30nacHoOCTb cetu;

Ethernet nopTbl KOMMmyTaTOpa moryT pabotaTtb B Tpex pas/IM4YHbIX pexumax: Access,
Hybrid 1 Trunk. Kaxkapbiit pexxmum nmeet cBoi cnocob nepecbisikM NakeTos, C METKOWN nnu 6es.

MopTbl TMNa Access npuHagnexart Toabko ogHomy VLAN. O6blMHO OHM UCMOJb3YHOTCA
ONA NOOKAKYEHUA K KOMMbloTepy.

MopTbl TMNa Trunk nNo3BONAIT NepecbiiaTb NakeTbl Heckonbkux VLANoB. OHM moryT
MCMONb30BaTbCA  ANA  COeAMHEeHMA  MeXAy  KOMMYTaTopamMu UKW NOAKAKYEHUA
No/sb30BaTe/IbCKMX YCTPOMCTB.

MopTbl TMNa Hybrid Takke no3BosAlOT nepecbinatb nakeTbl Heckonbknx VLANoB. OHu
MOTYT MCMONb30BaTbCA ANA COeAUHEHMA MeXAYy KOMMYTaTopamun WAM  MOAKNOYEeHUA
No/sb30BaTe/IbCKUX YCTPOMCTB.

MopTbl TMNoB Hybrid n Trunk npMHMMalOT AaHHbIE NO OAHOMY Aa/ITOPUTMY, HO METOAbl
OTNPaBKM AAHHbIX OTAMYAlOTCA: NopTbl TMNA Hybrid moryT oTnpaBaaTb NakeTbl B pa3/iM4yHble
VLANbI 6e3 meTkn VLANa, Torga Kak nopTbl TMMNa Trunk oTnpasBaAtoT nakeTbl pasinyHbix VLAN
TONbKO ¢ meTKoM VLANa, 3a uckntodeHnem VLAN, nponmMcaHHOro Ha NOpTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npoToKkon perncrpaymm
GARP VLAN) Ha KommyTaTope onucbiBaeTcs B cTaHaapTe 802.1Q. [daHHas rnaBa AeTanbHO
o0bbsAcHAET ncnonb3oBaHue n KoHourypaumio VLANos n GVRP.

16.1.2 KoHdurypuposaHue VLAN

. Cospanune unn yganenue VLAN;

. YcTaHoBKa naun yaganeHne nmeHn VLANa;

. MpucoegnHeHne nopta KommyTatopa K VLANy;

. YCcTaHOBKa TMNa nopTa KOMMYTaTopa;

. Hactpowka TpaHKkoBOro nopra;

. Hactpowka nopta goctyna;

. Hactpoiika rubpugHoro nopta;

. BKtoyeHue/BbikNtoYeHne npasun 0bpaboTkm BxoAaHbIx naketos VLAN Ha noprax;
. KoHdurypauus npusatHoro VLANa;

10. HacTtpolika cBasem npmsatHoro VLANa;

11. OnpeaeneHne BHyTpeHHero ngeHtupumkatopa VLANa;

O o0 NOOULES WN
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1. Co3pgaHune nnun yganenume VLAN

KomaHpga OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

vlan WORD CospaHune/ypaneHme VLANa uau Bxopn B
no vlan WORD pexum VLANa

2. YcTaHoBKa naun yganeHme umexHn VLANa

KomaHpga OnucaHue

VLAN Mode

name <vlan-name>

YcTaHOBKa nau yganeHme umeHn VLANa
no name

3. NpucoegmHeHne nopta KommyTatopa K VLANy

KomaHpa OnucaHue
VLAN Mode

switchport interface <interface-list>

. . . . HasHauyeHuMe nopTta KommyTtaTopa VLAN
no switchport interface <interface-list> P y P y

4. YcTaHOBKaA TMNAa NOPTa KOMMYTATOPa

KomaHpa OnucaHue

Pexxum KoHOUrypupoBaHMa nopTa

YcTaHOBKa TEKyLLEro nopTa KakK
switchport mode {trunk | access | hybrid} TPaHKOBOrO, nopta aocTyna nnu
rmbpuaHoro.

5. Hactpoitka TpaHKoBOro nopta

KomaHpa OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

YcTaHoBKa/yaaneHue VLANOoOSB,
MPUMNUCAHHbIX K 3TOMY TpaHKy. KomaHga
«NO» BOCCTAHaBNMBAaEeT 3Ha4YeHWe no
YMO/TYaHUIO.

switchport trunk allowed vlan {WORD | all |
add WORD | except WORD | remove WORD}
no switchport trunk allowed vlan

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE




TexHnyeckoe onucaHue
HacTpolika BUpTyaibHbIX IOKaNbHbIX ceTeirt — VLAN

112

switchport trunk native vlan <vlan-id>
no switchport trunk native vlian

YcTaHoBKa/yaaneHune PVID

TPAHKOBOIO NopTa.

ana

6. HacTpoiika nopTa goctyna

KomaHpga

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

switchport access vlan <vlan-id>
no switchport access vlan

[Job6aBnaeT TeKywuii NopT K yKasaHHOMY
VLANy. KomaHga NO BoccTaHaBnauBaeT
3HayeHue No YMOAYaHMUIO.

7. HacTtpoika rubpuaHoro nopta

KomaHpga

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

switchport hybrid allowed vian {WORD | all |
add WORD | except WORD | remove WORD}

{tag | untag}
no switchport hybrid allowed vian

YcTaHoBKa/yaaneHune VLANa,
NMPUNUCAHHOTO K TMBpPUAHOMY MOPTYy C
pPeXMMOM METKU nan 6e3 Hee.

switchport hybrid native vlan <vian-id>
no switchport hybrid native vlan

YcraHoBKa/yaaneHue PVID Ha nopry.

8. BkitoueHne/BbikAOYeHWe npasun 06paboTkm BXxoaHbIX naketos VLAN Ha noprtax

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

vlan ingress enable BKkntoyeHune/BbikaoYeHME BXOAALLMX
no vlan ingress enable npasua Ha VLANe.
9. KoHpurypauma npusatHoro VLANa
KomaHpa OnucaHue
VLAN mode
. . . . KoHdurypauma Tekywero VLANa Kak
private-vlan {primary | isolated | community} npusatHoro,  Komarga NO  yaanser

no private-vlan

npueaTtHbI VLAN.
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10. HacTpolika ceasen npusatHoro VLANa

Y raared
aneesess

113

KomaHpga

OnucaHue

VLAN mode

private-vlan association <secondary-vilan-list>
no private-vlan association

YcTaHoBKa/yAaneHue cBA3ein NpuMBaTHOrO

VLANa.

11. OnpepeneHune BHyTpeHHero naeHTnomkatopa VLANa

KomaHpa

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

vlan <2-4094> internal

Onpegensaet

BHyTpeHHero VLANa.

naeHTudmKaTop

16.1.3 TunuuHoe npumeHeHue VLANa

VLAN100

cTaHums

cTaHums

TvnndHaga Tononorua npumeHernus VLANa
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B cooTBeTcTBMM C TPebOOBAHUAMM MNPUNOKEHUIM U 6e30NacCHOCTU CyLLECTBYHOLLYHO
NIOKanbHyt0 ceTb Heobxogmmo pasaenntb Ha Tpu VLAN. Tpu VLAN umetoT naeHtTuduKaTopbl
VLAN2, VLAN10O n VLAN20O. 311 Tpm VLAN oxBaTblBalOT ABa Pa3/IMUYHbIX GU3NYECKUX MECTa
pasmelteHua: naowaakm A v B.

Ha Kaxkaon nnowagKke uMmeeTcs KOMMyTaTop, TPe60OBaHMA K CBA3MU MeXAY NAoWaaKamm
YyA0BNETBOPAIOTCA, ECIM KOMMYTAaTOPbl MOTYT BbINOAHATL 06MeH Tpadmkom VLAN.

O6beKT KoHpurypauum OnucaHue KoOHpUrypaummu
VLAN2 Site A and site B switch port 2 -4.
VLAN100 Site A and site B switch port 5 -7.
VLAN200 Site A and site B switch port 8 -10.
Trunk port Site A and site B switch port 11.

TpaHKoBble NopTbl ¢ 06enx CTOPOH NOAK/OYEHbI K TPAHKOBOMY KaHany ANA nepenayu
mexay yanamm tpadurka VLANa. OcTanbHble yCTPOMCTBA NOAKAOYEHbI K Apyrum nopTam VLANOB.

B maHHom npumepe noptbl 1 u 12 cBob60AHbI M MOryT 6biTb MCNOABL30BAHLI ANA
yNpaBAAOLWMX NOPTOB UK APYTUX LLeNel.

LLlarn KoHOUrypaLmm onmcaHbl HUXKe:

KommyTtatop A:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-vV1anl00) #exit

Switch (config) #vlan 200

Switch (Config-V1an200) #switchport interface ethernet 1/8-10
Switch (Config-vV1an200) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11) #exit

Switch (config) #

Kommyrarop B:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-vV1anl00) #exit

Switch (config) #vlan 200

Switch (Config-V1an200) #switchport interface ethernet 1/8-10
Switch (Config-V1an200) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11) ffexit
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16.1.4 TunnyHoe NnpumeHeHUe rmMbpuaHbIX NOPTOB

UNHTepHeT

TunuyHoe NnpumeHeHne rMdpuaHoro nopra

PC1 nogknioueH K wuHTepdelicy Ethernet 1/7 kommyTtatopa B, PC2 noaknwoueH K
nHTepodeicy Ethernet 1/9 kommyTtatopa B. MopT Ethernet 1/10 KommyTatopa A K nopTy Ethernet
1/10 kommyTaTOpa B.

Tpebyetca, utobbl PC1 1 PC2 He BMAENU Apyr Apyra no coobpaxKeHnam cekpeTHocTu. Ho
PC1 n PC2 pomKHbl MMETb AOCTYN K APYTMM CETEBbIM pPecypcam yepes W3 KommyTaTtopa A.
Mbl MOXKeMm peann3oBaTb 3Ty CXeMy Yepe3 rmbpuaHbIin NopT.

KoHopurypaumns o6BbeKTOB KaK ONMCAHO HUXKe:

Moprt Tun PVID NMponyckaembie VLANBI
Port 1/10 of Switch A Access 10 Mponyckaet naketbl VLANa 10 6e3
METOK.
L 1
Port 1/10 of Switch B i 10 Mponyckaet naketbl VLANoB 7,9, 10 6e3
METOK.
Mn VLANos 7, 10 6
Port 1/7 of Switch B Hybrid 7 POnycKaeT nakeTb! 08 7/, 10 bes
MEeTOK
L 1
Port 1/9 of Switch B Hybrid 9 ;Zion:cr(aeT naketbl VLANoB 9, 10 6e3
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LLlarn KoHOUrypaLmm onmcaHbl HUXKe:

KommyTtaTop A:
Switch (config) #vlan 10
Switch (Config-V1anl0) #switchport interface ethernet 1/10

Kommyratop B:

Switch (config)#vlan 7;9;10

Switch (config)#interface ethernet 1/7

Switch (Config-If-Ethernetl/7) #switchport mode hybrid

Switch (Config-If-Ethernetl/7) #switchport hybrid native vlan 7

Switch (Config-If-Ethernetl/7) #switchport hybrid allowed vlan 7;10 untag
Switch (Config-If-Ethernetl/7) #exit

Switch (Config) #interface Ethernet 1/9

Switch (Config-If-Ethernetl/9) #switchport mode hybrid

Switch (Config-If-Ethernetl/9) #switchport hybrid native vlan 9

Switch (Config-If-Ethernetl/9) #switchport hybrid allowed vlan 9;10 untag
Switch (Config-If-Ethernetl/9) #exit

N~~~ o~~~ o~~~ o~~~ —~

Switch (Config) #interface Ethernet 1/10

Switch (Config-If-Ethernetl/10) #switchport mode hybrid

Switch (Config-If-Ethernetl/10) #switchport hybrid native vlan 10

Switch (Config-If-Ethernetl/10) #switchport hybrid allowed vlan 7;9;10

untag
Switch (Config-If-Ethernetl/10) #exit

16.2 KoHdurypuposaHue TyHHena DotlQ

16.2.1 O6wue cBeaeHuna o TyHHenAx Dotlq

TyHHenb Dotlq, TakKe HasbiBaemblit QinQ (802.1g-in-802.1q), ABnAeTcA paclMpeHnem
npotokona 802.1q. OcHoBHas naesn 3aknto4aeTca B ynakoBke MeTkM KnneHtckoro VLANa (CVLAN
tag) B meTky VLANa cepsuc-npoBaigepa (SPVLAN tag). MNaketr ¢ asyma meTkamu VLANa
nepeaaeTca Yepes MarMcTpasibHyto CeTb MHTEPHET-NpoBaiaepa, Takum obpasom obecneymas
NPOCTOM TYHHENb BTOPOro YPOBHA ANA MOAb30BaTena. ITO NPOCTO U NIETKO ANA YNPaBAeHUs,
NPMMEHUMO TOJIbKO Ha CTATUYMECKUX KOHUrypaumax u cneumanbHO aganTUMpOBaHO AnA
HEeBONbLWNX OPUCHBIX UNU METPO-CETEN, NMCMONb3YIOLWMX KOMMYTATOPbl TPETbEIO YPOBHA KakK
MmaructpanbHoe obopyaoBaHue.

KaK noKasaHO Bblle, MOCNe BKAKYEHMA Ha KAMEHTCKOM nopTy, TyHHenb Dotlq
NpUCBanBaET Kaxkaomy noab3osatesnto naeHtudukatop SPVLAN (SPVID). 3aecb naeHTudmKaTop
nosnb3oBaTensa — 3. Takoi ke SPVID moKeT 6bITb NPUCBOEH TaKMM e NOoNb30BaTeNAM Ha APYrux
PE. Korga naket npuxoaut ¢ CE1 Ha PE1, oH HeceT meTkM VLANoB 200-300 BHYTpEHHEN CeTU
nonb3osaTenda. Korga TyHHenb Dotlq BKAtOYEH, KAMEHTCKUIA nopT Ha PE1 pobaBnaet B naket
aononHutenbHble meTkn VLANOB, y KOTOPbIX MAEHTUOUKATOPOM ABNSAETCA HA3HAYeHHbIN
nonb3osaTento SPVID. NMotom nakeT byaet HanpasaeH Tonbko B VLAN3, KOTOpbIA yXOAUT B CETb
WHTepHeT-NpoBalgepa, u byaetr Hectu ase meTkM VLANOB (BHYTpeHHAAa meTKa gobasineHa,
Korga naket npuwen Ha PE1, n apyraa asnaetca SPVID ), B To BpeMs Kak MHPopmauums o
KnneHTcknx VLAN oTKpbiTa gna nposanaepa cetu. Koraa naket gocturHeT PE2 u nepep
otnpaBKoi Ha CE2 c kKnneHTckoro nopta Ha PE2, BHewHAAa meTKa VLANa yganaetca n naker,
npuweawmn Ha CE2, cTaHOBUTCA MONHOCTbIO UAEHTUYEH NaKeTy, oTnpasaeHHomy ¢ CELl. Ona
nosb3oBaTena poab onepatopa cetu mexay PE1 n PE2 3aKkntoyaeTca B obecneyeHUn KaHana
BTOPOro YpPOBHS.
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Ha knuneHTCcKOM TPaHKOBOM
nopty VLAN200-300

PE1

CEl AcwvjmeTquHoe
- noaKroYeHme K

KnneHntckne

cetnl Ha nopty PE2,

npuHagnexawem VLAN3,
BKNtoYeH pexum QINQ

Ha nopty PE1,
npuHagnexawem VLAN3,

BKIMtoYeH pexum QINQ

CE2

~

AcvmmMeTpryHoe

KnneHtckne
ceTn2

MOAKIIOYEHME K
nopty /Ha KIMEHTCKOM TPaHKOBOM

nopty VLAN200-300

MexceteBoe B3ammogencTeue Ha ocHose Dot1q TyHHens

TexHonorua TyHHena Dotlg no3BonseT MHTEPHeT-CepBUC-NPOBaNAepy NoaAeprKUBATb
MHOXecTBO KaneHTckux VLANoB ¢ nomoubto ogHoro ceoero VLANa. MNposangep u KANEHT MOTyT
KOHUrypuposaTb ceon VLANbI HE3aBUCMMO ApYr OT Apyra.

TexHonorua TyHHensa Dotlq umeeT cnegytolme XxapakTepuCcTUKK:

. MpuMmeHUMa yepes NPOCTYO CTaTUYECKYI0 KOHPUIypaLumio, He HYXKHbl C/IOXKHaA
KOHOUIypauua u MaHunynaumm;
. OnepaTop npucsaunsaeT ogmnH SPVID Kaxkaomy Nonb3oBaTento, YTo yseanymsaeT

KONMYEeCTBO O4HOBPEMEHHO NOAAEPKMBAEMbIX NO/Ib30BaTE/EN; B TO e Bpema NoAb30oBaTenun
MMEIOT NOHYI0 cBob6oAy Npu BbibOpe M ynpasneHnn ngeHtndukatopos VLAN ( nonb3osaTtenb
BblbMpaeT U3 gnanasoHa ot 1 go 4096 );

. KAneHTCKaa ceTb NONHOCTbIO He3aBMcMMa. Koraa nHTepHeT-cepBuc-npoBaiiaep
MOZEPHU3NPYET CBOIO CETb, KINEHTCKME CETU He TPebyIoT nsmeHeHna KoHbUrypauuu;

16.2.2 KoHdurypuposaHue tyHHens Dotlq
1. KoHourypmposaHue ¢pyHKumn TyHHensa Dotlq Ha nopTy;

2. KoHpurypmposaHue Tvna npotokona (TPID) Ha nopTy;

1. KoHpurypuposaHue ¢pyHKUMKU TyHHeNs Dotlq Ha nopTy

KomaHpga OnucaHue

PeXXum KOHPUryprMpoBaHUA NopTa

dotlg-tunnel enable Bxoza/BbIxo4 U3 perkuma TyHHens dotlg-Ha
no dotlg-tunnel enable nopty
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2. KoHdurypmposaHue tvna npotokona (TPID) Ha nopTy

KomaHpga OnucaHue

PexXxum KoHPUrypupoBaHus nopra

dotlg-tunnel tpid | KoHdurypmposaHme Tuna nNpoOTOKOMA Ha
{0x8100|0x9100|0x9200| <1-65535>} MarmcTpanbHOM MopTy.

16.2.3 TunuuHoe npumeHeHue TyHHensa Dotlq

CueHapuii:

MorpaHnyHble y3nbl PE1 n PE2 nHTepHeT-npoBaiaepa nepecoblnatot gaHHble VLANos 200-
300. Mexpgy CE1 n CE2 kKnneHnTckol cetn yepes VLAN3. MopT PE1 nogkntoueH K CEL, nopTt 10
nogknouyeH K nybamyHon cetu, TPID nogkntoueHHoro obopyaoBaHua — 9100; Mopt 1 PE2
nogkntoyeH K CE2, nopT 10 nogKAtoueH K nyb6anyHom ceTu.

O6bekr OnucaHue KoHpUrypaumm
KOH$uUrypauum
VLAN3 Moptl y3nos PE1 n PE2.
dotlg-tunnel MopTtl y3nos PE1 n PE2.
tpid 9100

Mpoueaypa KOHGUrypaLMm onmncaHa HUXKe:

PE1:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1)# exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1) #switchport mode trunk
Switch (Config-Ethernetl/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Config) #

PE2:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1)# exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1) #switchport mode trunk
Switch (Config-Ethernetl/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Config) #
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16.2.4 YcTpaHeHue HeucnpaBHocTen TyHHenA Dotlq

. BkntoveHune TyHHena Dotlg Ha TpaHKOBOM NOPTY AefiaeT MeTKY nakeTa AaHHbIX
HenpeacKasyemon, 4YTO He NoAXoAUT NpuaoXKeHuAm. [losTomy He peKomeHagyeTca
ncnonb3osatb TyHHenb Dotlg Ha TpaHKOBOM MOPTY.

. Mcnonb3oBaHue TyHHena coBmectHo ¢ STP/MSTP He noaaepuBaeTcs

. Ucnonb3osaHue TyHHena coemectHo ¢ PVLAN He nogaepmsaeTca.

16.3 KoHdurypuposaHue Selective QinQ

16.3.1 Obwue cBepgeHu o Selective QinQ

Selective QinQ pacwupenre dyHKUMKM TyHHennpoBaHua dotlq . OH TerMpyeT nakeTbl
(OHM nonyyatoca No ogHOMYy MOPTY) C PA3/MYHBIMK BHelwHMmM Teramu VLAN Ha ocHoBe
Pa3/IMYHbIX BHYTPEHHMX TErOB B COOTBETCTBUM C TpebOBaHMAMM NONb30BaTE A, NO3ITOMY NAKeTbI
Pa3/IMYHOTrO TMUMA OTHOCATCA K Pa3inyHbiM VLAN Ha OCHOBE pa3niMyHbIX NyTen nepesayn.

16.3.2 KoHdurypauusa Selective QinQ

1. Hactpoiika rnobanbHO WAM Ha MopTax CBA3M BHYTPEHHEro W BHELUHEro
TErMpoBaHuA.

2. HacTpoiika selective QinQ Ha nopTe

1. Hactpoika rnobasbHO WMAM Ha NOPTax CBA3M BHYTPEHHErO W BHELIHEro
TErmpoBaHus.

KomaHpga OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHUA AN KOHGUIYPUMPOBAHUA NOPTa

dotlqg-tunnel selective s-vlan <s-vid> c-vlan <c-
vid-list>

no dotlqg-tunnel selective s-vlan <s-vid> c-vlan
<c-vid-list>

BktoyeHne/oTKNOUEeHWE 106anbHO WK
Ha NOPTax CBA3M BHYTPEHHErO N BHELUHEro
TernposaHua ana selective QinQ.

2. HacTpoiika selective QinQ Ha nopTe

KomaHpa OnucaHue

PexXxum KoHPUrypuposaHua nopra

dotlg-tunnel selective enable BkntoueHune/oTknoueHue selective QinQ Ha
no dotlg-tunnel selective enable nopre.
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16.3.3 TununuHoe npumeHeHue Selective QinQ

Eth 1/1

>

Switch B

VLAN 1000/2000
Eth 1/9

Eth 1§h 12

MpumeHeHwne Selective QinQ

VLAN 100-200

AN

1. Ethernet1/1 kommyTaTopa A npeaocTaBaseT AOCTYN K ceTu 0bLLero nonb3oBaHua Ans
nonb3osaTtenein PC u Ethernetl/2 kommyTtatopa A npeaoctasnseT AOCTyn K cetu obuiero
nonb3oBaHWs AnsA nonb3osaTtesien ¢ IP TenedpoHom, nonb3osatenm PC npuHagnexat k VLAN 100-
VLAN 200, n nonb3osatenu c TenedboHamu IP npuHaanexat kK VLAN 201-VLAN 300. Ethernet 1/9
KOMMyTaTopa A coegMHeHa C CETbIO 0OLLEro No/ib30BaHUS.

2. Ethernetl/1 un Ethernetl/2 kommyTtatopa B npepocrtasnseT ceteBoi AoCTyn ANA
nonb3osaeneit PC, npuHagnexawmx VLAN 100- VLAN 200 u nonb3oBateneit ¢ IP tenedoHamm,
npuHagnexkawmx VLAN 201-VLAN 300 cootsetctBeHHo. Ethernet 1/9 coeamHeHa c ceTblo
obuwero nosb3oBaHMA.

3. CeTb 06LWiero Nonb30BaHMSA pa3peLlaeT nepecbinatb naketbl 8 VLAN 1000 1 VLAN 2000.

4. BKkntoueH selective QinQ Ha noptax Ethernet1/1 u Ethernetl/2 Ha KommyTaTopax A 1
B cooTtBeTcTBeHHO. MaKeTbl VLAN 100- VLAN 200 otmeyeHbl Terom VLAN 1000 Kak BbIxoAALLNA
Ter VLAN Ha Ethernetl/1, n naketsl VLAN 201- VLAN 300 oTmeuveHbl Terom VLAN 2000 Kak
BbixogAawmii ter VLAN Ha Ethernet1/2.
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KoHdurypuposaHue:

# Co3spaHue VLAN 1000 and VLAN 2000 on SwitchA.
switch (config)#vlan 1000;2000

# Hacpoiika Ethernetl/1 Kak rubpuaHoro noprta u HacTpolika yaaneHusa Tera VLAN npu

nepecbinike naketos 8 VLAN 1000.
switch (config-if-ethernetl/1) #switchport hybrid allowed vlan 1000 untag

# HacTtpoika npasun otobpaskeHua ansa selective QinQ Ha Ehernetl/1 ana nomeleHuns
Tera VLAN 1000 Kak Bbixogauwero tera VLAN B naketbl ¢ Teramu VLAN 100-VLAN 200.

switch (config-if-ethernetl/1)#dotlg-tunnel selective s-vlan 1000 c-vlan
100-200

# BkatoyeHue selective QinQ Ha Ethernetl1/1.
switch (config-if-ethernetl/1l)#dotlg-tunnel selective enable

# HacTpolika Ethernet 1/2 Kak rubpugHoro nopTa U HacTpoika yaaneHumsa tera VLAN npwu

nepecbisike naketos 8 VLAN 2000.
switch (config-if-ethernetl/2) #switchport mode hybrid
switch (config-if-ethernetl/2) #switchport hybrid allowed vlan 2000 untag

# HacTtpoika npaBun otobpaskeHuma gnsa selective QinQ Ha Ehernetl/2 ana nomeleHus

Tera VLAN 2000 Kak Bbixogauwero Tera VLAN B nakeTbl ¢ Teramn VLAN 201- VLAN 300.

switch (config-if-ethernetl/2) #dotlg-tunnel selective s-vlan 2000 c-vlan
201-300

# BrumoueHyne selective QinQ Ha Ethernet 1/2.

switch (config-if-ethernetl/2)#dotlg-tunnel selective enable

# HacTtpoitka nopta Ethernet 1/9 Kak rubpuaHoOro nopra U HacTPOMKa COXpaHeHUA Tera

VLAN npu nepecobinke naketos 8 VLAN 1000 n VLAN 2000.

switch (config-if-ethernetl/2)#interface ethernet 1/9

switch (config-if-ethernetl/9) #switchport mode hybrid

switch (config-if-ethernetl/9) #switchport hybrid allowed wvlan 1000;2000
tag

Mocne nposeaeHus KoHdurypaumm, naketbl VLAN 100-VLAN 200 ot Ethernetl/1
aBTOMaTMyeckn otmedatorca terom ¢ VLAN 1000 kak sbixogawmm terom VLAN, n naketbl VLAN
201- VLAN 300 ot Ethernet1/2 aBTomaTnyeckm otmedatorca Terom ¢ VLAN 2000 Kak BbIXOAALLMM
Terom VLAN Ha SwitchA.

Hactpoinkn Ha Switch B aHanoruuyHel HacTpoilkam Ha Switch A, KoHdurypauua

cneayowas:
switch (config) #vlan 1000;2000
switch (config)#interface ethernet 1/1
switch (config-if-ethernetl/1) #switchport mode hybrid
switch (config-if-ethernetl/1) #switchport hybrid allowed vlan 1000 untag
switch (config-if-ethernetl/1)#dotlg-tunnel selective s-vlan 1000 c-vlan
100-200
switch
switch
switch
switch
201-300

config-if-ethernetl/1
config-if-ethernetl/1
config-if-ethernetl/2
config-if-ethernetl/2

#dotlg-tunnel selective enable

#interface ethernet 1/2

#switchport hybrid allowed vlan 2000 untag
#dotlg-tunnel selective s-vlan 2000 c-vlan

~ e~~~
—_ — — ~—
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switch (config-if-ethernetl/2) #dotlg-tunnel selective enable
switch (config-if-ethernetl/9) #switchport mode hybrid
switch (config-if-ethernetl/9) #switchport hybrid allowed wvlan 1000;2000

tag

16.3.4 YcTpaHeHue HeucnpasHocten Selective QinQ

° ®dyHKunm Selective QinQ u dotlg-tunnel He moryT 6bITb OAHOBPEMEHHO
HaCTpOEeHbI Ha nopTe.

. TonbKo cBA3b rN06anbHOro 0TO6pPaXKeHMA UK CBA3b OTOBPAXKEHMA NOPTA MOXKHO

HacTpouTb ana selective QinQ.

16.4 Hacrpoiika TpaHcnauun VLANoB

16.4.1 O6bwume cBegeHunn o TpaHcaauum VLANos

TpaHcnauma VLANoB, Kak cneayeT M3 Ha3BaHWA, TPAHC/AMPYET OPUTMHANbHbIN
naeHtuoumkatop VLANaA B HOBbIM B COOTBETCTBUM C TpeboBaHMAMKW NoONb3oBaTENA UAW ANA
obMeHa AaHHbIMK MeXKay pa3nndHbiMmu VLANamu. TpaHCAAUMA MOXKET NPUMEHATLCA KaK AnA
BXOAALLEN, TaK U ucxogaulen nHpopmaumn. laHHoe obopyaoBaHue NoAAEPKUBAET U3MEHEHME
naeHtTnoumkatopa VLANa TONbKO Ha BXoge.

MpumeHeHne 1 KoHoUrypuposaHue TpaHcaaummn VLANoB nogpobHo obbacHAeTcA aanee.

16.4.2 KoHdurypuposaHue tpaHcnauum VLANa

1. KoHdurypuposaHue ¢yHkumm TpaHcaaumm VLANa Ha noprty;

2. KoHdurypuposaHme cootBeTcTBMIN TpaHcaauum VLANa Ha nopry;
3. MNpocmoTp KoHUrypaumm cooTseTcTBui TpaHcaaumm VLANa;

1. KoHourypmposaHue oyHkumm TpaHcnaumm VLANa Ha nopty

KomaHpaa OnucaHue

PexXxum KoHpUrypupoBaHus nopra

vlan-translation enable

. BkatovaeT nnum BbIKAOYAET pexkum TpaHcaaumm VLAN
no vlan-translation enable

2. KoHdurypmupoaHue cootBeTcTBMiM TpaHcaauum VLANa Ha nopTy

KomaHpaa OnucaHue

PexXxum KoHpUrypupoBaHus nopra

vlan-translation <old-vlan-id> to
<new-vlan-id> in
no vlan-translation old-vlan-id in

[ob6aBneHne/yaaneHne CcoOOTBETCTBUI TPaHCAALMUM
VLANoOB.
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3. MNpocmoTp KOHOUrypaumm cooTeeTcTBUI TpaHcaaumm VLANa

KomaHpa OnucaHue
Pexxum agmuHucTpatopa
. MpocmoT CKOHOUTYPUPOBAHHbIX  COOTBETCTBUI
show vlan-translation P P LR
TpaHcnaummn VLANoB

16.4.3 Tunosoe npumeHeHue TpaHcnaumum VLANos

CueHapuii:

MorpaHnyHble y3abl PE1 n PE2 nHTepHeT-npoBaiaepa noagepxmeatot VLAN gaHHbix 20
mexay CE1 n CE2 13 knmeHTtcKom cetn yepes VLAN 3. MNopt 1 PE1 MogkntoueH K CE1, nopt 10
nogKAto4eH K nybanyHom cetu, nopt 1 PE2 nogkntodeH K CE2, nopT 10 noaKkAtoYEH K Nyb6ANYHOM
cetu.

Ha knneHTcKoM TpaHKOBOM
nopty VLAN200-300

CEl PE1

TpaHkoBoe
coeanHeHne
Kme Ha BxogHoM nopTy npovcxoauT
cetul TpaHcnauma VLAN20 B VLANS3 ,
BbIxogHas TpaHcnsauus VLANS B

Ha BxopgHom nopTy npovcxoauT VLANZ20 ocyulectensaetcs Ha PE

TpaHcnauma VLAN20 B VLAN3 ,
BbIxogHas TpaHcnsauus VLAN3 B
VLANZ20 ocyuiectensetcs Ha PE CE2
KOBoe \/
coenmHeHme KnueHTckne
/ cetn2

Ha knneHTcKOM TpaHKOBOM
nopty VLAN20

Tononorus cetu ¢ TpaHcnaumen VLANoB

O61beKT KoHpUrypauumu OnucaHue KOHUrypauum
VLAN-translation MopT 1 y3nos PE1 n PE2.
Trunk port Moptbl 1 1 10 y3nos PE1 n PE2.
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Mpouenypa KOHPUIYPMPOBAHMA YKa3aHa HUMKE:

PE1, PE2:

switch (Config)#interface ethernet 1/1

switch (Config-Ethernetl/1) #switchport mode trunk

switch (Config-Ethernetl/1l)# vlan-translation enable
switch (Config-Ethernetl/1)# vlan-translation 20 to 3 in
switch (Config-Ethernetl/1)# vlan-translation 3 to 20 out
switch (Config-Ethernetl/1)# exit

switch (Config)#interface ethernet 1/1

switch (Config-Ethernetl/1l) #switchport mode trunk

switch (Config-Ethernetl/1) #exit

switch (Config) #

16.4.4 YcTpaHeHue HeucnpasHocTen TpaHcnaumumn VLANoB
O6bI4HO TpaHcnsauma VLAN npumeHseTca Ha TPaHKOBbIX MOPTaXx.
MpuoputeTbl mexay TpaHcnaumein VLANoB u Bxogsawein ¢unbtpaumen VLANos

pacnpeaenatoTca Tak: TpaHcnauma VLANoB Bbiwe Bxogawen ¢munbTpaumm VLANoB

16.5 KoHdurypaumua Multi-to-One VLAN TpaHcasuumm
16.5.1 BeegeHue B Multi-to-One VLAN TpaHcaauuio
TpaHcnaums Multi-to-One VLAN — aTo TpaHcaauma ncxogHoro VLAN ID 8 Hosom VLAN ID

B COOTBETCTBMM C TpeboBaHMAMM NONb30BaTeNel Ha BocxogAawmn TpadduK n Bo3BpalLeHUe
ncxogHoro VLAN ID Ha HucxogAawmin Tpadduk.

MpumeHeHne n KoHPurypauma Multi-to-One VLAN nepegaum 6yayT noapobHO onuncaHbl

B 3TOM pasgene.

16.5.2 Hacrtpoiika nepegaum Multi-to-One VLAN
1. Hactpoika Multi-to-One VLAN nepeaauym Ha nopTe
2. MpocmoTp HacTpoek un Multi-to-One VLAN nepeaau
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1. Hactpoinka Multi-to-One VLAN nepegaym Ha nopTe
KomaHpa OnucaHue

PexXxum KoHPUrypupoBaHus nopra

vlan-translation n-to-1 <WORD> to
<new-vlan-id>
no vlan-translation n-to-1 <WORD>

BkntoueHne/oTknoueHWe TpaHcaaumm Multi-to-One
VLAN

2. MpocmoTp HacTpoek Multi-to-One VLAN nepegaum

KomaHpa OnucaHue

Pexxum agMuHucTpaTopa

MOKa3blBaeT CBA3aHHble HACTPOMKM TPaHCAALMM

h lan-t lati -to-1
show vlan-translation n-to Multi-to-One VLAN

16.5.3 TunnuHoe npumeHeHue TpaHcaauum Multi-to-One VLAN

CueHapuit:

Monbsosatenn A, B n C npuHaggnexxat VLAN 1, 2 n 3 cootBeTcTBeHHO. Ha Bxoasalwem
ceTeBOM ypoBHe, TpaddUK AaHHbIX nosb3oBatenen A, B n C byaet nepesegeH B VLAN100 Ha
Ethernetl/1 co ctopoHbl Switch 1. O6bpaTHo TpadduK AaHHbIX nonb3osatenei A, B n C byaet
nepesegeH B VLAN 1, 2 u 3 Ha Ethernetl/1 co ctopoHbl Switch 1loT ceTteBOoro ypoBHS
COOTBETCTBEHHO. TaKMM e 06pa3om peannsyeTca aHaIOrMYHBI NepeBoa TpaHcaaumMm multi-to-
one mexay nonb3osBatenamu D, E u F Ha Ethernet1/1 u Switch 2.

dnemeHT KOHpUrypaummu OnucaHue
VLAN Switchl, Switch2
Trunk Port HVIFXOp,FILLI,VIVI. nopt 1/1 n sBocxoaawmin nopt 1/5 Ha
Switch1 un Switch 2
Multi-to-One VLAN-TpaHcnauma Hucxoaawmin nopt 1/1 Ha Switchl n Switch2

Mpoueaypa HaCTPOMKM:

Switchl, Switch2:

switch (Config)# vlan 1-3;100

switch (Config-Ethernetl/1) #switchport mode trunk

switch (Config-Ethernetl/1)# vlan-translation n-to-1 1-3 to 100
switch (Config)#interface ethernet 1/5

switch (Config-Ethernetl/5) #switchport mode trunk

switch (Config-Ethernetl/5) #exit
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User D,E,F
VID=101

User A,B,C
VID=100

UserA UserB UserC UserD UserE UserF
TunnyHoe npumeHeHune TpaHcnaunm VLAN

16.5.4 YcrpaHeHue HeucnpasHocte Multi-to-One VLAN TpaHcasuum

° Henb3a ogHoBpemMeHHO Ucnonb3oBaTb ¢ Dotlg-tunnel

° Henb3a ogHoBpemeHHO ucnosb3oBaTb ¢ VLAN-translation

° MAC-agpem He AOMKEH CyLWecTBOBaTb B OPUTMHANAbHOM M TPAHC/JMPOBAHHOM
VLAN.

° Yb6egutecb, UTO annapaTHbIA YMN MOXKET NOAAEP!KUBATb HOPMabHY paboTy
K/INEHTOB.

. MpesbliweHne npeaena obyyeHna MAC-agpecam MoXKeT nosamaTb Ha Multi-to-
One VLAN TpaHchauuto

° Multi-to-One VLAN TpaHcaaums goakHa bbiTb BKAoYeHa nocne MAC obyyeHus.

16.6 KoHdurypuposaHue guHamunuyeckux VLAN

16.6.1 Obwue cBegeHunn

OnHammyeckmm VLAN HasbiBaeTca Tak B npotmBoBec cratudeckomy VLANy
(Ha3biBaemomy nopTtom, npunucaHHbiMm K VLANy). AnHamuueckuin VLAN, noaaepxmBaembin
KOmMMmyTaTopom, BKAto4YaeT B ceba VLAN Ha MAC-agpecax, VLAN noaceteit U NnpOTOKO/IbHbIN
VLAN. NMoapobHoe onncaHune ganee:

VLAN, 6asupytowminca Ha MAC agpecax npeactaBnsdetr coboill TexHOMOru, Koraa
Kaxabin xocT ¢ onpegeneHHbim MAC agpecom cooTteeTcTByeT onpegeneHHomy VLANy. 310
NO3BO/IAET NO/b30BATEND CETU COXPaHUTb cBOe uYneHcTBo B VLANe npu nepemeweHun mns
04HOro MmecTta B Apyroe. Kak mbl BUAMM, FMABHOE NPEMMYLLECTBO 3TOrO0 MeToAa B TOM, YTO HET
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HeobxoammoctTn nepekoHdurypupoatb VLAN, Koraa nosnb3oBaTeNb MeHAeT CcBoe
MECTOPACNO/IONKEHME, @ MMEHHO MNEPEKNOYAETCA C OAHOrO0 KOMMYTATOpa Ha Apyron. 370
cneactene Toro, yto VLAN 6asupyerca Ha MAC agpece nonb3oBaTena, a He Ha MopTy
KOMMYyTaToOpa.

VLAN, 6a3supyrowmiica Ha IP noaceTtax npencraBnsetr cobor TEXHONOMMUIO, rae MeTKa
VLAN Ha3HauyaeTcs B cOOTBeTCTBMM C IP agpecom MCTOYHMKA M €ro MacKoM MNOACETMU.
MpenmyLLecTBO 3TOro MeToAa TO e, YTO U Yy Nnpeablayliero, noab3oBaTento He TpebyeTtca
N3MEHATb KOHPUTYPALMIO NPU U3MEHEHUN MECTOHAXOXKAEHMA.

MeTton VLANa Ha 6a3e nNpoOTOKO/IOB CETEBOr0 YPOBHA Ha3HayaeT pPas3/INyHbIM
NPOTOKONam pas/sinyHble Homepa VLANOB. 370 o4yeHb yaobHO 4na Tex CeTeBbIX
aAMUHUCTPATOPOB, KOTOPble XOTAT YMNopAA0YMBaTb MO/IL30OBATE/IEN MO MPUNOKEHUAM W
cepsucam. bonee TOro, nonb3oBatenn moryt cBoboagHO nepemewaTbCcs N0  CETH,
3aperncTpMpoBaBLLINCE B HEN O4MH pas. [peMmyL,ecTBoM AaHHOTO MeToAa ABAAETCA TO, YTO OH
No3BONIAET MO/Ib30BATENSAM MEHATb CBOE MECTOMNO/IoXKeHUe 6e3 M3ameHeHMA KOHUrypaumm
VLANoB, a 10, 4to VLANbBI pasnmyatoTcA No TNy MPOTOKONOB — OYEHb BA*KHO 4/1A CETEBOro
agMuUHUCTpaTopa. K Tomy e, AaHHbIM MmeTon He TpebyeT aobaBneHus MeTKM dperima ana
naeHtTnoumkaumm VLANa, 4to cCHUXKaeT obwmin Tpadumk B ceTu.

3ameyaHue: MopTbl, KOTOpPble HEOBXOANMMO NpUNUcaTb K AnHammyeckmum VLAN A0/IKHbI
6bITb CKOHPUIYPMPOBaAHbI KaK rMbpuaHble.

16.6.2 KoHdurypuposaHme guHamumnuyeckux VLAN

1. KoHdurypuposaHue pyHkumn VLANa no MAC agpecam Ha nopTy;

2. Hactpomka VLAN kak MAC VLAN;

3. KoHdurypupoaHue cootsetctema mexgy MAC agpecamu u VLANamu;
4. KoHpUrypmpoBaHMe COOTBETCTBUA MeX Ay NpoTokonamm n VLANamu;

1. KoHourypuposaHue ¢yHkummn VLANa no MAC agpecam Ha nopty

KomaHpga OnucaHue

PexXxum KoHpUrypupoBaHus nopra

switchport mac-vlan enable BktoyeHune/BbikAoYeHMe dyHKUMKM VLANa
no switchport mac-vlan enable no MAC agpecam Ha nopTy

2. Hactpomka VLAN kak MAC VLAN

KomaHpga OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

KoHourypauma onpeageneHHoro VLANa Kak

mac-vlan vlan <vian-id> MAC VLAN; KomaHga «no  mac-
no mac-vlan vlan»ynanser Hactpoliku MAC VLANa Ha
naHHom VLANe.
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3. KoHdurypupoaHue cootsetctema mexgy MAC agpecamu u VLANamu

KomaHpga OnucaHue

Pexxum rnob6anbHoOro KoHpUrypuposaHus

HobasneHune/ypaneHve COOTBETCTBUM
mac-vlan mac <mac-addrss> vlan <vlan-id> | mexxgy MAC agpecamu u VLANamu, a
priority <priority-id> WMEHHO = 3anuncb/UcKaYeHne
no mac-vlan {mac <mac-addrss>|all} onpeneneHHoro MAC agpeca n3

onpeaeneHHoro VLANa

4. KoHpUrypmpoBaHMe COOTBETCTBUA MeXAY NpoTokoaamm n VLANamu

KomaHpga OnucaHue

Pexxum rnobanbHoOro KoHGUrypuposaHus

[NobasneHne/yaaneHune COOTBETCTBUI
protocol-vlan etype <etype-id> vlan <vlan-id> | mexxgy npotokonamm wu VLANamu, a
no protocol-vlan {etype <etype-id> vlan <vlan-  umeHHo - BXOMKAEHUEe/UCKNoYeHne
id>|all} onpeaeneHHoro NpPOTOKoNa B/n3

onpeaeneHHoro VLANa.

16.6.3 TunoBoe npumeHeHne guHamuueckoro VLANa

CueHapuit:

B odpucHom cetn otgen A npuHagnexkmnt kK VLAN100. HecKonbKo COTpyAHMKOB OTAeNa
4acTo BbIHYXAEHbl NepemelLaTbCa BHYTPM odUCHON ceTu. TaK Ke Tpebyetca obecneumBatb
[OCTYN Apyrux coTpygHukos otaena K VLAN100. Jonyctum, 4to ogmH us cotpyaHmkos — M. MAC
agpec ero komnbtotepa —00-03-0f-11-22-33, Korga M nepekntodaetca 8 VLAN200 namn VLAN300,
nopT, K KOTOpomy nogknatoydaetca M, KoHPurypupyetca Kak rubpuaHbii M noaKnovaeTca K
VLAN100 B pexknme «6e3 meToK». B aTom cnyyae gaHHble VLAN100 6yayT nepeaaBatbca Ha NoprT,
K KOTOopoMy noakntoveH M, n obecneumsatb TpeboBaHuma ceasHocTn B8 VLAN10O.

O6beKT KoHpurypauum OnucaHue KOHUrypaumm

MAC-based VLAN Ob6wan KoHpUrypauma kommyTtaTtopos A,B,C.

Mpumep KoHUrypauum:
Switch A, Switch B, Switch C:

switch (Config) #mac-vlan mac 00-03-0f-11-22-33 vlan 100 priority O
switch (Config) #exit
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SwitchA SwitchB SwitchC

VLAN100

VLAN200 /‘E
]
\

VLAN300

Tunosasi Tononorus npuMmeHeHnsa guHammudeckoro VLANa

16.6.4 YcrpaHeHue HeucnpaBHocTel guHamuueckoro VLANa

Ha KommyTaTopax cO CKOHUrypupoBaHHbIM AnHamuyeckum VLANoMm, Korga K Hum
NOAKNOYEHO HECKO/IbKO YCTPOWMCTB (Hanpumep, ABa KOMMbkoTepa), ObiBaeT, 4YTO nepsas
NOMbITKA COEAUHEHNA MEXKAY HUMM He nony4daeTcA. PelwleHne B 4aHHOM CAy4Yae TaKoe — HAZo
0aTb BO3MOXKHOCTb 06OMM yCTpOMCTBAaM YCMELWHO NOCAaTb KakuMe-nMbo nakeTbl B CETb
(Hanpumep ICMP, KomaHAoM ping), 3TO NO3BOAUT KOMMYyTaTOpy 3anomMHuTb Mx MAC agpeca, u
TOrga oHW cmoryT cBo6oaHO CBA3bIBATLCA Yepes AnHamuyeckmin VLAN.

P - —

-7 Dynamic VLAN ~a

N
1927168.1.100/2  192.168.1:200/2

=

—_— i

YcTpaHeHue HencnpasHocTen anHamudeckoro VLANa
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MpuoputeTbl guHamuyeckoro VLANa un BxogHoro ¢unbtpa VLANoB ana obpaboTku
nakeToB cnegytowme: npuoputet AnHammyeckoro VLANa Bbiwe, yem y Bxogauero ¢uabtpa.

16.7 KoHdurypuposaHme GVRP

16.7.1 O6wan nHpopmaumsa o GVRP

MpoTtokon GARP (Generic Attribute Registration Protocol), ucnonbsyetcs ana

ANHAMUWYECKOro pacnpefieneHuns, pacnpocTpaHeHUa U peructpaunm aTpmbytos
MHbOpPMaLMK MeXay KOMMYTaTOPaMM-4Y1eHaMN B CETU KOMMYTaLMUW.

ATpnbytom moxket 6biTb MHGopmauma VLAN, rpynnosoii MAC-agpec M TaK Aanee.
OueBuaHO, 4yTo npoTokon GARP moxKeT TpaHCnopTUpOBaTb MHOMKECTBO aTpubyTtoB Ha
KOMMYTaTOp, Ha KOTOpbI UX Heobxoanmo nepeaatb (populate). Ha ocHoBe GARP onpeaeneHbl
pPa3/IMyHble NPUIOXKEHUA (Ha3blBaeMble MNPUNONKEHUAMU-06bEKTamn GARP),00HMM U3 HUX
asnaetca GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — 3To npunoskeHue, ncnonbayouiee
ana pabotbl mexaHM3am GARP. OHo oTBeyvaeT 3a obcanynBaHMe MHGOpPMaLMM AMHAMUYECKOM
pernctpauum VLAN n nepepgayy pernctpaumoHHOW MHPOpMauMM Ha ApyrMe KOMMYTATopbl.
KommyTtatopbl, nogaepxusatowme GVRP moryT npuHUmMaTb MHGOPMaLMIO AMHAMWYECKOM
pernctpauum VLAN OT ApyrMx KOMMYTaTOpoB W OOHOBAATb JIOKaNbHYHO WHGOPMaLMIO
peructpaumm VLAN B COOTBETCTBUM C NMPUHATON.

KommyTtaTtop, Ha KOTOpOm BKAYeH npoTtokon GVRP moxeT nepeaasBaTb CBOHO
CcobCTBEHHYIO

nHoopmaumto pernctpaunn VLAN Ha gpyrme KommyTtatopbl. MNpuHATas MHPopmaums
COAEPKMUT JIOKANIbHYIO CTATMYECKyld MHPOPMaLMIO, 33a[aHHYI BPYYHYHO W AMHAMUYECKYHO
MHPOPMaLMIO, NONYYEHHYIO 0ByYeHNEM OT APYrMx KOMMyTaTopoB. [lo3ToMy, 3a cYeT nepeaayun
nHoopmaumm pernctpauum VLAN, coctosTenbHaa wuHPopmauma VLAN moxeT ObiTb
pacnpocTpaHeHa Ha BCe KOMMYTaTopbl C BKAKOYEHHbIM GVRP.

Device C

/«*
—

VLAN 100-1000 VLAN 100-1000
Device A Device B Device F Device G

Device E
TunnyHas cxema npuMeHeHnq
KommyTatopbl A 1 G He coeauHeHbl mexay coboin Ha ceTu BToporo yposHa; B,C,D,E,F

NPOMEKYTOUYHbIE KOMMYTaTOpbl, MNOAKAOYeHHble K A M G. Ha KommyTtatopax A mn G
ckoHpurypmposanm VLAN100-1000 BpydHyto, Torga Kak Ha B,C,D,E,F ux Het. Korpa GVRP
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BbIKAtOYEH, A U G HE MOTYT HU C KeM COeAUHUTLCA, NOCKOJ/IbKY NPOMEXKYTOUHbIE Y3/bl HE UMeroT
cooteeTcTBytowmx VLANoB. OgHako nocne BKkawodeHna GVRP Ha Bcex y3nax, ero mexaHusm
nepegayun atpmdbytoB VLAN no3BonAeT NPOMEXKYTOYHbIM y3nam peructpupoBaTb VLANGI
AnHamuyecku, u VLAN B VLAN100-1000 y3noB A u G MOryT coeguHATLCA € NtobbiM Apyrum. Bece
VLANbI, AMHaMWYeCcKM  3aperucTpuMpoBaHHble  Ha  MPOMENKYTOYHbIX  y3nax, byayt
pa3perucTpupoBaHbl, Koraa Ha y3nax A u G BpyyHyto yaanatca VLAN100-1000. Takum obpasom
oauHakosble VLANbI AByX HecocegHWX Y3/10B MOTMyT COeAMHATbCA MOCPeACcTBOM MPOTOKOAA
GVRP BmecTO py4yHON KOHUrypauum BCeX NMPOMENKYTOYHbIX Y310B ANA MONYYEHUA MPOCTON
KOHUrypaumum VLANOB.

16.7.2 Hactpoika GVRP

1. KoHdurypumposaHue Tanmepa GARP;

2. BKntoyeHune/BbikaoveHne dpyHKummn GVRP Ha nopTy;
3. BkntoueHne pyHKkumMm GVRP B KOmMyTaTOpE;

1. KoHdurypauma taimepa GARP

KomaHpa OnucaHue

Pexxum rnobanbHOro KOHGUrypuposaHus

garp timer join <200-500>

garp timer leave <500-1200> K°:¢HV(';\|'*F;‘;P°CB}13:H“H€MH ) Bbl;zm;\epiz
garp timer leaveall <5000-60000> épA RpP ’ Aa A

no garp timer (join | leave | leaveAll)

2. BKnioyeHune/BbiknodeHne ¢pyHKumMmn GVRP Ha nopTy

Komanpa OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

gvrp BkAtoyeHune/BbikAOYEHME  DYHKLMM
no gvrp GVRP Ha nopry.

3. BkntoyeHune pyHKumm GVRP B KommyTaTope

KomaHpga OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

gvrp BkioyeHne/BbikAOYEHME  DYHKLMM
no gvrp GVRP B KommyTaTope.
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16.7.3 Mpumepsbl npumeHeHna GVRP
CueHapui 1:

TununyHas Tononorua npumeHexnns GVRP

Ona nonyvyeHns nHpopmaumm auHammyeckon permctpaummn VLAN 1 ee o6HOBAEHMA Ha
KOMMYTaTOpax A0NXKEH ObiTb CKOHPUTYpUpoBaH Nnpotokoa GVRP.

CKOHOUIYpMpOBaHHbIA Ha KommyTtaTtopax A, B u C npotokon GVRP , nossonset
AWHamnyeckn ckoHourypmposaTb VLAN 100 Ha KommyTaTope B n aBym paboumm cTaHUMAM,
noakntodeHHbIm K VLAN 100 Ha kommyTaTopax A 1 C cBA3aTbca MmexKay cobon 6e3 cTaTuyeckoro
KoHourypuposaHma VLAN 100 Ha KommyTaTope B.

O6beKT HaCTPOUKMU OnucaHue 06bEKTa HaCTPOUKMU

VLAN100 MopTbl 2-6 Ha KommyTaTopax A n C.

MopTbl 11 Ha KommyTaTtopax A n C, nopTel 10, 11 Ha

Trunk port
KommyTaTope B.

GVRP B pexume rnobanbHoro

B, C.
KOHOUrypUpoBaHus KommyTtaTopsi A, B, C

GVRP B pexume KoHpurypupoBaHua | [optbl 11 kommyTtatopos A u C, noptbl 10, 11
nopTos KommyTaTopa B.
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Mogkntoumm ase paboume ctaHumm K noptam VLAN 100 Ha KommyTtatopax A u C,
nogknumm nopt 11 Ha KommyTtatope A K nopTy 10 Ha KommyTtatope B m nopt 11 Ha
KommyTaTope B K nopTy 11 Ha KommyTaTope C.

LLlaru KoHdUrypaumm onncaHbl HUXe:

KommyTtaTop A:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/2-6
Switch (Config-V1anl00) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

KommyTtarop B:

Switch (config) #gvrp

Switch (config) #interface ethernet 1/10

Switch (Config-If-Ethernetl/10) #switchport mode trunk
Switch (Config-If-Ethernetl/10)# gvrp

Switch (Config-If-Ethernetl/10) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #fexit

Kommyratop C:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-vV1anl00) #switchport interface ethernet 1/2-6
Switch (Config-vV1anl00) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

16.7.4 YctpaHeHue HeucnpasHocten GVRP

CyeTtumk GARP, ycTaHOBNEHHbIM Ha TPAHKOBbIX NOPTax Ha 060MX KOHLLAX MarMcTpasibHOM
JNIMHUKM foMKeH BbiTb 0AMHAKOBbLIM, B NPOTUBHOM cy4vae GVRP He cmokeT paboTaTb HOpManbHO.
PekomeHayeTca nsberatb oHOBPEMEHHOW paboTbl NnpoTokonos GVRP n RSTP Ha y3ne. Ecau
TpebyeTca BKAWOYUTL NpoToKon GVRP, HeobxoaMmo cHayana BblIKAOUYMTL GYyHKUMIO RSTP Ha
nopTax.
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17 HACTPOWKA TAB/IULbI MAC AAPECOB

17.1 O6wue cBegeHuna o Tabauue MAC agpecos

Tabnnua MAC-agpecoB — 370 Tabnuua cootseTcTBuit MAC-aapecoB YCTPOMCTB
Ha3HayeHMA noptam KommyTtaTopa. MAC agpeca AeNnATca Ha CTaTMYecKMe U AMHaMU4YecKue.
Cratnueckme MAC agpeca Bpy4YHyHO CKOHOUIypMpoOBaHbI NONb30BaTENEM, UMEIOT HaUBbICLLNM
NPUOPUTET U LENCTBYIOT NOCTOAHHO (OHM He MOryT ObiTb 3amelleHbl AMHamuyeckum MAC
agpecamu). [JMHamuMyeckne agpeca 3anOMMHAIOTCA KOMMYTAaTOPOM Mpu nepegaye MakeTos
OAHHbIX, U OHM AEMCTBYIOT OrpaHMYeHHoe Bpema. Korga KommyTtatop noay4vaet dppenm gaHHbIX
ONA nepecbinkun, oH coxpaHaeT MAC aapec UCTOYHUKA dperima 1 COOTBETCTBYIOWMI eMy NOpT
Ha3HayeHuA. Koraa Tabamua MAC agpecos onpalumBaeTca Ha npegmeT MAC agpeca npueMHUKa,
NPW HAXOXAEHMM HYXKHOTO agpeca, NakeT AaHHbIX OTNPABAAETCA Ha COOTBETCTBYOLLMIN NOPT, B
NPOTUBHOM C/ly4ae KOMMYTaTOp NepecbiNaeT NakeT HA CBOM WMPOKOBeLLaTeIbHbIN AomeH. Ecan
AvHamunyeckmn MAC agpec He BCTpeyaeTca B NaKeTax AR NepecbiikM ANUTENbHOE Bpems,
3anucb o Hem yganseTca us Tabamubl MAC agpecoB KommyTaTopa.

Ona tabanubl MAC agpecos onpeaesieHbl ABe onepauuu:

1. MNonyvyeHne MAC agpeca;
2. OTtnpaBka uUnnM GMNbTPAUMA MaKeTa AAHHbIX B COOTBETCTBUM C Tabauuenr MAC
afpecos.

17.1.1 Nony4yeHune Tabnanuybl MAC agpecos

Tabnmua MAC agpecoB MOMKeT ObiTb MNMOCTPOEHA CTAaTUYECKU WAU AUHAMMUYECKMU.
CTaTnyeckMm KOoHOUrypupoBaHMEM HacTpamBaeTcs cooTeeTcTBue mexay MAC agpecamu u
noptamu. iItHammnyeckoe obyyeHme — 3TO NPOLLECC, KOrAa KOMMYTaTOpP U3y4YaeT CBA3U MeXay
MAC agpecamu 1 nopTamu u perynspHo obHosnseT Tabanuy MAC agpecos. B 3Toli cekumm mbl
OCTaHOBMMCA Ha NpoLecce AMHaAMUYEcKoro noctpoeHus Tabaunubl MAC aapecos.

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

IOunHamnyeckoe noctpoeHne Tabnuubl MAC agpecos
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TornonormMa Ha pUCyHKe Bbilwe: 4 KOMNblOTepPa NOAKAOYEHbI K KOMMyTaTopy, rae PCl m
PC2 npuHagnexxaT ogHOMY GU3NYECKOMY CErMEHTY(AOMEHY KONU3UI), GU3UYECKUIA CEFMEHT
nogkntoueH K nopty 1/5 kommytatopa, PC3 1 PC4 npuHaanexkaT K gpyromy ¢pusmyeckomy
CerMmeHTy, NoAKAYEeHHOMY K nopTy 1/12 kommyTaTopa.

HayanbHaa Tabnmua MAC agpecoB He COAEpXUT HUKAKUX 3HAYeHui. Bosbmem ana
npumepa npouecc ceasm mexay PC1 n PC3. MNpouecc 0byveHna MAC agpecam cneayowmii:

1. Korga PC1 nocblnaet coobueHune Kk PC3, MAC agpec ncroyHmka 00-01-11-11-11-
11 v nopT 1/5 n3 aToro coobuieHns 3aHocaTca B Tabanuy MAC agpecoB KommyTaTopa.
2. B TO )Xe Bpema KOMMyTATOpy HaZl0 NOHATb, KaK AOCTaBUTb coobLLeHME HA aapec

00-01-33-33-33-33. Tak Kak Tabanua coaepKUT 3anncb TosibKo ana agpeca 00-01-11-11-11-11wm
nopta 1/5, a ana agpeca 00-01-33-33-33-33 HMKaKUX 3anmncelt HET, KOMMYTaTop paccbinaer
AaHHOe cooblieHne Ha Bce CBOM MOpTbl (Npeanonaraem, 4Yto BCe MOPTbl MPUHAANENKAT MO
ymonyanuio VLAN1D).

3. PC3 u PC4 nonyuyatoTt coobueHune, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3TO
coobllieHne, Tak Kak agpec npuemHumka 00-01-33-33-33-33, 1 oTBevaTb Ha Hero 6yAeT To/bKo
PC3. Korga nopt 1/12 nony4aer cooblieHne, oTnpasneHHoe PC3, B Tabauuy MAC aapecos
Aobasnsetca 3anucb o MAC agpece 00-01-33-33-33-33 1 cooTBeTCTBYHOWEM eMy nopTe 1/12.

4. Tenepb Tabnnua MAC agpecoB nmeeT ase gMHamunyeckune 3anucu: MAC agpec
00-01-11-11-11-11 — nopt 1/5 n 00-01-33-33-33-33 — nopT 1/12.
5. MNMocne obmeHa naketamn mexay PC1 n PC3, KommyTtaTop 60nblue He nonyyaer

nakertos, oTnpasneHHbix PC1 n PC3. U 3anucu B Tabanue MAC agpecoB, COOTBETCTBYHOLLME 3TUM
ycTpoictBam yaanaotca dyepes 300 mam 2*300 cekyHa (T.e. mpocTtoe uauM ABOMHOE Bpems
*un3HM). 300 ceKyHa, 34€ecCb 3TO BPEMSA XKM3HM NO YMONYAHWUIO gnA 3anucei B Tabamue MAC
afpecoB. Bpemsa KM3HU MOXKeET HbITb U3MEHEHO HA KOMMYTATOpE.

6.

17.1.2 Mepecbinka uau punbTpauma Kagpos

KommyTtaTtop nocblnaer uamM OTOUNLTPOBLIBAET MPUHUMAEMble MNAKeTbl AAHHbLIX B
cooTtBeTCcTBMU € Tabnunuent MAC agpecoB. PaccmaTtpuBaa gna npumepa PUCYHOK Bbllle,
npegnonaaraem, 4To KommyTaTop usyuun agpeca PC1 n PC3, v nonb3oBaTenb BPyYHYH HAaCTPOUN
cooTtBeTcTBME nopToB ana PC2 n PC4. Tabamua MAC agpecoB KommyTaTopa byaeTt cneayrowei:

MAC appec Homep nopta Kem pob6aBneHa 3anucb
00-01-11-11-11-11 1/5 OnHamunyeckoe obyyeHne
00-01-22-22-22-22 1/5 CtaTuyeckas KoHourypauma
00-01-33-33-33-33 1/12 OuHamunyeckoe obyyeHune
00-01-44-44-44-44 1/12 CtaTnyeckas KoHpuUrypaums

1. OTnpaBKa NakeToB B cOOTBETCTBMM ¢ Tabnmuein MAC agpecos

Ecnn PC1 nocbinaet nakeT K PC3, KOMMyTaTop OTNpasaseT A4aHHble, MOJyYeHHbIe C nopTa
1/5 Ha nopt 1/12

2. dunbTpaumMa AaHHbIX B COOTBETCTBUM ¢ Tabauuein MAC agpecos
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Ecam PC1 nocbinaet coobueHune PC2, kommyTtatop, nposepus Tabanuy MAC agpecos,
HaxoauT PC2 n PC1 B ogHOM $U3MYECKOM CermeHTe U oTPpuabTpoBbIBaeT 3TO coobuieHme (To
ecTb cbpacbiBaeT 3To coobuieHme).

KommyTaTtopom moryT nepecbinatbcsa Tpu Tmna ¢penmos:

. LWnpokosewaTtenbHble Gpperimbl;

. MHorononb3oBaTeNbckne ppenmbl;

. OpHononb3oBaTebCKUE Pperimbl;

[anee onucbiBaeTcs, Kak KOMMyTaToOp paboTaeT co BCeEMU TPEMA TMMAMM NAKETOB:

1. LLnpoKoBsewatenbHbli dperim: KommyTaTop MOXKET onpefensaTb KOAM3UU B

AOMeEHe, HO TONIbKO He AN1A WMPOKoBewWaTenbHbix gomeHoB. Ecan VLANbI He yCTaHOBAEHbI, BCe
YCTPOMCTBA, MNOAKMIOYEHHbIE K KOMMYTATOPY CYMTAKOTCA HAXOAAWMMWUCA B  OAHOM
LUMpOKoBeLWaTeibHOM gomeHe. Koraa KommyTaTop noJiydaeT LWMPOKOBELLATebHbIN ppeim, oH
nepecbinaeTr ero Bo Bce noptbl. Ecam VLANbI cKoHourypupoBsaHbl, Tabanua MAC agpecos
ag4anTUpPYeTCca B COOTBETCTBUM C AONOAHUTENbHOM MHPopmaumen o VLANax. B stom cnydae
KOMMYyTaTOp OTnpasnseT Gperim ToNbKO HA NOPTbl, HaxogAwmecsa B Tom e VLANe.

2. MHorononb3oBaTenbckun  dpem: Ecam  MHOronosib3oBaTeNbCKUIA  JOMEH
Heu3BecTeH, KOMMyTaTop paccbiiaetr ¢peim B Tom Ke VLANe, HO ecnmn BKAoYeHa GYHKLUSA
IGMP snooping uWnuM CKOHGUIypupoBaHa CTaTMYeCcKas MHOronob30BaTe/ibCKas rpynna,
KOMMyTaTop ByAeT nocbinatb 3TOT ppeiim B MOPTbl MHOTOMO/1b30BATE/IbCKOM Fpynmbl.

3. OpaHononb3oBaTenbckuii pperim: ecnm VLANbI He CKOHOUIYpUPOBaHbI, TO, €CK
MAC agpec npnemHuKa ectb B Tabanue MAC agpecoB KOMMyTaTopa, KOMMYTaToOP Hanpamyto
nepecbinaeT NakeT B COOTBETCTBYOWMI NOPT. Ecam ke aapec npuemMHuKa B Tabanue He HalAeH,
KOMMYTaATOp [fOenaeT LWWPOKOBELWATENbHYIO paccbinky 3Toro  ¢perima. Ecam  VLANbI
CKOHOUIypMpOBaHbl, KOMMYTATOP PACCbiIaeT OA4HOMO/b30BATENLCKUIN GPENM TONIbKO BHYTPU
oaHoro VLANa. Echm MAC agpec HaihgeH B Tabauue, Ho npuHagnexut gpyromy VLANy,
KOMMYTaTOp AeNaeT LWMPOKOBELWATENbHYO paccbliky ¢perima B Tom VLANe, K KoTopomy
NPUHagNEeXUT ppeinm.

17.2 KoHdurypuposaHue tabnuubl MAC agpecos

1. KoHdurypmposaHue spemeHun *unsHum MAC agpecos;

2. KoHPUrypmpoBaHume cTaTuyeckon GpunbTpauum Uam nepecbiiku;
3. OuuncTKa gMHammyeckomn Tabamupl MAC agpecos;

1. KoHodurypmposaHue BpemeHun xunsHm MAC agpecos

KomaHpga OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

mac-address-table aging-time <0/aging-time> | KoHdurypupoBaHue spemeHm xunsHm MAC
no mac-address-table aging-time agpecos
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2. KoHduryprpoBaHue ctatmyeckomn GuabTpaLmm Man nepecbiikm

KomaHpga

OnucaHue

O6wuit pexxum

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vian-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination|both]

no mac-address-table {static | static-multicast
| blackhole | dynamic} [address <mac-addr>]
[vlan <vian-id>] [interface [ethernet |
portchannel] <interface-name>]

KoHourypupoBaHme cTaTUyYecKux 3anucen
ana MAC aZipecos, CTaTUYECKnX
MHOrONONb30BaTENbCKUX 3anucemn,
3anucer GUAbTPALMN NAKETOB.

3. OuncTKa aAMHamunyeckom Tabamubl MAC agpecos

KomaHpga

OnucaHue

Pexxum apmuHucTparopa

clear mac-address-table dynamic [address
<mac-addr>] [vlan <vian-id>] [interface
[ethernet | portchannel] <interface-name>]

Ounctka AuHamuyeckon Tabauubl MAC
agpecos

4. Hacrtpoiika obyueHns MAC agpecoB yepes ynpas/ieHUe NpoLeccopom

KomaHpga

OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

mac-address-learning cpu-control
no mac-address-learning cpu-control

BkatoueHne/oTknodeHne obydyeHmna MAC-
agpecos yepes ynpasneHue CPU

showCollisionMacTable

MoKa3biBaeT Tabnuuy konnmsmii MAC-
aapecos

Pexxum agmuHuctpatopa

clearCollisionMacTable

Ounctutb Tabnnuy MAC-agpecos

5. HacTpolika 3aWwmTbl OTKONAU3UI

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus
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\ \ |
BktoyeHue/oTKNoUEHNE byHKUMM

Tabanubl KONN3UN MAC-agpecos,
BblAaHHbIX ffp

mac-address-table avoid-collision
no mac-address-table avoid-collision

17.3 Npumepbl TUNMYHOWU KOHOUrypaLumn

1/0/11
Port 12

1/0/5

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
MAC 00-01-22-22-22-22 MAC 00-01-44-44-44-44

TvnuyHbIN Npumep kKoHdUrypauumn Tabnmusl MAC agpecoB

CueHapuii:

YeTbipe KOMMNbIOTEPA, KaK NOKa3aHO Ha PUCYHKe, NoAKAoYeHbl K noptam 1/5, 1/7,1/9,
1/11 kommyTaTopa. Bce 4 KomnbloTepa NpuHaanexaT no ymondaHuio VLANL. B cooTBeTCTBUM C
TpeboBaHMAMM K CETU, BKIOYEHO 0byyeHne AnHammyeckum agpecam. PC1l coaeprKuT BaXKHble
OAHHbIE, N HeJOCTYNEH ANA APYIMX KOMMNbIOTEPOB U3 APYrMx dusnyecknx cermeHtos; PC2 n PC3
CTaTUYECKM NPUNUCAHDbI K NopTam 7 1 9, COOTBETCTBEHHO.

dTanbl KOHPUTYPaALLMM MOKA3aHbl HUKeE:

1. YctaHoBka MAC agpeca 00-01-11-11-11-11 PC1 Kak ¢punbTpyemoro.

Switch(config)#mac-address-table static 00-01-11-11-11-11 discard vlan 1.

2. YcTaHOBKa ctaTuyeckoi ceasm ans PC2 u PC3 ¢ noptamn 7 1 9 COOTBETCTBEHHO.

Switch (config) #mac-address-table static address 00-01-22-22-22-22 vlan 1
interface ethernet 1/7

Switch (config) #mac-address-table static address 00-01-33-33-33-33 vlan 1
interface ethernet 1/9

17.4 YcrpaHeHue HeucnpasHocTel ¢ Tabanuen MAC agpecos

Ecnm npu ncnonb3oBaHum KomaHabl show mac-address-table, 66110 BbIACHEHO, YTO Ha
nopty npowusowen cbon oydyeHna MAC agpecam YCTPOWCTB, MOAKJAKOYEHHBIX K HEMY.
Bo3MOKHble NPUUYUNHDI:

. MoakntoveHHbIN Kabenb NOBpEXAEH;

. Ha nopty BKAtoyeH Spanning Tree B ctatyce «discarding»unamn nopTt TONbKO 4TO
nogknwumaca m Spanning Tree noKa B CTaTyCce BblYMCAEHUA AepeBa. [JoXAUTeCb, NOKa
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BblYMCNEHME CTPYKTYPbI 3aKOHUUTCA 1 NopT 0byunTtca MAC agpecy;
. Echv npobnembl, onucaHHble Bbllle, He OOHapy)KeHbl, NpoBepbTe MNOPT
KOMMYTATOpa M CBAXKUTECH C TEX.NOAAEPKKON AN peweHns npobaemol.

17.5 JononHutenbHble pyHKUUM Tabanubl MAC agpecos

17.5.1 Npussaska MAC agpecos

17.5.5.1 Obwue ceedeHus o npuesazke MAC adpecos

BONbLWNHCTBO KOMMYTAaTOPOB NOAAEPKMBAIOT pexkmm 0bydeHma MAC agpecam. Kaxkapin
NnopT MOXeT ANHAMMUYECKM 3aNOMHUTb Heckonbko MAC agpecos, Takum obpa3om BO3MOXKHaA
nepefavya NOTOKOB AaHHbIX mexay misecTHoimu MAC agpecamu BHYTpu nopTa. Ecam cpok
*nsHn MAC agpeca WCTeK, MaKeT, Hanpas/ieHHbI Ha 3TOT aapec, byaetr pasociaH
LWMpPOKOBELLATENbHO.

Opyrumun cnosamn, MAC-agpec, Kotopomy obyunaca nopt, byget ncnonb3oBaTbCa ANA
nepefayn nakeToB K 3Tomy nopTy. Ecnv coepguHeHne nepekntoyeHo Ha [pyrod nopr,
KOMMYTaTOp CHOBa BbINOAHUT 0byyeHne MAC-agpecy u byaeT nepenaBaTtb AaHHble HOBOMY
nopTy.

OaHaKo, B HEKOTOpbIX CAyY4aAx MOJUTMKA YNPaABAEHUA WAM CEKPETHOCTU MOXKeT
TpeboBaTtb, UTobbl MAC agpeca 6b11M NPUKPENIEHDbI K NOPTAaM, M TOJIbKO NOTOKM C NPUBA3AHHbIX
MAC agpecoB byayT nponyckaTbcs K Nepecbisike Ha nopT. To ecTb, nocne npmusaskn MAC agpeca
K MOPTY, B 3TOT NOPT MOryT NepefasaTbCA TO/IbKO AaHHble, NpeAHa3HavyeHHble ana aaHHoro MAC
agpeca. NoToKM AaHHbIX, npegHasHavyeHHble ana apyrux MAC agpecoB, He NPMBA3AHHbIX K
AaHHOMY MopTy, He ByayT NponycKaTbcA Yepes noprT.

17.5.5.2 Hacmpolika npueasku MAC adpecos

1. BkntoueHune dyHKumm npussaskn MAC agpecoB Ha NopTy;

2. Mpueaska MAC agpeca K nopry;

3. KoHdurypaumsa napameTtpoB GyHKUNM NpmBasaHHbix MAC agpecos;
4. KoHdpurypauma nosywku ana ysegomneHnii o MAC agpecax;

1. BkntoueHune dyHKumm npusaskn MAC agpecos Ha nopty

KomaHga OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

BkatoueHune ¢yHKUMM npuBaskn MAC agpeca
Ha nopty u ¢ukcauma nopta. Korga nopt
3apumKcupoBaH, o¢yHKUMA o0bydyeHna MAC
switchport port-security agpecam  BblKAoyeHa: KomaHga  «no
no switchport port-security switchport port-security»BbIkato4aeT
¢dyHKumo npuBaskn MAC agpeca Ha NopTy K
BOCCTaHaBAMBaeT QyHKumio obyyeHna MAC
agpecam Ha nopTy
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KomaHpa

OnucaHue

PexXxum KoHpUrypuposaHus nopra

switchport port-security lock
no switchport port-security lock

BknatouaeT oOyHKUMIO Tammepa uKcaumm
nopta; KomaHaa «no switchport port-security
aging»BOCCTaHaBAMBAET 3HaYeHue no
YMOJIYaHUI0.

switchport port-security convert

MpeobpasoBaHne ANMHaMUYECKOro obyyeHuns
MAC-agpecam Ha rnopTe B CTaTUYecKoe

switchport port-security timeout <value>
no switchport port-security timeout

BkntoueHne/oTkNoYeHNEe GYHKUUU BPEMEHU
6/10KMPOBKK NopTa

switchport port-security mac-address <mac-
address>

no switchport port-security mac-address
<mac-address>

JobasnsaeTt cratnyeckne b6esonacHble MAC
agpeca; KomaHpga «no switchport port-
security mac-address»yaanser cratMyeckue
6e3sonacHble MAC agpeca.

Pexxum agmuHucTparopa

clear port-security dynamic [address <mac- | Ounwaetr auHammnyeckme MAC appeca,
addr> | interface <interface-id>] Bbly4E€HHbIE€ Ha YKa3aHHOM NOPTY.
3. KoHdurypauma napametpos npumesaskn MAC agpecos
KomaHpaa OnucaHue
PeXXum KOHPUrypupoBaHUA nNopTa

YcTaHaBAMBaeT  MaKCMManbHOe yncno
switchport port-security maximum <value> | 6e3onacHbix MAC agpecoB Ha nopTy;
no switchport port-security maximum | KomaHga «no switchport port-security
<value> maximum»BOCCTaHABAMBAET 3HAYeHWe no

YMOYAHUIO.

switchport port-security violation {protect |
shutdown} [recovery <30-3600>]
no switchport port-security violation

YCTaHOBKa pe)KMMa HapylweHus Ha nopTy;

KOmaHaa «no switchport port-security
violation»BoccTaHaBnMBaeT 3HayeHWe Mo
YMOJIHaHUIO.

4. KoHdpurypmpoBaHme NoBYLWIKKN ana ysegomneHnin o MAC-agpecax

KomaHpga

OnucaHue

Fno6anbHblii pexkum KoHPUrypuposaHus
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BkAtoueHne/oTkNoYeHNE GYHKLMU KOHTPONSA
ana MAC-agpecos, cuctema coobuiaetr 06
3TOM CObbITUK

mac-address-table synchronizing enable
no mac-address-table synchronizing enable

YcTaHaBAMBaeTca MHTepBan KoHTpona MAC-

mac-address-table  periodic-monitor-time o
agpecoB, cyuTaloWuii  gobasneHne U

<5-86400>
vaaneHune MAC-agpecos BoBpems
mac-address-table trap enable BKkntoueHne/oTKNOYEHNE  NOBYWKM  ANA
no mac-address-table trap enable yBegomnenma o MAC agpecax
17.5.5.3 YcmpaHeHue npobaem npueasku MAC adpecos

BkntoyeHue npmeaskn MAC agpecoB Ha NOPTY MOXKET ObITb HeYAauYHbIM NO HECKO/IbKUM
npu4nHam. Huxe NpuBOANTCA HECKO/IbKO BO3MOMHbIX MPUUYNH N UX YCTPAHEHME:

o Ecnn npusssanHbii MAC agpec HeAoCTyneH Ha NopTy, ybeautechb, YTo NOPT He
BXOAMUT B 06beaAnHEHUE NOPTOB M HE CKOHPUIYpMPOBAH KaK TpaHKoBbIM. MpunBA3aHHbIi MAC
agpec yHUKaNeH B KOHKpeTHoM KoHdurypaumun. Ecam Bbl xoTute npmeasaTte MAC agpec,
bYHKUMK, YNOMAHYTbIE Bblle, AONXKHbI ObiTb BbIK/HOYEHDI.

. Ecnn 6e3onacHbI agpec yCTaHOBNEH Kak CTaTMYECKM agpec W yaaneH, Toraa
3TOT 6€30MnacHbIV agpec He MOXKET BbITb UCNOJIb30BaH, XOTA OH M byaeT cyliecTBoBaTh. Mcxoas
M3 3TOrO, peKoMeHAayeTcA n3beratb HA3HAYEHUA CTAaTUYECKUX A4PECOB A1A NOPTOB, A1 KOTOPbIX
BK/toueHa npmeaska MAC agpecos.

17.6 KoHdwurypauusa ysegomneHun o MAC-agpecax

17.6.1 BeepeHue B yBegomneHuna o MAC-agpecax

dyHKuna MAC yBegomneHua 3aBUCUT OT yBegomeHuna. Jobasnasa nam yganaa MAC-
agpeca, a UMeHHoO, Korga A06aBnATCA UAM yAANAKTCA YCTPOMCTBA, agMuMHUCTpaTop byaer
yBegOoMNEH O CMeHe QYHKLMM NOBYLLKU Snmp

17.6.2 KoHdurypauusa ysegomneHun o MAC-agpecax

HacTtpoika rnobanbHo snmp MAC yBegomneHnua

HacTtpoika rnobanbHoro MAC yBegomneHumn

HacTtpoika nHtepsana gns otnpasku MAC ysegomaeHnii

HacTtpoiika pasmepa Tabaumupbl uctopmum

HacTtpoika Tvna nosywkn MAC yBegomaeHW, NOAAEPHKNUBAEMbBIX MOPTOM
MpocmoTp KOHOUrypaumn n gaHHbix MAC ysegomaeHuin

OuuncTKa cTaTUCTUKM nosywkn MAC yBegomneHum

PNV RWNRE

HacTtpoika rnobanbHoro snmp MAC yBegomneHums

KomaHpa OnucaHue

Fno6anbHbIN pexxum KOHGUTrypmupoBaHuaA

snmp-server enable traps mac-notification
no snmp-server enable traps mac-
notification

BkntouaeT/BbikntoyaeT rnobanbHo snmp MAC
yBeAOMAEHUA
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2. HacTpoiika rnob6anbHoro MAC yBegomneHums
KomaHpga OnucaHue
FnobanbHblii pexxum KOHPUrypupoBaHma
mac-address-table notification Bkatouvaet/sbIkntoyaetr  rnobanbHo  MAC
no mac-address-table notification yBEAOMNEHUA
3. HacTtpoiika nHtepsana ana otnpaskun MAC ysegomaeHni
KomaHpa OnucaHue
Fnob6anbHbI pexxum KOHGUrypupoBaHus
mac-address-table notification interval <0- | HacTtpoiika wnHTepBana gns otnpasku MAC
86400> YBEAOMNIEHUN, KOMaHAa no
no mac-address-table notification interval BOCCTAHAB/AMBAET HACTPOMKM MO YMONYAHUIO

4. HacTtpoika pasmepa Tabauvupl uctopum
KomaHpaa OnucaHue
FnobanbHblii pexxum KOHPUrypupoBaHua

mac-address-table notification history-size
<0-500>

no mac-address-table notification history-
size

Hactpoiika pasmepa Tabauubl ucTOpUN,
KOMaHZa No BOCCTaHABAMBAET HACTPOMKK MO
YMOJIHaHUIO

5.

HacTtpoika Tnna nosywkn MAC yBe4oMAEHWUI, NOAAEPKNUBAEMbBIX MOPTOM

KomaHpaa

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

mac-notification {added | both | removed}
no mac-notification

HacTpoilka man cTupaHuMe TuMa JIOBYLUKK
MAC  yBegom/IEHWUH, NOAAEPMKUBAEMbIX
nopTom

6. MpocmoTp KoHPUrypaumm n gaHH

biIx MAC yBeaoMNEHUI

KomaHpga

OnucaHue

PeXxum agmuHucTparopa

show mac-notification summary

MpocmoTp KoHouUrypaumm u gaHHbix MAC
yBEAOMNEHUMN
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7. Ounctka cTaTUCTUKM noBywKkn MAC yBegomneHui
KomaHpga OnucaHue

Pexxum agmuHuUcTpaTopa

clear mac-notification statistics

OuncTKa  CTAaTUCTMKM  JIOBYLUKMU MAC
YBEAOMNEHUMN

17.6.3 MNMpumep MAC ysegomneHus

IP-agpec ctaHuum cetesoro ynpasnaeHusa (NMS) 1.1.1.5, IP-agpec areHTta 1.1.1.9. NMS
nonyunt Trap coobueHne ot areHTa.(lMpumedyaHne: NMS MoOXKeT yCTaHOBUTb MNPOBEPKY

NoA/IMHHOCTM B CTPOKY XapaKTep IOBYLLKHN )
Mpoueaypa KoHbUrypaumm:

Switch (config) #snmp-server enable
Switch (config) #snmp-server enable
Switch (config) # mac-address-table
Switch (config) # mac-address-table
Switch (config)# mac-address-table
(

traps mac-notification
notification

notification interval 5
notification history-size 100

Switch (Config-If-Ethernetl/4)# mac-notification both

17.6.4 YcrpaHeHue HeucnpasHocTeii MAC ysegomneHui

Yb6eautecb, 4YTo COODOLIEHNE NIOBYLUKM
OTNaAKOM KOMaHAbl snmp.

OoTnpaBnAeTCcA ycnewHo KON\aH,CI,Oﬁ show wu
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18 HACTPOMKA NPOTOKO/IA MSTP

18.1 O6wwue cBegeHns o MSTP

MSTP (Multiple STP) — HoBaA peanusauma NPOTOKONA spanning-tree, oCHOBaHHas Ha
npotokonax STP m RSTP. OH paboTaeT Ha Antobbix KOMMyTaTopax /IOKa/bHbIX ceTer. OH
BbluMcaneT obuiee M BHyTpeHHee cBasytouiee gepeso (CIST - common and internal spanning tree)
ONA BCEN CETU, KOTOPOE COAEPKMUT YCTPONCTBA, nogaepxusatowme MSTP, STP n RSTP. OH Tak
e BblYMCNAET HE3ABMUCMMbIE 3K3EeMMNAAPbI MHOXECTBa CBA3YOLWMX aepesbes (MSTI - multiple
spanning-tree instances) ana kaxgon obnactm MST (MSTP domain). B MSTP ucnonb3yetca
afanTMpoBaHHasa Bepcua npoTokona RSTP, obecneumBatowiero 6biCTPyO CXO4MMOCTb NpPWU
NOCTPOEHUN CBA3YIOLWEro AepeBa, NpM 3TOM OAHOMY M TOMY Ke 3K3eMNAApy CBA3yoLWero
AepeBa MoXKeT bbITb conoctaBneHo mHoxKecTtBo cetelt VLAN. MSTP obecneunBaeT pas/inyHble
MapLupyTbl ANA Nepefayn AaHHbIX U no3soaseT 6anaHcMpoBaTb TpaduK. Bonee Toro, Tak Kak
MHoKecTBeHHble VLANbI MCNONb3yOT OAMH M TOT *Ke 3K3emnaap ceAasyouwero gepesa, MSTP
MOMeT YMEHbLLATb KOMYECTBO NOCTPOEHHbIX AepeBbEB, YTO MO3BOAAET YMEHbLNTL HArpysKky
Ha NPOLLeCCOP U YMEHbLUUTb CNYXKebHY NON0CY HA KaHanax.

18.1.1 PervoH MSTP

Tak Kak OAHOMY 3K3eMnAApy CBA3YOLWEro aepesa MOXeT ObiTb COMNOCTaB/NEHO
mHoxectBo VLAN, KomuteT, paspabatbiatowmin ctaHgapT IEEE 802.1s npeanokun passuTb
KoHuenuuio MST. MST wucnonb3yetca Ana NpuBA3KM KOHKpeTHon VLAN K KOHKpeTHoMy
9K3eMNAAPY CBA3YHOLLEro Aepesa.

PervoH MSTP coCTOUT M3 OAHOMO WMAN HECKOJbKMX KOMMYTAaTOPOB C OAWMHAKOBbIM
naeHTnpumkatopom MSID(MST Configuration Identification) n nokanbHoi ceTn (KOHKpETHbIN
KOMMyTaTop B pernoHe MSTP aBnsetca Ha3HadyeHHbIM(designated) KommyTaTopom NOKaIbHOM
CeTM, Ha KOMMYTaTOpax, 3aKPenIeHHbIX 33 IOKaNbHOM CeTbto, NPoToKon STP He paboTaeT). Bce
KOMMyTaTopbl B ogHOM MSTP pernoHe umetot ogmH MSID.

MSID coaepuT Tpn aTpubyTa:

J KoHdurypaunoHHoe nmsa: Coctout ns undp m byks;

o Homep Bepcuu;

o KpaTkoe onucaHne KoHourypuposaHua: Cetn VLAN, cooTBeTcTBylOLWME
aK3emnaapam

CBA3YIOLLLEro AepeBa;

KommyTaTtopbl €  OAMHAKOBbIMW  BbILWEOMNUCAHHbIMKM  aTpubyTamm  cymTaloTCA
Haxo4Awmnmnca B ogHom permoHe MST.

Korga MSTP Bbluncnsetr CIST B /fOKanbHOM ceTM C KOMMyTaTopamu, perMoH MST
paccmaTpuBaeTca Kak O4MH KOMMYTaTop. PaccmoTpum pUCYHOK HuKe:
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Root A Root

D
MST -
REGION —

Mpwumep CIST u pernoHa MST

Ha cxeme, ecnm B 04HOM KOMMyTaTope ncnoabvsyetca STP, a B apyrom

RSTP, To nopT mexxay Kommytatopom M 1 KommyTtatopom B gonxkeH 6biTb 610KMpOBaH.
OpHako, ecnn B KommyTtatopax ob6aacTu, BblAeNEHHOW MYHKTUMPOM, ucnonbdyetrcad MSTP u
CKOHOUIypMpPOBaH OAMH U TOT Ke pernoH MST, To npoTokon MSTP 6yaeT cuMTaTb 3TOT PErnoH
KOMMYyTaToOpoM. MoaTomy 610KMPOBAH OA4MH NOPT MEXKAY KOMMYTaTOPOM B M KOPHEBBLIM y3/10M;
Kpome Toro, 610KMpOBaH OANH NOPT KOMMyTaTopa D.

18.1.1.1 Onepayuu sHympu 00H020 U Mo2o xce peauoHa MSTP

dk3emnnap ceasyouwero aepesa(lST) ceasbiBaeT Bce KommyTatopbl MSTP pervona.
Korpa IST cowencs, kopHeBol y3en IST ctaHoBUTCS ynpasastowmm y3nom IST — B Hem HaxoauTcs
KOMMYTaTOp C HAMMeHbL MM ID mocTa U MeTPUKOM mapLupyTa K KopHeBomy y3ny CST. Ecau B
CeTM MMeeTCcA TONIbKO OAMH PEervoH, ynpasnawowmin ysen IST ogHOBpemMeHHO ABAAETCA M
KopHeBbIm y310m CST. Ecam kKopHeBow y3en CST HaxoauTCsA BHE PEFMOHA, YNPABAAIOLWMM Y3/10M
IST ABnAeTca oanH 3 KommyTtatopos MSTP Ha rpaHuue permoHa.

Mpn nHMumanusaumm kKommytatopa MSTP oH nocblnaet naketol BPDU, B KOTOpbIX
obbsaBnaeT ceba KopHeBbiMm y3nom CST u ynpaBastowmm ysaom IST, npu aTom MeTpUKK
MapLIpyTa K 3TUM y3/1am paBHbl Hynt0. Kpome Toro, KOMMyTaTop MHULMANU3UPYET BCe CBOWU
aksemnasapbl MST u obbsBnaeT cebs KopHeBbiM Yy310M. EcaM KommytaTop npuHUMaeT
nHbopmaumio oT KopHeBoro y3na MST BepxHero ypoBHA(C meHbwum ID KommyTaTopa,
MeHbLLIEN METPUKOW MapLUpyTa U T. A.), COXPaHEHHYIO 419 NOPTa, OH NepecTaeT 06bABAATL cebn
ynpasaawowmm ysnom IST.

B pernoHe MST ynpasnatowmin y3en IST aBnAeTcA eAWMHCTBEHHbIM 3K3EMMASPOM
CBA3YIOWEro AepeBa, KOTOPbIA MPUHMMAET M nocbinaeT naketbl BPDU. Tak Kak naketbl MST
BPDU cogepaT uHPopmaumio o060 BCex 3IK3emnaAapax, YMCA0 TaKMX NAKETOB, KOTOPoOe
TpebyeTca ob6paboTaTb KOMMYyTaTOpPy ANA NOAAEPHKKN MHOMECTBA 3K3EeMNAAPOB CBA3YIOLLEFO
AepeBa, 3HAYMTEeIbHO YMEeHbLLAeTcA.

Bce ak3emnaapbl MST 04HOro 1 TOrO e permoHa COBMECTHO UCMO/Ib3YIOT O4HU U Te e

Talimepbl NPOTOKOJA, OAHAKO KaxKAabli 3ak3emnaap MST mmeeT cBoM COBCTBEHHblE
napameTpbl Tononornuv, Hanpumep |D KOpPHEBOro KOMMyTaTopa, METPUKY MapLlipyta K
KOPHEeBOMY y31y U T. 4.

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE



TexHn4yecKoe onncaHue

HacTpolika npoTokosia MSTP 146

18.1.1.2 Onepayuu mexcdy pecuoHamu MST

Echn BHYTpM ceTM CyllecTBYeT HECKONIbKO PErMoHOB MAM B HEM y¥Xe CyLecTBYioT
KommyTaTopbl 802.1D, MSTP co3pgaet u obcnymaet aepeo CST, KOTopoe BKAOYaeT Bce
pervoHbl MST 1 Bce cyLuecTByoLMe KOMMYTaTopbl ¢ STP B ceTu. lna npeobpa3oBaHuA B 4EPEBO
CST ak3emnaapbl MST kKombuHMpytoTca ¢ IST Ha rpaHuLe pernoHa.

OKk3emnaap MSTI aBnaeTca NCTUHHBLIM TONBKO BHYTPU pernoHa MST. dk3emnnap MSTI
HMKOr4a He COBEpPLUAeT HUKAKUX AeUCTBUIM C ak3emnaAapamm MSTI apyrmux pernoHos MST.
KommyTatopbl B8 pervoHe MST npuHumalroT naketol MST BPDU pgpyrux pernMoHos uvepes
rpaHM4YHble NopTbl. OHWM MOryT TO/IbKO 06pabaTbiBaTb MHOOPMALMIO, OTHOCALLYIOCA K AepeBy
CIST n otbpacbiBatoT uHGopmaymto MSTI.

18.1.2 Ponu noptos

KommyTtatop MSTP npucsamMBaeT nopTam poOJaKU, KOTOpble OHM AOMXKHbI UrpaTh B
npoTtokone MSTP. Ponu noptos aepesa CIST: Root Port, Designated Port, Alternate Port, Backup
Port

Kaxabih nopt MSTI umeer ewe oaHy ponb, 6onee BbiCWIEro MopsAAKa, Yem
BbllLlenepedncneHHole poau: Master Port.

Ponu noptos B aepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) —
TaKue e, 4To 1 npu npotokoae RSTP.

18.1.3 banaHcuposKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT 6biTb NpMBA3aHbI K Pa3/IMYHbIM 3K3eMNAAPam, YTO
MOXKeT GOPMMPOBATb PasINYHbIe TONOAOTUU. Kaxabli SK3eMNAAp He3aBMCUM ApYr OT gpyra u
3TO NO3BONAET UM MMETb COBCTBEHHbIE aTPMOYTbI, TAKME KaK NPUOPUTET YCTPOICTBA U METPUKY
nopra.

CnepoBatenbHo, cet VLAN pasnnyHbIX 3K3eMMNAAPOB MMEIOT CBOM COOCTBEHHbIE
Mmapwpytbl. Ona Tpaduka ceteir VLAN Takum obpasom nogaeprkusaerca 6anaHCMpPOBKaA
Harpysku.

18.2 KoHdurypuposaHue MSTP

. BkntoueHune npotokona MSTP un ycTaHOBKa paboyero pexuma;
. HacTtpoWka napameTpoB 3K3eMniApOB CBA3YIOLWEro AepeBa;

. Hactpoiika napameTtpos permoHos MSTP;

. Hactpoiika BpemeHHbIx napameTtpos MSTP;

. Hactpoiika ¢yHKumm boicTpoit murpaumm MSTP;

. Hactpoiika popmarta naketoB Ha NopTy;

. Hactpowka atpmbyToB cBA3ytowero gepesa Ha NnopTy;

. Hactpoiika aTpubyToB snooping-kato4a ayTeHTUPUKALINK;

. Hactpolika pexknma FLUSH ana nsmeHeHuin Tononorum;

O o0 NOOUL S WN R
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1. BKntoyeHume npotokona MSTP 1 yctaHOBKa paboyero pexuma

KomaHpaa

OnucaHue

PeXXum rnobanbHOro KOHGUrypMpPoBaHUA U PeXKUM KOHPUrypupoBaHUA NopTa

spanning-tree
no spanning-tree

BkntoueHune/sbikatoueHmne MSTP

Pexxum rnobanbHoro KoHpurypmposaHmsa

spanning-tree mode {mstp|stp|rstp}

. YcTa
no spanning-tree mode

HoBKa pabouero pexxmma MSTP.

PexXxum KoHpUrypupoBaHus nopra

spanning-tree mcheck

MNpUHYAUTENbHO YCTaHABAMBAET A4 NOpTa
pexum paboTbl no npotokony MSTP

2. HacTpoiika napameTpoB 3K3eMNIAPOB CBA3YIOLLErO AEPEBa;

KomaHpga

OnucaHue

Pexxum rnobanbHoro

KoHdUrypmupoBaHusa

spanning-tree mst <instance-id> priority
<bridge-priority>
no spanning-tree mst <instance-id> priority

Mo3BonseT 3ag4aTb NPUOPUTET KOMMYyTaTopa
ANA  YKa3aHHOTO 3K3eMn/Apa CBA3YHLLEro
Aepesa.

spanning-tree priority <bridge-priority>
no spanning-tree priority

Mossonser HaCcTpPOUTb npuopuTeT
CBA3YIOLLEro AepeBa Ha KOMMyTaTope.

PeXXxum KoHGUrypupoBaHUa nopra

spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost

[Nna yKasaHHOro 3K3eMnspa CBA3YHLLEro
AepeBa No3BO/IAET YCTaHOBUTb METPUKY
MapLupyTa K NopTy.

spanning-tree mst <instance-id>
priority <port-priority>
no spanning-tree mst <instance-id> port-

priority

port-

Mo3BonseT 3a4aTb NPUOPUTET NOpTa ANA
YKa3aHHoro aK3emnaApa CBA3YIOLLETO
Aepesa.

spanning-tree mst <instance-id> rootguard
no spanning-tree mst <instance-id>
rootguard

[Nna yKasaHHOro 3K3eMnspa CBA3YHLLEro
fiepeBa No3BONAET 334aTb 3aLUMLLEHHbIV
KopHeBo y3en. MopTbl, 418 KOTOPbIX
YCTaHOB/IEHa 3aLMTa, HE MOTYT BbITb
npeobpasoBaHbl B KOPHEBbIE MOPTbI APYrnx
TUNOB.
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spanning-tree rootguard ,ﬂ,ﬂﬂ TEeKyLLero nopTa 3a4aeT PeXnm
no spanning-tree rootguard 3alneHHoro KOpHeBOro nopta B

aKsemnasApe
ceazytowero gepesal. CKOHPUrypUPOBAHHbIM
3aLUMLLEHHbIV NOPT HE MOKET bbITb
npeobpasoBaH B KOPHEBOW MNOPT APYruUX
TUNOB.

spanning-tree [mst <instance-id>]
loopguard
no spanning-tree [mst <instance-id>]
loopguard

BkAtoyeHMe GyHKLUMM OTCAEXKMBAHUA NETIU B
KOHKpeTHOM 4YacTHom aepese. KomaHza NO
OTKNIOYAET AaHHYO GYHKUMIO.

3. Hactpowka napameTpos permoHos MSTP

KomaHpga

OnucaHue

PexXum rnobanbHoro

KOHPUIypMUpoBaHUA

spanning-tree mst configuration
no spanning-tree mst configuration

Bxoa B peum KOHOUIypupoBaHWUA pernoHa
MSTP. Komanga NO Bo3BpalLaeT 3HaYeHue no
YMOJTHAHMIO.

Pexxum KoHdUrypuposaHua permoHa MSTP

show

lMoKa3blBaeT MHPOpMaLMIO TeKyLLen

pabouei cucrteme.

(0}

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list> ]

MNo3BonAeT co34aTb 3K3emMnAap CBA3YHOLLEro
AepeBa M YCTaHOBUTb COOTBETCTBME MeXay
VLAN 1 3TUMm 3K3eMnaapom

name <name>

MNo3sonaet 3agatb MmA permoHa MSTP

no name
revision-level </evel> MNo3ssonser 3a4aTb HOMep pesunsnn
no revision-level KOHUrypupoBaHus permoHaMSTP
Boixog w3 pexuma KoHPUIrypmpoBaHUA
abort permoHa MSTP w©n BO3BpaT B pexum
rnob6anbHoOro KOHPUIyprpoBaHus 6es
COXpPaHeHUA KoHpUrypauum permoHa MSTP.
Mo3BONAET COXPaHUTb CAENAHHbIE HACTPOMKM
exit pervoHa MSTP, BbIATM U3 peXMma HaCTPOMKHK

permoHoB MSTP n BepHyTbCA B rnobanbHbIn
peXnm KoHOUTypmupoBaHuS.
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no

OTmeHa OAHOW KOMaHApbl
nepBOHaYa/IbHOro 3HA4YeHUA

WAN  YCTaHOBKA

4. HacTpoiika BpeMeHHbIx napameTpos MSTP

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHPpUrypmposaHmsa

spanning-tree forward-time <time>
no spanning-tree forward-time

MNossonsaer 3a4aTb Bpemsa 3a4EPHKKHN

nepeaavym Ha KoMmMmyTaTtope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcTtaHoBKa BpemeHu Hello ana nocbinku
coobueHnit BPDU.

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BpeMeHMU KM3HM coobueHmii BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YCTaHOBKA MaKCMMaNbHOIoO Yncna Xonos AnA
coobueHnit BPDU B pernoHe MSTP.

5. HacTtpoiKa ¢pyHKumMm 6bicTpoit murpaunm MSTP

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHusa nopta

spanning-tree link-type p2p {auto|force-
true|force-false}
no spanning-tree link-type

YcTaHOBKa TMNa IMHUMK nopTa

spanning-tree portfast [bpdufilter|
bpduguard] [recovery <30-3600>]
no spanning-tree portfast

Mo3BonAeT 3a4aTb MOPT, KAK TPAHUYHDIN.
Onuma Bpdufilter cny»ut ans otbpacbiBaHMs
NPUHATLIX coobweHnn BPDU. Onuusa
bpduguard npu npueme coobuweHmna BPDU
3aKpblIBaeT nopT. MapameTp no BbiKAOYAET

PEXMM MOrpaHUYHOro NopTa, NPOUCXOAUT
npeobpasoBaHMe B MNOPT, KOTOPbIA He
HaxXoAMTCA Ha rpaHuLe
6. Hactpoika popmaTta nakeToB Ha NOpPTY
KomaHpga OnucaHue
PeXXum KOHPUrypupoBaHUA nopTa
spanning-tree format standard MosBonAeTr HacTpouTb popmaT  naketa
spanning-tree format privacy csAsylowero aepesa nopta. [lpu Bblibope
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spanning-tree format auto
no spanning-tree format

onuum standard nakeTr  cooTBeTCTBYET
cTaHgaptam |EEE, npu onuuuprivacy naket
coemectum c¢ CISCO, auto o03HauaeTt, u4TO
dopmart onpegenaeTca no NPUHATOMY NaKeTy

7. HacTpoiika aTpmnbyToB CBA3YIOLLErO AepeBa Ha NopTy

KomaHpga

OnucaHue

PeXXum KoHpury

pupoBaHnNA NOPTa

spanning-tree cost
no spanning-tree cost

lNo3BonaeT 3a4aTb METPUKY Maplpyta K
nopTty

spanning-tree port-priority
no spanning-tree port-priority

MNossonsaeT 3a4atb NPUOPUTET NOPTa

spanning-tree rootguard
no spanning-tree rootguard

Mo3BoNAeT yCTAHOBMTb MOPT, KaK He
KOpPHEBOW

PeXXum rnobanbHOro KOHGUrypuposaHus

count-value>

spanning-tree transmit-hold-count <tx-hold-

no spanning-tree transmit-hold-count

YcTaHOBKa MaKCMManbHOro 3HaYeHusA
CYETUYMKA 3aZePKKN Nepesaym Ha nopTy

spanning-tree cost-format {dotld | dot1t}

YctaHaBninBaeT GpopmaT METPUMKU MapLupyTa
dotld unam dotlt

8. Hactpoitka aTpmubyToB snooping-Kato4a ayTeHTUduKaLumm

KomaHpa

OnucaHue

Pexxum KoHpuUrypmpoBaHusa nopta

spanning-tree digest-snooping
no spanning-tree digest-snooping

MNo3BonseTr MnopTy WCNO/Ab30BaTb CTPOKY
ayTeHTUPUKaLUK NapTHEPCKOro nopra.
KomaHpga NO BOCCTaHaB/AMBaeT
MCNo/Ib30BaHNEe CreHePUPOBAHHOM CTPOKM.

9. Hactpoitka pexuma FLUSH ana nsmeHeHuin Tononormm

KomaHpga

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHus

spanning-tree tcflush {enable]|
protect}
no spanning-tree tcflush

disable|

Enable: cBAsylowee gepeBo cTpouTca cpasy
npwv U3MEHEHUM TOMNOIOTUK;
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Disable: cBasylouiee gepeBo He cTpouTca Npwm
N3MEHEHNN TONONOTUN;

Protect: cBA3ylowee AepeBO CTPOUTCA pas B
[ECATb CEKYHA,;

KomaHga no BocCTaHaBAMBAET 3HAYeHWe no
YMONYaHUIO — WU3MEHEHME NPU U3MEHEHUMU
TOMNO/IOTUN.

Pexxum KoHpury

pupoBaHuA nopTa

spanning-tree tcflush {enable]|
protect}
no spanning-tree tcflush

disable|

Mo3BonsaeT HacTpouTb pexum flush gna nopra.
KomaHza no BOCCTaHaBAMBaET

MCcno/sib3oBaHMe 06X HAaCTPOEK peXMMa Ha
YCTPOWMCTBE.

18.3 MMpumep npumeHeHna MSTP

Switch 1

Switch 2

Switch 3

Switch 4
TUNKUYHBIN cLeHapuit npumeHeHna MSTP

CoeguHeHna mexay KOMMYTaTopamMuM NOKa3aHbl Ha PUCYHKe Bbiwe. Bce KommyTaTopbl
paboTaoT B MSTP pexxume no ymondaHuio. X npruopuTteTbl MOCTOB, NPUOPUTETHI MOPTOB U
CTOMMOCTb MapLIPYTOB A/1A NOPTOB CTOAT MO yMOA4YaHUIo(paBHbl). MapameTpbl N0 YMOYAHUIO

ANA KOMMYTATOPOB NOKa3aHa HUXe:
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Mma mocta Switch1l Switch2 Switch3 Switch4
Br::jg derstc 00-00-01 00-00-02 00-00-03 00-00-04

Bridge Priority 32768 32768 32768 32768

Port 1 128 128 128
Port 2 128 128 128
Port 3 128 128

II::I:rity Port 4 128 128
Port 5 128 128
Port 6 128 128
Port 7 128 128
Port 1 200000 200000 200000
Port 2 200000 200000 200000
Port 3 200000 200000

Eg:tte Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonyanuto npotokon MSTP co3gaeT TONO/OIMMIO AepeBa C KOPHEM HA KOMMyTaTope

MopTbl, 0603HaYEHHbIE «X» MMetoT cocTosHMe discarding (610KMpPOBaHbI), Ha OCTa/IbHbIX
nopTax nepeaaya paspeLleHa.

Tanbl HACTPOMKHK:
War 1. HacTtpoitka npmeAsku noptoB K VLAN:

o Cospatb VLAN 20, 30, 40, 50 Ha Switch2, Switch3 n Switch4;

J Hactpoutb nopTbl 1-7 Kak TpaHKoBble Ha Switch2, Switch3 n Switch4;

War 2. YcraHoBuTb Switch2, Switch3 u Switch4 Kak npuHagnexawmx ogHomy Aepesy
MSTP:

o YctaHoBuTb Ha Switch2, Switch3 n Switch4 ogHO M TO e MmMa pervoHa,
coBnagatouiee ¢ UMEHeEM gepeBa mstp;

. Mpusasatbe VLAN 20 u VLAN 30 Ha Switch2, Switch3 un Switch4 k ak3emnnsapy
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ceA3syoLlero aepesa 3;

. Mpunucate VLAN 40 n VLAN 50 Ha Switch2, Switch3 u Switch4 k aksemnnspy
ceA3syoLlero aepesa 4;

War 3. Hactpoutb Switch3 Kak KOpHeBOM KOMMYTATOp ANA dK3emMnaApa CBA3YHOLLEro
aepesa 3. HactpouTb Switch4 Kak KOopHEBOM KOMMYTATOP ANA IK3eMNAApa CBA3YHOLWEro AepeBa
4:

J HacTpouTb nproputeT KOMMyTaTopa 415 3K3eMnaApa CBaA3yowero aepesa 3 Ha
Switch3 kak 0;
J HacTpouTb npuoputeT KOMMyTaTopa 415 3K3eMnaApa cBasyowero aepesa 4 Ha

Switch4 kak 0.
[eTanbHas KoHOUrypauma npmBeaeHa HUXe:

Switch2:
Switch2 (config)#vlan 20

Switch2 (Config-V1an20) #exit

Switch2 (config) #vlan 30

Switch2 (Config-vV1an30) #exit

Switch2 (config) #vlan 40

Switch2 (Config-V1and0) #exit

Switch2 (config) #vlan 50

Switch2 (Config-vVl1an50) #exit

Switch2 (config) #spanning-tree mst configuration
Switch2 (Config-Mstp-Region) #name mstp

Switch2 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch2 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch2 (Config-Mstp-Region) #exit

Switch2 (config) #interface el1/0/1-7

Switch2 (Config-Port-Range) #switchport mode trunk
Switch2 (Config-Port-Range) #exit

Switch2 (c

Switch3:
Switch3 (config) #vlan 20
Switch3 (Config-V1an20) #exit
Switch3 (config) #vlan 30
Switch3 (Config-V1an30) #exit
Switch3 (config)#vlan 40
Switch3 (Config-V1an40) #exit
Switch3 (config) #vlan 50
Switch3 (Config-V1an50) #exit
Switch3 (config) #spanning-tree mst configuration

(

(

(

(

(

(

(

(c

(

onfig) #spanning-tree

Switch3 (Config-Mstp-Region) #name mstp

Switch3 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch3 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch3 (Config-Mstp-Region) #exit

Switch3 (config)#interface e1/0/1-7

Switch3 (Config-Port-Range) #switchport mode trunk
Switch3 (Config-Port-Range) #exit

Switch3 (config) #spanning-tree

Switch3 (config) #spanning-tree mst 3 priority 0

Switch4:

Switch4 (config) #vlan 20
Switch4 (Config-V1an20) #exit
Switch4 (config)#vlan 30
Switch4 (Config-v1an30) #exit
Switch4 (config) #vlan 40
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Switch4 (Config-V1an40) fexit

Switch4 (config) #vlan 50

Switch4 (Config-V1an50) #exit

Switch4 (config) #spanning-tree mst configuration
Switch4 (Config-Mstp-Region) #name mstp

Switch4 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch4 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch4 (Config-Mstp-Region) #exit

Switchd (config) #interface e1/0/1-7

Switch4 (Config-Port-Range) #switchport mode trunk
Switch4 (Config-Port—-Range) #exit

Switch4 (config) #spanning-tree

Switch4 (config) #spanning-tree mst 4 priority 0

Mocne HACTPOWMKKM, onMcaHHOM Bblwe, Switchl 6yaeT KOPHEBbIM KOMMYTaTOpOM
aKk3emnasapa ceaAsytowero gepesa 0 Bcen ceTn. B pernoHe MSTP, K KoTopomy oTHocaTcsa Switch2,
Switch3 un Switch4, Switch 2 saBnfeTcAa KopHEBbIM KOMMYTAaTOPOM PErMoHa Ans 3K3emnaapa
ceasywouero gepesa 0, Switch3 aBnaeTca KOpPHEBbIM KOMMYTAaTOPOM PernMoHa ANA sK3emnasapa
ceAsywouero gepesa 3 n Switch4 AsnaeTca KOPHEBBIM KOMMYTAaTOPOM PerMoHa ANA 3K3emnaapa
ceasyowero aepesa 4. Tpapuk VLAN 20 u 30 nepepgaerca yepes TOMOJIOTUKO 3K3emnaapa
ceasyowero aepesa 3. Tpaduk VLAN 40 u 50 nepepaetca yepes TOMOJOMUIO 3K3emnaapa
ceasytowero aepesa 4. Tpaduk c octanbHbix VLAN nepegaeTtca yepes TONOAOIMIO 3K3emnaspa
ceasytowero aepesa 0. MopTt 1 Ha Switch2 saBnaeTca ynpaBAaoWMM NOPTOM ANA SK3EMNAAPOB
cBA3yOLWMX gepesbes 3 n 4.

MpoTtokon MSTP nyTem BblMMCAEHWUI FeHepUpPYET 3 TONONOMMU: SK3EMNNAPOB CBA3YHOLLNX
aepesbes 0, 3 1 4. MopTbl, 0603HaYEHHbIEX»MMELOT cocToAHKe discarding (61o0KMpoBaHbl). Ha
OCTaNibHbIX NOPTax rnepegayva paspeLleHa.

Switch 1

Switch 4
Tononormna sk3emnaapa ceasywouwero gepesa 0 nocne sblumcaeHma MSTP
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Switch 2 Switch 3

Switch 4
Tononoruna sk3emnaapa ceasyowero gepesa 3 nocne BblymcaeHmna MSTP

Switch 2 Switch 3

Switch 4
Tononoruna sksemnaapa ceasyowero gepesa 4 nocne sblymcieHma MSTP

18.4 YcrpaHeHue HeucnpasHoctet MSTP

Ona Toro, 4to6bl NpoTokon MSTP Ha nopTte cmor paboTatb, MSTP gonxeH 6bITb BKAOYEH
B pexxume rnobanbHOro KOHGUryprUpPoOBaHMA.

Tak Kak napameTtpbl MSTP B3anmocBA3aHbl, OHM AO0NXKHbI COOTBETCTBOBATL CAeAyoWwmnm
TpeboBaHMAM:

. 2x(Bridge_Forward_Delay - 1.0 cekyHaa) >= Bridge_Max_Age;

° Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1.0 cekyHaa);

B npotuBHOM cnyyae npotokon MSTP moskeT paboTaTb HENPaBUAbHO.

Ecnn nonb3osaTtenun nsmeHuan napametpbl MSTP, OHU A0KHbI YOOCTOBEPUTLCA B TOM,
YTO M3MEHEeHbl U ToOnonorMn. HacTpPoMKM rNobanbHOrO pexMma KoHOUrypupoBaHUA
BbINONHATCA ANA KOMMYTATOpoB. OcCTasibHble HACTPOWMKM BbIMONHAKOTCA ANA OTAE/bHbIX
9K3eMMNAAPOB CBA3YIOLLEro AepeBa.
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19 HACTPOMKA QOS

19.1 O6wue ceegeHuns o QoS

QoS (Quality of Service — kauecTBo cepBuca) - HA6Op BO3MOXKHOCTEN KOTOPbIE MO3BONAIOT
C034aBaTb pasfefieHHble NOAOoCbl ANA nepefaBaemblX MO CETU AAHHbIX, TeM CaMbIim
obecneumBan Nyylnii cepBMC ANA BbIBPAHHOro ceTeBoro TpadmKa. QoS - rapaHTUA KauyecTsa
nocnenoBaTelbHOM M NpeAcKkasyeMoW nepefaynm AaHHbIX gnsa obecnevyeHus TpeboBaHuM
nporpamm. QoS He co3faeT AOMNOMHUTENbHOW MOAOCHI Nepegayun, Ho obecneumBaeT bonee
a¢deKTMBHOE ynpaBieHME MNONOCON B COOTBETCTBUMM C TPebOOBAHMAMWU NPUNONKEHUNA W
NOZIMTUKOM YNpPaBNEHUA CETbIO.

19.1.1 TepmuHbl QoS

QoS: KauecTBOo cepBuca, obecrneyeHWe rapaHTMPOBAHHOrO KayecTBa cepBuca ANA
nocnenoBaTeslbHOM UM Npeackasyemol nepefaynm AaHHbIX WM BbIMOIHEHUS TpeboBaHUM
nporpamm.

DomeH QoS: omeH QoS noaaeprxmBaeT ycTpoiictea ¢ QoS ana dopMupoBaHMA ceTeBomn
TOMO/IOrMK, KOTOPan obecrneymT KauecTBo cepBmca. Takas TOMNOI0rMA HasbiBaeTcAa gomeHom QOS.

CoS: Knacc cepBuca - KnaccupuKkaunmoHHas MHbopmauusa, nepegasaemasn dperimamm
802.1Q Ha BTOpOM ypOBHe. 3aHMMaeT Tpu 6uTa nona Tag B 3arosioBke ¢ppenma M HasblBaeTca
YPOBHEM M0/1b30BaTe/IbCKOro NpuopuTeTa B AnanasoHe ot 0 go 7.

Layer 2 802.1Q/P Frame

Preamble | Stframe | | s Tag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

MpuopuTeTbl Knacca cepsuca

ToS: Tun cepsuca. OgHobanToBOE Nose, NepegaBaemoe B 3arosoBKke naketa IPv4 Ha
TpeTbem ypoBHe s 0b6bABNeHUA TuNa cepsuca IP naketa. 3HayeHMem nona ToS moxkeT bbITb
npuopwuTeT IP (IP Precedence) nan 3HayeHme DSCP.

Layer 3 IPv4 Packet

Version ToS

length (1 byte) Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

L IP precedence or DSCP
Mpnoputet ToS

IP Precedence: Mpuoputet IP. KnaccudpukaumoHHaa nHpopmauma nepeparowlasca B
3aro/I0BKe NaKeTa TPeTbero ypoBHSA, 3aHMMatowan 3 6uta n morywaa npMHMMaTb 3HavyeHma ot 0
no 7.
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DSCP (Differentiated Services Code Point): Koabl pasgeneHHbiX CepBUCOB,
KnaccuduKaumMoHHaa HPopmauma, nepesarowanca B 3aronoske IP naketa TpeTbero ypoBHs,
3aHUMaeT 6 6UT, meeT 3HavyeHue oT 0 g0 63 1 06paTHO coBMecCTUMa C npuopuTeTom IP.

MPLS TC(EXP):

Mone MPLS o3HavaeT Knacc obcnykmBaHus, umeet 3 6uTa aAna gmanasoHa ot 0 go 7.

: n LI | L L] 1 } 1 } '
1

DA | SA | VID | 0x8847 Label (20-bits) I EXP |S

Internal Priority: BHyTpeHHWIA nNpuopuTeT, YyCTaHaBAMBAEMbIA MPOLECCOPOM
KOMMyTaTopa. BO3MOKHbIM AMana3oH 3Ha4YeHMN 3aBMCUT OT TMNa npoueccopa. COKpaLeHHOo -
Int-Prio nnan IntP.

Drop Precedence: MNpuoputeT cbpoca. Mpn 06paboTKe nakeToB nepBbimu cbpacbiBatoTCA
naketol € 6onbwum npuoputeTtom cbpoca. MmeeT 3HayeHne O wmam 1. CoKpalleHHO
o603Havaetcs Drop-Prec unu DP.

Classification: ocHoBHOe Ha3HayeHne mexaHusma QoS, knaccnpuumpyeT nepeaasaemblie
NnakeTbl B COOTBETCTBUMU C KNAacCUMPUKALMOHHON MHOpMaLMel, coaepKallenca B nakeTax m
cnuckamm KoHTpona goctyna(ACL).

Policing: pelictBue mexaHuMama QoS Ha Bxoae, KOTOpoe YCTaHaB/AMBAET MOJIUTUKM
TpaduKa n ynpasnaeTt KnaccuPpuumMpoBaHHbIMM NAKETaMM.

Remark: aenctene mexaHnama QoS Ha BXoAe, BbINONAHAOLLEE MPONYCK, OCTAaHOBKY WK
cbpoc nakeTa B COOTBETCTBMM C NOANTUKAMM TpadUKa.

Scheduling: pelictBue mexaHnama QoS Ha Bbixoge. [obaBnsetr naKkeTbl B
COOTBETCTBYIOLME WUCXOAALWME O4vYepean OCHOBbIBAaACb HA BHYTPeHHeM npuoputete. U
NPUHMMAET pelleHne 0 NocblnKe nan cbpoce NakeToB B COOTBETCBMKU C NpuoputeTom cbpoca,
aNIrOPUTMOM MOCBIJIKA 1 BaXKHOCTbIO COOTBETCTBYIOLLLEN OYepean B UCXO4ALLEM MOTOKE.

In-Profile: Tpadduk B pamkax noantmkm QoS(nosoca NPONycKaHUA  UAn
JOMONHUTENBHOW Nonocom) HasbiBaeTtca In-Profile.

Out-of-Profile: Tpadduk B pamkax nonutukm QoS(nonocbl NPOMYCKAHUA UK
[0MNoNHUTENbHOM nonocbl) HasbiBaeTcs Out-of-Profile.

19.1.2 Peanusauua QoS

[Ona BbINONHEHWA Ha KOMMmyTaTtope nporpammHoro QoS HeobxoaAumMo paccmoTpeTb
OCHOBHYt0 6a30Byt0 mogenb. QOS He co34aeT HOBOM NOIOCHI B KaHaNe, HO MOXET MaKCMMabHO
noACTpamMBaTb KOHOUIypaLmio TEKYLLMX KaHaNbHbIX pecypcoB. MonHaa peanusaumna QoS paet
BO3MOXHOCTb MOJ/IHOCTbIO YNPaBAATb ceTeBbIM TpadmKom. HuKe, KaK MOMKHO TO4Hee,
onucelBaeTca cam npuHumn QoS.

Cneundurauma nepesaym AaHHbiXx B IP NOKpbIBAeT TONbKO agpecaumio U CepBuchl
UCTOYHWKA U MPUEMHMKA U, KOHEYHO, KOPPEKLUUIO Nnepeaadym NakeTos C MOMOLLBLIO NPOTOKO/0B
4 yposHa mogenun OSI 1 Bbiwe, Takux Kak TCP. OgHako, B 601bUIMHCTBE CAyyYaeB NpoTokon IP
MCNONb3yeT MAKCMMaNIbHO BO3MOXHYK MPOMYCKHYD CNOCOBHOCTb BMECTO MeXaHWM3Mma
NoAAEPMKKMN M 3aLUNTbI NONOCHI NAKETHOM Nepesayn. ITO0 NPUMEHUMO ANA TAaKMX CEPBUCOB KaK
noyta u FTP, HO npu yBennyeHUM nepepaym MyabTUMEOMUMHbBIX KOMMEPYECKUX AaHHbIX W
3NEeKTPOHHbIX BM3HEeC-cepBUCOB, METOL, MAKCMMANbHOW 3arpy3ku He MOXKeT yA0BNeTBOPUTL
TpeboBaHMA HEO6XO4MMOM NOMOCHI U HU3KUX 3a4EPKEK.
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basupyacb Ha pasnmyHbix metogax, QoS onpegendetr nNpuopuTET ANA  KaXAoro
BXxoAawero naketa. KnaccudmkaumoHHaa nHbopmauma coaeputca B 3aronoskax IP naketos
TPeTbero ypoBHA W B 3arosoBKkax ¢ppenmos 802.1Q BTOoporo ypoBHA. QoS obecneumBaeT
OAMHAKOBbIM CEepPBUC ANA MAKETOB OAWMHAKOBOrO NpUoOpUTETa, B TO BPEMA KaK ONA MAKeToB C
pasnuyaloWwmMmmca NnpmopuTeTaMmmn npeaaaratoTca pasanyarmeca onepaumm. Mapwpytmsatop
WA KOMMYyTaTOp, noagepkusatowme cepsuc QoS, moryt obecneumBaTb Pas/IMYHYO MOAOCY
nepefayn B COOTBETCTBUM C KlacCMdMKaLMen NakeToB, MOMeYaTb MaKeTbl B COOTBETCTBMMU C
CKOHOUTYPUPOBAHHbIMM MOJIUTUKAMM, @ TaKkKe cbpacbiBaTb HEKOTOPblE HU3KOMPUOPUTETHbIE
nakeTbl B C/ly4ae neperpysku Noiocbl nepeaaym.

KoHourypaumsa QoS asnsaetca rubkoit, 6onee NnpocTtot UAM CNOXKHOW B 3aBUCMMOCTU OT
TOMONOTMKN CETU U YCTPOWCTB, a TaKKe rNybuHbl aHanusa Bxoaalero/mcxoaawero Tpadumka.

19.1.3 basosasa mogenb QoS

BasoBaa mogenb QoS coctouT m3 4 vacrei: Knaccndukaumsa, NpumeHeHne NoauTUK,
MomeTka M [naHupoBaHue, rae Knaccudukauma, MPUMEHEHUE MNOJUTUK U MOMETKU —
nocnegosaTesibHble AEMCTBUS Ha BXoAe, a paboTa ¢ oyepeaaMmn 1 NAaHUPOBAHUE — AENCTBUA
QoS Ha BbIxoae.

Ingress Egress
- - |
Generate
Internal
Priority Color
Classification > Policing > Remark > Scheduling

Sort the packet traffic Decide whether the traffic Degrade, discard the different Place packets into priority
according to the classification color is single bucket dual color packets, and r_emark queues according to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields priority and service according
info to internal priority value color according to policing to the queue weight and the
and drop precedence value policy drop precedence

ba3oBaa mogenb QoS

Knaccudukauuma: knaccupuumpyet TpaPuKk B COOTBETCTBUM C KAACCUPUKALMOHHOM
MHbOpMaLMelrt NaKeToB M FreHepupyeT 3HauYeHWe BHYTPEHHEero NpuMopuTeTa, OCHOBAHHOE Ha
KnaccuPuKaumoHHOM  MHPpMaumn. [nAa  pasnMyHbIX  TUMNOB MAKETOB  KnaccuduKauuma
obecneymBaeTca pa3nnyHbIM 06pa3om. Cxema HUXKeE MOKa3bIBaeT 3TO.

MpumeHeHMe NOAUTUK M NOMeTKa: KaxKabl NakeT B KNACCUPULMPOBAHHOM BXOAALLEM
TpaduKe nonyyaeT 3HauyeHWe BHYTPEHHEro npuopuTeTa M MOMKET Janee NnoABepraTbCa
OENCTBUIO NONUTUK U MOMEYaTbCA.

MpUMeHeHWe NOAUTUK MOXKET ObITb BbINOJIHEHO HA MOTOKE AaHHbIX AnA obecneyeHuA
Pa3/INYHOM NONOCHI MPONYCKAHWUA AN1A PA3/IMYHbIX KNaccoB TpaduKa. HasHauyeHHaa NponycKkHas
NOZITUKA MOKET BbITb «0A4HA KOp3MHa-ABa uBeTa»(single bucket dual color) nnu «ase Kop3uHbI-
Tpu uBeta»(dual bucket three color). TpaduKy npucBamBaloTca pasnn4YHbie UBETA M B
COOTBETCTBMM C HUMM OH MOMKET cHpacbiBaTbCA MM NPOMycKaTbcA. K NponyLweHHbIM NakeTam
NnpMMeHAeTcA AOelACTBME MOMETKWU, Korda MaKeTy HasHayaeTca HoBbiA, 6osiee HU3KUI
BHYTPEHHUI NPUOPUTET ANA 3aMEHbI CyLLEeCTBOBABLUEro paHee 601ee BbICOKOTO BHYTPEHHENO
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npuoputeTa. Mona COS n DSCP 6yayT mogmduumpoBaHbl B COOTBETCTBMU C HOBbIM BHYTPEHHUM
npuopuTeTom Ha Bbixoge. CneaytoLLan cxema onMcbiBaeT 3TW onepauunu.

Set the packet COS as
the default ingress
COS(*4)

A
COS-to-Int-Prio
COS-to-Drop-Prec
conversation according

ﬁ to the COS value (*5)
N

DSCP-to-DSCP EXP-to-Int-Prio
DSCP-to-Int-Prio EXP-t0-Drop-Prec

DSCP-to-Drop-Prec . P -

Conversion according to the conversation according to
packet DSCP the packet MPLS EXP value
A

Set the packet COS field
equals Int-Prio

Enter the
policing flow

Mpouecc kKnaccudmKaumm

3ameyaHue 1: 3HadyeHue COS paccyMTbiBAaeTCA UCXOAA M3 CBOMCTB MaKeTa U HUKAK He

CBA3AHO CO 3HAaYEHNEM BHYTPEHHETO NPUOPUTETA, NONYHEHHbBIM A1 NOTOKA.

3ameyaHune 2: Ecnm ogHoBpemeHHO CKOHoUrypupoBaHbl npoBepka DSCP u CoS, To

npuoputet DSCP BaxHee COS.
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S

hether
configure the
licing poli

No

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

< Enter scheduling > '?J;C::Fi(gt\:

Mpouecchl PeryaMpoBaHna 1 NoMeTKM

3ameyaHue 1. BHyTpeHHWI npuoputeT 6yAeT CKpbIT Noc/ie YCTaHOBKM. YCTaHOBKa
BHYTPEHHEro npuopuTeTa Ha TpaduK C OonpeaesieHHbIM LBETOM MOKPbIBAET YCTAHOBKY
BHYTPEHHEro NpuopuUTeTa Ha TPAPUK, HE CBA3AHHbIN C LLBETOM.

3ameyaHue 2. C6poc BHYTPEHHEro NPMOPUTETA MAKETOB OCYLLECTBASETCA B COOTBETCTBUM
C KapTol npeobpa3oBaHMA «KBHYTPEHHWUIN MPUOPUTET - BHYTPEHHUI npuoputet» (IntP-to-IntP).
Mpyn  KnaccuduKauum NOTOKA BHYTPEHHUM npuopuTeT bepeTca OT  WCTOYHMKA UK
yCTaHaB/MBAETCA AENCTBUAMM, HE CBA3AHHbIMM C LLBETOM.

Pabota c ouyepegAaMM M NNAHMPOBAHME: CYLLECTBYET BHYTPEHHWUI NpuopuTeT AOnA
NCXOAALMX MAKETOB, B COOTBETCTBMM C HUM NAAHMPYETCA pacnpefesieHue MnaKkeToB Mo
oyepesam C PasIMYHbIM NPUOPUTETOM M NAKeTbl MOCbIIAKOTCA B COOTBETCTBUM C BECOBbIM
npuopuTeTOM ouyepeam U npuoputeTom cbpoca. Cneayowas cxema ONUCbIBaeT onepauuu
NNaHUPOBAHMA.
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e

MPLS packet(*0)

A
Remark EXP field
fields of the packets '« according to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

Select queue according to
IntPrio-to-Queue mapping

iQueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v v
( Finish ) ( Dropthe
packets

Mpoueccbl N1aHUPOBKKU M yNpaB/ieHUA ovepesammn

19.2 KoHdurypupoaHue QoS

1. KoHdurypmposaHue KapTbl K/1acCcoB;

YcTaHaBimMBaeT KnaccudpuKaumoHHble npasuna B cootsetcteum ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP n IPv6 FL gna KnaccudmKkaumm noTtoka AaHHbIX. PasfinMyHblie Knaccol
NOTOKOB AlaHHbIX 06pabaTbiBaOTCA MO Pa3HbIM MOJIUTUKAM.

2. KoHdurypupoBaHume KapTbl NOANTHUK;

Mocne KnaccupurKaLmm NOTOKa AAHHbIX MOXKET BbITb CO34aHa KapTa NOJIUTUK, ANA CBA3N
C KapTOM KNaccoB, CO34aHHON paHee M BXOAO0M B PeXMM Kiacca. Toraa pasnnyHblie NOAUTUKM
(TakMe KaK orpaHWYeHWe MnosoCbl, NOHUKEHWE NPUOPUTETA HAa3HAYEHMEM HOBOIO 3HAYEHUSA
DSCP) MoryT npMMeHATLCA AN1A Pa3INYHbIMA NOTOKOB AaHHbIX. TaKXKe MOMKHO onpeaenvTb Habop
NONUTUK, KOTOPbIE MOTYT MPUMEHATLCA 419 HECKOJIbKUX KNAaCCOB B KapTe NOJUTUK.
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3. NpumeHeHne QoS Ha nopTty nnu VLAN nHtepdodeiice;

KoHpurypuposaHue foseputenbHOro pexuma(trust mode) Ha nopTy mMan npmeA3Ka
NONIUTUK K NopTy. MoANTUKM ByayT 3a4eMCTBOBAHbI Ha NOPTY TO/IbKO €C/IM OHM ByAyT NPUBA3aHbI
K Hemy. [TOIMTUKM TaK e MoryT 6bITb NpMBA3aHbl K onpeaeneHHomy VLAN. He pekomeHayeTca
OAHOBPEMEHHO MCMNONb30BaTb KapTy NoauMtuK Ha VLAN 1 Ha ee nopTtax, B NPOTUBHOM C/y4ae
NPUOPUTET KAapPTbl NONIUTUK Ha NOPTY ByAeT Bblwwe.

4. KoHOUrypmpoBaHMe anroputma ynpaBaeHUa ovepeasmm;

KoHdurypuposaHue anropmtma ynpassieHUsa odepenamm, TaKoro Kak sp,wdrr n apyrmx.
KoHourypuposaHue pacnpegenexHma QoS.

KoHdurypuposaHue pacnpegenerHuns ns CoS 8 DP, us DSCP 8 DSCP, ns IntP 8 DSCP.

1. KoHdurypmpoBaHue KapTbl K1accos.

KomaHpaa OnucaHue

Pexxum rnob6anbHoOro KoHpUrypuposaHus

Co3faHMe KapTbl K/iaccoB W BXo4 B
PEXMM KapTbl K/accoB; KOMaHZa «no
class-map <class-map-name>«yganaet

YKa3aHHYIO KapTy KNaccos.

class-map <class-map-name>
no class-map <class-map-name>

match {access-group <acl-index-or-name> | ip

dscp <dscp-list>| ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel-
list>]vlan <vlan-list> [ cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YCTaHOBKa COrNacoBaHHbIX KpUTepUEB
(knaccnomrkauma noToKa AaHHbIX no ACL,
CoS, VLAN ID, npunoputetom IPv4, IPv6 FL
unn DSCP, v 1.4.) Ans KapTbl KNaccos;
KomaHga No ypansetr onpeaeneHHbin
COrNacoBaHHbIM KPUTEPUNA.

2. KoHpUrypmpoBaHme KapTbl NOJUTUK

KomaHpaa

OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

Co3pgaHue KapTbl NOAUTUK W BXO4, B
peXum KapTbl NOANTUK; KomaHga NO
yhanaeT onpeaenieHHyo KapTy NOJNTUK.

class <class-map-name> [insert-before <class-
map-name>]
no class <class-map-name>

Mocne co3gaHuA KapTbl MOAUTUK, ee
MOMHO CBfi3aTb C Knaccom. PasnunyHbie
NOJUTUKN WM HOBble 3HadyeHunAa DSCP
MOTYT ObiTb MPUMEHEHbl K Pa3INYyHbIM
NOTOKAM [AaHHbIX B pPeXMMe KNaccos;
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komaHaa NO ypansetr onpeaeneHHbIN
Knacc.

set {ip dscp <new-dscp> | ip precedence <new-
precedence> | internal priority <new-inp> | drop
precedence <new-dp> | cos <new-cos>}

no set {ip dscp | ip precedence | internal priority
| drop precedence |cos}

Mpuceansaet HOBbIN BHYTPEHHMUM
npuoputet KnaccmduumpoBaHHOMY
Tpapumky; KomaHga NO oTmeHseT
Ha3HayeHMe HOBOWM BENYUHDI.

KoHdurypauma NOANTUKM ana
policy <bits_per_second> <normal_burst_bytes> | knaccupuumnposaHHoro NnoToKa.
({conform-action ACTION | exceed-action | OTgenbHble KOMaHAbl NONNTUK
ACTION}) noagepXmnBeatoT Tpu LuBeTa. AHanmsupyert
ACTION definition: paboumnii pexxmm BUPTYanbHOW KOP3UHDI,
drop I transmit | set-dscp-transmit | 370 Mo)KeT 6bITb 0f4HA CKOPOCTb-O4HA
<dscp_value> | set-prec-transmit | Kop3MHa, opgHa CcKopocTb — [ABe
<ip_precedence_value> | set-cos-transmit | KOp3uMHbI, ABE CKOPOCTU — ABE KOP3UHbI.
<cos_value> | set-internal-priority <inp_value> | | YcraHaBnuBaet cooTBeTCTBYlOLWME
set-Drop-Precedence <dp_value> AencTBua  ana  PasfINdHbIX  LBETOB
no policy naketos. KomaHga NO ypanaer pexum

KOHUrypauum.

YcTaHOBKa OQYHKUMKM  CTAaTUCTUKKM  ANA
KnaccupuumpoBaHHoro Tpaduka. Mocne
BKHOYEHMA 3TON QPYHKUUN B peXMme

NONUTUKMU Knaccos, nobasnser
CTaTUCTUKY TpadUKa NO KapTe NONUTUKK
accounting KnaccoB. B peuMme OZHOM KOpP3WHbI
no accounting nakeT MOXKET BbITb TO/IbKO 3€/1eHbIM UK

KpPacHbIM NpU NPUMEHEHUWN MONUTUKN. B
BbIBOAUMOM MHPopmaumn 6byayt naBa
uBeTa ( KpacHbI M 3eneHbli) nakeTos. B
peXuMme AByX KOp3uH byayT Tpu ugeta (
3€/1eHbI, KPACHbIN N }KENTblA) NaKeToB..

PexXum KOHUrypaumm KapTbl NOJIMTUK KNACCOB

dro

no :ro CbpacbiBaeT wuau nepepaer Tpaduk B
F.’ AaHHOM Knacce. KomaHga NO otmeHsaeT

transmit NPUCBOEHHYIO GYHKUUIO

no transmit P Yo QyRKUMO.

3. NpumeHeHne QoS Ha nopTty nnm VLAN nHtepdeice

KomaHpa OnucaHue

Pexxum KoHUrypmupoBaHua uHtepdeiica
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mls qos trust dscp
no mls qos trust dscp

KoHourypuposaHme  aoBepuTenibHOro
nopta. Komanaa NO oTmeHAeT TeKyLLui
pexum 40BepUTeNIbHOCTU Ha NOPTY.

KoHourypauma  3HayeHna CoS no
mls qos cos {<default-cos>} YMO/MYaHMIO Ha nopTy; KomaHga NO
no mlis qos cos BOCCTaHaB/MBaeT 3Ha4YeHue no

YMOIYaHUIO.

MpumeHseT KapTy NOANTUK K

KOHKpeTHomy nopty; KomaHga NO
service-policy input <policy-map-name> ypansaet COOTBETCTBYIOLLYHO KapTy
no service-policy input <policy-map-name> NONUTUK, MNPUMEHEHHYID Ha NOPTY.

BbixogHaa KapTta NOAUTMK MOKa He

noaaep’KMBaeTca.

Pexxum rnobanbHoro KOHPpUrypmposaHmsa
. . . . MNpumeHsaet KapTy NONINTUK K
service-policy input <policy-map-name> vlan .
KOHKpeTHoMY VLAN UHTepodeicy.

<vlan-list>
no service-policy input <policy-map-name> vlan
<vlan-list>

KomaHga NO yganaeT cCOOTBETCTBYIOLLLYO
KapTy NOAUTUK, NpUMeHeHHYto Ha VLAN
nHTepoelice.

4. KoHOUrypupoBaHue anroputma ynpasaeHns oyepeaamm

KomaHpa

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

mls qos queue algorithm {sp | wdrr}
no mis qos queue algorithm

YcTaHOBKa  a/froputma  ynpaBieHusn
oyepeaAaMu. Mo yMOHAHUIO a/ITOPUTM -
wdrr

Pexxum rnob6anbHOro KoHGUrypuposaHus

mls qos queue weight <weight0..weight3>

YcTaHaBAuBaeT Bec odyepeaent wdrr ana

TG R G BCEX novaos. Mo ymonuyaHuio Beca
ovyepegen 1234
5. KoHdurypmposaHue npeobpasosaHus QoS
KomaHpa OnucaHue
Pexxum rnobanbHoOro KoHpUrypuposaHus
mls gos map {cos-intp <intp1l...intp8> | dscp-intp | YctraHaBnuBaer NPUOPUTETHYIO

<in-dscp list> to <intp>}

TpaHcnaumio ana QoS. KomaHga NO
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no mls qos map {cos-intp | dscp-intp}

BOCCTaHaB/IMBaeT 3Ha4YeHNEe TpaHCAALUN
no yMmOn4aHUIo

6. OUMCTKa CYETYMKOB [aHHbIX B KapTe NOIMTUK Ha onpegeneHHom nopTy uam VLANe.

KomaHpa

OnucaHue

Pexxum agmuHuUcTpaTopa

| vlan <vlan-id>]

clear mls qos statistics [interface <interface-name>

OuncTKa CYETYMKOB [aHHbIX B KapTe
NOINTUK Ha onpeaeneHHOM NOopPTY Uan
VLANe. Ecnm y KOMaHAbl  HeT
napameTpoB, OYMLLAIOTCA CHETUYUKU Y
BCEX KapT NONUTUK.

7. NMpocmoTp KoHoUrypaumm QoS

KomaHapa

OnucaHue

Pexunm agMmuHucTparopa

show mls gos maps [cos-dp | dscp-dscp | dscp-
intp | dscp-dp | intp-dscp]

MNoka3biBaeT KOHUrypaumio QoS
TpaHcAAUuMn

show class-map [<class-map-name>]

Moka3biBaeT KapTy Knaccos QoS

show policy-map [<policy-map-name>]

MNMokKa3sbiBaeT KapTy noanTtnk QoS.

show mls qos {interface [<interface-id>] [policy
| queuing] | vlan <vlan-id>}

MNoKa3biBaeT KoHPUrypaumto QoS Ha nopTy.

19.3 Mpumep QoS
Mpumep 1:

Heobxoanmo BKAOUNTL GyHKLUMIO QOS, M3MEHUTL BECa BbIXOAHbIX oyepeser Ha NopTy
Ethernet 1/1 Ha 1:1:2:2:4:4:8:8, TaKXe yCTaHOBUTb Ha NOPTY pexnm aoseputenbHoro CoS 6e3
nameHeHmna 3HavyeHna DSCP n yctaHoBUTb 3HayeHue CoS NO YyMOAYaHMIO paBHbIM 5.

T1anbl KOHPUIYPUPOBAHMNA ONUCAHDBI HUKE:

Switch#config

Switch (config)# mls gos queue weight 1 1 2 2 4 4 8 8

Switch (Config-If-Ethernet 1/1) #mls

qos trust cos

Switch (Config-If-Ethernetl/1)#mls gos cos 5

PesynbTaT KOHOUIYpauum:

Koraa B obuiem pexunme BrAo4eH QOS, A/1A BbIXOAHbIX oYepeaeint Noaoca nponyckaHua
ONA KaXaoro noprta nogeneHa B nponopuunn 1:1:2:2:4:4:8:8. Korga nakeTtbl, umerowine
napametp CoS, npuxoaaT yepes nopt ethernet 1/1 um HasHayaeTcA BHYTPEHHWUI NPUOPUTET B

cooTBeTcTBUMN cO 3HavyeHnem CoS. 3HayeHuA

CoS ot 1 pgo 7 coOTBETCTBYIOT o4yepenam

1,2,3,4,5,6,7.8 cooTBecTBEHHO. Ecnm BXxoaAwWMIA NakeT He MMeEeT YCTaHOBJ/IEHHOrO nNapameTpa
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CoS, OH N0 yMONYaHUIO CYUTAETCA paBHbIM 5 M nakeT nomewaerca B odyepeab 6. Bo Bcex
NPOXoAALLMX NaKeTax 3HavyeHMe DSCP He meHAeTcA.

Mpumep 2:

Ha nopty Ethernet 1/2 Heob6xoAMMO YCTAaHOBWUTbL NONOCY ANA MAKETOB U3 CermeHTa
192.168.1.0 8 10 M6/c c gononHuTenbHoi nonocoi B 4 M6. Bce nakeTbl, NpeBbllLatoLMe 3Ty
nonocy 6yayt cOpoLleHbl.

3Tanbl KOHPUIypaLUM NOKa3aHbl HUXKe:

Switch#config

Switch (config) #access-1list 1 permit 192.168.1.0 0.0.0.255

Switch (config)#class-map cl

Switch (Config-ClassMap-cl)#match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #policy 10000 4000 exceed-action
drop

Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config)#interface ethernet 1/2

Switch (Config-If-Ethernetl/2) #service-policy input pl

Pe3synbTat KOHUrypaumm:

Nnct goctyna c umeHem 1 HacTpoeH Ana BbIbopKu cermeHTa 192.168.1.0. dyHKumns QoS
BK/toYeHa rnobanbHo. Co3aaHa KapTa KnaccoB ¢ MmeHem cl, nuct ACL 1 BKAtOYeH B KapTy
Knaccos. Co3gaHa gpyraa Kapta noantuk ¢ umeHem pl. KapTta pl ccbinaetca Ha Kapty cl.
YCTaHOBNEHbl COOTBETCTBYIOWME MOAUTUKU ANA OrpaHMYeHMA MOA0Cbl U AOMOAHUTENbHbIX
pacwmpeHunin. ITa KapTa NOAUTUK NpuMeHeHa Ha nopty ethernet 1/2. Mocne Toro, Kak
BbllLEeyKa3aHHble HACTPOMKM caenaHbl, Mosioca ANA MakeToB M3 cermeHTa 192.168.1.0,
npoxogAawmx 4epes nopt Ethernet 1/2, ycraHoBneHa B 10 M6/c C AONOAHUTENbHbIM
pacwupeHnem B 4 M6. Bce nakeTbl, NpeBblLAlOLLINE AAHHbIE YCTAaHOBKM B AAHHOM CErMmeHTe,
6yayT cbpoLlleHbl.

Mpumep 3:

Kak nokasaHO Ha pUCyHKe, BHYTpW 06/1acTM, OTMEYEHHOM MYHKTMPOM Haxogutcs QoS
AomeH, Switchl KnaccuoumumpyeTt pasnnyHblii TpadmK U Ha3HaYaeT pasanyHble NnpuopuTeThbl IP.
Ona npumepa, yctaHosum npuoputet CoS anAa naketos n3 cermenta 192.168.1.0 pagHbIMm 5 Ha
nopty ethernetl/l (ycTaHOBMM BHYTPEHHWI MpuopuTET paBHbiM 40 M NO YMOAYAHUIO
TPaHCAAUMIO BHYTPEHHEro npuoputeta B dcsp Kak 40-40, cootsetctBylowmin IP npuoputer
paBHbIM 5). MopT, NoAKAOYEHHbIN K Switch2 — TpaHKoBbIA. Ha Switch2 nopt Ethernet 1/1,
NoAKAOYEeHHbIN K Switch1 HacTpoeH Kak goBepuTtenbHbin dscp. Takum obpasom BHYTpu obactm
QoS nakeTbl C pa3nMYHbIMKM NpPUOpUTETAMKN ByayT pacnpesenATbCca B pas/iMyHble ovyepean U
nosly4yaT pas/INYHyo NOI0CY Nepesayn.
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QOS area

Tunosas Tononorua QoS

3Tanbl KOHPUIypaLUUM ONUCAHbBI HUKE:

KoHdurypauma QoS Ha Switchl:

Switch#config

Switch (config) #faccess-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #class-map cl

Switch (Config-ClassMap-cl) #match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #set ip precedence 40
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1l) #service-policy input pl

KoHdurypauma QoS Ha Switch2:

Switch#config

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1)#mls gos trust cos

19.4 YcrtpaHeHue HeucnpasHocTen QoS
o OOBEPUTENBHbIA pexXmm cos U EXP moXKeT wucnonb3oBaTbCA C  ApyrMmu
O0BEPUTENBHBIMU PEXKMMAMWN AN KAPTOM NOUTUK;
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J 0OBEPUTENBHbIA  peXMm  dscp  MOXET  MCNo/Ab30BaTbCA C  APYyrMmun
[0BEPUTENBHBIMU PEXUMAMW UAM KapTOM MOAUTUK. ITa KOHPUrypauua npumeHAeTca Ons
naketos IPv4 n IPv6;

. [oseputenpHble pexumbl exp, dscp M cos MOryT 6biTb CKOHPUIYypPUPOBAHDI
ogHospemeHHo. MpuopuTeTbl NO cTapwmHcTey: EXP>DSCP>COS;
] Echn ckoHdurypuposaH gmHammyecknin VLAN (mac vlan/ronocosoit vian/vlan

noacetn IP/vlan npotokona), Toraa 3HayeHne COS pns naketa paBHO 3HayeHuto COS ans
AnHamuyeckoro VLAN;

e KapTa MNOAUTUKM MOXKeT ObiTb NPMBA3aAHA TONIbKO KO BXAAWEMY HanpasaeHUIo,
BbIXxoAsAllee Hanpas/ieHUe He noaaeprKnBaeTcs;

o B HacToAwee BpemAa He peKomeHAOyeTcA OAHOBPEMEHHO WUCMO/b30BaTb KapTbl
noantuk Ha VLAN n Ha ero nopTy.
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20 NEPEHAMNPABJ/IEHUE MOTOKOB

20.1 O6wue cBepaeHUA 0 NnepeHanpasaeHUN NOTOKOB

PyHKUMA nepeHanpasB/ieHMA NOTOKOB NO3BOJIAET KOMMYTATOPYy nepesaBaTb ¢pperimbl
OaHHbIX, NPUMeHsAAa Hekue ycnosua (onpeaensemble ACL) Ha apyroii nopt. ®pelimbl co
CNeunanbHbIMM YCNOBUAMM HA3bIBAKOTCA KNACCOM MOTOKA, BXOAALLMI NOPT AAHHbIX HA3blBaeTCA
NMOPTOM MWCTOYHMKA MepeHanpaBieHns, a onpeaeneHHbl BbIXO4HOW MNOPT — MOPTOM
npUeMHWKa nepeHanpasneHma. Ob6bIMHO ecTb ABa BWAA MPUMEHEHMA NepeHanpas/eHuA
notokos: 1) MNoakntoueHne aHanusaTopa NoToka ( Hanpumep, cHuddepa) Man yaaneHHoro
MOHUTOPA K MOPTY NPUEMHUKY NepeHanpasieHna A8 KOHTPOAA U YNIPaBAEHUA CeTbIO, a TaKXKe
ANArHOCTMKKM Npobaem Ha ceTu; 2) CneumanbHble NpaBuaa Nepesaym 4Na cneumanbHbiX TUMOB
bpenmoB AaHHbIX.

KommyTaTop MoXKeT Ha3HayaTb TO/IbKO OA4MH NOPT - IPUEMHUK A1A O4UHAKOBbIX K1AaccoB
NOTOKOB Ha MOPTY-UCTOYHMKE, B TO BpemA KaK ANA Pa3IMYHbIX KNAccoB MOTOKOB Ha MopTy
MCTOYHMKE MOXKHO HA3HaYUTb Pa3/iMyHble NOPTbl - NPUEeMHUKU. OAMHAKOBBIN Knacc NOTOKA
MOXET MPUMEHATLCA Ha Pa3/INYHbIX NOPTaX - UCTOYHUKAX.

20.2 KoHodurypupoBaHue nepeHanpaBieHMUA NOTOKOB

1. KoHdurypmposaHue nepeHanpaBaeHUsa NOTOKOB;

2. MpoBepKa TekyLwen KoHOUrypaLummn nepeHanpasaeHnsa NOTOKOB;

1. KoHdurypupoBaHMe nepeHanpaBieHns NOTOKOB

KomaHga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

OnpegeneHue
nepeHanpasAeHUA MOTOKOB Ha
nopTy; KoMaHAa «no access-
group <aclname> redirect»
ncnonblyetTca ANA  yganeHus
nepeHanpasAeHUA NOTOKOB.

access-group <aclname> redirect to interface [ethernet
<IFNAME> | <IFNAME>]
no access-group <ac/lname> redirect
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2. MpoBepKa TeKyLen KoHOUrypaLmm nepeHanpasieHa NOTOKOB

KomaHpga OnucaHue

06wumii pexxum/Pexxum agmuHUcTpaTopa

MoKasbiBaeT uHbOPMaLUIO O

show flow-based-redirect {interface [ethernet <IFNAME> | TekyLuel KoHuUrypaumm
| <IFNAME>]} nepeHanpasaeHUA MOTOKOB Ha
nopty/ycTpoicrse.

20.3 Mpumepbl nepeHanpaBAeHUA NOTOKOB

Mpumep:

TpeboBaHMA NONb30BATENA K KOHPUIYpaLMM COCTOAT B CeaytoweM: nepeHanpasaeHne
dpeiimos ¢ ucxogawmm IP agpecom 192.168.1.111, npuHMMaembIx Ha NopTy 1, Ha NopT 6.

U3meHeHuAa KoHpuUrypauumm:
1. Hactpolika ancta goctyna. Ycnosusa Bblbopkun — IP agpec ucTtouHmKa - 192.168.1.111
2.MpuMeHUTb NepeHanpas/ieHNe 3TOro NOTOKa Ha nopTy 1.

Mpoueaypa KoHdUrypauyumu:

Switch (config) faccess-1list 1 permit host 192.168.1.111

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1)# access-group 1 redirect to interface
ethernet 1/6

20.4 YcTpaHeHWe HeucnpaBHOCTEW NepeHanpaB/ieHUA NOTOKOB

Ecan KoHdurypauma nepeHanpaBieHMA NOTOKa He paboTaeT, NpoBepbTe creaytoume
MPWUYMHbBI, KOTOPbIE MOTYT Bbli3blBaTb NPO6AEMbI:

. Tun notoKa (nucT pocTyna) MoXKeT ObiTb TONbKO CAeaylowmux BUAOB -
cTaHAapTHbIM ACL, pacwupeHHbir ACL, MMeHOBaHHbIN pacwmpeHHbiii ACL, MMeHOBaHHbIN
cTaHaapTHbIN ACL, ctaHgapTHbIN IPv6 ACL  uMeHOBaHHbIM cTaHAapTHbIN IPve ACL;

. MapameTpbl BPEMEHHOTO AMANa30Ha M AMana3oHa NOPTOB He MOTYT HbiTb 3a4aHbl
nMcTom goctyna. Tun ancta goctyna A0/XKeH bbiTb permit;

. MopT nepeHanpasneHns B GpyHKUUM NepeHanpaBieHUs NOTOKOB A0/KEH ObiTb
1000M6;
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21 KOH®UTYPUPOBAHUE TMBKOIO QINQ

21.1 O6uwme cBeaeHua o rubkom QinQ

21.1.1 TexHonorua QinQ

TyHHenb Dotlg, KoTopbii Tak e HasbiBatoT QinQ (802.1Q-in-802.1Q) ssnaetca
pacwunpeHnem ctaHgapTta 802.1Q. OcHOBHaA nAeA 3aK/0YAETCA B YNIAKOBKE METKM KNMEHTCKOro
VLAN (CVLAN tag) B meTky VLAN aeprkaTtensa cepsuca (SPVLAN tag). NakeT ¢ AByma meTKkamu
VLAN nepepaeTtca Yepes MarncTpasabHyto ceTb NpoBangepa Ana obecneyeHma NpocToro TyHHeNA
2-ro ypoBHA nonb3osatenam. 3TO NPOCTO W NEerko ANA ynpasaeHUA, peannsyemo TOJIbKO
CTAaTUYECKOM KOHPUrypaumel n ocobeHHO XOpoLo NPUMEHMMO A/1A ManeHbKUX OPUCHbIX ceTel
N HebonbluMX ceTelt BTOporo yposHA (METRO) ncnonb3yrowmx KOMMYTaTopbl 3-ro YPOBHSA KaK
MarucTpasibHble yCTPOMCTBa.

CywecTtByeT aBa TMna QinQ: 6a3oBbii QinQ 1 rMbkuit QinQ. Mpuoputet rnbkoro QinQ
Bbiwe, yem 6a3oBoro.

21.1.2 basosbi QinQ

BazoBbin QinQ 6a3npyeTca Ha nopTy. MNocne KoHpUrypauum QinQ Ha NopTy, UMerT in
NPUHMMAEMble MaKeTbl METKY UM HET, YyCTPOMCTBO ynakosbiBaeT VLAN no ymoi4aHuiO B NaKeT.
Ncnonb3soBaHune 6aszoBoro QinQ npocto, HoO MeTo, ycTaHOBKN MeTKn VLANa He rmbKuit.

21.1.3 Tmbkun QinQ

Mbkuit QinQ 6asupyetcAa Ha NOTOKe AaHHbIX. OH NpoBepsAeT, COAEPXKUT /N MaKeT
BHELLHIOK METKY M YNAKOBbIBAET CTOJIbKO BHELWHMX METOK, CKO/IbKO UX MPUCYTCTBYET B MOTOKE.
Ona  npumepa: peanmsaums  BO3MOXKHOCTeM ruMbkoro QinQ B  COOTBETCTBUM C
nonb3osBatenbckumm metkamu VLANa, MAC agpecamu, lpv4/IPv6 agpecamu, |pv4/IPve
NPOTOKONAMMU U NAEHTUPUKATOPAMM NOPTOB MPUNOKEHUN U T.4. TakMm 06pa3om, OH MOXKeT
YNaKoBbIBATb BHELWHNE METKU A5 MAKETOB U MPUMEHATb Pa3/NYHble CXeMbl AN Pa3/INYHbIX
nosib3oBaTenen nam MeToa0s..

21.2 Hacrtpoiika rubkoro QinQ

Mpun ncnonbsoBaHum rnbkoro QinQ NOTOK AaHHbLIX UCNONbL3YET ANA Nepeaayn npasuna
KapTbl noaAnTmK QoS.

1. Co3paTb KapTy KNACcCOB ANA KnaccuPuKaumm pasanyHbiX NOTOKOB AaHHbIX;

2. Co3patb KapTy nonutuk rmbkoro QinQ Ans cBA3WM C KapToi KAaccoB M HACTPOUTb
COOTBETCTBYIOLLME ONEepaLnu;

3. MNpunBA3aTb KapTy NOAMUTUK TMBKoro QinQ K nopTty;

1. KoHdurypmposaHue KapTbl KN1accoB

KomaHga OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHus

Co3paHue KapTbl K/accoB M BXo4 B
peXum KapTbl Knaccos, kKomaHga NO
yOanaeT KOHKPEeTHYIO KapTy K/1accos.

class-map <class-map-name>
no class-map <class-map-name>
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match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>| ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

Hactpolika ctaHaapTHoro Habopa KapTbl
Knaccos (KnaccupuKkaumsa NoToKa AaHHbIX
no aucty pocrtyna, CoS, VLAN ID,
npunoputety IPv4 uvnn DSCP u 1.4. OnAa
KapTbl Knaccos); KomaHaa NO ypanset
onpeaeneHHbl Habop CTaHZAPTOB.

2. KoHpUrypmpoBaHume KapTbl NOAUTUK rMbkoro QinQ

KomaHpa

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

Co3sgaHme KapTbl NOJAWUTUK U BXO4 B
peXnm KapTbl NOAUTUK, KOMaHaa NO
yAaNnAeT yKa3aHHY0 KapTy NOJUTUK.

name>]
no class <class-map-name>

class <class-map-name> [insert-before <class-map-

lNocne TOro, Kak KapTa NOJAUTUK
€03/aHa, OHa MOXeT bbITb NPUBA3aHa K
Knaccy. KomaHpa NO  ypansaet

YKa3aHHY0 KapTy KNaccos.

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YKasaHune BHelwHen metkn VLANa gns
KnaccuduumMpoBaHHOIO Tpadumka.
KomaHga NO oTmeHAeT onepaumio.

3. MNpunBA3Ka KapTbl NOAUTUK TMBKoro QinQ K nopTy

KomaHpa

OnucaHue

PexXxum KoHpUrypupoBaHus nopra

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MpumeHAET KapTy MOAUTUK K MOPTY.
KomaHga NO oTmeHAET npuMeHeHue
YKa3aHHOM KapTbl NOJIUTUK K MOPTY.

4. MNMokasbIBaeT NPMBA3KY KapTbl NOANTUK TMBKoro QinQ K nopty

KomaHpa

OnucaHue

Pexxum agmuHucTpaTopa

show mils qos {interface [<interface-id>]

MNoKka3biBaeT KoHPUrypaumto rnbkoro QinQ
Ha nopTy.
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21.3 MMpumep npumeHeHus rmbkoro QinQ

ir2g|1o01|1Ca1

SOT[T0 fio
iTag|2001|2001 200
Tag|300 13007
sl 1001 Switch € -.’ ) \ i Tag|ion
TRl — ‘ o
ragl3001 . Tag}30
DSLAM1 N DSLAM2

Broad Band
VoIP
~ Video order programme

Tononorua npumeHexus rmbkoro QinQ

Kak nokasaHoO Ha pUCyHKe, nepBbli Nosib3oBaTenb ncnonbsyet Tpu VLANa ¢ meTkamm
1001, 2001, 3001 cooTtBeTcTBEHHO Ha DSLAM1. VLAN1001 coOTBETCTBYET LUIMPOKOBELLATENbHOM
cetn, VLAN2001 cootsetcteyeT VOIP, VLAN3001 cootBetcteyer VOD. Ha cooTtseTcTBYIOWEM
nopTy cetu, umerowem yHKumto QinQ, nakeTbl 6yayT GpopMMpPOBaATLCA C PA3HbIMU BHELUHUMM
meTkamu B cootsetcteum ¢ VLAN ID nonb3osatens. MakeTt ¢ meTtkoi 1001 6yaeT nakoBaTbca BO
BHewHow meTky 1001 HenocpeAcTBEHHO (3Ta MeTKa YHWKa/bHa Ha AaHHOW CeTu), MoayyuuT
MeTKY «luMpoKoBellaTenbHaa cetb - VLAN1001»m KnaccuduumpoBaHa Ha yctpoinctse BRAS
(LeHTp xpaHeHMA KoHdurypaumm). Maketbl ¢ metkamum 2001 (nam 3001) 6yayT nakoBaTbCA C
BHewHel meTkon 2001 (nnam 3001) n knaccndumumpyroTcs Ha ycTpolictBe SR B COOTBETCTBUM C
npaBunamm NOTOKOB. BTOpol nonb3oBaTeslb MOXKET UCMNO/b30BaTb pa3inyHble meTkn VLANOB
Ha DSLAM2. 3ameyaHue: npumeHaemblie meTkn VLANOB A/19 BTOPOro noJib3oBaTtesnss MoryT 6bITb
TAaKMMM Ke, KaK 415 NepBOro nosib3oBaTena W NakeTbl C STUMU METKaMM TaK *Ke NaKykTCcA BO
BHELLHIOK MeTKy. Ha pucyHKe Bbllle, BHEWHAA METKA A5 BTOPOro NoJib30BaTeNs OT/In4aeTca oT
METKM MepBOro noab30BaTeNA B COOTBETCTBUM C pacrnosioxkeHMem DSLAM u pacnonoxeHuem
nosb3oBaTens.

Echn noTtok pgaHHbix DSLAM1 wumpgetr 4yepes nopTtl KommyTatopa, KOHUrypauua

cneayrowan:
Switch (config) #class-map cl
Switch (config-classmap-cl) #match vlan 1001
Switch (config-classmap-cl) #exit
Switch (config)#class-map c2
Switch (config-classmap-c2) #match vlan 2001
Switch (config-classmap-c2) #exit
Switch (config)#class-map c3
Switch (config-classmap-c3) #match vlan 3001
Switch (config-classmap-c3) #exit
Switch (config) #policy-map pl
Switch (config-policymap-pl) #class cl
Switch (config-policymap-pl-class-cl)# set s-vid 1001
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Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2001
Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3001
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #fexit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1) #service-policy input pl

Echm notok paHHbiX DSLAM2 wupger 4yepe3 noptl KommyTaTopa,
cneayrowasn:

Switch (config)#class-map cl

Switch (config-classmap-cl) #match vlian 1001

Switch (config-classmap-cl) #exit

Switch (config)#class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl) #class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1002

Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2002

Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3002

Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #exit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1)# service-policy input pl

21.4 YcTpaHeHue HeucnpaBHocTel rubkoro QinQ

174

KoHbUrypaums

Ecan npasuna rmbkoro QinQ He moryT 6bITb NpMBA3aHbI K MOPTY, NPOBEPbTE HET NN
npob6aem, Bbi3BaHHbIX CEAYHOWUMU NPUYNHAMMK:
J MpoBepbTe, NnoaaepkmBaeTca v rmbknin QinQ CKOHPUrypMpPoBaHHLIMKU KapTamm
KNACCOB U MOANTHUK;
J Ybeautecb, 4TO NUCTbl AOCTYMa BK/KOYAOT paspeluarolime npasuna B KapTte
KNACcCOB, MMEIOLLUX NNCTbI AOCTYNa;
o MposepbTe, YTO KOMMYTaATOpP MMmeeT goctatodHo namATn TCAM gna nepegaym

cBszei;
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22 KOH®UTYPUPOBAHUE ®YHKLUMN 3-TO YPOBHA

KommyTaTtop noapep»uBaeT TO/NIbKO BTOPOM YpPOBEHb nepeajpecauyu, HO MOXHO
HaCTPOUTb TPETUIM YpPOBEHb YMpPaB/ieHMA NOPTOM ANA COeAMHEHUA BCeX BMAOB MPOTOKO/OB
ynpasaeHua Ha ocHoBe |IP npoTokona.

22.1 WUHtepdeiic 3-ro ypoBHA

22.1.1 HauanbHble cBeaeHunAa 06 nHtepdeiicax 3-ro yposHA

B KommyTaTOpax MoOXeT ObiTb co3aaH MHTepdenc 3-ro yposHA. OH ABNAeTCA He
dU3NYECKUM UHTEPDENCOM, @ BUPTYanbHbIM. MHTepdelc 3-ro ypoBHSA CTPOUTCA Ha MHTepdeice
VLAN. UHTepdelic ypoBHA 3 MOMKET cofepraTb OAMH uan b6onee mMHTepdencoB ypoBHA 2,
npuHagnexawmux ogHomy n tomy e VLAN, nmbo He copeprKaTb UHTepdelicoB ypoBHs 2. Mo
KpaliHen mepe, Oo4WH M3 UHTepdEelncoB YPOBHA 2, coaepKalmxca B MHTepdence yposHA 3,
[O/IKEH ObITb BKAOYEH (HaxoanTbca B cocTosHMMUP) — Torga byaet BKAOYEH U uHTepdelic
ypoBHA 3. B npoTMBHOM cniydae uHTepdeiic ypoBHA 3 byaeT BbikatoyeH (byaeT HaxoauTbeA B
coctosHun DOWN). KommyTaTop MOXKeT ucnosib3oBaTb |P agpeca, yCTaHOBJIEHHblE Ha
nHTepdericax 3-ro ypoBHa, 418 KOMMYHUKaLMWN C APYTMMK yCTpoMCcTBaMuM Yepes IP npoTokon.
KommyTaTtop moxeT nepecbinaThb IP nakeTbl mexay pasHbiMn nHTepdericamm 3-ro ypoBHs.

22.1.2 HactpoiiKa untepdeiica 3-ro ypoBHAa
MocnenoBaTeNnbHOCTb HACTPOMKKU UHTepdelica 3-ro ypoBHS:
1. Co3paHue nHTepdenca 3-ro ypoBHs;

2. Hactpoiika onucanua VLAN nHtepdeiica;

1. Co3pgaHue nHTepdeinca 3-ro yposHs

KomaHpaa OnucaHue

Pexxum rnobanbHOro KoHGUrypuposaHus

Cosganue VLAN wuHtepdeinca (VLAN wuHTepdeiic 310
NHTepdenc 3-ro ypoBHA); KomaHaa «no» yaanset VLAN
nHTepdelc, Co34aHHbI Ha KOMMYTaTopeE.

interface vlan <vian-id>
no interface vlan <vian-id>

2. Hactpoika onucanma VLAN nHtepdeiica

KomaHga OnucaHue

Pexxum koHpurypuposaHusa VLAN uHtepdeica

Hactpoika onucaHma VLAN wuHTepdeiica.
KomaHga «no»ybepetr onucaHume VLAN
nHTepdeica.

description <text>
no description
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22.2 Hacrtpoiika npotokona IP

22.2.1 BeepgeHue B IPv4, IPv6

IPvd 310 TeKywas Bepcua rnobanbHOro yHMBepcanbHoro WHTepHeT-NpoToKoAa.
MpaKTuKa fokasana, uto IPv4 aBnseTca NpocTbiM, TMOKUM, OTKPbITbIM, MOLLLHBIM @ TaK YKe IerKUM
B peanusauum npotokosom. OH ob6nagaeT xopolwei COBMECTUMOCTbIO C Pas3/IMYHbIMM
NPOTOKONaMMN BEPXHEFO M HUMKHEro ypoBHel. XoTa IPv4 noytm He mMeHANCA C MOMEHTA €ero
noasneHma B 80-Xx rogax, OH NPOAO/IKAET PACNPOCTPAHATLCA MO BCEMY MUPY BMECTe C
pacnpocTpaHeHnem MHTepHeT. OgHAKO MO Mepe pocTa MHPPACTPYKTYpbl MIHTEPHET U ycayr,
NCMNONb3YIOWWNX MHTEPHET-NPUNONKEHUA, BIABAAKTCA M HEKOTOPbIE HEAOCTAaTKN NPOTOKOAalPV4,
CBA3aHHbIE C MAcWTAaboM M CNOXKHOCTBIO cerogHAwWHen MHTepHerT.

IPv6 — 31O wecTaa sepcmnAa MHTepHET-NPOTOKOAA, cneaytowee ero nokoneHue. IPvé
pa3pabotaH IETF u go/KeH 3aMeHUTb UCNOb3YEeMbIN B HAcTOALLEE BpeMsi HTEpPHEeT-NPOTOKON
Bepcuud (IPv4). IPv6 6bin paspaboTaH cneuyanbHoO A5 TOro, YTobbl IMKBUAMPOBATbL HEXBATKY
agpecos IPv4, npenAaTcTByIOLLYIO Aa/ibHENLWEeMY pa3BuTMIO MHTepHeT.

Hanbonee BaxHasa npobnema, KoTopasa pelweHa BIPv6 — 3T1o gobaBneHMe 4OCTaTOMHOrO
Konmndvectea |P-agpecos. 3anac agpecoB IPv4 noytm wucuyepnaH, B TO BPEMA KaK 4MCA0
nosnb3oBaTeneit IHTEepHET pacTeT B reoMeTpuyeckom nporpeccun. O6vembl NpeaocTaBaAeMblxX
NHTEpHeT-yCAyr M 4YMCNO NPUKNALHbIX YCTPOMCTB MPOAO/MKAT PacTU  OnepeKatowmmm
Temnamu(gomawHue n manble opucHble cetn, IP-tenedpoHma, TepmuHansl becnpoBogHOro
MHbOPMaALMOHHOro o6cnyKnBaHuA, ncnonbsytowme NHTepHeT N T. 4.). B pesynbtate TpebyeTca
Bce bonbwee KonmyectBo IP-agpecoB, npesocTaBnsATb KOTOpble CTaHOBUTCA Bce 6onee
3aTpyaHuTenbHo. Pabota no npeogoneHuto HexsaTku IPv4-agpecoB Benacb A0Aroe BpPems;
O6blIN NPeaNoXKeHbl Pas3INYHble TEXHONOTMM, NO3BOAKOWME MPOASUTL CPOK 3KCMyaTaumm
cywecteytowen |IPv4-nHbpacTpyKkTypbl, B TOM 4MCle TpaHcaaumsa ceTeBblx agpecos NAT
(Network Address Translation), TexHonorus CIDR (Classless Inter-Domain Routing) u 1. 4.

Xota codyetaHue CIDR, NAT M 4acTHbIX aApecoB BPEMEHHO CMArYMaAo npobnaemsl
HexBaTKu IPv4 agpecos, NAT TexHO/I0rMs pa3pyLlunina Mogenb «M3 KoHUa B KoHeu»(end-to-end),
KOTOpasA ABAANacb MepBOHAYaNbHOM LUenblo 3ambicna |IP, caenas HeobxoaumbiM  ANA
NPOMEXKYTOUYHbIX MapLpPYyTU3aTOPOB MOALEP!KAHME CTaTyCa KarKAoro COegMHEHUA, 4To
3HAYMTE/IbHO YBE/IMYNBAET 3a4EPKKM B CETU N CHUXKAET NPOM3BOANTENBHOCTb ceTU. Kpome Toro,
TpaHCNAUMA CeTEBbIX aApPeCcOoB MAKeTOB [AaHHbIX MPenAaTcTBYeT npoBepke 6e3onacHoOCTH
COeAMHEHNIN «M3 KOHL,A B KOHEL,», 3aro/IoBOK ayTeHTUdUKaummn IPSec — aBHbIN npumep.

Moatomy, 4TOObl KOMMJIEKCHO pewunTb BCe BUAbl Npobnem, cyuwectsytowmx 8 IPv4,
cneayrouee NOKOJIEHNE MHTEPHET-NpoToKoNa IPv6, paspabotaHHoe IETF, cTano e4MHCTBEHHbIM
BO3MOHbIM peLleHnEM B HACTOALLEE BPEMS.

Mpexae Bcero, 128-6utHaa cxema agpecaumm npotokona IPv6 rapaHTUpPOBaHHO
obecneymnBaeT AocTaToMHOE YMCAO rNobanbHO YHUKaNbHbIX IP-agpecos ana y3nos rnobanbHom
IP-ceT— 1 NO BpemeHu, U B NPOCTpaHCTBe. Kpome yBennyeHUA afpecHOro MpoCTpPaHCTBa
npoTokon IPv6 yny4ywaetr mHorne apyrme BaxkHble acnektbl |IPv4,

Nepapxmnyeckana cxema agpecaumm obnerdyaet obveanHeHNne MapLipyToB, 3dPeKTUBHO
CHUXAeT KO/IMYecTBO 3anuceirt Tabaumupl MapwpyTmMsaumm u  yaydwaet 3¢PeKTUBHOCTb
MapLpyTn3aLmm n o6paboTKM NakeToB AAHHDIX.

Mo cpaBHeHUO c IPv4, KOHCTPYKUMA 3aronoBKa IPv6 bonee coseplieHHa. 3aro/i0BOK
COAEPKMUT MEHbLUE MOJIEN AaHHbIX, U3 HEro M3bATA KOHTPO/JIbHAA CYMMa, YTO YBEAMYMBAET
CKOpOCTb 06paboTKM OCHOBHOTO 3arosioBKa IPv6. B 3aronioske IPv6 none pparmeHTa moxeT bbiTb
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MOKa3aHO KaK [OOMNOJIHUTENbHOE pacClUMpeHHoe MoJsie, no3Tomy b6onble He 6yaert
HeobxoAMMOCTM B ¢parmMeHTaUMM NAKeTHbIX JAaHHbIX B MNpouecce UX Mepesayun B
MapLupyTusatTope. Kpome 10ro, asppeKkTMBHOCTL PaboTbl MapLIPYTM3aTOPa NOBBILAETCA 33 CYET
MexaHM3Ma obHapyKeHua mapwpyta MTU (Path MTU Discovery Mechanism) paboTatowero ¢
UCTOYHUKOM MaKeTHbIX AaHHbIX.

MopneprkneaeTca aBTOMATUYeCKaa HacTpoika agpeca u Plug-And-Play. Bonbwoe
KONMYECTBO XOCTOB MOTYT JIerKO HaWTM CeTeBble MApLLPYTM3aTOPbl UCNONb3yA GYHKUMIO
aBTOMaTU4ecKkol KoHdurypauum IPv6, aBTomMaTU4YeCcKM nosay4yas rnobanbHO yHUKanbHble IPV6
agpeca, YTO AenaeT YyCTPOMNCTBa, Mcnosb3yowue npotokon IPv6, yctponcreamun Plug-And-Play.
PyHKUMA aBTOMATUYECKOM HACTPOMKKM agpeca, Tak Ke AenaeT MNpoLecc CMeHbl aapecoB B
CyLLLeCTBYIOLLLENM CETM NpoLLe N yaobHee, aAMUHUCTPATOPaM CETU NPOLLE NeEPEXOAUTb OT O4HOI0
nposaiaepa K gpyromy.

Moppeprkka IPSec. IPSec ob6asatenen B IPv6, B oTamumne ot IPv4. IPv6 obecneunBaer
PacLUMPEHHbIN 3aro/10BOK 6@30NacHOCTUN, KOTOPbI obecneynBaeT cepBuUCbl 6€30NacHOCTU «n3
KOHLLA B KOHEL», TaKMe Kak KOHTPO/b J0CTyNa, KOHOMAEHUMANbHOCTb M LENOCTHOCTb AaHHbIX,
cnepoBaTeNibHO, AenaeT Mpolle peannsaumio MexaHM3MOB LWMPPOBAHMA, MPOBEPKN U
BMPTYa/IbHbIX YacTHbIX ceTel (VPN).

YnyyweHa nopaeprkka Mob6uabHbIX [P-yCTpOMCTB M MOBUABLHBIX BbIYUCAUTENbHbIX
ycTponcTte. MobunbHbii IP-npoToKon, onpeaeneHHbln ctaHgapTom IETF, obecneumBaeT paboty
MOOUNbHBIX YCTPOMCTB B ABUMXKEHUM 6€3 pa3pbiBa CyLLECTBYIOLWLErO COeANHEHUA. DTa ceTeBan
dyHKUMA npruobpeTaeT ceryac Bce 60nbLIYO BaXKHOCTb. B oTanume ot IPv4, mobunbHoCTb IPV6
obecneymBaeTca BCTPOEHHbIM aBTOMATUYECKMM KOHOUTYPUPOBaHMEM AN NONYYEeHUs agpeca
nepeaayn (Care-Of-Address). Moatomy npu ncnonbsosaHum IPv6 He TpebyeTcs [pyroro AreHTa.
Bonee Toro, npu Takom cBA3bIBaHMM BKAOYaeTcA KoppecnoHAEHTCKMI y3en, CBA3bIBAOLWMIACA C
MobUNbHBIM y310M HanpAmyt. 3TO No3BonseT u3bexaTb YA0PONKAHMA CUCTEMbI M3-3a
TpeyrosbHOro MapLpyTa, Tpebytoweroca npu IPv4,

Ypanocb u3berkaTb M TpaHcaauMM ceTeBbix agpecos. Llenbto BBeaeHnsa NAT 6bino
MCNO/Ib30BaHNE MexaHU3Ma COBMECTHOrO M MOBTOPHOrO MCMO/b30BaHMA OAHOrO U TOTFO Ke
aApecHOro nNpPoCTPaHCTBA B Pa3/INYHbLIX CErMEHTax ceTu. ITOT MeXaHM3M BPeMEeHHO cmAryaet
npobnemy HexsaTku |Pv4-agpecoB, oaHaKo [06aBNAOTCA OrpaHUYEHWUA, HaKNagblBaemble
NPOoLEeCcCOM TPAHCAALMW aapecoB Ha CeTeBble YCTPOMCTBA M NPUOKEHUA. TaK KaK agpecHoe
npocTpaHcTBo IPv6 3HauuTenbHo 6onbwe, TO B TpaHCcAAuuu agpecos 6Hosble HeT
HeobxogmumocTtn. B pesynbtate, npobnembl ¢ NAT M cO CTOMMOCTbIO €e pa3BepTbiBaHUA
peLlatoTCA eCcTeCTBEHHbIM CNOCO6OM.

IPv6 coxpaHuma u paclwimpun nNogaep}KKy CyLLeCTBYHOLWMX NPOTOKO/0B MapLIpyTU3aLumm
BHyTpeHHero wnto3a (Internal Gateway Protocols — IGP) M nNpoOTOKONOB BHELIHEro LWto3a
(Exterior Gateway Protocols — EGP). Hanpumep, npoToKkonbl maplpytusaumnm IPv6, Takme Kak
RIPng, OSPFv3, IS-ISv6, MBGP4+ n T.4.

PacwupeHa noaaeprkka Multicast u ysennyeHo konnuectso Multicast agpecos. PaboTas
¢ broadcast ¢yHKUMAMK IPv4, Takumn Kak Router Discovery and Router Query, IPv6 multicast
NONHOCTbIO 3ameHun IPv4 broadcast B nnaHe ¢yHKumin. Multicast He TONbKO 3KOHOMMT
NPOMYCKHY CNOCOHHOCTbL CeTU, HO M NoBbIWwaeT 3PPEeKTUBHOCTb CETU B LLESIOM.
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NHTepdeiic 3-ro ypoBHA MOKeT bObiTb HacTpoeH Kak IPv4 uHtepdelic nmbo Kak IPv6

nHTepoenc.

22.2.2.1

Hacmpolika adpeca IPv4

1. HacTtpolika IPv4 apgpec nHtepdeirca 3-ro ypoBHa
2. HacTpowKa Wwato3a no yMoa4YaHuUIo.

1. HacTtpolika IPv4 agpec nHtepdeitca 3-ro yposHa

KomaHpga

OnucaHue

Pexxum kKoHpurypuposaHusa VLAN untepdeica

no ip address [<ip-address> <mask>]

ip address <ip-address> <mask> [secondary]

Hactpoika IP agpeca VLAN unHTepdeiica;
KOMaHga no ip address [<ip-address>
<mask>] oTmeHsetr I[P agpec VLAN
nHTepdelica.

2. HacTpowka wat3a no yMmo4aHuio.

KomaHpa

OnucaHue

FnobanbHblii pexxum KOHPUrypupoBaHua

ip default-gateway <A.B.C.D>
no ip default-gateway <A.B.C.D>

HacTpolika cTaTMyecKkor MapLipyTUsaumum.
KomaHza no oTMEeHAET HAaCTPOMKY.

22.2.2.2

Hacmpolika adpeca IPv6

MNocnepoBaTeNbHOCTb HAaCTPOMKM agpeca IPv6:

1. ba3oBas HacTpoliika IPv6

(1) Hactpoika agpeca IPv6 nntepdelica;

(2) Hactpoika cTtaTuyeckoi mappyTtusaunm IPve;

2. Hactpoika IPv6 Neighbor Discovery

(1) Hactpoika konnuecta coobuieHmin DAD neighbor solicitation;

(2) Hactpoitka nHtepsasna otnpaBku cooblieHunit neighbor solicitation;
(3) HacTtpoika ctatnyecknx 3anucen IPvb cocegelt (neighbor);

(4) YpaneHune Bcex 3anuceit B Tabnmue coceeli IPv6;

1. ba3oBas HacTpolika IPv6

(1) Hactpoika appeca IPv6 nHtepdeica

KomaHpga

OnucaHue

Pexxum KoHPuUrypmpoBaHua nuHtepepenca

ipvé address <ipv6-address/prefix-

length> [eui-64]

HacTtpoiKa IPv6 agpeca, Bkatoyan obbeanHAaemble
rnobanbHble unicast agpeca, site-local agpeca u
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no ipvé address <ipv6-address/prefix-
length>

link-local agpeca. KomaHaa no ipv6 address <ipv6-
address/prefix-length> otmeHsaeT IPv6 agpec.

(2) Hactpoika ctaTuyeckon mappyTtusaunm IPve

KomaHpa

OnucaHue

Pexxum rnobanbHoro KoHpuUrypmposaHus

ipvé6 route <ipv6-prefix/prefix-length>
{<nexthop-ipv6-address>|<interface-
type interface-number> | {<nexthop-
ipvb-address> <interface-type
interface-number>}} [distance]

no ipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>
<interface-type interface-number>}}
[distance]

HacTpoiKka cTaTMyeckor mapwpytusaumm [Pve6.
KomaHaa no oTMeHAeT CTaTUYECKYIO
mapuwpyTmusaumio IPvé.

2. Hactpowka IPv6 Neighbor Discovery
(1) Hactpowka kKonnyectsa coobueHunit DAD neighbor solicitation

KomaHpa

OnucaHue

Pexxum KoHpuUrypupoBaHusa nHtepdeinca

ipv6 nd dad attempts <value>
no ipv6 nd dad attempts

YcTaHOBKa Ko/anyecTBa coobuleHN,
OoTnpaBAseMbixX nocsefoBaTeNbHO npwm
obHapyXeHun nHTepdeinncom aybanKkaTta agpeca.
KomaHaa no BOCCTaHaBAMBAET 3HA4YeHWe Mo
ymonyaHuio (1).

(2) Hactpoika nHTepBana oTnpaBKku coobueHnit neighbor solicitation

KomaHpaa

OnucaHue

Pexxum KoHUrypmupoBaHua uHtepdeiica

ipv6 nd ns-interval <seconds>
no ipv6 nd ns-interval

YCTaHOBKa MHTEpBana OTNpPaBKM  3anpocoB
coceaam. KomaHaa no BOCCTaHaBAMBAET 3HAYEHUE
no ymosnyaHuto (1 cekyHaa).
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(3) Hactpowka ctaTndeckmx 3anucei IPv6 coceaent (neighbor)

KomaHpaa

OnucaHue

Pexxum KoHpuUrypmpoBaHua uHtepeeinca

ipv6 neighbor <ipv6-address>
<hardware-address> interface
<interface-type interface-name>

YcTaHOBKa CTaTUMYecKoM 3anucu B Tabauue
cocenen, Bkntoyan IPv6 agpec cocega, MAC agpec
W NOPT BTOPOro YPOBHA.

no ipv6 neighbor <ipv6-address>

YpaaneHue 3anucu B Tabamue cocegen.

(4) Ypanenue Bcex 3anuceit B Tabnuue coceaeit IPv6

KomaHpa

OnucaHue

PexXum

aAMUHUCTpaTOpa

clear ipv6 neighbors

OumnCTKa Bcex CTaTUYecKux 3anucel B Tabauue
cocenen.

22.2.3 MowucK HeucnpasHocTeu IPv6

HacTpolika BpeMeHM }KM3HM MapLipyTM3aTopa He A0/KHA ObiTb MeHblle WHTepBasa
06bABneHMA mapwpyTmnsatopa. Ecnm nogkntoueHHbih PC He nonyyuunn IPv6 agpec, Heobxoaumo
nposeputb RA aHOHCMPOBaHME Ha KOMMYTATOPE (BbIK/IKOYEHO NO YMONYAHUIO).

22.3 ARP
22.3.1 BeegeHue B ARP

ARARP (Address Resolution Protocol - npoTtokon onpeaeneHua agpeca) B OCHOBHOM

ucnonbsyetrca ana onpegenedva Ethernet MAC agpeca no

IP appecy. KommyTtatop

noAAepsKMBaeT CTaTUYECKYIo KoHbUrypaumio.

22.3.2 Cnucok 3apay KoHurypaumm ARP

CnncokK 3agayv KoHourypaumm ARP:

1. HactpouTb cTatnyeckuin ARP

KomaHpa

OnucaHue

Pexxum VLAN uHTepdeiica

[ethernet] <portName>}
no arp <ip_address>

arp <ip_address> <mac_address> {interface | HactpavBaeT crTaTuuyeckyto 3anucb ARP;

KOoMaHaa no ygansaet 3anucb ARP ykasaHHoOro
IP agpeca.

22.3.3 MNMowuck HeucnpasHocTteit ARP
Echn He npoxoguT ping OT KOMMyTaTopa K YCTPOMCTBaM, NOAKAKOYEHHbIM Hanpamyto,
MOXHO MCNO/b30BaTb CieAyloLme AeNCTBUA ANA MOUCKA U YCTPAHEHMUA BO3MOXHOM NPUYUNHDI:
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° MposepbTe, ecTb M cooTBeTcTBYOWAA ARP 3anucb Ha KommyTaTope.
° Echm ARP 3anucm HeT, BKAouMTe oThagky ARP un nocmoTtpute ycnosumA
npuema/otnpaskun ARP nakeTos.
. Caman pacnpocTpaHeHHasa npuMynHa npobaembl — AedeKTHbIN Kabenb.
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23 HACTPOMKA &YHKUMWU NPEAOTBPALLEHWA ARP
CKAHUPOBAHUA

23.1 BsepgeHue B pyHKUUIO NpegoTBpawieHuna ARP ckaHMpoBaHusa

ARP ckaHuMpoBaHuMe 370 06bIYHbIN cnocob ceTeBon aTtaku. A Toro, YTobbl OOHAPYXKUTD
BCE aKTMBHbIE XOCTbl B CEFMEHTE CETWU, UCTOUYHUK aTaku ByaeT paccblniaTth 60blIOe KONYECTBO
ARP coobuieHuin, 4To byaeTt 3aHMMaTb 60/bLUYIO YaCTb NPOMNYCKHOM cnocobHocTu ceTn. MoXHOo
OaXKe caenatb aTaky 6oablwnm KonmyecTBoM TpadmKa ncnonbsysa nogaenoHole ARP coobuieHuns,
yTO MpPMBEAET K Konnamcy ceTM u3-3a ucyepnaHums MPonyckHol cnocobHocTtn. O6blvHO ARP
CKaHMPOBaHWE 3TO MNPOCTO npeanocblika K Apyron, 6osee onacHOW ataKe, TaKoM, Kak
aBTOMATMUYECKOEe 3apakeHue BUPYCOM WAM  Nocneaylollee  CKaHMpPOBaHWe MOpPTOB,
CKAaHMpPOBaHME YA3BMMOCTEN, HALLE/IEHHOE Ha XWlieHMe MHPOPMaLMKM, aTaKa MCKaXKEHHbIMM
coobueHnamu, DOS ataKka U T.4.

Mockonbky ARP ckaHMpoBaHMe yrpoxaeT 6e30nacHOCTM U CTabUAbHOCTU CETU, OYEHb
BaXXHO ero npeaoTBpaTUTb. KommyTaTop obecneynmBaeT MOMHOE pelweHne AnAa
npegoTepawieHna ARP cKaHMPOBaHMA: eCN B CEFMEHTE HalgeH XOCT UM NOPT C NPU3HAKamm
ARP CcKaHMpPOBaHMA, KOMMYTATOP OTPEeXeT UCTOYHUK aTaku ana obecneyeHna 6e3onacHoOCTU
ceTu.

EcTb gBa meToaa npepotepaweHna ARP ckaHMpoBaHMA: HAa OCHOBE NOPTa M Ha OCHOBE
IP. MeToZ Ha ocHoBe nMopTa cuymTaeT KonmyectBo ARP coobuieHuin, nonyyeHHbIX ¢ nopTa 3a
onpeaeneHHbli Nepuod, ecam YMCcAo NpeBblaeT 3agaHHbIA NOpPor, NOpT OyAeT BbIKAHOYEH.
MeTopg Ha ocHoBe IP cuntaeT Konmyectso ARP coobueHunit, nonydeHHbIx oT IP agpeca B cermeHTe
33 onpeaeneHHbI Nnepuog, ecan YXNCAo NpeBbIWaeT 3a4aHHbli nopor, Atoboi Tpaduk oT 3Toro
IP 6yaeT 3a6/10KMpOBaH 40 Tex Nop, NOKa NOpPT, CBA3aHHbIN ¢ IP agpecom, He ByaeT noratleH.
3Tn ABa mMeToda MOTyT ObiTb BKAOYEHBI OAHOBpPeMeHHO. Mocne Toro, Kak nopt uam IP agpec
6blnn 3a6/10KMPOBaHbI, NONb30BaTE/lb MOXKET BOCCTAHOBUTb MX CTATYC MCNOMb3yAa GYHKUUIO
ABTOMATMUYECKOro BOCCTAHOBJ/IEHUA.

Y106bI NOBLICUTL 3PPEKTUBHOCTL, MONb30BATENMN MOFYT HACTPOUTb AOBEPEHHbIE MOPThI
n IP agpeca, ARP coobuieHMA OT KOTOpbIX He 6yayT NpoBepAaTbCA KOMMYTAaTOPOM. Takum
06pa3om HarpysKa Ha KOMMYTaTOP MOXKET ObITb 3HAYUTENBHO CHUXKEHA.

23.2 MocnepoBaTenbHOCTb 3agady  KoOHwurypaumu  npegortspaweHma  ARP
CKaHUpOBaHUA

1. Bkntountb GyHKUMIO NpepoTepaeHnsa ARP ckaHMpoBaHus.

2. HactpouTb Noporosoe 3HavyeHue A meToga, OCHOBAHHOrO Ha MopTax U mMeToAaa,
OCHOBaHHOrO Ha IP.

3. HacTtpouTb goBepeHHbIe NopThbI

4. HacTtpouTb aosepeHHble IP

5. HactpouTb Bpema aBTOMATUYECKOro BOCCTaHOBAEHMUA

6. lMocmoTpeTb WMHPoOpmaumio, OTHocAwyrocAa K ARP CKaHMPOBaHMIO, a TaK Xe
O0TNA[04YHYI0 MHOOPMALMIO.
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1. Bkntountb GyHKUMIO NpepoTepaleHnsa ARP ckaHMpoBaHus.
KomaHpga OnucaHue
O6wmn pexxum KoHpuUrypauum
anti-arpscan enable BkAtoueHne/BbiKNOYEHUE OWETRITYY
no anti-arpscan enable npepotsepaweHna ARP ckaHnpoBaHumA.

2. HactpouTb noporosoe 3HavyeHWe gnAa mMeToaa, OCHOBAHHOro Ha MOpTax UM meToaa,

OCHOBaHHOro Ha IP

KomaHpga OnucaHue
O6wuit pexxum KoHpUrypauumu
anti-arpscan port-based threshold
<threshold-value> YcTaHOBKa MNOPOroBOoro  3HayeHua  AnA
no anti-arpscan port-based MeToZa, OCHOBAHHOIO Ha NOpTax.
threshold
anti-arpscan ip-based threshold <threshold-
value> YcTaHOBKA MOPOroBOro  3HayeHua  anA
. . meTofa, OCHOBAHHOro Ha IP.
no anti-arpscan ip-based threshold
3. HacTtpounTb goBepeHHbIe NopThbI
KomaHpaa OnucaHue

PexXum KoHdu

rypaumm nopra

anti-arpscan trust <port | supertrust-port>
no anti-arpscan trust <port |supertrust-
port>

YcTaHOBKa aTpMbyTOB A0BEpUA MOPTOB.

4. HactpouTb goBepeHHble P

KomaHpa OnucaHue
O6wmit pexxum KoHpuUrypauum
anti-arpscan  trust ip  <ip-address>
[<netmask>]
. . , YcTaHOBKa aTpubyTos gosepus IP.
no anti-arpscan trust ip <ip-address>
[<netmask>]
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5. HaCTPOMTb BpeEMA aBTOMATUYECKOIro BOCCTaHOB/EHNA

KomaHpga OnucaHue

O6wmit pexxum KoHpuUrypauum

anti-arpscan recovery enable BkntoueHne/BbiKNOYEHME OWETRITYY
no anti-arpscan recovery enable aBTOMATMYECKOIO BOCCTAHOB/IEHUSA.
anti-arpscan recovery time <seconds> YcTaHOBKa BPEMEHM  AaBTOMATUYECKOro
no anti-arpscan recovery time BOCCTAaHOB/IEHUA.

6. MNocmoTpeTb MHPopmaumto, oTHocAwyrocAa K ARP  cKaHMpoBaHMIO, a TaKkKe
OT/IAA04HYI0 MHPOPMaLMIO

KomaHga OnucaHue

O6wmit pexxum KoHPUrypauum

anti-arpscan log enable BkntoueHne/BbiKkNtOYEHME PYHKLMM KypHana
no anti-arpscan log enable npegoTepaleHna ARP ckaHMpoBaHUA.
anti-arpscan trap enable BkntoueHue/BbikntoyeHme ¢yHKumMmM SNMP
no anti-arpscan trap enable Trap npegotBpaleHns ARP ckaHMpoBaHUA.

OTobpakeHne  coCcToAHMA  paboTbl MU
KOHUrypauum npeaoTspaLLeHnaA ARP
CKaHMpPOBaHMA.

show anti-arpscan [trust <ip | port |
supertrust-port> | prohibited <ip | port>]

Pexxum agMmuHucTpaTopa

debug anti-arpscan <port [ ip> BKkAtoueHne/BbIKAOUEHME oTNagKm
no debug anti-arpscan <port [ ip> npeaoTepatlleHna ARP ckaHMpoBaHus.
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23.3 Tunosble npumepbl NnpeaoTspawieHna ARP ckaHupoBaHus
KommyTtatop B

E 1/0/1

E 1/0/19 MmMyTaTop A

E 1/0/2

Server PC Q PC

192.168.1.100/2

Tunoson npumep KoHbUrypaumm npegoTepaweHna ARP ckaHMpoBaHuA

185

B ceTu, Tononorns KOTopoi nNokasaHa Bbiwe, nopT E1/1 KommyTaTtopa B noaxntouyeH K
nopty E1/19 kommyTaTopa A, nopt E1/2 KommyTaTopa A noaxntoueH K parinosomy cepsepy (IP
aapec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMYyTaTOpa A NOAKAOUYEHbI K 06bl4HbIM PC.
Cnepytowas KoHourypauma moxet apdpekTnsHo npenoTspatuTb ARP ckaHMpoBaHue, He BAUAA

Ha HOpMasibHYI PaboTy cUCTEMBI.

MocnenoBaTeNbHOCTb HACTPOMKM KOMMYyTaTopa A:

SwitchA (config) #anti-arpscan enable

SwitchA (config) #anti-arpscan recovery time 3600

SwitchA (config) #anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA (config) #interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)#anti-arpscan trust port

SwitchA (Config-If-Ethernetl/2) #exit

SwitchA (config) #interface ethernetl/19

SwitchA (Config-If-Ethernetl/19)#anti-arpscan trust supertrust-port

Switch A(Config-If-Ethernetl/19)#exit

[locyenoBaTeJIbHOCTL HACTPOMKM KOMMyTaTopa B:

Switch B(config)# anti-arpscan enable

SwitchB (config) #interface ethernetl/1

SwitchB (Config-If-Ethernet 1/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/1)exit

23.4 TowucK HencnpasHocTell npegoTepaweHna ARP ckaHupoBaHusa

MpepoTBpalteHne ARP CKaHMPOBAHUA NO YMONYAHUIO BbIKAOYEHO. [locne BKAKOYEHUA
npeaoTepallieHna ARP ckaHMpoBaHMA NO/b30BaTe/Ib MOXET BKAOYNTL OTaaKy («debug anti-

arpscan») gns NpocmoTpa OT/1ago4yHoM MHGOoPMaLUN.

. QTECH www.qgtech.ru

MUP [OOCTYNHEE



TexHnyeckoe onucaHue
KoHourypauma 3awutbl oT nogmeHbl ARP 186

24 KOH®UIYPAUMUA 3ALLIATBLI OT NOAMEHbDbI ARP

24.1 0630p

24.1.1 ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B 0CHOBHOM, OTBeYaeT 3a CoOOoTHowweHMe IP agpeca
cooTBeTcTBytOWeMy 48-6uTHOMY duM3mMyeckomy agpecy, To ectb MAC agpecy, Hanpumep, IP
agpec 192.168.0.1, MAC agpec ceteBoi KapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLWEHMA COCTOMT B TOM, YTO XOCT OTNPABAAET LUMPOKOBELLATENbHbIN
(broadcast) nakeT faHHbIX, BKAOYaOLWMA B cebsa nHpopmaumio 06 IP appece xocTa Ha3HaYeHUs
(ARP 3anpoc), 3atem XOCT Ha3HAYeHWA OTNPABAAET WCXOLHOMY XOCTY MNAKeT [aHHbIX,
BKAtoYaowmin B cebs nHoopmaymio o6 IP agpece n MAC agpece. Takum obpasom, gBa xocTa
MoryT obmeHumBaTbca MHPopmaumen no MAC agpecy.

24.1.2 NoameHa ARP

C TouKkM 3peHua npotokona ARP, ytobbl ymeHbwnTb ARP TpaduKk B cetn, ecam xoct
nony4mt ARP OTBET, KOTOPbIA OH He 3anpalunBan, OH Tak e f06aBuT 3anuceb B cBoi ARP Kaw,
yTo AenaeT Bo3MOXKHbiM noameHy ARP (ARP spoofing). Ecnm xakep xo4eT npocaylats obmeH
OAHHBIMM MeXay ABYMSA XOCTaMM B OAHOM CeTU (JaKe ecnn OHM MOAKNKYEeHbl 4epes
KOMMYTaTOpbl), OH oTnpasaseT nakeT ARP oTBeTa ABYM XOCTaM MO OTAE/IbHOCTU, 3TO NPUBOAUT
K TOMY, 4YTO Kakabl M3 xocToB cumtaeT MAC agpec xakepa agpecom Apyroro xocra. Takum
obpasom, BMecTo npAaMoro obmeHa, XocTbl 0OMeHMBAIOTCA TPAadMKOM 4Yepe3 XOCT XaKepa.
XaKepbl He TONbKO NOJIy4aloT Heobxoamumyto MM MHbopMauuto. Im ana ycnewHom nepeaayu
HeobXxo4MMO BCEro NMWb U3MEHUTb HEKOTOPYI MHPOPMAUMIO B MakeTe. B aTom cnydyae Ha
KOMMNbOTEPE XaKepa He HYXHO HACTPaMBaTb CMELLAHHbIN PEXKUM CETEBOM KapTbl, T.K. NaKeTbI
AAHHbIX NOCTYMNAOT HAa KOMMbIOTEP XaKepa Ha PM3MYECKOM ypOoBHE, KOMMbloTep paboTaeT Kak
peTpaHcaATop.

24.1.3 Kak npepgotBpatutb noameHy ARP

EcTb MHOro BMAOB aTaK, OCHOBaHHbIX Ha NpoTokosie ARP,. BONbWMHCTBO aTak OCHOBaHbI
Ha noameHe ARP, TaK 4ToO o4eHb Ba*KHO NpefoTBpaTUTL NnoameHy ARP.

MexaHnam nogmeHbl ARP npoHuKaeT B ceTb, B MepByl0 oyepeapb, NyTem nNoanenKu
neranbHoro IP agpeca, 3aTem nocblsiaa MHOro nogaenbHbix ARP nakeToB KOMmyTaTopam, nocne
Yyero KOMMYTATOpPbl 3aMEHAIOT NpaBuabHble cBA3KKM IP-MAC cOOTBETCTBYIOLLMMWU CBA3KAMU U3
aTakylowmx naketoB. TakMm o06pasom, KOMMYTaTop OWWMOOYHO OTNpPaBAAEeT NaKeTbl
aTaKyloLWeMy XOCTy, M 3TO AeNCTBYET HA BCEW CeTu.

OCHOBHbIM MeTOAOM MpefoTBpalleHMAa aTak u nogmeHbl ARP Ha KommyTaTtopax
ABNAETCA OTKAOYEHME HA KOMMyTaTope GYHKLUMKU aBTOMATMYecKoro obHosneHma. ObmaHLWmK
He CMO)eT W3MeHUTb npaBuabHble cBA3KM [IP-MAC Ha KommyTaTtope, Tem CambiMm
npefoTBpaLLaeTcA Henpaswu/bHaA Mepecbl/ika NakeTos. B To ke Bpema 3TO He npepbiBaeT
bYHKUMIO aBTOMaTUYecKoro obydeHmna ARP. Takum o6pa3om, 3To 3HaunTeIbHO NpeaoTBpaLlaeT
noameHy ARP.

ND sTo npoToKon obHapyxeHus coceaelt B IPv6, aHanormMuHbii npotokony ARP no
NPUHLMNY AENCTBUA, NOITOMY ANA npeaoTspalieHna nogmeHbl ND mbl aenaem 10 e camoe,
yto n ana ARP.
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24.2 KoHourypauma npepotepaweHMa nogmeHbl ARP
MNocnepoBaTeNbHOCTLT HACTPOMKKN NpenoTBpaLLeHns nogmeHbl ARP:
1. OTKAOUYMTDL GYHKUMIO aBTOMaTUYecKoro obHoBneHna ARP

2. OTKNOYNTb QYHKLUMIO aBTOMATHMYecKoro obyyeHuna ARP

3. MomeHATb gMHamun4yeckmne ARP Ha cTaTtuyeckue

1. OTKAOUMTDL GYHKUMIO aBTOMaTUYecKkoro obHoBneHna ARP

KomaHpa OnucaHue

06wuit pexxum n Pexxum nopra

ip arp-security updateprotect OTKN0YNUTL/BKAOUYNTL GYHKLMIO aBTOMATUYECKOTO
no ip arp-security updateprotect obHoBneHusa ARP.

2. OTKNOUYNTL GYHKLUMIO aBTOMATHUYecKoro obyyeHunsa ARP, ND

KomaHpaa OnucaHue

06wuit pexxum un Pexkum nHtepdeiica

ip arp-security learnprotect OTK/N0YNUTL/BKAOUNTL GYHKLMIO aBTOMATUYECKOTO
no ip arp-security learnprotect 06y4yeHunsa ARP.

3. NomeHATb anHamunuyeckmne ARP, ND Ha cTaTnyeckue

KomaHga OnucaHue

O6wuit pexkum n Pexxum nopra

ip arp-security convert NomeHATb anHammyeckme ARP Ha cTaTtuyeckue.

24.3 NMpumep npeportepaweHnna nogmenbl ARP, ND
KommyTtaTop

OnucaHune obopynoBaHUsA
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O6opyaoBaHue KoHdwurypauus Kon-Bo
switch IP:192.168.2.4;mac: 00-00-00-00-00-04 1
A IP:192.168.2.1;mac: 00-00-00-00-00-01 1
B IP:192.168.1.2;mac: 00-00-00-00-00-02 1
C IP:192.168.2.3;mac: 00-00-00-00-00-03 HEeCKO/IbKO

Ha aunarpamme nokasaHa HopmManbHaa cBA3b mexay B u C. Xoct A xoyeT, 4ToObI
KOMMYTaTOp Hanpasnan emy nakeTbl, OTnpasBneHHble xocTom B. B nepsyto ouepeap A
oTnpasnaet naket ARP oTtBeTa Ha KommyTtaTop B dopmate: 192.168.2.3, 00-00-00-00-00-01,
conocrtasnas ero MAC agpec c IP agpecom xocta C, kKommyTaTop obHoBAAeT ARP CnuncoK U
HaYMHaeT oTNpaBnATb NakeTbl ana 192.168.2.3 Ha MAC agpec 00-00-00-00-00-01 address
(apgpec xocta A).

B panbHenwem xocT A nepecbinaeT NPUHATbIE NakeTbl XocTy C, MeHAA aapec UCTOYHMKA
M agpec HasHayeHus. Tak Kak ARP cnucok cBoeBpeMeHHO O0OHOBAAETCA, elle OAHOM 3aJa4en
Ana xocta A saBndeTcA HenpepbiBHas oTnpaBka ARP otsBetoB M obHossieHne ARP cnucka
KOMMYyTaTopa.

Mo3aTomy o4yeHb BaxKHO 3aWmTuTb ARP cnncok, HacTpouTtb 3anpelteHne ARP obyyeHuns B
CTabunbHOM cpese M 3aTemM W3MEHWUTb BCe AMHamumyeckne ARP 3anuMcuM Ha cTaTU4ecKue.
BblyyeHHble ARP He byayT 06HOBAATLCA U OyAYyT 3aLUULLEHbI.

Switch#config
Switch (config)#interface vlan 1
Switch (Config-If-Vlanl)#arp 192.168.2.1 00-00-00-00-00-01 interface eth

1/2

Switch (Config-If-Vlanl)#interface vlan 2

Switch (Config-If-Vlan?2)#arp 192.168.1.2 00-00-00-00-00-02 interface eth
1/2

Switch (Config-If-Vlian2#interface vlan 3

Switch (Config-If-Vlan3)#arp 192.168.2.3 00-00-00-00-00-03 interface eth
1/2

Switch (Config-If-Vlan3) #exit

Switch (Config)#ip arp-security learnprotect
Switch (Config) #

Switch (config)#ip arp-security convert

Ecan okpyalowan cpesia MeHAeTca, 3To no3sBonseT 3anpetutb ARP obHoBAeHMA, KaK
ToNbKO ARP 6yaeT u3y4yeHo, OHO He MOKeT 6blTb 06HOBNEHO HOBbIM ARP oTBeTOM, ZlaHHble
6yayT 3alMLULEHbI OT MPOCAYLLIMBAHMA.

Switch#config
Switch (config)#ip arp-security updateprotect
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25 HACTPOMKA ARP GUARD

25.1 Bsepgenue B ARP GUARD

CywecTByeT cepbe3Has ya3BumocTb B mogenu ARP npoToKona, KOTopas 3akatovaeTca B
TOM, 4YTO Nt060E ceTeBOe YCTPOMUCTBO MOXKET 0TnpaBuTb ARP coobuieHne, 4yTobbl 06bABUTL O
ceaske IP n MAC agpecos. 310 genaeT BO3MOXHbIM ARP MoLEeHHNYeCTBO. 3/10yMbILWIEHHUKN
MmoryT nocnaTb ARP 3anpoc nnu ARP otBeT 4Tobbl MHGOPMMPOBATbL O HEBEPHOM CBA3KE MEXKAY
IP agpecom n MAC agpecom, KoTopas npueeget B npobnemam csasu. Ectb ase dopmbl ARP
MolweHHnyectBa: 1. PC4 otnpasnaetr ARP coobuweHne 4tobbl coobwutb, yto IP agpec PC2
npusasaH K MAC agpecy PC4, aTo npuBeaeT K ToMy, 4To Bce IP nakeTbl, agpecyemble PC2, 6yayT
oTnpasneHbl K PC4, Takum obpazom PC4 cmoKeT NpocmaTpuBaTb BCe MaKeTbl, apecoBaHHbIe
PC2; 2. PC4 otnpasnseT ARP coobuieHne 4tobbl coobwmTtb, Yto IP agpec PC2 npuBAsaH K
HecywecTeylowemy MAC agpecy, 370 npusegeT K Tomy, 4To PC2 He 6yaeT nonyyatb
afpecoBaHHble eMy NaKeTbl.

B yacTHOCTH, ecnn 3n0yMbiNeHHUK, npuberaa kK ARP moweHHMYecTBy, BblgaeT cebs 3a
LU/03, BCA CETb BbIMAET U3 CTPOA.

KommyTtaTtop

CxemaTtnyHaa guarpamma ARP GUARD

Mbl ucnonb3syem ¢uabTpylOLWME 31eMeHTbl KOMMyTaTopa AnAa 3awmTtbl ARP-3anucei
Ba’KHbIX CETEBbIX YCTPOMWCTB OT NoAparkaHua aApyrmmu yctporcteamu. OCHOBHOM Teopuent 3Toro
ABNSETCA MCNONb30BaHME OUNBLTPYIOLLMX 3NEMEHTOB KOMMYyTaTopa AnA npoBepku Bcex ARP
coobuleHnii, npoxoadAumnx Yyepes nopt. Echm agpec ncrouHnka ARP cooblueHua 3aluulieH,
coobuieHns byayT oTopoLleHbl U He NnepeaaayTca Aanee.

®dyHKuna ARP GUARD 06bi4HO Mcnonb3yeTcs AN 3aliuTbl WAO3a OT atak. Ecam Bce
OOCTyNHble KOMMbOTEPbI B CeTu byayT 3awmueHbl ¢yHKkumen ARP GUARD, gns 3toro
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notpebyeTtca HacTpouTb Ha nopTy 6onbwoe KonmndvectBo ARP GUARD agpecos, 4to 3aMmeT
6onblwyto Yactb FFP 3anucein B uune, M, Kak pe3ynbTaT, MOXKET OTPA3UTbCA Ha APYrux
npunoXKeHuax. Tak 4yto 3To b6yaeT HenpaBuIbHO. PeKomeHayeTca afAonTMpPoBaTb CBOOGOAHbIE

pecypcbl COrNacHO cxembl AocTyna. [loxKanyihcta, obpaTuTecb 3a NOAPOOHOCTAMM K
COOTBETCTBYIOLLEN AOKYMEHTALMMU.

25.2 Cnucok 3agad KoHdurypauum ARP GUARD
1. HactpouTb 3awmuweHHble IP agpeca

KomaHpga OnucaHue

PexXxum KoHUrypaumm nopra

arp-guard ip <addr>

® AT o e HactpouTb/yaanute ARP GUARD aapec

. QTECH www.qgtech.ru

MUP [OOCTYNHEE



TexHnyeckoe onucaHue
KoHdurypaums camoobpatieHHoro ARP (Gratuitous ARP) 191

26 KOHOUIYPALMA  CAMOOBPALLEHHOIO  ARP
(GRATUITOUS ARP)

26.1 BseaeHue B camoobpawieHHbin ARP

CamoobpauteHHbIn ARP aTo Tn ARP 3anpoca, otnpasnisemblit Xxoctom U ero IP agpecom
B KayecTBe afpeca Ha3HavyeHus.

ba3oBbI pernm paboTbl KOMMYTAaTOPOB, CAeAyloWwMi: Ha MHTepdencax 3-ro ypoBHsA
MOXKeT ObITb HACTPOEH MHTEPBA PACcCbiKM camoobpalleHHbIX ARP 3anpocoB Uan 3T0 MOXKeT
6bITb HACTPOEHO rNob6anbHO HA BCeX MHTepdencax.

HasHauyeHune camoobpauieHHoro ARP cneaytoulee:

° Y106bI YMEHbWNUTb YacToTy ARP 3anpocoB XOCTOB K KOMMYTaTopy. XOCTbl B CETH
nepuogmyeckn nocbinatoT ARP 3anpockl K wato3y ytobbl 06HoBUTL MAC agpec wnw3a. Ecan
KOMMYTaTOp paccblnaeT camoobpalieHHble ARP 3anpocbl, XOCTaM He HY)KHO OTMPaBAATb 3TU
3anpocbl. 3TO YMEHbLUWT YacTOTy OTNpPaBKM xoctamu ARP 3anpocos Ha wos.

° CamoobpauleHHbit ARP 310 meTog npepotepaweHua ARP mMolleHHMYecTBa.
Paccbliaemblii KOMMYTaTOPOM camoobpalleHHbI ARP 3acTaBUT XOCTbl 06HOBUTL cBOM ARP Kaww.
Takum obpasom noaaenbHblit ARP He GpyHLMOHUPYET.

26.2 Cnucok 3agayd KoHurypaumm camoobpaweHHoro ARP

1. Bkaounte camoobpalleHHbin ARP ©“ HacTpouTb MHTepBan oTnpaBku ARP
3anpocos.
2. OT06pasuTb KoHOUrypaumo camoobpatleHHoro ARP.

1. BkntounTtb camoobpauleHHbin ARP 1 HacTpouTb MHTepBan oTnpaskm ARP 3anpocos.

KomaHpaa OnucaHue

Pexxum rnobanbHoi KOHGUrypauumn u pexxum KoHdurypauum nHtepoeiica.

Bkntountb  camoobpauwieHHbin  ARP  un
HacTpouUTb MHTepBan OTMpPaBKuU ARP
3anpocos.

KomaHaa no oTmeHsieT camoobpalleHHbIN
ARP.

ip gratuitous-arp <5-1200>
no ip gratuitous-arp

2. OT06pasmnTb KoHdUrypaumo camoobpalieHHoro ARP

KomaHpa OnucaHue

PeXXum agMUHUCTPATOPA U peXXUm KoHdUrypaumum

show ip gratuitous-arp [interface vlan <1- | OTo6pa3uTb KOHbUTrypauuio
4094>] camoobpauieHHoro ARP.
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26.3 TMMpumep KoHPUrypaumum camoobpawieHHoro ARP

KommyTtaTop

Interface vlan10
192.168.15.254
255.255.255.0

Interface vlanl
192.168.14.254
255.255.255.0

Mpumep HacTpoiku camoobpaleHHoro ARP

[na Tononorum cetn, NOKasaHHOM Ha pUCYHKe, MHTepdenc kommyTaTtopa VLAN1O nmeet
IP agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpn KomnbtoTepa — PC3, PC4, PC5 —
nogKAto4eHbl K atomy nHtepdericy. UHtepoeiric VLANL nmeet IP agpec 192.168.14.254 n macky
cetn 255.255.255.0. sa komnbtotepa — PC1 n PC2 - noaxntoyeHbl K 3TOMYy MHTepdeincy.
CamoobpaueHHbIn ARP BkAtoYaeTca cnegyowmin KoHoUrypaumen:

O6a nHTepodelica NCNonb3yoT camoobpalleHHbi ARP.
Switch (config)#ip gratuitous-arp 300
Switch (config) #fexit

CamoobpalueHHbIn ARP HacTpouT ToNbKo 4na ogHoro uHTepdelica.
Switch (config) #interface vlan 10

Switch (Config-if-vV1anlO) #ip gratuitous-arp 300

Switch (Config-if-vV1anlO0) #exit

Switch (config) #exit

26.4 TowucK HeucnpasBHocTei camoobpawieHHoro ARP

CamoobpalteHHbIn ARP BbikAtoueH no ymondaHuioo. Korpga camoobpaiteHHbln ARP
BK/IHOYEH, OTN3404HYI0 MHPOPMALMIO MOXKHO NOAYYNTb, UCNONb3Ys KomaHAy «debug ARP send».

Ecnn camoobpalleHHbiit ARP BKAtOYEH r106asbHO, OH MOMKET ObiTb BbIKAKOYEH TObKO
rnobanbHo. Ecan camoobpaleHHbIh ARP BKAtoueH Ha MHTepdence, OH MOXKET ObITb BbIKJAKOYEH
TONIbKO Ha UHTepdodelice.
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27 KOHOUTYPALUUA DHCP

27.1 BsepgeHune DHCP

DHCP [RFC2131] coKpaweHHo oT Dynamic Host Configuration Protocol (npotokon
ANHAMUYECKOI HACTPOMKKM XOCTOB). ITO NPOTOKOJ, KOTOPbIM AMHAMUYECKU HazHavaeT IP aapec
U3 nyna agpecos, TaK e yCTaHaB/AMBaeT Apyrne ceTesBble NapameTpbl, TaKMe KaK W3 Mo
ymonyaHuio, DNS cepBep u pacnonoxeHue B cetu ¢anna obpasa. DHCP 310 pacwmpeHHas
Bepcua BOOTP. 3To OCHOBHaA TEXHO/IOTUA, KOTOPaA HE TONIbKO MOXKET 0becneynTb 3arpy304HoM
UHopmaumenn besauckosble paboume CTAaHUMKM, HO TaK e MoxeT ocBoboautb
aaMUHUCTPATOPOB OT pPy4yHOro BedeHuAa IP  agpecHoro MpPoOCTpaHCTBA W YyNpPOCTUTb
Nonb30BaTeENAM MPOLLECC HACTPOMKK. Ewe ogHo npeumywectso DHCP B Tom, 4TO OH MOXeT
CHU3UTb TpeboBaHUA K Koamyectsy IP agpecos, Koraa nonb3oBaTenb NOKUZaeT ceTb, ero IP
MOMET 6bITb Ha3HAYEH APYromy.

DHCP asnAaetca npoTokoaom Tuna «KnmeHT-cepsep», DHCP knneHT 3anpawwnsaeTty DHCP
cepBepa ceTeBOM agpec U NnapameTpbl KOHPUrypaumm, cepsep NPeaoCTaBAsAET KNMEHTY CETEBOM
agpec M napameTpbl KOHPUrypaumn. Ecam KAMEHT M cepBep HaxoAATCA B pa3HbIX MOACETAX,
Heobxoagmmo mncnonb3zosaTb DHCP petpaHcnatop (relay) ana nepegauyn DHCP naketoB mexay
KAneHTom n cepsepom. Peanmsauyma DHCP npeacrtasneHa Huxe:

< Ack

DHCP knueHT DHCP cepgep

Discover

Offer

{
\

Bsanmopgeiicteme npotokona DHCP

PasbacHeHue:

DHCP KnuMeHT paccbliaeT B JIOKAZIbHYKO NOACETb LWMPOKOBELAaTeslbHble MaKThbl
DHCPDISCOVER.

DHCP cepsep npu nonyyeHun naketa DHCPDISCOVER oTtnpasnset DHCP knneHTy naket
DHCPOFFER BmecTe ¢ IP agpecamu u gpyrumu ceTeBbiMU NapameTpamm.

DHCP wnet wwupokosewatenbHbii naket DHCPREQUEST ¢ unHdbopmaumeint o DHCP
cepBepe, KOTopblit oH Bbibpan n3 DHCPOFFER nakeTos.

BbibpaHHbIN KnneHTom DHCP cepsep oTnpasndet naket DHCPACK v KnueHT nonyyaer IP
agpec u apyrme napameTpbl.

3T yeTblpe Wwara NPon3BOAAT NPOLECC ANHAMMUYECKON HACTPOMKM XOCTa.

OpHako, ecnan DHCP cepsep 1 DHCP KnMeHT HaxoaAaTcA B pa3HbiX NOACETAX, CEpBep He
nony4nT WwnpokosewartenbHble DHCP nakeTbl, oTNpaBaeHHble KAMEHTOM M He OTBETUT emy. B
3TOM cnydae Heobxoamum DHCP peTtpaHcnaTop (relay) ana nepenaym taknx DHCP nakeToB mexkay
KIMEHTOM 1 CEpBEPOM.

KommyTtaTtop moxeT paboTtatb M Kak DHCP cepsep, n kak DHCP petpaHcnaTtop. DHCP
noaaepKMBaeT He TOJIbKO AMHAMMUYECKoe Ha3HavyeHUe IP aapecoB, HO TaK XKe py4vHY0 NPUBA3KY
agpeca (Hanpumep, yKkasaTb onpeaeneHHbil IP agpec ana onpegeneHHoro MAC agpeca wnu
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onpegeneHHoro ID yCTpOﬁCTBa). Pasnnuna mexgy AMHaMn4eCknMm n CtTatu4eCKkMM HasHa4vYeHnem

agpecos:

1) AWHaMMYecKM nNoJy4aemMblt afZpec MOXKeT ObiTb KawAabld pa3  pasHbim;

NPUBA3aHHbIA BPYYHYlO agpec Bcerga byaer opuHakosbli. 2) Bpems apeHgpl IP agpeca,
NONY4YeHHOro AMHAMMUYECKM, OAMHAKOBO A/1A BCEr0 afpecHOro nysaa, U OHO orpaHuyeHo. Bpemsa
apeHap! IP agpeca, NpuBA3AHHONO BPYYHYHD, TEOpeTUMYeCcKU 6eckoHeuyHo. 3) [MHamuyecku
BblAeNsiemble agpeca He MOryT ObiTb NPUBA3aHbI BPYYHY0. 4) MNyn AMHAMUYECKUX afpecos

MOXEeT HacCnegoBatb MNapaMeTpbl
OTHOCALWLErocAa K CermeHTy.

27.2 DHCP Server Configuration

I-(OH(bMI'ypaLI'MM cetTh nyna AOgUHaMUYeCKUX a[pecos,

Cnucok 3agay koHdurypauum DHCP cepsepa:

1. BKAtounTb/BbIKAOYMTL cepBuc DHCP
2. Hactpoutb agpecHbiit nyn DHCP

(1) Coszpatb/yaanutb agpecHsit nyn DHCP

(2) Hactpoutb napameTtpbl agpecHoro nysia DHCP

(3) Hactpoutb napameTpbl py4yHoro agpecHoro nyna DHCP
3. BKNOUNTb BeZieHuMe }KypHana gns KOHG/IMKTOB aapecoB

1. BKAounTh/BbIKAOYMTL cepBuc DHCP

KomaHpaa

OnucaHue

O6wuit pexxmum

service dhcp
no service dhcp

BKAtOUMTb/BbIKAOUYMTL cepBuc DHCP.

Pexxum KoHdUrypuposaHm nopra

ip dhcp disbale
no ip dhcp disable

OTkntoyeHue He nopte DHCP obcnyxkmnBaHua,
KOMaHAa nO OTMEHSAET OTK/YEeHMe.

2. Hactpoutb agpecHbiit nyn DHCP

(1) Cospatb/yaanutb agpecHsbii nyn DHCP

KomaHpa

OnucaHue

O6wuit pexxum

ip dhcp pool <name>
no ip dhcp pool <name>

Hactpoutb agpecHbit nyn DHCP. KomaHaa no
oTmeHsaeT nyn agpecos DHCP.
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(2) Hactpoutb napametpbl agpecHoro nyna DHCP

KomaHpa

OnucaHue

Pexxum agpecHoro nyna DHCP

network-address <network-number> [mask |
prefix-length]
no network-address

HacTtpoiika obnactn agpecos, KoTopble
MOTyT ObITb BblAeNEeHbl a4PECHOMY MyAy.
KomaHZa no oOTmeHseT BblgeneHue
aZpecHoro nyna.

default-router
[<address1>[<address2>[...<address8>]]]
no default-router

HacTpoiKka wat3a no ymonyaHuio ans
DHCP kKnmneHtoB. KOMaH4a no oTMeHAeT
LU/103 MO YMOTHAHMIO.

dns-server
[<address1>[<address2>[...<address8>]]]
no dns-server

Hactpoika DNS cepsepa pansa DHCP
KAMeHToB. KomaHZa no oOTMeHseT
HacTponKy DNS cepBepa.

domain-name <domain>
no domain-name

HacTpoilka [OMEHHOro WMEeHM Aans
DHCP kKnmneHtoB. KOMaH4a no oTmeHAeT
OOMEHHOE UMmA.

netbios-name-server
[<address1>[<address2>[...<address8>]]]
no netbios-name-server

Hactpoinka agpeca WINS cepsepa.
KomaHaa no oTmeHAeT HaCTPOMKY.

netbios-node-type {b-node|h-node|m-node|p-
node | <type-number>}
no netbios-node-type

Hactponka Tuna y3na pgna DHCP
KnMeHToB. KomaHga no oTmeHaeT Tun
y3na.

bootfile <filename>
no bootfile

Hactpoika 3arpysodyHoro danna ans
DHCP kKnmneHtoB. KOMaH4a no oTmeHAeT
3arpy3o4Hbii dpann.

next-server
[<address1>[<address2>[...<address8>]]]

no next-server
[<address1>[<address2>[...<address8>]]]

Hactpolika agpeca cepsepa,
pasMellalouero  3arpysoudHbivi  daiin.
KomaHga no oTmeHsAeT ypanaeT agpec
cepsepa.

option <code> {ascii <string> | hex <hex> |
ipaddress <ipaddress>}
no option <code>

Hactpolika ceTeBoro napameTpa,
onpeneneHHoro KO4OoM onuum.
KomaHga no  ypanAer  ceTeBoM
napamerp.

lease {days [hours][minutes] | infinite}
no lease

HacTpolika BpemeHM apeHgbl afpecos
nyna. KomaHga no yaansaet HacTPOWKy
BPEMEeHU apeHapbl.
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infinite}
no max-lease-time

max-lease-time {[<days>] [<hours>] [<minutes>] |

196
HacTpoilka  MaKCMMa/iibHOroOBpemMeHu
apeHabl aApecoB B agpecHom nyne,

KOMaHAa no BOCCTAaHaB/IBAET
HaCTpOﬁ KN NO YMO/I4aHUIO.

o6wuin

pexxum

address>]
no
[<high-address>]

ip dhcp excluded-address <low-address> [<high-

ip dhcp excluded-address <low-address>

UckntoyeHne M3 agpecHoro nyna
a[pecoB, KOTOpble He npegHa3HayeHbl
ONA AUHAMWNYECKOro BblaeneHus.

(3) HactpouTtb napameTpbl py4yHoro agpecHoro nyna DHCP

KomaHpga

OnucaHue

Pexxum agpecH

oro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEE802 | <type-number>}]
no hardware-address

3apaTtb/yAanvTb annapaTHblM agpec, npu
PYYHOM Ha3HayeHWUW aapeca.

host <address> [<mask> | <prefix-length> ]
no host

3apatb/ypanutb IP agpec, Kotopbin byaet
Ha3HayeH 3a4aHHOMY K/UEHTY.

client-identifier <unique-identifier>
no client-identifier

3apatb/yaanntb YHUKaNbHbIN ID

Nnosb30BaTeNA.

3. BKnounTb BegeHune XKypHana anAa KOH¢I'IVIKTOB ajpecos

KomaHpa

OnucaHue

o6wuin

pexum

ip dhcp conflict logging
no ip dhcp conflict logging

BKOUYNTL/BLIKNIOYMTL BeAeHWe KypHana ana
DHCP agpecos, yTOObI 0bHapyXu1Tb
KOH)IMKTbI afpecos.

Pexxum agmuHuUcTpatopa

clear ip dhcp conflict <address | all >

YAanuTb egUHUYHYI0 3anucb KOHGAMKTa Uau
yAanuUTb BCE 3anuCHu.
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27.3 KoHowurypauma DHCP petpaHcaaTopa

Korga DHCP KnmneHT n cepBep HaxoAATCA B pasHbIX cermeHTax, ana nepegadu DHCP
naketoB Heobxogum DHCP petpaHcnsatop. Mcnonb3osanne DHCP peTpaHcnaTtopa aenaet
Heobs3aTenbHbIM HacTponky DHCP cepBepa ans Kaxaoro cermeHTa, oanH DHCP cepsep mokeT
06CNYKMBATb HECKOJIbKO CErMEHTOB, YTO 3P PeKTUBHEE HE TONIbKO C TOUKM 3PEHMA 3aTPaT, HO U
C TOYKM 3peHUA ynpasBaeHus.

§ ] DHCPRequest (Broadcast) - DHCPRequest - \/
% DHCPACck (Unicast) DHCPAck
I -l

DHCP Client DHCP Relay DHCP Server

DHCPDiscover (Broadcast) DHCPDiscover

\
\

DHCPOffer (Unicast) P DHCPOffer

A
/

\
\

A
A

DHCP peTtHaHcnsTop

Kak nokasaHo Ha pucyHke, DHCP knneHT n DHCP cepBep HaxoaATcA B pa3HbIX NoAceTAX.
DHCP KnuneHT BbINOHAET Te e yeTbipe wara DHCP, Kak 06bI4HO, TONIbKO K Npoueccy AobasneH
DHCP peTtpaHcaaTop.

KnneHT wneTt wupokosewatenbHbln naketr DHCPDISCOVER, DHCP petpaHcnaTop
BCTaBNAET CBOM cobCTBeHHbIN IP appec B none «relay agent»s nakete DHCPDISCOVER u
nepecblnaer naker ykasaHHomy DHCP cepsepy (ana onucaHus d¢opmata DHCP Kagpa
obpatuTtech K RFC2131).

Mpu nonyyeHnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP peTpaHcaaTop,
DHCP cepsep wnet knmeHTy naket DHCPOFFER yepes DHCP peTtpaHcnaTop.

DHCP knuneHT BblbMpaeT cepBep M WNET WMpOKoBeLlaTenbHbln naket DHCPREQUEST,
DHCP peTpaHcnaTop TakuMm e obpa3om nepecbinaeT ero cepsepy.

Mpu nonyyeHun naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP peTtpaHcaaTtop,
DHCP cepsep wnet knneHTy naket DHCPACK yepe3s DHCP peTtpaHcaaTop.

Cnncok 3agayv KoHourypaumm DHCP:

1. Bkntountb DHCP peTtpaHchaTop.

2. Hactpoutb DHCP peTpaHcnaTop ana nepecbiaku WwnpoKoselatenbHbix DHCP nakeTtos.
3. HacTtpoiika share-vlan.

1. Bkntountb DHCP peTtpaHcaaTop.

KomaHga OnucaHue

O6wuit pexxmum

service dhcp DHCP cepsep 1 DHCP peTpaHcaaTop BKAOYalOTCA
no service dhcp npu BKAOYeHUM cepsmca DHCP.
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2. Hactpoutb DHCP peTpaHcnaTop gnda nepecbiikm WwWnpoKoselwaTenbHbix DHCP nakeTtos.

KomaHpga OnucaHue
06w pexxmum
ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetca Ans MNePECbIIKK
no ip forward-protocol udp bootps LWMPOKOBeL,aTeNbHbIX NakeToB DHCP.

Pexxum KoHpuUrypauum nHtepdeiica

ip helper-address <ipaddress>

no ip helper-address <ipaddress> helper-address <ipaddress> oTmeHAET HAacTPOWKYy.

YcraHosuTb agpec DHCP cepsepa. KomaHza no ip

3. HacTtpoiika share-vlan.

Korga nonb3oBaTenb XO4YeT WMCMNO/b30BaTb YCTPOWCTBO BTOPOro ypoBHsA Kak DHCP
PETPAHCNATOP, KOJMYECTBO KOTOPbIX OrpaHu4Yero, TO MONb30BaTeNb CO34aeT WHTepdelc
TPETbEro YPOBHS Ha YCTPOMCTBE BTOPOro YPOBHSA, HO MCMO/b30BaHMe MHTepdenca TpeTbero
ypoBHA ana share-vlan (moskeT BKAOYaTb HeCKonbko sub-vlan, ogHako sub-vlan Tonbko
cooTBeTcTBYeT share-vlan) moxeT ocyuwectsnatb DHCP peTpaHcnatop, U OAHOBPEMEHHO Ha
YCTPOMCTBE-PETPAHC/IATOPE HYXKHO BK/IOYNUTL onumio 82.

KomaHpa

OnucaHue

06w pexxum

vlan <vlanlist>
no dhcp relay share-vlan

ip dhcp relay share-vlan <vlanid> sub-

Cospaet/ypansert share-vlan u sub-vlan.

27.4 MNpumepbl KoHPUrypaumum DHCP

CueHapui 1:

Y106blI YNPOCTUTb HACTPOMKY, KOMMAHWUSA MCMNOAb3yeT KommyTaTop B KadyectBe DHCP
cepsepa. Agpec B VLAN-e ynpasneHus - 10.16.1.2/16. JlokanbHana ceTb pa3genieHa Ha ABe CeTu
— A 1 B, B COOTBETCTBMMU C pacnonoxeHnem opucos. HacTpoikn cetn ans pacnonorkeHnii Aum B

NMOKa3aHbl HUXKE.

Nyn A(cetb 10.16.1.0) Myn B(cetb 10.16.2.0)
YcTpoiicTBo IP address YcTpoiicTBo IP address
LLnto3 no ymonyaHuio 10.16.1.200 LLinto3 no ymonuyaHuio 10.16.1.200
10.16.1.201 10.16.1.201
DNS cepsep 10.16.1.202 DNS cepsep 10.16.1.202
WINS cepsep 10.16.1.209 WWW cepsep 10.16.1.209
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Tun y3na WINS H-y3en
Bpemsa apeHAbl 3 AHA Bpemsa apeHabl 1 peHb

B pacnonoxeHun A mawunHe ¢ MAC agpecom 00-03-22-23-dc-ab HasHauyeH

¢dunKcuposaHHbIl IP agpec 10.16.1.210 1 umaA xocTa «management».
Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch (Config-Vlan-1) #exit

Switch (config) #ip dhcp pool A

Switch (dhcp-A-config) #network 10.16.1.0 24

Switch (dhcp-A-config) #lease 3

Switch (dhcp-A-config) #default-route 10.16.1.200 10.16.1.201
Switch (dhcp-A-config) #dns-server 10.16.1.202

Switch (dhcp-A-config) #netbios-name-server 10.16.1.209
Switch (dhcp-A-config) #netbios-node-type H-node

Switch (dhcp-A-config) #exit

Switch (config) #ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch (config) #ip dhcp pool B

Switch (dhcp-B-config) #network 10.16.2.0 24

Switch (dhcp-B-config) #lease 1

Switch (dhcp-B-config) #default-route 10.16.2.200 10.16.2.201
Switch (dhcp-B-config) #dns-server 10.16.2.202

Switch (dhcp-B-config) #option 72 ip 10.16.2.209

Switch (dhcp-config) #exit

Switch (config) #ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch (config) #ip dhcp pool Al

Switch (dhcp-Al-config) #host 10.16.1.210

Switch (dhcp-Al-config) #thardware-address 00-03-22-23-dc-ab
Switch (dhcp-Al-config) #exit

PyKkoBoacTBO No ucnonb3osaHuio: Koraa DHCP/BOOTP kaneHT noakatodaerca K VLAN1
NOpPTYy KOMMYTATOPa, K/AMEHT MOMKET MoyYnTb aapec Tonbko u3 cetu 10.16.1.0/24 BmecTo
10.16.2.0/24. 310 NOTOMY, YTO LIMPOKOBELLATE/IbHbINA NaKeT OT KAMeHTa byaeT 3anpawimnsaTth IP
aapec B Tom e cermeHte VLAN mHTepdelica, a IP agpec VLAN unTepdeica - 10.16.1.2/24,
No3TOMY aZpec, HazHaYaeMblii KAneHTy, byaeTt npuHaaneskatb cetv 10.16.1.0/24.

Echm DHCP/BOOTP KAMeHT xodeT nosyuutb agpec B cetn 10.16.2.0/24, wnios,
nepecbiNalowWmnii - LWMPOKOBeLWAaTeIbHble MNAKeTbl K/MEHTa, AO/KEH NpUHaAANEXKaTb CeTU
10.16.2.0/24. YT06bl KNMeHT nonyunn agpec ns nyna 10.16.2.0/24, nonkHa 6bITb obecneyeHa
CBA3HOCTb MEXAY KINEHTCKMM LUHO30M M KOMMYTaTOPOM.

CueHapuii 2:
Kak noKasaHO Ha PUCYHKe, MapLpyTU3SUPYIOWMIA KOMMYTaTOp HACTPOEH B KayecTse
DHCP petpaHcnstopa. Agpec DHCP cepsepa - 10.1.1.10. LWWaru KoHouUrypaumm cneaytowme:

Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 192.168.1.1 255.255.255.0
Switch (Config-if-Vlanl) #exit

Switch (config) #vlan 2

Switch (Config-Vlan-2) #exit

Switch (config) #interface Ethernet 1/2
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Switch (Config-Erthernetl/2) #switchport access vlan 2
Switch (Config-Erthernetl/2) #fexit

Switch (config) #interface vlan 2

Switch (Config-if-vVlan2)#ip address 10.1.1.1 255.255.255.0
Switch (Config-if-Vlan?2) fexit

Switch (config)#ip forward-protocol udp bootps

Switch (config)#interface vlan 1

Switch (Config-if-vVlanl)#ip help-address 10.1.1.10

Switch (Config-if-Vlanl) #exit

3ameTKa: PeKOMeHAyeTCﬂ MCNO/Nb30BaTb KOM6MHaLI,MIO KOMaHQA, ip forward-protocol
udp <port> u ip helper-address <ipaddress>. KOMaHAa ip help-address MOMXeT BbITb
HaCTpPOeHa TO/NIbKO Ha NopTax 3-ro YPOBHA M He MOXKET BblTb HaCTPOEeHa Ha NOpPTax 2-ro YPOBHA.

E1/0/1 E1/0/2
192.168.1.1 10.1.1.1

DHCP peTtpaHcnsaTop DHCP Server
10.1.1.1

Q/ DHCP Client

KoHdwurypauma DHCP peTpaHcaaTopa

CueHapuii 3:

Ethernet 1/2 Ethernet 1/3

DHCP Client DHCP peTtpaHcnsaTop

DHCP Server

KaK noOKasaHO Ha pPUCYHKe, KAMEHT noaydaeT agpec 4vepe3 DHCP petpaHcaartop.
KommyTaTtop sBnseTca yCTPOMCTBOM BTOPOrO YPOBHA [J0CTyna C BKAOYeHHbim DHCP-
peTpaHcaaTopom u onument 82. Ethernetl/2 asnaeTtca noptTom A0CTYNa, BKAOYEHHbIM B VLAN3,
Ethernet1/3 asnaeTtca TpaHKOBbIM NOPTOM, coeamHHeHbIMm ¢ DHCP cepBepom, aapec KoToporo
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192.168.40.199. Ha kommyTatope co3aatotca vlan 1 u mHtepdeic vlan 1, HacTpamsaetca IP
agpec 192.168.40.50. Apgpec DHCP-peTtpaHcnaTopa HacTpausaetca 192.168.40.199, u vlan3
HacTpamBaeTca Kak sub-vlan vlanl.

KoHdurypauus:

switch (config) #vlan 1

switch (config) #vlan 3

switch (config)#interface ethernet 1/2

Switch (Config-If-Ethernetl/2) #switchport access vlan 3

switch (config)#interface ethernet 1/3

Switch (Config-If-Ethernetl/2) #switchport mode trunk

switch (config) #service dhcp

switch (confiqg) #ip forward-protocol udp bootps

switch (config)#ip dhcp relay information option

switch (config)#ip dhcp relay share-vlan 1 sub-vlan 3

switch (config-if-vlanl)#ip address 192.168.40.50 255.255.255.0

switch (config-if-vlanl)#ip helper-address 192.168.40.199

27.5 TMowuck HencnpasHocteit DHCP

Ecnn DHCP knmneHTbl He nony4yatoT IP agpeca n gpyrme napameTpbl CETU, NOC/E NPOBEPKMU
Kabenen n KNMeHTCcKkoro obopyaoBaHus, cneayer BbiNOJHUTDL CeayloLulee:

MposepbTe, 3anyweH am DHCP cepBep, 3anyctuTe ero, ecam oH He 3anyuweH. Echn DHCP
K/IMEHTbl W CEPBEPbl HAxodATcA He B OAHON (PU3MYECKOM CEeTU, MNPOBEPbTE, UMEET Jn
MapLUpyTU3aTOop, oTBeYatoLlwmi 3a nepecbiiky DHCP naketos, ¢pyHKumio DHCP peTpaHcasTopa.
Echm Ha npomexyToyHOM MapupytmsaTope HeT ¢yHkumm DHCP  peTtpaHcnatopa,
pPEKOMEeHAYeTCA 3aMEHUTb 3TOT poyTep uan obHosuTb ero MO.

B Takom cnyyae, DHCP cepBep A0MKEH ObITb NPOBEPEH Ha NPeaMET HaNUUNA aPEeCHOro
nyna B TOM Xe cermeHTte, 4to M VLAN KOmMyTaTOpa, €CAn TaKOW Myn He CywecTByeT, ero
Heobxoanmo A06aBUTb.

ALPECHbI Ny MOXKET 6bITb MO0 AMHAaMMYECKMM, TNOO CcTaTUYecKUM. Hanpumep, ecam
B Nyne NPUCYTCTBYIOT KoMaHabl «network-address»u «host», ToNbKO 04Ha N3 HUX BCTYNUT B CUAY.
Kpome TOro, B py4HoM npuBA3Ke TOMbKO ogHa npueAska IP-MAC moxKeT 6bITb HacTpoeHa B
Kaxkgom nyne. Echm Heob6xoAMMO HECKONIbKO NMPUBA3OK, HYXKHO CO34aTb OTAE/bHbIN afpPECHbIN
nyn ANA KaXK[ou U3 HUX. HoBaa KOHGUrypauma B CTapom nyse nepesanuiueTt CTapyto.
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28 KOH®UIYPALUUA DHCPV6

28.1 BsepgeHune DHCPv6

DHCPv6 [RFC3315] 310 IPv6 Bepcua NpoTOKONA AMHAMMYECKON KOHPUTypaumm XOCToB
(DHCP). 3T0T NpoTOKON Ha3Ha4yaeT IPv6 aapeca v apyrve napameTpbl HACTPOMKM CETU TaKME KaK:
agpec DNS n gpomeHHoe uma DHCP knueHTta, DHCPv6 aBnseTcsa yC/IOBHOM aBTOMATUYECKOM
KOHUrypaumen npoTokona IPv6. B npouecce HacTpoikn agpeca DHCP cepsep npucsaunsaet IP
agpec knneHTy u npepoctasnaet DNS agpec, someHHOe MmA n MHGOPMaLMIO APYrOoN HACTPOMKK,
naket DHCP moxeT nepenaBaTtbcA Yepes AenernpoBaHHbIN PeTPAHCAATOP, HACTPOMKKN aapeca
IPv6 u KnmneHTa 3anmncaHbl Ha cepeepe DHCPv6, Bce 3T0 noBblWwaeT 3PpPeKTMBHOCTb YNPaBAEHUS
cetbto. DHCPV6 moxKeT obecneunTb paclunmpeHHyto GpyHKumio aeneraunmn npedpukcos. DHCPv6
cepBep Tak ke obecneunsaetr DHCPv6 cepBuC 6e3 OTCAEKMBAHUA COCTOAHUA, NPU KOTOPOM
Ha3HAYalTCA TONbKO MapameTpbl KOHPUrypaumm, Takme Kak agpec DNS cepsepa 1 gomeHHoe
MMA, HO He Ha3HauvaeTcAa IPv6 agpec.

Ectb Tpu obbeKkTa B npotokone DHCPv6 — KnueHT, cepBep n petpaHcaaTop. MNpotokon
DHCPv6 ocHoBaH Ha npotoKone UDP. Knnent DHCPv6 otnpasnsaet 3anpoc DHCP cepsepy naum
DHCP peTpaHcasaTopy Ha NopT HasHayeHua 547, DHCP cepsep (MM peTpaHCcAsTop) OTAPaBAAoT
OTBETbI Ha NOPT Ha3HauyeHua 546. DHCP knneHT oTnpasnaeT 3anpocsl (solicit) n 3aaBku (request)
DHCP cepBepy Ha multicast agpec ff02::1:2.

Solicit (Muticast)

Advertise

-
V Request

DHCPv6 DHCPv6

(
\

CornacosaHne DHCPv6

Koraa DHCPv6 KnueHT nbiTaetca 3anpocutb Yy DHCPv6 cepsepa IPv6 agpec n gpyrue
napameTpbl, KAWEHT [O/KeH CHayana Hautu DHCPv6 cepsep, 3aTem ye 3anpocuTb
KOHbuUrypaums y cepsepa.

Ona obHapykeHua cepsepa DHCP knmeHT paccbinaet naketbl SOLICIT (3anpoc) Ha
LWMPOKoBeLWaTeNnbHbIM agpec FF02::1:2.

Kaxabih DHCP cepBep, nony4mBLINIA 3anpoc, OTBETUT KANEHTY coobueHmnem ADVERTISE
(npeanoXkeHue), KOTopoe coaepXKUT naeHTUPUKaTop cepsepa (DIUD) u ero npmopuTer.

BO3MOKHO, YTO KAMEHT NOAYYUT HecKoNbKo coobueHnii ADVERTISE. KnneHT gonkeH
BbIOpPaTb 0OAMH cepBep M 0TBETUTb emy coobuieHem REQUEST (3anaBKa), 4Tobbl 3anpocuTb agpec,
npeanoXeHHbI B coobueHnmn ADVERTISE.

3atem BblbpaHHbIM DHCPv6 cepBep coobuieHnem REPLY (oTBeT) noaTsBep:kaaet
Ha3HayeHue KaneHTy IPv6 agpeca n gpyrnx HacTpoek.

[aHHble YeTblpe LWwara 3aBepLatoT NPouecc AMHAMUYECKOM HACTPOMKKN XOCTa. Tem He
meHee, ecnm DHCPv6 cepsep u DHCPV6 KAMEHT He Haxo4ATca B O4HOM CETU, CEPBEP HE NOAYYUT
LMPOKOBELLATENbHbIN 3aNpOC OT KIMEHTA M He OTBETUT emMy. B aTom cnyyae Heobxoanum DHCPv6
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petpaHcnaTop(relay), 4Tobbl NepecblnaTb 3anpocbl MeXAy KAMEeHTOM U cepsepom. B
KoMmMmyTaTope peannsosaHbl pyHKunm DHCPV6 cepBepa, relay n kaneHTa generaummn npedpurKcos.
Korga DHCPV6 peTpaHcnaTop nonyyaet coobuieHne ot DHCPV6 KAneHTa, OH MHKaNcynpyeT ero
B naket Relay-forward n pocrtasnsetr cnegytowemy DHCPv6 peTpaHCcnaTopy waun cepsepy.
Mpuxoaawme ot cepBepa K peTpaHcnatopy DHPCv6 coobuieHns MHKancy/MpoBaHbl B MaKeT
Relay-reply. PeTpaHcnaTop ybupaeT MHKancynauuio n gocrasnaet nakeT DHCPV6 KnveHTy nam
cneayrowemy peTpaHcaAToOpY B CETU.

B cnyyae peneraummn IPv6 npedukcos DHCPv6 cepBep HacTpoeH Ha MaplipyTmsaTope
nposanaepa, a DHCPV6 KAMEHT HaAcTpOeH Ha MaplpyTM3aTope K/AMEeHTa, MaplipyTusaTop
KAMEHTa WaeT MapLlipyTU3aTopy npoBaiepa 3anpoc Ha BblaeneHve npeduKca aapecos wm
nonyyaeTt npeaBapuTesibHO HAaCTPOEHHbIN NpeduKe, He HacTpaesBasa NpeduKc BpyUYHy. 3aTem
KNUEHTCKUI MapLLUpYyTM3aToOp AENUT MOJIYYEeHHbIN npedurKe (ANMHA KOTOPOro He MOXKET bbiTb
MeHblie 64) Ha 64 noacetu. [aHHble npeduKcbl 6yayT aHOHCUMpPOBaHbl COOOLLEHUAMMU
06bABNEHMA MaplpyTM3aTopa (RA) xocTam, MOAKNOYEHHBIM HANPAMYHO K KIUEHTY.

28.2 KoHowurypauma DHCPv6 cepBepa

Cnucok 3agay koHdurypauum DHCPV6 cepsepa:

1. BKAtounTh/BbIKAOUYMTL cepBuc DHCPV6

2. Hactpoutb agpecHbiit nyn DHCPv6

(1) Coszpatb/yaanutb agpecHbii nyn DHCPv6

(2) Hactpoutb napametpbl agpecHoro nyna DHCPv6
3. Bkatountb pyHKUmMo DHCPV6 cepBepa Ha nopTy

1. BKntounTb/BbIKAOUYMTL cepBuc DHCPv6

KomaHga OnucaHue

O6wunit pexxmum

service dhcpv6b

B DHCPv6.
eSS el KNtOUYMTb/BbIKNOUNTL cepBmuc DHCPv6

2. Hactpoutb agpecHbiit nyn DHCPv6
(1) Cospatb/yganutb agpecHsii nyn DHCPv6

KomaHpaa OnucaHue

O6wuit pexxum

ipv6 dhcp pool <poolname>

oo T3 b sl cama e Co3patb/yaanutb agpecHsit nyn DHCPVG.
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(2) Hactpoutb napametpbl agpecHoro nyna DHCPv6
KomaHpga OnucaHue
PexXum KoHdurypauum agpecHoro nyna DHCPv6
network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix-  Hactpoutb  AunanasoH IPv6 ajpecos,

length>} [eui-64]
no network-address

Ha3Ha4YaemblM nynaom

dns-server <ipv6-address>
no dns-server <ipv6-address>

HacTtpoutb agpec DNS cepsepa ana DHCPv6
KAneHTa.

domain-name <domain-name>
no domain-name <domain-name>

Hactpoutb gomeHHoe nma DHCPv6 kKnneHTa.

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Uckntountb IPV6 agpec, KoTopbii He byaer
HaHayaTbCA ANHAMUYECKM.

lifetime {<valid-time> |
{<preferred-time> | infinity}
no lifetime

infinity}

Hactpoutb Bpems aencTauns nam
npeanoYytTuTeNibHoe BPeEMA aApPecHoro nyna
DHCPv6.

3. BkntounTtb dyHKUMo DHCPV6 cepBepa Ha nopTy.

KomaHpa

OnucaHue

Pexxum KoHpuUrypauum nHtepdeiica

ipvé dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]
no ipv6 dhcp server <poolname>

Bkaounte ¢yHKumio DHCPv6 cepBepa Ha
onpeneneHHoOm nopty 7 npuBA3aTb
ncnonbsyemblit DHCPv6 agpecHbiii nyA.

28.3 KoHowurypauma DHCPv6 petpaHcnaTopa

1. Cnuncok 3agay koHpurypaumm DHCPv6 peTpaHcaaTopa:
2. BKnountb/BbiKNOYUTL cepauc DHCPV6

3. Hactpoutb DHCPv6 peTpaHcnhATop Ha nopTy

1. BKAounTb/BbIKAOYMTL cepBuc DHCPv6

KomaHpga

OnucaHue

06wmii pexkum

service dhcpv6b
no service dhcpvé

BKAtOUMTb/BbIKNOUNTL cepBuc DHCPVG.
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KomaHpga OnucaHue

Pexxum KoHpuUrypauum nHtepdeiica

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>}]}

no ipve dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}1}

HACTPOWMKY.

YKasaTb agpec HasHavyeHuA AnA nepegavu
DHCPv6 naketoB. KomaHga no ypganser

28.4 KoHdwurypauua cepsepa generaymm npepukcos DHCPV6
CnncoK 3agay KoHdurypaumm cepsepa generaumm npedumkcos DHCPv6:
1. BKAounTb/BbIKAOUYMTL cepBuc DHCPv6

2. Hactpoutb nyn generaumm npedpukcos

3. Hactpoutb agpecHbiit nyn DHCPv6

(1) Coszpatb/yaanutb agpecHbii nyn DHCPv6

(2) Hactpoutb nyn generaumm npedmKcos, UCNONb3YEMbIN aPECHBIM MY/I0M

(3) HacTpouTb cTaTyeckyto NPUBA3KY Aeneraumm npeduKkcos
(4) HactpouTtb apyrve napameTpbl agpecHoro nyna DHCPv6
4. BknounTb GYHKLUIO cepBepa generaunm npedpmnrkcos DHCPv6 Ha nopTy

1. BKntounTb/BbIKAOUYMTL cepBruc DHCPv6

KomaHga OnucaHue

O6wuit pexxmum

service dhcpv6b
no service dhcpv6b

BKAtOUMTb/BbIKNOUNTL cepBuc DHCPVG.

2. Hactpoutb nyn generaumm npedpuKkcos

KomaHpaa OnucaHue

O6wuit pexxmum

ipv6 local pool <poolname> <prefix| prefix-

length> <assigned-length> Hactpoutb nyn aeneraumm npedpuKcos.

no ipv6 local pool <poolname>
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3. Hactpoutb agpecHbiit nyn DHCPv6
(1) Cospatb/yganutb agpecHbii nyn DHCPv6
KomaHpga OnucaHue
06w pexxum
ipv6 dhcp pool <poolname> .
DHCPv6.
e T &l el e Co3patb/yaanutb agpecHbiii nyn DHCPv6
(2) HactpouTtb nyn generaummn npeduKCcos, UCMOb3yeMbIi
KomaHpa OnucaHue
PexXum KoHdurypauum agpecHoro nyna DHCPv6
prefix-delegation pool <poolname> VKa3aTh VA eneraLn npedKcoB
[lifetime  {<valid-time> | infinity} y o = P ’

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

MCMNONb3yeMbli a4 PECHbIM NMY/JI0M U Ha3HaYUTb
npeduKc KNeHTy.

(3) HacTpouTb cTaTMyeckyto NpuBA3KY Aeneraumm npedpurcos

KomaHpa

OnucaHue

Pexxum KoHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation <ipv6-
prefix/prefix-length> <client-DUID> [iaid
<iaid>] [lifetime {<valid-time> | infinity}
{<preferred-time> | infinity}]

no prefix-delegation <ipv6-
prefix/prefix-length> <client-DUID> [iaid
<iaid>]

HacTpouTb  CTaTMyeckylo  MpPUBA3KY

Aeneraumm npeduKcos.

(4) Hactpoutb apyrue napameTpbl agpecHoro nysia DHCPv6

KomaHpaa

OnucaHue

Pexxum KoHduUrypaumm

agpecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb agpec DNS cepsepa gna DHCPv6
KNMEeHTa.

domain-name <domain-name>
no domain-name <domain-name>

Hactpoutb gomeHHoe nma DHCPv6 KnneHTa.
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4. BknrounTb QYHKLUIO cepBepa generaunm npepmkcos DHCPv6 Ha nopTy

KomaHpga OnucaHue

Pexxum KoHpuUrypauum nHtepdeiica

ipvé dhcp server <poolname> [preference | Bkntountb ¢yHKumMio DHCPv6 cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpeaeneHHoOM nopTy 7 npuBeAsaTb
no ipv6 dhcp server <poolname> ncnonbsyemolit DHCPv6 agpecHbii nyn.

28.5 KoHdurypauma KnmeHTa generauum npedpukcos DHCPv6
CnncoK 3agay KoHburypauum knmeHTta generaumm npedpmkcos DHCPv6:
1. BKAounTh/BbIKAOUYMTL cepBuc DHCPv6

2. BKntountb PyHKUMIO KNneHTa generaumm npedukcos DHCPvV6 Ha npoTy

1. BKAounTh/BbIKAOUYMTL cepBruc DHCPv6

KomaHpaa OnucaHue

O6wuit pexxum

service dhcpv6

B DHCPv6.
e e i KNtO4YMTb/BbIKNOUYNTL cepBmuc DHCPv6

2. BKkntountb PpyHKUMIO KnneHTa generaumm npedpukcos DHCPvVE Ha npoTy

KomaHga OnucaHue

Pexxum KoHpuUrypauum nHtepdeiica

i ; . . Bkaountb  YHKUMIO KAMEHTa Jeneraumu
h | < 5 S -
::F:)‘:n?itfp client pd sprefix-name> [rapid npedpukcos DHCPv6 Ha mpoTy n accoumaumio

. . Nno/siydeHHOro npedpuKca C HACTPOEHHbIM
no ipv6 dhcp client pd y ped P
YHUBEPCaNbHbIM NpedUKCcoMm.

28.6 Mpumepbl KOHPUrypaumum DHCPv6

Mpumep 1:

Mpu pasBepTbiBaHUK ceTen IPv6 KoMMyTaTOpPbl CEPUN MOTYT ObITb HACTPOEHbI B KaYecTee
DHPv6 cepBepoB ana ynpasneHus pacnpegeneHnem agpecos IPv6. MoapepkuBatotca oba
pexknma DHCPV6 — ¢ oTchexXmBaHMeM COCTOAHUA M 6e3 Hero.

Tononorusa:

Ha ypoBHe gocTyna mMcrnonb3yetcss KommyTatop 1 Ana NOAKAYEHUA NoJsib3oBaTenei
obLeXxunTna. Ha nepBom ypoBHe arperaumm KOMmyTaTop 2 HacTpoeH Kak DHCPv6 peTpaHcasaTop.
Ha BTOpom ypoBHe arperauum KOmmyTatop 3 HacTpoeH Kak DHCPv6 cepsep u coeguHeH ¢

MarucTpanbHOM ceTbio. Ha KomnbtoTepax gonxHa 6biTb yctaHoBneHa OC Windows Vista, B
KoTopou ectb DHCPV6 KnuneHT.
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i DHCPvV6 Server

DHCPv6 Relay

Se2

Switch3
V1: 2001:da8:1:1::1
V10: 2001:da8:10:1::1

Switch2
V1:2001:da8:1:1::2
V10: 2001:da8:10:1::2
V100: 2001:da8:100:1::1

Switchl

DHCPv6 client

KoHdurypaumna kommytatopa 3:

Switch3>enable

Switch3#config

Switch3 (config) #service dhcpvé

Switch3 (config) #ipv6 dhcp pool EastDormPool

Switch3 (dhcpv6-EastDormPool-config) #network-address 2001:da8:100:1::1

2001:da8:100:1::100

#excluded-address 2001:da8:100:1::1
#dns-server 2001:da8::20
#dns-server 2001:da8::21
#domain-name dhcpv6.com

#lifetime 1000 600

fexit

Switch3 (dhcpv6-EastDormPool-config
Switch3 (dhcpv6-EastDormPool-config
Switch3 (dhcpv6-EastDormPool-config
Switch3 (dhcpv6e-EastDormPool-config
Switch3 (dhcpv6-EastDormPool-config
Switch3 (dhcpv6-EastDormPool-config
Switch3 (config) #interface vlan 1
(
(
(
(
(

—_— — — — — ~—

Switch3 (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::1/64

Switch3 (Config-if-Vlanl) #exit

Switch3 (config) #interface vlan 10

Switch3 (Config-if-V1anlO) #ipv6 address 2001:da8:10:1::1/64

Switch3 (Config-1if-V1anlO0) #ipv6 dhcp server EastDormPool preference 80
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Switch3 (Config-if-Vl1anl0) #exit
Switch3 (config) #

Konbpurypaumusa xoMMmyTaTopa 3:

Switch2>enable

Switch2#config

Switch2 (config) #service dhcpvo

Switch2 (config) #interface vlan 1

Switch2 (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::2/64
Switch2 (Config-if-Vlanl) #exit

Switch2 (config) #interface vlan 10

Switch2 (Config-if-V1anlQ) #ipv6 address 2001:da8:10:1::2/64
Switch2 (Config-1if-Vl1anl0) #exit

Switch2 (config)#interface vlan 100

Switch2 (Config-if-v1anl00) #ipv6 address 2001:da8:100:1::1/64
Switch2 (Config-1f-v1anl00) #no ipvé nd suppress-ra

Switch2 (Config-if-v1anl00) #ipv6 nd managed-config-flag
Switch2 (Config-1f-v1anl00) #ipv6 nd other-config-flag

Switch2 (Config-1f-v1anl00) #ipv6 dhcp relay destination 2001:da8:10:1::1
Switch2 (Config-if-vV1anl00) #exit

Switch2 (confiqg) #

28.7 TMowucK HecunpasHocTeit DHCPv6
Echn DHCPv6 KnneHT He moxXeT nonyuutb IPv6 agpec n gpyrme cetesble napameTpbl,

nocae NPoBepKM Kabenen 1 KAMEHTCKOro obopyaoBaHMA CAeayeT BbIMOAHUTL CAeayoLLee:

° MposepbTe, 3anyweH am DHCPv6 cepsep, 3anycTuTe ero, eCam OH He 3anyLieH.

Ecnn DHCPV6 KnneHTbl U cepBepbl HAX04ATCA He B 04HOM PpU3MYECKOM CETU, NPOBEPLTE, UMEET
N MaplwpyTM3aTop, oTBevatowmit 3a nepecbinky DHCPv6 naketoB, ¢yHKunto DHCPv6
peTpaHcnaTopa. Ecanm Ha npomexyToyHOM MapupyTusatope HeT o¢yHkumn DHCPv6
peTpaHCAATOPa, PEKOMEHAYETCA 3aMEHUTb 3TOT poyTep namM o6HoBuTb ero MO.

° MHorga xocTbl, NOAK/OYEHHbIE K KOMMYTaTOpam CcO BK/toYeHHbiM DHCPv6, He

moryT nonyyutb IPv6 agpec. B 3Tolh cuTyaumMm B nepByto odyepeab HEOOXOAMMO MPOBEPUTD,
NOAKNOYEHbl M MOPTbl, K KOTOPbIM MOAKAIOYEHbI XOCTbl, K MOPTY, K KOTOPOMY MOAK/HOYEH
DHCPv6 cepBep. Ecnm noakntoveHo Hanpamyto, ybeamtbea, 4To agpecHolit nyn IPve VLAN-a, K
KOTOPOMY NPUHAANENKUT NOPT, HAXOAUTCA B O4HOM NOACETU C a4PECHBIM NYJI0M, HACTPOEHHbIM
Ha DHCPv6 cepsepe. Ecin nogKkNto4eHbl He Ha MPAMYIO, U MeX 4y XOCTOM U CepBepOM HACTPOEH
DHCPv6 peTtpaHcnaTop, HeobxoamMmo B NepBYHO ovepeab NPOBEPUTb, HACTPOEH AN NPABU/IbHbIN
IPv6 agpec Ha MHTepdence KOMMYTaTopa, K KOTOPOMY NOAKIOYAKOTCA XOCTbl. EC/I He HAacTpoeH,
HacTpouTb NpaBuNbHbIN IPv6 agpec. Ecan HacTpoeH, Heob6xoAMMO MPOBEPUTb, B OAHOM /N
noacetn ¢ DHCPv6 cepBepom HaxoAMTCcA HACTPOeHHbI IPv6 agpec. Ecam HeT, noxanyicra,
no06aBbTe ero B aApeCHbIN nya.
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29 KOH®UIYPALUA ONLUNUN 82 DHCP

29.1 BsepgeHue B onuuio 82 DHCP

Onuua 82 DHCP 310 onuma mHpopmaummn petpaHcampytowero areHta (Relay Agent).
Onuua 82 DHCP HanpaBneHa Ha ykpenneHue 6e3onacHoctn cepsepoB DHCP u ynyyweHua
NONUTUKM KoHurypaumm [P appecos. PeTpaHcaupylowmii areHT pobasnset onuuio 82
(BrNtovatowyo GU3MYECKUA NOPT AOCTYNa KAMEHTA, MAEHTUPUKATOP YCTPOMCTBA AOCTyna u
apyryto nHoopmaymio) 8 DHCP 3anpoc, nonyyeHHbI OT KAMEHTa, 3aTem nepecbinaet ero DHCP
cepBepy. Koraa DHCP cepsep, KOTOpbiM nogaeprkuBaeT OYHKUMIO onuum 82, nonyyaet
coobuieHne, OH BblaenseT KAneHTy IP agpec M ApyrMe napameTpbl B COOTBETCTBUM C
npeAHacTPOEHHbIMKW NOAUTUKAMK U MHPOopMmaumen B onumn 82. B 1o e Bpema DHCP cepsep
MOXET UaeHTUOUUMPOBATL BCe BO3MOXHble aTakm DHCP coobueHnsamu B COOTBETCTBUMU C
nHpopmaumein B onumm 82 n 3awmutnTb OT HUX. DHCP peTpaHcampyrowmin areHT CHUMET ONuULO
82 c oTtBeTHOro coobuweHna n nepenact ero onpeaeseHHOMY NOpTy YCTPOMCTBaA AOCTyna, B
COOTBETCTBMU C UHPOopMaLUmMen o dpusndyeckom nopte B onuuun. MNpumeHeHne onumm 82 DHCP
NPO3pPaAYHO ANA KAUEHTA.

29.1.1 Crpyktypa coobuieHms onuum 82 DHCP
CoobuieHrne DHCP moXKeT MMeTb HECKO/IbKO CEerMEeHTOB OMNuuiA, onuma 82 oAuMH U3 HUX.
OHa gonxkHa 6bITb NOC/e APYruX OnuuiA, Ho Ao onuun 255. Bot ee popmar:

Caode Len Agent Information Field

F———— F————— F——— F————— F————— F———— +—— —t—————— +
| == | H | i1 | iz | i=s | i4 | | iwm |
- +———— - - +———— - +—— —t———— +

Code: npeactaBnfeT NOpAAKOBbLIA HOMeEpP ONuMW MHPOPMALMKN PEeTPaHCANPYIOLWEero
areHTa, onuuAa 82 Tak Ha3biBaeTca noTomy, 4to RFC3046 onpepenseT ee Kak 82.

Len: Konnyectso 6aiT B nose MHPOpPMALMK areHTa, He BKAoYas ABa OailTa B cermeHTe
Code u cermeHTe Len.

Onuns 82 MOXET MMeTb HEeCKOJIbKO cyb-onuuit, Tpebyetca Kak MMHMMYM ogHa cyb-
onuusa. RFC3046 onpenenseT cneayowme ase cyb-onuum, opmat KOTOPbIX MOKa3aH HUMKeE:

Sublpt Len Sub—option YValue
= f——— t———— = ———— f———— A +
| 1 | H | =1 | =2 | =3 | =4 | | =H
F——— e F———— F——— F———— F———— +—— —————— +
Sublpt Len Sub—option YValue
= f———— e = N S f———— A +
| = | H | 1l | 12 | 13 | 14 | | 1H
F——— F———— F———— F——— F———— F———— +—— —————— +

SubOpt: nopaakoBbIt Homep cyb-onuum, nopaaKoBbli Homep cyb-onumun Circuit-ID — 1,
nopaaKoBbIi Homep cyb-onunm Remote ID — 2.

Len: KonuyectBo 6alT B cyb-onumun, He BKAloYaa ABa GailTa B cermeHTe SubOpt wm
cermeHTe Len.
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29.1.2 MexaHu3m pabotbi onuum 82

DHCP Relay/Agent

DHCP Client DHCP

[Ouarpamma notokos onuun 82 DHCP

Ecnn DHCP peTpaHcanpytowmii areHT nogaepxumeaet onumto 82, DHCP KAneHT fomKeH
NPonTN cneayrowme YeTblpe wara, 4tobbl nonyunTs IP agpec ot DHCP cepsepa: discover, offer,
select n acknowledge. MpoTtokon DHCP cnepyet npuBeaeHHON HUXKe Npoueaype:

1) DHCP KAWEHT npu WMHULUMANM3AUMM MOCbINAET LWMPOKOBELWATe/IbHOEe CoobLeHne
3anpoca. 3To coobuieHne He nmeeT onuumn 82.

2) DHCP peTpaHcavpyowmin areHT 4o6asut onunio 82 K coobLeHUto 3anpoca, KoTopoe
OH MOoJIy4nT, 3aTem nepewneT 3to coobuieHne DHCP cepsepy. Mo ymonyaHuio cyb-onuma 1
onuum 82 (Circuit ID) aTo nHPopmaumsa 06 nHTepdeice, K Kotopomy noaxatodeH DHCP knmeHT
(VLAN wn ¢usnyeckolr nopT), HO nonb3osaTesib MOXeT HacTtpouTb Circuit ID no csoemy
ycmoTtpenuto. Cy6-onuma 2 onuum 82 (Remote ID) sto MAC appec yctpoictea DHCP
peTpaHcaaTopa.

3) Nocne nonyyeHms DHCP 3anpoca DHCP cepsep Bbiaenunt knmeHty IP agpec v apyryto
MHbOPMaLMIO, B COOTBETCTBUM C NPEAHACTPOEHHbIMU NONUTUKAMKU U MHOPMaLmel B onuum 82.
3atem oOH Hanpasut DHCP peTpaHcaupyloliemy areHTy oTteBeTHoe coobuieHne ¢ DHCP
KoHbUrypauuen n onupnein 82.

4) DHCP peTpaHCAMpPYIOLWNIA areHT Oo4YMCcTUT OoTBeTHoe coobuweHue oT onummn 82 u
HaMNPaBUT ero KAUEHTY.

29.2 Cnumcok 3apay KoHurypaumm onumm 82 DHCP

. Bkntountb onymio 82 DHCP peTpaHCAMPYIOLLEro areHTa

. HactpounTtb aTpubyTtbl nHTEpdeiica onunm 82 DHCP

. Bkntountb onuymio 82 DHCP cepsepa

. Hactpoutb popmat no ymonyanuio onumm 82 DHCP peTpaHCAUpYIOLLErO areHTa
. Hactpoutb pasgenuntens

. Hactpoutb metog co3ganma onuum 82

. MpoBognTb AMarHOCTUKY M nogaepky onunmn 82 DHCP

Noubsh wN -

‘ QTECH www.qgtech.ru

MWP OOCTYMNHEE



TexHn4yecKoe onncaHue

KoHourypauma onumm 82 DHCP 212
1. Bknrountb onumto 82 DHCP petpaHcampylowero areHTa.
KomaHpga OnucaHue
O6wuin pexxum
Bkatovaer  ¢yHKUMM  onumm 82  Ha

ip dhcp relay information option
no ip dhcp relay information option

peTpaHCAUpYOWEM areHTe KOoMMyTaTopa.
KomaHza no BbIKNtOYaeT GYHKUMIO.

2. HactpouTb aTpmbyTtbl nHTepdetica onumum 82 DHCP

KomaHpa

OnucaHue

Pexxum KoHpurypauum nHtepdeiica

ip dhcp relay information policy {drop | keep
| replace}
no ip dhcp relay information policy

YcTaHaB/AMBAET MOJIMTUKU  PEeTPaHCAALMUK
COOBLIEHUNA, KOTOPOE Y}KE COAEPKUT ONLUI0
82. Pexxmm drop o3HavaeT, YTo coobLieHME,
coaepxagee onuuo 82, byaer oTbpoLIeHO
6e3 Kakoh nmbo 06paboTku. Pexum keep

O3Hauvaer, yTo cucrema OCTaBUT
opuUrMHanbHyto onuuio 82 U nepepact
coobuieHne cepsepy. Pexum replace
O3Hauvaer, yTOo cuctema 3aMeHUT

CyLecTByHOLLYIO onumio 82 cBoel 1 nepesacTt
coobuieHmne cepsepy. KomaHaa no ycTaHOBUT
NONUTUKY B PEXMM MO ymonyaHuio — replace.

Ip dhcp relay information option subscriber-
id {standard | <circuit-id>}

no ip dhcp relay information option
subscriber-id

YctaHasnmBaet ¢popmat cyb-onummn 1 onuum
82 (Circuit ID), standard o3Hauaer
CcTaHAapTHble Ha3BaHuA VLAN n pusmyeckoro
nopta, Hanpumep «Vlan2+Ethernet1/0/12»,
<circuit-id> 3710 coxkepxkaHue circuit-id,
3aJ1laHHOro Nosib3oBartesiem (CTpoKa He bonee
64 cumBonoB). KomaHaa no ycTaHOBMUT
CTaHAapTHbIN dopmar.

o6wuin

pexxum

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-
id

YctaHasnmBaet ¢popmat cyb-onumm 1 onuumm
82 (Remote ID). KomaHga no ycTaHOBUT
CTaHAapTHbIN dopmar.
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3. BkatoumTtb onuuto 82 DHCP cepsepa.

213

KomaHpa

OnucaHue

o6wuin

pexxum

ip dhcp server relay information enable
no ip dhcp server relay information enable

Nossonaetr DHCP cepBepy KommyTaTopa
naeHtTndmunposaTb onuuto 82. KomaHaa no
OTKAIOYaEeT 3Ty GyHKUMIO.

4. HactpouTb dopmat no ymonyaHuio onumnm 82 DHCP peTpaHcAnpyoLWero areHTa

KomaHpa

OnucaHue

o6wuin

pexum

ip dhcp relay information option subscriber-
id format {hex | acsii | vs-hp}

YctaHasnmBaet ¢popmar subscriber-id onuum
82 peTpaHCAMPYIOLLEro areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YctaHasnmBaeT ¢popmaT remote-id onunn 82
peTpaHCcAMpylOLLEero areHTa.

5. HactpouTb pasgenurtenb

KomaHpaa OnucaHue
O6wuit pexxum
HactpauBaet pa3sgenurtenb Karkaoro
ip dhcp relay information option delimiter | napameTtpa cybonuuii B onuum 82 B
[colon | dot | slash | space] rnobanbHom  pexume. KomaHga  no
no ip dhcp relay information option delimiter | BocctaHaBnnBaet pasgenutenb no
ymondaHuio — slash.
6. HactponTb menoT co3gaHma onummn 82
KomaHpa OnucaHue
O6wmit pexxum

ip dhcp relay information option self-
. . . YcTaHaBAMBaeT MegoT  CO34aHuA

defined remote-id {hostname | mac | string
onuumn 82, nosb3oBaTenu moryT

WORD}
no ip dhcp relay information option
self-defined remote-id

CaMOCTOATE/IbHO OMpeaennTb MapameTpbl
cyb-onumm remote-id.

ip dhcp relay information option self-

defined remote-id format [ascii | hex]

YCTaHaB/IMBaeT  MN0/1b30BATE/IbCKUMN
dopmart remote-id ana onunm 82.
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ip dhcp relay information option self-

defined subscriber-id {vlan | port | id YcTaHaBAMBaeT MeToq, CO34aHuA
(switch-id (mac | hostname)| remote-mac)|  onuuu 82, nonb3oBaTeNn MmoryT
string WORD} CaMOCTOATE/NIbHO ONpeAenvTb MapameTpbl

no ip dhcp relay information option | cy6-onuuu circuit -id.
self-defined subscriber-id

ip dhcp relay information option self- YcTaHaBiMBaeT  M0O/1b30BaATE/IbCKUMN
defined subscriber-id format [ascii | hex] dopmar circuit -id ans onumm 82.

7. MpoBOAUTb AMArHOCTUKY M noaaepKKy onunu 82 DHCP

KomaHpga OnucaHue

PexXum agmuHuUcTparopa

OTobpaxkaeT WMHPOPMALMIO O COCTOAHUM
show ip dhcp relay information option onuum 82 B CUCTEME, BK/OYaa Bce
napameTpbl HACTPOMKMU.

Ncnonb3yeTca ana oTobpaxkeHun
nHpopmauymm 06 obpaboTtke naketos B DHCP
peTpaHcaAnpyowem areHTe, BK/tOYas
AencTBmA «4006aBUTb» U KOUUCTUTLY.

debug ip dhcp relay packet

29.3 NMpumepbl npumeHeHua onumun 82 DHCP

DHCP Agent

van2:ethernetl/

DHCP cepsep

DHCP Client PC2 KommyTartop 2

TunosoW npumep NnpumeHeHus onumm 82 DHCP

B naHHOM cxeme 06a KommyTaTopa BTOPOro ypoBHaA (1 1 2) nogKnoUYeHbl K KOMMYyTaTopy
TpeTbero ypoBHa (3), KoTopbin nepegaet DHCP 3anpockl OT KAMeHTOB cepBepy. Ecam onuyma 82
BblkAtoYeHa, DHCP cepBep He cMOXKeT pacno3HaTb, U3 KaKoi NOACETU KAUEHT, U BCE KAUEHTDI,
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NOAKNIOYEHHbIE K KOMMyTaTopam 1 un 2, 6yayT nonyyatb agpeca u3 obuwero agpecHoro nyna
DHCP cepBepa. lNocne BkatoyeHus onuum 82, T.K. KommyTatop 3 aobaBnser K 3anpocy
nHbopmauMilo O nopTe, CepBep CMOXKET pPacno3HaTb, B KAKOW CeTU HAXOOMUTCA KAUEHT
(kommyTaTop 1 nam KommyTaTop 2) U, TakKUM 06pa3omM, CMOXKET BblAeNATb Pa3HOe afpecHoe
NPOCTPAHCTBO ABYM MOACETAM, YTODbI yNPOCTUTb YNPaB/JEHME CETbIO.

KoHourypaums komyTtatopa 3 (MAC agpec a0:12:34:02:33:01):

Switch3 (Config) #service dhcp

Switch3 (Config)#ip dhcp relay information option

Switch3 (Config) #ip forward-protocol udp bootps

Switch3 (Config)#interface vlan 3

Switch3 (Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP cepeep HOIIepxXmMpBaeT onuuio 82, ero KOHQUITYPALMOHHBEI Qani
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Classl»{

match 1if option agent.circuit-id
agent.remote-1d=a0:12:34:02:33:01;

}

"Vlan2+Ethernetl/0/2»and option

class "Switch3Vlan2Class2»{

match 1if option agent.circuit-id
agent.remote-1d=a0:12:34:02:33:01;

}

"Vlan2+Ethernetl/0/3»and option

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;
authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
allow members of "Switch3Vlan2Classl";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP cepBep byaeT BblaenATb agpeca A5 y3/10B C KOMMYTaTopa 2 U3 AinanasoHa
192.168.102.21 ~ 192.168.102.50, a gna kommyTtatopa 1 M3 amanasoHa 192.168.102.51 ~
192.168.102.80.
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29.4 TMowucK HencnpaBHocTei onuun 82 DHCP

Onuwns 82 DHCP peanunsoBaHa Kak nogdyHKumna mogyna DHCP peTtpaHcaaTopa. Mpexae,
yem ee UCNONb30BaTb, Heobxoanmo ybeantbca, 4yto DHCP peTpaHCAMPYOLWNIA areHT HacTpoeH
NpPaBUbHO.

Onuua 82 Tpebyet B3aumogenctena DHCP petpaHcnatopa u DHCP cepsepa. DHCP
cepBep [AO/MKEH YCTAaHOBUTb MOAUTUKY BblAENEHMA ALPECOB OCHOBbLIBAACbL Ha CETEBOM
Tononornn DHCP peTpaHchaTopa, HO, Aaxe ecnu peTpaHcasTop paboTaeT HOPManbHO,
BblAE/1€HMEe afpecoB MOMKET He nonyuntbcsa. Ecam B ceTu Gonblue ogHOro peTpaHCaATopa,
yaennte BHMMaHMe noantuke nepenayum DHCP 3anpocos.

Mpu peanmsaunmn oyHKUMKM onumm 82 DHCP peTpaHcasaTopa, noapobHaa nHdopmaumsa o
npouecce pabotbl dyHKUMM onummn 82 DHCP peTpaHcasTopa MOKET O6biTb NOJly4eHa KoMaHaom
«debug ip dhcp relay packet». 3ta Hdopmauma MOXKET NOMOYb B MONCKE HEUCMPABHOCTEN.

Mpu peanunsauum o¢yHKuMM onumm 82 DHCP cesepa, noapobHaa MHPopmauus o
npouecce pabotbl dyHKUMM onuum 82 DHCP cepsepa mMoxKeT bbiTb No/ly4eHa KomaHaon «debug
ip dhcp server packet». 3Ta MHPpOpMaLMS MOXKET MOMOYb B MOMCKE HENCNPABHOCTEN.
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30 oOnuuneo n 43 DHCP

30.1 Bsepgenue B onuuun 60 n 43 DHCP

DHCP cepsep aHanuaumpyet naketbl oT DHCP KnnenTa. Ecam npuxoauT naket c onumen 60,
cepBep nNpUHMMaET pelweHne Bo3Bpawate M DHCP-knueHTy nakeTbl ¢ onuuen 43 B
cooTBeTcTBMM € onumen 60 u HacTpamsaeT napametpbl 60 1 43 B aapecHOM NPOCTPaHCTBE
cepsepa DHCP.

HacTtpoika cooTseTcTBytOWMX onumin 60 n 43 B agpecHom npoctopaHcTtee DHCP-cepBepa:

1. B agpecHom npocTpaHcTBe HacTpamsatotca onuum 60 M 43 ogHOBpPEMEHHO.
Mpuxogmut DHCP nakeT ¢ onumen 60 ot DHCP KaneHTa, ecinm OH coBmagaeT ¢ onuuen 60
agpecHoro npoctpaHctea DHCP cepsepa, DHCP KaneHT noayyuut onuuto 43, HaCTPOEHHYO B
afpecHOM nNpocTpaHcTee, MHade onuma 43 DHCP knneHTy He BO3BpalLaeTca.

2. B agpecHOm npocTpaHCTBe HacTpauBaeTcA TONbKO onuuA 43, coBnajarowan ¢
no6on onumeint 60. Ecam nonyyeH DHCP naket ¢ onymeint 60 ot DHCP knnenTta, T0 DHCP KnmeHT
NoAy4YmT onumto 43, HACTPOEHHYO B a4 pEeCHOM NPOCTPaHCTBeE.

3. Ecnu B agpecHOM NpoCTpPaHCTBE HacTpoeHa ToabKo onuma 60, To DHCP KAneHT He
noay4mnT onuuto 43.

30.2 Hacrpoiika onumii 60 n 43 Ha DHCP
1. BasoBbie HacTponkn onumin 60 1 43.

KomaHpaa OnucaHue

PeXXum KoHUrypaumm aapecHoro NpocTpaHcTBa

HacTpoiika onuuun 60 B CMMBONBHOW CTPOKE B
option 60 ascii LINE dopmaTte ascii B pexumme ip-agpecHoro
npoctpaHctea DHCP

Hactpoika onuun 43 B CUMBOIbHOM CTPOKE B
option 43 ascii LINE dopmaTte ascii B pexumme ip-agpecHoro
npoctpaHcTea DHCP

Hactpoika onummn 60 B CUMBO/IbHOM CTPOKE B
option 60 hex WORD dopmate hex B pexume ip-agpecHoro
npoctpaHctea DHCP

HacTpoika onuun 43 B CUMBOIbHOM CTPOKE B
option 43 hex WORD dopmate hex B pexume ip-agpecHoro
npoctpaHcTea DHCP

Hactpoika onymn 60 B CUMBO/IbHOM CTPOKeE B
option 60 ip A.B.C.D dopmate IP B pexume ip-agpecHoro
npoctpaHctea DHCP
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HacTtpoiKka onunn 43 B CMMBONLHOW CTPOKE B
option 43 ip A.B.C.D dopmate IP B pexume ip-agpecHoro
npoctpaHctea DHCP

YpaaneHne Hactpoek onuun 60 B pexrume

no option 60
a[pecHOro NPoCcTPaHCTBa

YpaneHne HacTtpoek onuuu 43 B perume

no option 43
a4pecHOro NPOCTPAHCTBA

30.3 TMMpumep HacTpoiiku onuuit 60 n 43 DHCPv6

%
; N

XocT Switch

DHCP cepsep

Fit AP nonyuyaet IP agpec n onuuto 43 — npusHak DHCP cepsepa ana oTnpaBKu
opHoagpecHoro discovery 3anpoca Ha 6ecnposoabiit KoHTponnep. DHCP cepsep HacTpauBaeT
onuwuto 60 B cooTBeTcTBMM € onuuel 60 Fit AP v Bo3BpawaeT 43 onuuto FTP AP.

# Hactpoiika DHCP cepsepa

router (config) #ip dhcp pool a

router (dhcp-a-config)#option 60 ascii AP1000

router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

30.4 VYcTtpaHeHue HeucnpaBHocTtei 60 n 43 onuuniit DHCP

Ecnn Bo3HMKaT npobaem npu Hactpoike DHCP onuunit 60 n 43, noxkanyicra ybeantecs,
4TO NPO6GAEMBI HE BbI3BaHbI CAEAYHOWMMM NPUYNHAMMU:

° MpoBepbTe BKAOYEHA U QYHKLUUA cy»6bl DHCP

° Echn HacTpoeHo apgpecHoe npocTpaHcTBO onuum 60, ybeautecb, YTO OHO
coyeTaeTca c onumeit 60 B nakeTax
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31 onuun3iz, 38 DHCPV6

31.1 BsepgeHue B onuuun 37, 38 DHCPv6

DHCPv6 (npoToKOn gMHaMU4YecKoW KoHourypaumm xoctoB ansa IPv6) paspaboTaH ans
agpecHoi cxembl IPV6 1 ncnonbsyetca ana HasHavyeHus xoctam IPv6 npedukcos, IPv6 agpecos
N 4PYrMX KOHPUTYPALMOHHbBIX NapameTpoB.

Ecnn DHCPV6 KNMeHT Xo4veT 3anpocuTb napameTpbl KoHpurypaumnm ot DHCPv6 cepsepa,
HaxoA4ALWerocs B 4pyrom cermeHTe, To ans atoro notpebyetca DHCPv6 peTtpaHcnaTtop. DHCPv6
cooblieHne, NPUHATOE pPEeTPaHCNATOPOM, WHKancyaupyetca B «relay-forward» nakeTbl,
nepenpasfiaemMble CepBepy, KOTOpbIN 3aTem oTBedaeT DHCPV6 peTpaHcaaTopy naketamu «relay-
reply». 3atem peTpaHcnsTop BOCCTaHaBAMBaeT M3 3Tux naketoB DHCPv6 coobuieHne w
nepecblaaeT ero KANeHTy.

EcTb HeKoTopble npobnembl Npu ucnonb3osaHun DHCPV6 peTpaHcnAaTopa, Hanpumep:
Kak HasHauuTb IP agpec B PUKCMPOBAHHOM AMana3oHe KOHKPEeTHbIM nosb3oBaTensm? Kak
nsbexatb HeseranbHoOro npuceoeHusa IP agpecoB, BbI3BAHHOrO aTaKoOW, HalUE/NEeHHOM Ha
nucyepnaHue cBobogHbix agpecoB? Kak u3bexkaTb HeneranbHbix DHCPV6 KnueHTOB,
ncnonbayowmx MAC agpec Apyrux KIMeHToB? 3TN Npobaembl peLarTca nocpescTBOM ONumin
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onunn 37 n 38 DHCPv6 noao6Hbl onumn 82 DHCP. DHCPv6 peTpaHcnsTop aobasnser
onuuun 37 n 38 K nepecbiaembiMm 3anpocam 1 yomnpaeT 3T1 onummn M3 OTBETOB cepBepa. Takum
obpazom npumeHeHune onunii 37 n 38 Npo3payvHoO ANs KINEHTa.

Mo onuusam 37 n 38 DHCPv6 cepsep moxeT ayteHTMdMUMpoBaTb DHCPVE knveHTa m
DHCPv6 peTpaHCcanpyloLLLee YCTPOMCTBO, Ha3HayaTb M YNPaBAATb KAMEHTCKUMKU agpecamm, Tem
CambIiM NpeaoTBpaLLaTh pasanyHble DHCPv6 aTakn. Tak Kak cepBep onpeaensaeT, C Kakoro nopta
A0CTyNa npuwen 3anpoc, OH MOXKeT OrPaHUYUTb KOJIMYECTBO BblAeNAeMblX agpecoB Ha nopT
[O0CTYyNa, TeM CaMbiM NPeaoTBPATUTL aTaKy, HaLLeNIeHHYI0 Ha ucyepnaHue agpecos. OaHaAKO
RFC4649 n RFC4580 He onpeaensatoT, Kak cepsep byaetr ucnosnbsoBaTb onumu 37 u 38,
NoNb30BaTelb MOXET UCMO/b30BaTb UX MO CBOEMY YCMOTPEHMUIO.

31.2 Cnucok 3agayd KoHdurypauum onummn 37, 38 DHCPv6
1. KoHdurypaums 6asosbix onumin Dhepvb snooping

2. KoHdurypauusa 6a3osbix onumit Dhcpvb petpaHcasTopa

3. KoHdurypauus 6asosbix onumin Dhcpvb cepsepa
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1. KoHdurypauma 6asosbix onumit Dhcpvb snooping

KomaHpaa

Description

o6wuin

pexxum

ipv6 dhcp snooping remote-id option
no ipv6 dhcp snooping remote-id option

Bkntouyaet noapepkky onumm 37 8 DHCPv6
snooping. KomaHaa no BbIK/tOYaEeT

NOAAEPKKY.

ipv6e dhcp snooping subscriber-id option

Bkntoyaet noagepkky onumm 38 B8 DHCPv6

ipv6 dhcp snooping remote-id policy {drop |
keep | replace}
no ipv6 dhcp snooping remote-id policy

. . . . . snooping. KomaHga no BbIKAtOYaEeT
no ipv6 dhcp snooping subscriber-id option ping A
noaaepKKy.
YcTaHaBAunBaeT NONIUTUKY nepecbiNKu

NaKeToB, Y}Ke cogepKawmx onumio 37.

drop — cuctema nNpocTo OTOPOCUT MaKeTbl C
onuuei 37;

keep — cMctema COXpaHUT UCXOAHYIO OMLUUIO
37 n nepewneT NaAKeT cepsepy;

replace — cucTema 3aMeHUT CyLLECTBYHOLLYIO
onuuto 37 cBOEN U NepeLuneT NakeT cepeepy.

ipv6 dhcp snooping subscriber-id policy
{drop | keep | replace}
no ipv6 dhcp snooping subscriber-id policy

KomaHoa no  ycTtaHasaAuBaeT  MNOAUTUKY
replace.
YcTaHaBnuBaet NONINUTUKY nepecbiKu

NaKeToB, Y}Ke cogepKawmx onumio 38.

drop — cuctema nNpocTo OoTOPOCUT MaKeTbl C
onuuei 38;

keep — cMcTema COXpaHUT UCXOAHYIO OMLUIO
38 n nepewneT NaKkeT cepsepy;

replace — cnctema 3aMeHUT CyLLECTBYIOLLYIO
onuuto 38 cBOeN M NepeLuseT NakeT cepsBepy.

delimiter

KomaHaa no ycTaHaBAMBaeT  MNOJUTUKY
replace.
ipv6 dhcp snooping subscriber-id select (sp | | Hactpansaer NoNb30BaTENbCKYHO
sv | pv | spv) delimiter WORD (delimiter | koHdurypauuio onuui subscriber-id,
WORD |) KomaHpga no BOCCTaHaB/MBaEeT
no ipve dhcp snooping subscriber-id select | KoHdurypaumito  no  ymonyaHuo,  T.e.

3aBoacKor Homep BmecTte ¢ VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

Hactpausaet Mo/Ib30BaTENbCKYIO
KOHUrypaumio onuui subscriber-id,
KomaHga no BOCCTAaHaB/MBaET
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no ipv6 dhcp snooping subscriber-id select
delimiter

KOHOUIypauuto No yMONYaHMIO, T.€. Ha3BaHUe
VLAN BmecTe ¢ HasBaHMeM noprTa.

Pexxum nopra

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaer ¢opmy pobasneHusa onuun 37,
<remote-id> 370 cogepKaHne nonsa remote-id
B onpeaeneHHOW nonb3osatenem onuuun 37,
CTPOKa He 6one 128 cumsonos. KomaHga no
BOCCTaHaBAMBaeT KoHbUrypaumio no
YMONYaHuIo, T.e. 3aBOACKON HOMep BMmecTe C
VLAN MAC.

ipv6 dhcp subscriber-id
<subscriber-id>

no ipv6 dhcp snooping subscriber-id

snooping

3agaetr ¢opmy pobasneHna onuum  38.
<subscriber-id> 310 cogepkaHne nona
subscriber-id B onpeaeneHHoM

nonb3osaTenem onuuu 38, CTpoKa He bone
128 cumBosioB. KomaHga no BoccTaHaBAMBaeT
KOHpUIypaumio No yMOHaHULO, T.€. Ha3BaHMe
VLAN BmecTe ¢ Ha3BaHMeM nopTa, Hanpumep
"Vlan2+Ethernet1/2".

2. KoHdurypauusa 6asosbix onumin Dhcpvb petpaHcasaTopa

KomaHpga

Description

06w pexxmum

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

Bkntovaet nogaepkky onuun 37 8 DHCPv6
peTpaHcnAaTope. KomaHga no BbIKAOYaeT

noaaepKKy.

ipv6 dhcp relay subscriber-id option
no ipv6 dhcp relay subscriber-id option

Bkntovaet nogaepkky onumn 38 8 DHCPv6
peTpaHcnAaTope. KomaHaa nNnO BbIKAOYaET

NOAAEPIKKY.

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

HactpauBaer NO/Nb30BaTENbCKYIO
KoHburypaumio onumii remote-id. KomaHga
NO BOCCTAaHaBAMBaeT KOHbMrypaumio no
YMONYaHMIO, T.€. 3aBOACKOM HOMEpP BMecCTe C
VLAN MAC.

ipv6 dhcp relay subscriber-id select (sp | sv |
pv | spv) delimiter WORD (delimiter WORD |)
no ipv6 dhcp relay subscriber-id select
delimiter

Hactpausaet No/Ib30BaTENbCKYHO
KOHUrypaumuto onumuii  subscriber  -id.
KomaHga no BOCCTAaHaB/MBaET
KOHOUIypaumio  NO  yMOJMaHUIO,  T.e.

HaseaHue VLAN BmecTe ¢ Ha3BaHuem nopra.
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Pexxum KoHPUrypaumm nitepoeinca 3-o yposHsa

ipv6 dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3agaetr ¢opmy pobasneHua onuumn 37.
<remote-id> 370 cogepKaHMe nons remote-
id B onpeageneHHoi nonb3oBatesiem onumm
37, ctpoKka He 6one 128 cumBonos. KomaHaa
NO BOCCTAHABAMBAET KOHPUrypauuo no
YMONYaHMIO, T.€. 3aBOACKOM HOMEpP BMeCTe C
VLAN MAC.

ipv6 dhcp relay subscriber-id <subscriber-id>
no ipv6 dhcp relay subscriber-id

3apgaetr ¢opmy pobaBneHua onuum  38.
<subscriber-id> 310 cogeprkaHne nona

subscriber-id B onpeaeneHHom
nosb3oBaTenem onumu 38, cTpoKka He bonee
128 CUMBOJIOB. KomaHpga no

BOCCTaHaBAMBaeT KOHbUrypauuio no
yMOA4YaHuio, T.e. Ha3dBaHue VLAN BmecTe C
Ha3BaHWem nopTa, Hanpumep
"Vlan2+Ethernet1/2".

3. KoHdurypauus 6asosbix onumin Dhcpvb cepsepa

KomaHpga

Description

O6wuit pexxmum

ipv6 dhcp server remote-id option
no ipv6 dhcp server remote-id option

Bkntovaet noaaepky onumun 37 8 DHCPv6

ipv6 dhcp server subscriber-id option
no ipv6 dhcp server subscriber-id option

cepsepe. KomaHaa no BbIK/IlOYaeT
NoAAepPKKY.
Bkntoyvaet noaaepky onumun 38 8 DHCPv6
cepsepe. KomaHgaa no BblK/IlOYaeT
NoAAepPXKKY.

ipv6 dhcp use class
no ipv6 dhcp use class

BknoyaeTr  noadepXKy — MCNOb30BaHWUA
DHCPv6 Knaccos npu NpMCBOEHUN afpecos.
KomaHga no BblKAloYaeT 3TO, He yAanas
HacTponkn knaccos DHCPv6.

ipv6 dhcp class <class-name>
no ipv6 dhcp class <class-name>

Onpegensaer DHCPv6 Kknacc u BXoAUT B
pexum KoHdurypaumm DHCPv6 Knacca.
KomaHaa no yaanaet Knacc.

Pexxum KoHPuUrypauum nHtepdeiica

ipv6 dhcp server select relay-forw
no ipv6 dhcp server select relay-forw

Bknwoyaer BbibOp onumn 37 u 38
BHYTPEHHEro YpPOBHA, KOrga B MakKeTe,
npuwealem oT peTPaHCAATOPA, CyLLecTByeT
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Heckosibko onuuit 37 uam 38. KomaHga no
BO3BpaLLaeT HAaCTPOMKY MO YMOJIYAHWUIO, T.e.
Bblbop onuuii 37 u 38 OpuUrMHaNbHbIX
naKeToB.

Pexxum KoHpurypauum DHCPv6 Knacca

no {remote-id

{remote-id [*] <remote-id> [*] | subscriber-id
[*] <subscriber-id> [*]}

subscriber-id [*] <subscriber-id> [*]}

HacTtpausaetr onuum 37 u 38, KoTOopble
<remote-id> [*] | | cooTBeTcTBYIOT Knaccy.

class <class-name>
no class <class-name>

AccounmnpyeT Knacc C Nyaom aapecos W
BXOAMT B pPeXuMm KoHdUrypaumm Knacca B
nyne agpecos. KomaHga no ybupaer
accoumaumio.

YcTaHaBAMBaeT [AuanasoH agpecos  Ans

address range <start-ip> <end-ip> DHCPv6 knacca. KomaHga no ypganset
no address range <start-ip> <end-ip> AManasoH. dopma 3anucu

«npeduKc/oanHa» He Noaaep>KMBaeTcs.

31.3 Mpumepsbi onuyi 37, 38 DHCPv6
31.3.1 Mpumep onuuit 37, 38 8 DHCPv6 Snooping

KommyTaTop B

<>

Interface E1/1 KommyTaTop A

Interfade E 1/3

Interface E 1/4

Interface E 1/

Cxema onuun B DHCPV6 Snooping
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CornacHo cxeme Mac-AA, Mac-BB 1 Mac-CC — o6bl4Hble No/ib30BaTenu, NOAKAOYEHHbIE
K HefoBepeHHbIM MHTepdeicam 1/2, 1/3 n % cootseTcTBeHHO. OHM nonyyatoT IP agpeca 2010:2,
2010:3 u 2010:4 no DHCPv6; DHCPv6 cepBep nogKnoyeH K goBepeHHoMy uHTepdeiicy 1/1.
HacTpoeHo Tpu NOAUTUKKM BblaeneHua agpecos (Knaccos), CLASS1 cooTtBeTcTByeT onumn 38,
CLASS2 cooTtsetctByeT onumn 37, a CLASS3 — onumam 37 n 38. B nyne agpecos EastDormPool
3anpocam, cooTBeTcTBytOWMM Knaccam CLASS1, CLASS2 n CLASS3 6yayT Ha3HayeHbl agpeca u3
AnanasoHos 2001:da8:100:1::2—2001:da8&:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 1
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTcTBEHHO. Ha KommyTatope A BKAKOYEHA
dyHKuma DHCPv6 snooping 1 HacTpoeHbl onunn 37 n 38.

KoHourypaums kommyTaTopa A:

SwitchA (config) #ipv6 dhcp snooping remote-id option
SwitchA (config) #ipv6 dhcp snooping subscriber-id option
SwitchA (config) #int e 1/1

SwitchA (config-if-ethernetl/1)#ipv6 dhcp snooping trust
SwitchA (config-if-ethernetl/1) #exit

SwitchA (config) #interface vlan 1

SwitchA (config-if-vlanl) #ipv6 address 2001:da8:100:1::1
SwitchA (config-if-vlanl) #exit

SwitchA (config)#interface ethernet 1/1-4

SwitchA (config-if-port-range) #switchport access vlan 1
SwitchA (config-if-port-range) #exit

SwitchA (config) #

Konpmurypaumsa xoMMyTaTopa B:

SwitchB (config) #service dhcpvo

SwitchB (config) #ipv6e dhcp server remote-id option

SwitchB (config) #ipv6 dhcp server subscriber-id option

SwitchB (config) #ipv6 dhcp pool EastDormPool

SwitchB (dhcpve-eastdormpool-config) #network—-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB (dhcpv6-eastdormpool-config

SwitchB (dhcpv6-eastdormpool-config

SwitchB (dhcpvé-eastdormpool-config

( #dns-server 2001::1
(
(

SwitchB (dhcpvé-eastdormpool-config
(
(
(

#domain-name dhcpv6.com
# excluded-address 2001:da8:100:1::2
#exit

—_ — — —

SwitchB (config) #

SwitchB (config) #ipv6 dhcp class CLASS1

SwitchB (dhcpv6-class-classl-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl/1

SwitchB (dhcpvé6-class-classl-config) #exit

SwitchB (config) #ipv6 dhcp class CLASS2

SwitchB (dhcpvée-class-class2-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl/2

SwitchB (dhcpvé6-class-class2-config) #exit

SwitchB (config) #ipv6 dhcp class CLASS3

SwitchB (dhcpvée-class-class3-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl/3

SwitchB (dhcpvé-class—-class3-config) #exit

SwitchB (config) #ipv6 dhcp pool EastDormPool

SwitchB (dhcpvé-eastdormpool-config) #class CLASSI1

SwitchB (dhcpvé-pool-eastdormpool-class-classl-config) #address range
2001:da8:100:1::3 2001:daB8:100:1::30

SwitchB (dhcpvée-pool-eastdormpool-class-classl-confiqg) #fexit

witchB (dhcpv6e-eastdormpool-config) #fclass CLASS2
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SwitchB (dhcpvée-pool-eastdormpool-class-class2-confiqg) #address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB (dhcpvé-eastdormpool-config) #class CLASS3

SwitchB (dhcpvée-pool-eastdormpool-class-class3-config) #faddress range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB (dhcpv6e-pool-eastdormpool-class-class3-config) fexit

SwitchB (dhcpvée-eastdormpool-config) #exit

SwitchB (config) #interface vlan 1

SwitchB (config-if-vlanl) #ipv6 address 2001:da8:100:1::2/64

SwitchB (config-if-vlanl)#ipv6é dhcp server EastDormPool

SwitchB (config-if-vlanl) #exit

SwitchB (confiqg) #

31.3.2 Npumep onuui 37, 38 Ha DHCPv6 peTpaHcaaTope

Mpumep 1:

Mpw passepTbiBaHMM IPV6 ceTn ana BblaeneHuna IPv6 agpecos MoXKeT 6bITb MCMO/Ib30BaHA
¢yHKUMA cepBepa DHCPV6 Ha maplpyTusmpytowem yCTpOMCTBE, eC/iM CNeLnanbHbli cepBep
MCNONb3yeTCcA ANA PAaBHOMEPHOro pacnpeaeneHna u ynpasnenua IPve agpecamun. DHCPv6
cepBep noagepxmBaer oba peruma, C oTcnexuBaHue coctosHua (stateful) m 6e3 Hero
(stateless).

DHCPV6 Server
Switch3

V10: 2001:da8:10:1::1 \/

V1:2001:da8:1:1::1
DHCPV6 Relay

Switch2

V1:2001:da8:1:1::2

V10: 2001:da8:10:1::2

V100: 2001:da8:100:1::1

Switchl

DHCPVvV6 client

Cxema npumeHeHus onuuit 8 DHCPV6 peTpaHcnsaTope
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KoHourypaumns kommyTaTtopa 2:

S2 (confiqg) #service dhcpvo

S2 (config) #ipve dhcp relay remote-id option

S2 (config) #ipv6 dhcp relay subscriber-id option

S2 (config) #vlan 10

S2 (config-vlanlO) #int vlan 10

S2 (config-if-vlanlO) #ipv6 address 2001:da8:1:::2/64

S2 (config-if-vlanl0) #ipv6 dhcp relay destination 2001:da8:10:1::1
S2 (config-if-vlanl0) #exit

31.4 TMowucK HeucnpasHocTeit onuuii 37, 38 DHCPv6

MakeTbl 3anpocos, oTcblnaemble DHCPV6 KnneHTOoMm, 370 multicast nakeTbl, NonyyYeHHble
yctpoicteom BHyTpU ero VLAN. Ecnm DHCPv6 cepsep Xxo4veT nosy4aTb NAKETbl OT K/AMEHTA,
KAMEHT U cepBep AO/IKHbl HaxoauTbcA B oaHom VLAN, nHaye HeobXxogMmo MCNo/b30BaTb
DHCPv6 peTtpaHcasatop.

O6paboTka onumnit 37,38 npu DHCPV6 snooping MoXeT NpoxXoauTb OAHUM U3 CAeayowmx
06pa30B: 3aMeHUTb OpPUrMHaNbHble onunn 37,38 cBOMMMK; OTOPOCUTL NaKeT ¢ onumamu 37,38;
He BbINONHATb onepauuio fobasneHua, nepesaym uamn otbpacoiBaHMA naketa. Moatomy, ecnm
IPv6 agpec He Nony4YeH B COOTBETCTBUM C onumnamn 37,38, norKanymncra, NpoBepbTE HACTPOMKMU
nonntuk DHCPv6 snooping Ha BTopom ycTpoiictee. DHCPv6 cepeep no ymoi4YaHUIO NonyyaeT
onuuun 37,38 13 naketa, OTNPaBAEHHOIO KAMEHTOM, TaK e MOMKeT noayyaTb UX U3 MnakeTa,
OTNPaB/IEHHOr0 PETPaHCAATOPOM.

DHCPv6 cepsep nposepseT Tonbko onuuu 37,38, pobasneHHble nepsbim DHCPv6
PETPAHCAATOPOM, 3TO 3HAYMT, YTO B MAKeTaX PETPAHCAATOPa LEeNCTBUTE/NbHbI TONbKO ONUUK
37,38 camoro rnyboKoro ypoBHs.
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32 KOH®UTIYPALUUA DHCP SNOOPING

32.1 BeeaeHue B DHCP Snooping

DHCP Snooping 03Ha4aeT, 4ToO KOMMyTaTop HabawaaeT 3a nNpoueccom npucsoeHua IP
agpecos no npotokony DHCP. 310 npegoTepallaeT noasaeHmne HeneranbHbix DHCP cepsepos 1
DHCP ataku nytem HacTPOMKM AOBEPEHHbIX U HepoBepeHHbIx noptoB. DHCP coobuieHne c
[OBEpPeHHbIX NOPTOB NepeaaeTtca 6e3 npoBepKu. Mpu TMNNYHON KOHOUIYpauUK AOBEPEHHbIE
nopTbl MUCNonb3yTcA gna nogkatovyeHma DHCP cepsepa uam DHCP peTpaHcnATtopa, a K
HefOBEPEHHbIM NOPTAM NOAKNOYAIOTCA KANEHTbI. C He40BEPEHHbIX MOPTOB KOMMYTATOp byaeT
nepecblnatb Tonbko DHCP 3anpockl, HO He oTBeTbl. Ecnn ¢ HegoBepeHHOro noprta NoayYeHo
coobuweHne DHCP oTtBeTa, KOMMYyTaTop MOAHWMET TPEBOry W MNpeAnpuUMET onpeaesieHHble
OENCTBUA C MOPTOM, COM/IACHO HACTPOMKAM, Hanpumep BbIKAOYEHUE UKW CO34aHME KYEepHOM
AblpbI».

Ecnn BrkatoyeHa npmsaska DHCP Snooping, KOMMYTaTop COXPaHUT B COOTBETCTBYIOLLEN
Tabnnue ceAsyowWyO MHPopmaumnio o Kaxkgom DHCP KaneHTe ¢ HefoBepeHHOro nopta
(skntouaa MAC agpec, IP agpec, apeHay IP, Homepa VLAN 1 nopTa). Umea Takyto nHbopmaumio
DHCP Snooping MOHO KOMBMHUPOBATL C APYTMMW MOAYIAMM, TaKUMK, Kak dotlx u ARP, unum
CaMOCTOATE/IbHO PeasIn30BaTb KOHTPO/b AOCTyNa NONb30BaTeNEN.

3awumra ot nogaenbHoro DHCP cepBepa: ecan KommyTtaTtop nepexsaTbiBaet oteeT DHCP
cepsepa (Bkntoyaa DHCPOFFER, DHCPACK n DHCPNAK), oH nogHuUMeT TpeBory 1 npeanpumet
onpeaeneHHble AeNCTBUA, COMTAaCHO HACTPOMKaM (BbIK/IOYEHWE NOPTA UM CO34aHUNE «4EPHOM
ObIPbI»).

3awuTta ot neperpy3ku DHCP: YT1o6bl nsbekatb 60/bLIOTO KOAMYecTBa COoobLLEHN
DHCP, atakyroLwmx npoLeccop, No/b30BaTe/lb MOXKET OrPaHUYMUTb CKOPOCTb nosydeHna DHCP
NAaKeTOB Ha A0BEPEHHbIX N HeL0BEePEHHbIX NOPTaX.

3anucb cBAsytowmnx gaHHbix DHCP: DHCP snooping npu nepecbiike DHCP nakeTos 6yaet
3anucbiBaTb CBA3YyOWMeE AaHHble, BblaeneHHble DHCP cepsepom. MOXKHO TaK e 3arpy3mTb 3Tn
OaHHbIe Ha cepBep B LeNnAX BOCCTAHOBNAEHUA yTepAHHON MHPopmauun. Ceasylowme AaHHble, B
OCHOBHOM, UCNONb3YIOTCA ANA HACTPONKM AMHAMMUYECKMX NOb30BaTeNbCKMX nopTos dotlx. 3a
noapobHoi nHpopmaumein o dotlx obpaTutech, NoXKanymncra, K rnase «Hactpoika dotlx».

Dob6aBneHne cBasywuwero ARP: MOHO [06aBUTb CTaTU4YecKyto cBA3Ky ARP B
COOTBETCTBMMU C AUHAMUYECKMMU AaHHbIMU, YTOObI NpeaoTBpaTuTb ARP MOLWEeHHMYeCcTBO.

Do6aBneHne pAoBepeHHbIX MNo/nb3oBaTeNen: MOXKHO A06aBWUTb 3aMMcKM B CMMCOK
OO0BEpPEeHHbIX MNosib30BaTeneil B COOTBETCTBMM C MNapaMeTpamu CBA3YKOWMX AAHHbIX; 3TU
nosib3oBaTeI NOAyYaT AOCTYN KO Bcem pecypcam 6e3 dotlx ayteHTMdMKauuK.

ABTOMaTUUYECKOE BOCCTAaHOBNEHME: Yepe3 HEKOTOpOoe BpeMA Moc/e BbIKAoYeHMA NnopTa
WM CO34aHMA KYEPHOM Ablpbl», HYXXHO aBTOMaTU4YeCKN ybpaTb 6GAOKMpPOBKY nopta uam MAC
agpeca v oTNpasuTb NpM 3TOM MHPOPMaLMIO Ha cepeep Yepes syslog.

dyHKuMA KypHana: Korga KommyTaTop OOHapy)KMBaeT HEHOPMa/bHble MaKeTbl, OH
O0/KEH OTNPaBUTb MHGOPMALMIO Ha cepBep KypHana yepes syslog.

LLndpoBaHue npuBaTHbIX COOBLLEHMI: CBA3b MEXAY KOMMYTaTOPOM W BHYTPEHHEM
cuctemor  ynpasneHua 6e3onacHoctblo cetn TrustView npoucxoguT 4vepes npuBaTHble
coobueHus. MonbsoBatenm MoryT WNMHPOBaTb 3TU COOHLLEHNA B BEPCUM 2.
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®dyHKumMa pobasneHue onuuu 82: pasnuyHbie onumm 82 pobasnawotca B DHCP
Co0bLEeHNE B COOTBETCTBUM CO CTAaTyCOM ayTEHTUDMKALMKN NONb30BATENSA.

32.2 MNocnepoBaTenbHOCTb 3aga4 KoHurypaumum DHCP Snooping
. Bkntountb DHCP Snooping

. Bkntountb pyHKumMio npmeaskm DHCP Snooping

. Bkntountb pyHKumMo npueasku ARP DHCP Snooping

. Bkntountb pyHKumMo onummn 82 DHCP Snooping

. YCTaHOBUTb BEepPCULIO MPUBATHLIX NAKeTOB

. YcTaHOBUTb 3aWwndpoBaHHbIM Kntod DES ans npuBaTHbIX NaKeToB

. YctaHoBuTb agpec DHCP cepsepa

. HactpouTtb goBepeHHble nopTbl

. BkntounTtb dyHKLMI0 Nnpusaskm DHCP Snooping DOT1X

10. BKkatountb dyHKumto npmeaskn DHCP Snooping USER

11. lo6aBnTb 3anNnUCK B CTAaTUYECKUIA CNUCOK

12. YcTaHOBUTL AENCTBUA 3aLLUUTDI

13. YcTaHOBUTL OrpaHmnyeHme ckopoctu nepegaum DHCP coobuieHuni
14. BKNOUYMTb OTNAALKY

15. HactpouTb aTpnbyThl onummn 82 DHCP Snooping

O oo NOOULL B WN B

1. Bkntountb DHCP Snooping

KomaHpaa OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping enable BkAtounTb/BbIKAOUMTE DHCP Snooping.
no ip dhcp snooping enable

2. Bkntountb PpyHKumio npmeAskm DHCP Snooping

KomaHga OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping binding enable BKNOUMTL/BbIKNOUYUTL PYHKLUMIO NpuBA3KM DHCP
no ip dhcp snooping binding enable Snooping.

3. Bkntountb dyHKumto npmeAskm ARP DHCP Snooping

KomaHpa OnucaHue

FnobanbHbIN pexxum

ip dhcp snooping binding arp BKNOUMTB/BbIKNOUYUTE QYHKUMIO NpuBA3KKM ARP
no ip dhcp snooping binding arp DHCP Snooping .
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4. BknounTb GyHKLUMIo onuum 82 DHCP Snooping

KomaHpga OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping information enable BKAOUMTL/BbIKNOUNTL GYHKUMIO onunn 82 DHCP
no ip dhcp snooping information enable | Snooping.

5. YcTaHOBUTL BEPCUIO NPUBATHbIX MAaKeToB

KomaHpa OnucaHue

Fno6anbHblii pexxum

ip user private packet version two

. . . HacTpouTb/yaannTb BEPCUIO NPUBATHbIX NAaKeTOB.
no ip user private packet version two

6. YcTaHOBUTb 3aWwndpoBaHHbIM Kntod DES ans npuBaTHbIX NaKeToB

KomaHga OnucaHue

Fnob6anbHblii pexxum

enable trustview key 0/7 <password> HactpouTb/yaanutb 3awmndpoBaHHbIM Kaod DES
no enable trustview key ANA NPUBATHbIX NAKETOB.

7. YctaHoBuTb agpec DHCP cepsepa

KomaHpga OnucaHue

Fno6anbHblii pexxum

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr>
(secondary|)

no ip user helper-address (secondary|)

HactpouTb/yaanutb agpec DHCP cepsepa.

8. HactpouTb goBepeHHble NOPThI

KomaHpga OnucaHue

PeXXum nopra

ip dhcp snooping trust CpoenaTb nopT poBepeHHbIM. KomaHga no
no ip dhcp snooping trust OTMEHSIET HACTPOWMKY.
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9. BKatountb pyHKLMIO Nnpmeaskm DHCP Snooping DOT1X

KomaHpa

OnucaHue

Pexxum nopta

ip dhcp snooping binding dotlx
no ip dhcp snooping binding dotlx

BKAOUNTL/BbIKNIOYMTE GYHKUMIO NpuBA3KM DHCP
Snooping DOT1X.

10. Bkntoumntb dyHKumio npuesaskn DHCP Snooping USER

KomaHpa

OnucaHue

Pexxum nopra

ip dhcp snooping binding user-control
no ip dhcp snooping binding user-
control

BKNOUMTL/BbIKNOUYNTL PYHKLUMIO NpuBA3KM DHCP
Snooping USER .

11. lo6aBnTb 3aNnUCK B CTAaTUYECKUIA CNIUCOK

KomaHpaa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding user <mac>
address <ipAddr> <mask> vlan <vid>
interface (ethernet|) <ifname>

no ip dhcp snooping binding user
<mac> interface (ethernet|) <ifname>

[006aBuTb/yaannTb 3aNnCK B CTaTUYECKMIA CMIMCOK.
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12. YcTaHOBUTb AEACTBMA 3aLLNTbI
KomaHpa OnucaHue
Pexxum nopta
ip dhcp snooping action
{shutdown | blackhole} [recovery | YcTaHOBUTH/OTMEHUTL aBTOMaTUYecKne
<second>] 3alLUUTHbIE AENCTBMA HA MOPTaXx.
no ip dhcp snooping action

13. YcTaHOBUTb OrpaHMyeHne ckopoctu nepegayvm DHCP coobueHni

KomaHpaa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTb OrpaHWYeHMe CKOPOCTM nepesayn
DHCP coobueHui.

14. BKAOYMTb OTAALKY

debug ip dhcp snooping update
debug ip dhcp snooping binding

KomaHpaa OnucaHue
Pexxum agmuHUcTpaTopa
debug ip dhcp snooping packet
debug ip dhcp snooping event Moxkanyicta, obpaTuTecb K COOTBETCTBYIOLLEN

rnase rnoucCKa HeMCHpaBHOCTeVI.
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15. HactpouTb aTpubyTbl onummn 82 DHCP Snooping

KomaHpa

OnucaHue

Fnob6anbHblii pexkxum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp}

YcTaHasamBaetr ¢opmat subscriber-id onuum
82 DHCP snooping.

ip dhcp snooping information
remote-id {standard | <remote-id>}
no ip dhcp snooping information option
remote-id

option

YcTaHaBAMBaeT  coAepraHue  cyb-onuum
remote-id onuum 82. KomaHga no
BO3BpaLLAeT CTaHAAPTHbIN dopmar.

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option
allow-untrusted

Paspewaert Hef0BEepPEeHHbIM noptam
npuHumatb DHCP nakeTbl ¢ onuueit 82. Ecan
He BK/IIOYEHO, BCe HeAoBepeHHble NnopThl
byayTt otbpacbiBatb DHCP nakeTbl ¢ onuuen
82.

WORD}
no ip dhcp snooping information option self-
defined remote-id

ip dhcp snooping information option | YcTaHaBauBaeT pasgenutens ona
delimiter [colon | dot | slash | space] napameTpos cyb6-onumin onuum 82. KomaHaa
no ip dhcp snooping information option | no  ycraHaBnuBaeT  pasgenuTenb no
delimiter ymondanuto — slash.
ip dhcp snooping information option self-
P \ P P .g P . 3agaetr meTtog co3gaHuAa onuuu 82,
defined remote-id {hostname | mac | string

nosb3oBaTenu MOFyT ~ CaMOCTOATENbHO

onpeaennTtb napamerpbl cyb6-onuun remote-
id.

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckuii dopmat remote-id ana
onumnu 82.

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac) |
string WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3agaetr meTog co3gaHua onuuu 82,
no/sib3oBaTenu MOryT CaMOCTOATENBHO
onpeaennTb NapameTpbl cyb-onuun circute-
id.

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBaTenbckuii dopmat circuit-id ana
onumnu 82.

Pexxum nopra

ip dhcp snooping information option
subscriber-id {standard | <circuit-id>}

YcTaHaBNAMBaeT  cofepraHue  cyb-onuuum
circuit-id onunun 82. KomaHga no Bo3BpallaeT
CTaHAAPTHbIN dopmar.
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no ip dhcp snooping information option
subscriber-id

DHCP Client
IP:1.1.1.5
Mac:AA

32.3 Tunosoe npumeHeHue DHCP Snooping

Switch

E1/0/1 E1/0/10

- STOP:

E1/0/11 E1/0/12

DHCPACK DHCP Client
IP:1.1.1.6
Mac:BB
Gateway DHCP cepBep
TunoBoW NpUMeHeHue
Kak noKasaHoO Ha pucyHKe, ycTponctBo Mac-AA — 006blyHbIA  NOAb30BaTeNb,

NOAKNIOUYEHHbIN K HeaoBepeHHOMY nopty 1/1 kommyTtaTopa, nosyvaet IP HacTpoiiku yepes
DHCP, IP agpec knmneHta 1.1.1.5. DHCP cepBep 1 w03 NOAKNOYEHBbI K A4OBEPEHHBIM MOPTaM
KommyTaTtopa, 1/11 u 1/12 cooTtBeTcTBEHHO. 3/10ymblneHHUK Mac-BB, noaKatoyeHHbId K
HeaoBepeHHoMy nopTy 1/1 KommyTaTtopa, nbiTaetca nogaenats DHCP cepsep (nocbinas nakeTbi
DHCPACK). ®yHKuma DHCP Snooping Ha kKommyTaTope 3pPeKTMBHO O0OHapyKUT 1 BaoKupyeT
TaKOW TUM CETEBOM aTaKu.

nOCI'Ieﬂ,OBaTEI'IbHOCTb HaCTpOﬁ KW:

switch#

switch#config

switch (config)#ip dhcp snooping enable

switch (config)#interface ethernet 1/11

switch (Config-If-Ethernetl/11)#ip dhcp snooping trust
switch (Config-If-Ethernetl/11) #exit

switch (config)#interface ethernet 1/12

switch (Config-If-Ethernetl/12) #ip dhcp snooping trust
switch (Config-If-Ethernetl/12) #fexit

switch (config)#interface ethernet 1/1-10

switch (Config-Port-Range) #ip dhcp snooping action shutdown
switch (Config-Port-Range) #

32.4 MNowucK HeucnpasHocTeit DHCP Snooping
32.4.1 HabnwgeHue 1 oTAaa04YHaA HGopmauma
KomaHga «debug ip dhcp snooping» moxeT 6biTb MCNoNb30BaHa AN MOAy4YeHUe

OTNaA04YHOMN MHPOPMaLUN.
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32.4.2 MNMomoub B NOUCKE HEUCNpPaBHOCTEN

Ecnu Bo3HMKaeT npobnema c ucnonbsoBaHnem ¢yHkumMm DHCP Snooping, noxanyicra,
npoBsepbTe cneytouee:

BkntoyeHa nmn dpyHKuma DHCP Snooping rnobanbHo;

Ecnv nopT He pearnpyeT Ha noxHbi DHCP naKeT, npoBepbTe, HACTPOEH N 3TOT NOPT Kak
HeL0BEPEHHDIN.
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33 KOH®UIYPALUA ONLNUN 82 DHCP

33.1 BsepgeHue B onuuio 82 DHCP

Onuua 82 DHCP 310 onuma mHpopmaummn petpaHcampytowero areHta (Relay Agent).
Onuua 82 DHCP HanpaBneHa Ha ykpenneHue 6e3onacHoctn cepsepoB DHCP u ynyyweHua
NONUTUKM KoHurypaumm [P appecos. PeTpaHcaupylowmii areHT pobasnset onuuio 82
(BrNtovatowyo GU3MYECKUA NOPT AOCTYNa KAMEHTA, MAEHTUPUKATOP YCTPOMCTBA AOCTyna u
apyryto nHoopmaymio) 8 DHCP 3anpoc, nonyyeHHbI OT KAMEHTa, 3aTem nepecbinaet ero DHCP
cepBepy. Koraa DHCP cepsep, KOTOpbiM nogaeprkuBaeT OYHKUMIO onuum 82, nonyyaet
coobuieHne, OH BblaenseT KAneHTy IP agpec M ApyrMe napameTpbl B COOTBETCTBUM C
npeAHacTPOEHHbIMKW NOAUTUKAMK U MHPOopMmaumen B onumn 82. B 1o e Bpema DHCP cepsep
MOXET UaeHTUOUUMPOBATL BCe BO3MOXHble aTakm DHCP coobueHnsamu B COOTBETCTBUMU C
nHpopmaumein B onumm 82 n 3awmutnTb OT HUX. DHCP peTpaHcampyrowmin areHT CHUMET ONuULO
82 c oTtBeTHOro coobuweHna n nepenact ero onpeaeseHHOMY NOpTy YCTPOMCTBaA AOCTyna, B
COOTBETCTBMU C UHPOopMaLUmMen o dpusndyeckom nopte B onuuun. MNpumeHeHne onumm 82 DHCP
NPO3pPaAYHO ANA KAUEHTA.

33.1.1 CrpykTtypa coobuieHums onuum 82 DHCP
CoobuieHrne DHCP moXKeT MMeTb HECKO/IbKO CEerMEeHTOB OMNuuiA, onuma 82 oAuMH U3 HUX.
OHa gonxkHa 6bITb NOC/e APYruX OnuuiA, Ho Ao onuun 255. Bot ee popmar:

Code Len Azent Information Field

T e F———— F————— e F————— +—— R +
| &= | H | i1 | iz | i3 | i4 | | iw® |
- - +———— - - +———— +—— ————— +

Code: npeactaBnfeT NOpAAKOBbLIA HOMeEpP ONuMW MHPOPMALMKN PEeTPaHCANPYIOLWEero
areHTa, onuuAa 82 Tak Ha3biBaeTca noTomy, 4to RFC3046 onpepenseT ee Kak 82.

Len: Konnyectso 6aiT B nose MHPOpPMALMK areHTa, He BKAoYas ABa OailTa B cermeHTe
Code u cermeHTe Len.

Onuns 82 MOXET UMeTb HECKOJIbKO cyb-onuuit, Tpebyetca Kak MUHMMYM ogHa cyb-
onuua. RFC3046 onpeaenseT cneaytowme ase cyb-onunm, dopmat KOTOPbIX NOKa3aH HUKeE:

Subldpt Len Sub—option YValue
= f——— t———— N - ———— f———— A +
| 1 | H | =1 | =2 | =3 | =4 | | =H |
F———— S F———— F———— S F———— +—— —————— +
Subldpt Len Sub—option YValue
= +——— ———— f———— ———— f———— A +
| 2 | H | 1l | 1z | 13 | 14 | | i1H |
F———— S F———— F———— e e +—— —+————— +

SubOpt: nopaakoBbIt Homep cyb-onuumn, nopaaKoBbli Homep cyb-onumun Circuit-ID — 1,
nopaaKoBbIi Homep cyb-onunm Remote ID — 2.

Len: KonuyectBo 6alT B cyb-onumun, He BKAloYaa ABa GailTa B cermeHTe SubOpt wu
cermeHTe Len.
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33.1.2 MexaHu3m pabotbi onuum 82

DHCP Relay/Agent

DHCP Client DHCP

[Ouarpamma notokos onuun 82 DHCP

Ecnn DHCP peTpaHcanpytowmii areHT nogaepxumeaet onumto 82, DHCP KAneHT fomKeH
NPonTN cneayrowme YeTblpe wara, 4tobbl nonyunTs IP agpec ot DHCP cepsepa: discover, offer,
select n acknowledge. MpoTtokon DHCP cnegyeT npueeneHHON HUXKe npoueaype:

1) DHCP KAWEHT npu WMHULUMANM3AUMM MOCbINAET LWMPOKOBELWATe/IbHOEe CoobLeHne
3anpoca. 3To coobuieHne He nmeeT onuumn 82.

2) DHCP peTpaHcavpyowmin areHT 4o6asut onunio 82 K coobLeHUto 3anpoca, KoTopoe
OH MoNy4nT, 3aTem nepewneT 31o coobuieHne DHCP cepsepy. Mo ymonyaHuio cyb-onuma 1
onuum 82 (Circuit ID) aTo nHPopmaumsa 06 nHTepdeice, K Kotopomy noaxatodeH DHCP knmeHT
(VLAN wn ¢usnyeckolr nopT), HO nonb3osaTesib MOXeT HacTtpouTb Circuit ID no csoemy
ycmoTtpenuto. Cy6-onuma 2 onuum 82 (Remote ID) sto MAC appec yctpoictea DHCP
peTpaHcaaTopa.

3) Nocne nonyyeHms DHCP 3anpoca DHCP cepsep Bbiaenunt knmeHty IP agpec v apyryto
MHbOPMaLMIO, B COOTBETCTBUM C NPEAHACTPOEHHbIMU NONUTUKAMKU U MHOPMaLmel B onuum 82.
3atem oOH Hanpasut DHCP peTpaHcaupyloliemy areHTy oTteBeTHoe coobuieHne ¢ DHCP
KoHbUrypauuen n onupnein 82.

4) DHCP peTpaHCAMpPYIOLWNIA areHT Oo4YMCcTUT OoTBeTHoe coobuweHue oT onummn 82 u
HaMNPaBUT ero KAUEHTY.
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33.2 Cnucok 3agay KoHdurypauum onummn 82 DHCP

1. Bkntountb DHCP Snooping

2. Bkntountb PpyHKumMio npmeAaskm DHCP Snooping
3. Bkntountb pyHKumio onummn 82 DHCP Snooping

4. HacTpouTb fOBEpeHHble NopThl

1. Bkntountb DHCP Snooping

237

KomaHpaa

OnucaHue

Fno6anbHblii pexkxum

ip dhcp snooping enable
no ip dhcp snooping enable

BktounTb/BbikNOYMTL DHCP Snooping.

2. Bkntountb pyHKumMio npmeaskm DHCP Snooping

KomaHpaa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding enable
no ip dhcp snooping binding enable

BKOUNTL/BbIKNIOYMTL GYHKUMIO NpuBA3KM DHCP

Snooping.

3. Bkntountb pyHKumio onummn 82 DHCP Snooping

KomaHpa

OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping information enable
no ip dhcp snooping information enable

BKAOUYMTL/BbIKAOUYNTL GYHKUMIO onunn 82 DHCP

Snooping.

4. HactpouTb goBepeHHble NOPTbI

KomaHpa

OnucaHue

Pe

MM NopTa

ip dhcp snooping trust
no ip dhcp snooping trust

Cpoenatb  NOpT  [AOBEPEHHbLIM.

OTMEHSET HACTPOMKY.

KomaHpga

no
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33.3 Mpumepbl npumeHeHuna onuumn 82 DHCP

Vlan2:ethernetl/ DHCP Agent

< Vlan3 S
s S. . N
\ — 0
NN
X
DHCP Client PC1 DHCP cepsep

TunoBoW npumep NpumeHeHusa onumn 82 DHCP

B maHHOM cxeme KOMyTaTOp BTOPOro ypoBHs nepegaeT coobuieHne 3anpoca ot DHCP
KNMEeHTa K cepBepy vepes BKAtoYeHHbI DHCP Snooping. OH Tak e nepegact coobuieHne oTeeTa
OT cepBepa K KAneHTy ana 3asepweHua npouegypbl DHCP npotokona. Nocne skatoveHmsa 82
onunn DHCP Snooping, kommyTaTop AobaBnset MHpopmauuio o nopTe AOCTyNa B coobuieHune
3anpoca oT KAneHTa ¢ onumen 82.

KoHourypaums komyTtatopa 3 (MAC agpec a0:12:34:02:33:01):

Switch3 (Config) #service dhcp

Switch3 (Config)#ip dhcp relay information option

Switch3 (Config) #ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3) #ip address 192.168.10.222 255.255.255.0

Switch3 (Config-if-vlan?2)#ip address 192.168.102.2 255.255.255.0

Switch3 (Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP cepeep HOnIepxmpaeT omnuuio 82, ero KOHQUITYPALMOHHBI Qani
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Classl»{

match if option agent.circuit-id
agent.remote-1d=a0:12:34:02:33:01;

}

"Vlan2+Ethernetl/2»and option

class "Switch3Vlan2Class2»{

match 1f option agent.circuit-id = "Vlan2+Ethernetl/3»and option
agent.remote-i1d=a0:12:34:02:33:01;

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;
authoritative;

pool {
range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
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max—-lease-time 172800; #48 Hours
allow members of "Switch3Vlan2Classl";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max—-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP cepBep 6yaeT BblAenATb agpeca 414 y3/108 C KOMMyTaTopa 2 U3 AnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kKommyTtatopa 1 mM3 gmanasoHa 192.168.102.51 ~
192.168.102.80.

33.4 TMowucK HeucnpasHocTei onuun 82 DHCP

Onuwns 82 DHCP peanunsoBaHa Kak noadyHKumna moayna DHCP peTtpaHcasaTopa. Mpexae,
4yem ee MCNosb30BaTb, HeOH6XxoaMMO yoeauTbea, 4To DHCP peTpaHCAMPYOLWMIA areHT HacTpoeH
NpPaBUAbLHO.

Onuua 82 Tpebyet B3aumogenctena DHCP petpaHcnatopa u DHCP cepsepa. DHCP
cepBep [AO/MKEH YCTaHOBUTb MONUTUKY BblAENEeHMA a[pPecoB OCHOBbLIBAACL Ha CeTeBOWM
Tononormn DHCP peTpaHcnATopa, HO, Aaxe eciu peTpaHcnatop paboTaeT HOPManbHO,
BblAe/NIeHMEe aApPecoB MOXKET He noayuuTbca. Ecnm B ceTn 6onblue OAHOrO PeTpaHCAATOpa,
yaennte BHMMaHMe noantuke nepegayum DHCP 3anpocos.

Mpu peanmsaummn dyHKUMM onumm 82 DHCP peTpaHcasTopa, nogpobHaa nHdopmauma o
npouecce pabotbl dyHKUMM onummn 82 DHCP peTpaHcasaTopa MOKET 6biTb NOJly4eHa KOMaHaoM
«debug ip dhcp relay packet». 3Ta nHdopmauMa MOKET NOMOYb B MONCKE HEUCMPABHOCTEN.

Mpu peanunsauum o¢yHKuMM onumm 82 DHCP cesepa, noapobHaa MHPopmauus o
npouecce pabotbl GyHKUMM onuum 82 DHCP cepsepa MOXKeET ObiTb Nosly4eHa KomaHaon «debug
ip dhcp server packet». 3Ta MHPpOpPMaLMA MOXKET MOMOYb B MOMCKE HEMCNPABHOCTEN.
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