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1. OBLLEE ONMUCAHMUE

Ynpasnaembii rurabutHbii L2+ KommyTtaTtop QSW-3580 paspaboTaH chneumanbHo Ana
onepatopoB cBA3n u ceter MAN. KommyTtaTtopbl cepuum NOAAEPIKMBAIOT CAEeAYHOLLNMA
bYHKLUMOHan:

< KomnnekcHbin QOS.

+* PacwwupeHHble ¢yHKummn VLAN (VLAN VPN, Voice VLAN, QinQ, N:1 VLAN Translation u
Ap.).

+» Konbuesasn 3awwmta npotokona Ethernet (G.8032).

+* YnpaBneHWe Noaocoi NPonyckaHums.

*» WHTennektyanbHoe ynpasaeHne 6e30nacHoOCTbIO.

+*» CraHgapTbl Ethernet OAM (Operations, Administration, Maintenance).

«»» OyHKUMKM ynpasneHus u cepsucel Triple Play, ygosnetsopatolime TpeboBaHUAM.

npeavABaaemMbiM K ONEPATOPCKUM CETAM U CETAM MAN.

KommyTtatopbl cepun QSW-3580 MmeOT 3proHOMMYHbLIN M 3HeproapPeKkTUBHbIN AM3aNH C
noaAep*KKoi TexHonormm sHeprocbepexeHuns Green Ethernet (ctangapt IEEE 802.3az).
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2. KTIOMEBbLIE OCOBEHHOCTU

2.1. TexHonorua Green Ethernet

X/
°

KommyTtatopbl cepum QSW-3580 noanepMBaOT TEXHONOIMMIO 3SHeprocbepexeHus
Green Ethernet.

Mcnonb3ya MHHOBAUMOHHYIO YHKUMIO OTK/OYEHMS MopTa B Cayvyae HeAoCTYMHOCTU
CBA3QHHOIO  CETeBOro  YCTPOWMCTBA, aAMMUHUCTPATOP  MOMKET  KOHTPO/AMPOBATb
sHeprocbepeeHne B COOTBETCTBUMN C HYXKAAMM CETHU.

KOHCTPYKLMA KOMMYTAaTOPOB B MOJIHOM Mepe y4uTbiBaeT TpeboBaHMA HU3KOro Lwyma
OKpY)KatoLen cpeapbl.

Mogenun BbINONHAKTCA B 3PFOHOMUMYHOM Koprnyce 6e3 BEHTUAATOPOB UM UCMOb3YIOT YMHbIN
PEXMM YMpPaBAEHUA BEHTUAATOPAMWU B COOTBETCTBUM C TEKYWMMW TemnepaTypamu, 4TO
MO3BO/MIAET YMEHbLWMWTb BHEWHUIA LWYM W NPOAAUTL CPOK CAYKObI CUCTEMbI OXNAXKLEHUA
KOMMyTaTopa.

2.2. MpocToTa u rMbKOCTb B 3KCNyaTauumn, ynpasieHUU U 06cnyKuBaHum

X/
L X4

*
L X4

MNoppeprkka pyHKumm Dying GASP, KOoTOpaa No3BOAAET MFHOBEHHO M rapaHTUPOBAHHO
yBEeAOMUTb aAMUHUCTPATOPa O BHELWTAaTHOM NpepbiBaHUM NOAAYM SNEKTPONUTaHUA Ha
KOmmyTaTop.

MonHas noaaepxKka OAM Ethernet (ctaHgapT IEEE802.3ah/802.1ag), VCT, DDM (Digital
Diagnostic Monitoring) n apyrmux ¢yHKumnii ana 6oictporo obHapykeHua cboes B ceTu u
YMEHbLLEHMUA CNI0OXKHOCTEN B NPOLECCe SKCNAyaTaLumMm U 06CNyKMBaHUA KOMMYTaTOPOB.

2.3. YcuneHHasa 6e3onacHOCTb

*
°e

X/
L X4

X/
L X4

X/
L X4

KommyTtatopbl cepun  QSW-3580 nogaep)kuBatoT  pas/indHbie  CTaHAapTbl  ANA
obecneyeHna 6e30NacCHOCTM CETU, TakMe Kak npegoTsBpawieHmne atak SYN Flood, Land,
ICMP Flood u apyrmue TexHonorumn DOS-Knacca, a Takke BPDU Guard u Root Guard gns
npeaoTBpaLLeHUA CO34aHMA NeTesib B TONOJIOTUU U HECAHKLMOHMPOBAHHOIO A0CTyna B
ceTb.

Moppeprkka ctaHgapTta IEEE 802.1X ans ayteHTMPUKaLMKM Nonb3oBaTenen Npu NomoLm
RADIUS-cepsepa.

Mogaep*kka ACL (nnctbl goctyna), MCNONAb3YHOLWMXCA ONA OrpaHUYeHuA [OocTyna K
pecypcam ceTM NocpeacTBOM OTKNOHEHMA U GUAbTPaALMW NAKEeTOB B COOTBETCTBUWU C
334aHHbIMW NOJNUTUKAMM.

Ucnonb3oBaHne DHCP Snooping ana npepotepaweHna DHCP-atak u npumeHeHmA
noaaenvHbix DHCP-cepsepoB npuv nomowm ycTtaHoBkM trust- u  untrust-nopTtos.
bnarogapa wvcnonb3oBaHuto DHCP Snooping un option82, nosasnaetca BO3MOMKHOCTb
KOMOWHMPOBaHUA TakuMx moaynei, Kak dotlx u ARP, nmbo HesaBucMmasa peanmsaumns
dYHKUMN KOHTPOAA AOCTyNa Noab3oBaTenen.

Moaneprkka pyHKUMI BesonacHOCTU ypoBHA L2, Taknx Kak ARP guard, Anti-ARP scanning
n apyrmux ARP n MAC ¢yHKUNIM 6e30nacHOCTM A8 3alWnTbl CETU.
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2.4. BbiCOKaa HapEXHOCTb

2
L X4

7
L X4

KommyTatopbl cepumn QSW-3580 mmetor ao 4 Gigabit uplink noptoB, uto nossonser
NOCTPOUTb U3BbITOUYHbIE COEAUHEHNA ONA PE3EPBMPOBAHUA Nepesaym AaHHbIX.
MNoppepxka npotokona G.8032, nmetowero 50 mc nepuoa BOCCTAHOBAEHUA KO/bLaA.
Takke KommyTaTopbl noaaepxusatoT G.8032 v2 M moryt ObiTb MCMO/b30BaHbl B
pa3/IMYHbIX TOMOJIOMMAX KO/bLA, TaKMX Kak single ring, tangent ring, intersecting rings,
double rings u ap.

MNopaeprkka MSTP. Mpu obpa3oBaHMM HOBOFO KO/MbL@ [0CTyNa C CO34aHWMEM HOBOFO
npouecca MSTP TpadumK BHYTPpM 06pa30BaAHHOIO KOJbL@ HE BAMAET Ha CYLLECTBYIOLLMNA
Tpaduk.

BcTpoeHHadA 4K saneKTpomarHMTHaA 3aliuTa NOpToB.

2.5. OcobeHHOcTH VLAN

X/
L X4

X/
L X4

KommyTtatopbl cepnn QSW-3580 noggepxumsatoT ctaHgapTt 802.1Q n cosgaHme VLAN Ha
ocHoBe noptos., VLAN Ha ocHoBe MAC-agpeca, Voice VLAN u Protocol VLAN.

Wnpokas nopaeprkka texHonormm QinQ, Bkatoyas Normal QinQ, Selective QinQ wn
Flexible QinQ, 4To AaéT MaKcMManbHY TMOKOCTb B HACTPOMKax NOAUTUK QinQ.

MNoppeprkka ¢yHKummM N:1 VLAN Translation, nossonAamowas nepenaBaTb HECKOAbKO
TaroB VLAN Bo ¢peimax oT noprta AocTyna B yKasaHHbIM Tar VLAN, yto nossonser
OCYLLECTBNATb HAAEKHYIO TEXHUYECKYIO NOAOEPKKY CXOAMMOCTM NOAUTUK QOS.

KommyTtatopbl cepnn QSW-3580 nogaepxumsatoT ctaHgapt 802.1Q n cosganme VLAN Ha
ocHoBe nopTos., VLAN Ha ocHoBe MAC-agpeca, Voice VLAN n Protocol VLAN.

2.6. BozmoxHoctu Multicast

X/
°e

X/
L X4

Mopneprkka npotokosa MVR (Multicast VLAN Register), nossonstoliero Bbi6OpoOYHO
nepepasatb multicast-tpadpuk mexay pasnmdHbimm VLAN B uenax yaydlieHus
NPOMNYCKHOM cnocobHoCcTM ceTn n bHesonacHocTn. PyHkuma MVR Trunk nossonser
npuaAsbiBaTb Multicast VLAN K TpaHKOBOMY MOPTY U 00bEAMHATL KOMMYTATOPY TPapuK
VLAN B 04MH KaHan, YTO 3HAYUTESIbHO SIKOHOMMUT pecypcChbl CETU.

MNoppeprkka IGMP Snooping no3ssonseT npegotepatuTb ¢ayg 8 multicast-tpaduke.
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3. CMELUPUKALMA

Mogenb QSW-3580-28T-AC
MopTbl 24 x 10/100/1000Base-T + 4 x 100/1000Base-SFP
MpounsBoanTENbHOCTD
KommyTaunoHHa 56Gbps
A eMKOCTb
CkopocTb 41.7Mpps
nepegauv
Tabanua MAC 16K
Jumbo Frame 12K
Tabnumua ACL 2048
Kon-Bo ouepenei 8
Ha nopT
Tabnuua VLAN 4K

dusnyeckue napameTpbl

Pasmepsbl 442 x 220 x 43,6 mm
(LLIxBxT)
dnekTponutaHue 100~240 B AC, 50760 Iy,

MNoTpebnsemas 20 Bt

MOLLHOCTb

OxnaxpeHune MaccusHoe
MTBF > 80 000 yacos

TemnepaTtypa SkcnnyaTtauum 0°C ~ 50°C, xpaHeHus -40°C~ 70°C
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3. CneuundurKaums 7
OTHOCUTEe/NIbHaA 5~95%, 6e3 KoHAeHcaTa
BNIA’KHOCTb
EMC safety CE, RoHS
MonHnesawmTta 4 KB
®DYHKLMOHANbHOCTb
MNepeaava Storage and Forwarding
VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice VLAN, MAC VLAN
Normal QinQ, Selective QinQ, Flexible QinQ
VLAN Translation, N:1 VLAN Translation
DHCP IPv4/I1Pv6 DHCP Client,IPv4/IPv6 DHCP Relay
Option 82,0ption 37/38
IPv4/IPv6 DHCP Snooping,|Pv4/IPv6 DHCP Server
HapexH | Spann | 802.1D STP, 802.1W RSTP, 802.1S MSTP
octb Ing Root Guard, BPDU Guard, BPDU Forwarding
Tree
LACP 16 rpynn / 8 nopTos 8rpynn/8 16 rpynn / 8 nopTos 8rpynn/8
nopTtos nopTtos
3awmt | MRPP
a ITU-T G.8032
KOJbL,
al2 Loopback Detection
Fast Link
be3onacHocTb IP ACL, MAC ACL, MAC-IP ACL, nonb3oBaTenbckue aucTbl goctyna (ACL)

ACL c Amana3oHOM BpemeHun

ACL Ha nHTepodelice VLAN

Storm Control Ha ocHoBe nakeToB 1 6aiiToB

Port Security, aumut MAC Ha ocHose VLAN 1 nopTta
Anti-ARP-Spoofing , Anti-ARP-Scan, ARP Binding
ND Snooping

DAI

IEEE 802.1x

Authentication, Authorization, Accounting
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Wdddeibii

Radius, TACACS+

Multicast IGMP v1/v2/v3 snooping, IGMP Fast leave
MVR
MLD v1/v2 snooping
IPv4/IPv6 DCSCM

QoS 8 oyepepeit Ha nopT

Bandwidth Control

Flow Redirect

Knaccudukauma Ha ocHose ACL, VLAN ID, COS, TOS, DSCP,
OrpaHun4yeHune Ha ocHoBe nopta n VLAN

Single Rate single barrel double color for Policing

Remark DSCP, COS/802.1p, Precedence, TOS

SP, WRR, SWRR, DWRR for Scheduling

Match the IP fragmentation of message

YnpasneHue 7
3KCMN/yaTaLMOHH
oe
obcnyknBaHune

TFTP/FTP

CLI, Telnet, Console

Web/SSL (IPv4/IPv6)

SSH (IPv4/IPv6)
SNMPv1/v2c/v3

SNMP Trap

Public & Private MIB interface
RMON 1,2,3,9

Ping, Trace Route
AyTeHTUdUKaumsa RADIUS
Syslog (IPv4/IPv6)

SNTP/NTP (IPv4/IPv6)

Dying GASP

Dual IMG, Multiple Configuration Files
Port Mirror, CPU Mirror, RSPAN
sFlow

OAM

VCT, DDM

ULDP (like Cisco UDLD)
LLDP/LLDP MED

@ J) QTECH |

MUP [OOCTYNHEE

www.qgtech.ru




TexHuyeckoe onuncaHune
3. CneuundurKaums

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
KoHCTpyKuMA 6€3 BEHTUAATOPOB UM C MHTE/IEKTYasIbHbIM KOHTPOJIEM BEHTUAATOPOB

LED Shut-off
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4. UHOOPMALUMUA ONA 3AKA3A

QSW-3580-28T-AC

YnpaBnaemblii KOMMyTaTop YpoBHA L2+, 24 nopTta 10/100/1000BASE-T, 4
nopta 100/1000Base-X SFP, 16K MAC-agpecos, 4K VLAN, 2K ACL, Jumbo
frame 12K, 8 queue, nutaHne 100-240V AC, 50-60 Iy,

QN
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