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1 HA3SHAYEHMUE NMPOrPAMMDBI
1.1  MNporpammHoe obecneyeHne yCTaHAaBNMBAETCA HA KOMMYTATOP.

KommyTtatop — YCTPOICTBO, npegHasHayeHHoe ans coeguHeHun
HECKO/IbKUX Y3/10B KOMMbIOTEPHOM CETU B Npeenax OAHOr0 UAU HECKO/IbKMX CETMEHTOB CETH.
B oTanume ot KoHueHTpaTtopa (1 yposeHb OSI), KOTOpbIN pacnpocTpaHAeT TpaduK OT 04HOro
NOAKNOYEHHOTO YCTPOMCTBA KO BCEM OCTa/ibHbIM, KOMMYTATOp nepenaéT AaHHble TO/bKO
HenocpeaCcTBEHHO MoydYaTento (MCKAOYEHME COCTaBAAET WMPOKOBELLATEbHbIM TPadUK BCEM
y3nam cetm un TpaduK AONA YCTPOMCTB, ANA KOTOPbIX HEM3BECTEH MWCXo4Awni nopt
KoMMyTaTopa). 3TO nOoBbIWAET NPOM3BOAUTENbHOCTL WM 6e3onacHocTb ceTu, wusbasnas
OCTa/iIbHble CErmeHTbl CEeTU OT HeobxoAMMOCTM (M BO3MOXKHOCTM) 06pabaTbiBaTb AaHHbLIE,
KOTOpble UM He NpeaHa3HaYaNnCh.

KommyTaTop XpaHUT B NamaATh (T.H. acCOUMaTUBHOM NamaATK) Tabamuy KOMMYyTaLWK, B KOTOPOA
yKasbiBaeTcA cooteetctBMe MAC-agpeca y3na nopty KommyTtatopa. [pu  BKAOYEHWUM
KOMMyTaTopa 3Ta Tabauua nycta u oH paboTtaeT B pexume obyyeHusa. B atom pexume
nocTynarowme Ha KakouM-nMbo nopT JAaHHble MepefarTca Ha BCe OCTa/ibHble MOPThI
KommyTaTopa. Mpn 3ToM KommyTaTop aHanusmpyet dppenmbl (Kagpbl) u, onpeaenns MAC-
agpec XoCTa-oTnpaBMTeNsa, 3aHOCUT ero B TabauLy Ha HeKoTopoe Bpemsa. Bnocneactsum, ecam
Ha OAMH M3 NOPTOB KOMMYyTaTOpa MOCTYNUT Kaap, NpeAHa3Ha4vyeHHbIn ana xocta, MAC-agpec
KOTOPOro Yy»Ke ecTb B Tabauue, To 3TOT Kaap byaeT nepesaH TONbKO Yepes NopT, yKasaHHbIM B
Tabnnue. Ecnm MAC-agpec XocTa-nosyyatena He acCcouMmMpoBaH C KaKMm-nMbo nopTom
KOMMyTaTopa, TO Kaap OyaeT oTnpasBneH Ha BCe MOPTbl, 3@ MCKAKOYEHMEM TOro nopTa, C
KOTOpPOro oH 6bin nonyyeH. Co BpemMeHemM KOMMYTaTOp CTPOUT Tabauuy Ans BCeX aKTUBHbIX
MAC-agpecoB, B pe3ynbtate Tpaduk nokanusyetrca. CTOMT OTMETUTb Manyk NaTEeHTHOCTb
(3a4epKKy) 1 BbICOKYHO CKOPOCTb NEPECBIZIKM Ha KaXAoM NopTy nHTepdelica.

[nAa BpeMeHHOro XxpaHeHus GperimoB M MOCNeAyOWEN UX OTNPABKM MO HYXXHOMY agpecy
KOMMYTaATOp MOXEeT Wucnonb3oBaTb 6Oydepusauunto. bydepmsauma MoxeT ObiTb TaKkKe
MCNO/Ib30BaHa B TOM C/lydae, Korga NopT MyHKTa HasHauyeHus 3aHAT. bydepom HasbiBaeTcs
061aCcTb NAMATU, B KOTOPON KOMMYTATOP XPaHUT NepesaBaemble AaHHbIE.

Bybep namAaTM MOXKeT KCno/sb30BaTb [ABa MeETOoAa XPaHEeHUs M OTnpaBku ¢peinmos:
bydepuzaums no noptam u bydbepmsauma c obuien namaTtoro. Mpu bydepusaumm no noptam
MaKeTbl XPaHATCA B oyepenax (queue), KoTopble CBSA3aHbl C OTAE/bHbIMU BXOAHbIMU NMOPTAMM.
MakeT nepeaaértca Ha BbIXOAHOM MOPT TO/MLKO TOrAa, Koraa Bce ¢peilmbl, Haxoguslumeca
BNepean Hero B oyepeamn, bbiam ycnewHo nepegaHbl. MNpu 3TOM BO3MOXKHA CUTyaums, Koraa
oAVH dpenm 3a4epKUBAET BCIO oYyepeab M3-3a 3aHATOCTU MOpPTa ero NyHKTa HasHayeHus. ITa
3aJeprKKa MOXKET NPOUCXOANUTb Aa*Ke B TOM C/y4yae, Korga ocTasibHble ¢pperimbl MoryT BbiTb
nepegaHbl Ha OTKPbITbIE MOPTbI UX MYHKTOB Ha3HaYeHMUs.

Mpu bydepmrsaummn B 0bLLEN NamATH Bce Pppelimbl XpaHaTcs B oblem bydepe namaTn, KOTOPbIN
MCNonb3yeTca BCEMW MNOPTaMM KomMyTaTopa. KoauyectBo namATvM, OTBOAMMON MOPTY,
onpeaenseTca TpebyembiM emy KOJIMYEeCTBOM. TaKOM MeToZ Ha3blBaeTcA AMHAMUYECKUM
pacnpeaeneHnem bydpepHon namAtn. Mocne storo ¢penmbl, Haxoauslinecs B bydepe,


https://ru.wikipedia.org/wiki/%D0%A3%D0%B7%D0%B5%D0%BB_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B3%D0%BC%D0%B5%D0%BD%D1%82_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BA%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D1%84%D0%B8%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D1%81%D1%81%D0%BE%D1%86%D0%B8%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%BF%D0%B0%D0%BC%D1%8F%D1%82%D1%8C
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ANHAMUYECKN pacnpeenarTca BbIXOO4HbIM MOPTaM. JT0 nossonAet nony4vynTb d)pel?w\ Ha
OA4HOM NOpPTE N OTNPABUTb €ro C 4pPyroro nopTa, He yCTaHaB/IMBaA €ro B ovepeab.

KommyTaTop noaaep:kuBaeT KapTy MNOpPTOB, B KOTOpble TpebyeTca OTNpaBuTb ¢pelrimbl.
OuynCTKa 3TOM KapTbl MPOUCXOANUT TOIbKO NOC/e TOro, Kak Gpeim ycrnewHo oTnpaB/ieH.

2 OCHOBHbIE HACTPOWKW NMPOrPAMMDBI

2.1 Hactpoiika SNMP

2.1.1 BeegeHue B SNMP

SNMP (Simple Network Management Protocol) saBnseTca cTaH4apPTHbIM NPOTOKOAOM
CeTeBOro ynpasiAeHWA, KOTOPbLIN LUMPOKO WMCMNONb3YyeTCA B YNPaBAEHUM KOMMbIOTEPHbIMM
cetamn. SNMP aBnsaetcs passuBatowmmeca npotokonom. SNMP vl [RFC1157] aBnaeTca nepsou
Bepcuent npotokona SNMP, KoTopas agantTupoBaHa K OFPOMHOMY 4YMCAy Npou3BoguTenen
CBOEN NPOCTOTOM M Nerkoctblo BHeapeHua;, SNMP v2c aBnaetca ynydweHHol sepcueir SNMP
vl.

SNMP-npoTtokon obecneymBaeT NpocToi cnocob obmeHa MHboOpMmaumel ynpasaeHus
ceTblo MeXay AByMA Toukamu B ceTu. SNMP ucnonb3yeT mexaHu3m 3anpocoB U nepegaet
coobuieHuns yepes UDP (npoToKkon 6e3 yCTaHOBNEHWA COEAMHEHUSA TPAHCMOPTHOrO YPOBHS),
NMO3TOMY OH XOPOLLO MOAAEPKMBAETCA CYLLLECTBYIOLWMM KOMMbIOTEPHBIMM CETAMM.

SNMP-nNpoTOKON WCNONb3YeT PEXUM CTaHUMM-areHTa. B 3TOM CTpyKType ecTb ABe
coctasnawowme: NMS (Network Management Station) u areHT. NMS saBnsetca pabouyen
CTaHUMEN, HAa KOTOPOM CTOUT KameHTcKaa nporpamma SNMP. 310 sagpo SNMP-ynpaBneHua
ceTbto. AreHT cepBepHOro nporpammHoro obecneveHmna paboTaeT Ha YCTPOMCTBAxX, KOTopble
Hy*KgatoTca B ynpasneHun. NMS ynpasnseT Bcemn ob6beKkTamm yepes areHToB. [lporpamma
noaneprmnsaet QyHKUUM areHTa.

Ceasb mexkay NMS n areHTom npoucxogut B perxxume Knnent-Cepsep, obmeHmnBaAChb
CTaHAAPTHbIMKU coobweHnamn. NMS nocbinaet 3anpoc M areHT oTeBeyaeT. EcTb cemb TMNOB
SNMP coobuieHunit:

— Get-Request;

— Get-Response;

— Get-Next-Request;
— Get-Bulk-Request;

— Set-Request;
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—  Trap;
— Inform-Request.

NMS cBA3bIBaeTCA C areHTOM C NomoLlbto 3anpocos: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu NoAy4eHUN 3anNpPoCoB, OTBEYAET COObLLEHMEM
Get-Response. O HeKOTOpbIX cneumanbHbIX CUTyauuaX, TaKUX, Kak W3MeHeHuA CTaTycos
ceTeBblX MOPTOB YCTPOMCTBA WM U3MEHEHWA TOMNONOTrMWU CEeTU, areHTbl MOryT OTMPaBAATb
cneumanbHble coobueHna 06 aHoManbHbIX cobbiTnax. Kpome Toro, NMS MoKeT BbiTb TaKxke
YCTaHOB/IEH ANA NpeaynperKAeHUA HEKOTOPbIX aHOMaNbHbIX cobbiTui, akTMBupys RMON
¢yHKumto. Korpga cpabaTbiBaeT onpefeneHHoe NpaBMAO, areHTbl OTNPABAAIOT COOOLEHMA B
YKYPHanbl cObbITUIA B COOTBETCTBMM C HACTPOMKAMM.

2.1.2 BeegeHue B MIB

NMHdopmauma ynpasneHnsa cetbto goctyna B NMS KOppekTHO onpeaeneHa w
opraHusoBaHa B MHboOpMaUUOHHOM 6a3e ynpasneHua (MIB). MIB ato npeponpeneneHHas
MHbOpPMaLMA, KOTOpas MOXKeT ObITb AOCTyNHA Yepe3 NPOTOKO/bl YNPaB/IEHUA CeTblo, BO BCEM
CBOEM MHOFOC/IONHOCTU M CTPYKTypupoBaHHOM Buae. [peponpegeneHHaa uHPopmauma
YyNpaB/ieHNA MOXET ObITb MOoJslydeHa NyTem MOHUTOPUHra ceTeBbix ycTpoictB. ISO ASN.1
onpeaenseT APeBOBUAHYIO CTPYKTYpY Ana MID, cooTBeTCTBEHHO Kaxkabii MIB opraHusyeT Bclo
AOCTYMHY MHPOPMaLMIO B BUAE TaKOM CTPYKTYpbl. Kaxapblit y3en atoro gepesa cogepxut OID
(naeHTMdMKATOP 06BEKTA) M KpaTKoe onucaHue y3na. OID npeacTtasnset coboit Habop Lenbix
yncen, pasaeNieHHbIX TOYKAMWM W MOXeT OblTb  WCNONb30BaH ANA  OnpeaesieHua
MECTOMNONOXKEHNA Y31a B 4peBOBUAHOMN cTPYKTYype MID, Kak NnoKasaHo Ha pucyHKe 1:

Root

Node(1) Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

PucyHok 1 — lNMpumep aepesa ASN.1

Ha pucyHke 1 OID obbekta A asnsetca 1.2.1.1. NMS MOKeT HalTU 3TOT 0OBEKT Yepes
3TOT YyHUKanbHbIM OID M noayuntb cTaHOApPTHble NepemeHHble obbeKTa. MIB onpepensaet
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Ha6op CTaHAaAPTHbIX NepemMeHHbIX O/14 MOHUTOPUHIA CeTeBbIX yCTpO[;iCTB, cnenyAa aTOM
CTPYKTYype.

Echm nHPopmauma o nepemeHHbix MIB areHTa [o/KHA 6biTb NPOCMOTPEHa,
HeobxoaMMm 3anyck nporpammHoro obecneyeHunsa npocmotpa MIB Ha NMS. MIB B areHTe
06bI4HO cocTouT M3 nyb6anyHoro MIB 1 yactHoro MIB. My6anyHbIi MIB coaepUT OTKPbITYHO
MHPOPMaLMIO YyNPaBAEHMA CETblo, KOTOpaA MOXKeT 6biTb AocTynHa ana Bcex NMS, YacTHbIM
MIB coAep’KUT KOHKPETHYH WHPOPMaLMIO, KOTOpas MoxeT OblTb MpoCMOTpeHa W
KOHTPOAMPYETCA NOAAEPKKON NPON3BOAUTENA.

MIB-I [RFC1156] 6bina nepsoit peanunsaumenn ny6anyHoix MIB SNMP, 1 6bin1a 3ameHeHa
MIB-1l [RFC1213]. MIB-II pacwupsetr MIB-I u coxpansiet OID ana MIB aepesbes B MIB-I. MIB-II,
COLEPKUT B/IOXKEHHbIE AepeBbsA, KOTOPble TaKKe Ha3blBatoTca rpynnamu. O6beKTbl B 3TUX
rpynnax oxsaTbiBatoT BCe GYHKUMOHANbHble 06nacTM B ynpasaeHun cetbto. NMS nonyyaet
nHbopmauymio 06 ynpasneHum ceTbto npocmatpmsas MIB Ha SNMP areHTe.

Mporpamma moxeT paboTaTb B KayectBse SNMP areHTa, a Takxe noaaep*knsaet SNMP
vl/v2c. Takxe nporpamma noggep>kusaet 6asosbie MIB-1l, RMON ny6anyHbie MIB 1 apyrue
nybnuyHole MID, Takume Kak Bridge MIB. Kpome ToOro, nporpamma nogaepruMBaeT
CaMOCTOATENbHO onpeaeneHHble YacTHbie MIB.

2.1.3 TunnyHble Nnpumepbl HacTporkn SNMP
IP-agpec NMS 1.1.1.5.

KoHourypaums nporpammbl, 3anncaHa Huxe:
snmp-server sysname "MUEV"

]

snmp-server community "read" ro
snmp-server community "write" rw
snmp-server host 1.1.1.5 traps version 2 "read"
snmp trap link-status all

snmp-server sysname voentelecom

NMS Mo»KeT MCcnoab30BaTb YACTHYO CTPOKY coobLLecTsa AN AOCTyNa K Nporpamme Ans
YTEHMSA U 3aMUCKU paspeLlleHnii UM UCNONb30BaTb NYBANYHYIO CTPOKY coobuiecTBa Ana 40CTyna
K Nporpamme TONbKO A/1A YTEHUA pa3peLLeHnit.

2.2 MopepHu13aLma cuctembl

Mporpamma npeaocTasasdeT ABa cnocoba obHoBAeHMA: obHoBeHWe Yyepe3 TFTP u FTP
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2.2.1 CnctemHble dainbl NporpaMmmol

daiin obpasa cucTembl BKAOYaeT B ceba cxkatble daknbl annapaTHbIX ApaiiBepos,
dalinbl nporpammHoro obecneyeHmns u T. 4., 3To T0, YTO Mbl 06blYHO Ha3biBaem «STK file» . STK
dan moxeT b6bITb coXxpaHeH ToNbKo B FLASH c onpegeneHHbIM HazBaHuem ***** stk,

Mporpamma npeaocTaBaseT NONb30BaTeNto ABa pexmma obHosneHua TFTP wm FTP
obHoBneHMe B pexkmme Shell.

2.2.2 BeepgeHue B FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) ssnsioTca
npoToKonamu nepegaun Ganinos, OHM 063 NPUHAANENKAT K YETBEPTOMY YPOBHIO (YPOBHIO
npunoxenuit) 8 TCP / IP cTeke NpOTOKONOB, UCNONb3YyEMOMY ANA nepenayun ¢anioB mexay
KOMMNblOTEPAMM, Y3n1amMn M nporpammamn. O6a oHu nepenatoT ¢aiinbl B KANEHT-CEPBEPHOMN
moaenu. PasHuua mexay HUMKU onmncaHa HUXe.

FTP ocHoBaH Ha npoTtokone TCP pana obecneyeHUs HaZEKHOW CBA3U U
TPAHCNOPTUPOBKU MOTOKA AaHHbIX. Tem He MeHee, OH He npeaycmaTpuBaeT npoueaypy
aBTopM3auumM ansa goctyna K ¢ainam M UCNonb3yeT MPOCTON MEeXaHU3M ayTeHTUPUKauum
(nepepaet Umsa nonb3oBaTena U Napoib ANA ayTeHTUOMKALMKM B BUAE NPOCTOro Tekcta). Mpu
ucnono3osaHmn FTP ana nepepaum ¢aiinos, A0MKHbI ObiTb YCTAHOBAEHbI ABa COeAMHEHMUA
MeXAy KINEeHTOM U cepBepoM: yNpasaalolLee coegMHeHne U coeguHeHne nepesavym AaHHbIX.
Jdanee ponxkeH bbiTb NMocnaH 3anpoc Ha nepegadvy ot FTP-knaneHTa Ha nopt 21 cepsepa Ans
YCTaHOBAEHUA YNPaBAAKOWEro COoeAVHEeHUA W COrNacoBaHMA nepefaym  [OaHHbIX 4Yepes
ynpasAadwLLee coeguHeHue.

CyLLl,eCTByeT ABa TUNna Takunx COGAMHGHMI\&I dKTUBHbIE U NACCUBHbIE COeaNHEHNA.

Mpn aKTMBHOM MOAKNIOYEHMM KAMEHT nepenaer ero agpec M Homep nopTta And
nepegayn AaHHbIX CepBepy, ynpasasalollee CoeAnHeHWe MOAAEP’KUBAETCA A0 3aBeplueHus
nepegayn 3TUX [aHHbIX. 3aTemM, MCNoab3ys agpec M Homep nopTa, NpPeaoCTaB/eHHbIX
K/IMEHTOM, CepBep YCTaHaB/AMBAET coeguHeHue Ha nopT 20 (ecnn He 3aHAT) gns nepegayu
AaHHbIX, ecan nopT 20 3aHAT, cepBep aBTOMAaTUYECKU reHepupyeT Apyroin Homep nopTa Ans
YCTaHOBKW COeAMHEHMUS.

an NnaCcCMBHOM NOAKNIKOYEHUN, KAUEHT 4Yepe3 ynpasadwouee coeanHeHUeE MNpPoCUT
cepBep yCtTaHOBUTb MNOAKNIKOYEHUE. 3atem cepBep cosgaet CBOM nopT AnAa npocnywmBaHuA
AaHHbIX N yBeAOMNAET KAMNeHTa O HOomMepe 3TOro nopta, Aanee KAMEHT YCTaHaBJ/IMBAET
coegnHeHwne C yKasaHHbIm NOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneuunBatowmm cnyby nepegavym AaHHbIx 6e3
NoATBEPXAEHUA [A0CTaBKM M 6e3 ayTeHTUdMKaumum u astopmsaumn. OH obecneuymBaet
NPaBW/bHYIO Nepegady AaHHbIX NyTEM MeXaHU3Ma OTNPABKU U NOATBEPKAEHMA U NOBTOPHOM
nepegaymn Tanm-ayT naketos. Mpeumyuwectso TFTP nepea FTP B Tom, 4To y NepBbiA ropasno
NPOLLE N MMEET HMU3KME HaKNagHble pacxodbl nepeaaym AaHHbIX.

Mporpamma moxkeT pabotatb Kak FTP / TFTP KnueHT nau cepsep. Koraa nporpamma
paboTtaetr Kak FTP / TFTP KaueHT, ¢painbl KOHPUrypaumum M cUCTEeMHble ¢aiinbl MOMKHO
3arpysuTb c yaaneHHoro FTP / TFTP cepsepa (3TO moryT 6biTb KaK XOCTbl, TaK W Apyrue
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nporpammbl) 6e3 yuiepba ana ero HopmanbHOM paboTbl. U TakKe MOXKeT HbITb NOAYYEH CMUCOK
dannos c cepsepa B pexkume FTP knaneHta. KoHeuHO, nporpamma MoOXKeT TaKXKe 3arpysuTb
TeKyLmMe KOHPUrypaumoHHbie dainbl U cucTeMHble Galinbl Ha yaaneHHbit FTP / TFTP cepsep
(3TO MOryT 6bITb KaK XOCTbI, TaK U Apyrue nporpammel). Korga nporpamma pabotaet Kak FTP /
TFTP cepBep, OH MOXKeT obecneumnTb 3arpy3Ky u BbIrpysky ¢anios ana aBTopusoBaHHbIX FTP /
TFTP knneHTOB.

BoT HEKOTOPbIE TEPMMHbI YaCTO Ucnosiblyemble B FTP/TFTP.
ROM: CokpauwieHHo oT EPROM, CIM3Y. EPROM 3ameHseT FLASH namAaTb B nporpamme.

SDRAM: 0O3Y B nporpamme, KoTopas Wcnonb3yerca ans paboTbl cucTembl W
NpPorpammHoOro obecneyeHunsn, a TakKe XpaHUAULLA Nocaea0BaTeNbHOCTM KOHPUIypaLmu.

FLASH: ®nsw-namATe MCNONb3yeTca Ana XpaHeHua ¢annoB cuctembl M danna
KOHbUrypauum.

System file: BkntoyaeT B ceba 06pa3 cuctembl M 3arpy30oUHbIn dain.

System image file: painn obpasa cucrembl BKAOUYaeT B cebs cxKaTtbie dalisibl annapaTHbIX
Apaiiesepos, ¢alsbl NporpammHoro obecrneyeHms, 3TO TO YTO Mbl 0ObIYHO HasbiBaem «STK
file» . STK ¢daitn moKeT 6bITb coxpaHeH Tonbko B FLASH. Mporpamma nossonsieT 3arpysutb
daiin obpasa cucrembl yepes FTP B pexmme Shell TosbKo ¢ onpeaeneHHbIM Ha3BaHUEM
nos.stk, apyrune ¢painbl STK 6yayT OTKNOHEHDI.

Boot file: HeobxogmMmbl ans 3arpyskM M 3anycka NpPorpammbl, 3TO TO, YTO Mbl OBbIYHO
HasbiBaem «ROM file» (moryT 6biTb cxKaTbl B STK ¢alinbl, ecinm OHU cAnKom 60blimnx
pa3mepos).

Configuration file: BkntouyaeT B ceb6a dain HayanbHON KOHOUTYpauUKM U dann TekyLen
KOHOUrypaumn. PasHMUA B CBOWCTBAX mexay 3Tumu dannamm nossonsetr obneruyntb
pe3epBHOE KOMMPOBaHWE N 0OHOBAEHME KOHOUTYpaLmit

Start up configuration file: 3T0 nocnepoBaTenbHOCTL KOMaHA KOHOUrypauumm,
ncnonblyemaa npu 3anycke nporpammbl. Paiin HavyasbHOW KOHOUIypauuM XpaHUTCA B
3HeproHesaBMcMMoOM NamsaTu. Ecam yctpolictBo He noaaep:kusaeT CF, danin KoHouUrypaumm
XpaHutca Tonbko Bo FLASH, Ecnu ycTtpoiicteo noaaepskusaet CF, dain KoHourypaumm
XpaHuUTCA BO FLASH-namatn nnu CF. Ecnn YCTPOWCTBO noggepumeaer
MYNbTUKOHPUIYPALMOHHBIA $ainn, OHM A0MKHbI UMETb paclumperne .cfg, uma no ymonyaHuio
startup.cfg. Ecnm ycTpoiicTBO He noaaepmMBaeT My/IbTUKOHOUTYpPaLUMOHHbIN dann, umsa ganna
Ha4YaNbHOM KOHUIypaummn AonKHO bbITh startup-config.

Running configuration file: 310 Tekywas(running) nocnenoBaTeNbHOCTb KOMaHA,
KOHUIrypaumm, ncnonbayemasn nporpammont. TeKywmin KOHPUrypaumoHHbIA $alin XxpaHUTcA B
onepatMBHOM NamATU. B npouecce paboTbl Tekywas KoHdurypauyma running-config moxer
6bITb coxpaHeHa u3 RAM Bo FLASH namaTb KomaHAol «write» unm «copy running-config
startup-config» .

Factory configuration file: ¢ain KoHdpurypauum, nocraBndgembin ¢ NPOrpaMmmoin, TaK
Ha3biBaembln factory-config. Ona Toro, 4to6bl 3arpy3nTb 3aBOACKOM Gann KOHPUrypaumum u
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nepesanucaTtb ¢aia HavanbHOM KOHOUIypauumn, Heobxo4MMO BBECTU KOMAHAbI erase startup-
config, a 3aTem nepesarpy3uTb Nporpammy.
2.2.3 Npumep ob6HOBNEHUA NPOWNBKKN Yepes FTP/TFTP

Hactpoikn opguHakosbl ansa IPv4 u IPv6 agpecoB. Ha pucyHKe 2 npumep 3arpysku
nos.stk ¢paiina FTP/TFTP KAneHTOM NoKasaH ToNbKo ans IPv4 aapeca.

PucyHoK 2 - 3arpysKa nos.stk ¢paiina FTP/TFTP knneHTOm

CueHapuit 1: Mcnonb3oBaHWe nporpammbl B Kadectse FTP/TFTP knauneHTa. Mporpamma
COeANHARTCA OAHMM W3 CBOWX MOPTOB C KOMMbIOTEPOM, KOTOopbi sasnaetca FTP/TFTP
cepsepom c IP-agpecom 192.168.1.2, nporpamma aeiicteyet Kak FTP/TFTP knuenT, IP-agpec
nHtepdeiica VLAN1 nporpammbl 192.168.1.2. Tpebyetca 3arpysutb ¢ainn "nos.stk" c
KOMMNbIOTEPA B MPOrpammy.

[Nanee onncaHa npoueaypa 06HOBEHMA NMPOrPaMMbl:
switch#fcopy tftp://192.168.1.2/nos.stk backup

MOdE...ccoeiieeee e TFTP
SetServerIP....oveiveiiieeeeeeeen, 192.168.1.2
Path.ueeeceeieeieeeeeeeceeeeeeeeeee e .
Filename......ccccooviieiiniiiiiniieecee, nos.stk
Data TYPE..coovereeeeeeeeeeeeee e, Code
Destination Filename..........c.cccuvvveeeeeen. backup

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) — ana FTP
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switch#tcopy ftp://switch@192.168.1.2/nos.stk backup

Remote Password:*****

Mode....cooiiiiiiiiiiec e FTP

Set Server IP......cccccovviiiiiiiininnnnen, 192.168.1.2
Path..cooooeiieeeeeeeeeeeee, ./
Filename......ccccoovvieiiiiieiiiiiecee, nos.stk
Data TYPE..couureeeiiriiieieeieeeeee e Code
Destination Filename.........ccceccuvveeeennne backup

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) - gna TFTP

switch #boot system backup

Activating image backup .. — Bbibupaem next-active stk paiin

switch#tshow bootvar

Image Descriptions

active :

backup :

Images currently available on Flash

unit active backup current-active next-active

1 8.1.03 8.1.0.4 8.1.0.3 8.1.0.4

11



PyKkoBogacTBO nonb3osaTens
2.14. KoHdurypmposaHume ACL 12

2.3 KoHdpuryprposaHue nopTos

2.3.1 BeegeHune

B nporpamme cyuwiectBytoT KabenbHble U Komb6o nopTbl. Kombo nopT moxKeT 6biTb
ckoHdUrypuposaH Kak 1000GX-TX nopT, TaK 1 Kak onTuyecknin SFP Gigabit nopT.

Ecan nonb3oBaTenb XOYeT CKOHPUIrypupoBaTb CETeBOW MOPT, OH MOXKET BBECTU
KomaHay «interface ethernet <interface-list>«ana Bxo4a B COOTBETCTBYIOLWMA PEXUM
KOHOUrypaummn nopta, rae <interface-list> cogepuT oAWH MAM HECKONbKO MopToB. Ecau
<interface-list> cogep»KUT HECKONbKO MOPTOB, HOMEepa MOPTOB Pa3AENATCA CneumnanbHbIMU
CUMBOMIAMM «,» N «-», TAE «,» UCMONb3YeTCA ANA NEePEeYNC/IeHNs NOPTOB, a «-» - AR YKa3aHMA
AnanasoHa HoMepoB NopToB. MoN0KMM, onepauma A0NXKHA ObiTb BbINOAHEHA Hag NOpTaMmu
2,3,4,5. Torga KomaHga byaet BbirnageTb Tak «interface ethernet 1/0/2-1/0/5» . B pexume
KOHOUIypauum nopTa MOXKHO M3MEHATb CKOPOCTb, PEXMM JAynaekca W HacTpamsaTb
ynpaBneHne TpaddMKom, NpM 3TOM [AaHHble M3MEHeHMA TPebyloT COOTBETCTBYHOLMX
N3MEHEHWNI Ha OTBETHbIX CETEBbIX NOPTaXx.

2.3.2 Mpumep KOHPUTYpUpPOBaHMA NopTa

(Config)#tinterface 1/0/2

(Interface 1/0/2)# bandwidth-control 1024 both / orpaHuyeHne nonocbl NponycKkaHua
nHTepoeiica B kbps

BkntoueHune pyHKUMOHANa storm-control :

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/11)#storm-control broadcast
(Switch) (Interface 1/0/11)#storm-control broadcast rate 64
(Switch) (Interface 1/0/11)#storm-control multicast
(Switch) (Interface 1/0/11)#storm-control multicast rate 64
(Switch) (Interface 1/0/11)#storm-control unicast

(Switch) (Interface 1/0/11)#storm-control unicast rate 64
(Switch) (Interface 1/0/11)#exit



PyKkoBogacTBO nonb3osaTens
2.14. KoHdurypmposaHume ACL 13

(Interface 1/0/2)#speed 100 full-duplex /KoHPUrypupoBaHUE CKOPOCTU W AynieKca
nHTepdelica

2.4 KoHdurypmupoaHue VLAN

2.4.1 HayanbHblie cBegeHua o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas 10KanbHas CeTb) — TEXHO/IOTUA,
pa3aenArLLan NorMyeckne agpeca yCTpomCcTB B CETU ANA OTAENEHNA CETMEHTOB CETU B
33aBMCMMOCTU OT GYHKUMIA, BbINONHAEMbIX YCTPOMUCTBAMM, NMPUNOKEHUA nan TpeboBaHUI
ynpasaeHus. Takum o6pa3om, BUPTyaabHble I0Ka/IbHbIE TPYNMNbl MOryT GOPMMUPOBATHLCA
He3aBMCUMO OT GU3NYECKOro PacnonoxKeHuns yctponcts. |EEE onybamnkosan npoTtokon IEEE
802.1Q ana ctaHgapTnsauum npumeHeHums VLAN. VLAN Ha kKommyTaTope paboTaeT B
COOTBETCTBMU C 3TUM NpoTOoKoA0oM. OcHoBHana naena texHonorum VLAN B Tom, 4Tobbl pasaenntb
OVMHAMUYECKM BONbLUYHO NOKANbHYIO CETb HA HECKO/IbKO HE3aBMCUMbIX LMPOKOBEL,ATENbHbIX
OOMEHOB B COOTBETCTBMMU C TPebOBaHUAMMU, NPEAbABAAEMbIMU K CETU.

Kaxkapi WnpoKoseLaTenbHbl AOMeH Ha pucyHke asasaetca VLAN. VLANbI umetoT Te
»Ke CBOMCTBA, YTO U PU3MYECKME CeTHU, 32 UCKIoYeHneM Toro, yto VLAN — iornyeckoe
obbeanHeHune, a He pmsnyeckoe. MoaTtomy o6beanHeHne VLANOB MOKET cO34aBaTbCsA BHE
33aBMCMMOCTU OT GM3MYECKOTO PACNONOKEHUA YCTPONCTB N LUMPOKOBELLLATENbHbIN,
MHOTOMNO0/b30BaTENbCKMIA M OAHONONb30BaTENbCKMI TpaduK BHYTpM VLAN oTaeneH ot apyrmx
VLANoB. bnarogaps BbilwenepeymcneHHbiM ocobeHHocTam, TexHonorma VLAN obecneunsaet
cneayloume npeMmyLLecTsa:

* Yy4ylaeTca NpomM3BOANTENBHOCTb CETH;
® DKOHOMATCA CeTeBble pPecypchbl;

* YnpouaeTca ynpaBaeHne CeTbio;

e CHU)KAeTCcs CTOMMOCTb CETU;

b yﬂy‘-ILIJaETCFI 6e3onacHocTb ceTu,

Ethernet nopTbl KOMMmyTaTOpa MoOryT paboTtatb B Tpex Pas/nYHbIX pexumax: Access,
Hybrid n Trunk. Kaxabin pexkum nmeet cBoi cnocob nepecbiKKM NaKeToB, C MeTKOM unu bes.
MopTbl TMNa Access NpuHagnaerkaT Tonbko ogHomMy VLAN. O6blMHO OHWM MCMONb3YHOTCA ANA
NoAKNYEHMA K KoMmnbtoTepy. MopTbl TMNA Trunk NO3BONAIOT NepecbiaTb NAKeTbl HECKOIbKUX
VLANoB. OHM mMOryT WCNONb30BaTbCA ANA COEAMHEHMA MeXXAy KOMMYTaTopamu Wau
NOAKNIOMEHMA NONb30BaTENbCKUX ycTpoicTB. [MopTbl Tuna Hybrid Takke no3BonstoT
nepecbliaTb NakeTbl HecKosbKUX VLANOB. OHM MOryT MCNONb30BaTbCA ANA COeAUHEHNA MeXKAY
KOMMYyTaTOpaMmM MAM NOAKNKOYEHUA MNONb30BATENbCKMX YCTpOMCTB. MNopTbl TMNos Hybrid un
Trunk NPUHUMAIOT AaHHblE MO O4HOMY aNTOPUTMY, HO METOAbl OTNPABKM AaHHbIX OTINYAIOTCA:
noptbl TMNa Hybrid moryT otTnpasaaTb nakeTbl B pa3nnyHble VLANbI 6e3 meTkn VLANa, Torga
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KaK nopTbl TMNa Trunk oTnpaBnAatoT naketbl pa3nmyHbix VLAN TonbKo ¢ meTkon VLANa, 3a
nckntoveHnem VLAN, nponmncaHHOro Ha NnopTy Kak native.

2.4.2 Npumep KoHoUrypuposaHma VLAN

(Switch) #vlan database

(Switch) (Vlan)#vlan 1-100

(Switch) (Vlan)#

(Switch) (Vlan)#exit

(Switch) #configure

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#switchport mode trunk

(Switch) (Interface 1/0/1)#switchport trunk allowed vlan 1-100

2.5 KoHdurypupoBaHme GyHKLUM M30AALUN NOPTOB
2.5.1 HavyanbHble cBegeHUA 0 PyHKLMN N301ALMN NOPTOB

MN3onauma nopToB — 3TO HE3aBMCMMAA NOPTO-OPUEHTUPOBAHHAA GYHKLMA,
paboTatoLLan Mexay NopTamMm, KOTOPas N30IMPYET NOTOKM PA3IMYHbIX MOPTOB APYr OT ApYra.
C nomoLbto 3TOM QYHKLWM NOb30BaTENIb MOXET M30IMPOBaThb NopPTbl B Npegenax VLAN ana
coxpaHeHus pecypcoB VLAN 1 ycuneHns cekpetTHocTu ceTu. MNocne Toro, Kak ata GyHKumA
6yaeT CKoHOUrypupoBaHa, MOPTbl B Fpynne U30/MPOBaHHbIX NOPTOB 6yAyT M30AMPOBAHbI APYT
OT Apyra, B TO BpemsA KaK NopTbl U3 Pa3/INYHbIX FPYNM N301ALUU UAN HEN30/IMPOBAHHbLIX MOTYT
nepecbinaTtb AaHHble ApYyr APYry COBEPLIEHHO HOPManbHO. Ha KommyTaTope MoKeT bbITb
CKOHOUryprpoBaHo He bonee 3 rpynn M3onaLMM NOPTOB.

2.5.2 MNpumep KoHOUrypaumm GyHKLMN M301ALMN NOPTOB

(Switch) (Config)#switchport protected 0 name group_1
(Switch) (Config)#interface 1/0/1-1/0/10
(Switch) (Interface 1/0/1-1/0/10)#switchport protected 0O



Y raared
aneesess

PyKkoBogacTBO nonb3osaTens
2.14. KoHdurypmposaHume ACL 15

2.4 KoHdurypauma GpyHKLMM M30MALMKN NOPTOB

2.4.1 BeegeHune B GYHKLMIO U30AALUM NOPTOB

M3onauma noptoB — 3TO He3aBUCMMAA MNOPTOOPMEHTUPOBAHHAA  GYHKUMA,
paboTatolLan mexay nopTamu, KOTOpas M30IMPYeT NOTOKM Pa3INYHbIX MOPTOB APYr OT Apyra.
C nomoubto 3ToM GYHKUMMN NONBb30BATE/Ib MOXET M30/MPOBATb NopThl B Npegenax VLAN gna
coxpaHeHnsa pecypcoB VLAN u ycuneHua ceKpeTHOCTM ceTu. locne Toro, Kak 3ta QyHKUMA
6yaeT ckoHdUrypupoBaHa, NopTbl B rpynmne M30AMpPoBaHHbIX MOPTOB 6yAyT M301MPOBAHbI APYr
OT Apyra, B TO BpemMsA Kak NopTbl U3 PasAnUYHbIX Fpynn U30AALUU MAN HEU3OAUPOBAHHbIX MOTYT
nepecbinatb [AaHHble ApPYyr ApPYry COBEPLIEHHO HOpManbHO. B nporpamme MoxKeT ObiTb
CKOHOUIypMpOoBaHO He H6onee 3 rpynn M30aALMM NOPTOB.

2.4.2 Tunosble NpUMepbl PYHKLUN N301ALMN NOPTOB MNOKA3aH Ha PUCYHKe 3.

e1/0/15

PucyHok 3 — TunoBble Nnpumepbl GyHKLMUU U301S8LMNU NOPTOB
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MopTtbl e€1/0/1, e1/0/10 n e1/0/15 Bce npuHagnexaT kK VLAN 100. TpeboBaHue
3aK/o4aeTca B TOM, 4YTOObl Nocie BKAOYEHUA GYHKUUM M301ALMM MOPTOB B MpoOrpamme
switchl noptbl €1/0/1 n €1/0/10 B nporpamme He MOIAKM CBA3bIBATLCA APYr C APYyrom u oba
MOrAK cBfA3bIBaTbCA ¢ nopTom e1/0/15, cmoTpAWMM B ceTb. TO eCTb, CBA3U MeXKAY /obbimu
napamu HU3 NeXalmx NOPTOB HET, U B TO }Ke BPEMA CBA3b MeXAy N0ObIM HM3 NeXKalwmm K
BbILLIECTOALLMM MOPTOM paboTaeT. BblwecToAwmn nopt moxeT paboTtatb € N0O6bIM NOPTOM
HOPMa/bHO.

KoHourypaums nporpammbl S1:
(Config)#tswitchport protected 0
(Config)#tinterface 1/0/2-1/0/10

(Interface 1/0/2-1/0/10)#switchport protected O
(switch) #show switchport protected 0

Member Ports :
1/0/2, 1/0/3, 1/0/4, 1/0/5, 1/0/6, 1/0/7, 1/0/8, 1/0/9,
1/0/10

2.5 Kondurypauma GyHKLMM pacno3HaBaHMA NeTAW Ha NOPTY

2.5.1 BeegeHue B GyHKLMIO pacno3HaBaHMA NeTam

C pa3BUTMEM CeTeBbIX YCTPOMCTB, BCce bOosbwe W 6onblie NOAb30BaTENEN
nogKn4aTca K cetn yepes Ethernet-nporpammbl. B npombllwneHHbIX ceTax nonb3oBaTenmu
No/ly4aloT AOCTYN Yyepes MporpamMmbl 2-ro YPOBHA, YTO NpeabAsBaseT cTporve TpeboBaHuA K
B3aMMOAENCTBUIO MEXAY YCTPOMCTBAMM KaK BHELWHEW, TaK W BHYTpeHHel ceTtn. Koraa
TpebyeTcA B3aMmoaencTBnme Ha 2-OmM YypOBHe, coobueHue [O0MKHO OTMPaBAATLCA TOYHO B
cooTtBeTcTBMMU ¢ MAC agpecom ana KOPPEKTHOW paboTbl mexay nosb3oBaTenamun. YcTponcrea
BTOpOoro yposBHA 3anomuHaroT MAC agpeca, usydaa sxogawme MAC agpeca MCTOMHUKOB
NakeToB, M NPW NOCTYN/AEHUM NaKeTa C HEM3BECTHbIM a4pPEeCcOM UCTOYHMKA OHM 3aNMCbIBAKOT ero
MAC agpec B Tabnuuy, 3aKpenasna ero 3a NOPTOM, OTKyAa NPULLEN 3TOT NakeT. Takum obpasom,
cnepyowmi nakeT ¢ AaHHbIm MAC agpecom B KayecTBe nopTta Has3HauveHua byaeTt oTnpasneH
Cpa3y Ha 3ToT NopT. To ecTb aapec cpa3y GMKCUpyeTcA Ha NOPTY A/1A OTNPABKM BCEX NAKETOB.

Korga naket ¢ MAC agpecom MCTOYHMKA, YXKe 3anOMHEHHbIM NPOrpamMmmoi, NpuxoauT
yepes gpyron nopt, 3anucb B Tabamue MAC agpecoB M3meHAeTcA TakMm obpasom, 4TobbI
naketbl ¢ gaHHbiM MAC agpecom HanpaBAAAUCb Yepe3 HOBbIM NOpPT. B pesynbraTe, ecnm Ha
yyacTKe Mexay ABYMsA afpecaTtamu cyllecTByeT Kakasa-nnbo netna, sce MAC agpeca v3 cetu
BTOPOro ypoBHA OyayT nepecbinaTbCA Ha TOT MOPT, rae cywectsyeT netnsa (obbivHo MAC
afipeca B 3TOM C/ly4ae C BbICOKOM YaCTOTOM MEepPeKNoYaoTCA C O4HOr0 NopTa Ha APYrow), uTto
BbI3blBAaET nNeperpysky u notepto pabotocnocobHocTM ceTu 2-ro ypoBHA. BoT noyemy
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HeobxoAMMO NPOBEPATb HA/MYMEe NMEeT/NIN Ha ceTeBbix NopTax. Korga Ha nopTy onpegenserca
netns, oOHapyXuBLIee ee YCTPOMCTBO AO/IKHO NOCNaTb nNpeaynpexaeHne B CUCTEMY
ynpaB/feHns CceTbio, NO3BO/MAA CETEBOMY aAMMHUCTPATOPY OOHAPYXWUTb, NOKAaNAN30BaTb M
pewnTb Npobiemy B ceTu.

MocKoNbKy, cucTemMa OBHApy)KeHMA neTeslb MOXKET aBTOMATUYECKM MPUHUMATb
peweHna O HaNMYUWU NETAN B COEOUHEHUU U €e UCYE3HOBEHWUW, YCTPOMCTBA C YHKUUAMMU
KOHTPONA Ha nopTax (TakMX, Kak M30AAUMA NOPTOB M KOHTPO/Ab 3a 3anoMuHaHvem MAC
af\pecoB) MOryT 3HAUYMTENbHO CHM3UTb HArpy3Ky C CETEBOTO0 AAMWMHWUCTPATOPa, a TaKXKe
YMEHbLWMUTb BPEMA peakumm Ha npobaemy, MUHMMU3NPYS BO3AENCTBUE MET/IN HA CETb.

2.5.2 Mpumepbl GyHKLMM pacno3HaBaHWA NETAN HA NMOPTY NOKA3aHbl HA pUCYHKe 4.

S~

PUCYHOK 4 — TUNWYHBIA NpUMeEp NOLKAOYEHMUA

B npuBeAeHHOM HUXe KOHOUIypaLumm, NporpaMmma onpeaensaeT CyLeCcTBOBaHWE NeTAN
B TONONOIUKN ceTW. Mocne BKAOYEHUA PYHKLMM PAcNO3HABAHMA METIM HA NOPTY, CMOTPALLEM
BO BHELLHIOK CeTb, Nporpamma byaeT yBeAOMNATb NOACOEANHEHHYIO CETb O CYLLECTBOBAHUM
NeT/in U KOHTPO/IMPOBATb MOPT Nporpammbl Ana obecneyeHMAa HOPMaNbHOM PaboTbl AaHHOM
ceTu.

MocnenoBaTeNbHOCTb KOHPUIYpaLMM NPOrPaMMbl:
(switch) (Config)#spanning-tree

(switch) (Config)#errdisable recovery cause bpdustorm
(switch) (Config)#errdisable recovery interval 300
)

(switch) (Config)#show errdisable recovery

Errdisable Reason  Auto-recovery Status

dhcp-rate-limit Disabled
udld Disabled

bcast-storm Disabled
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mcast-storm Disabled
ucast-storm Disabled
bpduguard Disabled
bpdustorm Enabled
sfp-mismatch Disabled

Timeout for Auto-recovery from D-Disable state 300

2.6 Hactpoiika Port channel

2.6.1 O6bwue cBepeHuna o Port channel

[Nna NoHMMaHMA TepmUHa nopT-KaHana (Port channel) Hago BBECTM NOHATME rpynnbl
nopToB. Fpynna nopToB — 3TO rpynna ¢u3n4YeckMx NopToB Ha KOHPUIypauMOHHOM YpPOBHe.
TonbKo pusMyeckne NopTbl B rpynne NopToB MOryT HbiTb YacTbto 06bEAMHEHHOro KaHana u
cTaTb YneHamm Port channel. /lornyeckn rpynna nopToB SBASETCA He NopTom, a Habopom
nopToB. lNpu onpeaeneHHbix ycnosBuax ¢usMyeckue NopTbl B rpynne MopToB MNO3BOAAIOT
nocpeacTBoM obbeanHeHus noptosB chopmuposaTb Port channel, KoTopblit obnagaet Bcemu
CBOMCTBAMM NOTMYECKOTO NOPTa U TaKMM 06Pa3’omM CTAaHOBMUTCS HE3aBUCMMbIM JIOTMYECKUM
nopTom. Arperaupys MopToB — 3TO abCTpaKTHOe MNOHATME, noApasymesatoliee no cobol
obbeanHeHne Habopa NOPTOB C OANHAKOBLIMM CBOMCTBAMW B IorMyeckuin nopt. Port channel
— 3TO Habop M3UYECKUX NOPTOB, KOTOPbIA NOTUUYECKM UCMONb3YETCA KaK 04UH GU3NYECKUIA
nopT. OH MOXET NCNO0/b30BaTbCA NO/b30BaTENEM KaK 06blUYHbIN MOPT. OH HE MOXKET He TO/IbKO
[06aBUTb NPOMYCKHOM CNOCOBHOCTM Ha ceTb, HO U cnocobeH obecneunTb pesepBUpoBaHME
coegmHeHnin. O6bIYHO 06beaMHEHME NOPTOB UCMNOb3YETCA, Koraa nporpamma nogkaoyeHa K
MapLUPyTU3aTOPY, KAMEHTCKOW CTaHUMM WUAWU APYrMM nporpammam. Ha pucyHKe 5 nokasaHo
arperMpoBaHue NopToB.

~Q / S1

< S2
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PucyHoK 5 — ArpervpoBsaHue nopTos

Kak nokasaHo Bbiwe, nporpamma S1 ob6veauHun noptbl B Port channel. MponyckHas
nonoca Port channel paBHa cymme nponyckHbIXx cnocobHocTen uyeTbipex noptos. Koraa
HeobxoaMmo nepepaTtb Tpaduk ¢ nporpammbl S1 Ha S2, pacnpepeneHve Tpaduka byapet
onpeaenatbca Ha ocHoBe MAC agpeca UCTOYHMKA M Maaawero 6uta MAC agpeca npueMHUKa.
B pe3ynbTaTte BblUMCNEHWUI OnpenenseTcs, Kakon nopt byaet nepepasatb Tpadumk. Ecnm oguH
nopt B Port channel HeucnpaseH, Tpaduk OyaeT nepepacnpefensaTbCA Ha Apyrue nopTbl
nocpeacTBOM aZiropuTMa pacnpegeneHus. [JaHHbIM anroputm nogaepKmMBaeTca annapaTHo.

Ona npaBunbHoM paboTbl Port channel Heobxoanmo cobnogaTh cnegytowme ycnoBus:

1) Bce nopTbl paboTatoT B pexkMme NOSHOrO AynaeKca.
2) Bce nopTbl UMEIOT OAMHAKOBYIO CKOPOCTb.
3) Bce nopTbl ABAAKOTCA NOPTaMKM AOCTyna M npuHaanexkat ogHomy VLAN, nnm sce oHu
ABNAIOTCA TPAHKOBbIMM NOPTaMM UAN OHU BCE TMOPUAHbBIE NOPTbI.
4) Echm Bce  noOpTbl  ABAAKTCA  TPAHKOBBIMM — MAW  TMBpUAHbIMKM,  TOraa
CKOHOUTypupoBaHHble Ha Hux gonyctumblie VLAN u ocHoBHOM VLAN fomKHbl GbITb Yy BCEX

OANHAKOBbIMUA.

Echn Port channel ckoHdurypupoBaH Ha nporpamme BPY4YHYIO MAN OUHAMWYECKM,
cMcTeMa aBTOMATMYECKM Has3HayaeT NOPT C HaMMeHbLUMM HOMepom MmacTep-noptom Port
channela. Ecnn B nporpamme akTMBMPOBAH MPOTOKOA spanning tree, NPOTOKOA NOCTPOEHMUA
Aepesa BocnpuHumaetT Port channel Kak normyeckmin nopt u nocblnaetr BPDU nakeTbl yepes
macTtep-noprT.

ObbegnHeHMe NOPTOB ¥KECTKO CBA3AHO C anmnapaTHOW YacTblo Nporpammsl. Mporpamma
NO3BO/IAET arpernpoBaTb COeAUHEHUA MeXAY N0ObIMU ABYMSA MPOrPamMMamMM.

Mocne TOro, Kak NMOPTbl ArpPerMpoBaHbl, UX MOMKHO MCNO/Ib30BATb, KaK OObIYHbLIA MOPT.
Mporpamma WMeeT BCTPOEHHbIN peXMM KOHOUIYpUPOBaHUA UHTepdeica arperaumm,
NMo/Ib30BaTe/lb MOXKET CO34,aBaTb COOTBETCTBYIOLLYO KOHOUIYpaLMIO B 3TOM PEXMME TOYHO TaK
e, KaKk npu KoHpurypmposaHum VLAN nan ¢usmnyeckoro nHtepdenca.

2.6.2 Obuwue ceegeHms o LACP

LACP — npoTtokon, 6asupytowminica Ha crtaHgapte |EEE 802.3ad, n peanusyowmii
MEeXaHU3M AMHAMUYECKOTO obbeauHeHuA KaHanoB. [MpoTtokon LACP ucnosib3yeT MaKeTbl
LACPDU (Link Aggregation Control Protocol Data Unit) gna obmeHa uHPopmaumen ¢
OTBETHbIMU NOPTAMM.

MNMocne Toro, Kak npoTokon LACP BKAlOYEH Ha NOPTY, AaHHbLIA MOPT MOCbIAAET MaKeTbl
LACPDU Ha OTBETHbIA NOPT coeanHeHUsA, yBegomnsaa o npuoputete cuctembl, MAC agpece
CUCTEMbI, NpuopuTeTe NopTa, UaeHTUPUKaTope NopTa U Ka4ve onepaumn. Korga oTBETHbIN
nopT nosay4vaet 3Ty MHPOPMAUMIO, OHA CpaBHUBaeTcA C MHPoOpMaumen O ApPYyrux noprax,
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KoTopble MoryT 6biTb 06beanHeHbl. COOTBETCTBEHHO, 006€ CTOPOHbI COEAMHEHUA MOryT
[O0CTUYb COTNALLEHMUA O BKAOYEHUN AN UCKIOYEHUN NOPTa U3 ANHAMUYECKON 06beaANHEHHOWN
rpynnoi.

Kntou onepaunn cosgaeTca NPoOTOKO/IOM B COOTBETCTBUM C KOMBUHaLMel NnapameTpos
KOHOUrypaumum (CKOpocTb, AynneKkc, 6a3oBas KoHOUrypauusa, KAY ynpaBieHuA) MopTos,
KOTOpbie byayT 06beAnHATLCS.

Mocne BKAOYEHWA MNPOTOKOAA AMHAmMMyeckoro obbeauHeHua noptoB (LACP), knwou
ynpasaeHuns no ymonyanuto paseH 0. MNocne ctaTnyeckoro o6beAMHEHUA NOPTOB NOCPEACTBOM
LACP, kKnto4y ynpaB/ieHUs NOPTa TaKoM Ke, KakK |D 06begMHEHHON rpynnbl.

an ANHAMUNYECKOM O6'beAMHeHMM nopToB BCE 4Y/iEHbI O,CI,HO[;I rpynnbl UMEOT
O,EIMHaKOBbIﬁ K04 onepauun. an CTaTU4ECKOM O6'be,CI,MHeHMM TOJIbKO QaKTUBHbIE NOPTbI
nmerT OAMHaKOBbIVI K/1H04Y onepaunn.

2.6.2.1 Ctatnyeckoe obvegmHeHmne LACP

CtaTuyeckoe obbeanHeHMe BbINONHAETCA NyTEM KOHPUTYPUPOBAHMA NOb30BaTENIEM U
He TpebyeT npotokona LACP. Mpu KoHourypmupoBaHum ctatmyeckoro LACP obbeanHeHus,
MCNONb3YETCA PEXMM «ON» A5 BKAKOYEHMA NOPTA B FPynny arperauumu.

2.6.2.2 AnHamunyeckoe obbeamnHeHue LACP
1) O6wue nonoxeHns gnHammn4yeckoro obveanHenma LACP

OnHamnyeckoe obbeanHeHMe — 3TO o0bbeauHeHue, co3gaBaemoe/yaansemoe
cucTemort aBTomatmyeckn. OHO He MO3BOMAET MO/Ib30BATENSAM CaMOCTOATENIbHO [06aBAATb
WAW yAanaTb MNopTbl M3 AuHamuyeckoro obbeauHeHus LACP. [MopTbl, KOTOpble MMEIOT
OLMHAKOBble MapameTpbl CKOPOCTM U AynaeKca, NOAK/IKYEHHble K OAHUM U Tem XKe
YCTPOMCTBAM, UMEKLLME OAMHAKOBYIO KOHOUIYpPaLIMIO MOTYT BbITb ANHAMNYECKN 0ObeANHEHDI
B rpynny. B cnyyae, ecnm TonbKo 0AMH NOPT MOXKET cO34aBaTb AMHaMU4YecKoe obbeagnHeHue,
3TO Ha3blBaeTca OAHOMOPTOBbIM 0bbeanHeHuem. Mpu anHamuyeckom obveauHeHuun LACP
NPOTOKO/ Ha NOPTY AO/KEH ObITb BK/AIOYEH.

2) PexKMmbl NOPTOB B AMHAMMUYECKOM rpynne o6beanHeHUs

B AguHamuuyeckon rpynne obbeanHeHMA NOPTbl MMEKT ABa CTaTyca — BblIOPAHHbLIN
(selected) nnn «B oxkmaganHmm» (standby). Oba TMnNa NOpPTOB MOryT MOCbINATbL U MPUHUMATb
nakeTbl NpoTokoaa LACP, HO NOpTbl B CTATyCe «OXKUAAHUA» HE MOTYT MNepecblNaTh gaHHble.

MOCKONbKY CYLLECTBYEeT OrpaHUMYeHNEe Ha MaKCMMaNbHOE KOAMYECTBO MOPTOB B rpynmne
arperaumm, eciv TeKyWMii HoMep NopTa NpeBblliaeT npeaen B rpynne, Toraa YCTPOMCTBO Ha
OOHOM KOHLe COeAMHEHUs [OO0roBapuBAeTCs C YCTPOWCTBOM Ha AOPYrom KoHue Ans
onpeaeneHuns ctatyca NnopTa B COOTBETCTBUM C MAEHTUPUKATOPOM NopTa.

3Tanbl cornacoBaHua cieayolime:

CpaBHeHue wuaeHtTudukatopos (ID) yctpoicts (npuoputetr cuctembl 1 MAC agpec
cuctembl). CHayana cpaBHMBAOTCA MNpUoOpUTETbl cucTem. Ecan OHM oaMHaKoBble, Toraa
cpasHuBatoTca MAC agpeca YyCTPOMCTB. YCTPOMCTBO € MEHbLUM WAEHTUPUKATOPOM MMeeT
BbICLUMIA NPUOPUTET.
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3aTemM MAET CpaBHEHUE NAEHTUOUKATOPOB NOPTOB (MPUOPUTET NOPTa U MAeHTUdMKATOP
nopta). [Na KaK4oro nopta Ha CTOPOHE YCTPOWCTBA C HaWBbICWIMM MPUOPUTETOM CUCTEMBI
CHayana CpaBHMBAOTCA NpUMOPUTETbBI NOPTOB. ECAM nNpuopuTeTbl OAMHAKOBblE, TOrAa
CpaBHMBAlOTCA MAEHTUOUKATOPbI NOPTOB. MOPT C HaMMEHbLWMM WAEHTUOUKATOPOM MNopTa
CTaHOBUTCA BblbpaHHbIM (selected), a ocTasibHbIe CTAHOBATCA B PEXUM «OXKMAaHMe» (standby).

B rpynne ob6beauHEHMA NOPT C HAUMEHbWMM WUAEHTUPUKATOPOM W  CTaTyCcom
«BbIOPAHHbINY CTAHOBUTCA MacTep-nopTom. [pyrme MOpTbl CO CTATyCOM «BbIOPAHHbINY
CTAHOBATCA YleHaMM rpynnbl.

2.6.3 Mpumepbl ncnonbzosaHma Port channel

BapuaHT 1 — Hactpoiika Port channel gna npotokona LACP. Ha pucyHke 6 nokasaHa
KOHUrypauma nopTa-KaHana s LACP.

~ = s1

< S2

PucyHok 6 — KoHurypauma nopta-kaHana 8 LACP

MUmeeTca ase nporpammbl S1 1 S2. MopTbl 1, 2, 3, 4 Ha nporpamme S1 - nopTbl 4OCTyNa U
nobasneHbl B rpynny 1 B aktuBHOM pexkume. MopTsl 6, 8, 9, 10 Ha nporpamme S2 — ToxKe NopThbl
Aoctyna u gobaBneHbl B rpynny 2 B NaCCMBHOM pexknumMe. Bce nopTbl coegmMHeHbl Kabenamu.

3T1anbl KOHOUIypPaLUUM NOKA3aHbl HUXKeE:

Switch1 (Config)#interface 1/0/1-1/0/4
Switch1 (Interface 1/0/1-1/0/4)#addport lag 1
Switch1 (Interface 1/0/1-1/0/4)#interface lag 1

Switch1 (Interface lag 1)#no port-channel static

Switch2 (Config)#interface 1/0/6-1/0/10

Switch2 (Interface 1/0/6-1/0/10)#addport lag 2

Switch2 (Interface 1/0/6-1/0/10)#lacp actor admin state passive
Switch2 (Interface 1/0/6-1/0/10)#interface lag 2
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Switch2 (Interface lag 2)#no port-channel static

Switch2 (Interface lag 2)#lacp actor admin state passive

2.7 Be3onacHocTb NOPTOB

2.7.1 Beeneunne B 802.1X

Mpotokon IEEE 802.1x peanusyetr meTon ynpas/ieHMA AOCTYNOM K CETUM Ha OCHOBE
NopToB, OH ynpaBaseT ayTeHTUbMKaumen n ycTpomcTBaMmn [0CTyna Ha GU3NYECKOM YpPOBHe
[OCTyNna K ceTeBbIM ycTpoMcTBam. Ha ¢usnyeckom ypoBHe [oCTyna B AaHHOM C/yyae
Haxo4ATCcA NOpTbl Nporpammsbl. Ecnv nonb3oBaTenbCKMe yCTPOMCTBA, NOAKAOYEHHbIE K 3TUM
noptam, yaaetca naeHTMGuULMpoBaTb, OHM NOAYYAOT AOCTYN K pecypcam NOKaJbHOW ceTu, B
NPOTMBHOM Cay4vae pocTyn OyaeT 3anpelleH, YTO BO MHOFOM 3KBMBANEHTHO (U3MYECKOMY
BbIKAtOYeHUto. CtaHaapTe! IEEE 802.1x onpeaenAtoT NPOTOKOAN yNpaB/ieHnAa JOCTYNOM K CeTU Ha
OCHOBe MopToB. [POTOKON NPUMEHMM K COEAMHEHMUIO TO4YKA-TOYKA MeXAay YCTPOMUCTBOM
AOCTyna M NOPTOM [0CTyna, NPU 3TOM MOPT MOXKET OblTb OTMYECKMM UK dU3nyeckum. B
TUNUYHOM CNyyYae oAMH GU3MYECKMA NOPT NPOrpammbl NPUCOESMHEH TOJIbKO K O4HOMY
TEPMUHUPYIOLLEMY YCTPOMCTBY (MMetoLemy dr3nyeckue nopTbl).

ApxuteKktypa IEEE 802.1x nokasaHa Ha pUCyHKe 7.

= - e § P TT AL anan e . 1 bl R
|  Supplicant | | Authenticator System | | Authentication
| .= | | Server Oyem
| | Services offered | |
by Authenicator’s . icat
Supplicant PAE Authenticator PAE
I | | | O ml T Server |
3 EAP protocol
| | Cdntroted | Unauthorized Uncontroled | ©3medin higher |
layer protocol
| | P \8 7 Port | !
| I | | |
| I | | |
(R [ [ T S J N —
'EAPOL
r / AN

PucyHok 7 — ApxutekTtypa IEEE 802.1x noKasaHa Ha pPUCYHKe HUXKe.

Hagnucu Ha pucyHKe 7:

— Supplicant System — KnneHTCKasa cnctema;
— Supplicant PAE — PAE KAneHTCKOM cucTeMbl;
— Autenthicator system — cuctema ayteHTMdMKaTOPA;

— Autenthicator PAE — PAE ayTeHTUdUKaATOPA;
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— Services offered by Autenthicator’s system — ycayrn, npegoctasisemble CUCTEMOM
ayTeHTUdUKaTOopa;

— Controlled Port — ynpasnsemblit NopT;

— Uncontrolled port — Heynpasasemblit NopT;

— EAP protocol exchanges carried in higher layer protocol — obmeH coobueHnamu
npoTtoKona EAP npoucxoauT yepes npoTokos 60/1ee BbICOKOro YPOBHS;

— Authentication Server system — cucrema cepsepa ayTeHTUdMKaLMK;

— Authentication Server — cepsep ayTeHTUdMKaLMM.

ApxuTektypa IEEE 802.1x cOCTOUT U3 Tpex YacTeu:
— K/IMEHTCKOM cucTeMbl (MONb30BaTENbCKOE YCTPOUCTBO 40CTYNA);

— ayTeHTUOUUMpPYIOLLEN CUCTEMBI (YCTPOIMCTBO YyNpaBAEHUS JOCTYNOM);

— cepBepa ayTeEHTUPUKALNMN.

B3aumopeicteme nosnb3oBaTenbCcKoro ycrtponctea goctyna (PC) u  ycrpoiicTsa
ynpas/ieHns AocTtynom (mporpamma AocTyna) npoucxogut no npoTtokony EAPOL,
onpeaeneHHoro ctaHgaptammn |EEE 802.1x. Bsammopgeicteue cepBepa ayTeHTUOMKAUUM C
YCTPOMCTBOM  ynpaBAeHWA  AOCTYNMOM  MNPOUCXOAMUT no  npoTtokony EAP.  [aHHble
ayTeHTUPUKaUMM MHKancynupytoTca B nakeTbl EAP. MMaketr EAP nepepaeTtca B naKeTax
NPOTOKONOB 6onee BbICOKUX ypoBHeM, Hanpumep, RADIUS 1, npoiias yepes CNOXKHYKO CeTb,
nonagaeT Ha cepBep ayTeEHTUPUKaALUM.

MopTbl, KOTOpblE NPeAOCTaBAAET YCTPONCTBO yNpaB/ieHUA AOCTYNMOM Ha YPOBHe NopTa,
MOryT ObITb BMPTYya/ibHbIMW NOPTaMKU ABYX TUMOB: ynpasasemble NOPTbl U HeynpasaAemble
noptbl. Heynpasnsaembln nopT BCerga HaxoAWTCA BO BKIOYEHHOM COCTOAHMM B 060MX
HanpaB/eHUsAX Nepepavyn nakeToB ayTeHTUdMKaumm EAP. Ynpasnsemblii NopT, KOrga OH
aBTOPU30BaH Ha nepegavy TpaduKa ¢ KOMMyTaUMen NakeTos, Bceraa byaet B NOAKNOYEHHOM
COCTOAAHUU. ECn NOPT He aBTOPU30BaH, TO OH BbIK/JOYEH N Nepesayva NakeToB HEBO3MOXHA.

Mpu IEEE 802.1x, nporpamma WCNO/Jb3yeTCcA Kak YCTPOMCTBO YMpaB/iEHUA OOCTYNOM;
nogKn4yaemoe Mnosb30BaTe/IbCKoe YCTPOMCTBO — 3TO YCTPOUCTBO C KameHTckum [0,
nogaeprusatowmm 802.1x. CepBep ayTeHTUIMKauumM 06blMHO Haxoautcs B AAA-UeHTpe
onepatopa u 0bbivHO ABnseTca RADIUS-cepsepom.

Ona ynyyweHna 6e30MacHOCTU U ynNpaBAeHUA B MPOrpamme peasn3oBaHO pasivyune
MeXAy MNoNb30BaTe/IbCKMM A0CTynom M ayTeHTuduKaumen IEEE 802.1x Ha ocHose MAC-
agpecoB. ToNbKO  ayTeHTUPUUMPOBAHHbIE  MO/Ib30BaTe/IbCKME  YCTPOMCTBA  AOCTYMa,
NOAKNIOYEHHbIE K OAHOMY U TOMY Xe (U3MYeCcKoMy MOpTYy, MOTyT Noay4aTb AOCTYN K CeTu.
HeaBTOpM30BaHHbIE YCTPOMCTBA HE MOMyYaT A0CTyNa B CeTb. TakMm obpa3om, farke ecau K
ofHOMY duU3MYeCcKOMYy MOPTYy MNOAKAOHYEHO MHOM0 TEPMMHANO0B, MNPOrpaMma MOXKeT
ayTEeHTUPMLUMPOBATL MX W YMNPABAATb KaXKAbIM MNONAb30BATENbCKMM YCTPOMCTBOM [AO0CTyMa
WHOMBUAYANBHO.
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Ha ocHoBe ¢yHKumMn ayteHTMdmuKaummn 802.1x no MAC-agpecam peanvsoBaHa
nosb3oBaTesibckana ayTeHTUoMKauma 802.1x (IP-apgpec + MAC-agpec + nopT). 3To Nno3sonseT
nosb3oBaTeNAM A0 NPOXOXAEHUA UMW ayTeHTUOMKALMKM NONYyYaTb AOCTYN K OrpaHUYEHHbIM
pecypcam. [lpy NONb30BaTENbCKOM YMpaBAeHUMW [OCTYNOM WMMeeTcA [ABa pexuma:
CTaHOApTHOe ynpasaeHne 1 paclimpeHHoe ynpasaeHue. Npu cTaHgapTHOM NOAb30BaTE/IbCKOM
ynpas/ieHnn AOCTYN K OrPaHUYEHHbIM pecypcam He OrpaHMYMBaAETCA, BCE NOJib30BaTeM MopTa
MMEIOT K HUM A0CTYN A0 ayTeHTuduKauuun. Nocne ayteHTMPUKAUMM NONb30BATENN MOAYYAOT
[O0CTYyNn KO BCem pecypcam. [pu pacwmMpeHHOM MNoJ/1b30BaTe/IbCKOM YNpPaBAeHUN AO0CTYMNOM
TONbKO CneuyanbHble MOJIb30BaTeNN A0 AYTEHTUPUKALMM NOAyYaT AOCTYN K OrpaHMYEeHHbIM
pecypcam. Mocne NpoxoxAeHua ayTeHTUGMKaLMmM 3T cneumnanbHble NOAb30BaATENN Noay4at
OO0CTYN KO BCEM pecypcam.

2.7.2 Npumep KoHPurypaumm 802.1x + RADIUS.

KoHdurypauma 802.1x + RADIUS noKkasaHa Ha puCyHKe 8.
. 10.1.1.2

P

RADIUS Server
10.1.1.1 10.1.1.3

PucyHok 8 — KoHdurypauma 802.1x + RADIUS

KomnbloTep nogkntodeH K nopTy 2 nporpammoit. Ha nopTy BKAoYeHa ¢yHKUMA
ayTeHTUPUKaumm |EEE802.1, B KayecTBe MeToga A[OCTyna MO YMOAYAHWUIO MCMOAb3yeTcA
ayTeHTUPUKauma Ha ocHoBe MAC-agpecos. IP-agpec nporpammbl 10.1.1.1. Mo ymonyaHuto
nopTamu ayTeHTUOMKALMKN M yyeTa CeTeBbIX CEPBMUCOB ABAAIOTCA COOTBETCTBEHHO NopT 1812 un
nopt 1813. [OnAa BbINoAHeHMA ayTeHTUdMKaumm |EEE802.1x B KommbtoTepe YCTaHOBAEHO
KnneHTcKoe M10.

(Switch) (Config)#radius server host auth "10.1.1.3" name "Default-RADIUS-Server"

(Switch) (Config)#radius server key auth "10.1.1.3" encrypted
1941ca8d99fc9209eade226bd848b3b7050129ecc6f67ccoefbl138ddelb408b7dedh295¢1991feb
b897813fah859d6d538d52015eb26e45a87b3f1148bbd8686

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#dot1x port-control force-authorized
(Switch) (Interface 1/0/1)#description RADIUS_SERVER
(Switch) (Interface 1/0/1)#exit
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(Switch) (Config)#dotlx system-auth-control
(Switch) (Config)#aaa authentication dotlx default radius

(Switch) (Config)#show dotlx authentication-history 1/0/2

Time Stamp Interface  MAC-Address  VLANID Auth Status
Jan 01 1970 00:23:04 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 011970 00:22:41 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 011970 00:19:08 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:15:48 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:14:39 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized

(Switch) (Config)#show dotlx clients 1/0/1

Logical Interface........c.cccccevvevinnnne. 0
Interface........cccoovvvieeiie i, 1/0/2

User Name.......ccccoceeeviieeeviee i dotlxuser

Supp MAC AdIess.......cccoovevveiiieeninenn, AC:22:0B:E7:BD:D9
Session TIMe.....oovvveveeiieecie s, 630

VLAN Id ..o, 3

VLAN Assigned.......ccccvvevveiinininennne. Default

Session TIMeOoUL.......c.ccccveeveeivecnenne, 0

Session Termination Action..................... Default

2.8 Hactpoiika Tabamupsl MAC agpecos

2.8.1 Obuiue cBepeHua o Tabaunue MAC agpecos

Tabnmua MAC-agpecoB — 370 Tabnuua cootBetctBuii MAC-apecoB YCTPOWCTB
Ha3HayeHMa noptam nporpammbl. MAC agpeca genaTca Ha CTaTUYeCKMEe U AUHAMUYEcKue.
CraTnyeckme MAC agpeca Bpy4YHYH CKOHOUIypUpPOBaHbI NONb30BATENEM, MUMEIOT HAaUBbICLLUIA
NPUOPUTET U AENCTBYIOT MOCTOAHHO (OHM He MOryT ObiTb 3amelleHbl guHamuyeckum MAC
agpecamu). OuMHamu4yeckMe agpeca 3arnoMMHAOTCA MNPOrpammolr npu nepegadvye MNakeToB
OaHHbIX, U OHU AENCTBYIOT OrpaHMyYeHHoe Bpems. Korga nporpamma nosiydaet ¢ppeiim gaHHbIX
ANA nepecbinkn, oH coxpaHaeT MAC agpec UCTOYHMKA dpernma M COOTBETCTBYIOWMIN emy NOpPT
HasHauyeHua. Koraa Tabnmua MAC agpecos onpawumBaetca Ha npegmer MAC agpeca
NPUEMHMKA, MNPU HaXOXAEHUM HY)KHOFO ajpeca, MNakKeT [aHHbIX OTMNpaBAseTca Ha
COOTBETCTBYIOWMA MOPT, B MPOTMBHOM C/ay4yae Mporpamma nepecbinaeT NakeT Ha CBOW
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LUMpPOKOBELWaTeNbHbIN gomeH. Ecnm anHamudeckuii MAC agpec He BCTpedaeTca B NakeTax ana
NnepecbinkM ANUTeNbHOE Bpemsda, 3anucb O Hem ypganaetca u3 Tabaumubl MAC agpecos
nporpamMmmbil.

Ona tabnanubl MAC agpecoB onpeaesieHbl ABe onepauuu:
1) NonyyeHne MAC agpeca;

2) OTnpaBKa WAM OGUANbLTPaAUMA NaKeTa AaHHbIX B COOTBETCTBMM C Tabauuein MAC
afpecos.

MonyyeHune Tabamnubl MAC agpecos

Tabnmua MAC agpecoB MOMKeT ObiTb MOCTPOEHa CTaTUYECKU WU AUMHAMMUYECKW.
CTaTMyeckMm KoHOUrypupoBaHMEM HacTpamBaeTca cooTBeTcTBue mexay MAC agpecamu u
noptamu. JuHamuyeckoe obyyeHne — 3TO NPOLECC, Korga NPorpamma M3yyaeT CBA3U MeXay
MAC agpecamu 1 nopTamm 1 perynspHo obHosaAeT Tabanuy MAC agpecos. B 3Tolh cekuym mbl
OCTAaHOBMMCA Ha Npouecce AMHAMMUYECKOro NoCcTpoeHna Tabanubl MAC aapecos, NOKa3aHHOrO
Ha pUCyHKe 9.

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
PucyHok 9 — inHammueckoe noctpoeHue Tabanubl MAC agpecos

TononormMa Ha pucyHKe 9: 4 KomnbloTepa NoOAKAKOYEHbl K nporpamme, rae PC1 u PC2
npuHagnexat ogHomy ¢GU3MYECKOMY CermeHTy(AOoMeHy Konnmsui), GUanYeckuin cermeHT
nogknatoueH K nopty 1/0/5 nporpammsl, PC3 n PC4 npuHagnexat K apyromy dusmyeckomy
CerMmeHTy, NoAKAYeHHOMY K nopTy 1/0/12 nporpammbil.

HauvanbHaa 1abanua MAC agpecoB He COAEPMKUT HUKAKUX 3HaYeHMn. Bosbmem gns
npumepa npotecc cesasm mexay PC1 n PC3. MNpouecc obydyeHna MAC agpecam cieayounii:

1) Korga PC1 nocbinaet coobuieHme Kk PC3, MAC agpec uctouyHmka 00-01-11-11-11-11 v nopt
1/0/5 n3 3toro coobleHuna 3aHocatca B Tabanuy MAC agpecos nporpammsl.

2) B TO e Bpems NporpaMmy Hago NOHATb, Kak A0CTaBUTb cooblieHne Ha agpec 00-01-33-33-
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33-33. TaK KaK Tabaunua copepuT 3anucb TobKO Ana agpeca 00-01-11-11-11-11 wm nopta
1/0/5, a ana agpeca 00-01-33-33-33-33 HMKAKUX 3anNUCeEN HET, NPOrpPaMma paccbliNaeT gaHHoe
coobLieHne Ha BCe CBOM NOPTbI (Mpeanonaraem, 4To BCe NOPTbl NMPUHAANENKAT NO YMOYAHUIO
VLAN1).

3) PC3 n PC4 nonyuvatoT coobuieHme, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3To coobuieHue,
TaK Kak agpec npuemHuka 00-01-33-33-33-33, n oTBevaTb Ha Hero b6yaeTt Tonbko PC3. Korga
nopt 1/0/12 nony4yaet coobuweHne, otnpasneHHoe PC3, B Tabamuy MAC agpecos gobasnsercs
3anucb o MAC agpece 00-01-33-33-33-33 u cooTBeTcTBYlOWEM emy nopte 1/0/12.

4) Tenepb Tabnanua MAC agpecos nmeet age guHamuyeckue 3anucu: MAC agpec 00-01-11-11-
11-11 — nopt 1/0/5 1 00-01-33-33-33-33 — nopt 1/0/12.

5) Nocne obmeHa naketammn mexay PC1l u PC3, nporpamma 6osblue He Nosy4aeT MaKeTos,
oTnpaBneHHbix PC1 n PC3. U 3anucm B Tabanue MAC agpecoB, COOTBETCTBYHOLIME ITUM
yctpoiictBam yganstotca depe3 300 mam 2*300 cekyHg (T.e. npocToe unan ABOMHOE Bpems
*u13HM). 300 ceKyHn, 34ecb 3TO BPEMS KM3HM MO YMONYaHUIO Ans 3anucei B Tabanye MAC
aapecos. Bpems }Ku3HM MoXKeT ObiTb U3MEHEHO Ha NpOrpamme.

Mepecblika Man GUNbTPaLUA KagpoBs

Mporpamma nocblnaet uan oTGUALTPOBbLIBAET MNPUHMMAEMbIE MNAKETbl AAHHbIX B
cootBeTcTBMM € Tabauuent MAC appecoB. PaccmatpuBasa pns npumepa PUCYHOK Bbllle,
npegnonaraem, 4to nporpamma nsyumnn agpeca PC1 n PC3, n nonbsosaTtenb BPyUYHYO HAaCTpoun
cooTBeTcTBme noptos ana PC2 n PC4.

MAC agpeca nporpammbl NOKasaHbl B Tabanue 1.

Tabnunua 1 — MAC agpeca nporpaMmmsl

MAC agpec Homep nopTa Kem gobaBneHa 3anucb
00-01-11-11-11-11 1/0/5 OnHamuuyeckoe obyyeHue
00-01-22-22-22-22 1/0/5 CTaTnyecKas KoHoUrypauus
00-01-33-33-33-33 1/0/12 OnHamuuyeckoe obyyeHue
00-01-44-44-44-44 1/0/12 CTaTnyecKas KoHoUrypaums

1) OTnpaBKa NakeToB B COOTBETCTBUM € Tabaunueit MAC agpecos

Ecnm PC1 nocbinaet naketT K PC3, nporpamma oTnpasadfeT gaHHble, NO/ly4eHHble C nopTa
1/0/5 Ha nopt 1/0/12

2) dunbTpaumsa AaHHbIX B cOOTBETCTBUM ¢ Tabanuen MAC aapecos

Ecnn PC1 nocbinaet coobueHue PC2, nporpamma, nposepus Tabanuyy MAC agpecos,
HaxoauT PC2 u PC1 B ogHOM $M3MYECKOM CermeHTe U oTOUNbTPOBbLIBAET 3TO coobWEeHne (To
ecTb cbpacbiBaeT 370 cooblleHue).

MporpaMmori MoryT nepecbiiaTbca TPU TMNa GpermoB:
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— LUMpPOKOBeLLaTeibHble pperimbl;
— MHOronosib3oBaTeibCkne ppenmol;
— 0fHOMNO/Ib30BaTe/IbCKMEe Gppenmbl.
[anee onucbiBaeTca, Kak Nnporpamma paboTtaeT co BcemMun TpemMs TUMaMu NakeToB:

1) WnpokoBseLlaTenoHbit dperim: Mporpamma MOXKeT onpeaenaTb KONN3NN B AOMEHE,
HO TOJIbKO He A4 LWUpOoKoBelaTenbHblXx gomeHoB. Ecanm VLAN He ycTaHOBAeHbl, Bce
YCTPOMCTBA, MOAKNIOYEHHbIE K MNPOrpaMmay CUYMTAOTCA  HAXo4AWMMUCA B OL4HOM
LWMpOoKoBeLwaTenbHOM gomMmeHe. Koraa nporpamma nosy4YaeT WUPOKOoBeLLaTebHbI Gppeitm, OH
nepecblnaer ero Bo Bce noptbl. Ecanm VLANbI cKOHOUrypmupoBsaHbl, Tabanuya MAC aapecos
aganTUpPYyeTcs B COOTBETCTBUM C AONOAHUTENbHON MHPopmaumen o VLANax. B atom cnyyae
nporpamma otnpasaseT ppenm ToNbKO Ha NOPTbl, HaxogAawmeca B Tom e VLANe.

2) MHorononb3oBatesibCkMn ~ dpenm:  EcnM  MHOronosib30BaTeNbCKUA  JOMEH
Heu3BeCTeH, Nporpamma paccbinaet ¢perim B Tom e VLANe, HO ecnn BKAOYeHa PyHKUMA
IGMP snooping uWAM CKOHPUIrypupoBaHa CTaTMYecKas MHOronosib30BaTe/ibCcKas rpynna,
nporpamma byaet nocblnaTtb 3TOT Gpem B NOPTbl MHOTOMNO/1Ib30BaTENbCKOM rpynmbl.

3) OgHononb3oBaTenbckuii pperim: ecnm VLANbI He CKOHPUrypupoBsaHbl, To, ecan MAC
agpec npuemHuKa ectb B Tabnuue MAC agpecoB NporpaMmbl, Nporpamma Hanpsamyto
nepecblnaeT NakeT B COOTBETCTBYHOLWMIM nopT. Ecam ke agpec npuemHuka B Tabauue He
HaWgeH, Nporpamma AenaeT LWMPOKOBELWATENbHYO pacCbinky 3toro ¢peirma. Ecam VLANbI
CKOHOUIypMpoBaHbl, NPorpamma paccbiaeT OAHOMNO/Ib30BaTENbCKUIA Ppeirm TONbKO BHYTPU
oaHoro VLANa. Echv MAC agpec HaihiaeH B Tabnuue, HO npuHaanexut gpyromy VLANy,
nporpamma fenaeT LWMPOKOBELATENbHYIO paccbliky ¢peima B Tom VLANe, K KoTopomy

NpUHaaNeXuT ppenm.

2.8.2 lononHntenbHble pyHKUMM Tabamupl MAC agpecos.

BONbWMHCTBO NporpaMm noaaeprKmsatoT pexkum obydeHma MAC agpecam. Kaxkgbii
NopT MOXKeT AMHAMUYECKM 3aNOMHUTb Heckonbko MAC agpecos, Takum 06pa3om, BO3MOXKHaA
nepegaya NOTOKOB AaHHbIX mexay u3secTHbimM MAC agpecamu BHYTpU nopTta. Ecam cpok
*nsHm MAC agpeca WCTeK, NaKeT, Hanpas/eHHbIM Ha 3TOT agpec, byaeT pasocnaH
LUMPOKOBELATENbHO.

Opyrumum cnosammn, MAC-agpec, KoTopomy obyumsaca nopT, byaeT Ucnosib3oBaTbca AN
nepefayn naketos K 3Tomy nopty. Ecam coepguHeHve nepeknovyeHO HA Apyron nopt,
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nporpamma CHoOBa BbINOAHUT obyyeHne MAC-agpecy v bygeT nepefasBaTb AaHHble HOBOMY
nopTy.

OpHaKko, B HEKOTOPbIX CAyYaaxX MOJAUTUKA YNPaBAEeHUA WAW CEKPETHOCTU MOMKeT
TpeboBatb, 4Tob6bl MAC agpeca 6binM NpUKpenaeHbl K MNOPTam, U TONbKO MNOTOKU C
npueAsaHHbix MAC agpecos 6yayT nponyckaTbCA K Nepecblike Ha nopT. To ecTb, nocne
npusAskn MAC agpeca K nopTy, B 3TOT MNOPT MOryT nepenaBaTbCA TONbKO JaHHble,
npeaHasHayeHHble ana gaHHoro MAC agpeca. [oTOKU AaHHbIX, NpeaHa3HaYeHHble Ana 4pyrux
MAC agpecos, He NpMBA3AHHbIX K AaHHOMY MOpPTY, He ByayT NponycKaTbcA Yepes NopT.

Mpumep KOHPUTYpMpoBaHMA NPUBA3KKN K orpaHnyeHna MAC agpecos.

(Switch) (Interface 1/0/17)#port-security mac-address 00:01:00:00:00:01 1 - mpussizka MAC
azpeca K uHTepdeiicy.

(Switch) (Interface 1/0/17)#port-security max-static X — rae X MakcuMalbHOE KOJUYECTBO MaC
aJIpecoB Ha MOPTY.

(Switch) (Interface 1/0/17)#interface 1/0/10
(Switch) (Interface 1/0/10)#port-security max-dynamic 10
(Switch) (Config)#show mac-addr-table

VLAN ID MAC Address Interface Ifindex Status

1 00:01:00:00:00:01 1/0/17 17 Static

(Switch) (Config)#show mac-addr-table count

Dynamic Address count............c.cceeeueeene. 1

Static Address (User-defined) count............ 1
Total MAC Addresses in USe..........c..c.v..... 2

Total MAC Addresses available.................. 16384

2.9 Hacrpoiika QoS

2.9.1 Obwue ceegeHmn o QoS

QoS (Quality of Service — KauyecTBo cepBuca) - Habop BO3MOXKHOCTEM, KOTOpbie
NMO3BO/IAIOT CO34aBaTb Pa3Ae/ieHHbIe NOOChI A1A NepesaBaeMblX MO CETU AAHHbIX, TEM CaMbIM
obecneunBan nyywmnii cepsuc ana BblbpaHHoro ceteBoro Tpadumka. QoS - rapaHTUs KayecTsa
nocnegoBaTe/fibHOM U NpeAcKasyemMon nepefadn AaHHblx ana obecneyeHua TpeboBaHWUIA
nporpamm. QoS He co3paeT AOMNOAHUTE/NIbHOM MOAOCHI Nepegadn, Ho obecrneuynBaeT bonee




PyKkoBogacTBO nonb3osaTens
2.14. KoHdurypmposaHume ACL 30

a¢deKkTMBHOE ynpaBieHME MNONOCON B COOTBETCTBUM C TpeboBaHMAMU MNPUNONKEHUI WU
NOZIMTUKOM YyNpPaBAEHUA CETbIO.

QoS: KauectBo cepBuca, obecrneyeHWe rapaHTMPOBAHHOINO KayecTBa cepBuca AnA
nocnefoBaTeNlbHOW UM NpeacKasyemon nepesayn AaHHbIX W BbINOMHEHUs TpeboBaHWUM
nporpamm.

domeH QoS: JomeH QoS nopaep:kuBaeT yctponctea ¢ QoS gna dopmmpoBaHUA
ceTeBOM TOMO/IOFMK, KOTOpaA obecrneymT KauyecTBO CepBMCa. Takaa TOMOJIOrMA Ha3blBAeTCA
aomeHom QoS.

CoS: Knacc cepsuca - knaccudpukaumoHHaa nHbopmauma, nepegasaemas dperimamum
802.1Q Ha BTOpOM ypoBHe. 3aHMMaeT Tpu 6uta nona Tag B 3aronoske ¢dpelima U HasbiBaeTca
YPOBHEM M0/1b30BaTeIbCKOro NpuopuTeTa B AnanasoHe ot 0 go 7.

Ha pucyHke 10 noKasaHbl npuoputeTbl Knacca cepsuca.

Layer 2 802.1Q/P Frame

Preamble | S@tfame )l op ltag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

PucyHok 10 — MNpuoputeTbl Knacca cepsuca

ToS: Tun cepsuca. OgHobaliToBoe NoJsie, nepegaBaemMoe B 3arosioBke naketa IPv4 Ha
TpeTbem ypoBHe gnsa ob6bABneHus Tuna cepsuca IP nakeTta. 3HayeHnem nons ToS moxkeT HbITb
npuoputeT IP (IP Precedence) nnu sHayeHune DSCP.

Ha pucyHke 11 nokasaH npuopuTtet ToS.

Layer 3 IPv4 Packet

Version ToS

length (1 byte) Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

L IP precedence or DSCP

PucyHok 11 — lNMpuoputet ToS

IP Precedence: Mpuoputet IP. KnaccnpukaunoHHas uHPopmaums nepeaarollancs B
3aro/I0BKe NaKkeTa TPETbEro YPOBHS, 3aHMMatowwasa 3 6uta U Moryuwas NpUHMMaTb 3HaYeHUA OT
O0po7.

DSCP (Differentiated Services Code Point): Koabl pa3geneHHbIX CepBUCOB,
KnaccudmKaumoHHaa nHGopmaLuma, nepeaatollasca B 3arosoBke IP nakeTa TpeTbero ypoBHs,
3aHMMaeT 6 61T, umeeT 3HaveHme oT 0 4o 63 1 0bpaTHO coBMecTUMa ¢ npuopuTteTom IP.

MPLS TC(EXP) :



PyKkoBogacTBO nonb3osaTens
2.14. KoHdurypmposaHume ACL 31

Mone MPLS o3Ha4aeT Knacc ob6cnyRuBaHma, umeet 3 6uta ans gmanasoHa ot 0 go 7. Ha
pucyHke 12 nsobpaxeHo nose MPLS.

DA | SA | VID | 0x8847 Label (20-bits) — EXP |S

PucyHok 12 —None MPLS

Internal  Priority: BHYTpPeHHWIA nNpUOPUTET, YCTAaHABAMBAEMBIA MPOLLECCOPOM
nporpammaa. BoamoKHbIA AMana3oH 3HAYeHUM 3aBUCUT OT TUNa npoueccopa. CoKpaleHHo -
Int-Prio nan IntP.

Drop Precedence: [lpuoputer cbpoca. [Mpu o06paboTke NakeToB NepBbIMU
cbpacbiBatoTcA nakeTtbl ¢ 6GonblwiMm npuoputeTtom cbpoca. Mmeer 3HaveHne 0 wmam 1.
CoKpaueHHo o6o3HavaeTca Drop-Prec nnm DP.

Classification:  ocHoBHOe  Ha3HayeHMe  mexaHMama  QoS,  knaccuduumpyet
nepefaBaemble  MaKkeTbl B  COOTBETCTBMM C  KnaccMdPuUKaAuMOHHOM  MHPOpMaumen,
coeprKalleiica B NakeTax U CNMCKaMmn KoHTponsa goctyna(ACL).

Policing: peictBue mexaHuama QOS Ha Bxoge, KOTOpOe YCTaHaB/AMBAaET MOJUTUKM
TpaduKa 1 ynpasaaeT KnaccudmLMpoBaHHbIMM NaKeTaMM.

Remark: aelictene mexaHusama QoS Ha BXoZe, BbIMOHAOLLEE NPONYCK, OCTAHOBKY UM
cbpoc nakeTa B COOTBETCTBUM C NOAUTMKaMM TpaduKa.

Scheduling: pelictBne mexaHnama QoS Ha Bbixoge. [lobasnser naketbl B
COOTBETCTBYIOLIME WCXOAALME OYepean OCHOBbIBAasfCb Ha BHYTPeHHeM npuopuTeTe. U
NPUHUMAET peLleHne 0 NOCbIIKe UK cbpoce NakeToB B COOTBETCTBUM C NMpUOpUTETOM cbpoca,
aNroOpPUTMOM MOCHIIKM U Ba*KHOCTbIO COOTBETCTBYIOLLEN OYepeamn B UCXOAALLEM NOTOKE.

In-Profile: Tpaddmk B pamkax noantmkn QoS(nonoca nponyckaHMsa WU
JOMONHUTENbHOM Nonocoi) HasbiBaeTca In-Profile.

Out-of-Profile: Tpaddmk B pamKax nonutmkm QoS(nosiocbl NPOMNyCcKaHWA WM
JOMNoNHUTENbHOM nonocbl) HasbiBaeTcs Out-of-Profile.

[na BbINONHEHMSs B  nporpamme nporpammHoro QoS HeobxoaMMO paccmoTpeTb
OCHOBHyl0 6a3oByt0 Mogenb. QOS He co34aeT HOBOM MONOCbI B KaHane, HO MOMXKeT
MaKCMMaNbHO MOACTPaMBaTbh KOHQUIypaumio TeKyWMX KaHanbHbIX pecypcoB. [lonHan
peanunsauma QoS AaeT BO3MOMKHOCTb MOJHOCTbIO YNPaBAATb CeTEBbIM TpadUKOM. HuKe, Kak
MOXHO TOYHee, ONMncbIBaeTCsa cam npuHLmMn QoS.

Cneundukauma nepesaym naHHbIX B IP NOKpbiBaeT TONbKO aapecauuio U CepBuUChbI
UCTOYHWKA U MPUEMHMKA U, KOHEYHO, KOPPEKLNIO Nepesayn NakeTos C MOMOLLbIO MPOTOKOI0B
4 yposHa mogenu OS| u Bbiwe, Takux Kak TCP. OgHako, B 60/bWINHCTBE c/iy4aeB npoTokon IP
MCNONb3yeT MaKCMMaNbHO BO3MOMHYIO MPOMNYCKHYD CNOCOBHOCTb BMECTO MeXaHM3Ma
NoAAEePXKKU M 3aLLUNTbI NONOCHI NAKeTHOM nepeaayn. 3T0 NPUMEHUMO ONA TAKUX CEPBMUCOB KakK
nouta u FTP, HO npu yBenunyeHUM nepepayn MynbTUMEAUMHbIX KOMMEPYECKUX OAHHbIX U
3NEKTPOHHbIX BU3HEC-CepBMCOB, METOZ MAKCMMAJIbHOW 3arpy3kuM He MOXKET YyA0BNEeTBOPUTHb
TpeboBaHMA HEOBX0AMMOMN NONOCHI U HU3KUX 3a4EPHKEK.
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basupyacb Ha pasnmyHbix Mmetogax, QoS onpeaenAeTr npuopuTeT ANA  KaXKAOro
BXoAAwWero naketa. KnaccmdmkaumoHHaa nHopmaumna coaepKmTca B 3aronoskax IP naketos
TPeTbero ypoBHs W B 3arosioBKax ¢perimos 802.1Q BToporo yposBHA. QoS obecneumsaeT
OAMHAKOBbIMA CEepPBUC ANA MAKETOB OANHAKOBOrO NMPUOpPMUTETA, B TO BPEMA KaK A1A NAKeTOB C
pasnuyatowmmmca npuopuTeTamm npegnaratoTca pasnuyatowmecs onepauuu.
MapLlpyT1M3aTop WAM nporpamma, noaaepxusatowme cepsuc QoS, moryt obecneumsatb
Pa3/IMYHYO NONOCY Nepeaayn B COOTBETCTBMM C KnaccuduKkaumert NnaketTos, NOMeYaTb NakeTbl B
COOTBETCTBMU C CKOHPUIYpMPOBaAHHBIMM MNONUTUKAMKM, a TaKKe cbpacbiBaTb HeKoTopble
HU3KOMPUMOPUTETHbIE NAKETbI B C/ly4ae neperpyskn noaochl nepesaydm.

KoHdurypauma QoS asnsetca rubkon, 6onee NpocTon UM CNOXKHOW B 3aBUCMMOCTU OT
TOMONOIMWN CETU U YCTPOICTB M rNyBMHbI aHaNM3a Bxogalero/ucxoaawero Tpadumka.

basoBaa mogenb QoS, nNoKasaHHaa Ha pucyHKke 13, coctouTt w3 4 yacTeu:
Knaccudumkauma, MpumeHeHne nonntuk, MomeTka u lMnaHuMpoBaHue, rae Knaccudukauma,
NPUMEHEHNE MOAUTUK U MOMETKM — foc/ienoBaTesbHble AEWCTBMA Ha BXoge, a pabota ¢
oyepeaAamMmn U NaaHUpoBaHMe — aeictena QoS Ha BbIXoAe.

Ingress Egress
- - -
Generate
Internal
Priority Color
Classification > Policing > Remark > Scheduling

Sort the packet traffic Decide whether the traffic Degrade, discard the different Place packets into priority
according to the classification color is single bucket dual color packets, and remark queues according to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields priority and service according
info to internal priority value color according to policing to the queue weight and the
and drop precedence value policy drop precedence

PucyHok 13 — basosaa mogenb QoS

Knaccnomkauyma: knaccuouumpyetr TpaduK B COOTBETCTBMU C KNacCUPUKALMOHHOM
MHPOPMaL e NaKeToB U FeHepupyeT 3HaYeHME BHYTPEHHEro NMPUOPUTETA, OCHOBAaHHOE Ha
KNacCUPUKAUMOHHOM  UHPOopMaumn. [nAa pasAnyHbIX TUMOB MNAKETOB  KaaccuduKaums
obecrneumBaeTca pas3nMdHbIM obpasom. Ha pucyHKe 14 noOKasaHa cxema npouecca
KnaccnpumKaumm.
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MPLS
Packet(*0)

IP packet

Set the packet COS as
the default ingress
COS(*4)

tag packet

A
COS-to-Int-Prio
COS-to-Drop-Prec
conversation according

—¢ to the COS value (*5)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

A
EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

A

Set the packet COS field
equals Int-Prio

Enter the
policing flow

PucyHok 14 — Cxema npougecca Knaccmpumrkaumm

3ameuaHue 1: 3HaueHne CoS paccyMTbIBAaETCA, UCXOAA U3 CBOMCTB MAKETa, M HUKAK He
CBA3AHO CO 3HAaYEHNEM BHYTPEHHErO NPUOPUTETA, NOJIYYEHHbBIM 414 NOTOKa.

3ameuaHune 2: Echm oaHOBpPEMEHHO CKOHUrypuposaHbl nposepka DSCP u CoS, 1o
npuoputet DSCP BaxxHee COS.
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anIMeHeHMG NONNTUK N MOMETKA: Ka)'KAblﬁ NaKkeT B KJ'IaCCM(I)MLI,MpOBaHHOM BXoaAlem
Tpad)vme nony4yaetr 3Ha4YeHune BHYTPEHHENoO NPUOPUTETA U MOXKET QAaziee noaBepratbCA
,D,EVICTBM}O NOZIMTUK N NOMeYaTbCA.

MpuMmeHeHWe NOAUTUK MOXKET BbiTb BbINOSIHEHO Ha MOTOKE AaHHbIX ANA obecneyeHus
pa3/InYHOM NONOCHI MPONYCKAHWUA ANA PA3/IMYHBIX KAaccoB Tpaduka. HasHauyeHHaA nponycKHan
No/IMTUKA MOXKeT ObITb «oAHa Kop3uHa-aBa uBeTa» (single bucket dual color) nan «age
Kop3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npucsanBatoTcs pasnunyHble LBeTa, U
B COOTBETCTBMM C HUMM OH MOXKET cOpacbiBaTbCA MM NPONYCKATbCA. K NponyLweHHbIM NakeTam
NPUMEHAETCA LOeNcTBME MNOMETKM, KOrAa MNaKeTy Ha3HayaeTcs HOBblM, 6onee HU3KUN
BHYTPEHHMI NPUOPUTET A/1A 3aMeHbl CyLLECTBOBABLLEro paHee 60/1ee BbICOKOrO BHYTPEHHETO
npuopwuTeTa. MNpoueccbl perynpoBaHnAa M NOMETKM NOKa3aHbl Ha pUcyHke 15.

e

configure the
palicing policy

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

A v

( Enter scheduling > Izrac():ﬁ)(;use

PucyHoK 15 — Npouecchl perynmpoBaHna 1 NOMeTKU

3ameyaHne 1. BHyTpeHHWI npuopuTeT OyaeT CKPbIT MOoc/ie YCTAaHOBKW. YCTAHOBKa
BHYTPEHHEro NpUopuTeTa, YCTAaHOBAEHHOTO Ha TPaduK C onpeaesieHHbIM LBETOM, NOKPbIBaET
YCTaHOBKY BHYTPEHHEero npmoputeTa Ha TpaduK, He CBA3AHHOIO C LBETOM.

3ameuyaHne 2. C6poC BHYTPEHHEro npuMoOpUTETa MNAKETOB OCYLIECTBAAETCA B
COOTBETCTBMM C KapTol NpeobpasoBaHUA «BHYTPEHHUIA NPUOPUTET - BHYTPEHHWUI NPUOPUTET»
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(IntP-to-IntP). Mpwn KnaccudmKaumm NOTOKa BHYTPEHHMI NpuopuTeT BepeTca oT UCTOYHMKA UK
YCTaHaBAMBAETCA AENCTBUAMM, HE CBA3AHHbBIMM C LLBETOM.

Pabota c oyepeaamu M NAAHUPOBAHME: CYLLECTBYET BHYTPEHHWI NpuopuTeT ANs
NCXOAAWMX MAKETOB, B COOTBETCTBMM C HUM MNAHMPYETCA pacnpefeneHne nakeToB no
oyepesam C PasIMYHbBIM NPUOPUTETOM W NAKeTbl MOCbINAKOTCA B COOTBETCTBUWM C BECOBbIM
npuopuTETOM OYepesmn U npuopuTeTom cbpoca. Ha pucyHKe 16 nokasaHa cxema nJaHWpPOBKM
M yNpaB/ieHnn oyepeasamu.

MPLS packet(*0)

A 4

Remark EXP field
Remark DSCP and L2 COS of the packed
fields of the packets |« according to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

A

Select queue according to
IntPrio-to-Queue mapping

iQueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

\ 4
pack cis
< packets >

PucyHoK 16 — Cxema nnaHUPOBKKU M ynpasaeHUAa odepegamm

2.9.2 MNMpumep HacToponKkn QoS

Heobxoanmo BKAOUYUTL GYHKLMIO QOS U YCTAaHOBUTb Ha NOPTY PEXUM A0BEPUTENBHOTO
CoS 6e3 nsmeHeHua sHavyeHuna DSCP

3Tanbl KOHPUTYPUPOBAHMA ONUCAHbBI HUXKE:
(Config)#tinterface 1/0/2
(Interface 1/0/2)#classofservice trust dotlp
(Config)#tinterface 1/0/2
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(Interface 1/0/3)#classofservice trust ip-dscp
(Interface 1/0/3)#classofservice dotlp-mapping 5 7
(Config)#tclassofservice ip-dscp-mapping af41 4

switch# show classofservice dotlp-mapping 1/0/2
User Priority Traffic Class

N oo o A WO N R O
a uu A W N B O O

switch# show classofservice ip-dscp-mapping

IP DSCP Traffic Class

0(be/cs0) 1

1 1
2 1
3 1
4 1
5 1
6 1
7 1
8(cs1) 0
58 3
59 3

36
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61 3
62 3
63 3

Mpumep KoOHOUTypUpoBaHUA anropntma obpaboTkM ouepesen
(switch) (Interface 1/0/3)#cos-queue strict 6
(switch) (Interface 1/0/3)#cos-queue min-bandwidth0000000

(switch) (Interface 1/0/3)#show interfaces cos-queue 1/0/3

INtEIfaCe. . e, 1/0/3

Interface Shaping Rate..........cccceeennneee 0

Queue ID Min. Bandwidth Scheduler Type Queue Management Type

0 0 Weighted Tail Drop
1 0 Weighted Tail Drop
2 0 Weighted Tail Drop
3 0 Weighted Tail Drop
4 0 Weighted Tail Drop
5 0 Weighted Tail Drop
6 0 Strict Tail Drop

2.10 KoHdurypmposaHue 3epkanmposaHna NopTos

37
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2.10.1 BBepeHue B 3epKanmMpoBaHMe NOpPToB

PyHKUMA  3epKasIMpPoBaHMA BK/IOYaeT B ceba 3epKa/MpoBaHME MNOPTOB W
3epKasnpoBaHMe NOTOKOB. 3epKa/sMpoBaHMe MNOPTOB npeacTasaset coboit aybanposaHue
KafpoB AaHHbIX, MNOCbINaeMbiX/MPUHUMAEMbIX OAHUM MNOPTOM, Ha APYrom nopry.
Oy6nnpoBaHHbIA NOPT — 3TO NOPT-UCTOUYHMK 3epPKaNbHOro NopTa, Ay6AnpyoWwmin ero noptT —
3TO 3epKasibHblM MNOPT (MOPT HasHayeHus). K 3epkasbHOMY NOPTy OObIMHO MNOAKAKOYAOT
aHanusatop npoTokonoB (Hanpumep, Sniffer) wunm cpepctea  moHuTOpMHra RMON,
OCYLLEeCTB/AKOWME MOHUTOPUHT, ANArHOCTUKY W yNpaB/ieHNE CETbIO.

MpY 3epKasMpoBaHUM NOTOKOB NPOrpamma TOYHO KOMMPYET MOAYyYEHHbIE NAKeTbl UK
nepefaBaemble B pamKax MpaBua OT OAHOTO MnopTa K Apyromy. IPPeKTUBHOCTb
3epPKaNIMPOBaHNA MOTOKOB BO3MOXKHA B C/ly4ae 3a4aHUA cneumnanbHbiX Npasu.

B HacToAwee BpemA KaxkAbld Nporpamma MOMKeT YCTaHaBAMBaTb MHOMKECTBO
3EepKaMPOBaHHbIX Ceccuin. YMcno nNOPTOB-UCTOYHUKOB ANA  3€pKaNbHOIO nNopta He
OFPaHMUYEHO, MOXKET UCMONb30BaTbCA KaK OAUH MOPT, TaK U HECKOAbKO. [MopTbl-MCTOYHUKHK
MOTYT NpUHaaneXKaTb Kak ogHoi un Toi e VLAN, Tak n pasHbim VLAN. MNopT HasHavyeHUsa u
NOPTbI-UCTOYHUKN MOTYT NPUHaZNeXaTb pasHbim VLAN.

2.10.2 NMpumep KoHOUTYpaLUKM 3epPKaNMPOBAHUA NOPTOB:
KoHdurypauma cneaywoowan: ona MOHMTOPMHra Ha uHTepdeiice 1/0/1 dpeimbl ¢
AaHHbIMU paccblnatoTca uHTepdeicom 1/0/3 n nonyyatotcs uHtepdeicom 1/0/2.

1) HacTtpowte nHtepdeiic 1/0/1 Kak nHTepdeiic 3epKannpoBaHna MyHKTa Ha3HaYeHUA.
2) Hactpoitte nHtepdeiic 1/0/3 Kak nHTepdeiic Bxogawero notoka u nHtepdeiic 1/0/2

KaK MHTepdenNc ncxoaaLlero noToKa A1 UCTOYHMKA 3ePKaIMPOBaHUA.

LWaru KoHdurypaumm cnegyrowme:
(Config)#monitor session 1 destination interface 1/0/1
(Config)#monitor session 1 source interface 1/0/3

(Config)#monitor session 1 mode

2.11 Kondwurypauna DHCP/ARP Snooping

2.11.1 BeegeHue 8 DHCP/ARP Snooping

DHCP Snooping o3HavaeT, 4To nporpamma HabstogaeT 3a npoueccom npucBoeHus IP
agpecos no npotokony DHCP. 310 npegoTepawaeT noasneHne HeneranbHbix DHCP cepsepos u
DHCP aTaku nyTem HacCTPOMKKU [0BEPEHHbIX U HeaoBepeHHbix noptoB. DHCP coobuieHune ¢
AOBEPEHHbIX NOPTOB NepeaaeTca 6e3 nposepKu. Mpu TMNNYHON KOHOUIYpaLMKN AOBEPEHHbIE
nopTbl mMcnonb3ytTca ana nogakntodveHna DHCP cepsepa wanm DHCP petpaHcnAatopa, a K
Hef0BepeHHbIM NOpPTaM NoAKAYATCA KAneHTbl. C HeoBepeHHbIX NOPTOB Nporpamma byaet
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nepecbinatb Tonbko DHCP 3anpockl, HO He oTBeTbl. EcAn ¢ HefOBEpPEHHOro NopTa NOy4eHo
coobuieHne DHCP oTteTa, nporpamma MNOAHWMET TPEBOTY M NpeanpuMeT onpeaeneHHble
[eNCTBUA C NMOPTOM, COMIACHO HACTPOMKaM, HanpumMep BbIKNHOYEHWE WU CO34aHMe KYepHOW
AbIpbI».

Ecnn BrkntoueHa npueaska DHCP Snooping, nporpamma COXpaHWUT B COOTBETCTBYIOLLEMN
Tabnuue ceasyowyo uHGopmaumio o Kaxgom DHCP KnueHTe ¢ He A0OBepeHHOro nopTa
(skntoyaa MAC agpec, IP agpec, apeHay IP, Homepa VLAN u nopta). Mmes TaKyto MHGopmaumto
DHCP Snooping MOXHO KOMBUHMPOBATb C APYrMMU MOAYNAMM, TaKUMU, KaK dotlx n ARP, nnu
CaMOCTOATE/IbHO Peasin30BaTb KOHTPO/b AOCTyNa No/b30BaTeNnen

2.11.2 Tunosoe npumeHeHne DHCP Snooping

Tunosoe npumeHeHune DHCP  Snooping NnokKasaHo Ha pUCYyHKe 17.
Switch

E1/0/10
~4———STOP

E1/0/11 E1/0/12

DHCP Client DHCPACK DHCP Client
IP:1.1.1.5 IP:1.1.1.6
Mac:AA Mac:BB

Gateway DHCP cepBep

PucyHok 17 — Tunosoe npumeHeHme

Kak nokasaHo Ha pucyHke 17, yctpoiictBo Mac-AA — 06bl4HbIM NoNb30BaTeNb,
NOAK/IOYEHHbIW K HegoBepeHHomy nopTy 1/0/1 nporpammbl, nosayyaeT IP HacTpoiku yepes
DHCP, IP agpec knmeHTa 1.1.1.5. DHCP cepBep u Wwnto3 NOAKAKOUYEHDbI K 4OBEPEHHBIM NOPTam
nporpammbl, 1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3n10yMbilIeHHUK Mac-BB, nogkntoueHHbIn K
HepoBepeHHomy nopty 1/0/1 nporpammbl, nbiTaetca noagenate DHCP cepsep (nocbinas
naketol DHCPACK). ®yHKuma DHCP Snooping Ha nporpamme 3PpdeKTMBHO OOHapyKUT U
6/IOKMPYET TaKOM TUN CETEBOMN aTaKM.

MocnepnoBaTeNIbHOCTb HACTPOMKM:
switch#

switch#config

switch(config)#ip dhcp snooping
switch(config)# ip dhcp snooping vlan 1
switch(config)#ip arp inspection vlan 1

switch(config)#interface ethernet 1/0/11
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switch(Config-If-Ethernet1/1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/1/0/11)# ip arp inspection trust
switch(Config-If-Ethernet1/0/11)#exit

2.12 KondurypmposaHue NTP

2.12.1 BeegeHune B NTP

Mpotokon NTP (Network Time Protocol) BbINONHAET CUHXPOHU3ALMIO XPOHOMETPAXKA B
LAN/WAN ceTax mexay pacnpeaenéHHbiMM cepBepaMm BPEMEHU U KIMEHTAMM C TOYHOCTbIO
00 MUANNCceKyHA. Peannsauma npoToKona onucbisaeTca ctaHgaptom RFC 1305.

Lenbto wucnonb3oBaHuAa npotokona NTP sABnAeTcA COXpaHeHWEe MOCTOAHHOrO
XPOHOMETpParka Ha BCeX CeTeBbiXx YCTpohcTBax Ana obecnedyeHns 3PpPeKTUBHOro
OYHKUMOHUPOBAHMUA Pa3/INYHbIX MPUNOMNKEHWUIN, MUCMONb3YIOWNX TOYHYO CUHXPOHU3ALNIO
BPEMEHMU.

2.12.2 Mpumep ucnonb3osaHma NTP

KNneHTcKas nporpamma CUHXPOHM3MPYET BPemsA C CETEBbIM CEPBEPOM BPEMEHM,
KOTOPbIX B JIOKaZIbHOW CeTU HaxoauTcsa asoe. OAMH cepBep BPEMEHM UCMOb3YETCA B KayecTse
XOCTa, AOPYrol HaxoauTca B pexume oOXuaaHua. Ha pucyHke 18 nokasaH npouecc
CUHXPOHU3aLMM NPOTrPaMMbl.

. IP:192.168.1.11

- — MNetwork
\/—P
Switch A IP:192.168.1.12

<@~  =5Switch C

IP:192.168.2.12

Switch E~

\/.
IP:192.168.2.11

PucyHok 18 — lMpouecc CMHXPOHM3ALUM NPOrpammbl

LWarn KoHpUrypaumm cneayowme:
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(Switch) (Config)#sntp client mode unicast
(Switch) (Config)#sntp server 192.168.1.12

(Switch) (Config)#clock timezone 3 minutes 0

2.13 Kondurypuposanue SYSLOG

2.13.1 BeepgeHune B SYSLOG

CuctemHble cooblieHns obecneymBaloT ynpaBAsemMblit BbiBOg, Haumbosnee BaXKHOWM
nHPopMaLMmM, KoTopas MOXKeT 6biTb 3PDEeKTUBHO OTOUALTPOBAHA 3a CYET MCMOJIb30BAHMA
Pa3BUTbIX CPeACTB Knaccudukaumm mHpopmauuu. B coyeTaHMM C NpoOrpammont OTNALKM,
BbIBOA, CUCTEMHbIX COObOLEHW obecneymBaeT ANa aAMMHUCTPATOPOB M paspaboTumkos
BCECTOPOHHIO NOAAEPKKY MO MOHUTOPUHIY M ANArHOCTUKe npobaem B ceTu.

BbIBOA CMCTEMHbIX COODLLEHMI MPOrPaMMbl NO3BOIAET:

— nepepaBaTb CUCTEMHbIE COOBLLEHMA MO YeTbipeM HamnpaBAEHMAM: Ha KOHCO/b,
TepmuHan Telnet, Dumb-TepmuHan (moHuTop), logbuf 1 loghost;

— pa3gensatb MHGOPMALMIO CUCTEMHbBIX COOBLLLEHNI B 3aBUCMMOCTM OT €€ 3HAYMMOCTU
Ha YeTblpe YPOBHA U OCYLLECTBAATb GUNbTPALMIO MHPOPMALMM MO YPOBHAM;

— CTPYKTYpMpPOBaTb MHPOPMALMIO CUCTEMHBIX COOBLLEHUI MO PA3INYHBIM MOAYNSAM-
NCTOYHMKAM M OCYLLECTBAATb GUNbTPaLMIO MHGOPMALMK NO MOAY/IAM.

B HacToAlee BpeMa CUCTEMHbIE COODLEHNA NPOrpamMmmaa MOXKHO BbIBOAWUTb MO MNATU
HanpaB/ieHUAM (NOTMYECKUM KaHanam):

— Ha /IoKaNbHY KoHCoNb Yepes nopT Console;

— Ha yAaneHHblr TepmuHan Telnet wam Dumb-TepmuHan, uvcnonbsyemble Ana
yOaNeHHOW 3KCcnnyaTaummn n obenyKnsaHms;

— Ha 3aKpenieHHbIn bydep oTyeToB UM B BydepHyro NamaATb NPOrpammbl, pasmep
KOTOPOI AOCTaToOUYEeH ANs XpPaHEHUA MHGOPMaLMU CUCTEMHbBIX COOBLLLEHUNA.

— Ha CKOHPUTYPUPOBAHHbIN XOCT cUCTEMHbIX coobuleHnit (loghost). Cuctema co3paHus
CUCTEMHbIX COObLLEHMN ByAeT HanpAMylo OTMNPaBAATb CUCTEMHbIe coobuleHns Ha loghost n
COXPaHATb UX HA 3TOM XOcCTe B BMAe daina, 3 KOTOPOro no TpeboBaHUIO MHGOPMALMA MOXKET
6bITb M3BNEYEHA A1 MPOCMOTPA.

2.13.2 NMpuMmep HACTPOMKM BbIBOAA CUCTEMHbIX COOOLLEHMA HA yaaneHHbIn SYSLOG

cepsep

Myctb npu ynpasneHnn VLAN IPv4-agpec nporpammbl paseH 100.100.100.5, a IPv4-
agpec yaaneHHoro cepeepa cUCTeMHbIX coobuweHnin paseH 100.100.100.1. TpebyeTcs nocnatb
CUCTEMHble COObLWEHMA Ha 3TOT CcepBep M COXPaHUTb UX B 060pPy[0BaHMN 3aNNUCK CUCTEMHbIX
coobLEeHUN.
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switch(config)# logging syslog
switch(config)# logging host "100.100.100.1" ipv4 514 info
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2.14 KOHOUT'YPUPOBAHUE ACL

2.14.1 Beenenue B ACL

Cnucku ynpasnenua goctynom ACL (Access Control List) — 3To mexaHM3M ¢uabTpaumm
MakeToB, MWCMO/Ib3yeMbIA NPOrpaMMON [NA  YNpaBAeHUA CeTeBbIM TpadMKOM MyTem
pa3peleHna UAun 3anpeTa NPOXOXKAEHUA ero Yyepes NporpaMmma, YTo 3Ha4yMTe/IbHO NOBbIWAET
6e3onacHocTb ceTu. [lonb3oBaTenb MOXKET 3a4aTb Habop npasBun 06paboOTKM nakeTos,
HECYLMX TY MM MHYK KOHKPETHYI MHPOpMaLMIo, B KaXKAOM MpaBu/e yKasaHbl onepauuu
(paspewnTb MAM 3aNpeTUTb NPOXOXKAEHNE MaKeTa), KOTopble HeOHXOAMMO NPUMEHUTb, eCNU
06HapyXeHOo, YTO NaKeT COAEPKUT COOTBETCTBYHOWY UHbOpMaumio. Monb3oBaTeslb MOXKET
NPUMEHATb 3TW MpaBUaa K BXOSAWMM M UCXOAALLMM MOTOKAM MOPTOB, MPW 3TOM MOTOKM
OAHHbIX COOTBETCTBYIOLMX HANpaBAeHW B 3aZaHHOM nopTy O6yayT yAoBNeTBOPATb
Ha3HavyeHHbIM Ana HMUX npasunam ACL.

Cnu1coK AocTyna — 3To Nocaea0BaTeIbHOCTb YC/I0BUIA, COOTBETCTBYIOLLMX KOHKPETHOMY
npasuny. Kaxpgoe npaBuao COAEPXUT PUABLTPYIOLWYD WMHPOPMAUMIO U BbINOJAHAEMYHO
onepauuto. MHPopmauma npasuna npeacrasnser cobon KOMOMHaUMIO YCNOBUIA BO3AENCTBUA,
Hanpumep, IP-agpeca UCTOYHMKA U Ha3HaveHunA, Homep IP-npoTokona n TCP nopTta. Cnuckm
A0CTYNa MOryT 6bITb KNaccUPULMPOBAHbI MO CAeAyOWUM KPUTEPUAM:

Kputepuint Ha ocHoBe dunbTpyowen nHpopmaummn: Cnncok aoctyna no IP-agpecam
(nHbopmaumsa ypoBHa 3 M 6oJsiee BbICOKMX YpPOBHEM), cnncok goctyna no MAC-agpecam
(nHbopmaums ypoBHsA 2), cnmucok goctyna Ha ocHose MAC- IP- agpecos (ypoBHU 2 uan 3, ninbo
6onee BbICOKME YPOBHM).

KpuTepuit CnoXHOCTM HACTPOWMKM: CTAHZAPTHAA, pPacCWMpPEeHHasa HacTponka. [pu
paclMpeHHON HacTpoliKke NnpumeHsaeTca bonee cneundumyeckas dunbTpytowan nHdopmaums.

KpuTepuit Ha oCHOBE HOMEHKANATYpPbI: 10 HOMepam, MO UMEHaM.

B coaepxaHmnm CnnCKa A0CTyna A0/1KHbI 6bITb OTpa*XeHbl TPU aCNEKTa, NepevyncineHHbIe
BblLlLE.

MmeeTca Bcero ase onepaumm CNUMCKOB A0CTyna (OHM e ABNAKTCA onepauusamu,
Ha3Ha4YeHHbIMM MO YMOJIYaHUI): “permit” (paspewnts) n “deny” (3anpetutb). MpumeHaAOTCS
cneayouwme npaBuna:

CnucoK A0CTyna MOMET COAEpPaTb HECKONbKO npasua. Mpu GunbTpaumm nakeTbl
NPOBEPAIOTCA HA COOTBETCTBME YCNOBMAM NpPABWA, HAuMHAA C nepBoro. Ecnnm npu nposepke
onpefeneHHOro  npasuaa  AOCTUrAaeTcA  COOTBETCTBME,  OCTa/ibHble  NpaBuaa  He
06pabaTbiBatOTCA, OHN UTHOPUPYIOTCA.

Onepauun, onpeaeneHHble rnobanbHO, MPUMEHAIOTCA B NOPTaX TO/MbKO K BXOAALLMUM |P-

naketam. [na |P-nakeToB, He ABAAIOLWMXCA BXOOAWMMM, a TaKKe [ANA BCEX MCXOAALLUX
NnakeToB, onepaumen, Ha3HaYeHHOM No YyMo4YaHuio, senseTca “permit”.
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2.14.2 Tlpumeps! koHpurypupoanust ACL

Monb3oBaTenb npeabvaBaAeT cneaywolwme TpeboBaHWA K KOHPUIYpPUPOBAHWMIO: MOPT
1/10 nporpammbl npucoeamHeH K cermenty 10.0.0.0/24, wvcnonb3soBaHue FTP-npoTokona
HeXXenaTenbHo.

LWaru KoHdurypaumm cnegytowme:

1) Co3aaTb COOTBETCTBYOWMI CNMCOK aoctyna ACL.
2) Hactpoutb pyHKLUMIO PUNLTPALUM NAKETOB.
3) NpuBAasaTb cnucok goctyna ACL K nopry.

Mprmepbl HACTPOMKM:

3anpetuTb nepegady FTP nakeTos npuHMMaemMsbix Ha nopT 1/0/2

(Switch) (Config)#ip access-1list ftp

(Switch) (Config-ipv4d-acl)#deny tcp any eq ftp any
(Switch) (Config-ipvéd-acl)#exit

(Switch) (Config)#interface 1/0/2

(Switch) (Interface 1/0/2)#ip access-group ftp in 1
(Switch) (Interface 1/0/2) #exit

3anpetTuTb nepegady nbbIX NAKeTOB C aApecom MCTodHMKa 00:11:22:33:00:01
npuMHMMaembIx Ha nopT 1/0/1

(Switch) (Config)#mac access-list extended src mac

(Switch) (Config-mac-access-1list) #deny 00:11:22:33:00:01
00:00:00:00:00:00 any

(Switch) (Config-mac-access-1list) #permit any any

(Switch) (Config-mac-access-1list) #exit

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#mac access-group src mac in 1

(Switch) (Interface 1/0/1) #exit

3anpeTuTb nepegady naketos ¢ IP agpecom HasHaveHuAa 10.1.1.10 npuHMMaembIxX Ha
nopt 1/0/10

(Switch) (Config)#ip access-list dest ip

(Switch) (Config-ipvéd-acl)#deny ip any host 10.1.1.10

(Switch) (Config-ipvéd-acl) #fpermit ip any any

(Switch) (Config-ipvéd-acl) #fexit

(Switch) (Config)#interface 1/0/10
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(Switch) (Interface 1/0/10)#ip access-group dest ip in 1
(Switch) (Interface 1/0/10) #exit

1. YNIPABNEHUE NPOrPAMMOW

1.1. BapuaHTbl ynpassieHusa

[na ynpaBneHua HeobxoAMMO HacTpouTb nporpammy. [porpamma obecrneumBaeTt ABa
BapuWaHTa ynpasaeHus: BHenosiocHoe (out-of-band) nnu BHyTpnnonocHoe (in-band).

3.1.1 BHenonocHoe ynpasaeHue

BHenosnocHoe ynpasneHve — 3TO ynpaB/ieHWe Yyepes KOHCObHbIM MHTepdeic. BHenonocHoe
ynpaB/iieHne, B OCHOBHOM WCNO/Ib3YeTCs A/1A Haya/NbHOro KOHOUIypuMpoBaHMA MPOrpammbl,
NMbo Korga BHYTPWUMONOCHOE ynpasieHue HeZoCTynHo. Hanpumep, nonb3oBaTesNb MOXKET
yepes KOHCO/bHbIM NOPT NPUCBOUTL Nporpamme IP-aapec ansa goctyna no Telnet.

Mpoueaypa ynpaBaeHUa NPOrpaMmmoi Yepes KOHCO/IbHbIN MHTepdENC, ONnCcaHa HUKe:

War 1: MogKnouMTb NEpPCOHasbHbIA KOMMbIOTEP K KOHCO/NbHOMY (CepuiHomy) nopTy
nporpammbl.

MNogkntoyeHue MK K KOHCO/IbHOMY MOPTY NPOrpaMmmbl NOKA3aHO Ha pucyHKe 19.

MNopgkntoveHmne K
CepuiiHOMY NOpPTY

PucyHok 19 — lNMoakntoveHue MK K KOHCONbHOMY NOPTY NPOrPaMMbl

Kak nokasaHo Bbiwe, cepuitHbli nopT (RS-232) noakatouyeH K nporpamme yepes CepuiiHbIN
Kabenb. B Tabnnue 2 yKasaHbl BCe YCTPONCTBA, UCNONb3YIOWMIACS B MOAKAHOYEHUN.

Tabnnua 2 — YcTpoMnCcTBa, MCNONb3YIOWMECA B MOAKIOYEHUN
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LWar 2: BkntovyeHne 1 HacTpolika HyperTerminal.

46

Mocne ycTaHOBKM coeamHeHus, 3anyctute HyperTerminal, Bxoaawmii 8 kKomnaekt Windows.
Mpumep, NpuBeaeHHbIN Aanee, ocHoBaH Ha HyperTerminal Bxoaawmii B komnaekT Windows

XP.

Ha3ssaHue ycTponcTea OnucaHune
MepcoHanbHbIN MmeeT OYHKUMOHANbHY KnaBuaTypy M nopt RS-232, c
kKomnbtoTep (PC) YCTaHOBNEHHbIM 3MYyNATOPOM TepmMuHana, TaKUm KaK

HyperTerminal, eBxogawmit 8 komnnekt Windows 9x/NT/2000/XP.

Kabenb cepuinHoro | OAnH KoHel, NoAKAYaeTCa K cepunHomy nopTy RS-232, a apyrom K
nopra NopTYy KOHCONN.

Mporpamma Tpebyetca paboTatowmMin KOHCOJIbHbIN MOPT.

1) Haxkmute «Myck» (Start menu) — Bce nporpammbl (All Programs) — CraHaapTHble

(Accessories) — CBasb (Communication) — HyperTerminal.

Ha pucyHke 20 nokasaH 3anyck HyperTerminal.

% windows Update
| @ Buifiop nporpar N ymonuaHo

‘ 5 Karanor Windows

@ 2ruc »
@ 7-zp »
|| @ colasoft Packet Builder 1.0 >

7 Filezila FTP Client »
) Foxit POF Editor »
[ Foxit Reader >
[ Kiwi Enterprises » R
[ K-Lite Codec Pack » | E) Coywebhee
I Microsoft Office » | @) Cneuvanshsie sosmoxHocTH
(@) Nero I Y Paint
(7 QuickTime » | 4 wordrad

,e YnTepHer @ YideoLAN » |l ) AapecHan khura

\ Internet Explorer @) vMware » || & Bnokmor

“| 3neKTpoHHas nouTa ‘fﬂ WinDjView | & 3nakomcTeo ¢ Windows XP
J Microsoft Office Outlook] @ Windows Live ¥ g .
@ MpovrpeisaTess Windo [ winPcap > KoMaHAHaRA cTpoKa
Media @ WinRAR » |} @) MacTep COBMECTHMOCTH NPOrpath

[ @ SHaKOMCTBO ¢ Windows @ ABTO3arpYysKa » C-_ MoAKNKYEHHE K yAaneHHoMy pabodemy cTony
@ vrpoi » || |5 MposoaHnk

ﬂ r:;;sep;;eoienoca taving f@ CranaapTHee @ CHHXPOHU3AUMA
BN Adobe Reader %
@ Internet Explorer
@ Windows Movie Maker
47 Windows Search
Bl wireshark
@ MNpowrpeisatent Windows Media

Bce nporpanmbl B ‘ 1o YAGNEHHBIA NOMOWHHK
@an-::-:m w3 crcTensl | (D) | Beiknroverie

PucyHok 20 — 3anyck HyperTerminal

2 MacTep 6ecnpoBoAHON ceTh

<a
% MacTep HacTporik ceTH
[5] Macrep Hoebix noakAkUEHHii

Q CeTeBble NOAKNHOHEHNA
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2) Habepute nma ana 3anyweHHoro HyperTerminal, Hanpumep «Switch».

Mdddbabiin

Ha pucyHKe 21 nokasaH 3anyck HyperTerminal.

3) B Bbinagatowem meHio «lMoakntoveHue» BblbepuTe, CEPUMHbIN nopT RS-232 KoTopbiit
nucnonbsyetca PC, Hanpumep, COM1 n Haxkmute «OK»

HyperTerminal.

4) HactpoiTe cBoinctea COM1 cneayowmm obpasom: Bbibepute ckopoctb «115200» ana
«Baud rate» ; «8» ana» Data bits» ; «none» ana «Parity checksum» ; «1» gna «stop bit» ;
«none» ana «traffic control» ; nan Bbl moxeTe HaxkaTb» Restore default» , a nocne HaxaTb

«OK» .

Onucanue nogxawye HUA

% Hosoe nogknioveHme

Beeaure HasBaHWe NOAK AOYEHWA U Bblﬁepm‘e ANA HErO SHAYOK!

HissaHue:
| Switch 1

3HayoK:

[ 0K ] [ OtmeHa J

PucyHok 21— 3anyck HyperTerminal

[MoaxnwueHue @

% Switch

Beeaure cBeaeHUA 0 TENedOHHOM HOMEpE:

CTpaHa UM peruoH:

Koa ropoaa: |¥ :
Homep TenedoHa: [ |
Mogknioyarbea Yepes: §COM1 VT\

[ oK ][ OTmexa ]

PucyHok 22 — 3anyck HyperTerminal

47

. Ha pucyHKke 22 nokasaH 3anyck
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Ha pucyHKe 23 — nokasaH HyperTerminal.

CroycrTea: COM1

MapameTpel nopTa |

CropocTs [Bur/c)( | 1i52go bl

: :
Burbl aaHHe: | 8 v |
R ~ el

YetHocte: | Her v |

| ]

Cronoebie Guter |1 v |

UI‘ID&BJ’I&HM& NOTOKON

[ BoccraHoeuTe YMON4aHUA J

[ DK ] [ OtmeHa ] [ ﬂpumeHmb]

PucyHok 23 — HyperTerminal
LWar 3: Bbi3oB KomaHAHoro nHtepdetiica (CLI) nporpammbl.

Bkiounte nporpammy, nocne Yero cieayroume coobuieHma noasaTca B okHe HyperTerminal —
3TO peXMM KOHOUTypaLummn Ana NporpaMmmel.

Switch>

Tenepb MOXHO BBOAWTb KOMaHAbl YNPaBAeHUsA NporpaMmmoit. [leTanbHoe onuMcaHMe KOMaHzg
NpMBEAEHO B NOCAEAYHOLWMX I1aBax.

3.1.2 BHyTpunonocHoe ynpassieHue

BHyTpunonocHoe ynpasieHne OTHOCUTCA K YNPaBAeHMIO NOCPeACTBOM AOCTYMNa K nporpamme ¢
ucnonb3zoBaHnem Telnet, unm HTTP, a Takxke SNMP. BHYTpUNOJIOCHOE yrpaB/ieHWe BK/OYaeT
YHKUMM ynpaBieHUsa Nporpammbl /11 HEKOTOPbIX YCTPOMCTB, MOAKAIOUYEHHbIX K HEMY. B Tex
CNny4yanx, Korga BHYTPMMNOOCHOE ynpaB/aeHUe U3-3a U3IMEHEHUIN, CAENAHHbIX B KOHPUIypaumm
nporpammbl, paboTtaeT co cboAMM, A5 YyNPaBAEHUA U KOHPUTYPUPOBAHUA NPOrPamMMbl MOXKHO
MCMNONb30BaTb BHEMOJ/IOCHOE yNpaBaeHue.

3.1.2.1 YnpasneHue no Telnet/SSH

YT06b! YyNpaBaaTb nporpammoit no Telnet/SSH, 40MKHbI BbINOAHATLCA CAeAYIOLINE YCNOBUA:
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1) Nporpamma AonxeH umeTb cCKoHdUrypupoBaHHbIn IPv4/IPv6 agpec;

2) IP appec xocta (Telnet/SSH KnueHT) u VLAN wuHTepdeic nporpammbl AONXKHbI UMETb
IPv4/IPv6 agpeca B O4HOM CErMEHTE ceTu;

3) Ecnn BTOpPOM NYHKT He MOeT ObiTb BbiNosiHeH, Telnet/SSH KauveHT ponxeH 6biTb
noakntoueH K IPv4/IPv6 agpecy nporpammsi C APYrMx YCTPOMCTB, TaKUX Kak MapLUpyTM3aTop.

Mocnepyowme warn onucbiBatoT noakntodeHune Telnet/SSH knveHTa K uHTepdeicy VLAN1
nporpammbl nocpeactsom Telnet/SSH (npumep agpeca IPv4).

Ha pucyHKe 24 nokasaHo ynpasaeHue nporpammoii no Telnet/SSH.

MNopgkntoveHne
yepes kabenb

PucyHok 24 — YnpasneHue nporpammoli no Telnet/SSH

lWar 1: Hactpoiika IP agpecoB ans nporpammbl M 3anyck ¢yHKumm Telnet/SSH Server B
nporpamme:

— nepBbIM AefioOM MAeT HacTpoihka IP agpeca xocta. OH [o/iXKeH OblTb B TOM Ke
cermeHTe ceTu, 4To U IP agpec VLAN1 nHTepdeiica nporpammel. MNpeanonoxkmm yto IP agpec
nutepdeinca VLAN1 nporpammbl 10.1.128.251/24. Torpga IP agpec XocTa MOMKeT 6biTb
10.1.128.252/24. C nomouwpto KomaHAabl «ping 10.1.128.251» MOXHO NPOBEpPUTb AOCTYMHa
NpPOrpamma Uau HerT;

— KoMaHabl HacTpoilku IP agpeca gna uHtepdeica VLAN1 ykasaHbl Huxke. Mepepn,
NpPUMeHeHNeM BHYTPUMOJIOCHOTO ynpasaeHua IP-agpec nporpammbl A0MKEH ObITb HACTPOEH
nocpeacTBOM BHEMNOJIOCHOFO ynpasaeHuA (Hanpumep, 4Yepe3s nopt Console). KomaHabl
KOHOUIypMpoBaHMA Caeaylolime (Janee CUYMTAETCA, UYTO BCe MPUMNAWEHUA peXxuma
KOHOUIYpPUPOBAHUA NPOrPamMmMbl HAYMHAOTCA CO CNoBa «switch» , ecnm oTAeNbHO He yKa3aHo
WMHOTrO):

Switch>
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Switch>enable
Switch#vlan database
Switch (Vlan)#vlan routing 1
Switch (Vlan)#exi
Switch #configure
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0

Ona aktmBaumm dyHKumK Telnet/SSH cepBepa nonb3oBaTenb LOMKEH BKAOYUTL €€,
KaK MOKa3aHo HUXKe:

Switch>enable
Switch# ip telnet server enable
Switch# ip telnet port 23
Switch# show telnetcon
Remote Connection Login Timeout (minutes)...... 5

Maximum Number of Remote Connection Sessions... 4

Allow New Telnet SessionsS......cccceeveeuenn.e. Yes
Telnet Server Admin Mode........cccceeveeunn... Disable
Telnet Server POrt......ceeveeeeeeeeeennnn. 23

(switch) (Config)#crypto key generate rsa
(switch) (Config)#crypto key generate dsa
(switch) (Config)#exit

(switch) #ip ssh server enable

LWar 2: 3anyck nporpammsl Telnet Client

Heobxogmmo 3anyctutb nporpammy Telnet kKnneHnt B8 Windows ¢ ykasaHnem agpeca xocTta. Ha
pucyHKe 25 nokasaH 3anyck nporpammbl Telnet knneHT B8 Windows.
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Run @

= Type the name of a program, folder, document, or
: Internet resource, and Windows will open it For you.

Open: | telnet 10.1.128.251] v

[ OK ][ Cancel ][ Browse. .. ]

PucyHok 25 — 3anyck nporpammbl Telnet kaveHT B Windows.

LWar 3: Nony4ynTb AOCTYN K Nporpamme.

Onsa Toro yto 6bl MOAYYUTbL AOCTYN K KOHUrypaumm yepes nHtepodeinc Telnet Heobxoanmo
BBECTU A0CTOBepPHbIN nornH (login) n naponb (password). B npoTMBHOM cny4Yae B AocTyne
6yaeT 0TKa3aHo. ITOT MeToZ NomoraeT nsberkaTb HEaBTOPM30BAHHOTO MNOJlYYEHUA AOCTyna.

[na poctyna B NpMBEANrepoBaHHbIN PeXKMM HeobXoa4MMO 3a4aTb YPOBEHb Npusuaernin 15.

[onyctm, aBTOPM30BaHHbLIM NO/Mb30BaTENb MMeEeT MMA «test» M naponb «test» , Toraa
npoueaypa 3ag4aHua UMeHU 1 napona Ana goctyna no Telnet:

Switch>enable

Switch#config
Switch#fusername test level 15 password
Enter new password:****

Confirm new password:****

MNocne BBOAA WMEHM M napona Ans wuHTepdeiica KoHpurypuposaHua Telnet,
nosb3oBaTe/ib CMOMET Bbl3BaTb KOMaHAHbIN WHTepdeic CLI HacTpoikm nporpammbl.
KomaHapl, ucnonb3yemble B KomMaHaHOM uHTepdence Telnet CLI, KoTopble cTaHoBATCA
AOCTYyNHbI NOCNe BBOAA MMEHM W MNAPOAA — TE Ke CaMble, YTO U B KOHCO/IbHOM UHTepddelice.
Ha pucyHKe 26 nokasaHa HacTpoiKa Telnet nntepdeiica.
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o CAWINNT\ system32\telnet.exe
login:test

password :3eeee

SWITCH>

PucyHok 26 — HacTpoliika Telnet nHtepdeica

3.1.2.2 YnpasneHue yepes HTTP

Ytobbl ynpaBnsatb nporpammoit uyepes Web-uHtepdenc [0mKHbI  ObiTb  BbIMOJIHEHDI
cneaytolime ycioBus:

1) Nporpamma goKeH UMeTb CKOHUrypupoBaHHbIl IPv4/IPv6 aapec.

2) IP aapec xocta (HTTP knueHT) u VLAN nHTepdeiic nporpammsbl, A0NXKHbI nmeTb IPv4/IPv6
agpeca B O4HOM CETMEHTE CeTu.

3) Eciv BTOPOM NMYHKT HE MOXKET 6biTb BbiNoAHEH, HTTP KAMEHT Ao/mKeH ObiTb MOAKMOYEH K
IPv4/IPv6 agpecy nporpammsi C APYrnx YCTPOWCTB, TaKMUX, KaK MapLipyTU3aTop.

Kak 1 B ynpaBneHun nporpammoiri yepes Telnet, Kak TonbKo yaaeTca ping/ping6 xocTta K
IPv4/IPv6 apgpecam nporpammbl M BBOAWUTCA MPaBUAbHbLIA IOTMH U Mapo/b, BO3MOXHO
NoAYy4YnTb A0CTYN K nporpamme yepes HTTP. Huxke onmncaH cnocob HacTpomKu:

LLar 1: Hactpoiika IP aapecos ansa nporpammsbi 1 3anyck ¢pyHKuum HTTP cepsepa.

O HacTpoiike IP-agpeca Nnporpammbl C MOMOLLbIO BHEMNOOCHOTO YNPaBAeHUA, CMOTPU r/1aBy O
HacTpoiike Telnet ynpaBneHus.

Lar 2: 3anyck Web-6pay3epa Ha xocTe.

Heobxogmmo oTKpbiTb Web-6pay3sep Ha xocte u BBecTu IP agpec nporpammbl, Wau
HenocpeacTBeHHo 3anyctuTb HTTP npotokon B Windows. Ha pucyHke 27 nokasaH 3anyck HTTP
npoTtokona c IP agpecom nporpammsbl «10.1.128.251».
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= Type the name of a program, folder, document, or
Internet resource, and WWindows will open it for wou,

Open: | W |

[ Ok H Cancel H Erowse. .. ]

PucyHok 27 —3anyck HTTP npoToKona

Mpu obpaweHnn nporpammsl ¢ IPv6 agpeca pekomeHayeTca Mcnosib3oBaTb 6paysep Firefox
Bepcuu 1.5 nnm nosagHee. Hanpumep, ecnmn agpec nporpammsl 3ffe:506:1:2::3. Beegute agpec
IPv6 nporpammbl http:// [3ffe: 506:1:2:: 3], agpec 0bA3aTeNbHO A0/KEH BbITb 3aKNOYEH B
KBaZpaTHble CKOOKM.

LWar 3: NMonyyeHne goctyna K nporpamme.

Ona TOoro 4ytobbl NONYy4YMTb AOCTYN KOHdMUrypauum ¢ ucrnonb3osaHuem WEB uHTepdeiica,
HeobxoaMmo BBECTU A0cToBepHbIN norvH (login) n naponb (password), B NpOTUBHOM Cayyae
6yaeT 0TKasaHo B A0CTyne. 3TOT MeToA, NoMoraeT u3bexaTb HeaBTOPU30BAHHOIO A0CTyNa.

[nAa poctyna B NPUBEAUTEPOBAHHBIN PEXMM HEOOXO4MMO 3a4aTb YPOBEHb MNPUBUIETUI
15.[lonycTtMm, aBTOPU30BAHHbIN NOAb30BaTeNb MMeeT UMA «admin» 1 naponb «admin» , Toraa
npoueaypa HaCTPOMKN cneaytowlasn:

Switch>enable

Switch#config
Switch#fusername admin level 15 password
Enter new password:******

Confirm new password:****#**

Web nHTepdeiic Bxoga nokasaH Ha pUcyHKe 28.
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Beegute AOCTOBEPHbIE MMA NOJIb30BATENA N NAPOJIb, 3aTEM Bbl NONageTe B rNMaBHOE MEHIO

HacTpoiikn Web nHtepdeica.

Web nHtepdeic HacTponKM nopTa NOKasaH Ha pUcyHKe 29.

Edit Port Configuration

Interface

Admin Mode
Physical Mode

STP Mode

LACP Mode

Link Trap

Maximum Frame Size

Broadcast Storm Recovery Level
Multicast Storm Recovery Level

Unicast Storm Recovery Level

1/0/2

*®' Disable Enable

Auto Negotiate v
Disable '® Enable
Disable '® Enable
Disable '® Enable

1518 (1518 to 9216)

*® Disable Enable 5
! Disable Enable |5
® Disable Enable 5

© %
%
° %

pps
pps
pps

None
None

None

Submit

Cancel

PucyHok 29 — Web nHtepdeiic HacTpoiKkn nopTa
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3.1.3 NMpumep KOHOUIypUpoBaHMA ayTeHTUPUKALUMM U aABTOPM3ALUM

Aoctyna

ynpasaeHmo ¢ NCNOJ1Ib30BaHUEM LI,eHTpaﬂM3OBaHHOl7I N NOKanbHOM 6a3bl.

(Switch) #enable password

Enter old password:

Enter new password:******

Confirm new password:******

(Switch) #configure

(Switch) (Config)#username admin level 15 password

Enter new password:*****

Confirm new password:*****

(Switch) (Config)#username user level 1 password

Enter new password:****

Confirm new password:****

(Switch) (Config)#radius server host auth 10.1.1.10

(Switch) (Config)#radius server key auth 10.1.1.10

Enter secret (64 characters max):*****

Re-enter secret:*****

(Switch) (Config)#aaa authorization exec default radius local
(Switch) (Config)#aaa authentication login default radius local
(Switch) (Config)#aaa authentication enable default radius enable
(Switch) (Config)#taaa authentication login "networkList" radius local
(Switch) (Config)#show authentication methods

Login Authentication Method Lists

defaultList : radius local
networkList : radius local

Enable Authentication Method Lists

enablelList : radius enable

55

MpumeyaHune: NPy HaCTPOMKe NPOrpaMMbl UMA NPOrPAMMbI MULLETCA AHTNMCKMMK ByKBamMu.

K
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enableNetList  : enable deny
Line Login Method List Enable Method List

Console defaultList enablelList
Telnet networkList enablelist

SSH  networkList enablelList

HTTPS :local
HTTP :local
DOT1X

(Switch) (Config)#show authorization methods

Command Authorization Method Lists

dfltCmdAuthList . nhone
Line Command Method List

Console dfltCmdAuthList
Telnet dfltCmdAuthList

SSH dfltCmdAuthList

Exec Authorization Method Lists

dfltExecAuthlList :  radius local
Line Exec Method List

Console dfltExecAuthlList
Telnet dfltExecAuthList
SSH dfltExecAuthlList

mnmuhu%

56
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o3y
no
ACL
ARP
ASN.1
BPDU

CL

CoS
DHCP
EPROM

ID
IEEE

IPv4
IPv6
ISO

LACP

FTP
TFTP

HTTP
IGMP
MAC

OBO3HAYEHNA N COKPAILIIEHA

onepaTMBHOE 3aNOMMHAtOLLEE YCTPOMUCTBO

nporpammHoe obecneyeHne

Access Control List (cnucoKk KoHTpona agoctyna)

Address Resolution Protocol (npoToKkon paspeleHns aapecos)

Abstract Syntax Notation One (A3bIK g5 onMcaHnA abCTPaKTHOIO CUHTAKCUCA AaHHbIX)

Bridge Protocol Data Unit (dpeiim npoTokona ynpasieHua ceTeBbiMn mocTamu, |[EEE
802.1d)

Command Line Interface (MHCTpyKunii BBOAa-BbIBOAA)
Class of Service (cnocob ynpasneHus TpadpmKkom)
Dynamic Host Configuration Protocol (npoTokon guHamuyeckon KoHUrypauum xocrta)

Erasable Programmable Read Only Memory (Knacc nonynpoBoAHMKOBbIX 3aMOMMHAOLLNX
YCTPOWCTB ANs 3anucn nHdopmaumnn)

NpoeHTudumkaTop

Institute of Electrical and Electronics Engineers (MHCTUTYT MHXXeHEPOB NO 3NEKTPOTEXHUKE
N 3NIEKTPOHUKe)

Internet Protocol (npoTtokon UHTepHeT)
Internet Protocol version 4 (4eTBépTan Bepcua MHTepHET npoTokona (IP))
Internet Protocol version 6 (wectas Bepcua MHTepHeT npoTokona (IP))

International Organization for Standardization (merkayHapogHasa opraHM3auma n o
CTaHAapTU3aLmn)

Link Aggregation Control Protocol (npoTokon ana o6beanHeHUA HECKOIbKUX GU3NYECKUX
KaHanoB B O4MH NOTMYECKUI)

File Transfer Protocol (npoTtokon nepegauu dainos)

Trivial File Transfer Protocol (npocTtoli npoTokon nepegayn ¢annos Ana nepBoHa4vanbHoOM
3arpysKkun 6e3amncKkoBbIX paboynx cTaHumin)

HyperText Transfer Protocol (npoTokon nepegaun runepTeKkcToBbix ¢panios)
Internet Group Management Protocol (merkceTeBoit NpOTOKOAN yNpaBAeHWA rpynnamm)

Media access control (maHgaTHOe ynpaBneHue AOCTYNOM)
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MIB Management Information Base (6a3a gaHHbIX MHOPMaALUKM yNpaBAEeHUA)

MID BCTPOEHHaA GyHKUMA 06paboTKuM CTpPoK

MPLS Multiprotocol label switching (MHOronpoToko/sibHas KOMMyTaLMA NO METKaMm)

NMS Network Management System (cuctema ceTeBoro ynpassieHua )

NTP Network Time Protocol (ceTeBov NpOTOKOA AN CUHXPOHWU3ALMM BHYTPEHHMX YaCcoB
KOMMbOTEPA C UCNO/Ib30BAHNEM CETENM C NEPEMEHHOM NAaTEHTHOCTbLIO)

QoS Quality of service (KauecTBo 06CNyXKMBaHMA)

PAE Physical Address Extension (penm paboTbl BCTPOEHHOro 610Ka ynpaBieHMA NaMaTbio
X86-COBMECTMMbIX MPOLLECCOPOB)

PC nepcoHanbHbIN KOMMbIOTEP

RAM Random Access Memory (namsTb ¢ NPOM3BOJIbHbIM AOCTYNOM)

SNMP Simple Network Management Protocol (npocToit NpoToKoa ceTeBoro ynpaBaeHus)

ToS Type of Service (oaHo u3 noneit IPv4-naketa)

TCP Transmission Control Protocol (npoTokon nepegayun AaHHbIX)

UDP User Datagram Protocol (npoTokon nonb3oBaTeNbCKUX AenTarpamm)

VLAN Virtual Local Area Network (nornuyeckas fiokanbHas BblYUCAUTE/IbHASA CETb)

WEB World Wide Web (pacnpeaenéxHan cuctema, npeaoctasBniatowlas AoCTyn K CBA3aHHbIM

MeXKay cobol JOKYMEHTaM)


https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
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