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TexHnueckoe onuncaHune
1. OGLLEE ONMNCAHUE 3

1. OBLLEE ONMUCAHUE

KommyTtatopbl cepum QSW-2910 npepHasHauyeHbl cneuuanbHo Ana obecrneyeHusn
ceTeBblX NOTPEOHOCTEN pacTywWwmx NpeanpuaTnin, obnagan WUPOKMMMN GYHKLMAMM yNpaBieHuUA
M 6e30MacHOCTU. ITU YCTPOMCTBA ABAAKTCA 3KOHOMWYHbLIMM, YTO AeNaeT MX BbIrO4HbIM
peleHMeM A1A Manoro n cpeaHero busHeca.

Cnunckm poctyna ACL adpdeKTMBHO npenoTBpaLatoT M BUpYCHble ataku, u DOS, DDOS
aTaku, U BTOpPXKeHMA Ha obopyaoBaHWe AOCTyNa U arperauuun/aapa.

KommyTaTopbl  goctyna ¢ noaaeprkkoh PoE paspaboTtaHbl gns npumeHeHMA B
KOPNOPATMBHbIX M OMNEpPaTOPCKUX CeTAX C BO3MOXHOCTbIO MOAKNIOYEHUA YCTPOUCTB C
noanepsKkon obecneyeHnAa 3nekTponuTaHnem uyepesd Ethernet coeauHeHua, Takue Kak
b6ecnpoBogHble TOYKK aocTtyna, IP TenedoHsl, IP BuaeoKamepbl n ap.

Cepus BkAtovaeT B ceba 15 moaenei ¢ pasHoW NAOTHOCTbIO nopTtos 10/100 BASE-T u
BASE-X: QSW-2910-09T-AC, QSW-2910-09T-POE-AC, QSW-2910-10T-AC,
QSW-2910-10T-POE-AC, QSW-2910-10T-POE-DC, QSW-2910-18T-AC, QSW-2910-26T-AC,
QSW-2910-26T-POE-AC, QSW-2910-28T-AC, QSW-2910-28T-POE-AC, QSW-2910-28T-POE-DC,
QSW-2910-28F-AC, QSW-2910-52T-AC, QSW-2910-52T-POE-AC 1 QSW-2910-52T-POE+

Cob6CTBEHHbI CEPBUCHBIA LIEHTP M LEHTP TEXHUYECKOW noafep’kkm obecneymsaer
KayeCcTBEHHOE TapaHTUMHOE M MOCT-NPOAANKHOE O06CNyXKMBAHWE, AOCTYN K OOHOB/AEHMAM
nporpammHoro obecneyeHusa, a TaKXKe KOHCY/NbTaUMOHHYIO MOAAEPKKY MO HaCTPOMKam
obopynoBaHus.
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2. BO3SMOXHOCTHU NPOAYKTA

R/

L Bo3moxkHOCTM 06paboTku multicast Tpaduka - [na npegocraBneHna ycnyru
IPTV kommyTtaTopbl cepun QSW-2910 noaaepkusatot GpyHkumm IGMP(v1-3)/MLD snooping ¢
noageprkon o 1K multicast rpynn, a Takke nogaepky IGMP Filter, Fast Leave u ap.

X Bo3moxkHocTM QoS (KauectBo obcnyuBaHuA) - [logaeprkka annapaTHbIX
oyepenert KOMMYTaTOPOM, SAET BO3SMOMXHOCTb KAaccupuKaumm u npuopuTtesaumnm 4o 8 Tmnos
Tpadmka Ha nopTtax. Knaccndumkauma moxket Bectuce no MAC agpecam u IP agpecam
otnpasuTens u nonydatensa, VLAN, tuny npoTtokona IP, nmoptam TCP/UDP, a TaKxe no
npuoputety CoS. MNoaaeprknBaetca orpaHUYeHUe CKopocTM TpaduMKa Ha mopTax ¢ warom 64
KbuTt/C.

X PacwmupeHHaa ayteHTUPMKauma u  yuyét - QSW-2910 nopaep:kuBaer
pacWmMpeHHyo ayTeHTuduKaumnio mn yder 802.1x B coyeTaHMM C MOAAEPKKON NPOTOKONA
RADIUS, meTtoapbl ayTeHTUPUKALMM Ha OCHOBE CTAaTUYECKUX U AMHAMMUYECKUX MPUBA3OK “nopT
+ MAC agpec + IP agpec + VLAN” wn IP source guard, 4yto noBblwaeT 6e30nacHOCTb
naeHTMdMKauumM nosib3oBaTesiel, 3anpewass HeaBTOPW30BaHHbLIN AOCTYN U BO3MOXHOCTb
NnoAMeHbI.

X YcuneHHaa 6e3onacHoCTb - Mopnep»kka 6Gonee 400 cTaHAAPTHbLIX W
pacWMPEHHbIX CMMCKOB A0CTYMNa No3BoaAeT 3pPeKTUBHO MCNOIb30BaTb NOAUTUKM GUAbTPALUK
TpadPuKa mn orpaHuyeHmin QoS. 3awmTa cetm oT HeneranbHbix DHCP u PPPoE cepsepos,
meTozbl 60pbbbl C LUIMPOKOBELLATENbHBIMM LUTOPMAMM U PA3IMYHbIMK TUNammu DoS aTak, aatot
YBEPEHHOCTb B CTabuabHOCTM paboTbl 06OPYAOBaHUA CETU W  MNPUIOKEHUN. TaKkKe
HEMaNOBAXKHbIM daKkTopom ABnAeTcA 3aWwMmTa camoro KOoMMyTaTopa oT
HEeCaHKUMOHMPOBAHHOIO AocTyna, 4to obecneymBaeTcs NOAAEPMKKOM  3aLMULLEHHbIX

npoToKonoB ynpasaeHua SSHv2, SNMPv3, a Takke noanTuk IP Security ana npotokona Telnet.
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3. TexHUYeCcKMe XapaKTepuCTUKn mogeneli c PoE 5

3. TEXHUYECKUE XAPAKTEPUCTUKMN MOLENEN C POE

M pop | QSW-2910-  QSW-2910-  QSW-2910-  QSW-2910-  QSW-2910-  QSW-2910-
OAGMMCFTOL | 09T-POE-AC ~ 10T-POE | 26T-POE-AC  28T-POE  52T-POE-AC  52T-POE+
NHTepdeiicbl

10/100
BASE-T 8 8 24 24 48 48
(PoE/PoE+)
Combo
100/1000
BASE-T 1 2 2 2 i )
BASE-X SFP
100/1000
BASE-X SFP ] ) ) 2 4 4
MopTbl "
1 KOHCONbHbLIN nopT
ynpasneHus
npOM3BOAMTeanOCTb
KommyTaumoH-

3.6 I'6ut/c 5.6 I'éut/c 8.8 Méut/c 12.8Téut/c | 17.6Tbut/c | 17.6 Ié6mUt/C
HaA eMKOCTb

CKopocCTb 2.7 Mnak/c | 4.2 Mnak/c | 6.6 Mnak/c | 9.6 Mnak/c | 13.2 Mnak/c | 13.2 Mnak/c
nepesaqu (Mpps) (Mpps) (Mpps) (Mpps) (Mpps) (Mpps)
Tabanua MAC 16K

VLAN Tabnunua 4K

Jumbo frame 10K

Tabnnua ACL 460

Tabnvua ARP 64

Kon-Bo

oyepeaen Ha 8

nopt

Flash namsaTb 8 Mbant
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3. TexHUYeCcKMe XapaKTepuCTUKn mogeneli c PoE 6
OnepaTtuBHas N
64 Mb6anT
namsTb
dusnyeckmne napameTpbl

Pasmepbl 335x220x | 335x220x | 440x234x | 440x420x | 440x380x | 440 x 380 x
(LU x T xB) 44 mm 44 mm 44 mm 44 mm 44 mm 44 mm
Macca <2.4 Kkr <2.5kr <6 Kr <6 Kr <3.5 kr <3.5kr
TR TR 100-240 B AC 10: 02: (()) IPu,AC 100-240 B AC 1020228 I'Bu,AC 100-240 B AC |100-240 B AC

50-60 'y, 48 B DC 50-60 'y, 48 B DC 50-60 Iy 50-60 'y
Motpebanemas <141 Br <141 Br <405 Bt <407 Bt <415 Bt <765 Br
MOLLIHOCTb
OxnaxkgeHue AKTUBHOE
MTBF > 80 000 vacos

P : ° °
T aboyana temnepartypa: ot 0 °C go 50 °C
TemnepaTtypa xpaHeHus: ot -40 °C go 70 °C
OTHOCUTEeNbHaA Pabouas BnaxkHocTb: 10-90 % OB
BN1aXHOCTb BnaxHocTb Npu xpaHeHun: 5-95 % OB
EMC safety CE, RoHS
MonHunesawmTa 4KB
POE IEEE 802.3af PoE(15.4 BT)
brogxet IEEE 802.3at PoE+ (30 BT)
IR 127 Br 127 Br 370 Br 370 Br 370 Br 720 Br
®YHKLUMOHANbHOCTb
Metoa Store-and-Forwarding
KOMMYyTaLMK
VLAN IEEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based VLAN, MAC-based VLAN,
Private VLAN, QinQ, VLAN Mapping 1to 1, Nto 1, GVRP
DHCP IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,
DHCP Relay Option 82, DHCPv6 Relay Option 37
QinQ Normal QinQ, Selective QinQ
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3. TexHUYeCcKMe XapaKTepuCTUKn mogeneli c PoE

3epkanmposanme Port Mirror, CPU Mirror, RSPAN
nopTos
Multicast IGMP v1/v2/v3 sn.ooplng, IGMP Fast leave, MVR
MLD v1/v2 snooping
IPv4 standard ACL, IPv4 extended ACL
IPv6 extended ACL
ACL
MAC extended ACL
Time based ACL
8 ouepepgeit Ha nopT
MapkupoBska Tpadpuka 802.1p/DSCP/TOS
QoS Anroputmbl 06paboTkun ouepenei: SP, WRR, WFQ, SP+WRR, SP+WFQ
MeTog, congestion avoidance: Tail drop
OrpaHunyeHune TpaduKa Ha nopTax
Storm Control Ha ocHOBe nNakeToB 1 6alToB
PyHKUNM BPDU Guard, Root Guard, Loop Guard, Loopback-detection
6esonacHocTH ARP Anti-flood, ARP Anti-spoofing

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS

YnpasneHue un

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap
CLI (Console / Telnet / SSH), Web

obcnyxumBaHue Public & Private MIB interface (RMON 1,2,3,9), Ping, Trace Route
Syslog, SNTP, VCT, DDM, UDLD, LLDP
HapeXHocTb
MpoToKobI STP, RSTP, MSTP, PVST, Rapid-PVST
pesepBupoBaHusa | LACP, ERRP, CFM, Flex Link
CreknpoBaHue HeT
MSTP Instances 48
ArpernposaHue
CaHANOB 30 rpynn / 8 nopTtoB
AononHutenbHo
GreenEthernet IEEE 802.3az (Energy Efficient Ethernet)
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4. TeXHUYECKMe XapaKTepUCTUKM moaeneii 6e3 PoE

4. TEXHWYECKUE XAPAKTEPUCTUKU MOLENEWU BE3 POE

QSWw- QSwW- QSwW- QSW- QSW- QsSW- QsSw-
Mopenun 6e3 PoE | 2910-09T- | 2910-10T- | 2910-18T- 2910-26T- | 2910-28T- | 2910-28F- | 2910-52T-
AC AC AC AC AC AC AC
NHTepdeiicbl
10/100
BASE-T 8 8 16 24 24 24 48
Combo
100/1000
BASE.T 1 2 2 2 4 2 -
BASE-X SFP
100/1000 ) ) ) ) ) 5 A
BASE-X SFP
MopTbl .
1 KOHCONbHbIN NOPT
ynpasaeHus
MpoussoauTENbHOCTD
ROMMYTBUNOH- | 5 ¢ r6yr/c | 5.6 TBuT/c | 7.2 T6uT/c | 8.8 T6uT/c | 12.8 T6uT/c | 12.8 [6uT/c | 17.6 F6uT/C
HaA eMKOCTb
CKopocCTb 2.7 Mnak/c | 4.2 Mnak/c | 5.4 Mnak/c | 6.6 Mnak/c | 9.6 Mnak/c | 9.6 Mnak/c |13.1 Mnak/c
nepeaaum (Mpps) (Mpps) (Mpps) (Mpps) (Mpps) (Mpps) (Mpps)
Tabanua MAC 16K 16K 16K 16K 8K 16K 16K
VLAN T1abaunua 4K
Jumbo frame 9K
Tabanua ACL 460 460 512 512 270 460 460
Tabnunua ARP 64
Kon-Bo
oyepenen Ha 8
nopt
Flash namaTb 64 M6
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4. TeXHUYECKMe XapaKTepUCTUKM moaeneii 6e3 PoE
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OnepaTtunBHaA

8 M6
namsTb
dusnyeckmne napameTpbil
Pasmepbl 335x220x | 335x220x | 335x220x | 335x220x | 440x230x | 440x220x | 440x220x
(LU x xB) 44 mm 44 mm 44 mm 44 mm 44 mm 44 mm 44 mm
Macca <2 Kr <2 Kr <2.1 kr <2.2 Kr <2,2 Kr <3.5 kr <3.5 kr
DNEeKTponuTaHue 100-240B AC, 50-60ry,
rotpebraeman <12 BT <12 BT <12 BT <12 BT <16 BT <37 BT <45 BT
MOLLHOCTb
OxnaxaeHue naccuBHOE | MAacCMBHOE | MAaCCUBHOE | NAaCCMBHOE | MAaCCMBHOE | MAaCCUMBHOE | aKTMBHOE
MTBF > 80 000 vacos
Pabouasa temnepatypa: ot 0 °C go 50 °C
Temnepatypa
Temnepatypa xpaHeHusa: ot -40 °C go 70 °C
OTHOCUTENbHAA Pabouas BnarkHocTb: 10-90 % OB
BN1IAYXXHOCTb BnaxkHocTb npu xpaHeHuun: 5-95 % OB
EMC safety CE, RoHS
MonHuesawmTta 4 KB
®YHKLUMOHANbHOCTb

Meroa Store-and-Forwarding
KOMMYyTaLMn
VLAN I[EEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based VLAN, MAC-based VLAN,

Private VLAN, QinQ, VLAN Mapping 1to 1, N to 1, GVRP
DHCP IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,

DHCP Relay Option 82, DHCPv6 Relay Option 37
QinQ Normal QinQ, Selective QinQ
3ePKAMMPOBAHHNE | b 1\ \rirror, CPU Mirror, RSPAN
nopTos
Multicast IGMP v1/v2/v3 snooping, IGMP Fast leave, MVR

MLD v1/v2 snooping

QTECH |

MWP OOCTYMNHEE

www.qtech.ru




TexHunyeckoe onucaHune
4. TeXHUYECKMe XapaKTepUCTUKM moaeneii 6e3 PoE

10

IPv4 standard ACL, IPv4 extended ACL
IPv6 extended ACL

ACL MAC extended ACL
Time based ACL
8 ouepepeit Ha nopT
MapkupoBsKka Tpaduka 802.1p/DSCP/TOS
QoS Anroputmbl 06paboTku ouepepgeit: SP, WRR, WFQ, SP+WRR, SP+WFQ
MeTog, congestion avoidance: Tail drop
OrpaHuyeHune TpaduKa Ha nopTax
Storm Control Ha ocHoBe nakeToB u 6aiToB
PyHKUNM Root Guard, Loop Guard, Loopback-detection
6e3sonacHoCTH ARP Anti-flood, ARP Anti-spoofing

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS

YnpasneHue un

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap
CLI (Console / Telnet / SSH), Web

obcnyxumBaHue Public & Private MIB interface RMON 1,2,3,9, Ping, Trace Route
Syslog, SNTP, VCT, DDM, UDLD, LLDP
HapeHocTb
MpoToKobI STP, RSTP, MSTP
pesepsupoBaHua | LACP, ERPS, ERRP, CFM, Flex Link
CrekmpoBaHue Het
MSTP Instances 48
ArpernposaHue
CaHANOB 30 rpynn / 8 nopToB
AononHutenbHo
GreenEthernet IEEE 802.3az (Energy Efficient Ethernet)
. QTECH | www.qtech.ru
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5. UHOOPMALMUA ONA 3AKA3A

Mopgenb

OnucaHue

QSW-2910-09T-AC

Ynpasnsemblit KoOmMyTaTop ypoBHA L2, 8 noptos 10/100BASE-T, 1 nopt
Kom60 1000BASE-T\SFP, 4K VLAN, 16K MAC aapecoB, KOHCO/IbHbI NOPT,
BCTPOEHHbIN bl pasbem nutaHMa Ha nepegHel naHenun, 100-240B AC,
pa3smepbl LLUXMxB (335x220x44mm)

QSW-2910-09T-POE-AC

Ynpasnsembiii KOMMyTaTop YpoBHA L2 ¢ nogaep»kkoi PoE 802.3af/at, 8
noptos 10/100BASE-T, 2 nopta kom6o 1000BASE-T\SFP, 4K VLAN, 16K
MAC agpecoB, KOHCOJ/IbHbIM NOPT, BCTPOEHHbIN Bl pasbem nuTaHma Ha
nepeaHen naHenn, 100-240B AC, paamepbl LLUXMXB (335x220x44 mm)

QSW-2910-10T-AC

Ynpasnsemblii KommyTaTop ypoBHA L2, 8 nopTos 10/100BASE-T, 2 nopTa
Kom60 1000BASE-T\SFP, 4K VLAN, 16K MAC aapecoB, KOHCO/IbHbI NOPT,
BCTPOEeHHbIN bl pasbem nuTaHMa Ha nepegHel naHenun, 100-240B AC,
pa3mepsbl LLUXMXB (335x220x44 mm)

QSW-2910-10T-POE-AC

Ynpasnaembliii KoOmMyTaTop ypoBHA L2 ¢ noaaep»koi PoE 802.3af/at, 8
noptos 10/100BASE-T, 2 nopta komb6o 1000BASE-T\SFP, 4K VLAN, 16K
MAC agpecoB, KOHCOJ/IbHbIM NOPT, BCTPOEHHbIN Bl pasbem nuTaHua Ha
nepeaHen naHenn, 100-240B AC, paamepbl LLXMXxB (335x220x44 mm)

QSW-2910-10T-POE-DC

Ynpasnsemblii KOMMyTaTop YpoBHA L2 ¢ nogaep:kkoi PoE 802.3af/at, 8
noptos 10/100BASE-T, 2 nopta Kom6o 1000BASE-T\SFP, 4K VLAN, 16K
MAC agpecoB, KOHCO/IbHbIM NOPT, BCTPOEHHbIN Bl pazbem nuTaHMA Ha
nepeaHen naHenn, 48B DC, pasmepsbl LLUXMxB (335x220x44 mm)

QSW-2910-18T-AC

Ynpasnsemblii KommyTaTop ypoBHA L2, 16 nopTtos 10/100BASE-T, 2 nopTa
Kom60 1000BASE-T\SFP, 4K VLAN, 16K MAC aapecoB, KOHCO/IbHbI NOPT,
BCTPOEeHHbIN bl pasbem nutaHMa Ha nepegHel naHenun, 100-240B AC,
pa3mepsbl LLXIXB (335x220x44 mm)

QSW-2910-26T-AC

Ynpasnsembiii KOMMyTaTop ypoBHaA L2, 24 nopTta 10/100BASE-T, 2 nopTa
Komb60 1000BASE-T\SFP, 4K VLAN, 16K MAC afapecoB, KOHCO/NbHbI NOPT,
BCTPOEHHbIN Bl pasbem nutaHma Ha nepeaHel naHenun, 100-240B AC,
pa3mepsbl LLUXMXB (335x220x44 mm)

QSW-2910-26T-POE-AC

Ynpasnsemblii KOMmyTaTop ypoBHA L2 ¢ noaaepkkon PoE 802.3af/at, 24
nopta 10/100BASE-T, 2 nopta kKomb6o 1000BASE-T\SFP, 4K VLAN, 16K MAC
a4pecoB, KOHCO/bHbIN NMOPT, BCTPOEHHbIM Bl pa3bem nUTaHUA Ha
nepeaHen naHenun, 100-240B AC, paamepbl LLIXIXB (440x234x44 mm)
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QSW-2910-28F-AC

Ynpasnaembii KOMMmyTaTop ypoBHA L2, 24 nopta 100BASE-X SFP, 2 nopTa

100/1000BASE-X SFP, 2 nopta kom60 1000BASE-T\SFP, 4K VLAN, 16K MAC
a4pecoB, KOHCO/bHbIN NMOPT, BCTPOEHHbIM Bl pa3bem nuTaHUA Ha 3agHeln
naHenu, 100-240B AC, paamepbl LUXMxB (440x220x44 mm)

QSW-2910-28T-AC

Ynpasnsembii KOMMyTaTop ypoBHA L2, 24 nopTta 10/100BASE-T, 4 nopTa
Kom60 1000BASE-T\SFP, 4K VLAN, 8K MAC aapecoB, KOHCO/bHbIN NOPT,
BCTPOEHHbIN bl pazbem nuTtaHMa Ha 3agHen naHenun, 100-240B AC,
pa3mepsbl LLUXIxB (440x230x44 mm)

QSW-2910-28T-POE-AC

YnpaBasemblit KOMMyTaTop YPOBHA L2 ¢ noaaepskkoi PoE 802.3af/at, 24
nopta 10/100BASE-T, 2 nopta kKomb6o 1000BASE-T\SFP, 2 nopTa
100/1000BASE-X SFP, 4K VLAN, 16K MAC aapecoB, KOHCO/IbHbII NOPT,
BCTPOEHHbIN Bl pasbem nuTaHus Ha 3aaHel naHenun, 100-240B AC,
pa3mepsbl LLUXMxB (440x420x44 mm)

QSW-2910-28T-POE-DC

Ynpasnsemblii KOMmyTaTop ypoBHA L2 ¢ noaaepkkon PoE 802.3af/at, 24
nopta 10/100BASE-T, 2 nopta Komb6o 1000BASE-T\SFP, 2 nopTa
100/1000BASE-X SFP, 4K VLAN, 16K MAC agpecoB, KOHCO/bHbII NOPT,
BCTPOEHHbIN Bl pasbem nuTaHus Ha 3aaHel naHenu, 48B DC, pasmepbl
LWIXIxB (440x420x44 mm)

QSW-2910-52T-AC

Ynpasnsemblii KommyTaTop ypoBHA L2, 48 nopTtos 10/100BASE-T, 4 nopTa
100/1000BASE-X SFP, 4K VLAN, 16K MAC aapecoB, KOHCONbHbI NOPT,
BCTPOEHHbIN bl pasbem nnTaHMa Ha 3agHen naHenun, 100-240B AC,
pa3mepsbl LLUXMXB (440x220x44 mm)

QSW-2910-52T-POE-AC

Ynpasasembli KOMMyTaTop ypoBHA L2 ¢ nogaep»kkon PoE 802.3af, 48
noptos 10/100BASE-T, 4 nopta 100/1000BASE-X SFP, 4K VLAN, 16K MAC
apecoB, KOHCOJ/IbHbIN MNOPT, BCTPOEHHbIN Bl pasbem NUTaHUA Ha 3aaHeMN
naHenu, 100-240B AC, pa3mepsbl LLX'xB (440x380x44 mm)

QSW-2910-52T-POE+

Ynpasnaembln KommyTaTop YpoBHA L2 ¢c nogaepxkoi Pok 802.3af, 48
noptos 10/100BASE-T, 4 nopta 100/1000BASE-X SFP, 4K VLAN, 16K MAC
apecoB, KOHCO/IbHbIN NOPT, BCTPOEHHbIN Bl pasbem NUTaHUA Ha 3aaHeMN
naHenu, 100-240B AC, pa3mepsbl LLXI'xB (440x380x44 mm)
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