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PykoBogcTBO nonb3oBatens

1. YnpasneHune Kommytatopom 11

1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTtbl YnpasneHus
[ns ynpaBneHna HeobxoA4MMO HacTPOUTb KoMmMyTaTop. KommyTaTop obecneunBaeT ABa

BapuWaHTa ynpasaeHus: BHenosocHoe (out-of-band) nnm BHyTpnnonocHoe (in-band).

1.1.1. BHenonocHoe ynpasneHue

BHenonocHoe ynpasaeHne — 3TO ynpaB/ieHWe Yyepe3 KOHCOJ/bHbIM MHTepdeinc. BHenonocHoe
ynpaBaeHne, B OCHOBHOM WMCMOJIb3yeTcA ANA HAaYa/NbHOro KOHOUIypMpOBaHUA KOMMYTATOPa,
NMbo Korga BHYTPUMNONOCHOE ynpaBiaeHWe HeaoCTynHO. Hanpumep, nonb3oBaTenb MOKeT
yepes KOHCO/IbHbIV NOPT NPUCBOUTL KOMMYTaTopy IP-agpec ans goctyna no Telnet.

Mpoueaypa ynpaBaeHUs KOMMYTaTOPOM Yepe3 KOHCONbHbIN MHTepdeiic, onncaHa HUXKe:

War 1: NoaKnlouUTb NEpPCOHaA/bHLI KOMMbIOTEP K KOHCONbHOMY (cepuitHOMy) nopty
KoMMmyTaTopa

MNMopaxkntoveHne K
cepuiiHoMy nopTy

MoakntodeHue MK K KOHCONbHOMY NOPTY KOMMYyTaTopPa

Kak nokasaHo Bbiwe, cepuiHbiin nopT (RS-232) nogKAlo4eH K KOMMYTATOPY Yepes CEePUMHbLIN
Kabenb. B Tabnaunue HUKe yKa3aHbl BCe YCTPOMCTBA MCNOJb3YHOLLMNCA B MOAKIOUEHUMN.
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PykoBogcTBO nonb3oBatens

1. YnpasneHne Kommytatopom 12
HasBaHue ycTpoiicTBa OnucaHue

MepcoHanbHbIN NmeeT PyHKLMOHaNbHYIO KnasBmatypy u nopTt RS-232, ¢ ycTaHOBAEHHbIM

komnbtotep (PC) 3MYNIATOPOM TEpMWHaNa, Takum Kak HyperTerminal, Bxogswuii B

komnnektT Windows 9x/NT/2000/XP.

Kabenb cepuitHoro nopta | OAuWH KOHeL, NogKAtoYaeTcs K cepuitHomy nopty RS-232, a apyron K nopty
KOHCONN.

KommyTaTtop TpebyeTtcsa paboTatoLLmMit KOHCONbHbIM NOPT.

LWar 2: BkarouyeHue u Hactpoika HyperTerminal.

Mocne ycTaHOBKKU coeauHeHun, 3anyctute HyperTerminal, Bxogawmii B komnaekt Windows.
Mpumep npnBeAeHHbIN Aanee ocHoBaH Ha HyperTerminal Bxogawwmii B komnnekt Windows XP.

1. Haxmute «[llyck» (Start menu) — Bce nporpammbl (All Programs) — CraHaapTHble
(Accessories) — CBasb (Communication) — HyperTerminal

% windows Update
| @ Buifiop nporpar no ymonuaHko

‘ 5 Karanor Windows

@ 2ruc

@ 7-zp

[ Colasoft Packet Builder 1.0
7 Filezila FTP Client

) Foxit POF Editor

[ Foxit Reader

[ haneWIN Software

@ Kiwi Enterprises

[ K-Lite Codec Pack

f Cemse

\@ CnyxebHble » \2 MacTep GecnpoBoaHoi ceTh

IT) CreunaneHeie BosMOXHOCTH % MacTep HacTpofik ceTh

[ Microsoft Office

ﬁ @ Nero w Paint E] MacTep HOBbIX NOAKNHIYEHHIA
@ QuickTime [4 wordpad & Ceresble noakmouenna

/2R ViTeprer @ VideoLAN ') AapecHan KHura

\ Internet Explorer I vMware @ BnokHoT

\J 3IneKTpoHHas nouTa @ WinDjView {@ SHakoMcTBO ¢ Windows XP

J Microsoft Office Outlookl ~
= R I windows Live
@ Npourpeigatens Windo (@ winPcap
Heda ) winRaR
‘@ 3HakoMcTBO ¢ Windows @ ABTO3arpYsKa
‘a Wrpel
)| Mactep neperoca daking =
ﬂ napamep'rpoi o fﬁ CTaHA3pPTHbIE
u Adobe Reader X

@ Internet Explorer
@) Windows Movie Maker

&l Kanexynatop
KomaHaHan cTpoka
©) MacTep COBMECTUMOCTH NPOrpaMH

W Moaknrouerie K yaaneHHomy paBoeny cTony

|23 Mposoanmk

Al Yy Y Y Y Y Y v Y Y VY VY Y VY Y Y v v v v v

[ ) CuHxpormsauna

4 Windows Search
i Wireshark
@ MpourpeisaTtents Windows Media

Bce nporpammbl B o ¥ ASNEHHBI NOMOLHMK

BeikntoueHHe

3anyck HyperTerminal.
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PykoBogcTBO nonb3oBatens

1. YnpasneHne Kommytatopom

2. Habepute nma ana sanyweHHoro HyperTerminal, Hanpumep «Switch».

Onucanue Nogx/Aye HHA

3_. Hosoe noaknoyeHue

PX

Beeaure HasBaHWe NOAKAOYEHWA U Bblﬁepme ANA HErO SHAYOK!

HazeaHue:

| Switch

3HauoK:

3anyck HyperTerminal.

13

3. B Bbinagatowem meHwo « lNoaknwouyeHne» Bblbepute, cepuitHblii nopT RS-232 KoTopbliit
ncnonbsyetca PC, Hanpumep, COM1 n Haxkmute « OK»

[Noaxnwue Hxe

% Switch

Beeaure CEEAEHWA O TEABPOHHOM HOMEPE!

CTpaHa UM peruoH:

Koa ropoaa: —_ l

Homep Tenedona: \

Moaknyarsca DM1 VT:,

_.4—'_'_'-;

0K

][ OTmena ]

3anyck HyperTerminal
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4. Hactpoiite csoiictea COM1 cnegytowmm obpasom: Boibepute ckopocTb « 9600» ana « Baud
rate» ; « 8» ana» Data bits» ; « none» gna « Parity checksum» ; « 1» gna « stop bit» ; « none»
ana « traffic control» ; nan Bbl moxeTe HaxaTb» Restore default» , a nocne HaxaTb « OK» .

Cpoyuctea: COM1

MapaMeTpel NOpTa |

Cropocts (6ur/c)( | 9600 v

( :
Butbl gaHHelR: | 8 \r}
o |
YetHocTh: |Her v/

|
Cronoebie Guter: |1 v}

YnpaeneHue NoToKol

[ BoccraHoeuTe YMON4aHUA ]

[ 0K ][ OTmeHa ][ anMeHMTbj

PucyHok 1-5. 3anyck HyperTerminal.

LWar 3: Bbi3oB KOomaHAHOro uHTepgeiica (CLI) kommyTaTopa.

BkatoumMTe KoMmyTaTop, NOC/E Yero caeayrlme coobueHna noassaTca B okHe HyperTerminal
— 3TO PEXKMM KOHPUrypaumum ana KommyTaTtopa.

Testing RAM...
0x077C0000 RAM OK
Loading MiniBootROM. ..

Attaching to file system...

Loading nos.img ... done.
Booting......
Starting at 0x10000...
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Attaching to file system...

-—-— Performing Power-On Self Tests (POST) ---

DRAM Test..v.i ittt PASS!
PCI Device 1 Test............ PASS!
FLASH Test. ..o PASS!
FAN Test. ..ot PASS!

Switch>

Tenepb MOXKHO BBOAMTb KOMaHAbl yripaB/ieHNA KOMMyTaTOpOM. [leTanbHOE ONMMUCaHMe KOMaHA
npuneegeHoO B nocaenyrowmnx rnasax.

1.1.2 BHYTPMNONOCHOE ynpasieHue.

BHyTpunonocHoe ynpaBieHWe OTHOCUTCA K YNpaBAeHWIO MNOCpeACcTBOM  AoCTyna K
KOMMyTaTopy C ucnonb3oBaHuem Telnet, mam HTTP, a Takxke SNMP. BHyTpunonocHoe
ynpaBieHne BKAOYAET OQYHKUMM ynpaBAeHUAs KOMMYTaTopa A/A HEKOTOPbIX YCTPOWCTB,
NOAKNIOYEHHbIX K HEMY. B Tex cay4yasx, Korga BHYTPUNONOCHOE ynpaBieHne U3-3a U3SMEeHEHUN,
COENaHHbIX B KOHPUrypaumm KommyTaTtopa paboTaetr co cboAmu, Ana ynpasneHua wu
KOHOUIYpPUPOBAHNA KOMMYTaTOPa MOXHO MCNOAb30BaTb BHEMNO/IOCHOE ynpaBaeHue.

1.1.1.1. YnpaeneHue no Telnet
YT106bI yNnpaBnATb KOMMyTaTOPOM NO Telnet, AONKHbBI BBINONHATLCA CAeAyHOLMe YCAOBUA:

1. KommyTaTop A0NKEH UMETb CKOHPUTYPUpPOBaHHbIN IPv4/IPv6 agpec;

2. IP apgpec xocta (Telnet kKnmeHT) n VLAN nHTepdeiic KommyTaTopa, A0MKHbI UMeTb IPv4/IPv6
agpeca B O4HOM CerMmeHTe ceTu;

3. Ecnn BTOpPOM NYHKT HE MOXKET bObITb BbiNOAHEH, Telnet KANMEHT gonKeH BbiTb NOAKAIOYEH K
IPv4/IPv6 agpecy KOMMyTaTopa C APYr1X YCTPOMCTB, TaKMX KaK MapLIpyT13aTop.

o KommyTaTop TpeTbero ypoBHA MOXET bbITb HAaCTPOEH C HECKONbKMMUK IPV4/IPv6
agpecamu, mMeTon HaCTPOMKM onucaH B MNOCBAWEHHOM 3Tomy rnaBe. Creaylowmin npumep
npeanonaraeT COCTOAHME KOMMYyTaTopa Mocie MOCTaBKM C 3aBOACKMMW HAcTpOMKamu, rae
npucytcreyet TonbKo VLANL.

. Mocneayowme warn onucbiBatoT noakatodeHne Telnet kKnaveHTa K uHTepdeicy
VLAN1 kommyTaTopa nocpeactsom Telnet (npumep agpeca IPv4):
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MNopgkntoyeHne
yepes kabernb

YnpasneHne KommytaTopom no Telnet

War 1: Hactpoiika IP agpecoB pnas Kommytatopa M 3anycK ¢PpyHKumm Telnet Server Ha
KommyTtaTtope.

e [lepBbiM AeNOM MAET HacTpoiiKa IP agpeca xocTa. OH foNKeH BbITb B TOM }Ke CErMeHTe
cetn, yto u IP agpec VLAN1 uHTtepdelica kommyTatopa. Mpegnonoxum yTo IP agpec
nHtepodeinca VLAN1 kommyTaTtopa 10.1.128.251/24. Torga IP agpec xocta MoXeT bbiTb
10.1.128.252/24. C nomouplo KoMaHAabl « ping 192.168.0.10» MOMKHO MNPOBEPWUTD,
[0CTYyNeH KOMMYTaTop MW HeT.

o KomaHapbl Hactpoiku IP agpeca gna uHtepdeinca VLAN1 ykasaHbl HuxKe. [lepeg
NPUMeEHEHNeM BHYTPUNONOCHOrO ynpasneHus, IP-agpec KommyTtatopa Ao/mKeH ObiTb
HaCTPOeH NocpeACcTBOM BHEMONOCHOTO ynpasaeHua (Hanpumep, yepes nopt Console).
KomaHgbl KoHPUrypuposaHus cnegytowme ([anee cunmTaeTcs, YTO BCE MPUTrAaLLEHUS
pexmma KOHOUIypuMpoBaHWA KOMMYyTaTOpa HAYMHAKOTCA CO cnoBa « switch» , ecau
OTAEe/NIbHO He YKa3aHO MHOrO):

Switch>

Switch>enable

Switch#config

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.128.251 255.255.255.0

Switch (Config-if-Vlanl) #no shutdown
Ona aktmBaumm ¢yHKuMKM Telnet cepBepa nosib3oBaTeNb AOMKEH BKAOUYUTbL €€ B perkume
rnob6anbHOro KOHPUIryPUPOBAHUA, KaK MOKA3AHO HUMKE:

Switch>enable

Switch#config

Switch (config)# telnet-server enable
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LWar 2: 3anyck nporpammbi Telnet Client

Heobxoanmo 3anyctuTb nporpammy Telnet knneHT B8 Windows ¢ yKasaHuem aapeca xocTa.

Run @

= Type the name of a program, folder, document, or
: Internet resource, and Windows will open it for vou.

Open: | telnet 10.1.128.251] v

[ OK ] [ Cancel ] [ Browse... ]

3anyck nporpammbl Telnet KnneHT B Windows.

LWar 3: Nonyuntb JOCTYN K KOMMYTaTOpYy.

Onsa Toro 4to 6bl NONYYNTHL AOCTYN K KOHPUrypauum yepes uHtepdeic Telnet Heobxoammo
BBECTU A0cToBepHbIN nornH (login) n naponb (password). B npoTuBHOM c/iydae B AocTtyne
6yaeT oTKasaHo. ITOT mMeTos nomoraeT usberkaTb HEAaBTOPM3OBAHHOMO MOJyYeHMA AOoCTyna.
Kak pesynbtat, Korga Telnet BKAOYEH ANA HACTPOMKM W ynpaB/ieHMA KOMMyTaTopa, UMA
nonb3oBaTena (username) M naponb (password) ANA aBTOPM30OBAHHbLIX MO/b30BaTENEN
OO0NKeHbl OblTb HACTPOEHbI CneAylowert KOMaHOOoM: « username <username> privilege
<privilege> [password (0[|7) <password>]»

Ons  noKanbHOW  ayTeHTUPUKALMM  MOMKHO  WMCMONb30BaTb  CAedylollytd  KOMaHAY:
authentifcation line vty login local.

Onsa noctyna B NpMBENUrepoBaHHbINA PEXUM HEODBXOAMMO M 3a4aH YPOBEHb npusuaeruin 15.
JonycTum, aBTOPM30BaHHbLIA MONAb30BaTeNb MMeeT MmAa « test» M naponb « test» , Toraa
npoueaypa 3a4aHna UMeHuU 1 Naposia Ana goctyna no Telnet:

Switch>enable

Switch#config

Switch (config) #username test privilege 15 password 0 test

Switch (config) #authentication line vty login local
MNocne BBOAA MMEHM U Naponsa ana uHTepodelica KoHourypmnposaHua Telnet, nonb3oBaTens
CMOXET BbI3BaTb KOMaHAHbIM uMHTepdenc CLI  HacTpoiikm KommyTaTopa. KomaHpgpbl,

ncnonbsyemble B KomaHaHom uHTepdelice Telnet CLI, KoTopble cTaHOBATCA AOCTYMHbI Nocnae
BBOJA MUMEHM M MApOo/IA — Te XKe CaMble, YTO U B KOHCONbHOM UHTepdelice
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o CA\WINNT\ system32\telnet.exe
login:test
password :3eeee

SWITCH>

Hactpoiika Telnet nHtepoeiica

1.1.1.2. YnpaeneHue 4yepe3 HTTP

Ytobbl ynpaBnATb KommyTaTopom uyepe3s Web-uHtepdeiic A0nXHbl ObiTb  BbIMOAHEHDI
cnegytouime ycioBus:

1. KommyTaTop A0/KEH UMETb CKOHPUTYpMpoBaHHbIN IPv4/IPv6 aapec.

2. IP agpec xocTta (HTTP knueHT) n VLAN nHTepdeic KommyTaTopa, A0/1XHbI umeTb IPv4/IPv6
agpeca B O4HOM CErMeHTe CeTu.

3. Ecnv BTOpPOM NYHKT He MOKeT 6bITb BbiNoAHeH, HTTP KaneHT AonKeH ObiTb MOAKNOYEH K
IPv4/IPv6 agpecy KommyTaTopa C APYrux YyCTPOMCTB, TaKUX, KaK MapLUpyTU3aTop.

Kak 1 B ynpasneHuu, KommyTaTopom Yepe3 Telnet, Kak ToNbKo yaaetcs ping/ping6 xocta K
IPv4/IPv6 agpecam KOMMyTaTopa WM BBOAMTCA MPaBU/bHbIA NIOTMH WU MapOib, BO3MOMHO
NONYYUTb AOCTYN K KOMMyTaTopy Yepe3 HTTP. Huke onucaH cnocob HacTpomKku:

LWar 1: Hactpoiika IP agpecoB ana KommyTtaTtopa u 3anyck ¢pyHkuuu HTTP cepBepa.

O HacTpoike IP-agpeca KomMmyTaTopa C MOMOLLbI BHEMOAOCHOIO YNpaB/ieHUs, CMOTPU F/1aBy O
HacTpolike Telnet ynpaBneHus.

Y106bl KOHPUTYpUpoBaHMe No Web cTano BO3MOXKHbIM, HYXKHO BBECTU KOMaHAy ip http server
B rN0b6asibHOM pexnme KOHPUIypUpPOBaAHUA:

Switch>enable

Switch#config

Switch (config) #ip http server
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LWar 2: 3anyck Web-6pay3epa Ha xocTe.

Heobxoammo oTKpbiTb Web-6pay3ep Ha xocte u BBectu IP agpec KommyTtatopa, Wau
HenocpeacTBeHHO 3anyctutb HTTP npotokon B Windows. K npumepy, IP agpec KommyTaTopa «

10.1.128.251» ;
Run 2IX]

- Type the name of a program, folder, document, ar
B Internet resource, and Windows will open it for you,

Open: | W |

[ Ok H Cancel H Browse, .. ]

3anyck HTTP npoTokona

Mpn obpaweHnn kommyTaTopa c IPv6 agpeca pekomeHayeTcs Mcnosab3osaTtb 6paysep Firefox
Bepcum 1.5 mnm nosaHee. Hanpumep, ecnn agpec Kommytatopa 3ffe:506:1:2::3. Beeaute
aapec IPv6 kommytaTtopa http:// [3ffe: 506:1:2:: 3], agpec 06A3aTeNbHO [0/MKEH 6bITb
3aK/IOYEH B KBaZpaTHblE CKOOKM.

LWar 3: MNonyyeHue focTtyna K KOMMYTaTopy.

Ona Toro 4ytobbl MOAyYMTb AOCTYN KOHOMrypauum ¢ ucnonb3oBaHMem WEB uHTepdeiica,
HeobxoAMMO BBECTM A0CTOBEPHbIN NnoruH (login) n naponb (password), B NPOTUBHOM cayyae
6yAeT 0TKa3aHo B AOCTyne. ITOT MeTog, NoMoraeT nsbexaTtb HeaBTOPU30BaHHOIO AocTyna. Kak
pe3ynbTtaT, Korga Telnet BKAOYEH AN1A HACTPOMKWM M yNpaBAE€HUs KOMMyTaTopa, MMA
nosnb3oBaTtena (username) u naponb (password) AnA aBTOPWM3OBAHHbLIX MNONb30BaTesNEN
[0JI3KHbI ObITb HACTPOEHDI C/IEAYIOLLEN KOMAHAOM:

username <username> privilege <privilege> [password (0]7) <password>].

[na nokanbHOM ayTeHTUOMKALMN MOXKHO MCNOIb30BaTb CeAytoLLyio KomaHay: authentication
line vty login local..

[na poctyna B NpMBENUrepoOBaHHbIM pPeXMM HeobxoauMMo M 33a[aH ypOBEHb NpuBUAErui
15.[lonyctMm, aBTOPM30BaHHbIMA NOAb30BaTeNb UMeeT UMA « admin» 1M naponb « admin» ,
TOrAa npoueaypa HaCTPOMKK cneaytowlasn:

Switch>enable

Switch#config

Switch (config) #username admin privilege 15 password 0 admin

Switch (config) #authentication line web login local
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Web nHTepdeiic Bxoaa Bbirnagnt cnegyrowmm obpasom:

User name

Password

Copyright (C) 2011 by QTECH LLC

http:/ /www.qtech.ru/

Web nHTepdeiic Bxoaa.

BBeguTe 40OCTOBEPHbIE MMSA MO/Ib30BaTeNsA W Mapo/b, 3aTEM Bbl MNONAAeTe B MaBHOE MEHH
HacTpoinkn Web uHtepdelica, Kak 3TO NOKa3aHOo HUMKE:

Cluster:

= Up == Down
@ S (el o e e Y ait 1 -
s EEEEEE OEEETE FEEEEE
System [P address:192.168.12  Current system time: TUE JAN 10 22:12:44 2006 System description: QSW.8300-28F -

Save & Exit

23 QSW-8300-28F []| Please select port: Ethernetlj0/19 -
{1 Switch basic config
{1 Module managemer
{1 Port configuration

Interface brie

E{] MAC address table Ethernet1/0/19 is down, line protocol is down
E{3 VLAN configuration Ethernet1/0/19 is layer 2 port, alias name is (null), index is 19
BEI 16MP snooping con|® Hardware is Gigabit-Combo, active is Copper, address is 00-1f-ce—4b-b2-46
PVID is 1
{31 MLD snooping conf] MTU 10218 bytes, BW 10000 Ebit
E{] ACL configuration UETIME (0 seconds)
Encapsulation ARPA, Loopback not set
#{0 1Pv6 ACL configura Zuto-duplex , Auto-speed
{3 AM configuration FlowControl is off, MDI type is auto
{1 Port channel config LoonsasiYeranted
A Statistics:
{1 DHCP configuration 5 minute input rate 0 bits/sec, 0 packets/sec
#{1] DHCP Snooping cor 5 minute output rate 0 bits/sec, 0 packets/sec

HE fi = The last 5 second input rate 0 bits/sec, 0 packets/sec
SNIP.conhguatior The last 5 second output rate 0 bits/sec, 0 packeta/sec

{1 NTP configuration Input packets statistics:

#[ QoS configuration 0 input packets, 0 bytes, 0 no buffer

i 0 unicast packets, 0 multicast packets, 0 broadcast packets
#0313 forward configu 0 input errors, O CRC, O frame alignment, O overrun, 0 ignored,
B Route configuratior 0 abort, 0 length error , 0 pause frame

T3 1Pv6 Route configu Gutput packets statistics:

e 0 output packets, 0 bytes, 0 underruns
FHEA Mulbicset nrntacnl TSR CRE G R i SR S S BT S e e 1R

lnaBHOEe meHto HacTpoinkn Web nHrepdelica.

MpuMmeyaHue: NpU HaCTPOMKE KOMMYTaTopa, MMSA KOMMYyTatTopa MULLIETCA aHIMMNCKMMU
bykBamMm.
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1.1.1.3. YnpasneHue Kommymamopom 4Yepe3 cemeesoe ynpaeneHue SNMP
Heobxogumble TpeboBaHuA:
1. KommyTaTop A0/1KEH UMETb CKOHPUTYpMpOoBaHHbIN IPv4/IPv6 aapec.

2. IP agpec xocta (HTTP knueHT) 1 VLAN nHTepdelic KommyTaTopa, A0MKHbI UmeTb IPv4/IPv6
agpeca B OAHOM CEerMeHTe CeTu.

3. Ecnv BTOPOM NYHKT He MOMKeT 6bITb BbiNoAHeH, HTTP KAMeHT AonXKeH ObiTb NOAKNOYEH K
IPv4/IPv6 agpecy KommyTaTopa C APYrux YCTPOMCTB, TakKUX KaK poyTep.

XocT ¢ nporpammHbim obecneveHnem SNMP ana ynpaBneHus ceTbio AOKEH YMETb NMUHIoBaTb
IP agpec KommyTaTopa Tak, 4Tobbl Npu paboTe nporpammHoro obecnevyeHna SNMP, oHO 6bisio
AOCTYMHO AN1A OCYLLECTB/IEHUA onepaumin yteHua/3anncm Ha Hem. MoApoBbHOCTM O TOM, Kak
ynpaBaaTb KommyTtatopamu yepe3s SNMP, He 6yayT pacCMOTpPeHbl B 3TOM PYKOBOACTBE, MX
MOXHO HalTM B « Snmp network management software user manual» (MHcTpykums no
ceTeBomy ynpasneHuto SNMP).

1.2. CLI untepdeiic

KommyTtatop obecneumnsaeT Tpu nHtepdeica ynpasnenua ana nonbsosartenda: CLI (Command
Line Interface) wuHTepdeiic, Beb-uHTEpdeic, ceTeBoe ynpaBAeHUE MNPOrpPamMmMHbIM
obecneyeHnem SNMP. Mbl nosHakommm Bac ¢ CLI(KoHconblo), Beb-nHTepdericom n ux
KoHourypaumnamm B aetanax, SNMP noka He 6yaeTt paccmaTtpuatbcs. CLI nHTepdeiic 3Hakom
6ONbWKMHCTBY MoJsib30BaTeNnei. Kak ynomaHyTo Bbille, MPWU yNpaBAeHUM MO He3aBUCMMbIM
KaHanam cBasn u Telnet ynpaBneHMe KOMMYTaTOPOM OCYLLECTBASETCA Yepe3 MHTepdenc
KOMaHAHoM cTpoku (CLI).

CLI uHTepdelic nogaep:kusaet 060s04Ky Shell, KoTopaa coctouT M3 Habopa KOMaHA KOH-
durypaummn. 3Tm KOMaHAbl OTHOCATCA K Pa3HbIM KaTeropmam B COOTBETCTBUM C UX GYHKLMAMMU B
KOHOUIypaunm KommyTaTopa. Karkaas KaTteropus npeacraBaseT CBOW, OT/IMYHbLIA OT BCEX,
PEXUM KOHPUTYpaL MW,

BosmorkHocTh Shell ana KOMMyTaTOPOB ONUCAHbI HUXKE:

e PeXMM HaACTPOKu;

e HacTpo#Ka cuHTakcuca;

o [loppeprkKa coMeTaHUA KNaBUL;
e (CnpaBKa;

e [IpoBepKa BBOA3;

e [loaaeprkka A3blK HevyeTKon Noruku (Fuzzy math).
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1.2.1 PeXuM HaCTPOIKK

User Mode
Admin Mode
Global Mode
o [
8 o (=} g
3 88| |8 £
o () 172} = = @©
= =) N = > ’5
o L5 Do > @
@ = S = E=l=] 20
o = = © g o = O
@ [ T 5 o= S =
2 > a2 ] |
c O = =] O
- I o o <
oo o

Pexumbl HacTponkm Shell

1.2.1.1. Pexcum nonv3oeamens

Mpu BXOAE B KOMaHAHYIO CTPOKY B MepBylo ovyepedb MO/b30BaTe/lb OKa3blBAETCA B pexume
nonb3osatens. Ecam oH BXoguT B KayecTBe O6bIYHOTO MONb30BATENS, KOTOPbIA CTOMUT MO
YMONYaHUIO, TOrAa B CTPOKe oTobpaxkaercsa « Switch>« , rae cuMBon « >« ABNAETCA 3anNpocom
ANA  peuMma nonb3osaTens. Koraa KomaHZa Bbixo4a 3amnyckaeTca Mo PeXMmom
aAMUHUCTPaTOpa, OHa ByAeT Tak)Ke BO3BpalleHa B PeXXMM Mo/1b30BaTens.

B perkume nonbsoBaTtens, 6e3 AOMNOAHUTENbHbIX HAaCTPOEK, NOJ/Ib30BATENO AOCTYMNHbI TO/bKO
3anpochbl, Hanpumep Bpema UAn MHGopMaLMsa 0 BEPCUU KOMMYTaTopa.

1.2.1.2. Pexcum admuHucmpamopa

[Onsa TOro 4tobbl nonactb B peuMm AAMUHUCTPATOpa (NPUBUAETMPOBAHHbLIN) CylLecTByeT
HECKO/IbKO crnocoboB: BXO4, C MCMO/Ib30BaHMEM B KayecTBe MMeHu nonb3osatensa "Admin";
BBOA KOMaHAbl "enable" u3 HenpusunernpoBaHHoro (Nosb3oBaTeNIbCKOro) MHTepdenca, npu
3ToM Heobxogmmo b6yaeT BBECTM NApO/ib aAMUHUCTPATOPa (ecamn yctaHoBneH). Mpu paboTe B
peXmnme agMMUHUCTPATOPA NPUrnalleHne KOMaHAHOW CTPOKM KomMyTaTopa byaeT BbirniageTb
Kak "Switch#". KommyTaTop TaKe noagepruBaer KombuHauuio Knasuw "Ctrl + Z", yto
No3BONIAET MPOCTbIM CNOCOOOM BbLINTU B pPEXMM aaAMUHUCTPaATOpa M3 nboro pexkmma
KoHdUrypauum (3a UCKNYEHMEM NONb30BATE/IbCKOTO).

Mpwn pa60Te C npusnnernamm agMmmMHUCTPATOPA MOJSIb30BATE/Ib MOXKET AaBaTb KOMaHAbl Ha
BblBOL, KOHd)MI'ypaLI,VIOHHOl‘/’I MHd)OpMaLI,MM, COCTOAHMNM coeaAnHEHUA U CTaTUCTUYECKOM
VIHd)OpMaLI,MM 060 Bcex nopTax. TakKe rnonb3oBaTesib MOXeT nepeﬁm B pexunm rnobanbHoro
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KOHPUIYpMpPOBaAHMA U M3MEHWUTb NOBYI 4YacTb KOHOUrypauuMuMum KommyTaTopa. [loaTtomy,
onpegeneHne Napons Ans A0CTyna K NPpUBUNErMPOBAHHOMY pPeXMMy aBnseTca ob6a3aTebHbIM
ANA  NpefoTBPALLEHMA HEaBTOPM3OBAHHONO [0CTyNa W 3/10HAMEPEHHOro  U3MEHeHUs
KOHdUrypaumm KommyTaTopa.

1.2.1.3. Pexcum 2106016H020 KOH(pU2YPUPOBAHUSA.

Habepute KOMaHAy « Switch#config» B PEXMME agMUHUCTPATOPa A/1A TOro YTobbl BOMTU B
pexXmMm rnobanbHOro KOHPUrypupoBaHuA. Mcnonb3yiiTe KOMaHAY BbIXO4a B COOTBETCTBUW C
OPYTMMU peXMMamMM KOHOUIypaLmmn, TaKUMK, Kak pexkum nopta, VLAN pexum, BepHyTca B
peXuMm rnobanbHOro KoHPUrypuposaHus. [Monb3oBaTenb MOXKET BbINOAHATL TNobanbHble
HaCTPOMKM KOHOUIypauum B 3TOM pPEXMME, TaKMe KaK HacTporka Tabauuy, MAC-agpecos,
3epKanmMpoBaHme noptos, co3gaHue VLAN, 3anyck IGMP Snooping u STP, u T. a. Takxe
nosb3oBaTe/ib MOXET BOWTU B pPEXMM KOHPUIypMpOBaHMA NoOpTa ANA HACTPOMKM BCEX
nHTepdericos.

Pexxum KoHPUrypupoBaHusa uHtepdeiica

Mcnonb3oBaHMe KomaHAabl UWHTepdeinca B pexmme r106anbHOro  KOHPUrypmMpoBaHUA
NO3BONSAET BXOAWUTb B PEXUM KOHOUIYPUPOBAHUA YKasaHHoro uHTepdenca. KommyTtatop
nogaep)kmeaet Tpu Tuna uHTepdencos: 1.VLAN; 2.Ethernet nopt; 3. [MopT-KaHan,
COOTBETCTBYIOLUI TPEM PEXUMAM KOHOUTypaunmn nHtepdeica.

Tun KomaHga [JeiAcTBUE KomaHAb! Bbixopg,
NHTepdeiica

VLAN Habepute KomaHay | Hactpolika IP agpecos | Ucnonb3yiite  KOomaHAay
interface vlan <Vlan-id> B | kommyTaTopa u 1.4, exit gna Bo3BpawieHuns B
perkume rnobanbHoOro rnobanbHbIN PEKUM.
KOHOUIypMpoBaHMs.

Ethernet nopt Habepute KomaHay | Hactpolika Ncnonb3yiite  KOmaHay
interface ethernet | nogaepknBaemoro exit a4na Bo3BpaleHUs B
<interface-list> B pexume | gynnekcHoro pexxuma, | rnobanbHbIl pexuMm.
rnobanbHoOro ckopoctn Ethernet nopta m
KOHOUIypMpoBaHMA. T.M.

MopT-KaHan Habepute KomaHgy | KoHdurypuposaHue nopt- | Mcnonb3yiite  KomaHay
interface port-channel | KaHana: AyN/eKCHbIN | exit AnAa BO3BpalLeHMA B
<port-channel-number> B | peXxum, ckopocTb 1 T.4. rno6anbHbIN PEKUM.
pexkume rnobanbHoOro
KOHOUIypMpoBaHMA.
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Pexxnm VLAN

Mcnonb3oBaHMe KomaHAabl <vlan-id> B pexume rnobanbHOro KOHGUrypMpoBaHuaA, Nomoraet
BOMTWN B COOTBETCTBYIOLWMI PeXUM KOHPUTYprupoBaHma VLAN. B sTom pexmme agMUHUCTPATOP
MOXeT HacTpamBaTb BCe MOPTbl Nonb3oBaTenen cootseTcTeyowero VLAN. BbinonHute
KOMaHAY BbixoAa, 4Tobbl BbINTK M3 pexknma VLAN B pexum rnobanbHOro KOHGUrypmposaHus.

Pexxnm DHCP Address Pool

Beegute komanay ip dhcp pool <name> B pexume rnobasnbHOro KOHOUIrypupoBaHUA ANs
Bxoda B pexkum DHCP Address Pool. MpurnaweHne atoro pexmma « Switch(Config-<name>-
dhcp)#» . B aTom pexkume npoucxoant KoHdurypmuposaHune DHCP Address Pool. BoinonHute
KOMaHAy Bbixo4a, YToObl BbINTU M3 pexkMma KoHpurypmposaHma DHCP Address Pool B pexum
rnob6anbHOro KOHPUrypPUPOBAHUSA.

ACL pexxum

Tun ACL

KomaHpga

JeicTBne KOmaHAbl

Bbixopg,

CTaHpapTHbIA
pexum IP ACL

Habepute KomaHay ip
access-list standard B
pexume  rnobanbHoro
KOHOUTYypMpPOBaHMA .

HacTpoitka napameTpos
ANACTaH4APTHOIO
pexkuma IP ACL

Mcnonb3yiite KomaHay
exit gna Bo3BpaleHus
B rN06ANbHbIN PEXKUM.

PaclumpeHHbIit
pexum IP ACL

Habepute kKomanay ip
access-list extended B
pexnme  rnobanbHoOro
KOHOUTypUpoBaHuS .

HacTpoitka napameTpos
ana pacLUMpPEeHHOro
pexkuma IP ACL

Ncnonb3yiite KomaHay
exit gna Bo3BpaleHus
B rN06anbHbI PEXUM.

1.2.2 HacTpoiiKa CMHTaKcuca

KommyTaTop pas3nmMyaeT MHOXECTBO KOMaHA KoHdurypauuu. HecmoTpa Ha To, 4YTO BCe
KOMaHApbl pasHble, Heobxoammo cobnogaTb CUHTAKCMC MX HanucaHua. Obwmin dopmaTt
KOMaHZAbl KOMMYTaTOpPa NPMBELEH HUXKE:

enumN } optionN]

cmdtxt <variable> {enuml | .. | [optionl | .. |

Pacwudposka: cmdtxt KMPHbIM WPUPTOM YyKa3bIBaeT Ha KAKYEBOE C/NI0BO KOMaHApbl;
<variable> ykasbiBaeT Ha wu3meHsembld napameTp; {enuml | .. | enumN} o3Hauyaer
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0653aTeNbHbIA  NAapaMeTp, KOTOpbIA [Ao/KeH ObiTb BblbpaH M3 Habopa napameTpos
enuml~enumN, a B KBagpaTHble CcKobkM « []» [optionl | .. | optionN] 3aknwouyatoT
HeobA3aTe/IbHbIN NapameTp. B aTom cnyyae B KOMAHAHOM CTPOKE MOXKeT HbiTb KOMBMHAUUA
"<>" M m "[]" Hanpumep: [<variable>], {enum1 <variable>| enumz2}, [optionl [option2]], n
TaK ganee.

BoT npumepbl HEKOTOPbIX aKTya/IbHbIX KOMaHAbl KOHPUTYpPaLKUK:

show version, MapameTpbl He TpebyeTca. ITO KOMaHAA, COCTOAWANA TOJIbKO U3 K/OYEBbIX
cnos 1 6e3 napameTpos;

vlan <vlan-id>, Heo6Xx04MM BBOZ 3HAYEHMA NapaMeTpOB Noc/e KAK4YeBoro C/10Ba.

firewall {enable | disable}, 3TOWN KOMaHAOM MOJIb30BaTE/lb MOMET BKJAOUYUTL WU
BbIKTHOYUNTD 6paHp,M3y3p, cneayet anwb Bbl6paTb HYH(HbIVI napameTp.

snmp-server community {ro | rw} <string>, HUXe NpuBeaeHbl BO3MOXHbl€ BapMNaHTbI:
snmp-server community ro <string>

snmp-server community rw <string>

1.2.3 CoueTaHusA KnaBuwl

KommyTaTop MOAAEPKMBAET MHOMECTBO COYETaHWW Knasuw Ans obnerdyeHua BBOAA
KOHdUrypaumnm nonb3osatenem. ECAm KomaHAHaA CTPOKA He NPU3HAET HaXKaTUA BBEPX U BHU3,
10 Ctrl + P 1 Ctrl + N moryT 6bITb MCNO/Ib30BaHbI BMECTO HUX.

Knasuwa (u) dyHKUUA
Back Space Ypanutb cumBon nepeg, Kypcopom. Kypcop nepemelraeTca Hasag,
Beepx « T» MokasaTb npeablayulyto BBeAeHHYy KomaHgy. OTobparkeHne [0 Aecatu

HeAaBHO HabpaHHbIX KOMaHA.

BHU3 « ¢ » MoKasaTb Cleaylollyto BBeAeHHY0 KomaHay. Mpu MCnoib30BaHUKU KAaBuLWn
BBepx « “T» , Bbl MNOJAy4YaeTe paHee BBeAEHHble KOMaHAbl, nNpwu
MCMNONIb30BaHMM KNaBULLIM BHU3 « |,» , Bbl BO3BpallaeTecb K cneayroLlein
KOMaHae.

Bneso « &» Kypcop nepemewiaercda Ha oOAMH @ Bbl MoOXeTe MCNONb30BaTb KAaBULLM
CMMBO/ BNEBO. BJIEBO « <» M BMNPaBO « —>» AJA

M3MEHEeHMNA BBEeAEHHbIX KOMaHA,
Bnpaso» » Kypcop nepemewjaercA Ha O4MH
CMMBOJ BMNPaBso.
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Ctrl +p TaKan »e Kak 1y Knasuwm seepx « T» .

Ctrl +n Takan e KaK U Yy KNaBULLIM BHU3 « |/ » .

Ctrl +b TaKan e KaK 1 y KNaBuULLM BNIEBO « &» .

Ctrl +f TaKas »Ke KaK 1 y KNaBuLKn BNPaBo « - » .

Ctrl +z BepHyTbca B Pexxum agmunHUCTpaTopa HEMOCPeACTBEHHO M3 APYINX PEXMMOB
HaCTPOMKM (32 UCKNOYEHNEM NOJIb30BATENIbCKOTO PEXKMMA)

Ctrl +c OcCTaHOBKa HeNpepbIBHbIX NPOLLECCOB KOMaHSA, TaKMUX KaK MUHT U T.4,.

Tab B npouecce BBOga KomaHAbl Tab moxeT 6bITb MCNONb30BaH AaA ee

3aBEpPLUEHUS, ECIN HET OWUNOOK.

1.2.4 CnpasKa

CywecTByloT ABa cnocoba noay4ynTb AOCTYN K CnpaBo4YyHol uHpopmaummn: KomaHgamm « help»

M«?»,
Doctyn K Ucnonb3osaHue u pyHKLUUM
cnpaske
Help Mog ntoboit KomaHaHoW cTpokoit BeBeauTe "help" u Haxkmute Enter, Bbl

nonyymnte KpaTkoe onncaHune ms3 cnpaBquoﬁ CUCTEMDI.

«?»

1. MNop, nwoboi KomaHAHOM cTpoKolk BBeauTe "?", 4yTOObI MONYYMTb CMUCOK
KOMaHA, ans TEKYLLEero pexuma C KpaTKum OnnCcaHNEM.
2. Beeaute "?" nocne KomaHapbl. Ecan nosvumsa gonxHa ObiTb NapameTpom,
onucaHue 3TOro napameTtpa Tuna, macwrtaba v T.4., byayT oTobparkeHbl, ecnu
nosmuma AoaXHa ObITb KAHOYEBbIM C/AOBOM, TO bOyaeT oTobparkeH Habop
K/NOYEBbLIX CNOB C KPaTKMM ONMcaHMem, ecaun Bbiwao "<cr > ", To KomaHaa
BBEAEHa MOJIHOCTbIO, Ha)KMUTe Knasuwy Enter, 4To6bl BbINO/NHUTL KOMaHAy.
3. Beegute "?" cpa3y nocne CTPOKU. ITO MOKA*KET BCE KOMaHAbl, KOTOpble
HaYMHAOTCA C 3TOMN CTPOKM.
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1.2.5.1 Omobpaxcaemasn uHgopmayus: ycneuwiHoe evinosnHeHue (successfull)

Bce KomaHAbl, BBOAUMbIE Yepe3 KNaBmaTypy NpoxoaaT NpoBepKy cMHTakcuca B Shell. Huyero

He O6yaeT oTobpaxkaTtbca, ecam

nonb30BaTesib

BBE€N NpaBu/ibHble KOMaHAbl Npwn

COOTBETCTBYHOLWMNX peXnMMmax U YTO NpuUBeNo K X ycnewHoMy BbINMOJ/IHEHUIO.

1.2.5.2 Omobpaxcaemas uHgpopmayus: owubo4Hvlii 8800 (error)

OTtobpaxkaemoe coobuieHmne ownbKn

MoacHeHue

Unrecognized command or

parameter!

illegal

BBefeHHOM KOMaHAbl He CyllecTByeT WAM ecCTb
owmnbKa B NnapameTpe macwTaba, TMna unn popmara.

Ambiguous command

[locTynHO No KpaiHel mepe ABe MHTepnpeTauuu
CMbICNa Ha OCHOBE BBEAEHHOTO TEKCTA.

Invalid command or parameter

KomaHga cyuwectByeT (npu3HaeTca), HO

HenpaBWIbHbIN NapameTp.

3a4aH

This command is not exist in current
mode

KomaHza cyuwiectByeT (npusHaeTcsa), HO He MOXeT
6bITb MCNO/b30BaHa B AAaHHOM peXxume.

Please configure precursor command
"*1 gt first!

KomaHza cywecTtByeT (Npu3HaeTca), HO OTCyTCTBYeT
yCNOBUE KOMaHApbI.

syntax error : missing '"' before the end
of command line!

OwmnbkKa CUHTaKcuca:
MCNo/Ib30BaTbCA B Nape.

KaBbl4KK He MOoryT

1.2.6 MoppeprKKa A3blKka HeueTKou noruku (Fuzzy math)

Shell Ha KOMMYTAToOpe UMeEeT noaaep»Ky A3blKa HEYETKON JIOTUKU B MOWUCKe KOMaHA4 U
KntoueBbix cioB. Shell 6Yﬂ,eT Pacno3HaBaTb KOMaHAbl N K/lO4YEBbIE CZ1I0Ba B TOM C/ly4ae, eCiun
BBeAEHHAA CTPOKaA He BbI3blBAE€T HUKAKUX KOH(I)J'IMKTOB.

Hanpumep:

1. KomaHpa «show interface ethernet status» ,0ygeT paboTaTb gaxe B TOM C/iyyae, ecnm

HabpaTb « sh in ethernet status « .

2. OgHaKo, npu Habope KOMaHAbl « KaKk « show r» cucTema
coobwmt « > Ambiguous command!» , T.k. Shell bygeT He B cocToAHMW onNpeaennTb 4YTO
nmenocb BBuay « show radius» nam « show running-config» . Takum obpasom, Shell cmoxket

NpPaBW/IbHO Pacno3HaTb KOMaHAy TO/IbKO ecnn byaeT HabpaHo « sh ru» .

show running-config»
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2 OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.10cCHOBHbIe HaCcTPOIKK

OCHOBHblE HACTPOMKM KOMMYyTaTOpa BKAOYAOT B ceba KOMaHAbl ANA BXOAA W BbIXo4ad M3
peXMma agMUHUCTPATOPA, KOMaHAbl ONA BXOAA M BbIXOZA U3 peXuma KOHPUrypupoBaHuUA
nHTepdernica, oNA HACTPOMKM M OTOOpa)KeHWs BpemeHM B KOMMyTaTope, OTobparkeHuA
MHPOPMaLMM O BEPCUM CUCTEMBI KOMMYTATOpPA M TaK Aanee.

KomaHpa

MosacHeHune

Ob6bIYHbIN

No/b30BaTeNbCKUMN pE)KMM/ Pexxum dAMUHUCTPATOPA

Enable [<1-15>]
disable

MNMonb3oBaTenb UcNonb3yeT KoMaHAay enable ans Toro Ytobbl BOMTHU B
peXXnm agMmuHuctpatopa. A komaHay disable gns Bbixoaa 13 Hero.

PexXxum agMmuHucTparopa

config [terminal]

Bxoaut B pexum rnobanbHOro KoOHOUrypupoBaHMA M3 pexkMma
agMUHUCTpaTOopa.

PasnunuHble pexunmbl

exit

Bbixo4, M3 TEKYWEro pexuma W BXoA4, B MNPeablaylimnii pexum,
Hanpumep ecanm NPUMEHUTb 3Ty KOMaHZy B pexume rnobanbHoOro
KOHOUIypMpoBaHMA, TO OHA BEPHET BAC B PEXMM aZMUHUCTPATOPA ,
€cnun HabpaThb ewe pas (yKe Haxo4Aacb B peXMme agMUHUCTPaTopa)
TO NonazeTe B NoJ/Ib30BATE/IbCKUI PEXUM.

show privilege

lMokasbiBaeT NnpuBuaerMn ona onpeneneHHbIX nonb3oBaTesiein

PaclumpeHHblii NoNb30BaTeNbCKUIA peXkum/ Pexxum agMmuHucTpaTopa

end

BbIXOOUT U3 TEKYyLLero pexmma W BO3BPALLAETCA B PEXUM
aAMMHUCTPATOPa, TO/IbKO KOr4a MoAb30BaTeNb HAaXOAMTbCA He B
NoNb30BaTENbCKOM/aAMUHUCTPATOPCKOM PEXKMMAX.

Pexxum agmuHucTpartopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHOBKa AaTbl U BPEMEHMU.

show version

OTobparkeHne BEpCMM KOMMYTaTopa.

set default

Bo3sBpalaeT 3aBoacKkue HaCTpOI‘/‘IKl/I.

write

CoxpaHsieT TeKyLLyto KoHourypaumio Ha Flash-namatsb.
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reload Mepesarpy3ka KommyTaTopa.

show cpu usage lMoKa3biBaeT cTeneHb Ucnosab3osaHma CPU.

show cpu utilization MoKa3blBaeT TEKYLLYHO CKOPOCTb 3arpy3Kn NpoLeccopa.

show memory usage MoKa3sbiBaeT CTeneHb UCMO/Ib30BAHUA NAMATW.

Pexxum rnob6anbHOro KOHGUrypupoBaHus

banner motd <LINE> Hactpoiika  otobpaxkaemoit  uMHGOpMaLMM  NpU  YCMELHOWM
no banner motd aBTopuM3auu nosb3oBatens udepe3 Telnet wAM  KOHCO/bHOE
coeanHeHue.

2.2YnpaBneHue Telnet
2.2.1 Telnet

2.2.1.1 BeedeHue s Telnet

Telnet 3To0 NpoCTO NPOTOKON yAANEHHOro A0CTyna AAa AMCTAaHUMOHHOro Bxoaa. Mcnonbsya
Telnet, nonb3oBaTeNb MOXKET AUCTAHLMOHHO BOWTU Ha XOCT MCNoAb3ys ero IP agpec uav nms.
Telnet moKeT NOCbINATb HAXKATMA KNAaBULW YOANEHHOMY XOCTY M BbIBOAUTb AaHHble Ha 3KpaH
Nnonb3oBaTeNs UCNonb3ysa Npotokon TCP. 3To npo3payHas Npoueaypa, Tak KaKk KaxkeTcs To, Y4To
NoNb30BaTENbCKME KNaBMATYPa U MOHUTOP NOAKNOUEHDI K YAaNEHHOMY Y31y HanpamYy!o.

Telnet ncnonb3yeT KANMEHT-CEPBEPHDBIN PEXUM, NOKA/IbHAA CMCTEMA BbICTynaeT B ponu Telnet
KNMEHTa, a yaaneHHbIn xocT - Telnet cepBepa. KommyTaTop MOXKeET 6biTb KaK Telnet cepsepom,
Tak n Telnet kKAneHTOM.

Korga kommyTaTtop mcnonb3yetca Kak Telnet cepsep, nmonb3oBaTenb MOXKET MCMO/b30BaATb
Telnet KnneHTCKMe nporpammebl, BKAtoYeHHble B OC Windows uauM apyrme onepaunoHHble
CUCTEMbl A8 BXO42 B KOMMYTATOp , KaK OMUCAHO paHee B pasjene « ynpasieHue no
He3aBMCUMMbIM KaHanam cBasm» . Kak Telnet cepBep KommyTaTOp NO3BOAAET A0 5 KAMeHTam
Telnet nogkntoyeHne ncnonbsya npotokon TCP.

Takxke KommyTaTtop paboTasa Kak Telnet KnMeHT, No3BonAeT NoONb30BATENO BOWTU B Apyrue
yAaneHHble XocTbl. KommyTaTtop moXeT ycTtaHoBUTb TCP-noAxkAtoveHue TOMbKO K ogHomy
ygoaneHHomy xocTy. Ecam nossutbca HEOBXOAMMOCTb COEAMHEHWA C APYIMM yAaNeHHbIM
XOCTOM, Terywme coegmHeHnsa TCP onxkHbl 6bITb pa3opBaHbl.
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2.2.1.2 KomaHObI KoHpu2ypuposaHus Telnet

1. HacTtpolika Telnet cepBepa;

30

2. Ucnonb3osaHue Telnet gna yaaneHHOro AocTyna K KOMMYTaTopy.

1. HacTpolika Telnet cepsepa

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus

telnet-server enable

no telnet-server enable

AktuBupyet ¢yHKumio Telnet cepsepa Ha
KommyTaTope, KomaHza « no»
AEaKTUBMPYET 3Ty QYHKLMIO.

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]

Nno username <username>

HacTpanBaeT umsa nonb3oBaTens M naposb
ana goctyna no Telnet . KomaHaa « no»
yAanseT AaHHble aBTOpPU3aLmMu BbiIBpaHHOro
nonb3oBaTens.

authentication securityip <ip-addr>

no authentication securityip <ip-addr>

HacTtpauBaeT 6e3onacHocTb IP agpecos ana
BXOA4a Ha KommyTaTop no Telnet: komaHaa
« NO» OTMEHAET NpeablayLLYI0 KOMaHAY.

authentication securityipvé <ipv6-addr>

no authentication securityipvé <ipv6-addr>

HactpauBaeT 6e3onacHocTb IPv6 agpecos
AnAa Bxoga Ha KommyTtatop no Telnet:

KOMaHAa « no» OTMeHseT npeablayLiyto
KOMaHAy.

authentication ip access-class {<num-  Csa3sbiBaeT ctaHgapTHbIK IP ACL c Telnet /

std>|<name>} SSH /Web; kKomaHza « no» oTmeHseT

no authentication ip access-class NPEABIAYLLYIO ROMAHAY.

authentication ipv6 access-class {<num- | CsasbiBaeT IPv6 ACL c Telnet / SSH /Web;

std>|<name>} KOMaHZa « no» OTMEHAEeT npeablayLlyto

no authentication ipv6 access-class KOMaHAy.

authentication line {console | vty | web} login | Hacrpoiika  peuma  ayTeHTuduKaLmm

{local | radius | tacacs } Telnet.
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no authentication line {console | vty | web}
login

authentication enable method1 [method2 ...]

no authentication enable

HacTpolika BKIOYEHMA CMUCKOB METOLOB
ayTeHTUdMKaumu.

authorization line {console | vty | web} exec
{local | radius | tacacs}

no authorization line {console | vty | web} exec

HacTpoiika pexunma astopmsaunm Telnet.

accounting line {console | vty} command <1-
15> {start-stop | stop-only | none} methodl
[method2...]

no accounting line {console | vty} command <1-
15>

HacTpoiKka cnucka meTog0B y4eTa.

Pexxum agmuHucTpartopa

terminal monitor
terminal no monitor

OTobpakeHne OTAaA0YHOM MHPOpPMaLLUK
ANA BXoAa Ha KommyTaTop uyepes Telnet
KAneHT; KomaHga « no» OTKAo4yaer
oTobparkeHne AaHHOM MHbOPMaLINN.

2. Ucnonb3osaHue Telnet ana yaaneHHoOro 4octyna K KOMMyTaTopy

KomaHpga

OnucaHue

Pexxum agMmuHucTpatopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipvé6-
addr> | host <hostname>} [<port>]

Bxog, Ha xocT KommyTaTopa 4epe3 Telnet
KAWEHT, BXOZAWMW B  KOMMJIEKTALUMIO
KommyTaTopa.

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




(AT
ey

PykoBogzcTBO nonb3osaTens
2. OCHOBHbI€ HaCTPOMKM KOMMyTaTopa 32

2.2.2. SSH

2.2.2.1 BeedeHue 8 SSH

SSH (aHrn. Secure SHell — «6e3onacHaa o060/104Ka») ABNseTCA MNPOTOKONOM, KOTOpPbIM
obecneumBaeT 6e3onacHblii yAaneHHbIA AOCTyNn K ceTeBblM ycTponcTtBam. OH OCHOBaH Ha
HagexHom TCP/IP npotokone. OH noaAeprkMBaeT TaKMe MexaHM3Mbl Kak pacnpegeneHue
KNoYen, npoBepka NOAIMHHOCTM M WwnudpoBaHma mexay SSH cepsepom u SSH-knneHTOM,
ycTaHOBKa 6e3onacHoro coeauHeHuna. MHopmauma, nepesaBaemas yepes 3TO COeAMHeEHMeE
3awWwmueHa oT nepexsata M pacwndpoBKn. OnAa A0CTyna K KOMMYTaTopy COOTBETCTBYOLLEMY
TpeboBaHMAM SSH2.0, Heobxogmmo SSH2.0 KAneHTCKoe nporpaMmHoe obecneyeHe, Takoe, Kak
SSH Secure Client wn Putty. [Monb3oBatenM MoryT 3anyckaTb BblllenepevyncieHHoe
nporpammHoe obecneyeHne ANA ynNpaBieHUA KOMMYTATOPOM yaaneHHo. KommyTtatop B
HacToAlWee BpemMsa nogaep)xusaeT ayTteHTUdMKaumio RSA, 3DES wu SSH wudposaHue
NPOTOKOANA, NAapOab NO/b30BaTeNs ayTeHTUOUKaALMK U T.4,.

2.2.2.2 CNucoKk KOMAaHO 017 KoHgu2ypupoeaHus SSH cepeepa

KomaHpa OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

ssh-server enable AKTUBaUMA OYHKUMM HA KOMMYyTaTope; KOMaHaa «

no ssh-server enable NO» OTMEHSAET NpeAblAyLLYI0 KOMaHAY.

username  <username> [privilege | HacTpavBaeT umsa nosb3oBaTena M nNaponb ANA
<privilege>] [password [0 | 7] | goctyna K KommyTatopy 4epe3 SSH KaueHT
<password>] KomaHza « no» ypanseT AaHHble aBTOpM3auuu

no username <username> Bbl6paHHOFO nonb30BaTeNA.

ssh-server timeout <timeout> Hactpoika Talimayta pgna ayteHTudukaumm SSH;
KomaHaa « no» BOCCTaHaB/AMBAET 3HA4YeHWsa no
YMO/IMaHMIO TaMMayTa ANA ayTeHTUdMKaumm SSH.

no ssh-server timeout

ssh-server authentication-retires | HacTtpolika 4Mcno  NOBTOPHbIX  NonbITOK  SSH
<authentication-retires> ayTeHTUdMKaummn; KomaHaa « no» BOCCTaHaB/IMBAET

no ssh-server authentication-retries 3Ha4eHnA No yMONHaHUIo.

ssh-server host-key create rsa modulus | Co3gaHue HoBoro RSA kntoya xocta Ha SSH cepsepe.
<moduls>

‘ QTECH | www.qgtech.ru

MWP OOCTYMNHEE


http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

[ERTIRTIIT T Y
nteersss:

PykoBogcTBO nonb3oBatens

2. OCHOBHbI€ HaCTPOMKM KOMMyTaTopa 33

Pexxum agMmuHucTpatopa

terminal monitor MNoKka3 oTnago4vHon nHdopmaumm SSH Ha cTopoHe
KAMEHTa; KOMaHA4a « NO» OTMEHSeT npeablayLlyto
KOMaHAy.

terminal no monitor

2.2.2.3 Mpumep Hacmpoliku SSH cepsepa
Mpumep 1:
3agaun:

e Bkntountb SSH cepBep Ha KommyTatope w 3anyctutb SSH2.0 nporpammHoe
obecneyeHne KNMeHTa, Takoe Kak SSH Secure Client unu Putty Ha TepmunHane. BoiiTn Ha
KOMMYTaTOP, NCNONb3YA MMA NOb30BaTENA U NAPOb OT KMEHTA.

e Hactpoutb IP-agpec, nobasutb SSH nonb3oBaTtenen u akTMBMpoBaTb SSH cepBuUC Ha
KommyTaTope. SSH2.0 KAMEHT MOMKET BOWTM B KOMMYTATOP, WCNOAb3YyA WMSA

nonb3oBaTesIa U Napoaib ANnA HaCTpOﬁKM KOMMYTATOpa.

Switch (config) #ssh-server enable

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 100.100.100.200 255.255.255.0
Switch (Config-if-Vlanl) #exit

Switch (config) #username test privilege 15 password 0 test

B IPv6 ceTax, TepmMWHanN AO/KeH 3anycTutb SSH-KAMeHT u nporpammHoe obecnedyeHue,
KoTopoe noajep:kusaet IPv6, Takme Kak putty6. lonb3osBatenn He [AO0SKHbI U3MEHATb
HaCTPOMKM KOMMYyTaTopa, 3a WMCKAOYeHWem pacnpegenenunsa IPvb-agpeca Ans NOKanbHOro
XOCTa.

2.3 Hactpoiika IP agpecoB KommyTaTtopa

Bce Ethernet-mopTbl KOMMmyTaTOpa MO YMO/MMaAHUIO ABAAKOTCA NOPTaMWM  AOCTyna Ans
KaHaNbHOro ypOBHA W BbINOAHAIOTCA Ha BTOpom yposHe. VLAN wuHTepdeinc npeacrasnsaer
coboin nHTepdelic TpeTbero ypoBHA € PYHKLMAMMU, ANA KOTOPbIX MOMKET ObiTb Ha3HayeH |P-
agpec, KoTopblit byaeT Takxke IP-agpecom KommyTatopa. Bce cetn VLAN, cBA3aHHble C
nHTepdencom, N nx KoHGUrypaumnsa MmoryTt 6biTb HACTPOEHbI B NOAPENRMME KOHOUTYPUPOBAHUA
VLAN. KommyTatop npeaoctaBaseT Tpu metoaa KoHpurypauum IP agpeca:
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. PyyHan
. BOOTP
. DHCP

PyuHana HacTpomKa IP-agpeca no3sondaeT npuceansaTb IP-agpec BpyUHyto.

B BOOTP / DHCP pexume, Kommytatop pabortaet Kak BOOTP/DHCP KnueHT, oTnpasnset
lUMpoKoBewaTenbHble naketol BOOTP 3anpoca Ha BOOTP/DHCP-cepsepa u BOOTP/DHCP
cepBep Ha3HA4yaeT agpec OTNPaBMTE/O 3aNpoca, KPOMe TOro, KOMMYTaTop MoXeT paboTaTb B
KayecTtee cepsepa DHCP n gnHamunyeckn HasHavaTb napameTpbl ceTU, Takue, Kak IP-agpeca,
w3 n agpeca DNS-cepsepos DHCP knueHTam, 4To noapobHO OonMcaHO B NocCaeayroumx
rnasax.

2.3.1 CnucoK KoOmaHpg, ANA HacTpoiiku IP agpecos

1. BkntoveHune VLAN perknuma;

2. Py4yHas HACTpOIiKa;

3. BOOTP KoHurypaums;

4. DHCP koHourypaums.

1. BkntoveHune VLAN pexxkuma

KomaHpaa OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

interface vlan <vian-id> Cospanue VLAN wuHTepdeica (uMHTEepdeica
no interface vlan <vian-id> TPETbErO YPOBHA); KOMaHAa « NO» ypanAeT
VLAN unHTepdeic.

2. PyyHan HacTpoiKa

KomaHga OnucaHue

VLAN pexxum

ip address <ip_address> <mask> [secondary] | Hactpoiika IP agpeca VLAN wuHTepdelica;
no ip address <ip_address> <mask> kKomaHaa « no» vyapandetr IP agpeca

[secondary] VLANuHTepdelica.

ipv6 address <ipv6-address / prefix-length> | Hactpoiika IPv6 appecosB. KomaHga « no»
[eui-64] yaanset IPv6 agpeca.

no ipv6 address <ipv6-address / prefix-

length>
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3. BOOTP KoHdurypauyms

KomaHpga OnucaHue

VLAN pexxum

ip bootp-client enable BkntoveHne kommyTtaTopa Kak BOOTP kaneHTa
ana nonyydyeHua IP-agpeca v agpeca wntosa
nytem neperosopos BOOTP. KomaHaa « no»
Bblknto4aeT BOOTP KauneHT.

no ip bootp-client enable

4. DHCP koHourypaums

KomaHga OnucaHue

VLAN pexxum

ip dhcp-client enable BkntoyeHne KkommyTtaTopa Kak DHCP KauneHTa
ana nonyyenua IP-agpeca v agpeca wao3a
nytem 3anpocos DHCP. KomaHpga « no»
BblkntovaeT DHCP KaneHT.

no ip dhcp-client enable

2.4 Hactpoiika SNMP

2.4.1 BeepgeHue B SNMP

SNMP (Simple Network Management Protocol) sBnsetca ctaHgapTHbIM MPOTOKO/IOM CETEBOIO
yNpaB/iEHNA, KOTOPbIN LUMPOKO MUCMOb3YETCS B YNPaBAEHUN KOMNbOTEPHbIMK ceTAMKU. SNMP
ABnaeTca passuBarowmmca npotokonom. SNMP vl [RFC1157] asnaetcA nepBoit Bepcuen
npotokona SNMP, KoTopas afanTMpoBaHa K OrpPOMHOMY YMCAY MPOU3BOAUTENEN CBOEW
NPOCTOTOM W nerkoctbio BHeApeHus; SNMP v2c aBnsaetca yaydleHHon Bepcueir SNMP vl; 8
SNMP v3 ycunena 6e3onacHocTb, gobasneHbl USM mn VACM (View-Based Access Control
Model).

SNMP-npoTtokon obecneunBaeT nNpocTon cnocob obmeHa MHbOpMaLMEN ynpaBAEHUA CETbiO
MeXay nOBymA Toykamm B ceTh. SNMP wucnonb3yeT MexaHM3m 3anpocoB W nepegaet
coobuieHuns yepes UDP (npoTokon 6e3 ycTaHOBAEHUA COeAMHEHUSA TPAHCMOPTHOrO YPOBHSA),
NO3TOMY OH XOPOLLO NOAAEPKUBAETCA CYLLECTBYHOLLMM KOMMNbIOTEPHbIMU CETAMM.

SNMP-npoTOKON WCNONb3YET pPEeXUM CTaHUMKU-areHTa. B  3TOM CTpPyKType ecTb Ase
coctansawouwme: NMS (Network Management Station) n areHt. NMS sasnsetca pabouen
CTaHUMEeN, Ha KOTOPOM CTOUT KAneHTckaa nporpamma SNMP. 3to aapo SNMP-ynpaBneHus
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ceTbto. AreHT cepBepHOro NporpaMmmHoro obecneyeHusa paboTaeT Ha YCTPOMCTBAX, KOTopble
Hy»KzalTca B ynpasneHnn. NMS ynpasnsetr Bcemn obbekTamu yepes areHToB. KommyTtaTop
noaaepXuBaeT GyHKUUK areHTa.

Ceasb mexay NMS u areHTom npoucxoguT B pexxume KnuneHt-Cepep, obmeHuBanAcb
CTaHAAPTHbIMK coobuweHnamu. NMS nocbinaeT 3anpoc M areHT oteeyaeT. EcTb cemb TMNOB
SNMP coobuieHnit:

. Get-Request

. Get-Response

. Get-Next-Request
. Get-Bulk-Request
. Set-Request

. Trap

. Inform-Request

NMS cBA3bIBAETCA C areHTOM C NOMOLLbO 3anpocoB: Get-Request, Get-Next-Request, Get-Bulk-
Request and Set-Request, areHT, npu nony4yeHMM 3anpocos, oTBeyvaeT coobuweHuem Get-
Response. O HEKOTOPbIX CeunanbHbIX CUTyaUUsaX, TaKMX, KaK U3MEHEHUS CTaTyCOB CETEBbIX
NopTOB YCTPOMCTBA UM M3MEHEHMA TOMONOTUM CETU, areHTbl MOTYT OTNPaB/ATb CneuuanbHble
coobleHns 06 aHomanbHbIX cobbITUAX. Kpome Toro, NMS morKeT ObiTb TakKe YCTaHOBAEH A/1A
npeaynpexXaeHna HEeKOTOpbIX aHOMaibHbIX cobbITuA, akTuBuMpys RMON ¢yHKumio. Korpa
cpabaTbiBaeT onpeaesieHHOe NPABM/IO, areHTbl OTNPABAAIOT COOBLLEHUA B XKYPHaNbl COObITUI B
COOTBETCTBMU C HACTPOMKaMM.

USM obecneunBaeTr 6e3onacHyto nepegadvy, XOpowo npogymaHHoe wudpoBaHue u
ayTeHTUdUKaumo. USM wundpyeT coobLueHns B 3aBUCMMOCTM OT BBOAA NapO/is NOb30BaTeNs.
3TOT MeXaHW3M TrapaHTUpPyeT, YTO COObOLWEHUA He MOryT ObiTb MPOCMOTPEHbl BO Bpems
nepegaun. Takxke USM AyTeHTUOMKauMA rapaHTUpyeT, 4YTo coobueHne He MoKeT bObiTb
n3meHeHo npu nepegadve. USM mcnonbdyet DES-CBC kpuntorpaduto. U HMAC-MD5 1 HMAC-
SHA ncnonb3ytoTca ans ayTeHTUPUKaLUK.

VACM wucnonb3yetca Ana KnaccuduKauum npas M AOCTyna nosb3oBaTenei. ITO CTaBuT
Nonb3oBaTeNeN C OAHUM U TEM ¥Ke paspelleHnem A0CTyna B oAHy rpynny. HeaBTopM3oBaHHbIe
No/ib30BaTe/IM HEe MOTYT MPOBOAMTb ONepaLum.

2.4.2 BsepeHue B MIB

NHopmauma ynpaBaeHusa cetbto goctyna B NMS KOppeKTHO onpeaeneHa M OpraHM3oBaHa B
nHpopmaumoHHon 6ase ynpasnenua (MIB). MIB 31o npeponpeneneHHas wHbopMauus,
KoTopaa MoxeT OblTb [OCTyNHa 4epe3 MNPOTOKONbl YMNpaB/ieHMA CeTbio, BO BCEN CBOEW
MHOFOC/IOMHOCTM U CTPYKTYpPUpPOBaAHHOM Buae. MpegonpeaeneHHas nHbopmauma ynpasaeHua
MOXKeT ObITb NnonyyeHa nyTem MOHWUTOPUHra ceTesblx ycTponcts. ISO ASN.1 onpegenset
APeBOBUAHYIO CTPYKTYPY Ans MID, cooTBeTCTBEHHO KaxKablit MIB opraHusyeT BClO AOCTYMNHYHO
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nHbopmaumio B BMAE TaKOW CTPYKTypbl. Kaxkgbil y3en 3atoro pgepesa copepxut OID
(naeHTUdPUKaTOp 06BEKTA) U KpaTKoe onncaHue y3na. OID npeactaBaset coboit Habop Lenbix
yncen, pasfeneHHbiX TOYKAaMM UM MOXKeT OblTb  WCMONb30BaH ANA  onpeaeneHua
MEeCTONONOXKEHUA Y313 B APpeBOBUAHON cTPyKType MID, Kak NOKa3aHO Ha PUCYHKE HUXKe:

Root

Node(1) Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

Mpumep aepesa ASN.1

Ha atom pucyHke OID o6bekta A asnsetca 1.2.1.1. NMS MoKeT HaliTu 3TOT 0OBbEKT Yepes 3ToT
YHUKanbHbIA OID M nonyuuTb CTaHOapTHble nNepemeHHble 0b6bekTa. MIB onpepenset Habop
CTaHAaPTHbIX NepPeMEHHbIX 418 MOHUTOPMHIA CETEBbIX YCTPOMCTB, C/ieys 3TON CTPYKType.

Echm nHpopmauma o nepemeHHbix MIB areHTa gosikHa 6biTb MPOCMOTPEHa, Heobxoamm
3anycKk nporpammHoro obecnevyeHua npocmotpa MIB Ha NMS. MIB B areHTe 06bI4HO COCTOMUT
n3 nybnamyHoro MIB n yactHoro MIB. My6anuHbii MIB cogepXuT OTKpbITYO MHOPMaLMIO
YNpaBJ/IEHNA CETbIO, KOTOPasi MOXKeT bbITb AocTynHa ana Bcex NMS, yactHbii MIB cogepKut
KOHKPETHYIO MHPOPMALMIO, KOTOpaa MOXKeT OblTb NPOCMOTPEHA W KOHTPO/AMpYyeTcA
noaAaepKKo NpomsBoguTens.

MIB-I [RFC1156] 6bina nepBoii peanunsaumen nybamyHbix MIB SNMP, n 6bina 3ameHeHa MIB-II
[RFC1213]. MIB-Il pacwupaetr MIB-I n coxpaHaetr OID ana MIB pepesbes B MIB-I. MIB-II,
COLEPKUT BJIOKEHHbIE AepeBbA, KOTOpble TaKkKe Ha3biBaloTCcA rpynnamu. O6bekTbl B 3TUX
rpynnax oxsaTbiBatoT Bce (YHKUMOHANbHble 06nacTn B ynpasneHun cetbto. NMS nonyuaet
nHpopmaumto 06 ynpasaeHum ceTbto npocmatpmeas MIB Ha SNMP areHTe.

KommyTaTop mosKeT paboTaTb B KadyectBe SNMP areHTa, a Take noggep>kmsaet SNMP v1/v2c
n SNMP v3. Take KommyTaTop nogaep>kusaet 6asosbie MIB-II, RMON ny6anyHbie MIB n
apyrne nybamyHble MID, Takue Kak Bridge MIB. Kpome TOro, kommyrtatop noaaep>kusaet
CaMOCTOATENbHO onpeaeneHHble YacTHble MIB.
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2.4.3 BsepeHue B RMON

RMON sBnsetcA Hambonee Ba*KHbIM paclwimMpeHnem cTaHaaptHoro SNMP npoTokona.
RMON saBnaetca Habopom onpeaeneHnn MIB un wucnonb3yetca ana onpegeneHus
CTAaHOAPTHbIX CPeacTB W WHTepdelicoB aAnA HabnwpeHWs 3a CceTblo, NO3BOAAET
OCYWeCTBNATb CBA3b MeXay TepmuHanamu ynpasneHma SNMP u  yganeHHbIMU
ynpasasembimm KommyTaTopamu. RMON obecneumBaeT BbICOKOIPDEKTUBHBIA METOA,
KOHTPONA AEUCTBUWA BHYTPU NOACETU.

MID RMON coctout u3 10 rpynn. KommyTaTop noaaep*kmBaet Hambonee wyacto
ncnonbsyemoble rpynnbol 1, 2,3 n 9:

e Statistics: KOHTpOAMpPYeT OCHOBHOE MCNONb30BaHWE M BeAeT CTAaTUCTMKY OWWBOK AnAa
Ka*K40M NOACETN KOHTPONMPYEMOTO areHTa.

e History: no3BonAeT nepuvogMuyeckM 3anucbiBaTb 06pasubl CTAaTUCTUKM, KOTOpble
poctynHbl B CTaTucTumKe.

e Alarm: no3BonfeT Nonb30BaTeNAM KOHCONM YNpPaBAEHUA YCTaHaB/ANBATb KOJIMYECTBO
AW YUCNO [N UHTEPBANOB OOHOBAEHMA M MOPOrOBbIX 3HAYEHWI OMNOBELLEHMA ANA
3anucet RMON areHTa.

e Event: cnucok Bcex cobbiTuin, nponsoweawmx B RMON areHTe.

Alarm 3aBucaT oT peanmsauum Event. Statistics n History oTobparkaloT TekyLlyo CTaTUCTUKY
nnn uctoputo nogcetu. Alarm mn Event obecneumBatoT metos KOHTpoAA ntoboro nsmeHeHusa
OAHHbIX B CETU M NPefoCTaBAAIT BOSMOMXKHOCTb NOAaBaTb CUFHANbI NPU HELWTaTHbIX COObITMAX
(oTnpaeka Trap nau 3anucb B XKypHasbl).

2.4.4 Hactpoitka SNMP

2.4.4.1 Cnucok KomaHO 0a:a Hacmpoliku SNMP

. BkntoueHune n otkntoveHune GyHkumm SNMP areHTa;
. HacTtpoiika ctpoku coobuiectsa B8 SNMP;

. HacTtpoiika IP-agpeca ctaHumm ynpasaeHuns SNMP;
. Hactpoiika engine ID;

. Hactporika nonb3oBatens;

. HacTtpoiika rpynnbi;

. Hactpolika Bnaa;

. Hactpoliika TRAP;

O 00 N oo U1 A W N B

. BkntoueHue / BbiknoueHmne RMON.
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1. BkntoueHue u oTkAoveHne GpyHKkumm SNMP areHTa
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHusa
snmp-server enabled BknatoyeHne oyHKumMm SNMP  areHta Ha

no snmp-server enabled

KommyTaTope. KomaHaa « no» BbIK/KOYaEeT 3Ty
dYHKUMIO.

2. HacTpoWKa cTpoku coobuiectsa 8 SNMP

KomaHpga

OnucaHue

PexXum rnobanbHoro

KOHPUrypmupoBaHua

snmp-server community {ro|rw} {0 | 7}
<string> [access {<num-std>|<name>}] [ipv6-
access {<ipv6-num-std>|<ipv6-name>}] [read
<read-view-name>] [write  <write-view-
name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

HacTpoiika cTpoku coobuiectea 8 SNMP ans
KommyTaTopa. KomaHZga « no» yaanaer 3Ty
CTPOKY.

3. Hactpoitka IP-agpeca ctaHuum ynpasneHma SNMP

KomaHpa

OnucaHue

PexXum rnobanbHoro

KOHUrypmuposaHua

snmp-server securityip { <ipv4-address> |
<ipv6-address> }
no snmp-server securityip { <ipv4-address> |
<ipv6-address> }

Hactpoiika 6e3onacHbix IPv4/IPv6 agpecos ,
KOoTOpble  MMET npaBo  AocCTyna K
KommyTaTopy. KomaHaa « no» yaanser 3Tu
HaCTPOMKMU

snmp-server securityip enable
snmp-server securityip disable

BKntoyeHue 7] OTK/ItoYEHUE
npoBepKun 6esonacHbix IP.

bYHKUMM
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4. HacTtpoiika engine ID
KomaHpga OnucaHue
PexXum rnobanbHOro KOHGUrypupoBaHus
snmp-server engineid <engine-string> HacTpoiika nokanbHoro engine ID Ha

no snmp-server engineid

KOMMmyTaTope. 3Ta KOMaHZa WCnoJib3yeTca
ansa SNMP v3.

5. Hactpoitka nonb3oBaTtensa

KomaHpaa

OnucaHue

Pexxum rnobanbHoro

KoHdurypmuposaHua

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std> | <ipv6-name>}]
no snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

[ob6asneHne nonb3osatens 8 SNMP rpynny.
3Ta KOMaHAa WCMnonb3yeTcs A/ HACTPOMKM
USM gna SNMP v3.

6. Hactpowka rpynnbl

KomaHpaa OnucaHue
Pexxum rnobanbHoro KoHpuUrypuposaHua
snmp-server group <group-string> | YcTaHOBKa WHPopmauum O rpynne Ha

{noauthnopriv|authnopriv|authpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std> | <ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

KOMMYyTaTope. JTa KOMaHAa uCnosb3yeTcA
ana Hactporikm VACM ana SNMP v3.
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7. Hactpoika B1aa
KomaHpga OnucaHue

Pexxum rnobanbHoro KoHpuUrypmposaHusa
snmp-server view <view-string> <oid-string> | Hactpoiika Buaga Ha KommyTatope. ITa
{include|exclude} KomaHzaa ncnonb3syetcsa ana SNMP v3.
no snmp-server view <view-string> [<oid-
string>]
8. Hactpowka TRAP

KomaHpga OnucaHue

Pexxum rnobanbHoro KoHpuUrypuposaHua

snmp-server enable traps Bkawountb otnpaBky Trap coobuweHuit. 3Ta KomaHaa

no snmp-server enable traps

ncrnonbsyerca ana SNMP v1/v2/v3.

snmp-server host { <host-
ipv4-address> | <host-ipv6-
address> } {vl | v2c | {v3
{noauthnopriv | authnopriv
| authpriv}}} <user-string>

no snmp-server host { <host-
ipv4-address> | <host-ipv6-
address> } {vl | v2c | {v3
{noauthnopriv [ authnopriv
| authpriv}}} <user-string>

YcTtaHoBKa IPv4/IPv6 agpeca xocTa, KOTOpbI UCNOJIb3yeTca Ana
nonyyeHua umHoopmaumm SNMP Trap. Ana SNMP v1/v2, aTa
KOMaHAa TaKe HacTpauBaeT CTPOKy coobuiectBa ans Trap;
ana SNMP v3 , 5Ta KOMaHAa TaKXe HacTpauBaeT WMA
nonb3oBaTena U ypoBeHb besonacHoctn Trap. KomaHga "no",
oTmeHsaeT aT1oT IPv4 uau IPv6 agpec.

snmp-server trap-source
{<ipv4-address> | <ipv6-
address>}
no snmp-server trap-source
{<ipv4-address> | <ipv6-
address>}

KOTOpbIM
Ilr.]0

YctaHoBKa |IPv4 wnaum
ncnonb3yeTca AnA OTNPaBKM trap NaKkeTos,
yaansaeTt KoHpurypaumto.

IPv6 appeca WCTOYHMKA,
KOMaHAa
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9. BktoueHue / BbikaoyeHne RMON

KomaHpga OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

rmon enable BkatoueHune / BbikatoyeHne RMON

no rmon enable

2.4.5 TunuyHble npumepbl HacTpoku SNMP
IP-agpec NMS 1.1.1.5, IP-agpec KommyTaTopa (areHta) 1.1.1.9.

CueHapuit 1: MporpammHoe obecnedyeHne NMS ucnonbayet npotokon SNMP gns nonyyeHus
O2HHbIX OT KOMMYTaTOpA.

KoHurypauma kKommyTaTopa, 3anmMcaHa HUKe:

Switch (config) #snmp-server enable
Switch (config) #fsnmp-server community rw private
Switch (config) #snmp-server community ro public

Switch (config) #snmp-server securityip 1.1.1.5

NMS MoO3KeT MCnosib30BaTb YaCTHYIO CTPOKY coobLliecTBa A4 AOCTyNa K KOMMyTaTopy Ans
YTEHMSA U 3aMUCKU paspeLleHnii AN UCNOoNb30BaTb NYBANYHYIO CTPOKY coobuiecTBa ana A0CTyna
K KOMMYTaTOPY TO/IbKO A1l YTEHUSA pPa3peLLeHnit.

CueHapuin 2: NMS 6yanet nonydatb Trap coobuieHua oT kommyTtatopa (MpumeyaHue: NMS,
BO3MOXHO, NPOBEPUT 3HAYeHMe CTPOKM coobuiectBa ana Trap coobuweHuit. B atom cnydae
NMS ncnonb3yeT NnoATBEPKAEHNE CTPOKM coobuiecTBa usertrap).

KoHburypauma KommyTaTopa, U3N0MKEeHa HUKeE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 1.1.1.5 vl usertrap

Switch (config) #snmp-server enable traps
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CueHapuit 3: NMS mcnonb3yetr SNMP v3, 4ytobbl nonyunTs MHGOPMaLMIO OT KOMMYyTaTOpPA.

KoHurypauma kKommyTaTopa, U3N0XKEHA HUMKE:

Switch (config) #snmp-server
Switch (config) #snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch (config) #snmp-server group UserGroup AuthPriv read max write max
notify max

Switch (config) #snmp-server view max 1 include

CueHapuit 4: NMS xoueT nonyumnTb v3Trap coobuieHre, oTnpaBieHHOe KOMMYTaTOPOM.

KoHurypauma kKommyTaTopa, U3N0XKEHA HUMKE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 10.1.1.2 v3 authpriv tester

Switch (config) #snmp-server enable traps

CueHapuit 5: IPv6 agpeca NMS 2004:1:2:3::2; IPv6 agpeca KommyTatopa (areHTa)
2004:1:2:3::1. Monb3osatenn NMS umcnonb3yoT npotokon SNMP ana nonyvyeHuma OaHHbIX OT
KOMMYyTaTopa.

KoHdurypaumna KommyTtatopa, U3N10XKEHA HUKE:

Switch (config) #snmp-server enable

Switch (config) #snmp-server community rw private

Switch (config) #snmp-server community ro public

Switch (config) #snmp-server securityip 2004:1:2:3::2

NMS MO3KeT MCno/b30BaTb YaCTHY CTPOKY coobliectBa A4 AOCTyNa K KOMMyTaTopy Ans
YTEHMSA U 3aMMCKU paspeLleHnii AN UCNOoNb30BaTb NYBAUYHYIO CTPOKY coobuiecTBa Ana A0CTyna
K KOMMYTaTOpPY TO/IbKO /1 YUTEHUA Pa3peLleHnN.

CueHapui 6: NMS 6yaet nonyyatb Trap coobuieHua oT kommyTaTopa (MpumedaHue: NMS,
BO3MOXHO, NPOBEPUT 3HAYEeHMEe CTPOKKM coobuiectBa Ana Trap coobueHuin. B atom cnyyae
NMS ncnonb3yeT noaTBEpPXKAEHUE CTPOKKN coobLLecTBa usertrap).

KoHdurypauma KommyTaTopa, U3/103KEHA HUXKE:

Switch (config) #snmp-server host 2004:1:2:3::2 vl dcstrap

Switch (config) #snmp-server enable traps
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2.4.6 Nowuck HeucnpasHocten SNMP

Korga nonb3oBatenn HacTpamsatoT SNMP, SNMP cepBep MOXeT He paboTaTb AO0NMHbIM
06pa3om M3-3a OTKa3a PU3NYECKOrO COeAMHEHUA W HEMPABUIBHOW KOHOUIypauuu u T.A4.
Monb3oBaTenn MoOryT yCTPaHUTb Npobaembl, BbINONHUB TPebOBaHUA, YKa3aHHbIe HUXKe:

Y6eaunTtbca B HAAEKHOCTU GU3NYECKOTO COeMHEHUSA.

Y6eauntbca, 4TO UHTEpPhENC M NPOTOKON Nepesaym SaHHbIX HAXOLATCA B COCTOAHUM
« up» (ucnonbaynte kKomaHay "Show interface"), a TaKkke cBA3b MeXAay
KOMMYTaTOPOM WM XOCTOM MOXeT ObiTb MpoBepeHa NyTeM NUHra (McnonbsyiTe
KomaHgy "ping").

Y6eauTbces, 4To BKAoYeHa ¢yHKuma SNMP areHTa. (Mcnonb3oBaTb KomaHAy "snmp-
server "

Y6eauTbea,uto 6e3onacHoctb IP ana NMS (Mcnonb3oBaTb KomaHay "snmp-server
securityip") u cTpoka coobuwectBa (Mcnonb3oBaTb KOMaHAy "snmp-server
community") npaBUAbHO HacTpoeHbl. Ecn 4To-To U3 3TOro He HacTpoeHo, SNMP He
cmokeT obuatbes ¢ NMS gonkHbIM 06pasom.

Echrn Heobxoguma Trap ¢yHKuMA, He 3abypbTe BKAOUMTL Trap (MCnosib3oBaTb
KomaHgy "snmp-server enable traps"). M He 3abygbTe npaBuAbHO HacTpouTb IP-
afipec xoCTa M CTPOKy coobliectBa ana Trap (Mcnonb3oBaTb KOMaHAy "snmp-server
host"), yuto6bl 06ecneunTb OTNPaBKY Trap COOBLLEHNI HA YKa3aHHbIM XOCT.

Echn Heobxoanmma RMON ¢yHKUMA, OHa AOMKHA ObiTb BKAKOYEHA (MCNonb30BaTb
KomaHgy "rmon enable").

Ucnonb3yite KomaHay "show snmp" , 4TobObl NPOBEPUTbL OTMNPABAEHHbIE U
nonyyeHHble coobuweHna SNMP; Ucnonbayinte KomaHay "show snmp status”, utobbl
npoBepuTb MHPopmaumio o KoHpurypaunm SNMP; Ucnonblyinte komaHay "debug
snmp packet", 4To6bl BKAOYNTE PYHKLUMM OTNAAKM M npoBepKkn SNMP.

Ecnv nonb3oBaTenb MO-MPEKHEMY He MOMeT pewunTb npobnembl ¢ SNMP,

obpawanTecb B TEXHUYECKUI LLEHTP.

2.5 MopepHusayma KommyTtatopa

KommyTaTop npepoctasnseTt gsa cnocoba obHosneHua: obHoBneHne BootROM u TFTP/FTP
obHoBneHue nog Shell.

2.5.1 CucremHble ¢aitnbl KoOMMmyTaTopa

CuctemHble ¢ainnbl BKAKOYAOT B cebs dalinbl obpasa cucrtembl(image) u 3arpysodHbie(boot)
dannbl. ObHOBNEHWE cUCTEMHbIX Gali/loB KOMMyTaTopa nopasymeBaeT coboli nepesanucb
cTapbix ¢ainoB HOBbIMM.
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®ainn obpasa cucTembl BKAOYAeT B ceba cxkaTtble daiinbl annapaTHbIX ApaiiBepos, ¢anbl
nporpammHoro obecrneyeHma 1 T. 4., 3TO TO YTO Mbl 06bI4HO Ha3biBaem « IMG file» . IMG ¢ain
MoKeT bbITb coxpaHeH ToNbKo B FLASH ¢ onpeaeneHHbIM HazBaHMEM NOS.img.

3arpy3ouHble(boot) dainbl HeobxogMMbl ANA 3arpy3KM M 3anycka KOMMYyTaTopa, 3TO TO, YTO
Mbl 06blYHO Ha3biBaem « ROM file» (moryT 6bITb cxKaTbl B IMG ¢alinbl, €CAn OHU CAULWKOM
60/1bWNX pazmepos). B KommyTaTope 3arpy3oyHble ¢alinbl paspelleHo COXPaHATb B TOIbKO B
ROM.

KommyTaTop onpegenser nytb MU uUmMeHa ana ¢aiinos 3arpysku Kak flash:/boot.rom wu
flash:/config.rom.

KommyTaTop npeaoctaBaseT Nonb30BaTeNto ABa peXrma obHoBneHuA: 1. BootROM pexum; 2.
TFTP n FTP obHoBneHue B pexkmme Shell. 3Tm aBa cnocoba ob6HOBAEHMA OyayT OnMUCaHbI
noapo6bHO B cnepyowmnx AByx pasgenax.

2.5.2 BootROM obHOBNeHUe

Ectb aBa metoga ans BootROM o6HosneHus: TFTP n FTP, KoTopble moryT 6biTb BbiOpaHbl B
KOMaHAax HacTpoiku BootROM.

KoHconbHbIN Kabenb

kabenb cBA3n

TunuyHasa TonosiorMa Ana o6HOBAEHUA KOMMYTaTopa B pexkume BootROM

Mpoueaypa 06HOBEHNA NEPEUYNCIEHA HUXKE:
LWar 1:

KaK noka3aHo Ha pUCYHKe, MCNONb3YEeTCA KOHCONbHbIM Kabenb gnsa noaknwouyeHua MK K nopty
ynpasneHua Ha Kommytatope. MK gonkeH umerb nporpammHoe obecneyeHue FTP / TFTP
cepBepa, a Takke gann image HeobxoAUMbI ANa 06HOBEHUS.
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LWar 2:

Haxkmute "Ctrl + B" Bo Bpems 3arpy3kn KommyTtatopa 414 NepekntoyeHns B pexxmum BootROM
MOHUTOpPA. Pe3ynbTaT onepaLmm NoKasaH HUXe:

[Boot]:

War 3:

B BootROM pexume, 3anyctute "setconfig”, u4T0o6bI YycTaHOBUTL IP-agpec wn macky
KOMMyTaTopa ansa pexkuma BootROM, IP-agpec n macky cepsepa, a Tak»ke Bblbepute TFTP uan
FTP o6HoBNeHMA. Mpeanonoxum, 4to agpec KommyTtatopa 192.168.1.2, a agpec KomnbioTepa
192.168.1.66 v BbibepuTe TFTP 06HOBNEHWME KOHPUTYpaumn. ITo byaeT BbIrNA4eTb Tak:

[Boot]: setconfig

Host IP Address: [10.1.1.1] 192.168.1.2
Server IP Address: [10.1.1.2] 192.168.1.6606
FTP (1) or TFTP(2): [1] 2

Network interface configure OK.

[Boot]

LWar 4:

Bkatountb FTP / TFTP cepsep Ha MK. Ana TFTP 3anyctute nporpammy cepsepa TFTP, ana FTP
3anyctute nporpammy FTP-cepsep. MNpexage, 4em HayvaTb 3arpy3Kky ¢daiina obHoBNeHMA Ha
KOMMYyTaTOp, NpOoBepbTe COeANHEHNE MEXKAY CEPBEPOM U KOMMYTAaTOPOM C MOMOLLBIO MUHTa €
cepsepa. Ecnm nuHr ycneweH, 3anyctute komaHay "load" B8 BootROM pexkume. Ecnm 310 He
yhaetcs, yCTpaHeHUTe Henonagokn. Huxke nokasaHa KoHourypaumsa ans obHosneHua ¢danna
obpa3sa cucrtembl:

[Boot]: load nos.img

Loading...

Loading file ok!
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Lar 5:

BbinoNHMTL 3ameHy nos.img B pexmme BootROM. [lokasaHHble Jganee KOMaHAbI
KOHUrypaumm No3BoAAOT COXpaHUTb 06pas dalina cuctemsi:

[Boot]: write nos.img

File nos.img exists, overwrite? (Y/N)?[N] y

Writing NOS . dMg . v it ittt ettt e et et e et ettt eeee et eneeeeeeneeeeeennean
Write nos.img OK.

[Boot]:

LWar 6:

BbinosnHaem 3arpysky ¢aina boot.rom Ha KOMMYTaTOpP, OCHOBHbIE AENCTBUSA, TAKME Ke, KaK U B
ware 4.

[Boot]: load boot.rom

Loading...

Loading file ok!

LWar 7:

Danee BbinosiHAem 3anucb boot.rom B pexume BootROM. 3TOT wWar no3BoJAeT COXPaHUTb
06HOBNEHHDIN daitn.
[Boot]: write boot.rom
File boot.rom exists, overwrite? (Y/N)?[N] vy
Writing DOOT . LOMuceiene
Write boot.rom OK.
[Boot]:

LWar 8:

MNocne yaayHoro o6HOBAEHMA BbINOAHUTE KOMaHAy « run» uan « reboot» B pexxmme BootROM
Ana Bo3BpaTta B UHTepdenc HactpomnKku CLI.

[Boot] :run (or reboot)
OcTtanbHble KOMaHAbl B BootROM pexunme.

KomaHpa DIR - ucnonbsyetca Ana BbiBOAa CNUCKa cyllecTeyowmx ¢ainos B FLASH.
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1. DIR command

Used to list existing files in the FLASH.
[Boot]: dir

boot.rom 327,440 1900-01-01 00:00:00 --SH
boot.conf83 1900-01-01 00:00:00 --SH

nos.img 2,431,631 1980-01-01 00:21:34 --—--
startup-config2,922 1980-01-01 00:09:14 ----
temp.img2,431,631 1980-01-01 00:00:32 ----

2. CONFIG RUN command

Used to set the IMAGE file to run upon system start-up, and the
configuration file to run upon configuration recovery.

[Boot]: config run
Boot File: [nos.img] nos.img

Config File: [boot.conf]

2.5.3 O6HoBneHue FTP/TFTP

2.5.3.1 BgedeHue 6 FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) sBnsioTca npoTokonamu
nepegauun ¢parinos, oHN 06a NpUHaAANENKAT K HETBEPTOMY YPOBHIO (YPOBHIO NpuaoxKeHui) 8 TCP
/ IP cTeke NpPOTOKO/IOB, MCMO/b3yeMOMy Aas nepegaydn GarinoB Mexay KOMMbloTepamMu,
y3namu n kommyTtatopamn. Oba oHu nepepatoT dalinibl B KAMEHT-CEPBEPHOM Moaenun. PasHuua
MEXKAY HUMM ONUCAHa HUXKeE.

FTP ocHoBaH Ha npoTtokone TCP pns obecneyeHWa HaZeXHOW CBA3M WM TPAHCMOPTUPOBKM
NoTOKa AaHHbIX. Tem He MeHee, OH He npeaycmaTpumsaeT npoueaypy asTopusaumu AnA
Aoctyna K damnam M KUCNonb3yeT MNPOCTOM MexaHM3M ayTeHTUdMKauuu (nepepaet ums
Nno/b30BaTeNA U Naposb ANA ayTeHTUdUKaLMK B BUAE NPOCTOro TeKcTa). Npu ncnonb3oBaHum
FTP pna nepegaum dannos, AOMKHbLI ObITb YCTAHOB/IEHbI ABA COEAMHEHUA MEXKAY KINEHTOM U
cepBepom: ynpasAaswoliee COoeguMHEeHMEe U coeuHeHWe nepeayn AaHHbiX. [lanee AoKeH
6bITb NOC/AaH 3anpoc Ha nepegadvyy ot FTP-KaneHTa Ha nopT 21 cepBepa ANA YCTAaHOBAEHMA
yNpasaAloWero coeguMHeHUA U COr1acoBaHMA MepefayM fOaHHbIX Yepes ynpasasioliee
coefinHeHune.

CyLLl,eCTByeT 4Ba TUNa Takux COGAVIHGHVIVIZ dKTUBHbIE U NaCCnBHbIE COEgUHEHNA.

Mpn aKTUBHOM NOAKAKOYEHUU KAMEHT nepenaeT ero agpec M Homep nopta Anaa nepepayu
OaHHbIX CepBepy, ynpasaswolWee coeAuMHEHME MOALEPKMBAETCA 4O 3aBEpPLIEHUA Nepenayun
3TUX OaHHbIX. 3aTeM, UCNOb3YA aApPeCc N HOMepP NOopTa, NPeAOoCTaBAEHHbIX KNIMEHTOM, CepBEp
yCTaHaBAMBAET coeAnHeHne Ha nopT 20 (ecnn He 3aHAT) ANA nepeaayun AaHHbIX, ecam nopt 20
3aHAT, CepBep aBTOMATUYECKN FreHepUpPYeT APYro HoOMep NopTa A41A YCTaHOBKU COeUHEHMA.
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an NnacCMBHOM NOAKNKOYEHUUN, KIUEHT 4epe3 ynpasadwowee coeanHeHune npocuT cepsep
YCTaHOBUTb NO4KNAHOYEHNE. 3atem cepsep cosgaer CBOM nopT ANA npocnywmnBaHMA AaHHbIX U
YBEAOMNAET KNINMEHTA O HOMEPE 3TOro nopTa, Aaiee KAUMEHT yCTaHaB/IMBAET coeaunHeHune C
YKa3aHHbIM MOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneumBarowmm cnyxby nepegayn p[aHHbIX 6e3
NoATBEPXKAEHMA [OCTaBKM WM 6e3 ayTeHTUPUMKaumm u asTopmsauun. OH obecneuymBaeT
NPaBUNbHYIO Nepeaayvy AaHHbIX NyTeM MeXaHW3Ma OTNPaBKWU U NOATBEPKAEHMA U NOBTOPHOWM
nepegaymn Tarm-ayT naketos. Mpeumywectso TFTP nepeg FTP B TOM, 4TO Yy NepsbiA ropasao
npoLLe N UMeeT HU3KMe HaKNaaHble pacxoabl nepeaaydym AaHHbIX.

KommyTaTop MmorkeT pabotatb Kak FTP / TFTP kaueHT unu cepsep. Koraa KommyTaTop
paboTaeT Kak FTP / TFTP KnueHT, ¢ainbl KOHOUTypaumm n cuUcTemMHble Galnbl MOMKHO
3arpysuTb c yaaneHHoro FTP / TFTP cepBepa (3To moryT 6biTb KaK XOCTbl, TakK M gpyrve
KoMMyTaTopbl) 6e3 yuwepba ana ero HopmanbHoM paboTbl. N TakKe MoXKeT ObiTb MosyyYeH
cnucok ¢amnos c cepsepa B pexume FTP knmeHTa. KOHEYHO, KOMMYTATOp MOXKET TaKxKe
3arpy3uTb TeKylme KOHPUrypaumoHHble ¢alinbl U cUCTEeMHble ¢alibl Ha yaaneHHblt FTP /
TFTP cepBep (370 moryT ObiTb Kak XOCTbl, Tak U Apyrne KommyTtatopsbl). Koroaa kommyrtatop
paboTaeT Kak FTP / TFTP cepBep, OH MOXeT obecneuynTb 3arpysky M BbIrpysky ¢ainos ans
aBTOpM30BaHHbIX FTP / TFTP KAneHTOB.

BOT HEKOTOPbIE TEPMMHbI YaCTO Ucnosiblyemble B FTP/TFTP.
ROM: CokpaweHHo ot EPROM, CM3Y. EPROM 3ameHAaeT FLASH namATb B KOMMmyTaTope.

SDRAM: 0O3Y B KOMMYyTaTOpe, KOTOpaa UCNoNb3yeTca AnsA paboTbl CUCTEMbI M NPOrPaMMHOro
obecneyeHus a TaKKe XpaHWIMLLA NOC/e0BaTeNbHOCTU KOHOUTYpaL K.

FLASH: ®n3w namaTb cnonb3yeTca ans xpaHeHns ¢pannos cuctemol n Gaimna KoHPUrypaumm.
System file: BkntouaeT B cebs 06pa3 cuctembl 1 3arpy304HbIi pain.

System image file: ¢aitn obpasa cucrembl BKOYaeT B cebs cxKaTble dalnbl annapaTHbIX
ApaliBepos, panibl NporpaMmHoro obecrneyeHms, 3To TO YTO Mbl 0ObIYHO HasbiBaem « IMG
file» . IMG ¢ann moxkeT 6bITb coxpaHeH Tonbko B FLASH. KommyTaTop no3BoJsifeT 3arpy3uTb
dain obpasa cucrembl yepes FTP B pexkume Shell Tonbko ¢ onpegeneHHbIM Ha3BaHUEM
nos.img, apyrme ¢ainbl IMG 6yayT OTKNOHEHbI.

Boot file: Heobxoaumbl Ans 3arpyskuM M 3amnycka KOMMYTaTopa, 3TO TO, YTO Mbl 0bObIYHO
HasbiBaem « ROM file» (moryT 6biTb cxkaTbl B IMG ¢alinbl, ecim OHUM CAMWKOM 60/bLInX
pa3mepoB). B KommyTaTope 3arpy3o4yHble ¢aibl pa3peLlleHo COXPaHATb B ToNIbko B ROM.

KommyTatop onpegensetr nytb M umeHa paa o¢aiinos 3arpy3ku Kak flash:/boot.rom u
flash:/config.rom.

Configuration file: Bkniouaetr B cebsa ¢ann HayanbHOM KoHbUrypaumm u ¢ann Teryulen
KoHOUrypaummn. PasHMU@ B CBOMCTBAX Mexay 3TMmu danamm nossonsetr obneryntb
pe3epBHOE KONMpPoBaHWE N 0OHOBAEHME KOHbUTYpaLumit
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Start up configuration file: sT0 nocnegoBaTenbHOCTL KOMaHA, KOHOUIypaLmMmM, UCNOAb3yemasn
npu 3anycke KommyTtatopa. Pann HayanbHOW KOHPUTypaLMmM XPaHUTCA B SHEProHe3aBUCMMON
namatu. Ecam yctponctso He nopgaepkusaet CF, dann KoHOUrypauum XpaHUTCA TONbKO BO
FLASH, Ecnun ycTtpoiicteo nogaepxumBaet CF, dainin KoHourypaumm xpanutca Bo FLASH-namaTtu
unn CF. Ecan yCcTPOWMCTBO MNOOAEPKMBAET MYJbTUKOHPUIYPAUMOHHbIN (aia, OHU [ONMKHbDI
UMETb pacwmpeHune .cfg, uma no-ymonyanuto startup.cfg. Ecnm yctpoiicTBo He nogaep>kuBaet
MYNbTUKOHPUIYpaUMOHHbIA dain, nma daiina HavyanbHOM KOHPUrypaumm A0MKHO ObiTb
startup-config.

Running configuration file: 3710 TeKkywas(running) nocnenoBaTeNbHOCTb  KOMaHA,
KOHPUrypaumm, Ucnonblyemas KOMMYTaTOPOM. TEKYLLUIA KOHOUTYPALMOHHbIA $alin XpaHUTCA
B onepaTMBHON MamaTU. B npouecce paboTbl Tekywaa KoHoUrypauma running-config moxket
6bITb coxpaHeHa M3 RAM Bo FLASH namaTtb KomaHAoM « write» uam « copy running-config
startup-config» .

Factory configuration file: ¢ain KoHoUrypaumun. nocrtaBAsembli C KOMMYTaTOpPOM, Tak
Ha3biBaemMbll factory-config. Qnsa Toro, 4tobbl 3arpy3nTb 3aBoAcKol dalin KoHpurypaumm m
nepesanuncatb gana HayanbHON KOHPUTrypaLmm Heobxoammo BBECTU KomaHabl « set default» n
« write» , a 3aTem nepesarpy3ntb KOMMYTATOP.

2.5.3.2 Hacmpoliika FTP/TFTP

KoHdurypaumnm Kommytatopa Kak FTP n TFTP KAaneHTa NOYTU O4MHAKOBbI, MO3TOMY NpoLeaypbl
HacTpoukn ansa FTP n TFTP B 3TOM PyKOBOZCTBE ONMCaHbl BMECTE.

1. Hactpoiika FTP/TFTPkane H T a
(1) 3arpyska ¢arinos FTP/TFTP kKaneHTOM

KomaHpaa NMosacHeHune

Pexxum agMmuHucTpaTopa

copy <source-url> <destination-url> [ascii | | 3arpyska ¢ainos FTP/TFTP KaneHTOM
binary]

(2) NpocmoTp poctynHbix pannos Ha FTP cepBepe

PeXxum agmuHucTparopa

ftp-dir <ftpServerUrl> MpocmoTp gocTynHbix pannos Ha FTP cepsepe.
®dopmaTt agpeca B AAHHOM C/yyae BbIrNAaUT
TaK : ftp: //nonb3osatens: naponb @IPv4|IPv6

aapec.
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KomaHpa

MoacHeHue

Fno6anbHblii pexxum

ftp-server enable

no ftp-server enable

3anycKk cepBepa, KOmMaHAa « NO» BbIKAOYaET
cepsep

(2) HacTpoiika umeHuM nonb3oBaTena u naponsa aAna exoaa Ha FTP cepsep.

KomaHpaa

MoAacHeHune

Fno6anbHblii pexxum

ip ftp username <username> password
[0 | 7] <password>

no ip ftp username<username>

Hactpolika vmeHM nonb3oBaTenda M napona AnAa
Bxoaa Ha FTP cepsep. KomaHaa « no» yaannt nmsa
nonb30BaTeNA U Naponb

(3) U3smeHeHMe BpemeHU oxxunaaHua FTP cepsepa

KomaHpaa

MoAacHeHue

Fno6anbHblii pexxum

ftp-server timeout <seconds>

BbicTaBnAeT Bpemsa OXKuAaHUA 40 pa3pbiBa CBA3U
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3. Hactpoika TFTP cepBepa
(1) 3anyck TFTP cepBepa

KomaHpa NMoscHeHue

Fno6anbHbI pexxum

tftp-server enable 3anyck cepBepa, KOMaHAa « NO» BblKAOYaET

no tftp-server enable cepsep

(2) U3smeHeHMe BpemeHU oxxunganua TFTP cepBepa

KomaHpaa NMosacHeHune

Fno6anbHblii pexxum

tftp-server retransmission-timeout | BoicTaBnaeT TamayT 40 peTpaHCAALMM NaKeTa
<seconds>

(3) Hactpoika KonmyecTBa pas peTpaHcaaumMmn 40 TanmayTa A8 HEMOBPEKAEHHbIX MAaKETOB

KomaHpa NMoAacHeHue

Fnob6anbHblii pexxum

tftp-server retransmission-number | YcTaHaB/MBaET YNC/IO PETPAHCAALMUN
<number>
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2.5.3.3 Mpumepsbl Hacmpoliiku FTP/TFTP

Hactpoikn ogmHakoBsbl ans IPv4 u IPv6 agpecos. lNpumep nokasaH Tonbko ana IPv4 agpeca.

10.1.1.

3arpyska nos.img ¢aiina FTP/TFTP KnneHTom

CueHapui 1: WUcnonb3oBaHWe KommyTatopa B Kadectse FTP/TFTP KnueHnta. KommyTtaTtop
COeANHARTCA OAHMM W3 CBOWMX MOPTOB C KOMMbIOTEPOM, KOTOpbid Asnsetca FTP/TFTP
cepsepom c IP-agpecom 10.1.1.1, KommyTtatop aencteyer Kak FTP/TFTP kaueHT, IP-agpec
nHtepderica VLAN1 KommyTtatopa 10.1.1.2. Tpebyetrca 3arpy3uTb d¢ann "nos.img"c
KOMMNbIOTEPA B KOMMYTATOP.

HacTtpoiika FTP
HacTpoika KkomnbloTepa:

3anyctute nporpammHoe obecneyeHue FTP cepBepa Ha KOMMNblOTEPe M YCTaHOBUTE MMA
nonb3osaTtena "Switch" wn naponb "superuser". Momectute do¢ann "12 30 nos.img" B
cooTBeTCcTBYOWMI KaTanor FTP cepBepa Ha KomnbloTepe.

[anee onucaHa npoueaypa HaCTPOMKN KOMMyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #exit

Switch#copy ftp: //Switch:switch@10.1.1.1/12 30 nos.img nos.img
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CueHapuit 2: Mcnonb3oBaHWe KOMMyTaTopa B KadectBe FTP cepsepa. KommyTtaTtop pabotaet
Kak cepBep M MNOAKAOYAETCA OAHMM M3 CBOWMX MOPTOB K KOMMbIOTEPY, KOTOPbIM ABAAeTcA
KnneHTom. TpebyeTca nepenatb ¢ana « nos.img» ¢ KOMMYyTaToOpa Ha KOMMbIOTEP U COXPAHUTb
ero Kak « 12_25 nos.img» .

[anee onucaHa npoueaypa HaCTPOMKN KOMMyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #ftp-server enable

Switch (config)# username Admin password 0 superuser

HacTpoiKka KomnbloTepa:

3anaute Ha KommyTaTop ¢ atoboro FTP KaneHTa ¢ UMeHem nosib3oBaTens « Switch» n naponem
« superuser» , UICNONb3yhTe KoMaHay « get nos.img 12_25 nos.img» ans 3arpysku daina «
Nos.img» C KOMMYTaTOpPa Ha KoMMbloTep.

CueHapuit 3: Micnonb3oBaHMe KOMMyTaTopa B Kadectse TFTP cepBepa. KommyTtaTtop pabotaer
Kak TFTP cepBep 1 coeaMHAETCa OAHUM U3 CBOUX MOPTOB C KOMMbIOTEPOM, KOTOPbIN ABAAETCA
TFTP knnenTom. TpebyeTca nepegatb pana « nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP

[anee onucaHa npoueaypa HaCTPOMKN KOMMyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (confiqg) #tftp-server enable

HacTpoika komnbloTepa:

3anaute Ha KommyTaTop ¢ ntboro TFTP KAneHTa, UCNONb3yiTe KomaHay « tftp» ana 3arpysku
« nos.img» parna c KoOMmyTaTopa Ha KOMMbOTEP.

CueHapuit 4: KommyTaTop BbICTynaeT Kak FTP KaMeHT ana npocmoTpa cnucka ¢amnos Ha FTP
cepsepe. YCNOBUA CUHXPOHM3ALMN: KOMMYTATOP COeAMHEH C KomnbloTepom yepes Ethernet
nopT, Komnbtotep asnaetca FTP cepsepom c IP agpecom 10.1.1.1; KommyTaTop BbICTYNaeT Kak
FTP knuneHT c IP agpecom nutepdenca VLAN1 10.1.1.2.
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HacTtpouka FTP:

HacTpoika KomnbloTepa:

3anyctute FTP cepBep Ha KoMnbloTepe M YCTaHOBUTE MMA Nosb3oBaTenda «Switch» , u naponb
«superuser»

HacTtpolika KommyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switchf#copy ftp: //Switch: superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

..(some display omitted here)

show.txt

snmp . TXT

226 ansfer complete.
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2.5.3.4 YempaHeHue HeucnpasHocmeli FTP/TFTP
Mouck HeucnpaBHocTen FTP

Mepen Hayanom npouecca 3arpyskn/cKaumBaHUA CUCTEMHbIX $GainIoB C MOMOLLbIO NMPOTOKONA
FTP Heo6X0AMMO NPOBEPUTL HAIMUME COEANHEHUNSA MEXKAY KIMEHTOM M CEPBEPOM, 3TO MOMKHO
OCYLLECTBUTb C MOMOLLBIO KOMaHAbl « ping» . ECiM axo-TecTMpoBaHWe HeygayHo, cieayet
YCTPaHUTb HENONAAKMU C COEANHEHUEM.

Cnepylouiee coobuieHne, otobparkaeTca npu ycnewHow oTtnpaske ¢ainnos. Ecnm oHo He
NoABUIOCH, NOXKaNyCTa, NPOBepPbTe NOAKNOYEHME K CETU U NOBTOPUTE KOMaHAy " copy"” eLue
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
nos.img file length = 1526021
read file ok
send file
150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.
close ftp client.
Cnepytowee coobuieHne, oTobparkaeTcs nNpu ycnewHom nonyydyeHun ¢ainos. Ecam oHo He
NOABMIOCH, NOXANYMCTa, NPOBEPbTE MOAK/IIOYEHNE K CETU U MOBTOPUTE KOMaHAy " copy" ewe
pas.
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
recv total = 1526037
Kk K ok kK ok ok kK K ok ok kK ok ok ok kK k
write ok
150 Opening ASCII mode data connection for nos.img (1526037 bytes).

226 Transfer complete.

Ecnn KommyTaTtop obHOBAAET dann NPOWUBKK UAM dalin HadyabHOW KOHbUrypaumumn yepes
FTP, oH He ponKeH nepesanyckaTbcs Noka He nosasuTca coobuieHune "close ftp client" nam "226
Transfer complete» yKasbiBaowme Ha ycnewHoe o6HOBNEHME, B MNPOTUBHOM C/y4ae
KOMMYTaTOp MOMeT ObiTb MOBpeXAeH M ero 3anyck 6yaet HeBo3moXKeH. Ecnm obHoBneHue
yepes FTP He ypaaetca, nonpobyiTe euwe pa3 UAKM UCNONb3yinTe pexum BootROM ana
obHoBEHMUA.
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Mouck HeucnpasHocTen TFTP

Mepes Hayanom npoLecca 3arpyskn/cKkaumBaHUA CUCTEMHbIX $alioB C NOMOLLbIO MPOTOKONA
TFTP Heobxo4MMO NPOBEPUTb HaMUYME COEAMHEHUS MEXKAY K/IMEHTOM W CepBepom, 3TO
MOXHO OCYLLECTBUTb C MOMOLLbI0O KOMaHAbl « ping» . ECAM 3XO-TeCTMpPOBaHWE HeyaauyHo,
cnepyeT YCTPaHWUTb HENOMAAKM C COeAMHEHUEM.

Cnepgytowee coobuieHre, otobpaykaeTca Npu ycnewHoW oTnpaBke ¢annos. Ecanm oHo He
NosiBUNOCb, MOXKanyicTa, NpoBepbTe NOAKAOYEHME K CETU U NOBTOPUTE KOMaHAy " copy" ewe
pas.

nos.img file length = 1526021

read file ok

begin to send file, wait...

file transfers complete.

close tftp client.

Cnepgytowee coobuieHne, oTobparkaeTca Npu ycnewHom nonyyeHuu d¢annos. Ecam oHo He
NoABMAOCH, NOXaNyiicTa, NPOBepPbTE NOAKAOUYEHNE K CETU M NMOBTOPUTE KOMaHAy " copy" elwe
pas.

begin to receive file, wait...

recv 1526037

Kok ok ok kK k ok ok ok ok K Kk ok ok ok ok ok K K

write ok

transfer complete

close tftp client.

Ecnn kommyTatop ob6HOBAAET dain NPOWMBKU MAM daiin HadanbHOW KOHUrypaummn yepes
TFTP, oH He AonKeH nepesanyckaTbCs MOKa He nosBuTCA coobueHue "close tftp client" nam
"226 Transfer complete» yKka3biBalowme Ha ycnewHoe ob6HOB/AEHWE, B MPOTMBHOM C/yyae
KOMMYTaTOp MOXeT ObiTb MOBPEXKAEH U ero 3anyck byaer HeBo3moXKeH. Ecan obHoBneHue

yepes TFTP He ynaetcs, nonpobynte elle pa3 WUAM MCNonb3ymte pexum BootROM ans
obHoBNEHMUA.
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3 HACTPOMKA KNACTEPA

3.1BBegeHue B ynpaBieHMe Knactepamm cetu

HacTpoiMka KnacTepoB OCYLLECTBAAETCA MNPWU  MNOMOLWM BHYTPUMNOJIOCHOTO  YNpaB/ieHUs
KOHourypaumei. B otamume ot CLI, SNMP n Beb-koHdUrypaumm, KoTopble OCYyLLECTBAAKT
HenocpeaCTBEHHOE YMpaB/eHME LesieBbiXx KOMMYTATOpPOB 4Yepe3 ynpasastowyto pabouyto
CTAHUMIO, YynNpaB/JeHWe KNaCTEPHOM CeTblo peanu3yeTca MNyTem HACTPOMKM  LeneBbix
KOMMYTaTOpPOB (KOMMYTaTOPbI-Y/IEHbI) Yepe3 MNPOMENKYTOUYHbIN KOMMYTaTop (rNaBHbIN
KommyTaTop). Takmm 06pa3om rNaBHbIK KOMMYTAaTOP MOMET YNpaBAaTb HECKONbKUMMU
KommyTaTopamu. Kak TosibKo byaeT HacTpoeH nybanyHblit IP agpec B rnaBHOM KommyTaTope,
ynpaB/fieHMe BCEMM KOMMYTATOpPaMW, KOTOpble HacCTpauMBaloTCA C 4acTHbiM IP-agpecom
NPOUCXOANT ANCTAHUMOHHO. 3Ta PYyHKUMA SKOHOMUT NybanyHble IP-agpeca, KOTopbIX OCTaNoCh
He Tak MmHoro. ObHapyXeHne HOBbIX KOMMYTaTOPOB MOXKET NPOUCXOANTb AMHAMUYECKM ecn
Ha KOMMYyTaTope BK/AOYEeHa O¢YyHKUMA KnacTepa (KommyTaTop-KaHauaaT) nmbo ceTesble
aAMMWHUCTPATOPbI MOTYT CTaTUYECKN A06aBAATbD KOMMYTATOPbI-KaHAMAATbI B KNacTep, KOTOPbIN
y*Ke ycTaHoBneH. COOTBETCTBEHHO, OHM MOTYT HacTpamBaTb M YNpPaBAATb KOMMYyTaTopamu
yepes rnaBHbli KommyTaTop. Koraa KOMMYTaTopbl Y/eHbl PAcho/IoXKeHbl B Pas3/IMYHbIX
dM3MYeckMx mectax (Hanpumep, Ha pasHbIX 3TaxKax OAHOrO W TOro e 34aHusA), ynpasaeHue
CeTeBbIM KNaCTEPOM MMEET OYeBMAHbIE NMPEUMYLLECTBA, HET HEOOXOAMMOCTM ANA CO34aHMUA
CNeunanbHOM CceTH ANA yNpaBAeHUs CETbIO.

KnacTep ceTeBoro ynpasnaeH1Ma MUMeeT caeaytoume BO3MOXKHOCTU:

. CoxpaHeHue IP-agpecos;

. YnpouieHue 3aaa4 KOHGUrypnpoBaHus;

. Tononorua cetTu 1 paccToaHUA HE UMEIOT 3HAYEHUSR;

. ABTOMaTU4YECKOe OBHapyXKeHWe N aBTOMATMYeCKasa HAaCTPOMKa;

. HeckonbKO KOMMYTaTOpPOB MOTYT YNpPaBAATCA C NOMOLLbIO Knactepa ynpasieHus

CeTbto C 3aBOACKMM HAaCTPOMKamu;
. FNaBHbIA  KOMMYTAaTOp MOXET MOZLEePHU3MPOBaTb W  HacTpauBaTb N06OW

KOMMYTATOp-YN€eH B KNacTepe.

3.2CnNUCOK KOMaHA, ANA KOHPUrypmMpoBaHUA KnacTepa ynpaBaeHUA CeTU:
1. BKAtoueHuMe nam oTkaoueHne dyHKLUKU KiacTepa
2. Co3pgaHune Knactepa
1) HacTpoiika nyna YactHbix IP-agpecoB A1 KOMMYTaTOPOB-Y/IEHOB K1acTepa;
2) Co3pgaHue unu yganeHue Knacrepa;
3) JobaBneHre nnn yaaneHne KOMMyTaTopa-y/ieHa;

3. HacTpoiika aTpubyToB KNacTepa B rMaBHOM KOMMyTaTope
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1) BKknoyeHne uanM OTKAKOYEHME aBTOMATUYECKOoro ,D,O6aBJ'IeHMﬂ KOMMYTATOpPOB B

Knacrep;

2) YcTaHOBKa aBTOMaTUYeCKM A06aBNEHHbIX Y/IEHOB KaK A06aBNEHHbIX BPYYHYHO;

3) VYcTaHOBKa MAM U3MEHEeHMEe BPEMEHHOro WHTepBana CoOOOLWEHUI MPOBEpPKU

akTMBHOCTU (keep-alive) Ha KommyTaTopax B Knacrtepe.

4) YcTaHOBKA MaKCMMaibHO [OMYCTUMOrO KO/MMYECTBa MOTepsHHbIX « Keep-Alive»

coobueHnit;

5) OuncTKa cnmcka KOMMYTATOPOB-KaHONAATOB, HO,D',D,ep)KMBaeMbIVI KOMMYTATOPOM.

4. HacTpolika aTpnbyToB KiacTepa B KOMMYyTaToOpax-KaHAUAaTax

1) YcTtaHoBKa MHTepBana BpemeHn « Keep-Alive» cooblieHunit Knactepa;

2) YcTaHOBKA MaKCMMaNbHOTO KO/MYecTBa NOTepAHHbIX « Keep-Alive» coobuieHni,

KOTOpOE MOXKET ObITb AOMNYCTUMO B KacTepe;
5. YpaneHHoe ynpasneHne KnacTepHoOM ceTbto
1) YaaneHHoe ynpasnieHne KoHpurypaumen
2) YoaneHHoe 06HOB/IEHNE KOMMYTAaTOPOB-Y/IEHOB
3) Nepe3arpy3ka KOMMyTaToOpa-Y4aeHa
6. YnpasneHune KnactepHom ceTbto Yepe3 Web
1) Enable http
7. YnpaBaeHWe KNacTepHOM ceTbio Yepes snmp

1) Enable snmp server

1. BK/loYeHMe UK OTKOYEHUE KnacTepa

KomaHpaa NMosacHeHune

PexXxum rnobanbHOro KOHGUrypuposaHus

cluster run [key <WORD>] [vid <VID>] BKAOUMTE  MAKM  BBIKAOYNUTD

no cluster run K/JacTepa B KOMMyTaTope.

yHKUUIO
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KomaHpa

MoacHeHune

Pexxum rnobanbHoro KoHpuUrypmposaHus

cluster ip-pool <commander-ip>

no cluster ip-pool

HacTtpoika nyna 4yacTtHbix IP-agpecoB ana
YCTPOWCTB K/1acTepa.

cluster commander [<cluster_name>]

no cluster commander

CospgaHune unu yAaneHume Knacrepa.

cluster member {candidate-sn <candidate-sn> | Jo6aBuTb WAW yaaAUTb KOMMYyTaTOp-
mac-address <mac-addr> [id <member-id>
| [ I} YYaCTHUK.
no cluster member {id <member-id> | mac-
address <mac-addr>}
3. Hactpoitka aTpnbyTOB KNacTepa B r1aBHOM KOMMyTaTope
KomaHpga MoAacHeHue
Pexxum rnobanbHoro KoHpuUrypmposaHms
cluster auto-add BKkntoueHne wmAn  oTkalodeHWe gobasseHuA
no cluster auto-add HOBbIX 0bHapyXeHHbIX KOMMYTaTOpPOB-

KaHONAOATOB B K/1aCTeEP.

cluster member auto-to-user

YcTaHoBKa aBTOMATMYECKM [06aBNEHHbIX
UNEHOB KakK A06aBNEHHbIX BPYYHYHO

cluster keepalive interval <second>
no cluster keepalive interval

YCTaHOBKa WHTepBana MPOBEPKM AKTUBHOCTU
Knactepa

cluster keepalive loss-count <int>
no cluster keepalive loss-count

YcTaHOBKa MaKCMManbHOro Ko/snyecTsa
notepsHHbIX Keep-Alive coobuieHnii, KoTopble
[0MycKaTbCA B KNacTepe.

PeXXum agmuHucTparopa

clear cluster nodes [nodes-sn <candidate-
sn-list> | mac-address <mac-addr>]

O4YMCTUTb CNUCOK KOMMYTAaTOPOB-KaHAMAATOB,
noaAepKnBaemMbli KOMMYTAaTOPOM.
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4. Hactpolika aTpMbyToB KnacTepa B KOMMYTaTope KaHauaarte

KomaHpga NMoAacHeHue

Fnob6anbHblii pexxum

cluster keepalive interval <second> YCTaHOBKa MHTepBana MPOBEPKU AKTUBHOCTU
no cluster keepalive interval knacrepa.
cluster keepalive loss-count <int> YCTaHOBKa MaKCMMANIbHOTO KO/In4YecTBa

notepAHHbIx Keep-Alive coobluieHnin, KoTopble
[OMNYyCKaloTCcA B KNacTepe.

no cluster keepalive loss-count

5. YaaneHHoe ynpas/ieHNe K1acTepHOM CeTbio

KomaHpga NMosacHeHune

Pexxum agMmuHucTpatopa

rcommand member <member-id> B rnaBHom KOmMmyTaTope, 3Ta KOMaHAaA
MCNO/MIb3yeTca ANA HaCTPOMKM M YyMpaBaeHuA
KOMMYyTaToOpamMU-Yi1eHaMU.

rcommand commander B KOmMMmyTaTope u/ieHe, 3Ta KOMaHAa
MCNONb3yeTCcA  ANA  HACTPOMKM  FNaBHOro
KoMmyTaTopa.

cluster reset member [id <member-id> | | B rnasBHom KommyTaTtope, 3Ta KomaHAa
mac-address <mac-addr>] MCnonb3yeTcs AN BOCCTAHOBJIEHMA HACTPOEK
AN KOMMYyTaTopa—yJ/ieHa.

cluster update member <member-id> <src- | B rnaBHOM KOMMyTaTope, 3Ta KOMaHAa
url> <dst-filename>[ascii | binary] ncnosb3yetrca AnA yAaneHHoro o6HoBAeHUA
KoMMyTaTopa-yneHa MoKeT To/IbKo 06HOBAATL
daiin nos.img.
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6. YnpassieHne KnactepHoM ceTbio yepes web

KomaHpa

MoAacHeHune

Pexxum rnobanbHoro KoHpuUrypmposaHus

ip http server

BkntoueHne pyHKLUMM HTTP B r/1iaBHOM KOMMYyTaTope U KOMMYyTaTopax
- Y/ieHax.

MpumeyaHune: Heobxoanmo ybeantbea, 4To HTTP PyHKUMA aKTUBHA B
KOMMYyTaTOpax-Y4NeHax, Korga TrNaBHbIM KOMMYTATOp MoceLlaeTt
KOMMyTaTOp-4/ieH Yepes web.

7. YnpaBneHue KnacTepHoM CeTbio Yepes shmp

KomaHpaa

MoAcHeHune

PexXxum rnobanbHOro KOHGUrypupoBaHus

snmp-server enable

BkntoueHne ¢yHKkumm SNMP cepBepa B rnaBHOM KOMMYTaTope W
KOMMYTaTOpax-yjaeHax.

MpumeyaHue: Heobxoanmo ybeautbca, yto dyHKUMA SNMP cepsepa
aKTMBHA B KOMMYyTATOpax-y/JeHax, Korga r/aBHblA KOMMYyTaTop
nocewaetr wux 4epes SNMP. rnaBHbii KomMmyTaTop nocewaet
KOMMYyTaTOp-4NeH  4Yepe3  HACTPOMKM  KOMMAHOHOW  CTPOKM
<commander-community>@sw<member id>
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3.3Mpumepbl agMUHUCTPUPOBAHUA KNacTepa
CueHapuiu:

NmeeTca veTbipe KommyTatopa SW1-SW4, cpegm Hux SW1 aBnAaetca rnaBHbIM KOMMYTAaTOPOM,
a gpyrme Kommytatopamu-dyneHamm u SW2 n SW4 Hanpamyo nogKkatyeHbl ¢ rnasHoim, SW3
NnoAKAoYaeTCA K KommyTaTopy vyepes SW2.

\/

W4

Mpumep Knactepa
Mpoueaypa HacTpoiiKu:
1.HacTtpoiKa rnaBHOro KommyTaTopa
Hactpoikm SW1:

Switch (config) #cluster run

Switch (config) #cluster ip-pool 10.2.3.4

)
( )

Switch (config) #cluster commander 5526

Switch (config) #cluster auto-add

2. HacTpoiKka KommyTaTopa-4/ieHa

Hactponkn SW2-SW4

Switch (config) #cluster run

3.4MNouck npobnem B agMUHUCTPUPOBAHUN KNacTepamMmm

MNpX BO3HMKHOBEHMU MPO6/IEM B NMPUMEHEHUMN KNACTEPHOrO yrnpaB/ieHUs, NoxXanyhcra, npo-
BEpbTe CneaytoLime HaCTPOMKM:

. MpoBepbTe, YTO FNABHbIA KOMMYTAaTOP HACTPOEH MPAaBUAbHO M BKAOYEHA QYHKLMA
aBTomMaTnyeckoro paobasneHua. [NaBHbIK KOMMYTAaTOP M KOMMYTATOPbl Y/EHbl
OTHOCATCA K KnactepHoi VLAN.

. MNocne HasHauyeHuAa KnactepHoit VLAN B rnaBHOM KOMMYTATOpe HE BKAlOYanTe
npoTokonbl Mapwpytmsaumm (RIP, OSPF, BGP) B ato VLAN ceTn ana Toro, 4ytobbl
npeaoTBpaTUTb 06pasoBaHMe NeTeNb MapLLPYTU3ALLUM.

. MpoBepbTe, €CTb /N CBA3b MEXAY [/TaBHbIM KOMMYTAaTOPOM M KOMMYTaTOpamu-
yseHamMW, NPaBUIbHO M OHa HacTpoeHa. HeobxoaMmo npPoOBEPUTb MOTYT AU
rNaBHbIA KOMMYTAaTOP M KOMMYTaTOpPbI-Y4/1€Hbl NO/y4aTb M 06pabaTbiBaTb MaKeTbl,
CBAAI3aHHbIE C a4MUHUCTPUPOBAHNEM KNacTepa.
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4 KOHOUTYPUPOBAHMUE NMOPTOB

4.1BBepgeHue

B KommyTaTOope cyuwecTBylOT KabenbHble U Kombo nopTtbl. Kombo nopT moxKeT O6biTb
CKOHUrypmposaH Kak 1000GX-TX nopT, TaK M Kak ontudeckmin SFP Gigabit noprt.

Ecnn nonb3oBatenb xoyeT CKOHPUIypuMpoBaTb CETEBOM MOPT, OH MOKET BBECTU KOMAHAY «
interface ethernet <interface-list>« ana Bxoga B COOTBETCTBYHOLWMIA PEXUM KOHPUrypaLmm
nopta, rae <interface-list> cogepXuT oaMH MAK Heckonbko nopTtoB. Ecam <interface-list>
COAEPKMUT HECKO/IbKO MOPTOB, HOMEpPa NOPTOB PA3AENATCA CNEeLNabHbIMU CUMBONAMU «,» U
«-», TAE «,» WUCMNONb3yeTcA ANA MNepeyncieHns nopToB, a «-» - ANA yKa3aHMA Auana3oHa
HOMmepoB NopToB. [MoN0XKKUM, onepaunsa Ao/IKHa ObITb BbiNO/IHEHA Hag nopTtamu 2,3,4,5. Torpa
KomaHaa byaet BbirnsgeTb Tak « interface ethernet 1/2-5» . B perkume KoHdurypaumm nopra
MOXHO M3MEHATb CKOPOCTb, PEXMM AyNaeKca W HacTpauBaTb ynpasiaeHue Tpappukom, npu
3TOM [JaHHble M3MeHeHuA TpebyrT COOTBETCTBYIOLMX M3MEHEHWM HA OTBETHbLIX CeTeBblX
nopTax.

4.2CNUCOK KOMaHA, ANA KOHPUTYPUPOBAHUA NOPTOB
1. Bxog B penum KoHpUrypauum nopra
2. KoHburypauma napameTpoB ceTeBoro nopta
(1) KoHdurypauma pexkmma combo gns combo noptos
(2) BKNounTb/BbIKNHOYUTL NOPTbI
(3) KoHpUrypauma nmeHn nopta
(4) KoHdpurypauma Tvna kabena Ha nopTy
(5) KoHourypauua ckopocTu n gynaekca Ha nopTy
(6) KoHdurypauma KOHTPOAA NONOCHI NPONYCKaHUA
(7) KoHdurypauma ynpasnenus tpaddpukom
(8) BkntoueHMe/BbikNOYEHNE GYHKLMM PAcNO3HABAHWA NETAN
(9) KoHdurypauma KOHTPONA WNMPOKOBELLATE/IbHbIX LUITOPMOB Ha KOMMYyTaTope
(10) KoHdurypauma perkmMma CKaHMPOBAHUA NOPTA
(11) KoHdurypauma KOHTPONA HapyLWEHMA CKOPOCTM Ha NOPTY
(12) Kondurypauma nHtepsana cbopa CTaTUCTUKM NO CKOPOCTU NOPTA

3. BUpTyanbHbIii TecT Kabena
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1. Bxop B pexxum KoHdurypauum Ethernet nopra

KomaHpa

OnucaHue

Pexxum rnobanbHoro KoHpuUrypmposaHusa

interface ethernet <interface-list>

Bxoz B pexxum KoHourypauum Ethernet nopra.

2. KoHdurypauma napameTpos ceTeBoro nopra

KomaHpga

OnucaHue

Pexxum nopra

media-type {copper | copper-preferred-
auto | fiber | sfp-preferred-auto}

YcTaHoBKa pexkmma combo nopta ( Tonbko Ans
combo).

shutdown
no shutdown

BKI'IIO‘-IGHMG/BbIKIIIO‘-IeHMe YKa3aHHOIo nopta.

description <string>
no description

HasHayeHMe nam oTMeHa UMeHMU nopTa.

mdi { auto | across | normal }
no mdi

YcTaHOBKa Tuna Kabens AnA yKasaHHOro nopra.
dTa KOMaHAa He noagepskmsaeTca Ha combo wu
ONTUYECKMUX NOPTaX KOMMYTATOPAa.

speed-duplex {auto [10 [100 [1000]]
[auto | full | half |]] | forcelO-half |
force10-full | forcel00-half | forcel00-
full | forcel00-fx [module-type {auto-
detected | no-phy-integrated | phy-
integrated}] | {{forcelg-half | forcelg-
full} [nonegotiate [master | slave]]}|
force10g-full}

no speed-duplex

YCTaHOBKa CKOPOCTM W AynjieKkca Ha nopTy Ans

100/1000Base-TX wunu 100Base-FX ports. C
onepaTtopom NO OaHHaA KOMaHAa
BOCCTAaHaBAMBaET napameTpbl nopta no

YMO/4aHUIO, TO €eCTb A0roBOpHYHO CKOPOCTb WU
aBTOMaTUYECKOE onpeaeneHne aynnekca.

negotiation {on| off}

BkatoueHune/BbikNOYEHNE YHKUUM
aBTOMAaTMYECKOro onpeaeneHna napameTpoB AnAa
1000Base-FX.

bandwidth control <bandwidth> [both |
receive | transmit]
no bandwidth control

YcTaHOBKa WM OTMEHa 3HAYeHWs  NOAOoChI
NpPonycKaHus, ncnonb3yemon ans
BxoAadAuero/mcxoaawero Tpadmka AN yKasaHHbIX
nopToB.
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flow control
no flow control

BkntoyeHue/BbikAoYeHME  GYHKLUU
TpadPuKa ANA yKasaHHbIX NOPTOB.

KOHTPOAA

loopback
no loopback

BkatoyeHue/BbikAOYEHME  YHKUMM NEeTAM  gns
YKa3aHHbIX MOPTOB.

broadcast

storm-control {unicast
multicast} <Kbits>

BkAtoyeHMe yHKLMM  KOHTPONA LWTOPMOB ANA
LWMPOKOBELLATeIbHbIX, MHOIOMO/1Ib30BATE/NbCKUX U
NepCcoHa/bHbIX NAaKEeTOB C HEM3BECTHbIM 3aApPecom
Ha3HayeHuA (KOpOTKMX ana
LMPOKOBELLATEeNIbHOM0) M YCTaHOBKA A0NYCTUMOro
YyMcNa WMPOKOBeLLaTebHbIX NakeTos; popmaTt NO
[AHHOW KOMaHZAbl OTK/AOYaeT GYHKUMIO KOHTPONA
WMPOKOBELLATENbHbIX LUITOPMOB.

Switchport flood-control {
bcast| mcast|ucast }
no switchport flood-control {

bcast| mcast|ucast }

KoHdurypuposaHve KommyTaTopa He nepenasaTtb
LWMPOKOBELLaTe/IbHble, MHOTOMNO/1Ib30BaTE/IbCKME U
nepcoHasbHble MaKeTbl B  YKasaHHbIA  MOPT,
KOMaHZa No OTKAKOYAET AaHHYH0 GYHKUMIO.

port-scan-mode {interrupt | poll}
no port-scan-mode

KoHdurypaumua pexmma CKaHMpPOBaHMA MOPTa Kak
npepbiBatowero nam HenpepbisHoro. Komavga NO
BOB3paLLaeT 3HayeHMe GyHKUMM NO YMOIYAHUIO.

rate-violation <200-2000000> [recovery
<0-86400>|]
no rate-violation

YCTaHaBAMBAET MAKCMMAJIbHYIO CKOPOCTb MpuMema
nMakeToB Ha nopTy. EcaM cKopocTb MpUHATUA
MaKeTOB MpPEBbLIWAET pPa3pelleHHyo, KOMaHA4a
BbIK/ItOYAET 3TOT MOPT U KOHPUrypupyeT Bpems
BOCCTaHOBAeHMA nopTa (no ymonyaHuto 300c).
KomaHga NO oTKatoYaeT yCTaHOBKY.

06

LWMA pexkum

port-rate-statistics interval [<interval -
value>]

KoHdurypauua umHTepBana cbopa CTaTUCTUKM MO
CKOPOCTH.

3. BUpTyanbHbIii TecT Kabena

KomaHpga

OnucaHue

PexXum KoHuUrypauum nopra

virtual-cable-test interface ethernet

TecT BUPTyanbHOro Kabena Ha nopTe.
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4.3Mpumepbl KOHPUrypaLMm nopTa
Switch 1
Switch 3
Mpumep KOHPUTYpaLMmn NopTa
VLAN He CKOHOUTrypMpoBaHbl Ha KommyTaTope. Mo ymonyaHuio ncnonbayetca VLANI.
KommyTtartop Mopt CeoWcTBa
Switchl 1/7 JlnmunT Bxoaauwei nonocbl: 50 M
Switch2 1/8 3epKannpoBaHHbIA NOPT UCTOYHUKA
1/9 100Mbps full, 3epkanuMpoBaHHbLIK  NOPT
NCTOYHMKA
1/10 1000Mbps full, 3epkanuMpoBaHHbLIX NOPT
Ha3HayeHuA
Switch3 1/12 100Mbps full
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KoHourypaums npuseaeHa HUKe:

Switchl:

Switchl (config)#interface ethernet 1/7

Switchl (Config-If-Ethernetl/7) #bandwidth control 50000 both
Switch2:

Switch2 (config) #interface ethernet 1/9

Switch2 (Config-If-Ethernetl/9) #speed-duplex forcelO00-full

Switch2 (Config-If-Ethernetl/9) #fexit

Switch2 (config) #interface ethernet 1/10

Switch2 (Config-If-Ethernetl/10) #speed-duplex forcelg-full

Switch2 (Config-If-Ethernetl/10) #fexit

Switch2 (config) #monitor session 1 source interface ethernetl/8;1/9
Switch2 (config) #monitor session 1 destination interface ethernet 1/10
Switch3:

Switch3 (config)#interface ethernet 1/12

Switch3 (Config-If-Ethernetl/12) #speed-duplex forcel00-full

Switch3 (Config-If-Ethernetl/12) #fexit

4.4YcTpaHeHMe HencnpasHoOCTel Ha NOpPTy

34ecb NPUBOAMTCA HECKOJIbKO CUTYyaL M, YacTO BCTPEYAIOLWMXCA NMPU KOHPUTypauum nopta u
npeanaratoTca Ux peleHuns:

. [Ba COeAMHEHHbIX ONTUYECKUX UHTepdelica He NOAHUMAIOTCS ecin OAMH UHTEpdeNc
HACTPOEH Ha aBToOMpeneneHMe, a Ha BTOPOM KECTKO YCTAHOBJ/IEHbI CKOPOCTb U AynJeKc. 3T0
onpepgensetca ctaHgapTom IEEE 802.3.

. He pekomeHayeTcs cneaylowaa KOHPUIypauua: BKAKOYEHWE KOHTPOAA TpaduKa u
OAHOBPEMEHHO YCTAaHOB/AEHUE /IMMUTA ANA MHOTOMNOJIb30BAaTE/IbCKMX MAKeTOB Ha TOM Xe
nopTy; YCTAHOBKa OJHOBPEMEHHO KOHTpOAA 3a LWMPOKOBELLATE/IbHbIMM,
MHOrFONo0/b30BaTe/NIbCKUMU U MEPCOHANbHBIMU MaKeTaMU C HEWU3BECTHbIM Ha3HAa4YeHUem W
OrpaHWYeHUss MOAOCbl Ha nopTy. Ecam Takne KOMOWMHAUMWM YCTaHOBJIEHbI, MPOMYCKHanA

CNocobHOCTb NOPTa MOXKET OKa3aTbCA MeHbLUE omwp,aemoi/'l.
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5 KOHOPUTYPALUNA PYHKLUUUN U301ALUUN NOPTOB

5.1BeegeHue B yHKLMUIO U30NALUMN NOPTOB

N3onauma noptoB — 3TO He3aBUCUMMAs MOPTO-OPUEHTUpPOBAHHaA ¢yHKUMA, paboTarowas
MeXay nopTamm, KOTopaa M30AMPYET MNOTOKU PasAMYHbIX NOPTOB APYr OoT Apyra. C nomoulbio
3TOM PYHKUMM NONb30BaTe/Ib MOXKET M301MpPOoBaTh NopTbl B Npegenax VLAN ana coxpaHeHun
pecypcoB VLAN u ycuneHums ceKpeTHocTM ceTtu. [locne Toro, Kak 3ta ¢yHKuma byaet
CKOHUrypMpoBaHa, NopTbl B rpynne M30/JMPOBAHHbIX NMOPTOB OyAyT M30/MPOBaHbl ApPyr OT
ApYyra, B TO BpemMA Kak NopTbl U3 PasMYHbIX FPYNn U30AAUUN UAN HEU3OIMPOBAHHbBIX MOTYT
nepecblnatb AaHHble APYr ApYyry COBEPLIEHHO HOPMaibHO. Ha KommyTtatope moKeT bbiTb
CKOHOUrypmpoBaHo He 6onee 16 rpynn n3onauum NopTos.

5.2Cnucok KomaHa, ANnAa KOHpurypaumum nsonaumum noptos
1. Co3patb rpynny M3oMPOBaHHbLIX MOPTOB
2. lob6asuTb Ethernet nopTbl B rpynny

3. OT06pa3snTb KOHOUIypaLmIo rpynnbl U30AALUN NOPTOB

1. Co3patb rpynny M3oaNMpPOBaHHbIX MOPTOB

KomaHga OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus

isolate-port group <WORD> CospgaeT rpynny u30AMpoBaHHbIX noptos. C
no isolate-port group <WORD> onepatopom NO sTa KOMaHAa yaansaet rpynny
W30/IMPOBAHHbIX MOPTOB.

2. NobaBuTb Ethernet nopTbl B rpynny

KomaHga OnucaHue

PexXum rnobanbHOro KOHGUrypuposaHus

isolate-port group <WORD> switchport | [Job6asnsaetr oguMH nopT vaum rpynny noptos B

interface [ethernet | port-channel] | rpynny u3oaMpoBaHHbIX MNOPTOB, KOTOpPble
<IFNAME> byayT u30nMpoBaHbl OT APYrMx MNOPTOB B
no isolate-port group <WORD> switchport rpynne. Onepatop NO yganaetr oguH nopt
interface [ethernet | port-channel] | nau rpynny nopTos u3 rpynnol
<IFNAME> M30/INPOBAHHbIX NOPTOB.
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3. OT06pa3nTb KOHPUrypaumto rpynnbl M30AALUK NOPTOB
KomaHpga OnucaHue
Pexxum agmuHuctpartopa, Pexxum rnobanbHoro KoHpurypmposaHus
show isolate-port group [ <WORD> ] lMoKa3biBaeT KoHbUrypaumio rpynn
W30/IMPOBAHHbLIX  MOPTOB, BKAOYaA  Bce
CKOHOUIypMpPOBaHHbIE rpynnbi

M30/IMpoBaHHbIX nopToB U Ethernet nopTbl B
Kaxaon rpynne.

5.3Tunosbie npumepbl GYHKLUN U30NALUMN NOPTOB

Tunosble Nnpumepbl GYHKLMN U30AALMN NOPTOB

Tononoruna n KOHPUrypaLma KOMMYTaTOPOB NOKa3aHa Ha pUCyHKe Bbiwe. MopTbl €1/1, e1/10 un
el/15 Bsce npuHagnexat K VLAN 100. TpeboBaHue 3aKnoyaetca B TOM, 4Tobbl nocne

BK/1lO4EHUA CbYHKLI,MM n3o01AUunnm NOpPTOB HAa KOM
KOMMYTAaToOpe He MOram CBA3biBaTbCA Apyr C

myTatope switchl noptbl e1/1 u €1/10 Ha 3TOM
ApYyrom n o6a Moram cBA3bIBATbCA C NOPTOM

el/15, cmoTpALMM B CeTb. TO eCTb CBA3M MeXKAY M06bIMN Mapammn HU3NEXKaLmUX NOPTOB HET, U
B TO e BpemMsa CBA3b MexAay /MobbiMm HU3MEeXalMm MOPTOM WU BblllecToAlWmMM paboTaer.

BolwecToAwmn nopT MmoxKeT paboTaTb € N10ObIM

KoHdurypauma kommytatopa S1:
Switch (config) #isolate-port group test

Switch (config) #isolate-port
1/1;1/10

group

test

NMOPTOM HOPMaNbHO.

switchport interface ethernet
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6 KOHOUTYPALUUA PYHKUUU PACNO3HABAHUA NET/IN HA
NOPTY

6.1BeegeHue B PyHKLUMIO pacno3HaBaHUA NeTn

C pa3BUTUEM CETEBbIX YCTPOICTB BCe bonblle 1 60/blUe NONb30BaTENEN NOAKNOYAOTCA K CETH
yepe3s Ethernet-kommyTaTopbl. B NpOMbIWAEHHbIX CETAX NOAb30BATENN MOAYYalT A0CTYN
yepes KOMMYTaTOPbl 2-r0 YPOBHSA, YTO NpeabABAseT CTporne TpeboBaHMA K B3aMMOAENCTBUIO
MeXAy YCTPOMCTBAMM KaK BHelHel, Tak W BHyTpeHHeW ceTu. Koraa TpebyeTtca
B3aMMOAENCTBME HA 2-M YPOBHE, COObLEHNE A0NKHO OTNPABAATLCA TOYHO B COOTBETCTBUM C
MAC agpecom gnsa KOppeKkTHOM paboTbl MeXKay NoNb30oBaTeNAMU. YCTPOMCTBA BTOPOro YPOBHA
3anomuHatot MAC apgpeca, m3yyaa sxogawme MAC agpeca MCTOYHMKOB MAKeETOB W Npu
NOCTYMN/JIEHMM NaKeTa C HEM3BECTHbIM aAPECOM UCTOYHUKA OHM 3anucbiBatoT ero MAC agpec B
Tabnuuy, 3aKpeniaa ero 3a NOPTOM, OTKYAa NpPULLIEN 3TOT NakeT. Takmum obpasom cieayoLmnii
naket ¢ gaHHbIMm MAC agpecom B KayecTse NopTa HasHayeHus byaeT oTnpas/ieH cpasy Ha 3ToT
nopt . To ecTb agpec cpasy PUKCUMpyeTca Ha NOPTY AN OTNPABKM BCEX MAKETOB..

Koraga naket ¢ MAC agpecom UCTOYHUKA, Y¥Ke 3aNOMHEHHbIM KOMMYTaTOPOM, MPUXOAMUT Yepes
Apyroi nopTt, 3anuck B Tabamue MAC agpecoB M3MEHSETCA TakKum 0b6pa3om, YTobbl MaKeTbl C
AaHHbIM MAC agpecom HanpasAs/AMCb Yepe3 HOBbIM MOpT. B pesynbTaTe, ecnm Ha yyacTke
MeXAy ABYyMsA agpecaTaMu CyLLecTByeT Kakaa-nnmbo netnsa, sce MAC agpeca U3 ceT BTOPOro
YPOBHS ByAyT nepecbliaTbCA Ha TOT NOpT, rae cywectsyeT netnsa (06bi4HO MAC agpeca B 3ToM
Cy4yae C BbICOKOW 4YaCTOTOM MEpPEeK/IYaloTca C OAHOro nopTa Ha ApPYroi), 4to Bbi3biBAET
neperpysky M notepto paboTocnocobHOCTM ceTn 2-ro ypoBHA. BoT nouyemy Heobxoaumo
NPoBEpPATb HanMuMe NeT/NIM Ha ceTeBblX nopTax. Koraa Ha nopty onpeaensercsa nevns,
Oo6HapyKMBLLEE €e YCTPOMCTBO AO0/IKHO MOC/AaTb NpeaynpexneHue B CUCTeMy yrnpaB/ieHUs
CeTblo, NO3BOIASA CETEBOMY aAMMHUCTPATOPY OBHAPYKNUTb, IOKAIM30BaTb U peLnTb Nnpobiemy
B CETU.

MOCKO/IbKY cUCTEMA OBHApY)KEHMA MeTeNlb MOMKET aBTOMATUYECKM MPUHUMATb PeLueHus o
HaNMYMKU NETAN B COEOUHEHUN U ee UCYE3HOBEHUW, YCTPOMCTBA C QYHKUMAMMU KOHTPONS Ha
nopTtax (TakMx Kak M30/1AUMA MOPTOB M KOHTPO/b 3a 3anomuHaHnem MAC agpecos) moryTt
3HAUYUTENIbHO CHM3UTb HArpysKy C CETEBOr0 agMWHUCTPATOPA, a TaKKe YMEHbLUUTb Bpems
peakumnn Ha Npobaemy, MUHUMU3INPYS BO3AENCTBUE NET/IM HA CETb.

6.2CNUCcOK KOoMaHp, ana KoHPurypuposaHua GpyHKLUKU pacrno3HABAHMUA NeTau
Ha nopTy
KoHpurypupoBaHue BpeMeEHHOro MHTEpPBana pacno3HaBaHMs NeTau;

BkatoueHne GyHKUMM pacno3HaBaHUA NeTAun;

1

2

3. KoHdurypupoBaHue pexmma nopTta Npu pacnos3HaBaHMW NETAU;
4 BbiBOA OTNAaA04YHOM MHDOPMALIMM MO pacno3HaBaHUIO NeTAN;

5

KoHdurypupoBaHue pexknmma BOCCTaHOB/IEHMA NPU Pacno3HaBaHUM NETAU
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1. KoHoUrypupoBaHmMe BpeMEHHOIO MHTEePBaa Pacno3HaBaHUA NeTaun

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

loopback-detection interval-time </oopback>
<no-loopback>

no loopback-detection interval-time

KoHdurypmpoBaHue BpemMeHHOro WHTepBana
pacno3HaBaHWA NeTan

2. BkntoyeHne GyHKUMM pacno3HaBaHUA NeTau

KomaHpga

OnucaHue

Pexxum KOHPUrypupoBaHua nopra

loopback-detection specified-vlan <vlan-list>

no loopback-detection specified-vlan <vlan-
list>

BkntoueHue "n BbIK/IlOMEHUEe
pacrno3HaBaHWA NeTIn

dYHKUMM

3. KoHdurypupoBaHue pexkmma nopTta Npu pacrnos3HaBaHUM NeTAU

KomaHpga

OnucaHue

Pexxnm KOHPUrypupoBaHusa nopra

loopback-detection control {shutdown

|block| learning}

no loopback-detection control

BKAtOYEHME W BbIK/OYEHWE ONPEAENEHHOTO
peXnma nopTta Npm pacno3HaBaHUKU NETAN.
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4. BbiBOA OTNaA04HOMN MHDOPMALIMM MO pacno3HaBaHWUIO NeTAn
KomaHpga OnucaHue
Pexxum agmuHucTpaTtopa
debug loopback-detection BoiBOA4 ~ OTnagoyHoit  uMHPopmaumm  no
no debug loopback-detection pacnosHaBaHuto netan. C onepatopom NO
AaHHAA  KOMaHZAQ  NpekpawaeTr  BbIBOA
OTN3[04YHON NHOPMALLUMN.
show loopback-detection [interface  [oka3sbiBaeT cTaTyc " pe3ynbTaThl

<interface-list>]

pacCno3HaBaHWA NeT/In Ha BCeX NOpPTaX, eCnun

APYrMX  MapameTpoB He  BBOAWUTCH; B
NPOTUBHOM C/ly4ae MOKa3blBaeTca CTaTyCc WM
pe3ynbTaT  pacrno3HaBaHWs  NeTauM  ana
KOHKPETHbIX NOPTOB

5. KoHduryprpoBaHue pexkMma BOCCTAaHOBAEHMA NMPU Pacno3HaBaHMM NETAn

KomaHga OnucaHune
O6wuit pexxum
loopback-detection control-recovery timeout | KoHdurypmposaHue pexuma

<0-3600>

BOCCTAHOB/NEHNA NPU PaCNO3HAaBaHWUKN NETIN

(aBTOMaTVNeCKOG BOCCTaHOBJ/1IEHKNE NN HET)
nan BpeMeHUN BOCCTAaHOBEHNA.
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6.3Mpumepbl PyHKLUUMN pacno3HABAHUA NETIN HA NOPTY

N~

TUNWMYHBIA NPUMEP NOAKNHOYEHURA

B npuBeneHHOW HWKe KOHUrypauumm, KommyTaTop onpenenseT CylwecTBOBaHME NeTan B
Tononornn cetu. Nocne BKAOYEHUA GYHKLUMM PAacnoO3HABAHUA NETAN Ha NOPTY, CMOTPSALLEM BO
BHELWHIO ceTb, KOMMyTaTop byaeT yBeAOMAATb NOACOEAMHEHHYIO CeTb O CyL,eCTBOBaHMM
NeTNn U KOHTPOIMPOBATb NOPT KOMMYTaTOpa A1a obecneyeHns HopmaabHON PaboTbl JaHHOM
cetu.

MocnepoBaTeIbHOCTb KOHOUIypaLMM KOMMYTaTOPa:

Switch (config) #loopback-detection interval-time 35 15

Switch (config) #interface ethernet 1/1

Switch (Config-If-Ethernetl/1l) #loopback-detection special-vlan 1-3

Switch (Config-If-Ethernetl/1) #loopback-detection control block

Ecnu BbIBpaH meToq, 6N0KMPOBKK NpU onpeaeneHnmn NeTaun, 4oaKeH bbiTb r106anAbHO BKAKOYEH
NPOTOKON MSTP Ha Bcel CeTn, a Takxe AO0/1KHbI ObITb CKOH(I)VIprMpOBaHbI cooTBeTCTBYtOWLMNE
CBA3M MeX 4y NPOTOKOAOM cBA3ytowero gepesa u VLAN.

Switch (config) #spanning-tree

Switch (config) #spanning-tree mst configuration

Switch (Config-Mstp-Region) #instance 1 vlan 1

Switch (Config-Mstp-Region) #instance 2 vlan 2

Switch (Config-Mstp-Region) #

6.4PeweHue npobnem c pyHKUMeE pacno3HaBaHUA NETIN HA NOPTY

®yHKUMA pacrno3HaBaHUA METAM Ha MOPTYy BbIKAOYEHA MO YMOJYAHUIO M AO/KHA ObiTb
BK/IOMEHA Npu HeobxoaMMocCTw.
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7 KOHOUTYPALUA OYHKL NN ULDP

7.106wan nHpopmauusa o ULDP

OaHOHaNpaB/eHHbIN JIMHK — 3TO pacnpocTpaHeHHaa npobnema B ceTu, O0cobeHHo AanA
ONTUYECKMX coeauHeHui. Moa ogHOHaNpaBAEHHbIM COeAMHEHMEM MOHMMAETCA CUTyauums,
KOoraa OAMH NOPT COEANHEHUA MOMKET MPUHMMATb COObLLEHMA OT APYroro nopTta, a TOT He
MOXET nony4yaTb MX OT nepsoro. Ecam dusmueckuii yposeHb coeguHeHUa ecTb U paboTtaeT
HOpMasnbHO, npobsiema CBA3M MeXKAYy YCTPOMUCTBAMM He MOXKeT ObiTb 0bHapy:KeHa. Kak
MOKa3aHO Ha PUCYHKe, Npobsiema ONTUYECKOro COeAMHEHMA He MOXKeT OblTb OOHapy)KeHa
nocpeacTtBoOM MexaHM3MOB (GU3NYECKOro YPOBHA, TaKMX KaK aBTOMaTUYEeCKOEe COrnacoBaHue

napameTpos.

Switch A

Switch B

MepeKpecTHOe onTUYecKoe coeanHeHne

Switch A

Switch B
g1/0/2

Switch C

OANH 13 KOHU0B KaXa0ro ONTUYECKOro coegMHeHMA He NOAKA0YEH
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Takol Bug npobnem 4acto BO3HWMKAET B CUTyaumu, Koraa unm mHtepodenc nam GBIC ( Giga
Bitrate interface Converter — KoHBepTep uWHTepdeinca co ckopocTbto 1Gb ) umetot
nporpaMmmHble npobiembl, B 3TOM cnyvyae o6opyAOBaHME CTAaHOBUTCA HELOCTYMHbIM WU
paboTaeT HenpaBuabHO. OAHOHANPaBJEHHOE COEAMHEHWE MOMKET BbI3blBATb LENYIO CEPUIO
npobnem, TaKMX KaK 3aUMKAMBAHME CBA3YHOLLEro AepeBa WAM  LIMPOKOBELLATENbHbIM
wropmam.(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapy»KeHns ogHOHanpPaBAEHHbIX
COeANHEHMI) MOXKET NOMOYb 0OHAPYKUTb HEMCMPABHOCTb, KOTOPAA BO3HMKAET B CUTyaLMAX,
nepevymcieHHbIX Bbile. B KommyTaTope, MOAKAIOYEHHOM 4Yepe3 ONTUYECKYID WU MefHYIo
Ethernet nnHuto (Takyto Kak BUTas napa naton kateropuum), ULDP MoXKeT MOHUTOPUTL CTaTyC
dun3nyeckux coegnHeHuin. B cnyyae, ecnm obHapyKeHO OAHOHaNpaB/ieHHOE COeAMHEHME, OH
nocblnaeT npeaynpexaeHue nosib3oBaTeNAM U MOXKET BbIKNOUYUTb NOPT aBTOMATUYECKU, UK
BPYYHYIO, B 3aBUCMMOCTU OT KOHPUrypaumm nonbL3oBaTens.

®dyHKkuma ULDP B KOmMMyTaTope pacno3HaeT YyAaneHHble YCTPOMCTBA M MNpoBepsieT
KOPPEKTHOCTb COeAMHEHWUIN, UCMNONb3YS UHTEPAKTUBHYIO CUCTEMY CODOCTBEHHbLIX COOOLLEHUN.
Korga ULDP BKAlO4EeH Ha NOpTYy, MexaHW3m onpeaeseHuWA CcrtaTyca nopTa 3anyCcKaeTcAa, 4To
nogpasymeBaeT NOCbIKY COOBLWEHNI pa3snMYHOro BUAA, KOTOPble MOCLINAOTCA PA3/IMYHbIMM
nognporpaMmamm 3TOFO0 MexaHM3Ma ANA MNPOBEPKM CTaTyca coeguHeHMn nytem obmeHa
nHbopmaumer c yaaneHHbIMM ycTpoictBamn. ULDP MoOXKeT AMHAMMYEcKM onpeaenatb
WMHTEpPBaJl, C KOTOPbIM yAa/NIeHHOE YCTPOICTBO NOCbIZIaeT CBOM YBEAOMIEHWUA U NOACTPAUBAET B
COOTBETCTBMWN C HAM CBOM NI0OKanbHbIN MHTepBan. Kpome Ttoro, ULDP obecneymBaeT mexaHn3m
pectapTa, ec/iim nopT 6bin 3abn0kuposaH ULDP, Takke coeanHeHNe MOXKeT 6biTb NPoBEPEHO
elle pas nocne pecrapta. BpemeHHOW MHTepBan NOCLIIKK YBEAOMAEHUN U pecTapTa nopTta B
ULDP mokeT KOHUIypMpoBaTbCcA Nosb3oBaTenaMn, Takum obpasom ULDP moxkeT 6bicTpee
pearMpoBaTtb Ha Npobaembl coeguMHEHUN B PA3/IMYHOM CETEBOM OKpYyXKeHuu. lMokasaTtenem
npasuabHol pabotbl ULDP saBnsieTcs pabota coeAMHEHUNA B AYNJEKCHOM PEXUME, 3TO 3HAUUT,
yto ULDP BKAloY4eH Ha 060MX KOHUAX COeAMHEHMA W WUCMNOMb3yeT OAMHAKOBbIM METOoZ,
aBTOPM3aLUM N NAPO/Ib.

7.2CnUCOK KOMaHA, aNnAa KoHpurypuposaHua ULDP
1. BkntoueHune ¢oyHKunm ULDP Ha KommyTaTope;

. BkntoueHune ¢dyHKunm ULDP Ha nopry;

. KoHdurypauma arpeccMBHOro pexnma Ha KOMMyTaTopE;

. KoHdurypauna arpeccMBHOro pexunma Ha nopTy;

. KOHd)MI'ypaLI,VIﬂ mMmeToAa BbIKNKOYEHUA OAHOHANPaB/A€HHOro CoeaAnHeEHUA;

. KoHourypauus nHtepsana BOCCTaHOBNEHMS;

2
3
4
5
6. KoHdpurypauua nutepsana ysegomnenui (Hello messages);
7
8. PectapT nopTa, BbiKAto4eHHOTo ¢yHKuUKneir ULDP;

9

. leMoHCTpaumoHHan 1 oTnagouHan nHpopmauyma ¢yHkumm ULDP;
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1. BkntoueHune ¢opyHKunm ULDP Ha KommyTaTope

KomaHpga OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

uldp enable BKkntoueHue nam BbikatoveHmne dyHKkumm ULDP

uldp disable Ha KOMMYyTaATOpeE.

2. BkatoueHune ¢pyHKummn ULDP Ha nopTy

KomaHpga OnucaHue

Pexxnm KOHPUrypupoBaHua nopra

uldp enable BKkntoueHue nam BbikaoveHme ¢yHKkumm ULDP

uldp disable Ha nopr.

3. KoHdurypauua arpeccMBHOro peskmuma Ha KommyTtaTope

KomaHpa OnucaHue

PexXum rnobanbHOro KOHGUrypuposaHus

uldp aggressive-mode YcTaHaBAMBAET pexXum paboTbl GYHKUMKM Ha

no uldp aggressive-mode KOMMYyTaTope.

4. KoHdUrypauma arpeccMBHOro pexuma Ha nopry

KomaHpga OnucaHue

PexXxum KoHPUrypuposaHua nopra

uldp aggressive-mode YcTaHaBiMBaeT pekum paboTtbl GYHKUUK Ha

no uldp aggressive-mode nopty.
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5. KoHdurypaumna metoaa BbIKAHOYEHUA OAHOHAMNPAB/IEHHOTO COeANHEHMUSA

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

uldp manual-shutdown

no uldp manual-shutdown

KoHourypupyet meToz, BbIK/IIOYEHUNA
OAHOHAMNPaB/NIEHHOTO COeAMHEHUA.

6. KoHdurypauma nHtepsana ysegomneHui (Hello messages)

KomaHpaa OnucaHue
Pexxum rnobanbHoro KoHpurypmposaHusa
uldp hello-interval <integer> KoHourypaumsa wHTEpBana yBeaOM/IEHUN

no uldp hello-interval

(Hello messages), ananasoH ot 5 go 100
CeKyHA,. 3HavyeHne no ymondanHuio - 10 cek.

7. KoHdurypaums nHtepsana BOCCTaHOBEHUSA

KomaHpga

OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHus

uldp recovery-time <integer>

no uldp recovery-time <integer>

KoHdurypupyeT nHTEpPBAN BOCCTAHOBUTENBHOTO
pectapta. AmanasoH ot 30 go 86400 ceKyHA.
3HayeHue no ymonyaHuo — 0 cekyHa.

8. PectapT nopTa, BbiKAOYeHHOro ¢yHKuUMen ULDP

KomaHpga

OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUA UK PEKUM KOHPUTYPUPOBAHUA NOpPTa

uldp reset

PectapTyeT Bce NopTbl B pexuMme rnobanbHoOro
KOHOUIypUpoBaHUA. PecTapTyeT KOHKPETHbIM
NopT B peXXMMe KOHOUTypMpoBaHMA nopTa.
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9. leMOHCTPaUMOHHAA M 0T1IaA04HAA MHopmaumna ¢yHKkummn ULDP
KomaHpga OnucaHue
Pexxum agmuHucrpartopa
show uldp [interface ethernet IFNAME] MNoka3biBaeT WHPopmaumo no ULDP. [na
oTobparkeHna obweir ULDP uHdopmaumm

napameTpoB HeT. Mpu 334aHUU KOHKPETHOro
nopTa BbiBOAMTCA 06Waa uHbopmauma wu
nHdopmaLma o coceaax No ZaHHOMY MOpPTy.

debug uldp fsm interface ethernet
<IFname>
no debug uldp fsm interface ethernet

<IFname>

BKntoyeHMe  MAM  BblKAOYEHME  BbIBOAA
OTNago4YHON MHopMaUUM MO onpeaesieHHOMY
nopTy.

debug uldp error
no debug uldp error

BKAlOYEHME WAM  BbIKAOYEHME OTNAL04YHOM
nHbopmaumm 06 ownbKax

debug uldp event
no debug uldp event

BK/loYeHWE WAW  BbIKJOYEHNE OTN3aA04HOM
MHbOpPMaLMM 0 cobbITUAX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BKntoyeHMe  MAM BbIKAOYEHME  BbIBOAA
0TNaA04YHON MHGOPMALIUM MO TUMY COOBLLEHUI

debug uldp {hello|probe|echo| unidir|all}

[receive|send] interface ethernet
<IFname>

no debug uldp {hello|probe|echo|
unidir]all} [receive|send] interface

ethernet <IFname>

BKkAtoYeHME  WAM  BbIKNKOYEHME  BbIBOAA
AeTanbHo WHbopmaumm o6 onpepeneHHom
TMNEe coObLWEHNIN, KOTOpPblE MOFYT MOCLINATHLCA
WA NPUHMMATBCA Ha ONpeaeNeHHOM NopTy.
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7.3Tunosble npumepbl pyHKUMUn ULDP

Switch A

Switch B

PC1 PC2

OnThyeckoe NepekpecTHoe coeguHeHue

B ceTeBoW TONO/MIOrMM Ha pUCyHKe nopTbl g1/1 1 g1/2 Ha KommyTaTope A, a Tak e nopTbl g1/3
n gl1/04 Ha KommyTaTope B — ontuyeckMe. U coeguHeHME MMeEET NepeKkpPecTHbIM Tun.
®dur3nMYecKknin ypoBeHb BKAOYEH M paboTaeT HOPMANbHO, HO COeAUHEHME HA YPOBHE AaHHbIX
HepaboTocnocobHo. ULDP morkeT onpeaenntb M 3abioKMpoBaTb TaKoOW TMMN OWKMOKM Ha
coeanHeHnn. KoHeuyHbIM pesynbTaTom byaeT 1o, yto nopTbl g1/1 n g1/2 Ha KommyTaTtope A, a
TaK e noptbl g1/3 1 g1/04 Ha KommyTaTope B 6yayT 3a610KMpoBaHbl GpyHKUMen ULDP. MopTbl
cmoryT paboTaTb (He 6yayT 3a610KMPOBAHbI) TONBLKO €CN COeAUHEHME BYAET KOPPEKTHbIM.

MocnepoBaTenbHOCTb KOHPUrypaumum KommyrtaTtopa A:
SwitchA (config) #uldp enable

SwitchA (config)#interface ethernet 1/1
SwitchA (Config-If-Ethernetl/1)#uldp enable
SwitchA (Config-If-Ethernetl/1)#exit

SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)#uldp enable
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MocnepoBaTenbHOCTb KOHUrypauumn Kommyratopa B:
SwitchB (config) #uldp enable

SwitchB (config)#interface ethernetl/3

SwitchB (Config-If-Ethernetl/3)#uldp enable
SwitchB (Config-If-Ethernetl/3) #fexit

SwitchB (config)#interface ethernetl/4

SwitchB (Config-If-Ethernetl/4) #uldp enable

B pesynbTaTe noptbl g1/1 1 g1/2 Ha KommyTaTope A 6yayT 3a610KMpoBaHbl GyHKLMelt ULDP u
Ha gucnnee TepmunHana PC1 noasutca cnegyowan nHbopmaums.

%0ct 29 11:09:50 2007 A wunidirectional 1link 1is detected! Port Ethernetl/l
need to be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/1 shut down!

%0ct 29 11:09:50 2007 A unidirectional 1link 1is detected! Port Ethernetl/2
need to be shutted down!

$0ct 29 11:09:50 2007 Unidirectional port Ethernetl/2 shutted down!

MopTbl g1/3 n g1/4 Ha KommyTaTope B 6yayT 3abnoknpoBaHbl dyHKumein ULDP 1 Ha aucnnee
TepmmHana PC2 noasutca cneaytowan MHGopmMaLms.

%0ct 29 11:09:50 2007 A unidirectional 1link 1is detected! Port Ethernetl/3
need to be shutted down!

$0ct 29 11:09:50 2007 Unidirectional port Ethernetl/3 shutted down!

%0ct 29 11:09:50 2007 A unidirectional 1link is detected! Port Ethernetl/4
need to be shutted down!

$0ct 29 11:09:50 2007 Unidirectional port Ethernetl/4 shutted down!

7.4YcTpaHeHue Henonapok ¢pyHkumum ULDP
3ameyaHuna nNo KoHdUrypaumu:

. Ons yBepeHHocTH, yto ULDP cmokeT onpesenvTb, YTO O4MH M3 ONTUYECKUX NOPTOB He
NOAKNOYEH UAWN MOPTbl HEKOPPEKTHO COEAMHEHbI, NOPTbl AO/KHbI paboTaTb B AyN/JIEKCHOM
peXMMe U UMEeTb OANHAKOBYHO CKOPOCTb.

. Echn mexaHM3M aBTOMAaTMYECKOro OnpeaesieHnss napameTpoB OMTUYECKUX MOPTOB,
OAMH M3 KOTOPbIX BKAOYEH HEKOPPEKTHO, onpeaennt pabounit pexkmm u ckopoctb, ULDP He
CMOXeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOFO ,BK/IIOYEH OH UAWM HeT. B gaHHOM
CUTYaLMMU NOPT NMOMEYAETCA KaK BbIKAOUYEHHbIN.

. [na yBepeHHOCTM B TOM, YTO OTBETHbIM NOPT KOPPEKTHO CKOHPUIYPUPOBAH U
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OAHOHANPaB/NeHHOE COeANHEHME CMOXKET BbiTb KOPPEKTHO onpeaeneHo, HeobxoaAnmo, YTobbl
Ha oboux KoHuax coeamHeHuAa ULDP 6bin BKAOYEH M MCNO/b30BANCA OAMHAKOBbIA METOA
aBTOpPM3aLLMKM U NapOo/b. B Hawem npumepe naponb ¢ 06enx CTOpoH He YCTAHOB/EH.

. NHTepBan otnpasku hello cooblieHnii moxkeT 6biTb M3meHeH (310 10 cekyHA no
ymonyaHuio u konebnetcs ot 5 ao 100 cekyHa), Tak uto ULDP moryT 6bicTpee pearMpoBaTtb Ha
OLWMOBKM NOAKNOYEHWNA IMHUIA B PA3IMYHBIX YCNOBUAX PaboTbl ceTn. Ho 3TOT MHTepBan AO/IXKeEH
6bITb MeHble 1/3 oT BpemeHn KoHBepreHuumn STP. Eciv MHTepBan CAULWKOM O/IMHHBIN, NeTas
STP 6ynetr cdopmmpoBaHa [0 Toro Kak ULDP 06HapyXUT M OTKAKYUT  NOPpT
OZHOHANpPaB/NEHHOro coeanHeHuA. Ecnm MHTepBan CANWKOM KOPOTKUI, ceTeBad Harpyska Ha
nopt 6yaeT yBeAMYEHa, YTO  O03HAYaeT  CHUXKEHME  MNPOMYCKHOM  CMOCOBHOCTM.
ULDP He ob6pabaTtbiBaeT cobbitna LACP. OH obpabaTbiBaeT Kaxaoe coeAMHEeHWe rpynmbl
TRUNK  (Hanpumep, port-channal, TRUNK nopTtbl) He3aBucumo Apyr oOT Apyra.
ULDP He paboTaeT C MOXOMMMW MPOTOKONAMMU APYrMX npousBoamuTenei. ITo o3Ha4vaeT, 4uTo
nonb3oBaTenn He Moryt ucnonb3osatb ULDP Ha oAHOM KOHLE M MCNONb30BaTb Apyrue
noao6Hble NPOTOKO/IbI Ha Apyrom KOHUe coefnHeHuA.
ULDP ¢yHKUMA OTKAlOMEeHa no ymondaHuto. lMNocne BKkatouveHua o¢yHKumm ULDP a pexume
rnob6anbHOr0 KOHOUIYPUPOBAHMA MOMKHO BKIKOYWUTb BbIBOA OT/NAZ0YHbIX COOOLLEHMMN.
CywiecTByeT HECKO/NIbKO KomaHg oTnaaku (DEBUG) ans BbiBOAa OTAaf04YHON MHPOpMaLUu.
Hanpumep, nHPpopmaunio o cobbITUAX, COCTOAHUMU, OWMbKax N coobLieHnax. PasanyHbie Tunbl
OT/Iafl04HbIX COOBOLLEHNI TaKKe MOryT ObiTb BblBEAEHbl B COOTBETCTBMWM C PA3/IMYHBIMMU
3HaYeHUAMN NapameTposB.

o Talmep BOCCTAHOBNEHMA MO YMONYAHUIO BbIK/IOYEH N MOXKET ObiTb BKAKOYEH TONBKO B
Cnyyae, Korga nosib3oBaTtesb 3a4an Bpems BocctaHoBneHus (30-86400 cekyHA)

KomaHpga pectapta n mexaHM3M nepesarpy3ku nopTa BO34EeMCTBYHOT TONbKO Ha NOPT, KOTOPbIN
6b1n BbIKAOYEH PyHKUMeNn ULDP. MopTbl, BbIKAKOYEHHbIE BPYYHYHO,

NoNb30BaTENAMM UAN APYTUMU QYHKLUMAMK He MOryT BbITb pecTapToBaHbl GyHKumein ULDP.

. QTECH | www.qgtech.ru

MWP OOCTYMNHEE



T

PykoBoACTBO Mo/sib3oBatens
8. Hactpoiika ¢yHKumm LLDP 83

8 HACTPOMKA ®YHKLUU LLDP

8.106wue cesegeHna o pyHKuumu LLDP

MpoToKON MccnefoBaHWA coeanHuTenbHoro yposHsa (Link Layer Discovery Protocol — LLDP) -
3TO HOBbIN MPOTOKOJ, ONUCaHHbIM B cneumdpukaumm 802.1ab. OH nosBoAseT coceaHUm
YCTPOMCTBAM MOCbINIATb YBEAOMIEHMA O CBOEM CTaTyce APYrMM YCTPOMCTBAM M HA BCEX MOPTaX
N060ro ycTpomncTea coxpaHaTb MHGopmMauuto 06 aTom. Ecam Heobxoanmo, NopPTbl TaK Ke MoryT
nocbinatb  UHPopmaumo 06 M3MEHEeHMM cTaTyca YCTPOMCTBAM, HEenocpeacTBeHHO
NOAKNOYEHHBIM K HWMM. 3ITa MHPopmaumsa OyaeT coxpaHeHa B CTaHZApPTHbix MIB
SNMP.Cuctema ynpaBieHMA CETbIO MOXKET NPOBEPATb COCTOAHME COeAMHEHMN BTOPOTO YPOBHS
no nHoopmaumm mns MiIB. LLDP He KOHPUrypuUpyeT UM KOHTPOAMPYET 3NEMEHTbl CETU WU
NOTOKW, OH TO/IbKO OMWUCbIBAaeT KOHMUrypaumio BTOporo ypoBHA. B cneumdukaumm 802.1ab
TaKXXe OMnUCbIBAeTCA, KaK wucnonbsyetrcA WHbopmauma, npepoctasnaemasa LLDP  pgna
06HapYKeHUA KOHPIMKTOB HA BTOPOM ypoBHe. MHCTUTYT cTaHgapTusaumm (IEEE) B HacToAwee
BPEeMSA UCMOJIb3YyeT CYLLECTBYIOLLYIO PU3MUYECKYIO TONONOTMI0, MHTepdelicbl  Habopbl MIB IETF.

YnpouweHHo, LLDP — npoToKon o6Hapy)KeHuMa coceaHux yctponcts. OH onpeaenser
CTaHAAPTHbIM MeToA, no3sonsawowmin Ethernet ycTpolictBam, TakMm, KakK KOMMYTaToOpbl,
MapLUIPYTU3aTOpPbl U TOYKK AOCTyNa YBEAOMAATb O CBOEM CYLLECTBOBAHUWU Apyrue y3nbl CeTU U
COXpaHATb WMHPopMauuto 060 Bcex coceaHux ycTpoicTBax. Kak cneacsue, AetanbHas
MHPOPMaLMA O KOHPUrypauMM yCTPOMCTBA M O HAWAEHHbIX COCEAAX MOXKET 0b6bABNATHLCA
nocpeacTBoM AaHHOIo NPOTOKONA.

B yactHocTu, LLDP onpeaensaeT coctaB 0CHOBHOIMO MHGOPMaALMOHHOIO 06bABNAEHMA, Nepeaady
06bsABNEHMA N MEeToh COXpPaHeHWs gaHHon WHopmaumn. Ons obbasBneHMa cobCTBEHHOWM
MHPopMaLMM  YCTPOMCTBO MOXKET MOocCblaTb HECKOAbKO 4acTeh WHPOPMALMOHHOIO
o0b6bsaBneHma B ogHom LAN nakeTe aaHHbIX. TUn nepegayun onpeaensetcs 3HayeHnem nonda TLV
(Type Length value — 3HaueHuMe AnuMHbLI TMNa). Bce ycTpoiictBa, noagep:kusatowme LLDP,
AOJ/IKHbI NOAAEPKMBaATb ONOBELLEHMA O uAeHTUPUKaTope (ID) ycTpoiictea n naeHTudmkaTope
nopTta, HO npeanonaraeTca, Y4To 6O/bLWMHCTBO YCTPOMCTB NOAAEP)KMBAIOT OnoselleHnAa 06
UMEHU CUCTEMbI, ee ONUCAHMUMN U NPOU3BOAUTENLHOCTU cucTeMbl. ONoOBeLLeHMA C ONMCaHNEM
CUCTeEMbl M O MNPOU3BOAMUTENLHOCTU CUCTEMblI MOTYT TaKXe cogeprKaTb MONe3HYyIo
nHbopmaymio, Heobxoanmyro gna cbopa nHPopmaLmm o0 NOTOKax B ceTu. OnMcaHue cucTemol
MOKET BK/tOYATb TaKMe AaHHble KaK NosIHOoe MMA 06bABAAEMOro YCTPOMCTBA, TUM YCTPOMCTBA,
BEPCUA ero onepaLMoHHOM CUCTEMDI U TaK Aanee.

MpoTokon LLDP nosBonser ynpocTuTb MOWUCK Npob6siem B KOPMNOPaTUBHOM CETU, pacliMpUTb
BO3MOXHOCTU WMHCTPYMEHTOB YMNpPaBAEHUA CETbi0 MyTEM OMNpeAeneHUA U XpPaHeHUA TOYHOW
ceTeBOM CTPYKTYpbI.

MHorve TuMbl MNPOrpamm YMNpaB/ieHUA CETbl0 WCMONb3YIT QYHKLMUIO aBTOMATUYECKOro
obHapyxeHua (« Automated Discovery» « ) Ons OTCNAEKMBAHUA U3MEHEHWUIM U TEKyLLero
COCTOSIHMA TONOMIOTUKN, HO OO/bLUMHCTBO M3 HUX pPaboTaeT TO/MIbKO Ha TPETbEM YpPOBHE U B
Nydwem cayyae Kaaccuduumpyet yCcTPOMCTBA MO MX MNOACETAM. ITU AaHHblE C/ULLKOM
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NPUMUTUBHbI, MO3BOAIOT OTCNEXKMBATL TONILKO 6a3oBble COBbITUSA, TakKMe Kak AobaBneHne unu
yAaneHne YCTPOMCTB BMECTO AeTaNbHOM MHOOPMAUMM O HUX M O TOM, KaK YCTPOMCTBa
B3aMMOLEMNCTBYIOT C CETbtO.

NHpopmaumsa, cobpaHHaa Ha 2 ypOBHE COAEPKMUT cBegeHus 06 ycTpoKcTBax, UX noptax U o
TOM KaKuMe KOMMYTATopbl C KakMmMK coeguHeHbl U T. N. OHa TaK e MOXKeT MoKasblBaTb
MapLpyTbl  MeXAy KAMeHTaMW, KOMMyTaTopamMu, MapLluipyTM3aTopamu U  CEeTeBbIMMU
cepBepamn. TakMe [aHHble O4YeHb BaKHbl AA OnNpedeneHua WU UCcNefoBaHMA WUCTOYHMKA
npobsem Ha ceTu.

LLDP ABnsetcA MNONE3HbIM WHCTPYMEHTOM YMpaBAeHWUA, NpPenoCTaBAAWMUM  TOUYHYHO
MHPOPMALMIO O 3epKa/JIMPOBaHMMU CETU, OTOBPAKEHUN MOTOKOB AAHHbLIX M MOMCKE CETEBbIX
npobnem.

8.2CNUCcoK KoMmaHpa, aNnAa KoHdurypuposaHua LLDP

1. BkntoueHue LLDP Ha ycTpoiicTse;

. BkntoyeHue ¢pyHKumm LLDP Ha nopTy;

. KoHdurypaums cratyca LLDP Ha nopTy;

. KoHdurypayma nutepsana obHoBneHMA coobuweHunii LLDP;

. KoHUrypauma mHoKuUTens BpemeHu NoanepKku coobuieHnn LLDP;
. KoHdurypauna 3agepku oTnpaBkM 0OHOBAAIOLWNX COOBLLEHNIA;

. KoHdpurypaumna nHtepsanos nocbiakn TRAP nakeTos;

. BkntoueHune ¢oyHKunm TRAP Ha nopTy;

O 00 N oo 1 o W N

. KoHduUrypauma 4ononHUTENbHBIX NApPamMeTpoB MHGOPMALUM ANA OTNPABKM Ha NOPTY;
10. KoHdurypaumsa pasamepa naMaTun, UCNONb3yeMON AN XpaHeHUA TabauL, Ha NopTy;
11. KoHourypauma gencTeuii Npu nepenonHeHNn namaTn gna Tabaunubl Ha NopTy;

12. OTob6pakeHune oTnago4vHom MHPopmaummn no ¢yHkLmMu LLDP;

1. BkntoueHue LLDP Ha ycTpoiictBe

KomaHpga OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHus

lidp enable Obuiee BKAOYEHME/BbIK/OYEHUE
lidp disable
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2. BkawoueHune ¢pyHKumm LLDP Ha nopTy
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KomaHpa

OnucaHue

PeXXxum KoHPUrypupoBaHus nopra

lidp enable
lidp disable

BktoyeHue/BbikAOYEHME GYHKUMKM LLDP Ha
nopTy.

3. KoHdurypauusa ctatyca LLDP Ha nopTy

KomaHpga

OnucaHue

Pexxnm KOHPUrypupoBaHua nopra

lidp mode (send|receive | both|disable)

KoHoburypaumsa pexkmma pabotbl GyHKLMM
LLDP

4. KoHourypaums nHtepsana obHosneHns coobuieHnin LLDP

KomaHpga

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHus

lidp tx-interval <integer>

no lldp tx-interval

KoHdurypauna wuHTepBana o06HOBAEHMA
coobuwieHnit LLDP Kak onpeaeneHHoMn
BE/IMYMHDBI UIM 3HAYEHUA NO YMONYAHUIO.

5. KoHdurypaumna mHOXUTENS BpEMEHU NoAAEPKKU coobuieHni LLDP

KomaHpga

OnucaHue

PexXum rnobanbHOro KOHGUrypuposaHus

lldp msgTxHold <value>
no lidp msgTxHold

KoHpurypauusa MHOXXUTENA BPEMEHMU
noaaepku coobLeHni LLDP KaK
onpeAeneHHoW BeNUYMHbI WUAN 3HAYEeHUA
NoO YMONYAHMUIO.
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6. KoHdurypauusa 3agepKkm oTnpaBkM 0O6HOBAAIOWMX COOOLLEHMI

KomaHpaa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

lldp transmit delay <seconds>

no lidp transmit delay

KoHourypaums 334epKKHM OTNPaBKM
obHoBAAOLWNX coobuieHni KaK
onpeaeneHHoM BeNYUHbI WUAN 3HAYeHuA
Mo YMONYaHUIO.

7. KoHdurypaumna nutepsanos nocbiikm TRAP nakeTtos

KomaHpaa

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

lldp notification interval <seconds>

no lidp notification interval

KoHdurypaumna mHtepsanos nocbiikn TRAP
NMakeToB Kak onpeaeneHHOM BEANYUHbI UK
3HaYeHMA No YMOJTHAHUIO.

8. BkatoueHne pyHKummn TRAP Ha nopTty

KomaHpga

OnucaHue

PexXxum KoHPUrypupoBaHua nopra

lidp trap <enable|disable>

BkatoueHne/BbiknoveHne ¢yHKUMM TRAP
Ha nopty
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9. KoHdurypaumsa 4oNONHUTENbHbIX MAPaMeTPOB MHPOPMALUM A5 OTNPABKM Ha NOPTY
KomaHpga OnucaHue
PexXxum KoHGUrypupoBaHus nopra
lidp transmit optional tlv [portDesc] [sysName] A KoHdurypaums AONONHUTENbHbIX
[sysDesc] [sysCap] napameTpoB WMHbOPMaLMM AN OTNPABKU
no lidp transmit optional tiv Ha MOPTYy KaK onpeaeneHHON Be/INYUHBI
WAW 3HAYEHMA MO YMOJTYAHMIO.

10. KoHourypaums pasmepa namsaTu, UCNONb3YEMON A8 XPaHEHUA TabauL, Ha NopTy

KomaHpga

OnucaHue

Pexxnm KOHPUrypupoBaHua nopra

lldp neighbors max-num <value>

no lidp neighbors max-num

KoHdurypaumsa pasmepa namaTw,
MCNONb3yeMoW ANa XpaHeHua Tabauy, Ha
NOpTYy Kak onpefeneHHON BeNUYMHbl MK
3HaAYEHMA N0 YMONYAHMUIO.

11. KoHdurypaumsa aemnctsmin npu nepenoaHeHMm NnamaTm Ana Tabanubl Ha NopTy

KomaHpa

OnucaHue

PexXxum KoHPUrypupoBaHua nopra

lidp tooManyNeighbors {discard | delete}

KoHdurypauusa nencreum npu
nepenosiHeHMM NamATM AnA Tabauubl Ha
nopTy

. QTECH | www.qgtech.ru

MWP OOCTYMNHEE




PykoBogcTBO nonb3oBatens

8. HacTpoiika GyHKLmm LLDP 88
12. OTobparkeHne oTnafo4HOM nHPopmaumm no ¢pyHkumm LLDP
KomaHpga OnucaHue
Admin, Pexxum rnobanbHoOro KOHGUrypmposaHmsa
show lidp OTobpakeHne TeKywen KoHdUrypaumm
¢yHKumnm LLDP.
show lldp interface ethernet <IFNAME> OTobpaxkeHune nHdopmaymm o

KoHoUrypauum LLDP Ha KOHKpeTHOM nopTy

show lldp traffic OTobpaxkeHne WHPopmauum obo Bcex
CYeTYMKaXx.

show Illdp neighbors interface ethernet | OTo6parkeHne wuHbopmauum o  LLDP

<IFNAME> cocefiAx Ha AaHHOM MOPTY.

show debugging lidp OTobparkeHne Bcex MOopPTOB C BKAKOYEHHOM
byHKUmel oTnagku LLDP

PexXum agmuHucTpartopa

debug lidp BkAtoueHne/BbIKAOYEHUE BbIBO/A

no debug lldp oTnagouHon nnHdopmaumm LLDP.

debug Illdp packets interface ethernet | BknioueHue/BbikaoUYeHne BbIBOAA

<IFNAME> 0TNaf04YHON MHPOPMaLMKM O OTMNPaBKe UAN

no debug Illdp packets interface ethernet npueme naketos LLDP Ha nopty uau Ha

<IFNAME> KOoMMmyTaTope.

PeXXum KOHPUrypmMpoBaHUA nopra

clear lidp remote-table

OuncTtka Tabanubl coceageit Ha NopTy
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8.3Tunosou npumep ¢yHKUUM LLDP

Tunoson npumep KoHbUrypaumm dyHKLmmn LLDP

Ha cxeme ceTeBon TOonosnornun, npuseaeHHoM Bbiwe, NopT 1,3 Ha KOmmyTaTope B noakato4veH K
nopty 2,4 kommytatopa A. MopT 1 KOmmyTaTopa B CKOHOUIypMpoBaH B peXume npuema
naketoB. Onuua TLV Ha nopTy 4 KommyTaTopa A cKOHUTrypupoBaHa Kak portDes u SysCap.

KommyTaTtop A. MocnenoBatenbHOCTb KOMaHA KOHOUTYpauuu:

SwitchA (config)# 1ldp enable

SwitchA (config)#interface ethernet 1/4

SwitchA (Config-If-Ethernetl/4)# 11dp transmit optional tlv portDesc sysCap
SwitchA (Config-If-Ethernetl/4)exit

KommyTaTtop B. MocnenoBatenbHOCTb KOMaHA, KOHPUTYpaLnm:
SwitchB (config)#11ldp enable

SwitchB (config)#interface ethernetl/1

SwitchB (Config-If-Ethernetl/1)# 1ldp mode receive
SwitchB (Config-If-Ethernetl/1) #fexit

8.4YcTpaHeHue HeucnpaBHocTen GPyHKUuumn LLDP

®PyHKUMA LLDP no ymonyaHuio BbiK/oYeHa. lMocne ee BKAOYEHUS B pexume rn1obanbHoro
KOHOUTYpPUpPOBaAHMSA, MONb30BATE/NIM MOTYT BKAKOUUTb pexum oTnagku « debug lldp» ana
NPOBEPKN OTNaf04HOM MHPopmaumn. Ucnonb3ya KomaHay « show» ¢yHKumMM LLDP moKHO
BbIBECTU MHOOPMALMIO O KOHPUIrypMpOBaHUM B r106anbHOM pexume KOHOUIypupoBaHua,
IN6O B perKMMe HaCTPOMKN MHTepdENCOB.
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9 HACTPOMKA PORT CHANNEL

9.106wwue csepeHuns o Port channel

[na noHMMaHWA TepMMHa nopT-KaHana (Port channel) Hago BBECTM NOHATME rPyMNMbl NOPTOB.
lpynna noptoB — 3To rpynna ¢uU3MYecKUx NopToB Ha KOHOUrypaLuMOHHOM ypoBHe. TO/NbKO
du13mMyeckne noptbl B rpynne noptos MoryT ObiTb 4acTbld 06BEAMHEHHOro KaHana U CTaTb
yneHamu Port channel. Jlornyeckn rpynna noptoB sBAAETCA HE NOPTOM, @ HABoOpoOm MOpPTOB.
Mpw onpeneneHHbIX ycnosuax GpusmMyeckme nNopTbl B rpynne NopToB NO3BOAAIOT NOCPEACTBOM
obbeamHeHna noptoB chopmuposatb Port channel, KoTopbin 0biagaeT Bcemu CBOMCTBAMMU
JIOTMYECKOro nopTa M TakKMM 06pa3soM CTAaHOBUTCA HE3aBUCMMbIM JIOTMYECKMM MOPTOM.
Arperauus noptoB — 3T0 abCTpaKTHOE MOHATME, NoApasyMeBatolee nNo cobor obbegnuHeHNe
Habopa NOPTOB C OAMHAKOBLIMMK CBOMCTBAMM B SIornyecknin nopt. Port channel — s1o Habop
dU3NYEeCKMX NOPTOB, KOTOPbIA NIOrMYECKM WCMONb3YeTCA KakK oauH ¢usmyeckuin nopt. OH
MOET WCMO/b30BaTbCA MNO/Ib30BATENIEM KAK O0ObIYHbIA MOPT. OH He MOXKET He TONbKO
[06aBUTb NPONYCKHOM CNOCOBHOCTU Ha ceTb, HO M cnocobeH obecneynTb pesepBUpPOBaHUE
coeanHeHnn. ObblYHO 06begMHEHNE NOPTOB UCMONb3YETCA, KOT4a KOMMYTATOP MOAK/OYEH K
MapLUPYyTU3aTOPY, KAMEHTCKOM CTaHLMN U APYTMM KOMMYTaTOpaM.

ArpervpoBaHvie NopToB

Kak noKasaHo Bbiwe, KommyTaTop S1 06begmHun noptol B Port channel. MponyckHas nonoca
Port channel paBHa cymme nponyckHbIX cnocobHocTel YeTbipex nopTos. Koraa Heobxoammo
nepeaaTb TpaduK ¢ KommyTaTopa S1 Ha S2, pacnpegeneHue Tpaduka byaeTt onpenenaTbcs Ha
ocHoBe MAC agpeca UCTOYHMKa U mnaguwero 6uta MAC agpeca npuemMHuKa. B pesynbraTe
BbIYMCNEHMIN ONpeaensaeTca, Kakon nopt byaet nepepasatb TpaduK. Ecam oauH nopt B Port
channel HeucnpaseH, Tpaduk byaeT nepepacnpefenATbCA Ha ApyrMe MNOPTbl NMOCPEeACTBOM
anroputma pacnpegeneHua. JaHHbIM aaroputm noagepmMBaeTca annapaTHo.

KommyTtaTop npeanaraeT asa metoga KoHOUrypauum obbeanHeHMa NopToB: py4yHoe co3aaHune
Port channel n guHamunyeckoe nocpeacTBOM NPOTOKOAA KOHTPOAA 06beANHEHMA COeANHEHNIA
(Link Aggregation Control Protocol — LACP). O6beanHEHME BO3MOXHO TO/IbKO AN1A MOPTOB,
paboTaolWmx B peKMme NoAHOro AynieKca.
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Onsa paBunbHOM paboTbl Port channel Heobxoanmo cobntogath cnenytolLme yCaoBus:

o Bce nopTbl paboTaloT B pexxnume NosHOro Aynnekca;
o Bce nopTbl MMET 0AMHAKOBYIO CKOPOCTb;
. Bce nopTbl ABNAIOTCA NOPTamMu A40CTyNa U NpuHagnexkat ogHomy VLAN, nnun sce oHu

ABNAKOTCA TPAHKOBbIMU NMOPTaMU NN OHU BCe I'M6pMAHbIe nopThbl.

. Echm Bce  nopTbl  ABAAKOTCA  TPAHKOBbIMW  MAM  TMOPUAHBIMKM,  TOrga
CKOHOUrypupoBaHHble Ha Hux gonyctumble VLAN u ocHoBHOM VLAN fokHbl 6bITb y BCEX
OAMHAKOBbBIMM.

Ecamn Port channel ckoHdUryprMpoBaH Ha KOMMyTaTope BPYYHYIO MAM AMHAMWYECKM, CUCTEMA
aBTOMATMYECKM Ha3HayaeT NopT C HAaMMeHbLUMM HOMepoM mactep-noptom Port channela.
Ecan Ha KOmMMyTaTOope aKTMBMPOBAH MPOTOKOA spanning tree, MPOTOKO/ MOCTPOEHUA aepesa
BocnpuHumaeT Port channel kak nornyeckuii nopt n nocbinaer BPDU nakeTtbl yepes macrtep-
noprt.

ObbeanHeHMe MOPTOB YKECTKO CBA3AHO C annapaTHOM 4YacTblo KOMMyTaTopa. KommytaTop
No3BONAET arpernposBaTb COEAMHEHUs  Mexay NbbiMM  ABYMA  KOMMYTATOpaMM.
MaKcumanbHO BO3MOXKHO co3gaTb 128 rpynn no 8 NopToB K KarKaoMm.

Mocne TOro, Kak MOPTbl arperMpoBaHbl, UX MOXKHO WMCMO/Ib30BaTb, KakK OO6bIYHbIA NOPT.
KommyTaTop wMMmeeT BCTPOEHHbIA pPeXMM KOHOUIypupoBaHMA UHTepdenca arperaumm,
Nno/ib30BaTe/lb MOXET C0343BaTb COOTBETCTBYIOWLYIO KOHPUIypauuio B 3TOM PEXMME TOYHO
TaKXe, Kak npu KoHourypmposaHum VLAN nnm ¢pusmdeckoro nHtepdeica.

9.206wue cBegeHna o LACP

LACP — npoTtokon, 6a3supytowminica Ha ctaHgapTte IEEE 802.3ad, un peanusyowmin mexaHmsm
AOMHaMmunyeckoro obbegmHeHuna KaHanos. Mpotokon LACP mcnonb3yeT naketbl LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHbopmaumel ¢ OTBETHbIMU NOPTaMMU.

Mocne Toro, Kak npoTokos LACP BKAOYEH HA NOPTY, AAHHbIM NOPT nNocbinaeT naketbl LACPDU
Ha OTBETHbIN NOPT COeauHEeHUA, yBeAOMAAA O npuoputete cuctembl, MAC agpece cucTembl,
npuoputetTe nopta, uaeHTMdMKaTope nopTa M Kawo4ve onepauuu. Korga OTBETHbIM nopT
nosy4vaet 3Ty MHGOPMALMIO, OHA CpaBHMBAETCA C UHGOPMaLMeln O APYrMx NopTax, KoTopble
MoryT 6biTb 06beauHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbl COeAMHEHUA MOTryT AOCTUYb
COrNaleHns O BKAOYEHUM UIN UCKIOYEHMM NOPTA U3 AMHAMMYECKON 0b6begMHEHHOW rpynnbl.

Kntou onepaumm co3gaetca MNPOTOKONOM B COOTBETCTBMM C KOMOMHAUMEN MapameTpoB
KoHdUrypauum (ckopocTb, Aynnekc, 6a3oBas KoOHOUrypauus, KoY YyMnpaB/ieHWs) MNOpTOoB,
KOTopble byayT 06beAnHATLCA.

Mocne BKAKOYEHUS MNPOTOKO/A AMHAMMYecKoro obbeauHeHuss noptos (LACP), knwou
ynpassieHunsa no ymon4daHuio paseH 0. [ocne ctatMyeckoro o6begMHeEHNA NOPTOB NOCPEACTBOM
LACP, knto4y ynpas/ieHUs NOpTa TaKoM e, KaK |ID o6beanHeHHOW rpynnbl.

‘ QTECH | www.qgtech.ru

MWP OOCTYMNHEE



PykoBoACTBO Mo/sib3oBatens
9. HacTtpotika Port channel 92

Mpyn AMHAMMYECKOM 0O6beAVHEHUM MOPTOB BCE Y/I€HbI OAHOM rPyMnbl UMEKT OAMHAKOBbIN
Kntoy onepauuu. [MNpu  ctatuyeckom o6beaAUHEHWW TONbKO aAKTMBHbIE MNOPTbl  MMEHT
OZMHAKOBbIM KNOY onepauuu.

9.2.1 CraTnueckoe o6beguHeHune LACP

CraTnyeckoe obbeAnHeHME BbINONHAETCA NyTeM KOHOUIYpMpPOBAHMA MNO/Ib30BaTeNEM U He
Tpebyer npoTtokona LACP. Mpu KoHdurypupoBaHuu cratmyeckoro LACP ob6beauHeHus,
NCNOJIb3YyeTCA peXxum «on» ANA BKAOYEHUA NOPTa B rpynny arperayumu.

9.2.2 [wmHamunuecKoe obbeguHeHune LACP
1. O6uwMe NoNoKeHUa aguHamumyeckoro obveanHeHns LACP

OnHamuueckoe obbeauHeHne — 3TO obbeAuHeHWe, co3gasBaemoe/yaansemoe CUCTEMOM
aBTomaTmnyeckn. OHO He No3BOSET MNO/b30BaATENAM CAMOCTOATE/IbHO A06aBAATb UKW YAANATb
nopTbl M3 AuHammyeckoro obbeamHeHua LACP. [MopTbl, KOTOpbie WMET OAWHAKOBblE
napameTpbl CKOPOCTU U AyNJIEKCa, NOAK/IOYEHHbIE K OAHUM U TEM e YCTPOMUCTBaM, MMEetoLLne
OAMHAKOBYIO KOHOUIYypaumio moryT 6biTb ANHaMUYeckn obbeanHeHbl B rpynny. B cayyae, ecan
TO/IbKO OAWH MOPT MOXKEeT CcO034aBaTb JAMHAMUYEecKoe obbeduHeHWe, 3TO Ha3blBaeTcs
OAHOMOPTOBbIM 06beagnHeHneM. [pn AuHammyeckom obbeanHeHnn LACP npoToKon Ha nopty
[0/1KeH ObITb BK/IOYEH.

2. PeXkMMbl NOPTOB B AMHAMUYECKON rpynne obbeamHeHnn

B anHamunuyeckol rpynne obbeanHEHNs NOpTbl MMEIKOT ABa cTaTyca — BblbpaHHbIN (selected)
unn «B oxuaaHmm» (standby). Oba TMna NopToB MOryT NOCbINATb M NPUHMMATb NaAKeTbI
npoTtokona LACP, HO nopTbl B CTaTyce «OXMUAAHUA» HE MOTYT NepecblNiaTb AaHHbIE.

MOCKONbKY CyWeCcTByeT OrpaHMYeHMe Ha MaKCMManbHOE KO/JMYEeCTBO MOPTOB B rpynne
arperaumm, eciv TEKyWMn Homep MopTa MpeBbllWwaeT npeaen B rpynne, Toraa YCTPOMCTBO Ha
OOHOM KOHLle COeAMHEHUs [O0roBapuBaeTcs C YCTPOWCTBOM Ha APYrom KoHue Ans
onpeaeneHuns ctatyca NnopTta B COOTBETCTBMMU C UAEHTUDUKATOPOM MopTa.

DTanbl cornacoBaHuA cneagywouwme:

CpaBHeHue naeHtndpmkatopos (ID) ycrpoiicte (npuoputeT cuctembl 1 MAC agpec cuctemsi).
CHavyana cpaBHMBAKOTCA MpUOpUTETbI cUCTeM. ECiM OHM opMHaKoBble, TOr4a CpaBHMBAKOTCA
MAC appeca YyCTpOWMCTB. YCTPOMCTBO C MEHbLWIMM WAEHTUPUKATOPOM UMEET BbICLINI
npuopuTerT.

3aTeM MAOeT cpaBHEHME WAEHTMOMKATOPOB MOPTOB (MpUMOpUTET MNopTa U uaeHTUdUKaTOp
nopta). na Ka)KAoro nopTra Ha CTOPOHE YCTPOMCTBA C HAMBbICLIMM MPUOPUTETOM CUCTEMBI
CHayana CpaBHUBAIOTCA MPUOPUTETHI MOPTOB. EcCAM npuopuTeTbl OAMHAKOBble, Toraa
CPaBHMBAOTCA MAEHTUOMKATOPbI MOPTOB. MOPT C HaMMEHbLUMM WAEHTUDUKATOPOM MopTa
CTaHOBUTCA BblbpaHHbIM (selected), a ocTasibHble CTAaHOBATCA B PEXUM «OXMAaHMe» (standby).

B rpynne ob6beanHEHUA NOPT C HAUMEHbLUM UAEHTUUKATOPOM U CTAaTyCOM «BbIOPaAHHbLIN»
CTAHOBUTCA MacTep-nopTom. [pyrme nopTbl CO CTaTyCOM «BblGPAHHbIM» CTAHOBATCA YNEeHaMM
rpynnbi.
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. Co3aHue rpynmnbl NOPTOB B peXXunme rnobanbHOro KOHPUrypmpoBaHms;

. [lobaBneHne NOpPTOB B ONpeAe/IeHHY0 Fpynny 13 pexxmMma KOHGUrypmposaHMA NopTa;

. Bxog, B pexxnum KoHpurypmposaHua port-channel;

. 3agaHue npunoputeta cuctembl 8 LACP npoTokone

. 3ag4aHune npuopuTeTa 4Nna KoOHKpeTHoro nopta B LACP npoTtokone

1
2
3
4. 3agaHne metoda 6anaHCUMPOBKK ANA FPYNMbl NOPTOB
5
6
7

. 3agaHue pexmma TaimayTa Ha nopTy B LACP npoToKone

=

. Co3gaHue rpynnbl NOPTOB

KomaHpaa

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

port-group <port-group-number>

no port-group <port-group-number>

Co3paHue unv yganeHue rpynnbl NOPTOB.

2. [JobaBneHne NOPTOB B ONpeAeneHHyo rpynny

KomaHpa

OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

port-group <port-group-number> mode {active
| passive | on}

no port-group

[obasnseT NopTbl B rpynny 1 ycTaHaBAnBaET
UX PEXKUM.
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3. Bxog, B peXxum KoHourypuposaHuma port-channel

B teareed
pansans=s

94

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

interface port-channel <port-channel-number> | Bxog, B peXum KOHOUIypupoBaHMA port-

channel.

4. 3apaHve meToaa 6anaHCMPOBKM ANA YCTPOMCTBA

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHUs

load-balance {dst-src-mac | dst-src-ip | dst-src-mac-
ip}

3agaHve meToaa 6anaHCMpPOBKM ANA
YCTPOMCTBA, W3MEHEHUS Ha4dyuHalT
AEeNCTBOBATb HA rpynne nopToB MU
ECMP dyHKUMM cpasy.

5. 3agaHune npmnoputeta cuctemol B LACP npoToKone

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

lacp system-priority <system-priority>

no lacp system-priority

3agaHue npuoputeta cucrtembl B LACP
NPOTOKO/IE, KOMaHAa NO BO3BpaLlaeT
3HaAYeHUE MO YMOIHAHUIO.
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6. 3agaHuMe npmnopuTeTa ANAa KoHKpeTHoro nopta B LACP npoTtoKone
KomaHpaa OnucaHue
PexXnm KoHpuUrypmuposaHuma noprta
lacp port-priority <port-priority> 3agaHue npuopuTeTa ana

no lacp port-priority

KOHKpeTHoro nopTta B LACP
NPOTOKO/e. KOMaHAa NO BO3BpallaeT
3HayeHme No YMOAYaHUIO.

7. 3agaHune pexknma TaimayTa Ha nopty B LACP npoTtokone

KomaHpga

OnucaHue

Pexxum KOHPUrypupoBaHua nopra

lacp timeout {short | long}

no lacp timeout

3afaHve pexkMma TarMmayTa Ha nopty
B LACP npotoKone. KomaHga no
BO3BpaLllaer 3HayeHue no
YMONYAHUIO.

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




PykoBoACTBO Mo/sib3oBatens
9. HacTtpotika Port channel 96

9.4Mpumepbl ucnonb3osaHusa Port channel

BapwuaHT 1 Hactpoiika Port channel gha npotokona LACP.

KoHdurypauma nopta-kaHana B LACP

Umeetca gBa KommyTatopa S1 mn S2. MNopTtel 1,2,3,4 Ha KommyTaTope S1 - NOpTbl AOCTYyNa U
nob6asneHbl B rpynnyl B akTMBHOM pexxkume. MopTobl 6,8,9,10 Ha KommyTaTope S2 — ToXKe NopPTbl
[ocTyna u gobasneHbl B rpynny 2 B NaCCMBHOM pexkume. Bce nopTbl coegmHeHbl kKabenamu.

JTanbl KOHGUrypPaLMM NOKa3aHbl HUMKE:

Switchl#config

Switchl (config)#interface ethernet 1/1-4

Switchl (Config-If-Port-Range) #port-group 1 mode active
Switchl (Config-If-Port-Range) #exit

Switchl (config) #interface port-channel 1

Switchl (Config-If-Port-Channell) #

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config)#interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port-group 2 mode passive
Switch2 (Config-If-Ethernetl/6) #exit

Switch2 (config)#interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode passive
Switch2 (Config-If-Port-Range) #exit

Switch2 (config)#interface port-channel 2

Switch2 (Config-If-Port-Channel2) #
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PesynbTat KOHOUrypauuu:

KommyTaTop cooblumT, 4To arpermpoBaHune npoLwao ycnewHo. MopTbl 1,2,3,4 kKommyTaTopa S1
BxogAT B rpynny Port-Channell, a noptbl 6,8,9,10 KommyTaTopa S2 Bx0ZAT B rpynny Port-

Channel?2.

BapuaHT 2 KoHdurypaumsa Port channel B pexkume ON.

KoHdurypauwms port channel B pexxnme ON

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 KommyTatopa S1 — nopTbl goctyna u byayt
nobasnenbl B rpynnyl ¢ pexumom ON. MopTbl 6,8,9,10 KommyTaTtopa S2 — TOXKE MNOPTHI

poctyna n 6yayT aobasneHol B rpynny2 ¢ pexxumom ON.

3Tanbl KOHGUrypaLKMM NOKa3aHbl HUXKeE:

Switchl#config

Switchl (config)#interface ethernet 1/1

Switchl (Config-If-Ethernetl/1l) #port-group 1 mode
Switchl (Config-If-Ethernetl/1) #exit

Switchl (config)#interface ethernet 1/2

Switchl (Config-If-Ethernetl/2) #port-group 1 mode
Switchl (Config-If-Ethernetl/2) #exit

Switchl (config)#interface ethernet 1/3

Switchl (Config-If-Ethernetl/3) #port-group 1 mode
Switchl (Config-If-Ethernetl/3) #exit

Switchl (config)#interface ethernet 1/4

Switchl (Config-If-Ethernetl/4) #port-group 1 mode

on

on

on

on
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Switchl (Config-If-Ethernetl/4) #fexit

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config) #interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port-group 2 mode on
Switch2 (Config-If-Ethernetl/6) #fexit

Switch2 (config) #interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode on
Switch2 (Config-If-Port-Range) #exit

Pe3ynbTaTt KOHPUrypauum:

MopTbl 1,2,3,4 Ha KommyTaTope S1 AobaBneHbl No NopaaKy B rpynny noptos 1 B pexkume ON.
KommyTaTopy Ha yganeHHOM KoHue He Tpebyetca obmeH naketamu LACP gns 3aBeplueHuUs
ob6begnHeHUs. Arperaumsa 3aBepllaeTcs Cpa3y, KOrAa BbINOJHAETCA KOMaHAa AobasneHuA
nopta 2 B rpynny 1. MopTtbl 1 1 2 obbeanHaoTca B port channel 1. Koraa nopt 3 BcTynaer 8
rpynny 1, port channel 1 13 noptoB 1 u 2 pasbupaetca u nepecobupaerca ¢ nopTom 3 onATb B
port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 u3s noptos 1, 2 n 3
pasbupaetca u nepecobupaetcs ¢ noptom 4 onaTtb B port channel 1 (Hago oTmeTuTb, YTO
Ka*KAbl pa3, Koraa HOBbIM NOPT BCTyMaeT B rpynny o6beanHeHUA NOPTOB, rpynna pasbupaertca
n cobupaeTca 3aHOBO). Tenepb Bce 4 NopTa Ha 060MX KOMMYTaTOpPax 0ObEANHEHDI B PEXUME «
ON» .

9.5YcTpaHeHue HeucnpasHocten Port channel

Ecnu Bo Bpems KoHdUrypaumm obbeanHEHMA NOPTOB BO3HUKAM NPo6aemMbl, B MepByto odepeab
npoBsepbTe cneaylouiee:

. Y6eautecb, UTO BCe MOPTbI B rpynne MMeKT O4MHAKOBbIE HAaCTPOMKM, HaNpUMep, OHM
BCE B pPEXXMMe MOJIHOrO Ayn/eKca, MMeT OAMHAKOBYH CKOPOCTb M HacTpolku VLAN. Ecnu
0b6Hapy»KeHbl HECOOTBETCTBUA , UCMPaBbTE 3TO.

. HeKoTopble KOMaHAbl He MOryT 6bITb MCNONb30BaHbl Ha NopTax B port channel. Takue
Kak arp, bandwigth, ip, ip-forward n 1.4.
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10KOH®UTYPUPOBAHUE MTU

10.1 O6wue cBegeHua 06 MTU

B eeraree]
TIITINY

99

B Hactoawmii momeHT Jumbo ¢pelim He MMeeT onpedensiolwlero craHaapTa B CeTeBbiX
TEXHONOIMAX (B YaCTHOCTU He OblM CTaHAAPTM3MPOBaHbI dopmaT naketa U gamnHa). ObbluHO
nakeT umetowmin paamep ot 1519 go 9000 HaszbiBaeTcA JUMBO ¢perim. Mpn ncnonb3osaHmnn
TAaKNX NaKeTOB, CKOPOCTb Mepeaayn AaHHbIX B CETU yBeanumBaeTca Ha 2%-5%.. TexHn4ecku
JUMBO — 3T0 yA/IMHEHHDbIM ppeirm, nocbliaeMbli U MPUHMMAEMbI KommyTaTopom. OgHako,
YyunTbiBan AJ/IMHY, Takne ¢penmbl He MOryT ObiTb MOCNAHblI Ha Mpoueccop ycTpoictea. Mbl
WCKNOYaeM NoCbINKy 60ablinX GpelimoB NpoLeccopy Bo BpeMsa npuema nakeTos.

10.2 KoH¢purypuposaHue MTU

1. BkntoueHue oyHKunm MTU

KomaHpaa

OnucaHue

O6wmi pexxum

mtu [<mtu-value>]

no mtu enable

dpenmos

Bkntoyaetr  ¢yHKuMio  npuema/nocbinikn  JUMBO

KomaHga NO BblkatovaeT OyHKUULO

npuema/nocbinku JUMBO ¢pelimos.
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11KOHO®UTYPALIUA EFM OAM

11.1 O6wwue cBeaeHus o EFM OAM

MepBoHayanbHO TexHonorma Ethernet paspabaTbiBanacb A1 NOKasbHbIX CETEM, HO AJIMHA
KaHaNoB M pa3mepbl CeTel CTPEMUTENIbHO YBENNYMBAIUCL, M Tenepb 3Ta TEXHOAOIUA
NPMMeHseTcA TaK Xe U Ha Metro n Ha rnobanbHbix ceTax. M3-3a otcyTcTBUA 3dPEKTUBHOIO
MeXaHW3Ma ynpas/ieHus, YTo BANSIO Ha paboTy TeHonornn Ethernet B MeTpo 1 rnobanbHbix
CeTAX, CTa0 *KU3HEHHO HeobxoaMmbiMm npumeHeHne OAM Ha Ethernet.

CyuwiecTByeT YeTbipe cTaHgapTa npoTokonos ana Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM wn CFM onpegeneHbl MeKAyHapoAHbIM KOMUTETOM MO
ctaHgaptam (IEEE). EFM OAM pab6oTaeT Ha KaHa/lbHOM YpPOBHE A1 KOPPEKTHOro
O6HapyXeHMA W ynpaBneHWA KaHanoMm paHHbIX. Mcnonb3osaHne EFM OAM nossonset
NoBbICUTb YMPABAAEMOCTb M YyNpoCTUTb 0b6cnyxumBaHne Ethernet ypoBHA Ans nosblweHMA
ycronumsoctn pabotbl cet. CFM ncnonb3yeTtca A5 MOHUTOPUHIa 06LLei ceTeBol CBA3ZHOCTU
M NoKanusaummn npobsem Ha ceteBom ypoBHe. o cpaBHeHulo ¢ CFM craHgapt Y.1731,
NPUHATbIN  MEXAYHAaPOAHbIM Te/NIeKOMMYHUKAUMOHHbIM coto3om (ITU), 6onee MOLHbIN.
CraHgapT E-LMI , npunatein MEF, npumeHsaetca Tonbko K UNI. Tak KaK BblleyKa3aHHble
NPOTOKO/Ibl MOTYT MCMO/1b30BATLCA ANA PA3/INYHbBIX CETEBbIX TONOJIOMMNI N YNPABAEHUA, MEXAY
HMMM CYLLLEeCTBYHOT AOMNO/IHUTE/IbHbIE COT/IaLLlEeHUA.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
MCNO/Ib30BaHMe, aAMUHUCTPUpPOBaHMeE U ynpasneHne Ethernet Ha nepson mune (Mmeetca B
BMAY OT KAMEHTa)) paboTaeT Ha KaHa/lbHOM YypoBHe ceTeBol mogenn OSI, peanusys
AonosnHuTenbHble GyHKLUMM Yepe3 nogyposeHb OAM, Kak MOKa3aHO HA PUCYHKE HUMKeE:

OSI| Model LAN
CSMA/CD
Application Layers
Presentation
Higher layers
Session
LLC
Transport
OAM (Optional)
Network
MAC
Data Link
Physical Layer
Physical

MonoxkeHne OAM B OSI moagenun cetn
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MakeTbl gaHHbix OAM (OAMPDU) ucnonb3ytoT B kKayectee MAC agpeca HasHayeHus 01-80-c2-
00-00-02 no npoTtoKony. CKopocTb nepegaymn He Bbiwe 10 nakeToB B CEKYHAY.

EFM OAM vycrtaHaBnuBaetcs Ha 6ase OAM coeguHeHua. I3Ta ¢yHKuMA obecneymBaeT
MeXaHU3Mbl yNpasB/ieHWA KaHanamu, TaKuMe, KaK MOHWUTOPUHI KaHanos, yAaneHHoe
obHapyeHne npobnem M ypaneHHoe TecTMpoBaHWe NopToB. [OBOPA Npoue, OCHOBHblE
noHatna EFM OAM cneaytowme:

1. YctaHoBneHue coeanHeHua ethernet OAM

Moaynb Ethernet OAM wuwet yganeHHble OAM moaynuM M ycTaHaBAMBAET C HUMW CeECCUM
nytem obmeHa naketamu OAMPDU. EFM OAM mokeT paboTaTb B ABYX peXXMMax: akTUBHOM U
naccuBHom. CeccuA yctaHasBamsaetca Tonbko OAM mopynem, paboTalowmMm B aKTUBHOM
peXxXMme, a MOAY/b, PabOTalOLWNIN B NAaCCUBHOM PEXMME, BbIHYKAEH KAATb, NOKA HE MOAYYUT
3anpoc Ha coeguHeHune. MNocne Toro Kak Ethernet OAM coeanHeHue yCTaHOBAEHO, MOAYU
OAM c o060ouxXx KOHLOB KaHana MOCTOAHHO obmeHuBaloTcs naketamm OAMPDU ana
noageprkaHusa coeanHeHma. Ecam moaynb Ethernet OAM He nony4yaeTr naketos OAMPDU B
TeyeHumn 5 cekyHa, Ethernet OAM coeanHeHne paspbiBaeTcs.

2. MOHUTOPUHT KaHana

OnpegeneHne HeucnpaBHOCTK B cpefde Ethernet 3aTpyaHeHo, ocobeHHO Korga ¢usmnyeckoe
coeguHeHMe He paspbiBaeTcAa, HO paboTocnocobHOCTb ceTn HapyweHa. MOHUTOPUHI KaHana
Ncnonb3yeTca ANsa onpeneneHua U UcCnefoBaHUA HEUCNPABHOCTEM KaHANOB B Pa3/INYHbIX
cpepax. EFM OAM obecneunBaeT MOHUTOPUHT KaHana nocpeacTsom obmeHa yBegoMAeHUAMM
0 cobbiTuax OAMPDUs. MNpu onpegeneHMn HEMCNPABHOCTU KaHana, fIoKanbHbIN moayns OAM
nocbinaet ysegomaeHne OAMPDU 06 stom cobbiTum yaaneHHoMy moaynto. B To e Bpems OH
3anucbiBaeT 370 cobbiTne B norn u nocblnaet SNMP Trap cucteme ynpasneHua ceTbto. Koraa
YOANEeHHbIM MOAyNb NonyvyaeTr yBegomaeHue o npobneme, OH TakK »Ke 3anucbiBaeT
nHbopmaumio B norm n coobutaet cucteme ynpasneHua. AHaausnpya nHGopmaumio B orax,
CeTeBOM AQMUHUCTPATOP MOMKET OTCAeAUTb COCTOAHWE KaHaslla B ONpefeneHHbl nepuog,
BpemMeHH.

MoOHUTOPUHT KaHana cpegcteamu EFM OAM oTcnerkunsaeT cnegyroume aBapuiiHble cobbITUA
— Errored symbol period event, Errored frame event, Errored frame period event u Errored
frame seconds event.

Errored symbol period event: KonnyecTBo OWMOBOYHbIX CUMBOJIOB HE MOMKET ObiTb MeHbLUe
HUXHero nopora owuboK (34ecb CMMBON — MUHMMAasbHbIM 610K Nepegayn MHPopmauun B
¢dusnyeckon cpege. OH yHUKaneH ANA CUCTEMbI KOAMPOBKU. CMMBOJIbI MOFYT OT/IMYATLCA B
pasHbix ¢usmnyeckmx cpegax. CKopocTb nepegaym cumBosa onpeaensetrca ¢GuUsnMyeckoi
CKOPOCTbIO Nepesayum B JaHHOM cpese).

Errored frame event: Onpegenset N Kak nepuog ¢ppenmos, UNCNo ownboYHbIX GpernmoB 3a
nepuog npuema N ppeinmoB He A0/IKHO ObiTb MEHbLLE HUMKHETO NOopora oWMB0oK (OWKNBOYHbIN
dpenm-npuem olwnboyHoro dpernma onpeaensaeTcs No KOHTPOIbHOM CyMMeE).
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Errored frame period event: KonnyecTBo onpeaeneHHbIX OWNHOYHbIX GpeirimoB 33 M ceKyHz,
He O,O/IKHO BbITb MEHbLUE HUXHEro nopora ownboK.

Bpemsa npuHATMA OWMOBOUYHBIX GPENMOB: KOIMYECTBO CEKYHA Npuema owmnbouHbix dperimos
3adMKCMPOBaAHHbIX 3@ M CeKyHA, He MOXKeT BbiTb HUXKeE Mopora OWKBOK (KONMYECTBO CEKYHA,
OLWMBOYHbIX PPeENMOB — KOrAa B TEYEHUU CEKYHAbI MPUHUMAOTCA OWMOOYHbIE dpelimbl).

3. YpaneHHoe onpeaeneHne HemcrnpaBHoCTeM

Korga B ceTu npepbiBaeTca nepegaya AaHHbIX M3-3a c60A yCTPOMCTBA AN ero HeAoCTyNHOCTY,
Ethernet OAM mopaynb ycTaHasamBaeT cooTBeTcTBYOWMI dnar B8 OAMPDU nakeTtax, coobuias
nHbopmaumio o npobneme yaaneHHOMY KOHUY. TaK Kak moAynnm obMeHMBalOTCA NakeTamm
OAMPDU nocTtosHHO npu ycTaHoBMBLWIEMCA coeaunHeHun, Ethernet OAM moaynb moxeT
MHPOPMMPOBATL OTBETHLIE MOAY/IM.0 HEMCNPABHOCTM KaHana Yyepe3 naket OAMPDU. Nostomy
CUCTEMHbIN aJMUHUCTPATOP MOXKET NpocneguTb COCTOAHME KaHana No foram U BOBpeMA
YCTPAHATb HEUCNPABHOCTW.

CywecTtByeT Tpu Tuna npobsiem Ha KaHane, KoTopble oTmeyatotca B naketax OAMPDU. 310
Critical, Dying Gasp u Link Fault. Ux onpegeneHune 3aBUCUT OT peanusaumm pPasANYHbIMMU
npounssogutenamun. B aaHHom obopyaoBaHumn onpegeneHune cnepytouee:

Critical event: HeonpeaeneHHoe KPUTUYECKOE COBbITUE
Link Fault : Ha npuemHuKKe noKkanbHOro HTepdelica BuaeH cbomn

Dying Gasp: Henonpasumoe cobbiTue (B cnydae nepesarpysku, OTKAOUEHUA IMHKA, YAANeHUn
KoHbUrypauunm)

4.YpaneHHoe TectTmpoBaHue netesb CoeanHeEHUA.

Ecnun pexkum yganeHHon netnu(loopback) BkatoueH, paboTtatowmii B akTuBHOM pexkume OAM
MOAY/b MOCbIIAET 3anpoc yAa/NieHHOM NeTAn cocedy, B 3TOM C/lyd4ae OH BO3BpallaeT Bce
naketbl, 3a WcKaovyeHnem Ethernet OAMPDU, otnpaBuTento nNo TOMY e KaHany.
Mepunogmyeckoe BbINONHEHME TECTUPOBAHUA MOMOraeT BOBPEMA OMpeaenuTb CeTeBble
npobaembl U NI0KanM30BaTb Npobnemy. 3ameyvyaHue: HopmanbHaa paboTa KaHana B pexume
yAaNeHHOro TeCTUPOBAHUA HEBO3MOMKHA.

Tunosoe npumeHeHne EFM OAM npoucxoauT B caedylowmx TOMONAOMMAX: TOYKA-TOYKA WU
amMmynupoBaHHbix |EEE802.3 coeauHeHWIr TuMNa TOYKa-TOYKa. YCTPOMCTBA  Mojy4yatoT
BO3MOXHOCTb KOHTPO/IMPOBATb KaHa/lbHble OWNOKKN Ha MepBoit mmuae goctyna Yepes Ethernet
nocpegctsom EFM OAM. [na nonb3oBatensa coeguHeHuMe MeXAy HUMM WU CeTblo ABaAeTcA
«nepsoK muaen». lna npoBanaepa OHO ABAAETCA «NOCAELHEN MUNENY.
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Customer Service Provider

802.3ah
Ethernet in
The First Mile

Customer

CE <+—802.1ah OAMPDU—» PE

Tunosoe npumerHeHne OAM Tononorum

11.2 KoH¢urypuposaHue EFM OAM
1. BkntoyeHne EFM OAM Ha nopty;
2. KoHpUrypmposaHMe MOHUTOPUHIA COeANHEHUS;

3. KoHdpurypmpoBaHue obHapyKeHUs yaaneHHbIX HEUCNpaBHOCTeN;

MprmeyaHue: gna sToro HyXHo cnepa BKAoUYNTE OAM npu rnobanbHo.

1. BkntoyeHne EFM OAM Ha nopTty

KomaHpaa OnucaHue
PexXum KoHpuUrypmposaHuma noprta
ethernet-oam mode {active | passive} KoHdurypaumusa pexkuma pabotbl EFM
OAM. [lo ymoOnYaHUIO pexrum -
AKTUBHbIN.
ethernet-oam BkntoueHne EFM OAM Ha nopry.
no ethernet-oam KomaHpga NO Bbikntoyaetr EFM OAM Ha
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nopry.

ethernet-oam period <seconds>
no ethernet-oam period

KoHourypaums uHTepBana nepegayu
naketoe OAMPDU. HKomaHga NO
BO3BpaLLAET 3HAaYeHMEe N0 YMONYAHUIO

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdurypauua Taimayta pgna EFM
OAM coeguHeHuna. KomaHga NO
BO3BpaLLaeT 3HaYeHMe No YMONYAHUIO

2. KoHdUrypmMpoBaHMEe MOHUTOPUHIA COeaUHEHMUA

KomaHpga

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

ethernet-oam link-monitor

no ethernet-oam link-monitor

BKAtOYEHNE MOHUTOPUHIa CoeANHEHUA
EFM OAM, KomaHaa NO Bbikato4yaer
MOHUTOPUHT.

ethernet-oam errored-symbol-period {threshold
low <low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window }

KoHdurypupoBaHme HUXKHEro nopora
OWMOBOK M OKHA dUKCAUUM OLWIMBOYHbBIX
cnmeonos.KomaHga NO Bo3sBpawaet
3HaYeHWEe No YMOSIHaHUIO.

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window }

KoHpUrypupoBaHue HUKHEro nopora
OoWwMBOK M OKHa ¢uKcauum nepuopma
ownbouHbix ¢perimos.KomaHaa NO
BO3BpaLLAET 3HAYEHNE NO YMONYAHMUIO.

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window }

KoHourypupoBaHue HWUKHEro nopora
owmnboK N OKHa dMKcaumm oWmnBOYHbIX
¢penmos.KomaHaa NO Bo3Bpalaer
3HaYeHUe No YMOJIYaHMUIO.

ethernet-oam errored-frame-seconds {threshold
low <low-frame-seconds> | window <seconds>}

no ethernet-oam errored-frame-seconds {threshold
low | window }

KoHpurypupoBaHme HWUKHeEro nopora
owMbOK W OKHa OJUKCaAUUM CEeKYHA
owmnbouHbix ¢PpenmoB.KomaHaa NO
BO3BpALLAET 3HAYEHME MO YMOUYAHUIO.
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3. KoHdurypupoBaHue obHapyKeHMA yaaneHHbIX HEMCNPaBHOCTEN
KomaHpga OnucaHue
PeXxum KoHPUrypupoBaHua nopra

ethernet-oam remote-failure Bkntoyaet pPeXMUM yOaneHHon

no ethernet-oam remote-failure AnarHoctukn - EFM - OAM  ( nog
HEeMCcnpPaBHOCTbIO NoHMMaeTca
KpUTU4YecKoe cobbiTne nnm
HEeMcnpaBHOCTb coeauHeHns Ha
6umkHem  KoHue), KomaHaa NO

OTK/I0YaeT GYHKUMIO

ethernet-oam errored-symbol-period threshold

high {high-symbols | none}

no ethernet-oam errored-symbol-period threshold
high

KoHdurypuposaHme BepxHero npeaena
OWKNBOK npuema cmmBonoB. KomaHaa
NO BoccTaHaBAMBaeT 3HavyeHWe 1o
YMOYAHUIO.

ethernet-oam errored-frame-period threshold high
{high-frames | none}

no ethernet-oam errored-frame-period threshold
high

KoHourypuposaHue BepxHero npegena
owmnboK Npuema ownboYHbIX Gpenmos

3a nepuoga, KomaHgaa NO
BOCCTaHaB/MBaeT 3HayeHue no
YMOYaHUIO.

ethernet-oam errored-frame threshold high {high-
frames | none}

no ethernet-oam errored-frame threshold high

KoHdurypuposaHue BepxHero npegena
ownboK npuema o¢perimos. KomaHaa
NO BocCCTaHaBAMBAET 3HayeHue Mo
YMOYaHUIO.

ethernet-oam errored-frame-seconds threshold

high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds threshold
high

KoHdurypuposaHme BepxHero npegena
OWMOOYHbIX CEKYHA npuema Gpenmos.
KomaHpga NO BOCCTaHaB/IMBaeT
3Ha4YeHMe No YMONYaHMUIO.
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11.3 Mpumepsbl EFM OAM
CueHapui 1:

KnneHTcKoe 1 ceTeBoe yCTPOWMCTBA, COEAMHEHHbIE HAaNPAMYIO, UMEIOT BKAKOYEHHYIO GYHKUMIO
EFM OAM gna MOHUTOPUHIA COCTOAHMA NUHUU. UHPOpMaLMa O IMHUKN NepesaeTca B CUCTEMY
yNpaBAEHNA CeTbo NPU BO3HUKHOBEHUWN aBAaPUMHbIX CObbITUIA. Tak ke ucnonb3yetca pyHKLMA
TECTUPOBAHMA NeTeNb A5 NPOBEPKU IMHUN MO HEOBXOANMMOCTH.

Ethernet Ethernet
1/0/1 1/0/1
CE PE

<—3802.1ah OAMPDU—»

Tunosasa Tononorua npumeHeHna OAM

Mpoueaypa KoHoUrypauuu: (onyckaa koHourypauno SNMP 1 norrmuposaHuma)

KoHdurypauusa knmeHtckoro yctpoiucrea (CE):

CE (config) #interface ethernet 1/1

CE (config-if-ethernetl/1)#ethernet-oam mode passive

CE (config-if-ethernetl/1) #ethernet-oam

CE (config-if-ethernetl/1)#ethernet-oam remote-loopback supported

[pyrne napameTpbl UCMONb3YIOTCA MO YMOAYAHUIO.

KoHdurypauma Ha PE:

PE (config) #interface ethernet 1/1

PE (config-if-ethernetl/1l)#ethernet-oam

[pyrve napameTpbl UCMONb3YIOTCA MO YMOAYAHUIO.

an HeO6XO,EI|MMOCTM MCNO/N1b30BaHUNA y,u,aneHHoﬁ NeTAN UCNONIb3YETCA Cheayolad KoOMaHaa.
PE (config-if-ethernetl/1l) #ethernet-oam remote-loopback

BbinonHeHne cnep,ylom,eﬁ KOMaHZAbl BbI3bIBAET MNpeKpaweHne pexmma yp,aneHHoi/'l neTnu
nocsie 3aBeplieHNnN TeECTUPOBAHNA.

PE (config-if-ethernetl/1l)# no ethernet-oam remote-loopback

BbinonHeHne cnep,ylom,eﬁ KOMaHAbl OTK/IKOYAET NOA4EPHKKY y,ﬂ,aﬂeHHOVI neTnu.

CE (config-if-ethernetl/1) #no ethernet-oam remote-loopback supported
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11.4 YcrpaHeHue HeucnpaBHocTeit EFM OAM

Ecnv npu ncnonb3osanHmumn EFM OAM Bo3HMKaOT Npobaembl, NPOBepbTe, HE ABAAIOTCA IN OHU
cneacTsmemM cnegyowmnx NpUYnH:

e [lpoBepbTe, He HaxoaATca v oba OAM moayna coeguHEHUs B MACCUBHOM peXMME.
Ecnu Tak, To EFM OAM coeguHeHue He byaeT yctaHoBneHO mexay OAM moaynsamu.

e Yb6eautecb, 4To SNMP CKOHPUIYpMpPOBaAH KOPPEKTHO. B NpoTMBHOM c/yyae aBapuiiHble
coobueHuns He byayT OTNPABAATLCA B CUCTEMY YNPABAEHUA CETbIO.

e CoeaunHeHue B pexxmume OAM netnu He pabotaeT. Heo6X0AMMO BbIKNOUYUTL PEKUM
TeCTUPOBaAHUA NOC/e MPOBEPKU COCTOAHUA INHUN.

e Yb6eauTecb ,4T0O 06a YCTPOMCTBA NOALEPKUBAIOT PEXUM YAANEHHON NETNN

e Ha nopTy He [OMXHblI 6biITb CKOHUrypuposaHbl STP, MRPP, ULPP, ynpasneHue
NOTOKOM M QYHKUMA onpeaeneHus yaaneHHOM NeTAn Npu BKAOYEHUU PYHKLUU
ypaneHHon netam OAM, NOCKONbKY 3TW  (QPYHKUMM HE MOryT MCNo/sb30BaTbCA

OAHOBPEMEHHO.
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12B6E3OMNACHOCTb NOPTOB

12.1 BsepeHue

bBe3onacHOCTb nopTa 3TO MexaHW3M, OCHoBbiBatowmiicaA Ha MAC-agpece gna ynpasneHUA
AOCTYNOM K ceTu. ITO paclumpeHue cyliecTByowmx ayteHTudumkaumin 802.1x n MAC. OH
KOHTPOAMPYET [AO0CTYyNO HeaBTOPMU3MPOBAHHbLIX YCTPOMCTB ceTu, npoBepsaa MAC-agpec
MCTOYMKA NONYYEHHOrO KaZpa U JOCTYN K HEAaBTOPU3MPOBAHHbIM yCTponcTean, nposepas MAC-
agpec ycTpoucTBa HasHavyeHua B Kagpe. C 6e30MacHOCTbIO NMOPTOB, MO/b30BATE/lb MOXKET
HacTpaMBaTb pas/iMyHble pexumbl be3onacHocTM nopTa AAa Toro, 4tobbl YCTPOMCTBO
obyyanocb TonbKO neranbHbiM MAC-agpecam UCTOYHMKA. [Mocne BKAoYeHMa Be3onacHocTU
NMopPTOBYCTPOMCTBO OOHapY*KMBAET HeseranbHbld Gpperm, Y4TO BbI3bIBAET COOTBETCTBYIOLLYHO
dyHKUMIO 6e30MacHOCTM NopTa U BbINONHAET NpegonpeaeneHHble AeNCTBUA aBTOMATUYECKM.
3TO CHWXKAeT Harpysky Mosib30BaTe/NIbCKOro 06CNYyXKMBAaHUA UM 3HAYMTENbHO MNOBbIWae
6€e30nacHOCTb CUCTEMDI.

12.2 Hacrpoiika 6e3onacHOCTM NOPTOB

1. Ba3oBble HAaCTPOMKM 6e30MacHOCTM NOPTOB

KomaHpga OnucaHue

PexXxum KoHGUrypupoBaHus nopra

switchport port-security HacTpoiika 6e3omacHOCTM MNOPTOB Ha

no switchport port-security MHTepdelice.

switchport port-security mac-address <mac- | Hacpolika ctatuyeckoro 6e3onacHoro
address> [vlan <vlan-id>] MAC-agpeca Ha uHTepoeiice

no switchport port-security mac-address <mac-
address> [vlan <vian-id>]

switchport port-security maximum <value> [vlan  HacTpoilka MaKcMManbHOro 4ucna
<vian-list>] 6e3onacHbIX MAC-agpecos,

no switchport port-security maximum <value> [vlan PaspeluenHbIX Ha UHTepgeice

<vian-list>]

switchport port-security violation {protect | restrict | Korga npeBbllleHO MaKcMmanbHoe
| shutdown} yncno HactpoeHHbix MAC-agpecos,
MAC-agpec gocTtyna K uHtepdeincy He

no switchport port-security violation 5
NPUHAANEKUT 3TOMY WHTepdeincy B
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Tabnanye MAC-agpecoB uam MAC-
agpec HaCTpOEH Ha HEeCKO/IbKO

nHtepdeiicos B8 ogHom VLAN, oHM oba
6yayT Hapywatb 6e3onacHoctb MAC-
aapecos.

switchport port-security aging {static | time <value>
| type {absolute | inactivity}}

no switchport port-security violation aging {static |
time | type}

BkntoyaeT BpemA WAM TUN CTapeHuA
port-security Ha nHTepdeice.

PexXxum agMmuHucTparopa

clear port-security {all | configured | dynamic |
sticky} [[address <mac-addr> | interface <interface-
id>] [vlan <vian-id>]]

Ctupaert BBegeHHble 6e3onacHblie MAC-
agpeca Ha nHTepdeiice.

show port-security
[address | vlan]

[interface <interface-id>]

MoKa3blBaeT KOHGUIypaumio.

12.3 MNpwumeTtbl HacTpoitkn PORT SECURITY

PC2

TunnyHaa cxema Tononorum ana 6e3onacHoCTH nopTa.
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Ha uHTepdelice BkAtoYeHa PyHKLMA 6E30MacHOCTU MopTa, HAaCTPOEHO MaKCMMaibHOE YUC/IO
paspeleHHbIX nctouHMkoB MAC-agpecoB Ha MHTepdelice paBHoe 10, n nHTepdelic paspeluaer
Aoctyn 10 nonb3oBaTenam B MHTEPHET. Ecan npesbileHO MaKCMMaJibHOE KOAM4YeCTBO, TO
HOBbI N0/Ib30BATENb He nonyyvynT JoCtyn B UHTEPHET, TaK YTO 3TO HE TOZIbKO OTrPaHNYUT YNUCNO
HOﬂb3OBaTeﬂeﬁ, HO U caenaet AoCtyn B UHTEPHET b6e3onacHbim. Ecnm caoenatb HaCTpOﬁKy
MaKCMMmanbHoro yncna 6esonacHoix MAC-agpecoB pasHoi 1, To Tonbko PC1 uam PC2 nonyyat
A0CTyn B CeTb.

Mpouecc HaCTPOMKMU:

#Configure the switch.

Switch (config) #interface Ethernet 1/1

Switch (config-if-ethernetl/1) #switchport port-security

Switch (config-if- ethernetl/1l)#switchport port-security maximum 10

Switch (config-if- ethernetl/1) #exit

Switch (config) #

12.4 YcrpaHeHue HeucnpasHocteir PORT SECURITY

Ecan BO3HMKAOT Npobaembl C HAaCTPOMKOM 6E30MacHOCTU, NPOBEPLTE HE ABAAKOTCA /I OHU
cneacTBmem cnegywmx NPUYmH:

e [IposepbTe BKAtOYeH An PORT SECURITY

e Ybeautecb B HAaCTPOMKe MaKCMManbHOro Konnyectsa MAC-agpecos
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13HACTPOWKA DDM

13.1 BsepeHue

13.1.1 Kpatkoe BeepgeHue 8 DDM

DDM (Digital Diagnostic Monitor) peanusyet ¢yHKUMIO noapobHOM uMdpPOBOIM ANArHOCTUKM MO
cTaHaapTy SFF-8472 MSA. DDM KoHTpoOAMpyeT napameTpbl CUrHana U oundpoBbIBAET €ro Ha
neyaTHOM nnaTte BHYTPeHHero moaynsa. [locne 3TOro npeaocTaBAAeT pasrpPaHUYEHHbIN
pe3ynbTaT M MnapameTpbl, KOTOPble COXPAHAKTCA B CTAaHAAPTHLIX PaMKax NAMATM TaKUM
obpaszom, 4TobbI LenecoobpasHo Obl0 YnTaTb MocaenoBaTeNbHbIN UHTEPdENC ¢ ABOMHOrO
Kabens.

O6blYHO MHTeNneKTyasbHble UUGDPOBbIE MOAYAM MOAAEPHKMBAT GYHKUUIO LndpoBOM
OVArHOCTUKKU. EAQMHMUbLI CceTeBOro YynpaBieHWS MMEKT BO3MOXHOCTb KOHTPOJIMPOBaTb
napameTpbl (TemnepaTtypa, HanpaAXKeHue, TOK CMelLeHUs, tX MOLLHOCTb M rX MOLLHOCTb)
ONTUYECKMX MOoAyNeN AN NONYYEHUSA UX MOPOTrOBbIX 3HAYEHUI B PEXMME PeabHOIro BPEMEHM
Ha TEeKyWwem ONTUYEeCKOM Mogyse. ITO TMNOMOraeT eAMHWLAM CEeTEBOrO  YrnpaB/eHUs
06HapyXMBaTb HEMCNPABHOCTU B ONTUYECKOM NNHUU, COKPATUTb SKCNAYaTaLMOHHYIO Harpysky
M NOBbICUTb HAZEXKHOCTb CUCTEMbI.

NpumeHeHne DDM nokasaHo ganee:

1. I'IporHo3 npoAO/IKUTENBHOCTU XKNU3HN MmOAayNA.

KOHTpOﬂVIpOBaHVIe TOKOB YTEeYKM NOo3BONAET CcAeniaTb MNPOrHo3 BpemeHU XKU3HU Nasepa.
AAMMHMCTpaTOp MOXET HaWTU HECKOJIbKO NOTEHLMAOTHDbIX I'IpO6}1€M no MOHUTOPUHTY
HanpAXeHUA n temnepatypbl moaynAa.

(1) Bbicokoe HanpskeHue Vcc npusegeT K nonomke CMOS, HM3KOe — K HenpaBW/IbHOM
paboTte

(2) BblcOKas rx MOLLHOCTb NOpMBEAET K MOBPEXAEHMIO NMPUHUMAlOWEro Moayns, u3-3a
HWU3KOM X MOLLHOCTM MOAY/Ib HE CMOXKEeT HOPManbHO paboTaTb.

(3) Bbicokas TemnepaTypa npmBeseT K 6bICTPOMY CTapeHUIO annapaTHbIX CPeACTB.

(4) KOHTpONb MOLWLHOCTW, NOMy4aemMoM MO BONOKHY, MOMOraeT NPOBEPUTb BO3MOMKHOCTMU
JIMHUN N yaaneHHOro KOMMYTaTopa

2. OnpepgeneHune mecta NoBpexaeHus.

B ONTOBONOKOHHOW /MHWUW oONpefeneHWe HEUCNPABHOCTM MMEET BaXKHOE 3HayeHue pans
6bICTPON Nepes3arpysku cepeuca, M30IMPOBAHNE HEUCMPABHOCTM MOMOraeT aAMUHUCTPaATOPY
ObICTPO HAWTM MECTOMOJIOKEHME HEWUCMNPABHOCTM B Moayne (/NIoKaNbHbIM WUAWU yAaNneHHbIN
MOAYAN) WAN HA NIMHUM, YTO TAKMKE COKpalLlaeT BPEMS BOCCTAHOB/IEHMA CUCTEMbI Mocne
HEMCnpaBHOCTMU.
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AHanu3npya cTaTycbl OMOBELLEHMA M CUTHANM3AUMM B pPeXMMe peanbHOro BpPemeHu Mo
napameTpam (TemnepaTtypa, Hanps)KeHue, TOK CMeLLeHMs, tX MOLLHOCTb M X MOLLHOCTb)
MOXHO BbICTPO OOHAPYHKMUTb HEUMCNPABHOCTb C MOMOLLbIO PYHKUMN LMDPOBOMN ANArHOCTUKN.

Kpome Toro, coctoaHme Tx Fault m Rx LOS umeeT Ba)KHOe 3Ha4yeHMe A0 aHaAU3a
HEUCNpPaBHOCTU.

3. MpoBepKa COBMECTUMOCTMU.

MpoBepKka COBMECTMMOCTU MCNONb3yeTcA ANA aHanAu3a, ABNAETCA /IM OKpyXKawwaa cpeaa
MOAYNA COrNACOBAHHOW B PYYHYHO WM COBMECTMMA C COOTBETCTBYIOLWMM CTaHAAPTOM,
MOCKOJIbKY BO3MOXHOCTM MOAYyNA MOryT ObiTb peann3oBaHbl TOMbKO C COBMECTUMOM
OKpYKatoLen cpeaoi.

MHoraa napameTpbl OKpyXKaloliei cpeabl MPeBbIWakoT YCTaHOBAEHHbIE BPYYHYIO UAM CTaHAAPT
COOTBETCTBMA, YTO NPMBEAET Y YMEHbLUEHWNIO BO3MOXHOCTEN MOAYNA U OlWMBKe nepeaayn.

Opr}Ka}OLLl,aﬂ cpena He coBmecCThma:

(1) Hanpsa)keHWe NpeBbIWAET YCTAHOBNEHHbIW 4MAMNa30H.
(2) Rx power npuBOAUT K nNepes3arpyske WAM K MeHbllel YyBCTBUMTEbHOCTU
npvemonepesaTynka.

(3) TemnepaTypa npesbiWaeT AMana3oH paboyei TemnepaTypbl.

13.1.2 ®dyHKuun DDM

Onucavn DDM nokasaHo B cieaytowem npumepe:

1. MpocmoTp nHbopMauum MOHUTOPUHIA Ha NPUEMONepeaaTYNKE.

AOMWHUCTPATOP MOXET y3HaTb TeKylllee COCTOAHME TPaHCMBEpPa M HaWTM MNOTEHUMasbHble
npo6siembl C MOMOLLbIO MPOBEPKU CAeaylolmx napameTpoB (Bxoaswas TX mowHocTb, RX
MOLLIHOCTb, TemnepaTypa, HanpsKeHue, TOKU YTeUYKM) U  3anpocuTb UHPOpPMaLNIO
MOHWUTOPMHIA (TaKyl KaK OMOBELLEHMA, CUIHANM3aLMA, COCTOHME B peasibHOM MacliTabe
BpemeHu 1 T.4.). Kpome Toro nposepka MHGOPMaLIMU O HEUCNPABHOCTAX ONTUYECKUX MOoayNeNn
nomorae aAMUHUCTPATOPy ObICTPO 06apyKUTb HEUCMPABHYI JIMHUIO U COKPATUTb Bpems
BOCCTAHOB/IEHMA.

2. Onpe,u,eneHMe 3Ha4YeHMA Nopora nosib3oBaTtesiem.

Onsa napameTpoB B peasbHOM MacwTabe BpemeHn (TX MowHoctM, RX mowHOCTH,
TEMNEepPaTypbl, HANPAXKEHUA, TOKOB YTEYKN) eCTb PUKCUMPOBAHHbIE 3HaYeHsA noporos. MoTomy,
UYTO NO/b30BATE/IbCKOE OKPYXKEHME pPas3/IMiHO, NOAb30BaTe/ib MOXKET onpenesuTb 3HayeHue
nopora (BAOAALLAA CUTHANM3AUMA C BbICOKMM W HU3KMM MNPUOPUTETOM, OMOBELLEHUE C
BbICOKMM M HU3KMM NPUOPUTETOM), TMOKO KOHTPOIMPOBaTb paboyee cocTosiHME TpaHCUBEpPa U
HemegNeHHO OBHAPYKNUTb HEUCMPABHOCTb.

HacTpolika 3HayeHMs NOPOroB MPOU3BOAMUTCA MOJIb30BATE/NIEM U MPOM3BOAUTENEM U MOKET
6bITb NOKa3aHa B TO e Bpemsa. Koraa nopor onpegensercs noab3oBaTesiemM HepaunmoHaabHo,
OH byaeT 3anpolleH y Noib30BaTeNa M CUTHaN TPEeBOrM MAM OMNOBELLEHMA aBTOMATUYECKU
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YCTAaHOBUT MNOPOr MO YMO/NYaHUIO(NONb30BaTe/lb MOMXET BOCCTAaHOBUTbL BCE MOPOroBble
3HaYeHMA N0 YMOJIYAHUIO ).

PaunoHanbHOE MNOpPOroBoe 3HayeHue: BbICOKOE/HU3KOE 3HAYeHWe CUrHana OoOrnoBeLLeHU
OOMKHO ObITb MeXAY BbICOKMM M HU3KMM CUTHA/IOM CUTHA/NM3aLMW U BbICOKOE 3HayeHue
nopora AONXHO ObiTb Bbille, YEM HU3KOE M, 3 UMEHHO, BbICOKOE 3HAYeHMe CUrHaNU3auumn>=
BbICOKOE 3HayeHWe OMNOBELEeHMA>= HU3KOe 3HayeHWe OMNOBEeLLeHMA>= HU3KOoe 3HayeHue
CUTHaM3aLuuum.

[lna oNTUYECKOro Moayna PeXMm NPOBEPKMU NOYYAEMOro NUTAHUA BKAKOYAET BHYTPEHHIO U
BHELLUHIOO NMPOBEPKY, KOTOpble ONpeaennan npovssoauTenn. Kpome Toro pexmm nposepKu
napameTpoB B peaibHOM MacluTabe BpeMeHU 1 NOPOroBbIX 3HAYEHWUI MO YMONYAHUIO.

3. KoHTponb TpaHcmeepa.

Kpome npoBepKM COCTOHMA paboTbl TpaHCMBEpa B peanbHOM MaclwTabe BpeMeHM,
NMoNb30BaTeN0 HY)KHO CAeguTb 3a nogapobHoM WMHboOpMauMeld O COCTOAHUM, TaKoh Kak
nocnegHee Bpemsi HEMCMPABHOCTU M ee TUN. KOHTPO/Ib TpaHCMBEPA MOMOraeT Nnosib30BaTesNto
HalTK nocneaHee COCTOAHWE HEMCMPABHOCTM Yepes NPOBEPKY JIOr0B M 3anpocuTb nociegHee
COCTOSIHME HenoJlagKM uYepes3 BbINOJIHEHWE KOMaHg. Korga nosnb3oBaTeNnb HaxoauT
MHPOPMaALMIO O HemnoJslagKe ONTUYECKOO Moayns, To MHPopmaums ob onTMYecKom mopyne
MOXET ObITb nepenpoBepeHa nocie o6paboTkn MHPOPMaLMM O HEUCNPaBHOCTM, 34€eCb
No/Ib30BaTe /b MOMKET 3HaTb MHPOPMALUIO O HEUCNPABHOCTU N BO3OBHOBUTb MOHUTOPUHT.

13.2 Cnucok KomaHpg KoHpurypaumum DDM
HacTtpoika DDM:

MpocmoTp MHGOPMaLMM KOHTPOAIA B peaibHOM MacluTabe BpemeHMu.

2. HacTpoiKa 3HaYyeHuMin Nopora CUrHanmsaummn Uam ONoBELLEHMA KaXKA0ro napameTpa ans
TpaHcuBepa.

3. HacTpo#Ka coCTosiHUA MOHUTOPUHIa TPaHCUBEpPA.

(1) HacTtpoiika nHTepBana MOHUTOPUHIa TPaHCUBEpPA.

(2) HacTtpoiiKka cocToAaHMA BKAOYEHMA MOHUTOPWHTIA TpaHCMBepa.

(3) NpocmoTp MHPOPMALMN MOHUTOPUHTA TPAHCUBEPA.

(4) OumcTKa MHPOPMALLMN MOHUTOPUHTA TPAHCMBEpPA.
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1. MNpocmoTp nHGOpMaL MM KOHTPONA B peasibHOM MacliTabe BpemMeHMU.
KomaHpga OnucaHue
PeXXum KOHGUrypUpOBaHMA NOPTA, PEXKUM aAMUHUCTPATOPA
nnn rnobanbHbIN pexxum
show transceiver [interface ethernet <interface-list>][detail] | MpocmoTp MOHWUTOPUHTA
COCTOAHMA TPaHcMBeEpa.

2. HacTpoWKa 3HauyeHMIn Nopora CUrHaan3aLmMm An ONoBeLLEHUA KaXKA0ro napamerpa ana

TpaHcusepa.

KomaHpa

OnucaHue

Pexxum KOHPUrypupoBaHua nopra

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm |
low-alarm | high-warn | low-warn} {<value> |
default}}

YcTaHOBKa onpeaeneHHoro nopora
nosb3oBaTesiem.

3. HacTpo#Ka coCTosiHUA MOHUTOPUHIa TPaHCUBEpPA.

(1) HacTtpoiika nHTepBana MOHUTOPUHIa TPaHCUBEpPA.

KomaHpga

OnucaHue

PexXxum KoHPUrypuposaHua nopra

transceiver-monitoring interval <minutes>

no transceiver-monitoring interval

YcTaHOBKa WHTepBasia MOHUTOPUHIA
TpaHcuBepa. KomaHpa no
ycTaHasaunBaeT WHTepBan no
YMONYaAHUIO, PaBHbIA 15 MUHYT.
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(2) HacTpolika cOCTOAHUA BKNOYEHUA MOHMTOPMHIA TPpaHCUBEpa.
KomaHpga OnucaHue
PeXXum KoHPUrypruposaHua nopra
transceiver-monitoring {enable | disable} YcTaHaBnBaer, BK/IIOYEH m
MOHWUTOPUHI  TpaHcUBepa. Mocne

BKIOYEHUA Ha MOpPTEe MOHWUTOPMHIA
TpaHcMBepa, cuUcTeMa  3anucbiBaeT
COCTOHME  HewcnpaBHocTW.  [ocne
OTKNIOYEeHUA  yHKUMM Ha  nopTe,
nHdopmaLma o HeucnpaBHocTU ByaeT
cTepTa.

(3) NpocmoTp MHPOPMALMM MOHUTOPMHTIA TPAHCUBEpPA.

KomaHpga OnucaHue
Pexxum KOHPUrypupoBaHua nopTa
show transceiver threshold-violation [interface | MokasbiBaet nbopmaumto
ethernet <interface-list>] MOHUTOPUHra TpaHcuBepa,
BK/IHOYAIOLLLYHO nocnegHo

MHGOPMaLMIO HapyLLEHWUA MOPOroBOro
3HaYeHWA, MOHUTOPUHI NPOTEKAOLWErO
TOKa 4Yepe3 TPaHCMBEP, BK/OYEH N
MOHMTOPUHT TPaHCUBEPA Ha NopTe.

(4) OumncTka MHPOPMALMM MOHMTOPMHIA TPAHCUBEpPA.

KomaHpga

OnucaHue

PexXxum KoHPUrypuposaHua nopra

clear transceiver threshold-violation
ethernet <interface-list>]

[interface

CTMpaeT 3Ha4YeHMe Nopora HapylueHun
MOHUTOPUHIA TpaHCMBEpPa.
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13.3 [MMpumepbl npumeHeHna DDM
Mpumep 1:

Ethernet 21 n Ethernet 23 BkatoueHbl B onTnyecknii moaynb ¢ DDM, Ethernet 24 BkatoyeH B
onTuyeckui moaynb 6e3 DDM, Ethernet 22 He BKAOYEH B KaKOM-NMBO ONTUYECKUI MOAy b,
npocmoTp nHdopmaumm o DDMHa onTUYeckom moaye.

a) MpocmoTp MHbOPMaLMK O BCeX MHTepdelicax, KOTOpble MOTYT YNTATb NAapPaMeTpbl B peXxnume
peanbHOro BpemeHu(nNpu OTCYTCTBMM ONTUYECKOrO MOAYAA WAM ONTUYECKUA MOAY/Nb He
noaaepkusaetca, MHGopmauma He byaeT NokasaHa), 4nsa npumepa:

Switch#show transceiver

Interface Temp(°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)
1/21 333.31 6.11 -30.54(A-) -6.01

1/23 335.00 (W+) 6.11 -20.54(W-) -6.02

b) MpocmoTp MHbOpmaumm 06 ykaszaHHOM UHTepdeiice (N/A 03HayaeT, YTO ONTUYECKMUI
MOZAYNb He BCTaB/IEH WM He NOAAEPKMBAETCA), ANA NpUMepa:

Switch#tshow transceiver interface ethernet 1/21-22;23

Interface Temp(°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)
1/21 33331 6.11 -30.54(A-) -6.01

1/22 N/AN/A N/A  N/A N/A

1/23 335.00 (W+) 6.11 -20.54(W-) -6.02

c) MpocmoTp noapobHoi MHGOPMaUUK, BKAKOYAKOLWEN OCHOBHYH MHOOPMALMIO, 3HAYEeHUe
napameTpoB MOHMUTOpPMHrA B peasbHOM MmacwTtabe BpPemMeHM, CUrHan OnoBeLLeHUs,
CUIHaNU3auuio, COCTOAHWE HEUCNPABHOCTM W WMHPOPMAaLMIO NOPOroBOro 3HauvyeHusa, ANA
npumepa:

Switch#show transceiver interface ethernet 1/21-22;24 detail
Ethernet 1/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal
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Voltage high

RX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low Alarm High Warn Low Warn

Temperature(°C) 33 70 0700

Voltage (V) 7.31(A+) 5.00 0.005.000.00
Bias current (mA) 6.11(W+) 10.30 0.005.00 0.00
RX Power (dBM) -30.54(A-) 9.00 -25.009.00 -25.00

TX Power (dBM) -6.01 9.00 -25.0009.00-25.00

Ethernet 1/22 transceiver detail information: N/A

Ethernet 1/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:

Ethernet 21BkntoueH B ontuyecknit moaynb ¢ DDM. HacTpolika noporoBoro 3HayeHWsa Ha
ONTUYECKOM MoAyne nocsie NnpocmoTpa MHopmaum o DDM.

War 1: NpocmoTp nogpobHol MHpopmaumm o DDM.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal
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Voltage high

RX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn

Temperature (°C) 33 70 0 70 O

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00
RX Power (dBM)  -30.54(A-)9.00-25.00 9.00 -25.00

TX Power (dBM) -13.019.00  -25.00 9.00 -25.00

LWar 2: HactpoiKa noporoBoro 3HayeHus tx-power Ha OMTUYECKOM WHTepdence, HUMKHee
3HaYyeHWe NoOPOroBOro onoBeLLeHNs - 12, HUXKHee 3HaYeHWe NOPOoroson curHanmsaumm — 10.00.

Switch#config
Switch (config)#interface ethernet 1/21

Switch (config-if-ethernetl/21) #transceiver threshold tx-power low-warning -
12

Switch (config-if-ethernetl/21) #transceiver threshold tx-power low-alarm -
10.00

War 3: NMpocmoTtp nogpobHoit MHpopmaunm o DDM Ha onTnyeckom mogyne. CUrHanmsaumns
MCNOZIb3YET NOoporoeoe 3HayvyeHWe, HaCTpanBaemMmoe NnoJsib3oBaTesiemM, NOporosoe 3Ha4deHwue,
HacTpoeHHoe npoussoanTesiem o0603HayeHo CcKobkamu. CurHanmsaumsa c ‘A-’ kak -13.01
MeHbLie, yem -12.00.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn

Temperature (°C) 33 70 0 70 0

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)9.00 -25.00 9.00 -25.00

TX Power (dBM) -13.01(A-)9.00-12.00(-25.00) 9.00 -10.00(-25.00)
Mpumep 3:

Ethernet 21 BKkAtoueH B onTnyeckunii mogynb ¢ DDM. BKatoueHne MOHUTOPUHIA TPAHCMBEPA Ha
nopTe, Nocse NPOCMOTPA MOHUTOPUHIA HA ONTUYECKOM MoAay/ie.

War 1: MNpocmoTp MOHUTOPWUHIA TPaHCMBEpa Ha onuyeckom moayne. Ha Ethernet 21 and
ethernet 22 He BKNtOYEH MOHUTOPUHT TPAHCUBEPA, YCTAHOBAEHHbIN MHTepPBan 30 MUHYT.

Switch (config) #show transceiver threshold-violation interface ethernet 1/21-
22

Ethernet 1/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

LLar 2: BkatoyeHMe MOHUTOPUHIA TpaHcmBepa Ha ethernet 21.
Switch (config)#interface ethernet 1/21

Switch (config-if-ethernetl/21) #transceiver-monitoring enable

War 3: lpocmoTp MOHWUTOPUHra TPaHCUMBEpPA HA ONTUYEeCKomM mogayne. B cnepyowmx
HaCTpoMKax, Ha ethernet 21 BKAOYEH MOHWTOPWUHI TpPaHCMBEPaA, NOCAeAHEee HapyleHue
noporosoro 3HadyeHua Jan 02 11:00:50 2011, nogpobHas nHpopmauym o DDM, npesbiwatowian
noporosoe 3HavyeHne TaKXKe NnoKasaHa:

Switch (config-if-ethernetl/21) #quit

Switch (config) #show transceiver threshold-violation interface ethernet 1/21-
22

Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.
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The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.
Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

DiagnosticThreshold Realtime Value High AlarmLow Alarm High Warn Low Warn

Temperature (°C) 33 70 O 700

Voltage (V) 7.31 10.00 0.00 5.00 0.00

Bias current (mA) 3.11 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)  9.00 -25.00(-34) 9.00-25.00
TX Power (dBM) -1.01 9.00 -12.05 9.00 -10.00

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

13.4 YctpaHHMe HeucnpasHocTeit DDM

Ecnn Bo3HMKaT npobaembl npu HacTpoitke DDM, noxanyicta, npoBepbTe ABAAETCA N 3Ta
npobnema cneacTBMem CAeAyHOLWUX NPUYNH:

e Ybeautecb, YTO TPAHCMBEP Ha ONTUYECKOM Moayne Obln BKAKOYEH Ha MoOpTe, WUHaye
KOHOUrypauma DDM He nyaeTt nokasaHa.

e Yb6eautecb, 4to KoHPurypauna SNMP paboTtaeT, nHavye onoselweHNe O cOObLITUN He
CMOKeT OMNOBECTUTb CUCTEMY CETEBOrO YNPaB/ieHMUA.

e He Bce kommyTaTopbl nogaep*kusatot SFP ¢ DDM wnm XFP ¢ DDM, ybeputecb B
MCNO/Ib30BaHNM KOMMYTaTOpa C NOAAEPKKON COOTBETCTBYOWEN GYHKUMUN.

e Wcnonb3oBaHue komaHa show transceiver nan show transceiver detail moxxet 3aHsTb
MHOTO BpPEeMEHM, TaK KaK KommyTaTop Oyaer npoBepATb BCe MNOPTbl, MO3TOMY
pekomeHayeTcA 3anpawmnBaTb MHGOPMALMIO O TPAHCMBEPE HA ONpeaesieHHbIN NopT.

e Ybeautecb, YTO YCTAHOB/IEHHbIN MOJib30BaTENEM MOPOr ABAETCA AelcTByroWwMMm. Mpu
Nto60oM oWnbKe NOPOroBOro 3HavyeHUs TpaHcueep OyaeT no3blnaTth CUrHANM3aLUIO B

COOTBETCTBUUN CO 3HAYEHUNEM, YCTAHOB/IEHHbIM MO YMOJ14aHUIO.
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14LLDP-MED

14.1 BsepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB LLDP
(Link Layer Discovery Protocol) of IEEE. LLDP npegocTaBnseT cTaHgapTHbIN pexum Link Layer
Discovery, nocblnatowero MHGOPMaLUNIO O JIOKANIbHbIX YCTPOMCTBAX (BKAHOYAIOLLYIO OCHOBHbIE
BO3MOHOCTW, ynpaBneHne IP-agpecamn, ID yctpoictBa u ID noprta) Takoh Kak TLV
(type/length/value) Tpoiiku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasastowimx
CB3bl0 C coceaHMmM ycTpoihcTBamu. [lonydyeHHaa uwHbopmauma o6 ycTpoiictBe 6Oyaer
XPaHUTbCA CO CTaHAapToHoM 6a3ol ynpasneHusa nHdopmaumeii(MIB). 3To no3BonaeT cucteme
CeTeBOro ynpassieHma b6bICTPO 0OHAPYKMBATb U MAEHTUPULMPOBATL CTAaTYyC CBA3M HA IMHUN.

B craHgapte 802.1AB LLDP HeT nepegaun wn ynpasieHUs UHPopmaumven O roJIoOCOBOM
ycTporctee. [1nA NpPUMEHEHMA W ynpaB/ieHWMA [0I0COBOro YCTPOMCTBA UenecoobpasHo ¢
nomoulbto LLDP-MED TLVs npefocTaBnsiTb MHOMECTBEHHYIO MHOPMaLMIO, Takylo Kak PoE
(Power over Ethernet), ceTeByto NOAUTUKY U NOKanbHYO MHPOpMaLUo 06 obcyKuUBaHUM
HoBoro TenedoHa.

14.2 KoH¢wurypaumua LLDP-MED

1. Bbasoaa KoHOUTrypauus

KomaHpga OnucaHue

PexXxum KoHPUrypupoBaHua nopra

lldp transmit med tlv all HacTtpoika YKa3aHHOro nopra
no lidp transmit med tlv all otnpasnate Bce LLDP-MED  TLVs.
KomaHaa no oTmeHAeT GpyHKLuMIO.

lldp transmit med tlv capability HacTtpoika YKa3aHHOro nopTta

no lidp transmit med tlv capability otnpasnatb LLDP-MED Capability TLV.
KomaHaa no oTmeHAeT GyHKUuMIO.

lldp transmit med tlv networkPolicy HacTtpoika YKa3aHHOro nopra

no lildp transmit med tlv networkPolicy otnpasnatb LLDP-MED Network Policy
TLV. KomaHga no oTmeHAeT AaHHYH
dYHKUMIO.

lidp transmit med tlv extendPoe HacTpoika YKa3aHHOro nopTta

no lidp transmit med tlv extendPoe OTNpaBAATbL LLDP-MED Extended

Power-Via-MDI TLV. KomaHaa no
OTMeHsIeT QYHKLUMIO.

lidp transmit med tlv inventory HacTpoika YKa3aHHOro nopta
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no lldp transmit med tlv inventory otnpasnaTbLLDP-MED Inventory
Management TLVs. KomaHga no

OTMEHSAET GYHKUMIO.

network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming-video | video-
signaling} [status {enable | disable}] [tag {tagged |
untagged}] [vid {<vian-id> | dotlp}] [cos <cos-
value>] [dscp <dscp-value> ]

no network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming- video | video-
signaling}

HacTpoiKka ceTeBoit MOAUTUKU NOPTa,
BKAtOYalowWwasn VLAN ID,
noafep*KnBaemble NPUNOXKEHUA
(Takne Kak rosoc 1 Buaeo), npuopuTeT
NPUNOXKEHWN n NONUTUKA
NCNoNb30BaHUA, U TaK Aanee.

civic location {dhcp server | switch | endpointDev}
<country-code>
no civic location

HacTpolika Tuna ycTpoicTBa M Koaa
CTPaHbl B COOTBETCTBUM C HOPMATOM
Civic Address LCl 1 BKtoYEeHME pernuma

Civic Address LCl. KomaHgma no
OTMeHAeT BCe HaCTPOMKM B
cootBetctBUM ¢ dpopmatom  Civic
Address LCI.
ecs location <tel-number> HacTtpoika pacnosioxeHusn o
no ecs location ¢dopmatom ECS ELIN Ha nopre.

KomaHza no oTMeHseT KoHbUrypaumto

lidp med trap {enable | disable}

Bk/toyeHue/oTKAo4EHNE JNIOBYLLKMU
LLDP-MED Ha yKa3aHHOM nopre.

Pexxum Civic Address LCI address

{description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo} <address>

no {description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo}

HacTpoika noapobHbix agpecos nocne
Beoaa pexumma Civic Address LCI
address Ha noprTe.

PexXum rnobanbHOro KOHGUrypupoBaHus

lldp med fast count <value>
no lidp med fast count

Korga BKAO4YEeH MexaHM3m 6bicTporo
3anycka LLDP-MED, To0 pgonxHa
npousBoguTbcA  ObicTpaa  oTnpaBKa
naketos LLDP c¢ LLDP-MED TLV, 3ta
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KOMaHAa UCNOoIb3yeTCA ANA YCTAaHOBKU
3Ha4YeHunA 6blCTpOV1 OTNPaBKU MAKETOB,
KOMaHAa no BOCCTaHaAB/NBAET
3Ha4YeHne nNo ymoa4aHuto.

Pexxum agmuHuUcTparopa

show lldp

MoKkasbiBaeT HACTPOWMKKM rnobanbHoro
LLDP n LLDP-MED

show lldp [interface ethernet <IFNAME>]

MokasbiBaeT HacTponku LLDP wn LLDP-
MED Ha Tekywem nopre

show lldp neighbors [interface ethernet <IFNAME>]

MoKka3biBaeT HacTtponkn LLDP n LLDP-
MED Ha cocefHUX YCTPOIACTBAX.

14.3 Mpumep HacTpoiku LLDP-MED

Switch A

PC

Ethernet1/2 Y CTPOUCTBO

MED

Ethernet 1/1

Tononorua 6asoBoi KoHpuUrypaumnm LLDP-MED

1) Hactpoiika Switch A
SwitchA (config)#interface ethernetl/1

SwitchA (Config-If-Ethernetl/1)# 11dp enable

SwitchA (Config-If-Ethernetl/1)# 1lldp mode both (this configuration can be

omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernetl/1)# 1ldp transmit med tlv capability

SwitchA (Config-If-Ethernetl/1)# 1ldp transmit med tlv network policy

SwitchA (Config-If-Ethernetl/1)# 1ldp transmit med tlv inventory
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SwitchB

(Config-If-Ethernetl/1)# network policy voice

5 dscp 15

SwitchA

(Config-If-Ethernetl/1)# exit

SwitchA (config)#interface ethernetl/2
SwitchA (Config-If-Ethernetl/2)# 1lldp enable
SwitchA (Config-If-Ethernetl/2)# 1lldp mode both

2) Hactpoka Switch B

SwitchB

(config) #interface ethernetl/1

SwitchB (Config-If-Ethernetl/1)# 11ldp enable

SwitchB (Config-If-Ethernetl/1)# 1ldp mode both
SwitchB (Config-If-Ethernetl/1)# 1ldp transmit med tlv
SwitchB (Config-If-Ethernetl/1)# 1ldp transmit med tlv
SwitchB (Config-If-Ethernetl/1l)# 1ldp transmit med tlv
SwitchB (Config-If-Ethernetl/1l)# network policy voice
4

3) Verify the configuration

MpocmoTp rnobanbHOro craTyca u ctatyca nHTepdeiica Ha SwitchA

SwitchA# show 1ldp neighbors interface ethernet 1/1

Port name : Ethernetl/1

Port Remote Counter : 1

TimeMark :20
ChassisIdSubtype :4
ChassisId :00-03-0£-00-00-02
PortIdSubtype :Local

PortId :1

PortDesc :****

SysName :****

SysDesc :*x****

SysCapSupported :4

SysCapEnabled :4

LLDP MED Information

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(LI) Location Identification,

(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD, IN
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MED Device Type: Endpoint Class III

Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5

Power Type : PD

Power Source :Primary power source
Power Priority :low

Power Value :15.4 (Watts)

Hardware Revision:

Firmware Revision:4.0.1

Software Revision:6.2.30.0

Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information
auto-negotiation support: Supported
auto-negotiation support: Not Enabled
PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show 1ldp neighbors interface ethernet 1/2
Port name : interface ethernet 1/2
Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl/2

Port Remote Counter : 1

TimeMark :20

ChassisIdSubtype :4

ChassisId :00-03-0£-00-00-02

PortIdSubtype :Local

PortId :1

PortDesc :Ethernetl/1

SysName :****

SysDesc :*****

SysCapSupported :4

SysCapEnabled :4
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MoscHeHue:

1. Ethernet 2 kommyTatopa A n Ethernet 1 kommyTaTtopa B ABAAOTCA NOPTamMM YCTPOMCTBA

CEeTEBOr0 COEANHEHMA, OHM He MepecbiNatoT NakeTbl ¢ MHPopmaumenn MED TLV. XoTa
Ethernet 2 KommyTaTtopa A HacTpoeH ANA NOCbIAKKM MHPopmaumn MED TLV, oH He
6yaeT nocbinate MHGopmaumo MED, 4To NnpuBeaeT K OTCYTCTBMIO B COOTBETCTBYHOLLEN
yaaneHHon Tabanuye nipopmaunm MED Ha Ethernet 2 kommyTtaTopa A.

Yctponcteo LLDP-MED mokeT nocblnaTb naketol LLDP ¢ MED TLV, nostomy B
COOTBETCTBYIOWEN YyAaneHHoW Tabnuue 6yper wuHPopmauma o6 Ethernet 1

KommyTaTopa A.

14.4 YcTtpaHeHue HeucnpasHoctei LLDP-MED

Ecnun Bo3HMKaOT npobnembl npu HacTponke LLDP-MED, noanyicra, nposepbTe ABAsSETCA U
3Ta npobnema cnencTBnem cnegyowmx NPpUUnH:

Yb6eputech, uyto LLDP BKAtoYeH rnobanbHo

To/IbKO YCTPOICTBO ceTeBOro coeamHeHus nosydaet LLDP naketbl ¢ LLDP-MED TLV ot
6nmkanwero yctponctea MED, oH Tak e nocbinaer LLDP-MED TLV. Ecan Ha
YCTPOMCTBE CETEBOro COeAMHEHMA HACTPOeHa KomaHAaa Aana otnpasku LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinaldTca Ha MNOPT, YTO O3HAYaeT, 4YTO HUKaKoM
nHPopmauMm NopT He MoJy4YaeT WM Ha MOopTe OTKAYeHaA OGYHKUMA MOCbUIKM
nHpopmaumm LLDP-MED TLV.

Ecnn cocepHue ycTpolictBa nocbinatoT MHpopmaumio LLDP-MED ycTpoMncTBy ceTeBoro
coeguHeHuA, HO OHa He aBnaaeTca MHpopmaumen LLDP-MED, npoBepsaemas KOMaHAoM
show lldp neighbors, yto o03HauaeT, yto oTnpasnseemaa uHoopmauma LLDP-MED K

CoCeZIHUM YCTPOMCTBaM ABNAETCA OLIMOOYHON.
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15 HACTPOMKA BPDU-TUNNEL

15.1 BsepaeHue B bpdu-tunnel

BPDU Tunnel aBnseTca TeXHONOrMen BTOPOro ypPOBHA. ITO MO3BONAET MakeTam MPOTOKO/0B
BTOPOro YPOBHA reorpadmyeckm pacnpesesieHHbIX YacTHbIX CeTel NPo3payYyHo nepesasaTbCa no
crneunanbHbiM TYHHENAM Yepes CeTb NOCTaBLMKA YCAYT.

15.1.1 ®yHKuum bpdu-tunnel

B npunnoxeHn MAN, MHOXeCTBEHHbIE BETBM KOPMOPALMM MOTYT COEANHATLCA C APYT C APYrOm
no cetn onepatopa. VPN npenoctaBnseT BO3MOXKHOCTb ONepaTopy BKAOYATb reorpaduyeckn
pacnpegeneHHble ceTM B OAHY NOKanbHyto ceTb LAN, nosTomy nNOCTaBLMKY YCAYT HYXHO
npeaocTaBuTb  QYHKUMIO TYHHE/IMPOBaHMA, @ WMEHHO WHPOPMALMOHHBLIX  AaHHbIX,
MOCTYMaloLWMX OT NO/Ib30BATE/IbCKON CETU U Nepesayn Ux APYro CeTM HEKOTOPOM Kopropaumm
yepes ceTb onepaTopa. A noafep’KaHWUA NIOKANbHOM KOHUeNnuun, Heobxogmma He TONbKO
nepeaaya AaHHbIX OT NONb30BaTE/IbCKMX YACTHbIX CETEN Yepe3 TyHHEe/lb, HO TaK Ke nepegava
NeKeToB NPOTOKO/I0B BTOPOrO YPOBHSA OT N0/Nb30BaTE/IbCKUX CETEN.

15.1.2 Co3pgaHue bpdu-tunnel

CneunanbHble NIMHUM WUCNONL3YIOTCA ONEPATOPOM ANA CO343AHUA NONb30BATE/IbCKUX CeTew
BTOPOro ypoBHA. B pe3ynbTaTe, N0/ib30BaTeNbCKan CeTb Pa3bmBaeTCcA Ha YacTu MO PasNUYHble
CTOPOHbI CEeTeBOro npoBakepa. Kak MokasaHO Ha pPUCYHKe, nonb3oBaTeslb A MMeeT ABa
yctpoiictBa (CE1 u CE2) u oba 3TuUX YCTpOMCTBA NpuMHagaerkaT K HekoTopomy VLAN.
Monb3oBaTenbCKas ceTb pa3gesneHa Ha ceTb 1 M ceTb 2, KOTOpble COeaMHAIOTCA Yepes3 CeTb
nposangepa. Korga nakeTbl NPOTOKONA YPOBHA 2 He MOryT OblTb peasnM30BaHbl Yepes ceTb
MoCTaBWMKa YCAyr, TO NO/Mb30BaTE/NbCKaA CeTb He MOoXKeT 06paboTaTb BblYUC/IEHUE
He3aBMCMMOrO NPOTOKO/IA BTOPOro YPOBHA(ANA Npumepa: BblYMCAEHWE Spanning tree), Takum
06pa3om ceTu BAMAIOT APYr Ha Apyra.
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lNonb3oBaTtens A
Cetb 1 VLAN 100

T
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[Nonb3oBaTtenb A
CeTtb 2 VLAN 100

NMpumeHeHne BPDU-TyHHenNA

15.2 KoHdurypauymsa bpdu-tunnel

HacTtpoika rnobansHoro MAC-aapeca TyHHens.

2. HacTtpoiKa nopTa Ans NoAAepP»KKMU TyHHens.

1. Hactpoliika rnobanbHoro MAC-agpeca TyHHens.

KomaHpga

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

bpdu-tunnel dmac <mac>

no bpdu-tunnel dmac

BkntoueHne/oTkAO4YeHNE rnobanbHOro
MAC-agpeca TyHHenA.

2. HacTtpo#Ka nopta Ans nogaep K1 TyHHens.
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KomaHpga OnucaHue
PeXXum KoHPUrypmuposaHua nopra
bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx} BKkntoyeHne/oTkNOYEHNE Ha  nopTe

no bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx}

NoAAEPKKN TYHHENA.

15.3 Mpwumep bpdu-tunnel

CneumanbHble NIMHUX UCNONL3YIOTCA ONEpPaTOPOM ANA MOCTPOEHUA NONb30BATE/IbCKUX CeTen
BTOPOro ypoBHA. B pe3ynbTaTe, No/ib30BaTeNbCKan CeTb pPa3bmBaeTcA Ha YacTu MO Pa3NUYHble
CTOPOHbI ceTeBOro nposangepa. Kak nokasaHo Ha puUCYHKe, nNonb3oBatenb A MmeeT ABa
yctpoiictBa (CE1 u CE2) u oba 3TUX YCTpOMCTBA NpuMHagnerkaT K HekoTopomy VLAN.
Monb3oBaTenbCcKaA ceTb pasfeneHa Ha ceTb 1 U ceTb 2, KOTOPble COEAMHAIOTCA Yyepes ceTb
nposavaepa. Korga nakeTbl NPOTOKONA YPOBHA 2 He MOryT OblTb peann3oBaHbl Yepes ceTb
nocTaBLWMKa YCAyr, TO MNO/Mb30BaTeNbCKaA CeTb He MmoxeT o6paboTatb BblUUCNEHUE
He3aBMCUMMOrO NPOTOKO/IA BTOPOro YPOBHA(ANA Npumepa: BblYMCAEHWE Spanning tree), Takum

06pasom ceTu BAUAIOT APYr Ha gpyra.

MNonb3oBaTtenb A
CeTb 1 VLAN 100

Nonb3oBaTtenb A
CeTb 2 VLAN 100

MpnmeHeHne BPDU-TyHHeNA

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




PykoBoACTBO Mo/sib3oBatens
15. Hactpotika bpdu-tunnel

MAbbbi

T

130

C BPDU Tunnel, nakeTbl NpOTOKONA BTOPOro YPOBHA OT NO/Nb30BaTE/NIbCKOM CETU MOryT ObiTb
nepegaHbl Yepes ceTb onepaTopa B Cnefylowen Nocaef0BaTe/IbHOCTH:

1. Tlocne nonyvyeHumA naketa NPoOTOKO/1a BTOPOIro ypoBHA OT nepBoﬁ ceTu nosab3osBaTens A,

PE 1 B ceTn onepaTtopa nakeT uHKancyaupyetca, MAC-agpec Ha3HavyeHMA 3aMeHAeTCA

KOHKpeTHbIM multicast MAC-agpecom, 1 3aTem NakeT NepecbiNaeTcs B CETM onepaTopa.

2. VHKancynMpoBaHHbIM NAaKeT NPOTOKO/Ma BTOPOro ypoBHA (Ha3biBaeMblit nakeTom BPDU

Tunnel) nepecbinaetcs K PE 2 Ha gpyroi KoHew, CeTH, rae nakeT AeuHKancyampyercs,

BO3BpaLUaETCA OpMFMHaﬂbeIVI MAC-Ha3HayeHMA MakeTa U 3aTeM NakeT MNocblaaeTca

ceTn 2 nonb3osaTens A.

HacTtpoika bpdu-tunnel Ha KommyTaTopax PE1 n PE2:

HacTtpowka PE 1:

PE1l (config)# bpdu-tunnel dmac 01-02-03-04-05-06

PE1 (config-if-ethernetl/1)# bpdu-tunnel

stp

PEl (config-if-ethernel/1)# bpdu-tunnel lacp

PE1l (config-if-ethernetl/1)# bpdu-tunnel
PE1l (config-if-ethernetl/1)# bpdu-tunnel
PE1l (config-if-ethernetl/1)# bpdu-tunnel

Hacrporka PE 2:

uldp

gvrp
dotlx

PE2 (config) # bpdu-tunnel dmac 01-02-03-04-05-06

PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel
PE2 (config-if-ethernetl/1)# bpdu-tunnel

stp
lacp
uldp
gvrp
dotlx

15.4 YctpaHeHue HeucnpaBHocTei bpdu-tunnel

Mocne oTkAouYeHns GyHKUM stp, gvrp, uldp, lacp and dotlx Ha nopTe, MOMKHO HaCTPOMUTL

dyHKumio bpdu-tunnel.
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16 HACTPOMKA BUPTYAJIbHbIX JIOKAJIbHbIX CETEW - VLAN

16.1 KoHdurypuposaHue VLAN

16.1.1 HavanbHble cBegeHusa o VLAN

VLAN (Virtual Local Area Network — BupTyanbHasa noOKanbHaA CeTb) — TEXHOMOMMA,
pa3genAllan NorMyeckme agpeca yCTpoOMCTB B CeTU ONA OTAEeNeHUA CerMeHTOB CeTu B
3aBMCMMOCTU OT QYHKUMIA, BbINONHAEMbIX YCTPOMCTBAMM, MPUAOKEHUA wnan TpeboBaHWUi
ynpasneHunsa. TakMm 06pa3som, BUPTYanbHble JIOKaJibHble TrPynnbl MOryT ¢$opmMupoBaTbCA
He3aBUCMMO OT GM3MYEecKoro pacnonoxeHua ycrponcts. |IEEE onybankosan npotokon IEEE
802.1Q pgnsa craHpaptmMsaumm npumeHeHna VLAN. VLAN Ha kKommyTtaTtope paboTtaer B
COOTBETCTBMU C 3TUM MPOTOKONOM.

OcHoBHas wuaea TexHosormn VLAN B TOM, 4TOObl pasgenntb AuHamMuyecku 6onbliyro
JIOKaNbHYIO CeTb Ha HECKO/IbKO HE3aBUCUMMbIX LMPOKOBELAaTeIbHbIX 4OMEHOB B COOTBETCTBUM
c TpeboBaHMAMM, NPEABABNAEMbIMU K CETH.

Switch Switch Switch

>

~
VLAN
1

Server

VLAN
2

Laser Printer PC

Jlornyeckoe onpegeneHue cetn VLAN

. QTECH | www.qtech.ru

MWP OOCTYMNHEE



YR

AAAAAA ol

PykoBogzcTBO nonb3osaTens
16. HacTpolika BUpTyanibHbIX NOKaNbHbIX ceTe - VLAN 132

Kaxkgblh WKMpoOKoBeLlaTeNnbHbIM AOMeH Ha pucyHKe Aasetca VLAN. VLANbI nmetloT Te ke
CBOMCTBA, 4TO W ¢QU3MYECKMEe CeTU, 3a WUCKAYeHMem Toro, 4To VLAN — noruyeckoe
obbeanHeHne, a He ¢usnyeckoe. MNoatomy obbegmHeHne VLANOB MOXKeT cO34aBaTbCA BHE
3aBUCMMOCTM  OT  PU3MYECKOrO  PACMONOXKEHMA  YCTPOMCTB U LUMPOKOBELLATENbHbIN,
MHOFONo0/1b30BaTe/IbCKUI U OAHOMNO/Ib30BaTENLCKUI TPaduK BHYTpM VLAN oTaeneH oT gpyrux
VLANoB.

Bnarogapsa BolwenepeyncaeHHbim ocobeHHocTaM, TexHonorna VLAN obecneumBaet

cneaytolme NpevmyLLecTsa:

. YnyylwaeTca Npon3BOAUTENBHOCTb CETH;
. IKOHOMATCA CeTEBbIE PECYPChI;

. Ynpowiaercs ynpasaeHue CeTblo;

. CHM}KaeTca CTOMMOCTb CeTy;

. Ynyywaetca 6e30nacHOCTb ceTH;

Ethernet nopTbl KommyTaTOpa MoryT pabotaTbh B TPEX pasan4YHbIX pexumax: Access, Hybrid u
Trunk. Kaxablit pekum nmeeT cBoM cnocob nepecbisikM NakeTos, C METKOM Unu bes.

MopTbl TMNa Access NpuHaanexKaT Tonbko ogHomy VLAN. OObIYHO OHM MCNONb3YHOTCA ANS
NOAKNOYEHMA K KOMMbIOTEPY.

MopTtbl TMRa Trunk NO3BOAAKOT nNepecbinaTb MaKkeTbl HeckonbkKux VLANoB. OHM moryT
MCNONb30BaTbCA  ONA  COEAMHEHUA  MeXAy  KOMMyTaTopamu  UAW  NOAKAOYEHUA
No/Ib30BaTe/IbCKUX YCTPOMCTB.

MopTbl TMNa Hybrid TakKe No3BonAloT nepecbinatb NakeTbl Heckonbkux VLANoB. OHM moryT
MCNONb30BaTbCA  ONA  COeAMHEHUMA  MeXAy  KOMMyTaTopamu  UAW  MOAKAOYEHUA
NO/Ib30BaTe/IbCKUX YCTPOMCTB.

Moptbl TMnos Hybrid u Trunk NpuHUMaOT AaHHble MO OAHOMY anropuTMy, HO MeTOoAbl
OTNPaBKM AAHHbIX OTAMYAKOTCA: NopTbl TMNA Hybrid moryT oTnpaBaaTb NakeTbl B pa3/iM4yHble
VLANbI 6e3 meTkn VLANa, Torga Kak noptbl TMna Trunk oTnpasnsatoT naketbl pasanyHbix VLAN
TONbKO ¢ meTKoM VLANa, 3a uckntodeHnem VLAN, nponmMcaHHOro Ha NOpTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npotokon peructpaunm GARP
VLAN) Ha KomMmyTaTope onucbiBaeTca B cTaHaapTe 802.1Q. [lJaHHan rnaBa AeTa/ibHO 06bACHAET
ncnonb3oBaHue n KoHpurypaumto VLANos n GVRP.

16.1.2 KoHdurypuposaHue VLAN

1. Co3paHune unun yganenme VLAN;

2. YcTtaHoBKa unun yganeHue nmenun VLANa;

3. MpucoeagnHeHne nopTa KommyTtaTopa K VLANy;

4. YcTaHOBKa TUMa NOpPTa KOMMYTATOPa;

5. HacTpoiKka TpaHKoOBOro nopTa;
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6. Hactpoika nopTa gocryna;

7. Hactpoitka rubpuaHoro nopra;

8. BKntoueHue/BbiKkNOYEHME NPaBua 06paboTkM BXxogHbIX NnakeTos VLAN Ha nopTax;
9. KoHdurypauua npusatHoro VLANa;

10. HacTpolika cesazelt npusaTHoro VLANa;

11. OnpegeneHune BHyTpeHHero naeHTnpmkatopa VLANa;

1. CospaHue nnav yganeHmne VLAN

KomaHpga OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

vlan WORD CospaHue/ypaneHne VLANa wam Bxoa B
no vlan WORD pexxum VLANa

2. YcTtaHoBKa unn yganeHue nmenun VLANa

KomaHpga OnucaHue

VLAN Mode

name <vlan-name> YcTaHOBKa uau yaaneHne nmeHn VLANa

no name

3. NMpucoegmHeHne nopta KommyTtatopa K VLANy

KomaHpga OnucaHue

VLAN Mode

switchport interface <interface-list>
. . . . HasHauyeHue nopTa KommyTaTopa VLANy
no switchport interface <interface-list>
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4. YcTaHOBKA TUMNa NOpPTa KOMMYTATOPa
KomaHpga OnucaHue
Pexxum KOHPUrypupoBaHua nopra
switchport mode {trunk | access | hybrid} YcTaHOBKa TeKyLLero nopra Kak
TPaHKOBOTO, nopTa AocTyna nnm
rmépuaHoro.
5. HacTpoiKka TpaHKoBOro nopTa
KomaHpga OnucaHue
Pexxum KoHPUrypuposaHua nopra
switchport trunk allowed vlan {WORD | all | | YcraHoBKa/yaaneHue VLANOB,
add WORD | except WORD | remove WORD} MPUNUCAHHBIX K 3TOMY TpaHKy. KomaHaa «
no switchport trunk allowed vian no»  BOCCTAHaBAMBAaEeT 3HayeHMe Mo
YMONYaHMIO.

switchport trunk native vlan <vlan-id>

no switchport trunk native vian

YcTtaHoBKa/yaaneHune PVID ana TpaHKOBOro
nopTa.

6. HacTpoika nopTta gocryna

KomaHpga

OnucaHue

Pexxnm KOHPUrypupoBaHusa nopra

switchport access vlan <vian-id>

no switchport access vlan

[Job6aBnaeT TeKywMi MNOPT K YKasaHHOMY
VLANy. KomaHpga NO BoccTaHaBnamBaer
3HayYeHme No YMOAYAHMUIO.
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7. Hactpoika rubpmuaHoro nopta
KomaHpga OnucaHue
Pexxum KOHPUrypupoBaHua nopra
switchport hybrid allowed vlan {WORD | all | | YcTtaHOoBKa/yaaneHue VLANa,

add WORD | except WORD | remove WORD}
{tag | untag}

no switchport hybrid allowed vlan

NPUMNUCAHHOTO K TMBpUMAHOMY MOPTY C
peXMmom MeTkn nnm 6es Hee.

switchport hybrid native vlan <vian-id>

no switchport hybrid native vian

YcTtaHoBKa/yaaneHue PVID Ha nopTy.

8. BKatoyeHue/BbikAo4eHWe npasun 06paboTkm BxoaHbIx naketos VLAN Ha nopTax

KomaHpga

OnucaHue

PexXxum KoHPUrypupoBaHus nopra

vlan ingress enable BKkntoueHne/BbikOUEeHME BXOA4ALLMX
no vlan ingress enable npasun Ha VLANe.
9. KoHdurypauua npusatHoro VLANa
KomaHpa OnucaHue
VLAN mode
private-vlan {primary | isolated | community} KoHourypauma Tekywero VLANa Kak
NPUBATHOrO. KomaHpga NO vyaanser

no private-vlan

npueaTtHbIi VLAN.
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10. Hactpotika ceaser npmsatHoro VLANa

KomaHpga OnucaHue

VLAN mode

private-vlan association <secondary-vlan-list> YcTaHoBKa/yaaneHne cBA3ei MNpPMBATHOrO

no private-vlan association VLANa.

11. OnpeaeneHune BHyTpeHHero naeHtueumkatopa VLANa

KomaHpga OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

vlan <2-4094> internal Onpegenaer UAeHTUPUKATOP BHYTPEHHEro
VLANa.
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16.1.3 TunuyHoe npumeHeHue VLANa
CueHapuit:
VLAN100

cTaHumsa cTaHumsa

TvnnyHasa Tononorua npumeHeHus VLANa

B cooTBeTcTBMM C TPeHOBAHMAMKU NMPUAOKEHUN U BE30MACHOCTU CYLLECTBYHOLLYHO JIOKA/NbHYHO
ceTb Heobxoammo pasgenntb Ha Tpu VLAN. Tpu VLAN umetoT naeHtuoumkatopol VLAN2,
VLAN100 wn VLAN200. 3t Tpu VLAN oxBaTbiBalOT ABa pPas/NUHbIX PU3NYECKMX MecCTa

pasmeleHuA: naowaakm A v B.
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Ha Kaxpol nnowagke mmeetcs KoMmyTaTop, TpeboBaHWMA K CBA3M MeXAay naowaakamu
Y4,0BNETBOPAKOTCA, €C/IM KOMMYTAaTOPbl MOTYT BbINOAHATL 06MeH Tpadukom VLAN.

O6beKT KoHpuUrypauumu OnucaHue KoHoUrypauum
VLAN2 Site A and site B switch port 2 -4.
VLAN100 Site A and site B switch port 5 -7.
VLAN200 Site A and site B switch port 8 -10.
Trunk port Site A and site B switch port 11.

TpaHKoBble NopTbl ¢ 06enx CTOPOH NOAKAOUEHbI K TPAHKOBOMY KaHany ANA nepefayvv mexay
y3namu Tpadmka VLANa. OcTanbHble yCTPOICTBA NOAKAOYEHDBI K Apyrum nopTam VLANoOB.

B aaHHOM npumepe nopTbl 1 1 12 cBo60AHbI U MOTYT 6bITb UCMONb30BaHbI A/1A YNPABAAOLLMX
NOPTOB UK APYIUX LeNew.

LLarn KoHpUrypaumm onmcaHbl HUXKe:

KommyTraTop A:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-V1anl00) #exit

Switch (config) #vlan 200

Switch (Config-V1an200) #switchport interface ethernet 1/8-10
Switch (Config-V1an200) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11) #fexit

Switch (config) #

KommyraTop B:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100
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Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-V1anl00) fexit

Switch (config) #vlan 200

Switch (Config-V1an200) #switchport interface ethernet 1/8-10
Switch (Config-V1an200) fexit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk

Switch (Config-If-Ethernetl/11) #exit

16.1.4 TunuyHOe NpuMeHeHUue rMbpuruaHbIX NOPTOB

CueHapwuii:

NHTepHeT

TuNu4YHOE NpUMEHeHNe rMbpuaHoro nopTa

PC1 nogkntoyeH K nHtepdelicy Ethernet 1/7 kommyTtatopa B, PC2 noakntoueH K uHtepdelicy
Ethernet 1/9 kommyTtaTopa B. MopT Ethernet 1/10 kommyTtaTopa A K nopty Ethernet 1/10
KommyTaTopa B.
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Tpebyetca, utobbl PC1 1 PC2 He BUAenu Apyr gpyra no coobparkeHmam cekpetHoctn. Ho PC1 n
PC2 ponxHbl MMeTb A0OCTYN K APYTUM CETeBbIM pecypcam yepes W3 KommyTtatopa A. Mbl
MOXEM pPeasin3oBaTb 3Ty CXemMy Yyepes rubpuaHbln NopT.

KoHdurypaumnsa o6beKToB Kak OnmMcaHo HUXKe:

Mopt Tun PVID Mponyckaembie VLANbI

Port 1/10 of Switch A Access 10 Mponyckaetr naketbl VLANa 10 6e3
METOK.

Port 1/10 of Switch B Hybrid 10 MponyckaeT naketbl VLANoB 7,9, 10 6e3
METOK.

Port 1/7 of Switch B Hybrid 7 MponyckaeT naketbl VLANoB 7, 10 6e3
METOK

Port 1/9 of Switch B Hybrid 9 MponyckaeT naketbl VLANoB 9, 10 6e3

METOK.

LLlarn KOHPUrypaLumM onucaHbl HUKe:

KommyTraTop A:
Switch (config) #vlan 10

Switch (Config-Vlanl0) #switchport interface ethernet 1/10

KommyTraTop B:

Switch (config)#vlan 7;9;10

Switch (config)#interface ethernet 1/7

Switch (Config-If-Ethernetl/7) #switchport
Switch (Config-If-Ethernetl/7) #switchport
Switch (Config-If-Ethernetl/7) #switchport
Switch (Config-If-Ethernetl/7) #exit

Switch (Config)#interface Ethernet 1/9

Switch (Config-If-Ethernetl/9) #switchport
Switch (Config-If-Ethernetl/9) #switchport
Switch (Config-If-Ethernetl/9) #switchport
Switch (Config-If-Ethernetl/9) #exit

Switch (Config)#interface Ethernet 1/10

mode hybrid
hybrid native vlan 7
hybrid allowed vlan 7;10 untag

mode hybrid
hybrid native vlan 9

hybrid allowed vlan 9;10 untag

Switch (Config-If-Ethernetl/10) #switchport mode hybrid

. QTECH | www.qtech.ru

MUP [OOCTYNHEE




PykoBogcTBO nonb3osartena
16. HacTpolika BUpTyasibHbIX NOKabHbIX ceTen - VLAN 141

B eeraree]
TIITINY

Switch (Config-If-Ethernetl/10) #switchport hybrid native vlan 10

Switch (Config-If-Ethernetl/10) #switchport hybrid allowed vlan 7;9;10 untag

Switch (Config-If-Ethernetl1l/10) #fexit

16.2 KoHdurypuposaHue TyHHena DotlQ

16.2.1 O6wwume cBegeHuna o TyHHenax Dotlq

TyHHenb Dotlqg, Takxke HasbiBaeMbln QinQ (802.1g-in-802.1q), saBnaetca paclMpeHnem
npotokona 802.1q. OCHOBHAA MAeA 3aKAKYAEeTCA B YNaKoBKe MeTKM KnameHTckoro VLANa
(CVLAN tag) B meTKy VLANa cepsuc-npoBaingepa (SPVLAN tag). Maket ¢ gsymsa metkamun VLANa
nepegaeTca Yepes MarucTpasibHyto CETb MHTEPHET-NPOBaaepa, Takum obpaszom obecneymasn
NPOCTOM TYHHe/b BTOPOro YPOBHA ANA NOAb30BaTenA. ITO NPOCTO U Nerko ANA ynpas/ieHus,

NPUMEHUMO TO/bKO
Heb0oNbLWNX OPUCHBIX

Ha CTaTU4YECKUX KOHd)MI'ypaLI,MﬂX n cneuynanbHoO aganTupoBaHO A4NA
nnun METpO-CeTeVI, MCNONb3YHOWNUX KOMMYTATOPbl TPETbEro YPOBHA KaK

MarucTpasbHoe obopyaosaHue.

Ha knueHTck

OM TPaHKOBOM

nopty VLAN200-300

CE1 Acwvj

-— -
—

KnneHTtckne
cetnl

Ha nopty PE1,
npuHagnexatiem VLAN3,
BKIOYeH pexnm QINQ

e NoAKnoYeHne K

MeTpUuyHoe

nopTy

Ha nopty PE2,
npuHagnexawem VLAN3,
BKItodeH pexum QINQ

CE2

KnneHTckne
ceTn2

NOAKIIOYEHME K
nopty / Ha KneHTCKoM TpaHKoBOM

nopty VLAN200-300

AcummeTpuyHoe

~

MexceTeBoe B3anmMoaencTBne Ha ocCHOBe DOth TyHHEenA

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




PykoBogcTBO nonb3osartena
16. HacTpolika BUpTyanibHbIX NOKaNbHbIX ceTe - VLAN 142

Kak nokasaHo BbilWe, Nocne BKAOYEHUA Ha KAMEHTCKOM nopTy, TyHHenb Dotlq npucsamsaet
Ka)kgomy nonb3osatento uaeHtuéumkatop SPVLAN (SPVID). 3pmecb wuaeHTUdMKaTop
nonb3oBaTena — 3. Takon xe SPVID moxkeT ObiTb MPUCBOEH TaKMM e NoNb30BaTeNAM Ha
apyrux PE. Korga naket npuxoaut ¢ CE1 Ha PE1, oH HeceT meTkn VLANoB 200-300 BHyTpeHHeM
cetTu nonb3osaTena. Korga TyHHenb Dotlq BKAOYEH, KAMEHTCKUIA nopT Ha PE1 pobasnset B
nakeT gononHuTenbHble meTkn VLANOB, y KOTOPbIX MAEHTUDUKATOPOM ABNAETCA HA3HAYEHHbIN
nonb3osaTento SPVID. MoTtom nakeT 6yaeT HanpasaeH Tonbko B VLAN3, KOTOpbIA yXOAUT B CETb
WHTepHeT-NpoBalaepa, u byaet Hectn ase meTkM VLANOB (BHYTpPeHHAs MeTKa fo06aB/eHa,
Korga naket npuwen Ha PE1, n apyraa asnsetca SPVID ), B To Bpems Kak MHPopmauma o
KnneHTcknx VLAN oTKpbiTa gna nposangepa cetu. Korga naket gocturHeT PE2 w nepep
oTnpaBkoi Ha CE2 c KameHTcKoro nopta Ha PE2, BHewHAs meTka VLANa ygansetca u naker,
npuweawmin Ha CE2, cTaHOBUTCS MOMIHOCTbIO MAEHTUYEH NaKeTy, otnpasaeHHomy ¢ CEL1l. Onsa
nosb3oBaTena ponb onepatopa cetn mexay PE1 n PE2 3akntoyaeTtca B obecneyeHnn KaHana
BTOPOro YPOBHA.

TexHonorva TyHHena Dotlq no3BO/MAET WHTEPHET-CepBUC-NPOBanaepy NOALEPKMBATb
MHOXecTBO KameHTckux VLANoB ¢ nomouwpto ogHoro csoero VLANa. lMpoBargep U KAWEHT
MOTYT KOHOUTypmposaTb cBon VLANbI HeE3aBUCMMO ApPYr OT Apyra.

TexHonorua TyHHena Dotlg umeeT cnepytolime XapaKTepUCTUKK:

. MpumeHnMma yepes NPOCTYI0 CTAaTUYECKYID KOHOUrypauuio, He HyXHbl CNOXHasA
KOHOUIypaumna u maHUNynaumm;

. Onepatop npucesausaeT oguH SPVID Karkgomy nosab3oBaTento, 4YTo yBesindMBaeT
KONMYECTBO OAHOBPEMEHHO NOALEpPXKMBAEMbIX MOJIb30BATENEN; B TO Ke Bpems
nosnb3oBaTeNiM WMMeKT MNOoAHy cBoboay npu  Bblbope UM ynpaBaeHUn
naeHtnoumkatopos VLAN ( nonb3oBaTenb BbibMpaeT U3 gnanasoHa ot 1 go 4096 );

. KnneHTCcKaa ceTb NONHOCTbIO He3aBucuma. Korga WHTepHeT-cepBuC-npoBanaep
MOAEPHU3NPYET CBOK CeTb, KJ/MEHTCKME ceTu He TpebyT Un3meHeHuA

KOHUrypaumu;

16.2.2 KoHdurypuposaHue TyHHens Dotlq
1. KoHpurypmposaHue PyHKumm TyHHensa Dotlq Ha nopTy;

2. KoHpurypmposaHue Tnna npotokona (TPID) Ha nopTy;
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1. KoHdurypuposaHue pyHKLMKN TyHHenA Dotlq Ha nopTy

KomaHpga OnucaHue

PexXxum KoHpUrypuposaHua nopra

dotlqg-tunnel enable Bxoa/Bbixoa U3 pexknma TyHHena dotlg-Ha

no dotlq-tunnel enable nopty

2. KoHpurypmposaHue Tvna npotokona (TPID) Ha nopTy

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

dotlqg-tunnel tpid {0x8100|0x9100|0x9200|<1- | KOHPUrypnpoBaHMe TUNa MNPOTOKONA Ha
65535>} MarmcTpasibHoOm NopTy.

16.2.3 TunuyHoe npumeHeHue TyHHena Dotlq
CueHapwuit:

MorpaHnyHblie y3nbl PE1 n PE2 nHTepHeT-npoBanaepa nepecbiiatoT gaHHble VLANos 200-300.
Mexay CE1 n CE2 knaneHTckon cetm yepes VLAN3. Mopt PE1 nogkntouveH Kk CE1l, nopt 10
noAakntodeH K nybnmyHoit cetn, TPID nogkntouyeHHoro obopyaosaHms — 9100; Mopt 1 PE2
noaktodeH K CE2, nopT 10 noaKAO4YEH K Ny6AMYHOM ceTw.

O61beKT KoHpuUrypauumu OnucaHue KoOHpUrypaummu
VLAN3 MopTtl y3nos PE1 n PE2.

dotlg-tunnel Moptl y3nos PE1 u PE2.

tpid 9100

Mpoueaypa KOHPUTypPaLLMM ONMCaHA HUKE:
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PE1:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config) #interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1)# exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1) #switchport mode trunk
Switch (Config-Ethernetl/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Config) #

PE2:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1)# exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1) #switchport mode trunk
Switch (Config-Ethernetl/1)#dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Config) #

16.2.4 YcTpaHeHue HeucnpasHocTeill TyHHena Dotlq

. BkntoueHne TyHHena Dotlq Ha TpaHKOBOM NOPTY AenaeT METKY NakeTa AaHHbIX
HenpeacKasyemom, YTOo He NoAXoAMuT NpUNoXKeHuam. MosTomy He pekomeHayeTca
Mcnonb3oBaTtb TYHHenb Dotlq Ha TpaHKOBOM NOPTY.

. Mcrnonb3oBaHue TyHHena coemectHo ¢ STP/MSTP He noaaepuBaeTcs

. Ucnonb3oBaHue TyHHenA coemecTtHo ¢ PVLAN He nopaepmsaeTca.
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16.3 KoHdurypuposaHue Selective QinQ

16.3.1 O6wwume cBegeHu o Selective QinQ

Selective QinQ pacwwupeHne ¢yHKUMKU TyHHennpoBaHua dotlg . OH TerMpyeT nakeTbl (OHM
No/ly4atoca No 04HOMY NOPTY) C PAa3ANYHbIMKU BHELWHMMM Teramm VLAN Ha OCHOBe pa3/inyHbIX
BHYTPEHHMX TEroB B COOTBETCTBMM C TpeboBaHMAMW MO/b30BaTeNsA, MNOSTOMY NAKeTbl
Pa3/IMYHOrO TMMA OTHOCATCA K pa3nnyHbiM VLAN Ha OCHOBe pas3/InyHbIX NyTein nepesaydu.

16.3.2 KoHpurypauusa Selective QinQ

1. HacTtpolika rnobanbHO WAM Ha MNOPTax CBA3M BHYTPEHHEro W BHELIHEro
TErMpoBaHuA.
2. Hactpowka selective QinQ Ha nopTe

1. HacTtpolika rnobanbHO UAM Ha NOPTax CBA3U BHYTPEHHEro U BHELIHEro TerMpoBaHus.

KomaHpga OnucaHue

PexXum rno6anbHOro KOHGUrypupoBaHUA AN KOHGUIYPMPOBaAHUA NOPTa

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- | BkatoueHune/oTkaodeHne rnobanbHoO uUAn
vid-list> Ha NopTax CBA3WM BHYTPEHHEro MU BHELLUHEro

no dotlg-tunnel selective s-vlan <s-vid> c-vlan T€TMPOBaHnA Ana selective QinQ.

<c-vid-list>

2. Hactpouka selective QinQ Ha nopTe

KomaHpa OnucaHue

PexXxum KoHPUrypupoBaHua nopra

dotlg-tunnel selective enable BkntoueHune/oTkntoyeHne selective QinQ Ha

no dotlg-tunnel selective enable nopre.
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16.3.3 TunuuHoe npumeHeHue Selective QinQ

VLAN 1000/2000

Switch B

MpumeHeHue Selective QinQ

1. Ethernetl/1 KommyTtatopa A npegocTaBnAAeT AOCTYNn K CeTU obuiero nosib3oBaHWUA ANSA
nonb3osaTtenein PC un Ethernetl/2 kommyTtaTopa A npeaoctaBaseT AOCTyn K ceTn obuiero
nonb3oBaHWs ana nonb3osatenei c IP TenedpoHom, nonb3osatenn PC npuHagnexat K VLAN
100-VLAN 200, n nonb3oBaTenn c tenedoHamu IP npuHagnexatr k VLAN 201-VLAN 300.
Ethernet 1/9 KommyTaTopa A coeMHeHa € CeTbio 06L,Eero Nob3oBaHUA.

2. Ethernetl/1 wu Ethernetl/2 kommyTatopa B npepoctraBnsetr ceteBoW Aoctyn Ana
nonb3osaeneit PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3osatenei c IP tenedoHamm,
npuHagnexawmx VLAN 201-VLAN 300 cootBetctBeHHo. Ethernet 1/9 coeamHeHa c ceTblo
obLuero Nnonb30BaHMUA.

3. CeTb 0b6LIEro NoNb30BaHMA paspellaeT nepecbinaTtb nakeTtsbl B VLAN 1000 u VLAN 2000.

4. BkntoueH selective QinQ Ha noptax Ethernetl/1 u Ethernetl/2 Ha KommyTaTopax A u B
cootBeTcTBeHHO. MakeTtbl VLAN 100- VLAN 200 otmeuveHbl Terom VLAN 1000 KaK BbiIXoAAaLMiMA
Ter VLAN Ha Ethernetl/1, n naketbl VLAN 201- VLAN 300 otmeuveHbl Terom VLAN 2000 Kak
Bbixogawmin ter VLAN Ha Ethernet1/2.
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KoHurypuposaHue:

# CospgaHue VLAN 1000 and VLAN 2000 on SwitchA.

switch (config)#vlan 1000;2000

# Hacpoiika Ethernetl/1 kak rnbpmgHoro nopta W HacTpoika ypaneHusa Tera VLAN npwu
nepecbinike naketos 8 VLAN 1000.

switch (config-if-ethernetl/1) #switchport hybrid allowed vlan 1000 untag

# HacTtpoika npasun oTobpaxkeHua gns selective QinQ Ha Ehernetl/1 ana nomelieHua Tera
VLAN 1000 kak sbixogsauiero tera VLAN B naketbl ¢ Teramn VLAN 100-VLAN 200.

switch (config-if-ethernetl/1l) #dotlg-tunnel selective s-vlan 1000 c-vlan 100-
200

# BxuoueHue selective QinQ Ha Ethernetl/1.

switch (config-if-ethernetl/1l) #dotlg-tunnel selective enable

# Hactpoiika Ethernet 1/2 kak rmbpmgHoro nopta M HacTpolKa yaaneHua tera VLAN npwm
nepecbisike naketos 8 VLAN 2000.

switch (config-if-ethernetl/2) #switchport mode hybrid

switch (config-if-ethernetl/2) #switchport hybrid allowed vlan 2000 untag

# HacTtpoitka npasBun oTobpaxkeHua ans selective QinQ Ha Ehernetl/2 ana nomelleHua Tera
VLAN 2000 Kak Bbixogsauiero tera VLAN B naketbl ¢ Teramun VLAN 201- VLAN 300.

switch (config-if-ethernetl/2) #dotlg-tunnel selective s-vlan 2000 c-vlan 201-
300

# BxuoueHme selective QinQ Ha Ethernet 1/2.
switch (config-if-ethernetl/2)#dotlg-tunnel selective enable

# Hactpoiika nopta Ethernet 1/9 Kak rubpmuaHoro nopTa u HacTpoiKa coxpaHeHus Tera VLAN
npu nepecbinke naketos 8 VLAN 1000 n VLAN 2000.

switch (config-if-ethernetl/2)#interface ethernet 1/9

switch (config-if-ethernetl/9) #switchport mode hybrid

switch (config-if-ethernetl/9) #switchport hybrid allowed vlan 1000;2000 tag
Mocne npoBeaeHUs KoHourypauum, naketsl VLAN 100-VLAN 200 ot Ethernetl/1
aBTomaTtmyeckmn otmeyatotrca Terom ¢ VLAN 1000 Kak sbixogawmm terom VLAN, 1 naketbl VLAN
201- VLAN 300 ot Ethernetl/2 aBTtomatuueckm oTmeuvaroTca Terom ¢ VLAN 2000 Kak
BbixogAawmm Terom VLAN Ha SwitchA.

HacTpoiku Ha Switch B aHanorMuHbl HacTpoikam Ha Switch A, KoHbuUrypaumsa cneaytolan:
switch (config)#vlan 1000;2000

switch (config)#interface ethernet 1/1

switch (config-if-ethernetl/1l) #switchport mode hybrid

switch (config-if-ethernetl/1)#switchport hybrid allowed vlan 1000 untag

switch (config-if-ethernetl/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-
200
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switch (config-if-ethernetl/1) #dotlg-tunnel selective enable
switch (config-if-ethernetl/1l) #interface ethernet 1/2
switch (config-if-ethernetl/2) #switchport hybrid allowed vlan 2000 untag

switch (config-if-ethernetl/2) #dotlg-tunnel selective s-vlan 2000 c-vlan 201-
300

switch (config-if-ethernetl/2)#dotlg-tunnel selective enable
switch (config-if-ethernetl/9) #switchport mode hybrid
switch (config-if-ethernetl/9) #switchport hybrid allowed vlan 1000;2000 tag

16.3.4 YctpaHeHue HeucnpasBHocTei Selective QinQ

o  ®yHKumuM Selective QinQ n dotlg-tunnel He moryT 6bITb 04HOBPEMEHHO HAaCTPOEHbI Ha
nopre.
e TonbKo cBA3b rN06aNbHOr0O OTOOpaXKEeHUA MAM CBA3b OTOOpPAXKEeHWsAs NopTa MOMKHO

HacTpouTb gnsa selective QinQ.
16.4 HacrtpoukKa TpaHcaauum VLANoB

16.4.1 O6wme cBepgeHnn o TpaHcaauum VLANoB

TpaHcnauma VLANOB, KaK ciegyeT n3 Ha3BaHWSA, TPAHCAUPYET OPUTUHANbHbIA MAEHTUDUKATOP
VLANa B HOBbI B COOTBETCTBUM C TPeHOOBaHMAMW NONb30BATENA UAU ANA OOMeHa AaHHbIMU
mexay pasamyHbimm VLANamu. TpaHcnauma MOXKeT NPUMEHATbCA KaK ANA BXOAALLEN, TaK U
ncxogawen nHpopmaumn.  [daHHoe  obopyaoBaHue nogaepMBaeT  U3MEHeHue
naeHTndumkatopa VLANa TonbKOo Ha BXxoge.

MpumeHeHne 1 KoHPUrypmposaHue TpaHcaaumm VLANoB noapobHo obbAcHAeTCA Aanee.

16.4.2 KoHdurypuposaHue TpaHcaaumm VLANa
1. KoHopurypuposaHue pyHKumm TpaHcnaumm VLANa Ha nopty;
2. KoHdurypuposaHme cootBeTcTBMI TpaHcaaummn VLANa Ha nopTy;

3. MpocmoTp KoHOUrypaumm cooTBeTcTBUI TpaHcaaunm VLANa;

1. KoHpurypmposaHue dyHrumm TpaHcnaumm VLANa Ha nopTy

KomaHpga OnucaHue

PeXXum KOHGUryprMpoBaHuA nopra

vlan-translation enable BK/IlOYaET NN BbIKNOYAET pexnum TpaHcaaumm VLAN

no vlan-translation enable
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2. KoHpurypmposaHue cootTseTcTBui TpaHcaaumm VLANa Ha nopty

KomaHpga

OnucaHue

PexXxum KoHpUrypuposaHua nopra

vlan-translation <old-vlan-id>
<new-vlan-id> in

no vlan-translation old-vlan-id in

to | lobaBneHne/yaaneHne COOTBETCTBMIA  TPaHCAALUK
VLANoB.

3. MpocmoTp KoHbUTypaunmn cooTseTcTBui TpaHcasaumm VLANa

KomaHpga

OnucaHue

PeXxum agMmuHucTpatopa

show vlan-translation

MNpocmoTp CKOHUIYpPUPOBAHHbIX COOTBETCTBUM
TpaHcnaumm VLANoB

16.4.3 Tunosoe npumeHeHue TpaHcnaumum VLANoB

CueHapwuit:

MorpaHuyHble y3nbl PE1 n PE2

UHTepHeT-NpoBalaepa noaaepxusatoT VLAN aaHHbIx 20

mexay CE1 n CE2 u3 knmneHTtckol cetn yepes VLAN 3. MNopt 1 PE1 MoakntoyeH K CE1, nopt 10

NOAK/IOYEH K MyBAMUYHOMN ceTw,

ny6AnMYHOM ceTu.

nopt 1 PE2 nogkntoueH K CE2, nopt 10 nogKkntoveH K
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Ha knneHTCKOM TpaHKOBOM
nopty VLAN200-300

CEl PE1

TpaHkoBoe

Ha BxogHOM nopTy npoucxoaut
TpaHcnauma VLAN20 B VLAN3 ,

BbIXxoAHas TpaHcnaums VLAN3 B
VLAN20 ocyuiectBnsietcs Ha PE

coeauHeHne
KnueHTtckne

cetnl

Ha BxogHom nopTy nponcxogunTt

TpaHcnauma VLAN20 B VLANS3 ,
BbIxogHas TpaHcnaums VLAN3 B
VLANZ20 ocyuwiecTtBnsieTca Ha PE CE2
KOBoe \/
coenmHeHe KnueHtckne
/ cetn2

Ha knmeHTCKOM TpaHKoBOM
nopty VLAN20

Tononorus cetn ¢ TpaHcnsauven VLANoB

O6beKT KoHpuUrypauumu OnucaHue KoHpuUrypauum
VLAN-translation Mopt 1 y3nos PE1 n PE2.
Trunk port MopTbl 1 1 10 y3nos PE1 n PE2.
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Mpoueaypa KOHPUIYPMPOBAHUS YKa3aHa HUXKeE:

PE1, PE2:

switch (Config) #interface ethernet 1/1

switch (Config-Ethernetl/1) #switchport mode trunk

switch (Config-Ethernetl/1)# vlan-translation enable
switch (Config-Ethernetl/1)# vlan-translation 20 to 3 in
switch (Config-Ethernetl/1)# vlan-translation 3 to 20 out
switch (Config-Ethernetl/1)# exit

switch (Config) #interface ethernet 1/1

switch (Config-Ethernetl/1l) #switchport mode trunk

switch (Config-Ethernetl/1) fexit

switch (Config) #

16.4.4 YcTpaHeHue HeucnpasHocTen TpaHchauum VLANoB
O6bI4HO TpaHcnauma VLAN npumeHsaeTca Ha TPaHKOBbIX MOPTaXx.

MpuoputeTbl Mmexay TpaHcnaumen VLANos wu  Bxogswein  punbTpaumen
pacnpeaensatoTca Tak: TpaHcnauma VLANoB Bbiwe Bxoaauwen ¢ounbtpaumm VLANoB

16.5 KoHdurypauyua Multi-to-One VLAN TpaHcaaumm

16.5.1 BeegeHue B Multi-to-One VLAN TpaHcaauumio

151

VLANoB

TpaHcnauma Multi-to-One VLAN — 3710 TpaHcnauma ucxoaHoro VLAN ID B8 HoBom VLAN ID B
cooTBeTCcTBMM C TpeboBaHMAMM nonb3oBaTenen Ha BocxoaAawmh Tpadpduk M BO3BpaLLeHMe

ncxogHoro VLAN ID Ha Hucxogawmin TpadPpuk.

MNpumeHeHne n KoHourypauma Multi-to-One VLAN nepegaun 6yayt nogpobHO onucaHbl B

3TOM pasgene.
16.5.2 Hactpoiika nepegaum Multi-to-One VLAN

1. Hactpoiika Multi-to-One VLAN nepegauu Ha nopTte

2. [pocmoTp HacTpoek u Multi-to-One VLAN nepegau
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1. Hactpoiika Multi-to-One VLAN nepegaum Ha nopTe

KomaHpga

OnucaHue

PexXxum KoHpUrypuposaHua nopra

vlan-translation n-to-1 <WORD> to
<new-vlan-id>

no vlan-translation n-to-1 <WORD>

BkAtoyeHne/oTKNtOUeHNEe TpaHcaauun  Multi-to-One
VLAN

2. MNpocmoTp HacTpoek Multi-to-One VLAN nepegaumn

KomaHpga

OnucaHue

Pexxum apmuHucTparopa

show vlan-translation n-to-1

MoKa3blBaeT CBA3aHHbIE HACTPOMKKM TpaHcaaumn Multi-
to-One VLAN

16.5.3 TunuuyHoe npumeHeHue TpaHcaauum Multi-to-One VLAN

CueHapwuit:

MNonb3osaTtenun A, B n C npuHaggnexat VLAN 1, 2 n 3 cootBeTcTBeHHO. Ha BxoaAwem ceTeBom
ypoBHe, TpadduK paHHbIx nonb3oBaTenen A, B u C 6ymetr nepesegeH B VLAN100 Ha
Ethernetl/1 co cTtopoHbl Switch 1. O6paTtHo TpadduMK AaHHbIX nonb3osatenei A, B u C byget
nepesegeH B VLAN 1, 2 n 3 Ha Ethernetl/1 co cTtopoHbl Switch 10T ceTeBoro ypoBHs
COOTBETCTBEHHO. TakKMM Ke 0bpa3om peannsyeTcAa aHANOTMYHBIM nepesBos TpaHcaaummn multi-
to-one mexay nonb3osatenamu D, E n F Ha Ethernet1/1 n Switch 2.
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User A,B,C
VID=100

User D,E,F
VID=101

UserA UserB UserC UserD UserE UserF

TunmnyHoe npumeHeHue TpaHcnaummn VLAN

dnemeHT KoHdUrypauum

OnucaHue

VLAN

Switchl, Switch2

Trunk Port

Hucxopawmn nopt 1/1 m BocxoaAwmii nopt 1/5 Ha
Switch1 n Switch 2

Multi-to-One VLAN-TpaHcnauma

Hucxoaawmi nopt 1/1 Ha Switchl n Switch2

Mpoueaypa HaCTPOMKM:
Switchl, Switch2:
switch (Config)# vlan 1-3;100

switch (Config-Ethernetl/1) #switchport mode trunk

switch (Config-Ethernetl/1)# vlan-translation n-to-1 1-3 to 100
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switch (Config) #interface ethernet 1/5
switch (Config-Ethernetl/5) #switchport mode trunk
switch (Config-Ethernetl/5) #exit

16.5.4 YctpaHeHue HeuncnpasHocte Multi-to-One VLAN TpaHcnauum

e Henb3a ogHoBpemMeHHO Ucnosb3oBaTb ¢ Dotlg-tunnel

e Henb3a ogHoBpemeHHO ucnosb3osatb ¢ VLAN-translation

e MAC-agpem He A0/IKeH CyLW,ecTBOBaTb B OPUTMHANBHOM M TpaHCAnpoBaHHOM VLAN.

e VYbeautecb, 4YTO anNMapaTHbIM 4YUM MOXET MOAAEP!KMBATb HOPMaNbHYyO paboTy
KNMEHTOB.

e [IpeBblweHne npegena obydyeHns MAC-agpecam MOXKeT noBauMaTb Ha Multi-to-One
VLAN TpaHchauuto

e Multi-to-One VLAN TpaHcaaums goaxkHa bbiTb BKAtouYeHa nocne MAC o6yyeHus.

16.6 KoHdurypuposaHue guHamuyeckmnx VLAN

16.6.1 O6wume cBegeHus

OnHammyeckum VLAN HasbiBaeTcs Tak B npoTtuBoBec ctatvyeckomy VLANy (HasbiBaemomy
noptom, npunucaHHoim K VLANy). AnHamunyecknii VLAN, nogaepKMBaemblit KOMMYTATOPOM,
BKkAtoyaeT B cebsa VLAN Ha MAC-agpecax, VLAN noaceteit u npotokonbHbit VLAN. MNoapobHoe
onucaHue ganee:

VLAN, 6a3supytowmitca Ha MAC agpecax npeacrasniser coboii TEXHONOMMIo, Koraa Kaxablh XOCT
c onpegeneHHbim MAC agpecom cootsetctByeT onpegeneHHomy VLANy. 3To nossondet
No/ib30BaTE/IO CETU COXPaHUTb cBOe YieHCcTBO B VLANe npu nepemeLLeHnm u3 og4HOro mecra B
apyroe. Kak Mbl BUAMM, INaBHOE NPEUMYLLECTBO 3TOr0 METOZa B TOM, YTO HET HEOOXOAMMOCTH
nepekoHpurypmposaTb VLAN, Korga nosnb3oBaTeslb MEHAET CBOE MEeCTOPacno/ioXeHue, a
MMEHHO MEPEK/IIYAETCA C OAHOr0 KOMMYyTaTopa Ha Apyroi. 31o cneacrsme Toro, 4to VLAN
6a3upyetca Ha MAC agpece nonb3oBaTesia, @ HE Ha NOPTY KOMMyTaTopa.

VLAN, 6asupytowmitca Ha IP noaceTsx npeacraBndetr coboi TexHonoruio, rae metka VLAN
Ha3Ha4yaeTCcA B COOTBETCTBUM C IP agpecom UCTOYHUKA M ero mackon noaceTu. MpemmyLecTso
3TOro MeToga TO JKe, YTO M Yy npeablaywero, nosb3oBaTento He TpebyeTcs M3MeHATb
KOHUIrypaumo Npu M3MeHEHUN MECTOHAXOKAEHUS.

MeTog VLANa Ha 6a3e NpPOTOKO/IOB CETEBOr0 YPOBHS Ha3HayaeT Pas3/IMYHbIM NPOTOKONAM
pa3nuyHble Homepa VLANOB. 310 o4yeHb ya06HO anAa Tex ceTeBbiX aAMUHUCTPATOPOB, KOTOPbIEe
XOTAT ynopafoYMBaTb MNONAb30BaTeNeM MO NPUNOXKEHMAM U cepBucam. bonee Toro,
nosb3oBaTenn MoryT cBobogHO nepemelLaTbcs NO CETWU, 3aPEerncTPMPOBaBLLMCL B HEW OAWH
pa3. lMpenmyuwiectBOM J[aHHOrO0 mMeToda ABAAETCA TO, YTO OH NO3BOAAET MNOJb30BaTENAM
MEHATb CBOE MEeCTOMOo/IoXKeHue 6e3 nameHeHua KoHdpurypauum VLANoB, a 10, yto VLAN®GI
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pa3/INYaOTCA NO TUMY NPOTOKO/I0B — OYEHb BAXKHO /1A CETEBOr0 agMUHUCTPATOpa. K Tomy e,
AaHHbIN meTosn He TpebyeT pobasneHna meTkn édpeinma gna naeHtuoukaumm VLANa, yto
CHUXKaeT obwmin TpaduK B ceTu.

3ameuaHue: MopTbl, KOTOpble HeoH6XoANMMO Npunucatb K guHamuyeckum VLAN gonxkHbl 6biTb
CKOHUIypMpoBaHbl KaKk rmbpuaHble.

16.6.2 KoHdurypuposaHue guHamuyeckux VLAN

1. KoHdurypuposaHue ¢pyHkummn VLANa no MAC agpecam Ha nopTy;

2. Hactpoika VLAN kak MAC VLAN;

3. KoHdurypuposaHue cootseTtcTema mexay MAC agpecamu n VLANamu;

4. KoHpUryprpoBaHMe COOTBETCTBUA Mexay NpoTokonamu n VLANamu;

1. KoHdurypuposaHue pyHkummn VLANa no MAC agpecam Ha nopTy

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHua nopra

switchport mac-vlan enable BkntoueHune/BbikntoyeHne ¢yHKumm VLANa

no switchport mac-vlan enable no MAC agpecam Ha nopty

2. Hactpowka VLAN kak MAC VLAN

KomaHpga OnucaHue

PeXXxum rnobanbHOro KOHGUrypuposaHus

mac-vlan vlan <vian-id> KoHourypauma onpeneneHHoro VLANa Kak
MAC VLAN; KomaHgaa « no mac-vlan»
yaansaet Hactponkn MAC VLANa Ha gaHHOMm
VLANe.

no mac-vian
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3. KoHdurypuposaHue cootseTcTBma mexagy MAC agpecamu n VLANamm

KomaHpga OnucaHue

Pexxum rnobanbHoro KoHpuUrypmposaHus

mac-vlan mac <mac-addrss> vlan <vlan-id> | lobaBneHne/yganeHue COOTBETCTBMMN
priority <priority-id> mexgy MAC agpecamn mn VLANamun, a
MMEHHO - 3anucb/UCKAOYEHNE

no mac-vlan {mac <mac-addrss>|all}
onpeaeneHHoro MAC agpeca Zk]

onpeaeneHHoro VLANa

4. KoHourypupoBaHme COOTBETCTBMA MexXay NpoTokonamu n VLANamm

KomaHpga OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

protocol-vlan etype <etype-id> vlan <vlan-id> [obasneHne/ynaneHune COOTBETCTBUM
no protocol-vlan {etype <etype-id> vlan <vlan- Mexay npotokonamu u  VLANamu, a
id>|all} MMEHHO - BXOXKAEHWEe/UCKNtoYeHne

onpeaeneHHoro NpoTOKONa B/n3

onpeaeneHHoro VLANa.

16.6.3 Tunosoe npumeHeHue guHamuyeckoro VLANa
CueHapuit:

B odpucHoit cetn otgen A npuHagnexunt K VLAN100. HeckonbKo COTpPYAHMKOB OTAENA 4YacTo
BbIHYXKAEHbI NepemeLlatbca BHYTpU oducHOM ceTu. Tak ke Tpebyetca obecneumsatb JOCTyN
Apyrux cotpygHukos otaena K VLAN100. donyctum, 4yTto oauH n3 cotpygHukos — M. MAC
agpec ero kKomnbtoTepa — 00-03-0f-11-22-33, koraa M nepekntoyaetca B VLAN200 wam
VLAN300, nopTt, K KOTOpomy noakntodaetca M, KoHPUrypupyetca Kak rMbpuaHbii u
nogkntoyaetcs K VLAN10O B perknume «b6e3 meTok». B aTom cnydae gaHHble VLAN100 6yayt
nepenasaTbCA Ha NOPT, K KOTOpoMy nogkatodeH M, n obecneumsaTb TpeboBaHMA CBA3HOCTU B
VLAN100.
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SwitchA SwitchB SwitchC

VLAN100
SO

VLAN300

Tunosas Tononorns npuMeHeHns anHammnyeckoro VLANa

O61beKT KoHpuUrypauumu OnucaHue KoOHpUrypaummu

MAC-based VLAN O6uian KoHpUrypauua kommyTtaTtopos A,B,C.

Mpumep KOHPUrypauum:

Switch A, Switch B, Switch C:

switch (Config) #mac-vlan mac 00-03-0£f-11-22-33 vlan 100 priority O
switch (Config) ffexit

switch#

16.6.4 YcTpaHeHMe HeucnpaBHocTe guHamuyeckoro VLANa

Ha KommyTaTopax cO CKOHPUrypupoBaHHbiM AuHamumyeckum VLANoOm, Korga K Hum
NOAKNIOYEHO HECKO/IbKO YCTPOWMCTB (Hanpumep, ABa KomMMbioTepa), ObiBaeT, 4To nepsas
NonbITKa COeAUHEHNA MeXAYy HUMKU He nosyyvaetca. PelweHne B 4aHHOM c/lyvae Takoe — Haao
[aTb BO3MOXKHOCTb 06oMM yCTpolCTBaM YCMELWHO NOoc/AaTb KakuMe-nMbo nakeTbl B CETb
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(Hanpumep ICMP, KomaHAoM ping), 3TO NO3BOAUT KOMMYyTaTOpy 3anomMHuTb Mx MAC agpeca, u
TOrga OHW cMmoryT cBo60AHO CBA3bIBATLCA Yepes AnHamuyeckmin VLAN.

YcTpaHeHune HencnpaBHocTen anHamudeckoro VLANa

MpuoputeTbl auHamuyeckoro VLANa n BxogHoro ¢punbtpa VLANoB gna obpaboTkM naketos
cneaywouwme: npuoputet AnHamudeckoro VLANa Bbille, yem y BXoAALLETO GUIbTPA.

16.7 KoHdurypuposaHue GVRP

16.7.1 O6wana nupopmauua o GVRP
MpoTtokon GARP (Generic Attribute Registration Protocol), ucnonbsyetca ans

OVMHAMWYECKOro pacnpeneneHus, pacnpocTpaHeHMA U pernctTpauum atpubytos MHbopmaumm
MeXAy KOMMYTaTOPaMU-Y4eHAMM B CETU KOMMYTaL UK.

ATpnbytTom moxeT 6biTb MHGopmauma VLAN, rpynnosoit MAC-agpec v Tak ganee. O4yeBngHo,
4yTo NpPoToKoN GARP MOMKET TpaHCNOPTMPOBATb MHOXECTBO aTpMOYTOB Ha KOMMYTATOp, Ha
KOTOpPbIA UX Heobxoaumo nepeaatb (populate). Ha ocHoBe GARP onpegeneHbl pasnnyHble
NpUNoXKeHUa (HasbiBaeMble NPUNOKEHNAMU-06beKTamm GARP),0a4HUM 13 HUX siBnseTca GVRP.

MNpoTtokon GVRP (GARP VLAN Registration Protocol) — 3To npunoxeHue, ucnonbayoliee ans
pabotbl mexaHmam GARP. OHO oTBevaeT 3a obcayKmBaHWe WMHPOPMALUM AUMHAMUYECKON
peructpaumm VLAN n nepegayy pervcTpaumMoHHOM MHPOPMALMKM HA ApyrMe KOMMYTaTopbl.
KommyTatopsbl, nogaep:kusatowme GVRP moryT npuHMmate WMHPOPMALMIO AUMHAMWUYECKOM
pernctpauum VLAN OT ApyrMx KOMMYTaTOpoB W OOHOBAATb JIOKaNAbHyl WHOOPMaLMIO
pernctpaummn VLAN B COOTBETCTBUM C MPUHATON.

KommyTaTop, Ha KOTopom BK/ItoYeH npoTokon GVRP moxKeT nepenasaTb CBOK COOCTBEHHYHO
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nHbopmaumio permctpaummn VLAN Ha apyrme kommyTtaTopsl. NpuHATaa nHopmauma cogepHuT
NIOKaNbHYIO CTAaTUYECKyo MHPOPMALMIO, 334aHHYI0 BPYYHYIO U AUHAMUYECKyo MHbopmaumio,
Noly4eHHYt obyyeHnem oT Apyrnx KoMmyTaTopoB. [oaTomy, 3a cyeT nepesayun MHGopmaumm
pernctpauum VLAN, coctoatenbHas nHpopmauma VLAN morKeT GbiTb pacnpocTpaHeHa Ha Bce
KOMMYTATOpbI C BKAtoYeHHbIM GVRP.

Device C

VLAN 100-1000 VLAN 100-1000

Device G

Device A

Device E

TunuyHasa cxema NnpUMeHeHuA

KommyTtaTtopbl A 1 G He coeguHeHbl mexay cobon Ha cetm BToporo yposHa; B,C,D,E,F
NPOMEXKYTOYHbIE KOMMYTATOpPbl, NOAKAOYeHHble K A mn G. Ha kommytatopax A u G
ckoHpurypmposanm VLAN100-1000 BpydHyto, Torga Kak Ha B,C,D,E,F ux HeTt. Korgpa GVRP
BbIKAOYEH, A 1 G HE MOTYT HU C KEM COEAMHUTBLCA, MOCKONAbKY MPOMEXYTOYHbIE Y3/ibl He
mmerot cooteetcTBytowmx VLANoB. OgHako nocne BkawouveHusa GVRP Ha Bcex y3nax, ero
mexaHu3m nepegaun atpmbyto VLAN No3BOASET NMPOMENKYTOUYHbIM Y3/1aM PErucTpmMpoBaTtb
VLANbI auHammyecku, u VLAN B VLAN100-1000 y3no8 A u G MOryT coeamnHATbLEA C Nobbim
apyrum. Bce VLANbI, AMHAaMWYECKM 3aperncTpMpoBaHHbIe Ha MPOMEXKYTOYHbIX y3nax, byayT
pa3perncTpupoBaHbl, Koraa Ha y3nax A u G BpydHyto yaanatcs VLAN100-1000. Takmum obpasom
oauHakosble VLANbI AByX HecocegHuX y3/10B MOTyT COeAMHATLCA MOCPeACcTBOM MPOTOKO/A
GVRP BMecTo py4HOI KOHOUIypaumm BCEX MPOMENKYTOYHbIX Y3/10B AN MOAYYEHUA MPOCTON
KoHodurypaummn VLANoB.

16.7.2 Hacrpoiika GVRP
1. KoHourypmposaHue Taimepa GARP;
2. BkaoyeHue/BbikaoveHne ¢pyHKunmn GVRP Ha nopTy;

3. BkatoueHne pyHKumMmn GVRP B KOMmMyTaTOopE;
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1. KoHdurypauma Tarimepa GARP
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHus
garp timer join <200-500> KoHourypuposaHme Talimepos

garp timer leave <500-1200>
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

yAep:KaHua, CAMAHMA W BbiXxoda AnA
GARP.

2. BkntoyeHue/BbikatodeHne dpyHKummn GVRP Ha nopTy

KomaHpga

OnucaHue

Pexxnm KOHPUrypupoBaHusa nopra

gvrp BKkntoyeHne/BbiKNOYEHME dYHKUMM
no gvrp GVRP Ha noprty.
3. BkntoueHune ¢pyHKumn GVRP B KommyTaTope
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHusa
gvrp BKkntoueHue/BbIKAOUEHME PYyHKLUUMU
no gvrp GVRP B KoOmmyTaTope.
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16.7.3 MNMpumepbl npumeHeHna GVRP
CueHapwmin 1:

TvnnyHasa Tononorua npumeHenus GVRP

Ona nonyyeHnsa wnHobopmauum pguHamuyeckon peructpaumm VLAN mn ee obHoBneHMA Ha
KOMMYTaTOpax AONXKEH ObiTb CKOHPUTrYpUpoBaH NnpoTtokoa GVRP.

CKoHOUrypmnpoBaHHbI Ha KommyTaTtopax A, B u C npotokon GVRP , no3sonaeT guHammn4ecku
cKoHoUrypumposaTb VLAN 100 Ha KommyTaTope B u asym pabouymm ctaHUUAM, NOAKAKOUYEHHbBIM
K VLAN 100 Ha KommyTtatopax A u C cBA3aTbCcA Mexay cobon 6e3 cTaTMyeckoro
KoHUurypuposaHma VLAN 100 Ha KommyTaTope B.

O6beKT HaCTPOMKH OnucaHue 06bEKTA HaCTPOMUKHU
VLAN100 MopTbl 2-6 Ha KommyTaTopax A u C.
Trunk port MopTbl 11 Ha KommyTaTopax A n C, noptbl 10, 11 Ha kKommyTaTope B.

GVRP B pexume | KommyTtaTtopsl A, B, C.
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rnobanbHoro
KOH$UrypuposaHus

GVRP 8 pexume | MopTbl 11 KommyTtaTtopos A n C, noptbl 10, 11 kommyTaTopa B.
KOHpUrypmupoBaHus
noprtos

MogKkntoumm gse paboumne ctaHuum K noptam VLAN 100 Ha KommyTaTopax A u C, NOAKAHOYUM
nopt 11 Ha KommyTtaTope A K nopty 10 Ha KommyTatope B mn nopT 11 Ha KommyTaTtope B K
nopty 11 Ha KommyTaTope C.

LLlaru KoHdpuUrypaumm onmcaHbl HUXKe:

KommyTtaTop A:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/2-6
Switch (Config-vV1anl00) #exit

Switch (config) #interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

KommyTraTop B:

Switch (config) #gvrp

Switch (config)#interface ethernet 1/10

Switch (Config-If-Ethernetl/10) #switchport mode trunk
Switch (Config-If-Ethernetl/10)# gvrp

Switch (Config-If-Ethernetl/10) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

KommyTraTop C:

Switch (config)# gvrp

Switch (config)#vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/2-6
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Switch (Config-V1anl00) fexit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

16.7.4 YctpaHeHue HeucnpasHocTeit GVRP

Cuetunk GARP, yCTQHOBANEHHbIM Ha TPaHKOBbIX MOPTax Ha OHOMX KOHLAX MarncTpasibHoOWM
NMHUW Jo/XKeH 6biTb OAMHAKOBbIM, B MpoOTMBHOM cnydyae GVRP He cmoxkeT pabotatb
HopMa/sibHO. PekomeHayeTcs usberaTb ogHOBpeMeHHOMN paboTbl NnpoTokonoB GVRP 1 RSTP Ha
y3ne. Ecamn TpebyeTca BKAOUMTL NPOoTOKoA GVRP, He06X04MMO CHa4Yana BbIKAOUYUTL QYHKUMIO
RSTP Ha nopTax.
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17HACTPOMKA TAB/IULIbl MAC ALLPECOB

17.1 O6wwme cBepgeHus o Tabanue MAC agpecos

Tabanuya MAC-agpecos — 310 Tabaunua cootseTcTBuin MAC-agpecoB yCTPOWCTB Ha3HAYeHUA
noptam kommyTatopa. MAC agpeca AenAatca Ha cTaTMYeckue n AuHamudeckme. Ctatuyeckume
MAC agpeca Bpy4YHYH CKOHPUIypMpOBaHbI MNO/Ib30BATENEM, UMEIOT HAaUBbICLIMI NPUOPUTET U
OENCTBYIOT MOCTOAHHO (OHM He MOryT 6biTb 3amMelleHbl AuHamuyeckum MAC agpecamu).
OuHammnueckme agpeca 3aNOMUHAOTCA KOMMYTAaTOPOM NMpU nepesayde NaketToB AaHHbLIX, U OHU
OENCTBYIOT oOrpaHuyeHHoe Bpems. Korga KommyTaTop nony4vaet ¢pevim  [aHHbIX  AnA
nepecbiikM, OH coxpaHaeT MAC agpec UCTOYHMKA ¢perima M COOTBETCTBYHOLWMIA emMy NOpT
HasHauyeHusa. Korma Tabnmua MAC appecoB onpawuBaetca Ha npeametr MAC apgpeca
NPMEMHWUKA, TMPU  HAXOXKLEHWW HYXKHOrO agpeca, MaKeT JaHHbIX OTMNpaBAAeTcA Ha
COOTBETCTBYIOWMA NOPT, B MPOTUBHOM C/ly4ae KOMMYTATOpP NepecblslaeT MNaKeT Ha CBOM
LWMPOKOBELWATENbHbIN AomeH. Ecan guHamuyecknin MAC agpec He BCTpeyaeTcs B NakeTax AnA
nepecbIIkKM ANUTEeNbHOE BpemA, 3anncb O Hem yaandetca u3 Tabaumubl MAC appecos
KOMMyTaTOpa.

Ons Tabnnubl MAC agpecoB onpegeneHbl ABe onepauum:
1. NonyyeHne MAC agpeca;

2. OTtnpaBKa unu dpuUnbTpauma NakeTa AaHHbIX B COOTBETCTBMM ¢ Tabauueit MAC agpecos.

17.1.1 NMonyyeHue Tabnunubl MAC apgpecoB

Tabnmua MAC agpecoB MOXKET ObITb MOCTPOEHA CTaTUYECKM UAN ANHAMUYECKU. CTaTUUYECKMM
KOHOUIypMpoOBaHMEM HacTpamBaeTcAa cooTeBeTcTBMe mexay MAC agpecamm u noptamu.
OnHammnyeckoe obyyeHMe — 3TO MPOLECC, KOrAa KOMMyTaTop M3y4vaeT cBsa3n mexay MAC
agpecamu M nopTamum U perynapHo obHosnseT Tabamuy MAC agpecoB. B 3Ton cekumn mbl
OCTAaHOBMMCA Ha NpoLecce AMHAMUYECKOro noctpoeHma Tabanubl MAC agpecos.
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MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

OnHamuyeckoe noctpoeHune Tabnuubl MAC agpecos

Tononorna Ha puUCyHKe Bblwe: 4 KoMNblOTEPA NOAKAKOYEHbI K KommyTaTopy, rge PC1l u PC2
npuHagnexat oAHoMy GU3MYECKOMY CErmMeHTY(AOMeHY Konnmsui), ¢Gpuanyeckmin cermeHT
nogkntoueH K nopty 1/5 kommytatopa, PC3 u PC4 npuHaanexaT K gpyromy ¢usmyeckomy
CermeHTy, NoAKAYEHHOMY K nopTy 1/12 KommyTaTtopa.

HayanbHaa Tabamnua MAC aapecoB He COAEPKUT HUKAKUX 3HaYeHni. Bosbmem gna npumepa
npouecc cesasm mexay PC1 u PC3. Mpouecc obyyeHna MAC agpecam cneayowmii:

1.

Korna PC1 nocbinaet coobuweHne K PC3, MAC agpec ncroyHmka 00-01-11-11-11-11 w
nopt 1/5 n3 aToro coobuieHns 3aHocaTcs B Tabamuy MAC agpecoB KommyTaTopa.

B TO ke Bpems KOMMYTAaTOpPy HaZO0 NOHATb, KaK A0CTaBUTb cooblueHne Ha agpec 00-01-
33-33-33-33. Tak KaK Tabaumua coaepXuT 3anncb ToNbKo ans agpeca 00-01-11-11-11-11
n nopta 1/5, a gna agpeca 00-01-33-33-33-33 HMKaAKMUX 3anucel HeT, KOMMyTaTop
paccbinaeT AaHHoe coobuieHne Ha Bce CBOM MOPTbl (Mpegnonaraem, YTO BCE MOPTbI
npuHagnexxaT no ymonyanumio VLAN1).

PC3 n PC4 nonyyatoT coobuieHne, nocnaHHoe PC1, Ho PC4 He oTBeYyaeT Ha 3TO
coobleHne, Tak KaKk agpec npuemHmka 00-01-33-33-33-33, 1 oTBeyaTb Ha Hero byaer
TonbKo PC3. Korga nopt 1/12 nonyuyaet coobuieHne, otnpasneHHoe PC3, B Tabauuy
MAC appecoB pobasnsetca 3anuce o MAC agpece 00-01-33-33-33-33
cooTBeTcTBYlOWEM emy nopte 1/12.

Tenepb Tabnmua MAC agpecoB umeet aBe AnHamuyeckue 3anmncu: MAC agpec 00-01-
11-11-11-11 - nopt 1/5 1 00-01-33-33-33-33 — nopT 1/12.

MNocne obmeHa naketamu mexay PCl m PC3, kommyTtatop 6o0nblue He nosnyyaer

naketos, oTnpaBnaeHHbix PC1 wu PC3. W 3anucn B Tabaumue MAC agpecos,
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COOTBETCTBYIOLWME 3TUM ycTponcTBam yaanstotcsa vyepes 300 mam 2*300 cekyHpg (T.e.
npocToe MAM [BOWHOe BpemMA Ku3Hu). 300 cekyHA 34eCb 3TO BPEMA KWU3HWU MO
ymonyaHuio ana 3anucert B Tabnmue MAC agpecoB. Bpems M3HM MOXKeT ObiTb

M3MEHEHO Ha KOMMYTaTOpeE.

17.1.2 NepecbinKa unm punbTpaymua Kagpos

KommyTaTop nocbinaer uam oTepuabTpoBbIBaET NPUHUMAEMbIE NaKeTbl AaHHbIX B COOTBETCTBUM
c Tabamuert MAC agpecoB. PaccmaTpmBasa ana NpuUMepa PUCYHOK Bbille, Npeanonaraem, 4To
KommyTaTop m3yunn agpeca PC1 u PC3, n nonb3oBaTenb BPY4YHYH HAacTPOWA COOTBETCTBUE
noptos ansa PC2 n PC4. Tabanua MAC agpecos KommyTaTopa byaeT cneaytoLen:

MAC agpec Homep nopta Kem pobaBneHa 3anucb
00-01-11-11-11-11 1/5 OnHamuyeckoe obyyeHne
00-01-22-22-22-22 1/5 CraTnuyeckan KoHoUrypaums
00-01-33-33-33-33 1/12 OvHamunyeckoe obyyeHue
00-01-44-44-44-44 1/12 CraTnuyeckan KoHoUrypaums

1. OTnpaBKa NaKeToB B COOTBETCTBUM € Tabamuen MAC aapecos

Ecam PC1 nocbinaet naket K PC3, KomMmyTaTop OTNpaBAseT AaHHble, NoayYyeHHble ¢ nopTta 1/5
Ha nopt 1/12

2. dunbTpaunsa AaHHbIX B COOTBETCTBUM € Tabanueir MAC agpecos

Ecnm PC1 nocbinaet coobuweHne PC2, KommyTtaTop, nposepus Tabanuy MAC agpecos, Haxoaut
PC2 n PC1l B ogHOM ¢$pU3NYECKOM cermeHTe U OoTPUNbTPOBbLIBAET 3TO coobllieHune (To ecTb
cbpacbiBaeT 370 coobleHme).

KommyTaTopom MOryT nepecbinatbca Tpu Tuna Gppeimos:

. LLnpoKoBellaTenbHbie Gpermbl;
. MHoronosb3oBaTe/ibCkne Gppenmsl;
. OaHononb3oBaTeIbCKUE Gpenmbl;

Janee onuncbiBaeTcA, Kak KOMMYyTaTOpP pa60TaeT CO BCEMU TPEMA TUMNAMU NAKETOB!

1. LlwnpoKoBewartenbHbliit ¢peiim: KommyTaTtop MOXKET onpenenatb KOAnMs3mm B
AOMeEHe, HO TO/IbKO He OnA WupoKoBewaTebHbiXx gomeHoB. Ecam VLANbI He

YCTaHOB/IEHbl, BCE YCTPOMCTBA, MOAK/IIOYEHHbIE K KOMMYTATOPY CYMUTAOTCA

. QTECH | www.qgtech.ru

MWP OOCTYMNHEE



[ERTIRTIIT T Y
nteersss:

PykoBoACTBO Mo/sib3oBatens
17. Hactpolika Tabanubl MAC agpecos 167

Haxo4ALWMMMCA B OOHOM LUMPOKOBeLWaTenbHOM AomeHe. Korga KommyTaTop
nosly4yaeT LWMPOKOBELWATENbHbIN dpeim, OH nepecbliaeT ero BO BCe MOpPThI.
Echm VLANbI ckoHourypuposaHbl, Tabamua MAC agpecoB agantupyetca B
COOTBETCTBMU C AONOAHUTENBbHOW MHPopmaumen o VLANax. B atom cnyyae
KOMMYTaTOp OTnpaBaseT ¢perMm TONbKO Ha NOPTbl, HAXO4AWMECA B TOM Xe
VLANe.

2. MHorononb3oBaTenbCkMn  ¢ppeim: EcaM  MHOrononb30oBaTENbCKUIA  AOMEH
HEeM3BECTEH, KOMMyTaTop paccblnaet ¢pem B Tom e VLANe, Ho ecam
BKAtoYeHa ©OyHKumA IGMP snooping uAn cKoHoUrypmpoBaHa cTaTU4YecKan
MHOrOMno/1Ib30BaTeNbCKaA rpynna, KommyTaTtop byaeT nocblnaTb 3TOT dpelim B
NopTbl MHOIONO/1Ib30BaTe/IbCKOM rPynnbl.

3. OpgHononb3oBaTtenbckmun pperim: ecnn VLANbI He CKOHPUIYPUPOBaAHbI, TO, ECAN
MAC agpec npuemHuKa ectb B Tabaumue MAC aapecoB KoOMMyTaTopa,
KOMMYTaTOp HanpAmylo nepecblsiaeT NakeT B COOTBETCTBYOWMIM nopT. Ecam xe
agpec npuemMHMKa B Tabnvue He  HaWaeH, KOMMyTaTop  Aenaet
LMpPOKOBeELLLaTe/IbHYIO paccbinKky 3TOoro dpenma. Ecnun VLAN®bI
CKOHOUIypMpPOBaHbI, KOMMYTATOP PaACCblNaeT OAHOMNONb30BATENbCKUN dpenm
TonbKo BHyTpuM opgHoro VLANa. Echm MAC agpec HapgeH B Tabauue, Ho
npuHagnexmnt apyromy VLANy, KommyTaTtop pAenaeT WUPOKoBeLWATeNbHYHO

paccbliky ¢peirima B Tom VLANe, K KOTOpOMY NPUHAONEXUT Ppeiim.
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17.2 KoHdurypuposaHue Tabauubl MAC agpecos

1. KoHourypmposaHue BpemeHun xunsHm MAC agpecos;

2. KoHpUrypmpoBaHue cTaTuydeckon GpuabTpauum am nepecbiiku;

3. OumncTKa gMHamunyeckon Tabanubl MAC agpecos;

1. KoHdurypuposaHue spemenun xm3Hm MAC agpecos

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus

mac-address-table aging-time <0/aging-time>

no mac-address-table aging-time

KoHdurypuposaHue sBpemeHun xus3Hn MAC
agpecos

2. KoHpUrypmpoBaHue cTaTMyYecKko GpunbTpaumm Uam nepecbinkm

KomaHpga

OnucaHue

O6wmnit pexxum

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination|both]

no mac-address-table {static | static-multicast |
blackhole | dynamic} [address <mac-addr>]
[vlan <vlan-id>] [interface [ethernet |
portchannel] <interface-name>]

KoHdurypupoBaHme CTaTUYECKUX 3anucew
ana MAC afpecos, CTAaTUYECKUX
MHOrOMN0/1b30BaTE/IbCKUX 3aMnUCEN, 3anuncei
dnNbTPaALMN NAKEeTOB.
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3. OumncTKa gnHamuyeckoim Tabanubl MAC agpecoB
KomaHpga OnucaHue
Pexxum agmunHucTpaTopa
clear mac-address-table dynamic [address | OuucTka pguHamuuyeckon Tabamubl MAC
<mac-addr>] [vlan <vlan-id>] [interface | agpecos

[ethernet | portchannel] <interface-name>]

4. Hactpoiika obyyeHna MAC agpecoB yepes yrnpaBaeHne npoLeccopom

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

mac-address-learning cpu-control

no mac-address-learning cpu-control

BkntoueHne/oTknoueHne obyyeHna MAC-
agpecos yepes ynpasneHue CPU

showCollisionMacTable MoKasbiBaeT Tabauuy Konnamsmn MAC-
aapecos
PeXXum agmuHucTpartopa
clearCollisionMacTable Ounctutb Tabnuuy MAC-agpecos
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHms
mac-address-table avoid-collision | BkntoueHue/oTKkN04YeHUE dYHKUMM

no mac-address-table avoid-collision

Tabanupbl KONU3NK

BblAaHHbIX ffp

MAC-agpecos,
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17.3 Mpumepbl TMNUYHOI KOHPUTrypaLumn

1/0/11
Port 12

1/0/5

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
MAC 00-01-22-22-22-22 MAC 00-01-44-44-44-44

TunnyHeIN Npumep koHurypauun Tabnuubsl MAC agpecos
CueHapuii:

YeTblpe KOMMbIOTEPA, KaK MOKa3aHO Ha PUCYHKe, NOoAKAloYeHbl K noptam 1/5, 1/7,1/9, 1/11
KommyTaTtopa. Bce 4 komnbiloTepa npuHagnexkat no ymondaHuto VLAN1. B cooTtBeTcTBumu ¢
TpeboBaHMAMM K CETU, BKIOYEHO 0byyeHne AnHammyeckum agpecam. PC1l copepKuT BaxKHble
OAHHbIE, N HeJOCTYNeH ONA APYIrMX KOMMbIOTEPOB U3 Apyrux ¢dmsmnveckux cermeHtos; PC2 u
PC3 cTtaTMyecKkn npunucaHbl K noptam 7 n 9, COOTBETCTBEHHO.

ITanbl KOHOUIypaLMKM NOKa3aHbl HUXKeE:

1. YcrtaHoBka MAC agpeca 00-01-11-11-11-11 PC1 Kak ¢punbTpyemoro.
Switch(config)#mac-address-table static 00-01-11-11-11-11 discard vlan 1.

2. YcraHOBKa cTaTuyeckol ceasum ans PC2 n PC3 c noptamn 7 1 9 COOTBETCTBEHHO.

Switch (config) #mac-address-table static address 00-01-22-22-22-22 wvlan 1
interface ethernet 1/7

Switch (config) #mac-address-table static address 00-01-33-33-33-33 wvlan 1
interface ethernet 1/9

17.4 YcrpaHeHue HeucnpaBHocTel ¢ Tabanueir MAC agpecos

Ecnv npu ncnonbsoBaHMm KomaHabl show mac-address-table, 66110 BbIICHEHO, YTO Ha NOPTY
npousowen cboi oyyeHna MAC agpecam yCTPOWMCTB, MOAKAIOYEHHbIX K HEMY. BO3MOMKHble
NPUYMHbI:
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. MoaKNtoUYeHHbIN Kabenb NnoBpexaeH;
. Ha nopty BkatoyeH Spanning Tree B ctaTyce «discarding» nan nopT TOAbKO 4YTO

noaknoumaca u Spanning Tree NoKa B CTaTyce BbluMCNeHUA aepeBa. [JoxKauTecs,
NMOKa BblYMCIEHMNE CTPYKTYPbI 3aKOHYUTCA M NopT 0byuntca MAC agpecy;

. Echmu  npobnembl, oOnucaHHble Bbile, He OOHapy)KeHbl, NpoBepbTe MNOPT
KOMMYTaTOpa U CBAMXKUTECH C TEX.NOAAEPKKON ANs pelleHma npobaembl.

17.5 [ononHutenpHblie pyHKUMM Tabauubl MAC agpecoB
17.5.1 Npueaska MAC aapecos

17.5.5.1 O6uwue ceedeHusn o npusaske MAC adpecos

BONbLIMHCTBO KOMMYTATOPOB NOAAEPHKMBAIOT pPexXmnm obydeHns MAC agpecam. Kaxkapiit nopt
MOXET ANHAMUYECKM 3aMOMHUTL Heckosibko MAC agpecos, TakMm o06pa3om BO3MOXKHA
nepegaya NOTOKOB AaHHbIX mexay m3secTHbimM MAC agpecamu BHYTpM nopTta. Ecam cpok
*un3Hm MAC agpeca wcTeK, NakeT, HanpaBAeHHbIM HA 3TOT agpec, byper pasocnaH
LWMpPOKOBEeLLaTENbHO.

Apyrumn cnosamn, MAC-agpec, KoTopomy ob6yumnca nopt, byaeT MCnonb3oBaTbCA AONA
nepefayM MakeToB K 3TOMYy nopTy. EcaM coeguHeHWe NepeKknoyeHo Ha Apyrov noprT,
KOMMYTaTOp CHOBa BbINOAHUT 0byyeHne MAC-agpecy v byaer nepefasBaTb AaHHble HOBOMY
nopry.

OpHaKo, B HEKOTOpPbIX CAy4asax MOSUTMKA YNPaBAEHUA UAU CEKPETHOCTU MOMKeT TpeboBaTb,
ytobbl MAC azpeca 6biIM NPUKPENEHbl K NOPTaM, U TONbKO MOTOKM C npmBasaHHbix MAC
agpecoB b6yayT NPonNycKaTbCcs K nepecbiike Ha nNopT. To ecTb, nocne npmeaskn MAC agpeca K
NOpTY, B 3TOT NOPT MOTYT NepeaBaTbCA TONbKO AaHHble, NpefHa3HavYeHHble ana gaHHoro MAC
agpeca. NoToKM AaHHbIX, NpeaHa3HavyeHHble ana apyrux MAC agpecoB, HE NPUBA3AHHbIX K
OaHHOMY NOpTy, He ByAyT NponycKaTbCA Yepes NopT.

17.5.5.2 Hacmpolika npueasku MAC adpecos

1. BkatoueHne PpyHKUMM npmBaskn MAC aapecoB Ha NopTy;

2. Mpueaska MAC agpeca K nopTy;

3. KoHdurypauua napameTtpos GyHKUMM NpmeasaHHbix MAC agpecos;
4. KoHdurypauma nosyLlKku ana ysegomneHnin o MAC agpecax;
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1. BkntoueHune oyHKUmnmM npmsaskn MAC agpecos Ha nopTy

KomaHpa

OnucaHue

PeXXxum KoHPUrypupoBaHus nopra

switchport port-security

no switchport port-security

BkntoueHne ¢yHkumm npuesaskm MAC agpeca
Ha nopTy u d¢uKkcauma nopta. Koraa nopt
3aduKkcmpoBaH, o¢yHKumMAa obyyeHna MAC
agpecam  BblkAyeHa: KomaHga « no
switchport port-security» BbIKNtOYaeT
¢yHKUMo npueaskm MAC agpeca Ha nopTy U
BOCCTaHaBaMBaeT ¢yHKUMIO obydyeHua MAC
agpecam Ha nopTty

2. dukcaumna MAC agpeca Ha nopTy

KomaHpa OnucaHue
Pexxum KOHPUrypupoBaHua nopra
switchport port-security lock BkatouaeT ¢yYHKUMIO Talimepa PUKcauuu
no switchport port-security lock nopta; KomaHaa « no switchport port-security
aging»  BOCCTAHaB/NMBaeT  3HAYeHWe Mo
YMONYAHMIO.

switchport port-security convert

MpeobpasoBaHMe AMHAMMUYECKOTO 0b6y4YeHun
MAC-agpecam Ha nopTe B CTaTUYecKoe

switchport port-security timeout <value>
no switchport port-security timeout

BkAtoyeHne/oTkNtoueHNE YHKLMM BPEMEHMU
6/10KMPOBKKN NopTa

switchport port-security mac-address <mac-
address>

no switchport port-security mac-address
<mac-address>

JobaBnsaer cratMyeckme 6esonacHblie MAC
agpeca; KomaHpaa « no switchport port-
security mac-address» yaanaeTt cTraTMyeckue
6e3onacHble MAC agpeca.

Pexxum agmuHuUcTparopa

clear port-security dynamic [address <mac-
addr> | interface <interface-id>]

Ounwaer auHamuyeckne MAC
Bbly4YeHHbIe Ha YKa3aHHOM MNOPTY.

agpeca,
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3. KoHdurypauma napametpos npmeaskn MAC agpecos
KomaHpga OnucaHue
Pexxum KoHPUrypuposaHua nopra

switchport port-security maximum <value> YcTaHasimBaet MaKCMManbHOE yncno
no switchport port-security maximum besonachbix  MAC ?ApECOB Ha nopTy;
Qs KOM;?:IHp,a « no switchport port-security

maximum» BOCCTaHAB/IMBAET 3HAYeHWe no

YMOJ14aHULO.

switchport port-security violation {protect |
shutdown} [recovery <30-3600>]

no switchport port-security violation

YCTaHOBKa peXmma HapylweHMa Ha nopTy;

KOmaHaa « no switchport port-security
violation» BoccTaHaBAMBaeT 3HayeHMe Mo
YMOJTHAHUIO.

4. KoHpUrypmpoBaHue NOBYLWKN ana ysegomneHmin o MAC-agpecax

KomaHpga

OnucaHue

FnobanbHbl pexxum

KOHUrypupoBsaHua

mac-address-table synchronizing enable

no mac-address-table synchronizing enable

BkntoyeHne/oTkNoYeHNE PYHKLUMM KOHTPONA
ona MAC-agpecoB, cuctema coobuiaer 06
3TOM CObObITUMK

mac-address-table periodic-monitor-time <5-

YcTaHaBAmBaeTca WMHTepBan KoHTpona MAC-

86400> agpecoB, cyumTalowmini  gobaBneHne wm
vaaneHne MAC-agpecos BoBpems
mac-address-table trap enable BKNtoyeHUe/oTKNOUEHNE  NOBYWKM  ANS

no mac-address-table trap enable

yBegomneHna o MAC agpecax
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17.5.5.3 YcmpaHeHue npobaem npueasku MAC adpecos

BkntoyeHne npusaskn MAC agpecoB Ha NOPTYy MOXKET ObiTb HeyAauyHbIM MO HECKOJIbKMM
npuynHam. HuxKe NpUBOAMTCA HECKONIbKO BO3MOMKHbBIX MPUYMH U UX YCTPAHEHME:

. Ecnu npuenasaHHbiit MAC agpec HeaocTyneH Ha nopTy, ybeguTech, YTO NOPT He BXOAMUT
B 06beauHeHMe NOPTOB M He CKOHOUIYpPUPOBaH Kak TpaHKoBbIW. MpuBasaHHbIi MAC agpec
YHUKaNeH B KOHKpPeTHOM KoHodurypaumu. Ecam Bbl xoTute npmeasatb MAC agpec, GyHKLMM,
YNOMAHYTbIE BbillEe, AO/IKHbI ObITb BbIK/IHOYEHDI.

. Ecnn 6e3onacHbiM agpec yCTaHOB/IEH KaK CTAaTUYECKUIM afpec U yaaneH, Toraa aToT
6e3onacHbI agpec He MOXKeT bbiTb MCNOb30BaH, XOTA OH M byaeT cywecTBoBaTb. Mcxoga m3
3TOro, pekomeHayeTcs n3beratb HasHaYeHUs CTAaTUYECKUX apPeCcoB ANA NOPTOB, AN KOTOPbIX
BK/toueHa npmeaska MAC agpecos.

17.6 KoHdurypauusa ysegomnenmnin o MAC-agpecax

17.6.1 BeepeHue B ysegomneHua o MAC-agpecax

dyHruna MAC yBegomneHns 3aBUCUT OT yBegomneHnun. [lobasnas nnm ygansaa MAC-agpeca, a
MMEHHO, Korga 06aBnATCcA AN yaANAKTCA YCTPONCTBA, aAMUHUCTpaTop ByaeT yBegomneH
0 CMeHe PYHKLUMM NIOBYLLKK sSnmp

17.6.2 KoHdurypauua ysegomneHunii o MAC-agpecax

HacTtpoika rnobanbHo snmp MAC yBegomneHusn

HacTtpoika rnobansHoro MAC yBegomneHus

HacTpoika nHtepsana gna otnpaskmu MAC ysegomaeHuii

HacTtpoika pasmepa Tabaumupl uctopum

HacTpoika Tvna nosywku MAC yBegoMaeHU, NogaepKMBaembix NOPTOM

oA wWN e

MpocmoTp KoHUrypauum n gaHHbix MAC yBegomieHUM
7. OuuncTKa cTaTUCTMKKM noBywkn MAC yBegomneHum

1. Hactpoliika rnobanbHoro snmp MAC yBegomneHusa

KomaHpga OnucaHue

Fno6anbHblii pexkum KOHGUrypupoBaHUA

snmp-server enable traps mac-notification BkntoyaeT/BbikAtoYaeT rnobanbHo snmp MAC

no snmp-server enable traps mac-notification | YBEAOM/IEHUA
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2. Hactpowka rnobanbHoro MAC yBegomneHusa
KomaHpga OnucaHue
Fno6anbHblii peXkum KoHPUrypuposaHusa
mac-address-table notification BkstoyaeTt/BbikntoyaeT rnobasnbHoO MAC
no mac-address-table notification yBeAOMNERUA
3. HacTtpoika uHtepsana gna otnpaskm MAC ysegomaeHui
KomaHpga OnucaHue

Fno6anbHblii pexkum KOHUrypupoBaHUA

mac-address-table notification interval <O-
86400>

no mac-address-table notification interval

Hactpoika wHTepBana ansa otnpaBkn MAC
yBEeAOM/IEHUI, KOMaHZA NO BOCCTaHAaBANBAET
HACTPOMKM MO YMONYAHUIO

4. Hactpoiika pasmepa Tabanubl uctopmm

KomaHpga

OnucaHue

Fno6anbHbli peXkum KoHPUrypuposaHusa

mac-address-table notification history-size
<0-500>
no mac-address-table notification history-size

Hactpoitka pa3mepa Tabauubl wmcTopum,
KOMaHAa NO BOCCTAaHAB/AMBAET HACTPOMKKM NO
YMOJIHaHUIO

5. Hactpoitka Tnna nosywkmn MAC yBegOMAEHUIA, NOAAEPHKUBAEMbIX NOPTOM

KomaHpga

OnucaHue

PexXxum KoHPUrypuposaHua nopra

mac-notification {added | both | removed}

no mac-notification

Hactpoika nam ctupaHue Tmna nosywku MAC
yBeAOMNEHUIN, NOAAEPKNBAEMbIX MOPTOM
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6. MpocmoTp KoHPUrypaumm n gaHHbix MAC yBegomneHmi

KomaHpa

OnucaHue

Pexxum agMmuHucTpatopa

show mac-notification summary

MpocmoTp KoHoUrypaumm u aaHHbix MAC
yBEAOMNEHUMN

7. OumncTKa cTaTUCTMKKM nosywkn MAC yBegomneHum

KomaHpga

OnucaHue

Pexxum apmuHucTparopa

clear mac-notification statistics

OuncTka CTAaTUCTUKMU NIOBYLUKMK MAC
yBEAOMANEHUMN

17.6.3 NMpumep MAC yBegomneHusa

IP-agpec ctaHumu cetesoro ynpasneHus (NMS) 1.1.1.5, IP-agpec areHTa 1.1.1.9. NMS noayuut
Trap coobuieHune ot areHTa.(MpumedaHme: NMS MoXKeT yCTaHOBUTb NPOBEPKY NOAJNMHHOCTU B

CTPOKY XapaKTep NOBYLLKM )

Mpoueaypa KOHPUrypaumm:

Switch (config) #snmp-server enable
Switch (config) #snmp-server enable
Switch (config) # mac-address-table
Switch (config) # mac-address-table
Switch (config) # mac-address-table

traps mac-notification
notification
notification interval 5

notification history-size 100

Switch (Config-If-Ethernetl/4)# mac-notification both

17.6.4 YctpaHeHue HeucnpasHoctet MAC yBegomneHuii

Y6eauTecb, YTO cooblUleHNE NIOBYLIKM OTNPAaBASETCA YCNewHo KOMaHAoW show v oTnaaxoi

KOMaHZAbl Snmp.
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18 HACTPOMKA MPOTOKO/IA MSTP

18.106wme cesepaeHnsa o MSTP

MSTP (Multiple STP) — HoBasa peanusauma NPOTOKOJA Sspanning-tree, OCHOBaHHaA Ha
npotokonax STP m RSTP. OH paboTaeT Ha ntobbix KOMMyTaTOpax NOKaAbHbiXx ceTer. OH
BbluMC/AET obuiee n BHyTpeHHee cBasylouwee aepeso (CIST - common and internal spanning
tree) ana Bcen ceTn, KOTOPOE COAEPIKUT YCTPONCTBA, NnogaepKmsatowme MSTP, STP 1 RSTP. OH
TaK K€ BbIYMCNSET HE3aBUCMMblE 3K3eMMNAPbl MHOMXKeCTBA CBA3ywlWMX AepeBbeB (MSTI -
multiple spanning-tree instances) ana Kaxgoih o6bnactu MST (MSTP domain). B MSTP
ncnosb3yeTca aganTupoBaHHaa Bepcus npotokona RSTP, obecneuymBarowero ObicTpyto
CXOAUMOCTb NPU NOCTPOEHUW CBA3YIOLLEro AepeBa, NPy 3TOM OAHOMY U TOMY Xe 3K3emnaapy
CBA3YIOLLEro AepeBa MOXKeT bbITb conocTtaBieHo MHoxecTBo ceTet VLAN. MSTP obecneunsaet
pa3nMyHble MaplWpyTbl 414 Nepefayn AaHHbIX M no3sonseT banaHcmposaTb TpaduK. bonee
TOro, Tak Kak MHoxecTBeHHble VLANbI UCNONb3YIOT OANH M TOT e 3K3eMNAAp CBA3yloLWero
aepesa, MSTP moeT yMeHbLlaTb KOAMYECTBO MNOCTPOEHHbIX AepeBbeB, YTO MO3BOAAET
YMEHbLIMTb HArPy3Ky Ha NPOLLECCOP M YMEHbBLUNTb CNYXKEeOHY NOI0CY Ha KaHanax.

18.1.1 PernoH MSTP

Tak Kak ogHOMY 3K3eMnApy CBA3YIOWEro AepeBa MOXKeT OblTb COMOCTaBAEHO MHOMXECTBO
VLAN, komuTeT, paspabatbiBatownii ctaHgapT |IEEE 802.1s npeanoxun pas3sBuTb KOHLUENLUIO
MST. MST wucnonb3yetca Ana nNpuBsA3KM KOHKpeTHOM VLAN K KOHKPETHOMYy 3K3emnaspy
CBA3YlOLLEro Aepesa.

PervoH MSTP coctout K13 OAHOIO WAW HECKOJIbKUX KOMMYTATOPOB C OAMHAKOBbLIM
naeHTnpumkatopom MSID(MST Configuration Identification) u nokanbHoi ceTn (KOHKpeTHbIN
KOMMyTaTop B pernoHe MSTP aBnsetca Ha3HavyeHHbIM(designated) KommyTaTopom NOKaIbHOM
CeTM, Ha KOMMYTaTOpaX, 3aKPeneHHbIX 3a IOKaNbHOM CeTbto, NPoToKoN STP He paboTaeT). Bce
KOoMMyTaTopbl B ogHOM MSTP pernoHe umetot ogmH MSID.

MSID coaepuT Tpu aTpmnbyTa:

J KoHdurypaunoHHoe nmsa: Coctout ns undp m byks;
o Homep Bepcuu;
o KpaTkoe onucaHue KoHourypmposaHua: Cetn VLAN, cOOTBETCTBYHOLLME 3K3EeMNAAPAM

CBA3YIOLLEro AepeBa;

KommyTaTopbl ¢ O4MHAKOBbIMU BbILLEONUCAHHbIMK aTPUbyTamMM cUMTAOTCA HaxoAAWMMUCA B
ogHom pernoHe MST.

Koraa MSTP Bbiumcaser CIST B NOKanbHOW CceTM € KOMMyTaTopamu, pernoH MST
paccmaTpuBaeTca Kak O4MH KOMMYTaTop. PaccMoTpUM PUCYHOK HUKe:
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Root A Root A

Mpumep CIST n pernoHa MST
Ha cxeme, ecnm B 0o4HOM KOMMyTaTope ucnoabsyerca STP, a B gpyrom

RSTP, To mopT mexay KommyTtatopom M M KomMMyTaTopom B ponkeH 6biTb 6/10KMPOBAH.
OpHako, ecnv B KommyTtatopax o6aacTu, BblAeNEHHOW MNYHKTUMpOM, ucnonbdyetca MSTP u
CKOHOUIypMpOBaH OAMH U TOT e pernoH MST, To npoTokon MSTP 6yaeT cuntaTb 3TOT PErnoH
KOMMyTaToOpom. [o3ToMy GJ0KMPOBAH OA4MH MNOPT MEXKAY KOMMYTaTOpOM B M KOpHEeBbIM
Yy3/10M; KpOome Toro, 610KMpPOBaH 0ANH NOPT KOMMyTaTopa D.

18.1.1.1 Onepayuu eHympu 00H020 U Mmo20 xce pe2uoHa MSTP

3k3emnnap ceasyowero aepesa(IST) cBA3biBaeT Bce KommyTtaTtopbl MSTP pervoHa. Korga IST
cowenca, KopHeson ysen IST crtaHOBMTCA ynpaBasatowWMM y3nom IST — B Hem HaxoauTtca
KOMMYTaTOp C HaumeHblwKUM ID MmocTa U MeTpMKoM MaplipyTa K KopHeBomy y3ny CST. Ecam B
CeTM MMeeTCA TONbKO OAMH PEervoH, ynpasnawwmin ysen IST ogHOBpemMeHHO ABAAETCA U
KOpHeBbim y31om CST. Ecnm KopHeBoi y3en CST HaxoguTcAa BHE PErvoHa, ynpasasalowmm
y3nom IST asnaetca ogmH n3 kKommytatopoB MSTP Ha rpaHuue pernoHa.

Mpn nHKMunanmnsaumm kommyTtatopa MSTP oH nocbinaet nakeTtbl BPDU, B KoTopbix 06baBAseT
ceba KopHeBbim y310Mm CST 1 ynpasastowmm ysnom IST, npu 3TOM METPUKM MapLlpyTa K 3TUM
y31am paBHbl HY/0. Kpome Toro, KOMmMyTaTop MHULMAAN3NpPYeT BCe CBOMU aK3emnaapbl MST un
obbaABnAeT ceba KopHeBbIM y310M. ECiv KOMMyTaTOp NPUHUMAET MHGOPMALMIO OT KOPHEBOTO
y3na MST BepxHero ypoBHs(C MeHbwMM ID KoMMyTaTopa, MeHbLUE METPUKOW MapLlpyTa U T.
[.), COXpaHeHHYO ANA NOPTa, OH nNepectaeT 06vABNATL ceba ynpasasaowmm ysnom IST.

B pervoHe MST ynpasaatowmin y3en IST aBnaetca egMHCTBEHHbIM 3K3EeMMNASPOM CBA3YHOLLErO
AepeBa, KOTopbIN NPMHUMAET M nocbinaeT nakeTbl BPDU. Tak Kak naketol MST BPDU cogepkat
nHpopmaumo 060 Bcex aK3emnaspax, YNCNO TaKMX MAKETOB, KOTopoe TpebyeTca obpaboTaTthb
KOMMYTaTOpy A/1A NOALEPXKKU MHOXKECTBA IK3EeMMNIAPOB CBA3YOLWEro Aepesa, 3HaYUTENbHO
yMeHbLUaeTcs.

Bce sk3emniapel MST ogHOro 1 Toro e pPerMoHa COBMeCTHO UCNOJIb3YHOT OOHU U TE Ke
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TaliMepbl MPOTOKONA, OAHAKO Kaxabli ak3emnnap MST nmeeT cBoM COBCTBEHHbIe NapameTpbl
TONoNOrMKN, Hanpumep ID KOPHEBOrO KOMMYTATOPA, METPUKY MapLLPYTa K KOPHEBOMY Y31y U T.

a.
18.1.1.2 Onepayuu mexdy pecuoHamu MST

Ecnun BHYTpM ceTu cyliecTByeT HECKONbKO PETMOHOB UM B HEW YXKe CYLLLeCTBYIOT KOMMYTaTopbI
802.1D, MSTP co3gaeT un obcnyxusaet gepeso CST, KoTopoe BKAOYaeT Bce permoHbl MST u
BCE CyllecTByllMe KommyTtatopbl ¢ STP B cetn. [nAa npeobpasoBaHua B gepeso CST
ak3emnaapbl MST KombuHMpytoTea ¢ IST Ha rpaHuLe pernmoHa.

Jk3emnaap MSTI aBnAeTca CTUHHBIM TONBLKO BHYTPU pernoHa MST. dk3emnnap MSTI HMKoraa
He COBepLUAET HUKAKMX AeNCTBMI C ak3emnaapamum MSTI apyrmux permoHos MST. KommyTaTopbl
B8 permoHe MST npuHumatoT naketol MST BPDU apyrux permoHoB 4yepes rpaHU4YHble NopThbl.
OHM MoryT To/IbKo 06pabaTtbiBaTb MHPOPMaUUIO, oTHocAwytocs K aepesy CIST n otbpacbiBatoT
nHoopmaymto MSTI.
18.1.2 Poau noprtos

Kommytatop MSTP npucsansaeT nopTtam poau, KOTOpble OHU AO/XHbl UrpaTb B MNPOTOKONE
MSTP. Ponu noptos gepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port

Kaxabih  nopt MSTI uvmeeTr ewe oaHy posb, Oosee BbiCWEro nopagka, 4Yem
BbllenepeyncneHHole ponn: Master Port.

Ponu noptos B gepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takne
*Ke, YTo 1 npu npoTtokoae RSTP.
18.1.3 banaHcupoBKa Harpysku 8 MSTP

B pernoHe MSTP cetn VLAN moryT 6biTb NPMBA3aHbI K PA3IMYHbIM 3K3EMNAAPAM, YTO MOXKET
dopMmmnpoBaTb passinyHble TONONOTUKU. Kaxabl SK3eMNAAp He3aBUCMM Apyr OT Apyra U 3TO
Nno3BONAET UM MMeTb COBCTBEHHble aTPpMOYTbl, TaKMe KaK MPUOPUTET YCTPOMCTBA U METPUKY
nopra.

CnepoBatenbHO, cetn VLAN pasivyHbIX SK3eMNIAPOB MMEKOT CBOM COOBCTBEHHbIE MApLUPYThI.
Ona Tpadumka cetenn VLAN Takum obpasom nogaeprkmsaetca 6anaHCMpPOBKa Harpy3Ku.

18.2 KoHpurypuposaHue MSTP

. BkntoyeHune npotokona MSTP mn ycTaHOBKa paboyero peknuma;

. HacTtporka napameTpoB 3K3emMnnApoB CBA3YHOLLErO AepeBa;

. Hactpoliika napameTtpos pernoHos MSTP;

. Hactpolika BpemeHHbIx napameTtpos MSTP;

. HacTtpoliika pyHKumMm 6bicTpont murpauymm MSTP;

. Hactpolika popmaTta nakeToB Ha nopTy;

N o o BN R

. Hactpolika aTpnbyToB cBA3ylowero Aepesa Ha NopTy;
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8. Hactpoitka aTpmbyToB snooping-Kkatoya ayTeHTUdMKauum;

9. Hactpoika pexuma FLUSH gna nsmeHenuin Tonosoruu;

1. BKntoyeHue npotokona MSTP 1 yctaHOBKa paboyero pexuma

KomaHpa

OnucaHue

PexXum rnob6anbHOro KOHGUrypUPOBaHUA U PEXKUM KOHPUTYpUPOBaAHUA NOPTa

spanning-tree

no spanning-tree

BkntoueHune/sbikntoueHmne MSTP

PexXxum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree mode {mstp|stp|rstp}

no spanning-tree mode

YctaHoBKa pabouero pexmma MSTP.

Pexxnm KOHPUrypupoBaHusa nopra

spanning-tree mcheck

MpUHYAUTENBHO YCTaHABAMBAET ANA NopTa

pexum paboTbl No npotokony MSTP

2. HacTpoiika napameTpoB 3K3eMN/IAPOB CBA3YHOLLENO AepeBa;

KomaHpa

OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree mst <instance-id> priority
<bridge-priority>

no spanning-tree mst <instance-id> priority

Mo3BonseT 3agaTb MNPUMOPUTET KOMMYyTaTopa
ANA  YKa3aHHOIo 3K3emnaspa CBA3YOLWEro
Aepesa.

spanning-tree priority <bridge-priority>

no spanning-tree priority

Mo3BONSET HAaCTPOUTb NPUOPUTET CBA3YIOLLENO
fiepeBa Ha KOMMyTaTope.

PeXXum KoHPUryprMpoBaHUA nopra
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spanning-tree mst <instance-id> cost <cost>

no spanning-tree mst <instance-id> cost

[Nna yKasaHHOro 3K3eMnasApa CBA3YHLLEro
flepeBa No3Bo/iAeT YCTaHOBUTb METPUKY

MapLpyTa K nopry.

spanning-tree mst <instance-id> port-priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

Mo3BonseT 3a4aTb NPUOPUTET NOpPTa ANA

YKa3aHHOr0 3K3eMnN/iApa CBA3YIOLLEro Aepesa.

spanning-tree mst <instance-id> rootguard
no  spanning-tree mst  <instance-id>
rootguard

[ns yKa3aHHOro sK3emniapa CBA3YHLWEro
AepeBa N03BOAET 3a4aTb 3aLUMLLEHHbIN
KopHeBoW y3en. MopTbl, A5 KOTOPbIX
YCTaHOB/I€HA 3alM1Ta, HE MOTYT ObITb
npeobpa3oBaHbl B KOpPHEBble MOPTbl APYrux
TMMOB.

spanning-tree rootguard

no spanning-tree rootguard

Ana TEKYLLEro NopTa 3a4d€eT pexxmnm

3aLUMLLEHHOTO
aKsemnaspe

KOpHEBOTO nopTa B

ceasytowero aepesal. CKOHPUIypMPOBaAHHbLIN
3aLLUMLLEHHbIY NOPT HE MOXKET ObITb

npeobpa3oBaH B KOPHEBOA
TMMOB.

nopT Apyrux

spanning-tree [mst <instance-id>] loopguard

no spanning-tree
loopguard

[mst <instance-id>]

BkntoueHne GYyHKUMKM OTCNEXKMBAHMA NETAN B
KOHKpeTHOM 4YacTHOm gepese. KomaHga NO
OTK/IlOYaeT AaHHY0 PYHKUMUIO.
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KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree mst configuration

no spanning-tree mst configuration

Bxod, B permm KOHOUrypupoBaHUA pervoHa
MSTP. KomaHaa NO Bo3BpalLaeT 3Ha4YeHue no
YMOJTHAHUIO.

Pexxum KoHPUrypuposaHusa permoHa MISTP

show

Moka3sbiBaeT MHboOpMaLMIO O
paboueit cucreme.

TEKyLLEen

instance <instance-id> vlan <vlan-list>

no instance <instance-id> [vlan <vlan-list> ]

Mo3BonAeT co34aTb 3K3EeMNAAP CBA3YHOLLEro
AepeBa W YCTaHOBUTb COOTBETCTBUE MeENXKAY
VLAN # 3TMM 3K3emnaAapom

name <name>

no name

Mo3Bonaet 3agatb MmA permoHa MSTP

revision-level </eve/> Mossonser 3a4aTb HOMep pesunsunmn

no revision-level KOHPUrypupoBaHma permoHaMSTP

abort Bbixog ©3  pexuma  KOHOUIypupoBaHUA
permoHa MSTP w1 BO3BpaT B pexum
rnob6anbHoOro KOHPUIypupoBaHua 6es
COXpaHeHUA KoHburypaummn permoHa MSTP.

exit Mo3BONAET COXPaHUTb CAenaHHble HaCTPOMKM
pernoHa MSTP, BbINTU U3 peXKMMa HACTPOMKM
pervoHoB MSTP u BepHyTbcA B r/106anbHbIN
peXnMm KOHOUTYypMpoBaHUS.

no OTmeHa OJHOM KOMaHAbl WAM  YCTAHOBKA

nepsoHa4a/ZIbHOro sHa4eHuA

4. HacTpolika BpemMeHHbIx napameTpos MSTP

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




PykoBogzcTBO nonb3osaTens
18. Hactpoliika npoTtokona MSTP

183

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree forward-time <time>

no spanning-tree forward-time

Mo3BonseT 334aTb BpemMs 3aePKKN nepeaaym
Ha KOMMyTaTope

spanning-tree hello-time <time>

no spanning-tree hello-time

YcTtaHoBKka BpemeHu Hello pgna

coobuweHuin BPDU.

NOCbINIKKN

spanning-tree maxage <time>

no spanning-tree maxage

YCTaHOBKM BpeMEeHM Kn3HU coobuieHnit BPDU

spanning-tree max-hop <hop-count>

no spanning-tree max-hop

YCcTaHOBKa MaKCMManbHOro 4mMcaa Xonos AnA
coobuweHunit BPDU B pernoHe MSTP.

5. Hactpoika ¢pyHKuMM bbicTpoit murpaunm MSTP

KomaHpga

OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

spanning-tree link-type p2p {auto|force-
true|force-false}

no spanning-tree link-type

YcTaHOBKa TMNa IMHUN nopTa

spanning-tree portfast [bpdufilter|
bpduguard] [recovery <30-3600>]

no spanning-tree portfast

Mo3sonAeT 3agaTb MNOPT, KaK TPaHUYHbIN.
Onumua Bpdufilter cayxut ans orbpacbiBaHuA
NPUHATLIX coobuieHuin BPDU. Onuus

bpduguard npu npueme coobuieHma BPDU
3aKpblBaeT NopT. MapameTp no BbIKAOYaAET

PEXMM MNOrPaHMYHOrO MOpPTa,
npeobpasoBaHMe B NOPT,
HaXoAMTCA Ha rpaHuLe

npoucxoaut
KOTOpbI  He
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6. Hactponka popmaTa naketos Ha nopTy
KomaHpga OnucaHue
Pexxum KOHPUrypuposaHua nopra
spanning-tree format standard MNo3sonAeTr  HacTpouTb  dopmaT  MaKeTa
spanning-tree format privacy csAsytowero paepesa nopta. [lpu Bblibope
spanning-tree format auto onumn  standard  naker  cooTBeTcTBYET

no spanning-tree format

cTaHgaptam |EEE, npwn onuuuprivacy naket
coemectum ¢ CISCO, auto o03HavaeT, u4TO
dopmat onpegenseTca No NPUHATOMY NaKeTy

7. HacTpoiika aTpmbyToB CBA3YIOLLErO AepeBa Ha NoOpTy

KomaHpga

OnucaHue

PexXum KoHpury

pupoBaHuA nopTa

spanning-tree cost

no spanning-tree cost

Mo3BonseT 3a4aTb METPMKY MapLUPYTa K NOPTY

spanning-tree port-priority

no spanning-tree port-priority

Mo3BonseT 3a4aTb NPUOPUTET NOPTA

spanning-tree rootguard

no spanning-tree rootguard

Mo3BONSET YCTaHOBUTb NOPT, KaK He KOPHEBOM

Pexxum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree transmit-hold-count <tx-hold-
count-value>

no spanning-tree transmit-hold-count

YcTaHoOBKa MaKCMMa/IbHOTO 3HayeHuA
CYETUMKA 334 EPKKM Nepesaym Ha nopTy

spanning-tree cost-format {dotld | dot1t}

YcTaHaBAMBaeT ¢opmaT MEeTPUKM maplupyTta
dotld wnm dotlt
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8. Hactpoitka aTpmbyToB snooping-Kkatoya ayTeHTUdMKauum

KomaHpga

OnucaHue

PeXXum KoHpury

pupoBaHuA nopTa

spanning-tree digest-snooping

no spanning-tree digest-snooping

MNo3sonAeT nNOPTY WCNONb30BaTb  CTPOKY
ayTeHTUPMKaLUM napTHEPCKOro nopTa.
KomaHga NO BOCCTaHaB/MBaeT
NCNO/Ib30BaHWE CreHEPUPOBAHHOM CTPOKM.

9. Hactpoika pexxkuma FLUSH gna nsmeHenuin Tonosiorum

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

spanning-tree tcflush {enable| disable| Enable: cBsa3syoulee aepeBo cTpouTca cpasy

protect} NPy U3MEHEHMM TOMONOTUM;

no spanning-tree tcflush Disable: cBasylowee nepeBo He CTPOUTCA NpU
N3MEHEHWUN TOMONOMNN;
Protect: cBasylowee aepeBo CTpoOUTCA pas B
[ECATb CEKYHA,;
KomaHga no BOCCTaHaB/AMBAET 3HayeHWe Mo
YMONYAHUIO — MW3MEHEHWE NPU U3MEHEHUM
TOMONOTUN.

Pexxum KOHPUrypupoBaHusa nopra

spanning-tree tcflush {enable| disable| Mo3BonseTt HacTpouTb pexkum flush ana nopra.

protect}

no spanning-tree tcflush

KomaHga no BoccTaHaBAMBAET UCMO/Nb30BaHUeE
06X HAaCTPOEK peXkMMa Ha YCTPOMCTBE.
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18.3NMpumep npumeHeHna MISTP

Switch 2

Switch 1

[TRRvTTIYI
r2nesarerana

Switch 4

TUNWUYHbIN cueHapuit npumeHeHns MSTP

186

Switch 3

CoeaguHeHNA MeXAy KOMMYTaTOpamM MOKasaHbl Ha PUCYHKe Bbiwe. Bce KommyTaTopbl
paboTatoT B MSTP pexume no ymondaHuio. Ux npruopuTteTbl MOCTOB, NPUOPUTETHI NOPTOB U
CTOMMOCTb MApLUPYTOB A5 MOPTOB CTOAT MO YMONYaHUIO(paBHbl). MapameTpbl NO YMOAYAHMUIO

ANA KOMMYTAaTOPOB NOKAa3aHa HUXe:

Uma mocTa Switchl Switch2 Switch3 Switch4
Bridge MAC 00-00-01 00-00-02 00-00-03 00-00-04
Address
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128
Port 3 128 128
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Port 4 128 128
Port 5 128 128
Port 6 128 128
Port 7 128 128

Route | Portl 200000 200000 200000

Cost
Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymon4yaHuio npotokon MSTP co3gaeT TONOAOIMIO AepeBa C KOpHEM Ha KommyTaTtope 1.

MopTbl, 0603HaYeHHbIE» X» UMelT cocTosHue discarding (6/10KMPOBaHbI), Ha OCTa/ibHbIX
nopTax

nepeaava paspelueHa.
Tanbl HACTPOMKM:
LWar 1. HacTpolika npuBsasku noptos K VLAN:
¢ Co3aaTtb VLAN 20, 30, 40, 50 Ha Switch2, Switch3 u Switch4;
e Hactpoutb nopTbl 1-7 Kak TpaHKoBble Ha Switch2, Switch3 u Switch4;
War 2. YcraHoBuTb Switch2, Switch3 n Switch4 Kak npuHagnerkawmx ogHomy aepesy MSTP:

e YcTaHoBUTL Ha Switch2, Switch3 u Switch4 oaHO 1 To e mA pernoHa, coBnagarollee ¢
nmeHem gepesa mstp;

* Mpwueasatb VLAN 20 u VLAN 30 Ha Switch2, Switch3 u Switch4 K 3ak3emnnsapy

cBA3ylolLero aepesa 3;
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* Mpunucate VLAN 40 u VLAN 50 Ha Switch2, Switch3 n Switch4 Kk 3ak3emnnapy
cBA3sylouLero gepesa 4;
LWar 3. HactpouTb Switch3 Kak KopHeBOI KOMMYTaTOpP A1 3K3eMMAspa CBA3YIOLWLEro AepeBa 3.
Hactpontb Switch4 Kak KopHEBOI KOMMYTATOP 414 3K3eMNasApa CBA3YIOLWEro gepesa 4:

e HacTpontb NpUOPUTET KOMMYyTaTopa A/A 3K3emnadApa CcBA3yllwero gepesa 3 Ha
Switch3 kak 0;

e HacTpontb NpUOPUTET KOMMYyTaTopa A/a 3K3emnadApa cBaAsywuwero gepesa 4 Ha
Switch4 kak 0.

[leTanbHan KoHOUrypauma npuBeseHa HUXKe:

Switch2:

Switch2 (config) #vlan 20

Switch2 (Config-V1an20) #exit

Switch2 (config) #vlan 30

Switch2 (Config-V1an30) #exit

Switch2 (config) #vlan 40

Switch2 (Config-V1an40) #exit

Switch2 (config) #vlan 50

Switch2 (Config-Vlan50) ffexit

Switch2 (config) #spanning-tree mst configuration
Switch2 (Config-Mstp-Region) #name mstp

Switch2 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch2 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch2 (Config-Mstp-Region) #exit

Switch2 (config)#interface e1/0/1-7

Switch2 (Config-Port-Range) #switchport mode trunk
Switch2 (Config-Port-Range) #fexit

Switch2 (config) #spanning-tree

Switch3:

Switch3 (config) #vlan 20
Switch3 (Config-V1an20) #exit
Switch3 (config) #vlan 30
Switch3 (Config-Vl1an30) ffexit
Switch3 (config) #vlan 40
Switch3 (Config-V1an40) #exit
Switch3 (config) #vlan 50
Switch3 (Config-Vlan50) ffexit

Switch3 (config) #spanning-tree mst configuration

. QTECH | www.qtech.ru

MUP [OOCTYNHEE



bbb

PykoBogzcTBO nonb3osaTens
18. Hactpoliika npoTtokona MSTP

Switch3 (Config-Mstp-Region) #name mstp

Switch3 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch3 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch3 (Config-Mstp-Region) fexit

Switch3 (config) #interface el1/0/1-7

Switch3 (Config-Port-Range) #switchport mode trunk
Switch3 (Config-Port-Range) #fexit

Switch3 (config) #spanning-tree

Switch3 (config) #spanning-tree mst 3 priority O

Switch4:

Switch4 (config) #vlan 20

Switch4 (Config-Vl1an20) #exit

Switch4 (config) #vlan 30

Switch4 (Config-Vl1an30) ffexit

Switch4 (config) #vlan 40

Switch4 (Config-V1and0) #fexit

Switch4 (config) #vlan 50

Switch4 (Config-Vlan50) ffexit

Switch4 (config) #spanning-tree mst configuration
Switch4 (Config-Mstp-Region) #name mstp

Switch4 (Config-Mstp-Region) #instance 3 vlan 20;30
Switch4 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch4d (Config-Mstp-Region) #fexit

Switch4 (config) #interface e1/0/1-7

Switch4 (Config-Port-Range) #switchport mode trunk
Switch4 (Config-Port-Range) #exit

Switch4 (config) #spanning-tree

Switch4 (config) #spanning-tree mst 4 priority O

189

Mocne HacTpoiKKM, onucaHHOM Bblwe, Switchl 6yaeT KOpHEBbIM KOMMYTaTOPOM 3K3emMnaapa
ceasytouwero aepesa 0 Bceit cetn. B pernoHe MSTP, K KoTopomy oTHocATca Switch2, Switch3 n
Switch4, Switch 2 sBnseTcs KOPHEBLIM KOMMYTAaTOPOM PErnoHa A1 3K3eMnaapa CBA3YHOLWEro
aepesa 0, Switch3 asnaeTcA KOpHEBBIM KOMMYTAaTOPOM PErMOHA AR IK3EeMNAAPaA CBA3YIOLLEro
aepesa 3 K Switch4 aBnAeTcA KOPHEBbIM KOMMYTAaTOPOM pPErnMoHa AAa 3K3emMnaspa
ceasyowero aepesa 4. Tpapuk VLAN 20 u 30 nepepaerca yepes TOMOJIOTUIO 3K3emnaapa
ceasyowero aepesa 3. Tpapuk VLAN 40 u 50 nepepaerca yepes TOMOJIOTUIO 3K3emnaapa
ceasytouwero aepesa 4. Tpaduk c octanbHbix VLAN nepegaetca yepes TOMNOOMMIO 3K3emnaapa
ceasytouwero gaepesa 0. MopTt 1 Ha Switch2 sBnseTca ynpasasatowWmMm NOPTOM ANA IK3EMMIAPOB

CBA3YOWMUX AepeBbeB 3 U 4.
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MpoTokon MSTP nyTem BbIMMCNEHUIN reHepupyeT 3 TOMONOrMU: 3K3EMMNAAPOB CBA3YHOLWMX
nepesbes 0, 3 1 4. MopTbl, 0603HaYeHHbIE» X» UMeEIT cocTosHMe discarding (6a0KMpoBaHbI).
Ha ocTanbHbIX NopTax Nepeaaya paspeLleHa.

Switch 1

Switch 4

Tononormna sksemnaapa ceasywowero aepesa 0 nocne sblumcaeHma MSTP

Switch 2 Switch 3

Switch 4

Tononoruna aksemnaapa ceasylowero gepesa 3 nocne sblymcieHma MSTP
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Switch 2 Switch 3

Switch 4

Tononormna sksemnaapa ceasylowero aepesa 4 nocne sblymciaeHma MSTP

18.4YcTpaHeHue HencnpaBsHocten MSTP

Onsa Toro, utobbl npotokon MSTP Ha nopTe cmor paboTatb, MSTP gonxeH 6biTb BK/IOYEH B
pexnme rnobanbHOro KOHPUrypMpoBaHUA.

Tak Kak napameTpbl MSTP B3aMmocBA3aHbl, OHW LOO/XHbI COOTBETCTBOBATb C/eAyLWMM
TpeboBaHMAM:

e 2x(Bridge_Forward_Delay - 1.0 cekyHga) >= Bridge_Max_Age;

e Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1.0 cekyHza);
B npotMBHOM cnyyae npotokon MSTP moKeT paboTaTb HENPaBUABLHO.
Echm nonb3osatenn mameHunn napametrpbl MSTP, OHM AONXKHbI YAOCTOBEPUTLCA B TOM, YTO
M3MeHeHbl U TononorMn. Hactpoikn rnobanbHOro pexnma KOHGUrypMpoBaHUA BbINONHAIOTCA

Aana KOMMYTaTopoOB. OcTanbHble HaCTpOl‘;IKM BbINONTHAKOTCA A4 OTAE/IbHbIX 3K3emnaAapos
cBA3yOLWero gepesa.
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19 HACTPOMKA QOS

19.106wme ceeaeHun o QoS

QoS (Quality of Service — KauecTBO cepBuca) - Habop BO3MOXKHOCTEN KOTOPbIE MO3BONAIOT
co34aBaTb pasgefieHHble NOoJoCbl ANs MNepefaBaeMblX MO CETU AaHHbIX, TEM CaMbIM
obecrneumBas NydlWwmnii cepBmC AA BbIbpaHHOro ceteBoro TpadumKa. QoS - rapaHTUA KayecTsa
nocnefoBaTe/ibHOM M NpeacKkasyemon nepefadn AaHHblx ans obecnedeHus TpebOBaHUM
nporpamm. QOS He co3gaeT AOMOJHUTENbHOW NONOCHI Nepeaadun, Ho obecneumsaeTt bonee
3ppeKTMBHOE ynpaB/ieHUe MNOA0CON B COOTBETCTBMM C TPeboBaHUAMU MPUNOKEHUN WU
NOZIMTUKOM YyNpaB/eHMA CeTbHo.

19.1.1 TepmuHbl QOS

QoS: KauectBo cepBuca, obecrneyeHMe TrapaHTMPOBAHHOIO KayecTBa cepBuca A/A
nocnefoBaTelbHOM UM NpeacKkasyemor nepegayvvm AaHHbIX WM BbINOAHEHMA TpeboBaHM
nporpamm.

DomeH QoS: domeH QoS noaaepusaeTt yctpoiictBa ¢ QoS ana popmupoBaHUs ceTeBoM
TOMO/IOrMK, KoTopasa obecneynT KayecTBO cepBuca. Takas TOMONOrMA HasbiBaeTCs AOMEHOM
QosS.

CoS: Knacc cepsuca - KnaccudpuKkaumoHHana nHbopmauus, nepedaBaemas ¢perimamm 802.1Q
Ha BTOPOM ypOBHe. 3aHMMaEeT Tpu 6uTa nons Tag B 3aronoBke ¢ppelima U Ha3bIBAETCS YPOBHEM
Nno/sb30BaTe/IbCKOro npuopuTeTa B AnanasoHe ot 0 ao 7.

Layer 2 802.1Q/P Frame

Preamble Star'F fr_ame DA | SA | Tag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

MpuopuTeTbl Knacca cepsuca

ToS: Tun cepsuca. OgHobaliToBOE Nose, nepesaBaemoe B 3aronosKe naketa IPv4 Ha TpeTbem
ypoBHe pana obbaBneHua Tuna cepsuca IP naketa. 3HayeHmem nona ToS moxkeT 6biTb
npuoputeT IP (IP Precedence) nau 3HayeHme DSCP.

Layer 3 IPv4 Packet

Version ToS

length (1 byte) Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

L IP precedence or DSCP

Mpnoputet ToS
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IP Precedence: MpuoputeT IP. KnaccndmkaumoHHasa nibopmauma nepesatroasnca B 3aro/ioBke
nakeTa TPETbEro YPOBHSA, 3aHMMaloWas 3 6MTa 1 MoryuLaa NnpUHMMaTb 3HadyeHusa ot 0 go 7.

DSCP (Differentiated Services Code Point): Koabl  pasgeneHHbIX  CEepPBUCOB,
KnaccudmKaumoHHaa nHopmauma, nepeaatollasca B 3arososBke IP nakeTa TpeTbero yposHs,
3aHUMaeT 6 6UT, meeT 3HaveHne oT 0 go 63 1 0bpaTHO coBmecTMa c npuopuTeTom IP.

MPLS TC(EXP) :

Mone MPLS o3HayaeT Knacc obcnymBaHus, umeet 3 6uta ana gmuanasoHa ot 0 ao 7.

rDA SA | VID | 0x8847 Label (20-bits) — EXP |S L

Internal Priority: BHyTpeHHWII npuopuTeET, yCTaHaBAMBAEMbIA MPOLLECCOPOM KOMMyTaTopa.
Bo3MOMKHbIN AMana3oH 3HAYeHMN 3aBUCMT OT Tuna npoueccopa. CoKpaweHHo - Int-Prio uaun
IntP.

Drop Precedence: MMpuoputet cbpoca. Mpu obpaboTke nakeToB nepsbiMmM cbpacbiBakoTCA
naketbl c 6onbluMm npuoputeTtom cbpoca. Mmeer 3HauyeHme 0 uam 1. CokpalieHHO
obo3Havaetca Drop-Prec nnun DP.

Classification: ocHoBHOe Ha3HauyeHWe MexaHuama QoS, KnaccuduumpyeT nepegaBaemble
naKeTbl B COOTBETCTBUWN C KNACCUPUKALMOHHON MHPOPMaUMEN, CoAepIKalLeica B NakeTax U
cnuckamm KoHTpona goctyna(ACL).

Policing: aeiictBue mexaHnama QoS Ha Bxoge, KOTOpOe YyCTaHAaBAMBAET NOAUTUKU TpaduKa U
ynpaBaseT KNaccupuuMpoBaHHbIMM NaKeTaMM.

Remark: geiictene mexaHnama QoS Ha BXoZe, BbINOJHAOLLEE NPOMYCK, OCTAaHOBKY MAK cbpoc
naKkeTa B COOTBETCTBUW C NOJIUTUKAMM TpaduKa.

Scheduling: gelictBne mexaHmama QoS Ha Bbixoge. [lo6aBnseT NakeTbl B COOTBETCTBYHOLLME
ncxoadAllmMe oyepean OCHOBbLIBAACb Ha BHYTPEHHEM npuoputeTe. M NPUHUMAET pelleHue o
nocbisike nam cbpoce NakeToB B COOTBETCBMM C NPUOPUTETOM COpOCa, a/ITOPUTMOM NOCLINKK U
Ba*KHOCTbIO COOTBETCTBYHOLLEN OYepean B UCXOAALLEM NOTOKE.

In-Profile: Tpadduk B pamKkax noantnkm QoS(nonoca nponyckaHUs UK AOMNOJIHUTE/IbHOMN
nonocown) HasbiBaeTca In-Profile.

Out-of-Profile: Tpadduk B pamkax nonmtmku QoS(nonockbl NPOnycKaHMA UAnN AONOJAHUTENIbHOM
nonocbl) Ha3biBaeTcsa Out-of-Profile.

19.1.2 Peanunsauusa QoS

[Ona BbINONHEHWS Ha KOMMYyTaTope nporpammHoro QoS Heob6xoANMMO PAcCMOTPETb OCHOBHYHO
6asosyto mogenb. QOS He co3gaeT HOBOWM MOIOCbI B KaHane, HO MOMKET MaKCMMA/NbHO
NoACTPaMBaTh KOHGUIypaLUMIo TEKYLUMX KaHa/ibHbIX pecypcoB. MNonHaa peanmsauma QoS apaet
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BO3MOMHOCTb MOJIHOCTbIO YMNPaBAATb ceTeBbiM TpaduKom. HUKe, KaK MOXKHO TO4YHEe,
onucblBaeTca cam npuHumn QoS.

Cneumdukauma nepesaum gaHHbIX B IP NoKpbIBaeT TONLKO agpecaLmio U CepBMCbl UCTOYHUKA U
NpMemMHWKa U, KOHEeYHO, KOPpPEeKUMIo nepegayn MakeToB C NOMOLLbIO MPOTOKONOB 4 ypOBHA
moaenu OSl u Bblwe, Taknx Kak TCP. OaHaKo, B 60bLIMHCTBE CnyYyaeB NpoTokon IP ncnonbsyet
MaKCMMaNbHO BO3MOXHYK MPOMNYCKHYD CMOCOBHOCTb BMECTO MeXaHM3Ma NOAAEPKKU W
3aLWMTbl NONOCHI MAKETHOW nNepeaayun. 3T0 NPUMEHUMO ANA TaKUX CepPBUCOB Kak noyta u FTP,
HO MPW yBENMYEHUM Nepefayn MynbTUMELUMUHbLIX KOMMEPYECKUX AaHHbIX M 3NEKTPOHHbIX
6U13HeC-CepBNCOB, METOZ MAKCMMAJ/IbHOM 3arpy3kM He MOXKeT y[0BneTBOpuUTb TpeboBaHMA
HeoHX04MMOWM NONOChI U HU3KUX 3aEPIKEK.

basunpyacb Ha pasnuyHbix metogax, QoS onpegenaeT NpUoOpUTET ANA KAXAOro BXoAlwero
naketa. KnaccudumkaunmoHHaa MHPOPMAUMA COLEpPKUTCA B 3aronoBkax IP naketos TpeTbero
YPOBHA M B 3arosioBkax ¢perimos 802.1Q BTOporo ypoBHs. QoS obecneymBaeT OANHAKOBbIN
CepBUC ANA MaAKeTOB OAWHAKOBOrO npuoputeTa, B TO BPemMA Kak A/Aa MaKeToB C
pasanyatowmmucs npuopuTeTamu npeanaratotca pasnnyatowmecs onepauuu.
MapuwpyTmM3atop uam KommyTatop, noaaeprkusatowme cepsuc QoS, moryt obecneumsatb
pa3/IYHYIO NOIOCY Nepeaaym B COOTBETCTBUM C KNaccudUKaumen nakeTos, NOMeYaTb NaKkeTbl B
COOTBETCTBMM C CKOHPUIYpUMPOBaAHHbIMM MOAUTMKAMK, a TakKe cbHpacbiBaTb HeKoTopble
HMU3KONpPUOPUTETHbIE MAKeTbl B Cy4ae neperpyskn Nonocsl nepesayn.

KoHourypauma QoS ssnsetca rnbkoi, 6onee nNpocTtor WMAM CNOXKHOWM B 3aBUCMMOCTM OT
TOMONOTMKN CETU U YCTPOWCTB M rNybMHbI aHaNM3a Bxogalero/vcxoaaiero Tpadumka.

19.1.3 basoBasa mogenb QoS

basoBas moaenb QoS coctouT u3s 4 yactein: Knaccmdpukaumsa, NMpumeHeHrne nonntuk, Nometka
n MMnaHupoBaHue, rae  KnaccuduKauma, NPUMEHEHUEe MOMIUTUK U MOMETKU  —
nocnepoBaTebHble AENCTBUA HA BXoAe, a paboTa ¢ ouepeaaMmn 1 NNaHUPOBaAHME — AENCTBUA
QoS Ha Bbixoae.

Ingress Egress
- - |
Generate
Internal
Priority Color
Classification > Policing > Remark > Scheduling

Sort the packet traffic Decide whether the traffic Degrade, discard the different Place packets into priority
according to the classification color is single bucket dual color packets, and remark queues according to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields priority and service according
info to internal priority value color according to policing to the queue weight and the
and drop precedence value policy drop precedence

basoBas mogenb QoS
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Knaccudukauma: knaccuouumpyetr TpaduK B COOTBETCTBMM € KAacCMUKALMOHHOM
nHpopmaLmein NakeToB U reHepupyeT 3HAYeHUe BHYTPEHHEro MPMoOpPuTeTa, OCHOBAHHOE Ha
KNaccMOUKAUMOHHOM  MHPpMaumMn. [na  pasivMyHbIX  TUMOB  NAKeTOB  KnaccuduKaums
obecneynBaeTca pas3nnMyHbiMm ob6pasom. Cxema HUKe NOKa3biBaeT 3TO.

Set the packet COS as
the default ingress
COS(*4)

N
COS-to-Int-Prio
COS-to-Drop-Prec
conversation according

—¢ to the COS value (*5)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

A
EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

A

Set the packet COS field
equals Int-Prio

v
Enter the
policing flow

Mpouecc kKnaccnudmrKaumm
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3ameyaHue 1: 3HayeHune CoS paccynTbiBaETCA UCXo4A U3 CBOMCTB MAaKeTa M HUKAK He CBA3AHO
CO 3Ha4YeHnem BHYTpPeHHEro NpnopunTeTa, Noay4eHHbIM 1A NOTOKa.

3ameyaHue 2: Ecan ogHOBpeMeEHHO CKOHUrypmnpoBaHbl nposepka DSCP n CoS, To npuoputet
DSCP BakHee COS.

"pMMEHeHMe NOIMTUK U NOMETKA: Ka)'l-(ﬂ,blﬁ NakeT B KI'IaCCMd)MLI,MpOBaHHOM BxoaAaulem
Tpad)vme nony4yaetr 3Ha4YeHune BHYTPEHHENoO NPUOPUTETA U MOXKET nJaJsiee noaBepratbCA
,D,EVICTBM}O NOZIMTUK N NOMeYaTbCA.

MpUMeHeHWe NOAUTUK MOKET ObiTb BbINOJIHEHO Ha MOTOKE JaHHbIX AnA obecneyeHus
Pa3NMYHOM NONOCHI MPONYCKAHUA ANA Pa3NIMYHbIX KnaccoB Tpaduka. HasHaueHHasa nponyckHan
No/IMTUKA MOXKeT ObiTb «OAHa Kop3uHa-aBa uBeTa» (single bucket dual color) nan «ae
Kop3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npuceamBatoTca pa3nnyHbie LBETA U B
COOTBETCTBMM C HUMM OH MOKET cHpacbiBaTbCA MAM NPOMNycKaTbCA. K NponyLweHHbIM NakeTam
NPUMEHAETCA LEeNCTBME MNOMETKM, KOrAa NaKeTy Ha3HayaeTca HoBbIW, 6osee HU3KWUIA
BHYTPEHHUI NPUOPUTET ANA 3aMEHbl CYLLECTBOBABLUEro paHee 60n1ee BbICOKOTO BHYTPEHHErO
npuoputeta. Mona COS wn DSCP 6yaytr moamduuMpoBaHbl B COOTBETCTBMM C HOBbIM
BHYTPEHHMM NPUOPUTETOM Ha Bbixoae. CneaytoLLasn cxema OnmucbiBAeT 3TU onepaLmu.
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e

hether
configure the
licing poli

No

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

A h 4

C Enter scheduling > ?,;cz;ﬁ)(:se

Mpouecchbl PeryaMposaHua 1 NOMeTKM

3ameyaHue 1. BHyTpeHHUI NpuopuTeT ByAeT CKPbIT NOCae YCTaHOBKKU. YCTaHOBKA BHYTPEHHEro
npuoputeTa Ha TpaduK C onpeaeneHHbiM LBETOM MOKPbIBAET YCTAaHOBKY BHYTPEHHEro
npuopuTeTa Ha TPAadUK He CBA3AHHbBIN C LiBETOM.

3ameyaHue 2. COpOC BHYTPEHHEro MPUOPUTETA MAKETOB OCYLLECTB/AETCS B COOTBETCTBUM C
KapToi Npeobpa3oBaHUA «BHYTPEHHWUN MPUOPUTET- BHYTPEHHUIN npuoputeT» ( IntP-to-IntP).
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Mpu KnaccudukauMmM NOTOKA BHYTPEHHMM NpuopuTeT Oepetca OT UCTOYHMKA WM
yCTaHaBAMBAETCA AEeNCTBUAMM, HE CBA3AHHbBIMM C LLBETOM.

Pabota c ouepegaMMn U NNAHUPOBAHME: CYLLECTBYET BHYTPEHHUI NPUOPUTET 1A UCXOAALLUX
MaKeToB, B COOTBETCTBMM C HUM MNJAHUPYETCA pacnpesesieHMe NAKeToB Mo ouyepessm C
Pa3/IMYHbIM NMPUOPUTETOM M MaKeTbl MOCbIIAOTCA B COOTBETCTBMM C BECOBbLIM MPUOPUTETOM
ouyepeam n npnoputetom cbpoca. Cneaytowian cxema OnmcbIBaeT onepauum NaaHMpPoBaHmA.

e

MPLS packet(*0)

A
Remark EXP field
fields of the packets '« according to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

vy

Select queue according to
IntPrio-to-Queue mapping

iQueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

No

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v

v
( Finish ) ( Dropthe
packets

Mpouecchbl N1aHMPOBKK M yNpaBaeHUA oYepeasmm
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19.2 KoHdurypuposaHue QoS

1. KoHourypupoBaHue KapTbl KNaccos;

YcTaHaBAMBaeT KnacCcMpMKauuoHHble npasuaa B cooTtBetctBum ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP un IPv6 FL gna knaccuduKaumm noTOKa AaHHbIX. PassinMyHble Knaccol
NOTOKOB AaHHbIX 06pabaTbiBatOTCA NO PAa3HbIM NOJUTUKAM.

2. KoHpUrypmpoBaHue KapTbl MONNUTUK;

Mocne KnaccuPuUKaLMKM NOTOKA AaHHbIX MOXKeT ObiTb cO34aHa KapTa NOAWUTUK, ANA CBA3M C
KapTOM KNaccoB, CO34aHHOM paHee U BXOAOM B PeXMM Knacca. Torga pasnnyHblie MOSUTUKK
(TakMe KaK orpaHuyYeHWe MoNOCbl, NOHUXKEHNE NPUOPUTETA HAa3HAYEHMEM HOBOIO 3HAYEHUA
DSCP) moryT npuMmeHATbCA ANA Pa3IMYHbIA MOTOKOB AaHHbIX. TaKKe MOXHO onpeaenuTtb
Habop NONNUTUK, KOTOPblE MOTYT MPUMEHATLCA ANA HECKO/IbKMX KNAaCcCOB B KapTe NOJNTUK.

3. MpmumeHeHne QoS Ha nopTty nnaun VLAN nHtepodeiice;

KoHdurypuposaHume goseputenbHoro pexmma(trust mode) Ha nopTy uam npusAsKa NOAUTUK K
nopty. Moantnkm byayT 3a4eMCTBOBaHbI HA NOPTY TOJIbKO €CAN OHWU ByayT NPUBA3aHbI K HEMY.
MoAnTMKKM Tak ke moryT ObiTb nNpuBaA3aHbl K onpegeneHHomy VLAN. He pekomeHpyeTca
O4HOBPEMEHHO UCN0/b30BaTb KapTy noantuk Ha VLAN mn Ha ee nopTtax, B NPOTUBHOM Cay4vae
NPUOPUTET KapTbl NOJIUTUK Ha NOPTYy ByAeT Bblwwe.

4. KoHOUrypmpoBaHue anropntma ynpasaeHns oyepeaamm;

KoHourypuposaHme anropntma ynpaBaeHua ovyepesamm, Takoro Kak sp,wdrr n gpyrmx.
KoHdurypuposaHue pacnpeneneHms QoS.
KoHdurypuposaHue pacnpeaeneHms ns CoS 8 DP, us DSCP 8 DSCP, n3 IntP 8 DSCP.

1. KoHdurypmpoBaHue KapTbl K1accos.

KomaHga OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus

class-map <class-map-name> Co3gaHve KapTbl K/JaccoB W BXog, B
no class-map <class-map-name> PEXXMM KapTbl KNaccoB;, KOMaHAa « ho
class-map <class-map-name>« yaanser
YKa3aHHYIO KapTy KN1accos.

match {access-group <acl-index-or-name> I ip YcTaHOBKaA COr/1aCoBaHHbIX Kputepues
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dscp <dscp-list>] ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipvée flowlabel <flowlabel-
list>]vlan <vlan-list> [ cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

(knaccudmKkaums notoka AaHHbIX no ACL,
CoS, VLAN ID, npuoputetom IPv4, IPv6 FL
mnn DSCP, n T1.4.) AN KapTbl KAaccos;
KomaHga No ypanaetr onpeaeneHHbIN
COrNacoBaHHbIN KPUTEPUNA.

2. KoHdurypmpoBaHue KapTbl NONUTUK

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

policy-map <policy-map-name>

no policy-map <policy-map-name>

Co3gaHue KapTbl MOAUTUK W BXO4 B
peXum KapTbl NOAUTUK; KomaHaa NO
ypanaeT onpefeneHHyo KapTy NOINTUK.

class <class-map-name> [insert-before <class-
map-name>]

no class <class-map-name>

MNocne co3gaHMAa KapTbl MOJAUTUK, ee
MOXHO CBA3aTb C KAaccom. PasnunyHble
MNOANTUKU MAN HOBble 3HadeHua DSCP
MOryT ObITb NPUMEHEHbI K PasANYHbIM
NOTOKAM JAaHHbIX B pPeXMme KNaccos;
KomaHaa NO yaanaeT onpegeneHHbIN
Knacc.

set {ip dscp <new-dscp> | ip precedence <new-
precedence> | internal priority <new-inp> | drop
precedence <new-dp> | cos <new-cos>}

no set {ip dscp | ip precedence | internal priority
| drop precedence |cos }

MpuceanBaet HOBbIN BHYTPEHHUM
npuoputet KnaccmduumpoBaHHOMY
Tpadumky; KomaHga NO  oTmeHser

Ha3Ha4YeHMe HOBOW BENUYUHBI.

policy <bits_per_second> <normal_burst_bytes>
({conform-action ACTION | exceed-action
ACTION})

ACTION definition:

drop | transmit | set-dscp-transmit <dscp_value>
| set-prec-transmit <ip_precedence_value> | set-
cos-transmit <cos_value> | set-internal-priority
<inp_value> | set-Drop-Precedence <dp_value>

KoHdurypauma NONIUTUKM ana
KnaccudunumpoBaHHOro NnoToKa.
OTpenbHble KOMaHAbl NONUTUK

NnoAAepKUBaOT TpU uBeTa. AHanusnpyet
pabounii pexnum BUPTYaNbHON KOP3UHbI,
3TO MOXKeT OblTb OAHa CKOPOCTb-OA4HA
KOP3WHa, 04HA CKOPOCTb — ABE KOP3UHbI,
ABE€  CKOpOCTM —  fOBe  KOP3WHbI.
YcTaHaBaunBaeT COOTBETCTBYHOLLMNE
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no policy OencTBuMA  ANnA  pas/NNYHbIX  LBETOB
naketos. KomaHga NO ypandetr pexum
KOHOUrypauum.

accounting YcTaHOBKa  GYHKUMM  CTaTUCTUKM  AnA

KnaccupuumposaHHoro Tpaduka. Mocne
BKNOYEHMA 3TOM OQYHKUUM B pexume
NOIMTUKM KNAccoB, f06aBNAET CTAaTUCTUKY
TpaduMKa No KapTe NOAUTUKKM Knaccos. B
peXMme OAHOW KOP3MHbl NAKET MOXKeT
6bITb TONbKO 3€/1€HbIM WU KPACHbIM NpU
NPUMEHEHUN NOAUTUKM. B BbIBOgMMOWN
nHbopmaumm byayT ABa UBeTA ( KpacHbIM
M 3eneHbln) naketoB. B pexume paByx
KOp3uMH b6yayT Tpu uBeta ( 3eneHbil,
KPACHbIM U XKeNTblii) MaKeToB.

no accounting

Pexxnm KOHPUrypaumm KapTbl NOJIMTUK KNACCOB

drop CbpacbiBaeT unM nepepaet Tpaduk B

no drop AaHHOM Knacce. KomaHga NO oTmeHseTt
. NPUCBOEHHYIO GYHKUMIO.

transmit

no transmit

3. MpumeHeHne QoS Ha nopTty unu VLAN nHtepodeiice

KomaHga OnucaHue

Pexxum KoHpuUrypupoBaHusa uHtepdeiica

mls gos trust dscp KoHdurypuposaHue O0BEepUTENbHOrO
nopta. KomaHga NO oTmMeHAeT TeKyLinii
peXXMM AOBEPUTENBLHOCTM HA NOPTY.

no mls gos trust dscp

mls qos cos {<default-cos>} KoHourypaums  3HadeHns  CoS  no

no mls qos cos YMONYaHMIO Ha nopTy; KomaHga NO
BOCCTaHaB/IMBaeT 3HayeHue no
YMOY@HMUIO.
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service-policy input <policy-map-name> MpumeHaeT KapTy NOAUTUK K
KOHKpeTHomy nopTy; KomaHpa NO
yaanaet COOTBETCTBYIOLLYHO KapTy
NOMTUK  MPUMEHEHHYIO Ha  MOpTY.
BbIxogHaa KapTa MNOAMTMK TMOKa He
noaaep’KMBaeTca.

no service-policy input <policy-map-name>

PexXxum rnob6anbHOro KOHGUrypupoBaHus

service-policy input <policy-map-name> vlan [lNpumeHsaet KapTy NOAUTUK K
<vlan-list> KOHKpPETHOMY VLAN nHTepdency.
KomaHga NO yganaet cOOTBETCTBYHOLLYIO
KapTy MOAUTUK, NpuMeHeHHyto Ha VLAN
nHTepoelice.

no service-policy input <policy-map-name> vlan
<vlan-list>

4. KoHOUrypmupoBaHue anroputma ynpasieHns oyepeaamm

KomaHpaa OnucaHue

Pexxum KOHPUrypupoBaHua nopra

mls qos queue algorithm {sp | wdrr} YcTaHOBKa anropuTma  ynpa/ieHuA

no mls qos queue algorithm ovepeasmu. Mo ymonyaHuo anroputm -
wdrr

0O6wmit pexxum

mls qos queue weight <weight0..weight3> YctaHaBnmMBaeT Bec ouyepeneir wdrr ans

BCEX MOPTOB. Mo YMO/IHaHUIO BeCa

no mls gos queue weight !
ouvepegen 1234
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5. KoHdurypuposaHue npeobpasosaHus QoS
KomaHpga OnucaHue
PexXum rnobanbHOro KOHGUrypupoBaHus
mls gos map {cos-intp <intpl...intp8> | dscp-intp YcraHaBnuBaer NPUOPUTETHYIO

<in-dscp list> to <intp>}

no mls gos map {cos-intp | dscp-intp}

TpaHcnaumio gna QoS. KomaHga NO
BOCCTaHAB/INBAaeT 3Ha4YeHMe TPaAHCAALUK
Nno YMOJIHaHULO

6. O4YMCTKa CHETYMKOB AaAHHbIX B KapTe NOZINTUK Ha

onpegeneHHom nopty uam VLANe.

KomaHpga

OnucaHue

Pexxum apmuHucTparopa

clear mis qos statistics [interface <interface-name> | OuMcTKa CYETYMKOB AaHHbIX B KapTe

| vlan <vlan-id>]

NOAUTUK Ha onpegeneHHOM MopTy Uan
VLANe. Eciam y  KOomaHAbl  HeT
napameTpoB, OYMLLAKOTCA CYETYUKU Y
BCEX KapT NONUTUK.

7. MpocmoTp KoHUrypaumm QoS

KomaHga

OnucaHue

Pexum agMmuHucTparopa

show mls qos maps [cos-dp | dscp-dscp | dscp-
intp | dscp-dp | intp-dscp]

MNMoka3biBaeT KOHOUrypaumo QoS
TpaHcAAuMm

show class-map [<class-map-name>]

Moka3biBaeT KapTy Knaccos QoS

show policy-map [<policy-map-name>]

MoKa3biBaeT KapTy noantnk QoS.

show mils qos {interface [<interface-id>] [policy
| queuing] | vlan <vlan-id>}

MNoKka3biBaeT KoHPUrypaumto QoS Ha nopTy.
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19.3NMpumep QoS
Mpumep 1:

Heobxoammo BkAOUMTL GYHKUMIO QOS, M3MeHUTb Beca BbIXOAHbIX ovepenent Ha nopTy
Ethernet 1/1 Ha 1:1:2:2:4:4:8:8, TaKXe YCTaHOBUTb Ha NOPTY pexnm goseputenbHoro CoS 6e3
n3meHeHuA 3HadeHna DSCP n yctaHoBUTb 3Ha4YeHue CoS No yMONYaHUIO paBHbIM 5.

3Tanbl KOHOUTYPUPOBAHUA OMUCAHDBI HUXKE:
Switch#config
Switch (config)# mls gos queue weight 1 1 2 2 4 4 8 8
Switch (Config-If-Ethernet 1/1)#mls gos trust cos
Switch (Config-If-Ethernetl/1)#mls gos cos 5

Pe3ynbTat KOHUrypauum:

Korga B obuiem pexume BKAodeH QOS, ANnA BbIXOAHbLIX ovepener nosoca nNponyckaHua ana
Kaxkgoro nopta nogeneHa s nponopumun 1:1:2:2:4:4:8:8. Korga nakeTbl, umetowme napameTp
CoS, npuxoaAat 4yepe3 nopt ethernet 1/1 vMm HasHayaeTcA BHYTPEHHWI NpPUOPUTET B
cooTBeTcTBUM CcO 3HayeHnem CoS. 3HaveHma CoS oT 1 oo 7 COOTBETCTBYIOT ouyepenam
1,2,3,4,5,6,7.8 cooTBecTBeEHHO. Ecnm BXxogAwWMIiA NakeT He MMeET YCTaHOB/AIEHHOIrO nNapameTpa
CoS, OH N0 yMONYaHUIO cyMTaeTCcAa paBHbIM 5 M MakeT nomeuiaeTca B oyepedb 6. Bo Bcex
npoxoasaLimnx naketax saHavyeHmne DSCP He meHsaeTcA.

Mpumep 2:

Ha nopty Ethernet 1/2 Heo6xoAMMO yCTaHOBUTbL NONOCY ANA NaKeToB U3 cermeHTa 192.168.1.0
B 10 M6/c c gononHuTeNbHOM Nnosiocoli B 4 M6. Bce nakeTbl, Npesbllwatolme 3Ty noaocy byayt
cbpolueHsl.

OTanbl KOHPUIYpPaLLMM NOKa3aHbl HUXKeE:

Switch#config

Switch (config) #faccess-1list 1 permit 192.168.1.0 0.0.0.255

Switch (config) #class-map cl

Switch (Config-ClassMap-cl) #match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #policy 10000 4000 exceed-action drop
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config)#interface ethernet 1/2

Switch (Config-If-Ethernetl/2) #service-policy input pl
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Pe3ynbTtaT KOHGUIrypaummu:

Nnct poctyna ¢ umeHem 1 HacTpoeH ans BblbopkM cermeHTa 192.168.1.0. ®yHKumsa QoS
BK/AtoYeHa rnobanbHo. Co3aaHa KapTa KnaccoB ¢ MmeHem cl, nnct ACL 1 BKAtoYeH B KapTy
Knaccos. Co3gaHa gpyraa KapTta noamtuk ¢ umeHem pl. Kapta pl ccbinaetca Ha KapTty cl.
YCcTaHOBNEHbl COOTBETCTBYIOWME MOAUTUKU ANA OrpaHUYeHMA NooCbl U AOMNOAHUTENbHbIX
pacwmpeHunin. ITa KapTa NOAUTUK NpuMeHeHa Ha nopty ethernet 1/2. Mocne Toro, Kak
BbllUEeyKa3aHHble HACTPOMKM cAenaHbl, nonoca Ana naketoB M3 cermeHta 192.168.1.0,
npoxogAawmx 4yepes nopt Ethernet 1/2, ycraHoBneHa B 10 M6/c c [AONOAHWUTENbHbIM
pacwupeHnem B 4 M6. Bce nakeTbl, NpeBblllaloWme faHHbIE YCTAHOBKU B AAHHOM CErMeHTe,
6yayT copoLleHbl.

Mpumep 3:

QOS area

Tunosas Tononorma QoS

Kak noKasaHo Ha pUCYHKe, BHYTpW 06/1aCcT1, OTMEYEHHOM MYHKTMPOM HaxoamTtca QoS AOMeH,
Switchl knaccuduumpyeTt pasnmyHbln TpadUK M HasHaYyaeT pasnuyHble npuoputeTol IP. Ona
npumepa, yctaHosum npuoputetr CoS anAa naketoB u3 cermeHta 192.168.1.0 paBHbIM 5 Ha
nopty ethernetl/l (ycTaHOBMM BHYTPEHHWI npuopuTET paBHbiM 40 M NO YMOAYAHUIO
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TPaHCAALMIO BHYTpPeHHero npuopwuteta B dcsp Kak 40-40, cootseTctBytowmii IP npuopwuteT
paBHbIM 5). MopT, NOAKAOYEHHbIM K Switch2 — TpaHKoBbIA. Ha Switch2 nopt Ethernet 1/1,
NOAKNIOYEHHbIM K Switchl HacTpoeH Kak goBepuTenbHblt dscp. Takum o6pa3om BHyTpU
o6nactm QOS nakeTbl C PasMYHbIMKM NpuopuTeTamm byayT pacnpefenATbCs B Pa3UYHble
oyepeam M NONy4YaT Pa3INYHYIO NOOCY Nepesayn.

3Tanbl KOHOUTYPALUM ONUCAHDBI HUMKE:

KoHdurypauma QoS Ha Switchl:

Switch#config

Switch (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #class-map cl

Switch (Config-ClassMap-cl) #match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #set ip precedence 40
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config) #interface ethernet 1/1

Switch (Config-If-Ethernetl/1) #service-policy input pl
KoHdurypauma QoS Ha Switch2:

Switch#config

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1)#mls gos trust cos

19.4YcTpaHeHne HeucnpasHocTten QoS

e  [0OBepuTeNbHbI pexum cos M EXP  MoKeT MCnonb3oBatbCas C  APYrMMM
[OBEPUTE/NIbHBIMU PEKMMAMM UNN KAPTOM NONUTUK;

* noBepuUTEeNbHbIA peXMm dscp MOXKET MCMOJIb30BaTbCA C APYTMMW O0BEPUTE/IbHBIMU
PEXMMaMUN NN KAPTOM NONUTUK. ITa KOHPUIypauua npumeHaeTcs Ana naketos IPv4 u IPv6;

e [loBepuTesibHble pexumbl exp, dscp M cos MmoryT ObiTb CKOHPUIYpPUpPOBaHbDI
oaHoBpeMeHHO. MNpuoputeTbl No ctapwmHcTey: EXP>DSCP>COS;

e Ecan ckoHourypuposaH guHamuyecknin VLAN (mac vlan/ronocosoii vlan/vlan noaceTtn
IP/vlan npoTtokona), Toraa 3HauyeHme COS panAa naketa paBHO 3HaveHutio COS pgns
AnHamumuyeckoro VLAN;

e KapTa nNOAUTUKM MOMKeT ObiTb NpMBA3aHA TO/IbKO KO BXAALWEMY HAMPaBAEHMUIO,
BbIXOAALLEE HanpaB/JeHME He NoAAEePKUBAETCH;

e B HacToAee BpeMA He PEKOMEHAYETCA OAHOBPEMEHHO MCMNOJ/Ib30BaTb KapTbl NMOAUTUK
Ha VLAN u Ha ero noprty.
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20 NEPEHAMNPABJ/IEHUE NMOTOKOB

20.106wue cBeaeHUA 0 nepeHanpaB/eHUMN NOTOKOB

PyHKUMA nepeHanpaBieHUa NOTOKOB NO3BOAAET KOMMYTATOPY nepenasaTb GpenmMbl AAHHbIX,
npuMeHsa Hekue ycnosua (onpeaensembie ACL) Ha gpyroi nopT. Pperimbl CO cneumanbHbIMK
YCNOBUAMM Ha3bIBAOTCA K/AaCCOM MOTOKA, BXOAALWMIMA MNOPT AaHHbIX Ha3biBaeTcA MOPTOM
WUCTOYHWKA NepeHanpas/ieHnsi, a onpeaesieHHbIM BbIXOAHOW MOPT — MOPTOM MPUEMHMUKA
nepeHanpasneHua. O6bIMHO ecTb ABa BMAA MNPUMEHEHUA MepeHanpaBieHus MNOTOKoB: 1)
MoaKnoueHMe aHanus3atopa NoToka ( Hanpumep, cHudpdepa) UaM yaaneHHOro MOHUTOpa K
NnopTy MNPUEMHUKY nMnepeHanpasB/eHns A8 KOHTPO/A W YNpaBiAeHMA CeTblo, a TaKxe
AVArHOCTMKK npobniem Ha ceTu; 2) CneunanbHble NpaBuaa nepegaym gns cneymanbHbIX TUNOB
bpenMoB AaHHbIX.

KOMMVTaTOp MOXeT Ha3Ha4aTb TOJZIbKO OAMH NOPT - NPUeMHUK ONA OAUHAKOBbLIX KN1aCCOoB
NMOTOKOB Ha NMOPTY-UCTOYHUKE, B TO BpemMA KaK A1A Pa3/IMYHbIX K/N1aCCOB MOTOKOB Ha MOpPTY
NUCTOYHNUKE MOXHO Ha3Ha4nTb pPas/invyHble MOPTbl - MPUEMHUKN. OAMHaKOBbIVI K/Z1aCC NOTOKa
MOXeT NMPUMEHATbCA Ha Pa3/IMYHbIX NOPTAX - UCTOYHUKAX.

20.2 KoHpurypmpoBaHue nepeHanpasieHUA NOTOKOB

1. KoHourypupoBaHue nepeHanpaBieHns NOTOKOB;

2. MpoBepKa TeKyLel KoHPUrypaumnm nepeHanpaBaeHNs NOTOKOB;

1. KoHourypupoBaHue nepeHanpaBieHns NOTOKOB

KomaHpga OnucaHue

Pexxnm KOHPUrypupoBaHusa nopra

access-group <aclname> redirect to interface [ethernet | Onpegenexue
<IFNAME>|<IFNAME>] nepeHanpas/iieHNA MOTOKOB Ha
no access-group <aclname> redirect nopty;, KomahAa « no access-
group  <aclname> redirect»
ucnonb3yeTca Ans  yaaneHus
nepeHanpaBAEHNA NOTOKOB.
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2. MpoBepKa TekyLwen KoHOUrypaunmn nepeHanpasBaeHUA NOTOKOB

KomaHpga OnucaHue

06wuit pexxum/Pexxum agMmuHUcTpaTopa

show flow-based-redirect {interface [ethernet <IFNAME> T[loKa3biBaeT uHPoOpMaLUIO O
| <IFNAME>1} TeKyLen KoHbUrypaumum
nepeHanpaBAeHUs MOTOKOB Ha
nopty/ycTpoicrae.

20.3Mpumepbl nepeHanpaBieHUA NOTOKOB
Mpumep:

TpeboBaHuMA nonb3oBaTeNns K KOHPUIypauMM COCTOAT B CAeAylOWeM: MepeHanpasBiaeHune
dpeiimos ¢ ucxogawmm IP agpecom 192.168.1.111, npuHMMaembIx Ha NopTy 1, Ha NopT 6.

N3meHeHunA KoHuUrypaumm:
1. HacTtpolika nancra goctyna. Ycnosua Bblbopkn — IP agpec UCTOYHMKa - 192.168.1.111

2.Mp1MeHUTb NepeHanpasaeHne 3TOro NoToKa Ha nopTy 1.

Mpoueaypa KoHpuUrypauum:
Switch (config) #faccess-1list 1 permit host 192.168.1.111
Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1)# access-group 1 redirect to interface ethernet
1/6

20.4YcTpaHeHUe HencnpaBHOCTEN NepeHanpaB/ieHUA NOTOKOB

Echm  KoHbUrypauma nepeHanpasieHUs MNOTOKa He paboTaeT, npoBepbTe creapylowme
NPUYMHBI, KOTOPbIE MOTYT BbI3blBaTb NPOHAEMbI:

e Twun NoToKa (AUCT A0CTyna) MOXKeT 6bITb TONbKO C/IeAYHOLNX BUAOB - CTaHAaPTHbIA ACL,
pacwunpeHHbin ACL, nmeHoBaHHbIM pacwmpeHHblt ACL, MmeHOBaHHbIN cTaHAapTHbIM ACL,
CTaHAApPTHbIN IPv6 ACL n meHoBaHHbIN cTaHAapTHbIN IPve ACL;

e [lapameTpbl BPEMEHHOro AMana3oHa W AManas3oHa NOpPTOB He MOryT 6biTb 3aAaHbl
IMCTOM gocTyna. Tun AncTa A4ocTyna AO/IKEH ObITb permit;

e [lopT nepeHanpaBneHuna B GYHKLUM NepeHanpaBAeHNa NOTOKOB A0/1*KeH bbiTb 1000M6;
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21 KOHOPUTYPUPOBAHUE TMBKOIO QINQ

21.106wue cBegeHna o rmub6kom QinQ

21.1.1 TexHonorua QinQ

TyHHenb Dotlq, KOTOpbIN TaK e Ha3sbiBatoT QinQ (802.1Q-in-802.1Q) aBnaeTca paclMpeHnem
ctaHgapTa 802.1Q. OcHOBHaA naen 3akn4aeTca B ynakoBke meTku knneHtckoro VLAN (CVLAN
tag) B metky VLAN pgepxkatens cepsuca (SPVLAN tag). Maketr c asymsa meTkamu VLAN
nepeaaeTca Yepes MarncTpasibHyto ceTb NpoBanaepa Ana obecneyeHns NPoOCToro TyHHeNs 2-ro
YPOBHA nonb3oBaTenam. I3TO NPOCTO W JIeTKO AN1A YNpaBAeHUA, peasnsyemo TOJIbKO
CTaTUYecKol KoHpurypauuelinr m ocobeHHO XOpPOoLOo MPUMEHUMO ANA MaNeHbKUX OQPUCHbIX
ceter n Hebonbwux ceteir BTOporo ypoBHA (METRO) ucnosb3ylowmx KOMMYTaToOpbl 3-r0
YPOBHSA Kak MarmctpanbHble YCTPOMUCTBA.

CywecTByeT aBa TMna QinQ: 6a3osbin QinQ 1 rmbknin QinQ. MpuoputeT rMbkoro QinQ Bbille,
yem b6a3oBoro.

21.1.2 Bba3sosbiit QinQ

Basosbin QinQ 6asupyetca Ha nopTy. lNocne KoHdurypauum QinQ Ha nopTty, UMeET an
NPUHMMaemMble MNaKeTbl METKY WAM HeT, YCTPOMCTBO ynakosbiBaeT VLAN no ymonyaHuio B
naket. Mcnonb3oBaHue 6a3oBoro QinQ NpocTo, Ho MeToA YCTaHOBKM meTKM VLANa He rnbkuit.

21.1.3 mbkuia QinQ

MbKnin QinQ 6asmpyetca Ha NOTOKe AaHHbIX. OH NPOBEPSET, COAEPHKUT NIN NAKET BHELLHIOK
MeTKY W YyMaKOBbIBAE€T CTO/IbKO BHELWHUX METOK, CKONbKO WX MPUCYTCTBYeT B MoToke. [nA
npumepa: peanusauma BO3IMOXKHOCTEN rmbkoro QinQ B COOTBETCTBMM C MOJIb30BATENLCKUMM
meTkamu VLANa, MAC agpecamu, lpv4/IPv6 appecamn, Ipv4/IPv6 npoTtoKonamu w
naeHTUdMKaTopamm NOPTOB MPUNOKEHUM U T.4. Takum obpa3om, OH MOXKeT ynakosblBaTb
BHELWHNE METKM A/1A NAaKETOB U MPUMEHATb Pa3/IYHbIe CXEMbI A/1A Pa3/IMYHbIX NONb30BaTENEN
WA MEeTOA0B.

21.2Hacrpoiika rubkoro QinQ

Mpu ncnonb3oBaHMM rMbKoro QinQ NOTOK AaHHbIX UCNONb3YET AAA Nepesadn npasmaa KapTbl
nonmntmnk QosS.

1. Cozgatb KapTy Knaccos anAd Knaccmbvmau,vm Pa3INYHBbIX MOTOKOB AadHHDbIX;

2. Co3gaTtb KapTy noamtmk rmbkoro QinQ ana cBA3M C KAPTOM KACCOB WM HACTPOUTb
COOTBETCTBYIOLME onepaumu;

3. MpuBA3aTb KapTy NOAUTUK TMBKoro QinQ K nopTy;

. QTECH | www.qgtech.ru

MWP OOCTYMNHEE



PykoBoACTBO Mo/sib3oBatens
21. KoHourypuposaHue rubkoro QinQ

1. KoHdurypmpoBaHue KapTbl K1accos

[T
neaneass-d

210

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

class-map <class-map-name>

no class-map <class-map-name>

Co3gaHve KapTbl KnaccoB M BXog B
peXum KapTbl Knaccos, KomaHaa NO
yOanaeT KOHKPETHYIO KapTy KAaccos.

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>] ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTpoiKka ctaHaapTHoro Habopa KapTbl
KnaccoB (KnaccuduKauma noToka AaHHbIX
no naucty pgoctyna, CoS, VLAN 1D,
npuoputety IPv4 nan DSCP u T1.4. Ona
KapTbl Knacco); KomaHaa NO ypansaet
onpeaeneHHbIn Habop CTaHAAPTOB.

2. KoHdUrypmpoBaHue KapTbl NOAUTUK rMBKoro QinQ

KomaHpga

OnucaHue

PexXxum rnobanbHOro KOHGUrypuposaHus

policy-map <policy-map-name>

no policy-map <policy-map-name>

Co3pgaHue KapTbl MOAUTUK WU BXO4 B
peXum KapTbl NOAUTMK, KomaHga NO
yAanAeT yKasaHHY0 KapTy NOJUTUK.

class <class-map-name> [insert-before <class-map-

name>]

no class <class-map-name>

Nocne TOro, Kak KapTa NOJUTUK
C034aHa, OHa MOXeT bbITb NpMBA3aHa K
Knaccy. KomaHpa NO vaanaet

YKa3aHHYI KapTy KNaccos.

set {s-vid <new-vid> | c-vid <new-vid>}

no set {s-vid | c-vid}

YKasaHue BHewHen meTku VLANa ans
KN1laccmpumumMpoBaHHOIO TpaduKa.
KomaHga NO oTmeHAeT onepauyuto.
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3. MpwuBA3Ka KapTbl NOAUTUK TMBKOro QinQ K nopTy

bbb
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KomaHpa

OnucaHue

PeXXxum KoHPUrypupoBaHus nopra

service-policy input <policy-map-name>

no service-policy input <policy-map-name>

MpumeHAET KapTy MNOJAUTUK K NOPTY.
KomaHga NO oTmeHseT npumeHeHune
YKa3aHHOM KapTbl MOUTUK K NOPTY.

4. MNoKasbiBaeT NPMBA3KY KapTbl NOAUTUK rMBKoro QinQ K nopTy

KomaHpga

OnucaHue

Pexxum apmuHucTparopa

show mils qos {interface [<interface-id>]

MokasbiBaeT KoHdUrypauuto rmbkoro QinQ
Ha nopTy.

21.3MNpumep npumeHeHusa rubkoro QinQ

iT2g] 1001
Tag|2001
Tag[30a1

Tag
Tag

Broad Band
voip
Video order programme

Tononorus npumeHeHnst rMékoro QinQ
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Kak nmoKkas3aHo Ha pUCYHKe, NepBblit Nonb3oBaTenb ucnonb3yet Tpu VLANa ¢ metkamm 1001,
2001, 3001 cootBetcTtBeHHO Ha DSLAM1. VLAN1001 coOTBETCTBYET LUMPOKOBELLATENBHOM CETH,
VLAN2001 cootsetctayeT VOIP, VLAN3001 cootsetcTteyeT VOD. Ha cooTBeTcTBYlOWEM NOPTY
cetTn, umewowem oyHKuno QinQ, naketbl 6yayT GOpMMPOBATLCA C PA3HbIMW BHELHUMU
meTKamu B cooteeTcTBuM ¢ VLAN ID nonb3osatensa. Maket ¢ meTkoi 1001 6yaeT nakoBaTbcA BO
BHewWHo MeTKy 1001 HenocpeACTBEHHO (3Ta MeTKa yHMKalbHa Ha AaHHOW CeTu), MoJy4YuT
MeTKy «lumnpoKoBewatenbHana cetb - VLAN1001» n KnaccudumumpoBaHa Ha yctpoictese BRAS
(LeHTp xpaHeHus KoHdurypaumm). Maketbl ¢ meTkamum 2001 (nam 3001) 6yayT nakosaTbea C
BHelWHen meTkoi 2001 (nam 3001) 1 KnaccudpuumpyroTca Ha ycTpoicTee SR B COOTBETCTBUM C
npasuaamn NOTOKOB. BTopoit Nosib30BaTeNlb MOXKET MCNO/1b30BaTh Pas/indHbie meTkn VLANoB
Ha DSLAM2. 3ameuaHue: npumeHaemble meTkm VLANOB gna BTOpPOro nosb3oBaTensa Moryt
ObITb TAKMMMU Ke, KaK ANA NepBOro Noab3oBaTeNsA U NAKeTbl C STUMU METKAMM TaK »Ke NaKykTcA
BO BHELWHIOW MeTKy. Ha pucyHKe Bbllle, BHEWHAA MeTKa ANA BTOPOro mnojab3oBaTens
OT/INYAEeTCA OT METKM MNepBOro nosib3oBaTena B COOTBETCTBMU C pacnonoxkeHmem DSLAM u
pacnonoxeHnem nosab3oBaTens.

KoHdurypauma cnegytowas:

Ecnn notok gaHHbix DSLAM1 nget yepes noptl KommyTaTopa, KOHOUIypaLuma cnegyoLwan:

Switch (config) #class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) #exit

Switch (config) #class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl)#class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1001
Switch (config-policymap-pl)#class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2001
Switch (config-policymap-pl)#class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3001
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #exit

Switch (config) #interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1) #service-policy input pl

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




L RN AT

PykoBoACTBO Mo/sib3oBatens
21. KoHourypuposaHue rubkoro QinQ 213

Ecnn notok aaHHbix DSLAM2 npget yepes noptl KommyTaTtopa, KOHGUIrypauma creayroLas:
Switch (config) #class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) #exit

Switch (config) #class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #fexit

Switch (config) #policy-map pl

Switch (config-policymap-pl)#class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1002
Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2002
Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3002
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #fexit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1)# service-policy input pl

21.4YcTpaHeHue HeucnpaBHocTel rmbkoro QinQ

Ecnn npasuna rubkoro QinQ He moryT 6bITb MPUBSA3aHbI K MOPTY, NPOBEPbTE HET /N Npobaem,
BbI3BaHHbIX CAeAyOWUMN NPUYNHAMM:

e [lpoBepbTe, noaaepxuBaerca An rmMbkuii QinQ CKOHPUIYPUPOBAHHBIMKU KapTaMu
KNACCOB U MOAUTHUK;

hd y6eﬂ,VITECb, YTO ZINCTbl AOCTYyNa BKAKYAKT pa3pewarouimne npasunia B Kapte Kaaccos,
nMmMmerwmnx nncTbl 40CTyna,;

¢ [IpoBepbTe, YTO KOMMYTATOP MMEET AoCTaTo4yHO NnamaTn TCAM ana nepegaym ceasen;
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22 KOH®UTYPUPOBAHUE ®YHKLMI 3-TO YPOBHA

KommyTaTtop nopaeprkmMBaeT TONbKO BTOPOM YPOBEHb Nepeaapecaunun, HO MOXKHO HAaCTPOUTb
TPETUA YyPOBEHb YNpPaBAEHUA NOPTOM ANA COEAMHEHMA BCEX BUAOB NPOTOKONOB yNpaBaeHUA
Ha ocHose IP npoToKona.

22.1UHTepdenc 3-ro ypoBHA

22.1.1 HauanbHble cBegeHuA 06 nHtepdeincax 3-ro ypoBHs

B KommyTaTopax MoxeT 6biTb co34aH UHTepdelc 3-ro ypoBHA. OH ABAsAEeTCA HEe PU3MYECKUM
nHTepdeicom, a BUPTyasibHbIM. UHTepdeinc 3-ro ypoBHs cTpoutca Ha uHTepdeince VLAN.
NHTepdelic ypoBHA 3 MOXKET coaepXatb oauH uan 6onee wuHTepdencoB YpPOBHA 2,
npuHagnexawmx ogHomy n Ttomy e VLAN, nmbo He comepkatb nHTepdelicos yposHs 2. Mo
KpanHen mepe, OAMH U3 UHTepdEeNCcoB YpPOBHA 2, COAEprKALLMXCA B MHTepdelice ypoBHA 3,
AOJIKeH 6bITb BKAOYEH (HaxoanTbesa B cocToAHMMUP) — Torga OyaeT BKAOYEH U uHTepdelic
ypoBHA 3. B npotuBHOM cnyyae nHTepdelic ypoBHA 3 OyaeT BbikAOUeH (byaeT HaxoAuTbCA B
coctofaHun DOWN). KommyTaTop MOXKeT wucnosib3oBatb |P aapeca, yCTaHOBJIEHHblEe Ha
nHTepdericax 3-ro ypoBHa, 419 KOMMYHUKaLMKN C APYTMMKN yCTpoicTBamu Yyepes IP npoTokon.
KommyTaTop moxeT nepecbinaTh IP nakeTbl Mexay pasHbIMK MHTepdelicamn 3-ro ypoBHS.

22.1.2 Hactpoiika uHtepdeiica 3-ro ypoBHs
MocnenoBaTeNbHOCTb HACTPOMKKN MHTepdelica 3-ro ypPoBHSA:
1. Co3pgaHue nHTepdeinca 3-ro ypoBHs;

2. Hactpoika onucanua VLAN nHTepdelica;

1. Co3pgaHue nHtepdeica 3-ro ypoBHAa

KomaHpga OnucaHue

PeXXxum rnobanbHOro KOHGUrypuposaHus

interface vlan <vian-id> CosgaHue VLAN wuHTepdeiica (VLAN wuHTepdeinc 310
nHTepdeinc 3-ro ypoBHa); KomaHaa «no» yaansetr VLAN
nHTEpdenc, co3aaHHbI Ha KoMMyTaTopeE.

no interface vlan <vian-id>
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2. Hactpoika onucaHua VLAN nHTtepdeliica

KomaHpga OnucaHue

Pexxum KoHourypuposaHua VLAN uHTepdeiica

description <text> Hactponka onucanma VLAN wuHTepdenca.
no description KOMaHAav «no» yb6eper onucaHne VLAN
nHTepdeica.

22.2 Hactpoiika npoTtokona IP

22.2.1 BeegeHue B IPv4, IPVv6

IPv4 3TO TeKkylas Bepcua rnobanbHOro yHuBepcasbHOro WMHTepHeT-npoToKosa. [MpakTuKa
[OKaszana, uto IPv4 aBnaeTcA NpocTbiM, TMOKMM, OTKPbITbIM, MOLLHBIM @ TaK e Nerkum B
peanusaumm npoTtokonom. OH o06nagaeT Xopower COBMECTUMOCTbIO C  Pa3/IMYHbIMM
NPOTOKONAMM BEPXHErO U HUMKHEro yposHel. XoTa IPv4 noytn He MeHANCs ¢ MOMEHTa ero
noasneHma B 80-x rogax, OH NPOAOMKAET PaCNPOCTPaHATLCA MO BCEMY MUPY BMeCTe C
pacnpocTpaHeHnem MHTepHeT. OgHaKo Mo mepe pocta MHOPACTPYKTYpPbl MHTEpPHET M ycayr,
UCNONb3YOWKUX  UHTEpPHEeT-NMPUIOKEHNA,  BbIABAAIOTCA U HEKoTopble  HeAOoCTaTKu
npoTtoKonalPv4, cBA3aHHble C MaclUTaboM M CNOKHOCTbIO ceroaHAwHen NHTepHeT.

IPv6 — 370 wecrtaa Bepcua WHTepHeT-NPOTOKONa, chegyoliee ero nokoneHue. [Pve
pa3spaboTaH IETF n gonKeH 3amMeHUTb UCNOb3yeMbli B HacToALee BpeMa VIHTepHEeT-NPOTOKON
Bepcund (IPv4). IPv6 6bin paspaboTtaH cneuyanbHo ana Toro, YTobbl IMKBUAMPOBATb HEXBATKY
agpecos IPv4, npenAaTcTByIOWYO AafbHENWeMY pa3BuTMio MHTepHeET.

Hanbonee BarkHaa npobnema, KoTopas peweHa BIPv6 — 310 pobaBneHwe A0CTaTOYHOrO
Konmndvectea |IP-agpecos. 3anac agpecos |IPv4 noytm wucyepnaH, B TO BPEMA KaK 4UCAO
nosnb3oBaTeneit IHTepHET pacTeT B reoMeTpuyeckon nporpeccnun. O6bembl NpeaocTaBaAemMblx
NHTEepHET-yCAYyr M 4YUCIO MNPUKAAAHbLIX YCTPOWMCTB MNPOAO/IKAIOT PacTU  OnepeXkalolmnmm
Temnamu(gomaiuHue M manbvie oducHble cetu, IP-TenedoHua, TepmuHanbl 6ecnpoBoAHOro
MHGOPMaLMOHHOIo 06cnyKnBaHuA, ncnonbsytowme NHTepHeT N T. 4.). B pesynbtate TpebyeTca
Bce Oonbwee KonuyectBo IP-agpecoB, nNpesocTaBnsATb KOTOpble CTAHOBUTCA Bce 6onee
3aTpyaHuTenbHo. PaboTta no npeogoneHuto HexsaTKu IPv4-agpecoB Benacb A0Aroe BpPems;
OblIN NPeaNoXKeHbl Pas3INYHble TEXHONOTMM, NO3BOAAIOWIME MPOANUTL CPOK 3KCMyaTaumm
cywectsytowen |IPv4-uHPpacTpyKTypbl, B TOM 4ucne TpaHcaauua ceteBbix agpecos NAT
(Network Address Translation), TexHonorus CIDR (Classless Inter-Domain Routing) 1 1. A.

XoTa coyeTaHue CIDR, NAT v yacCTHbIX aapecoB BpeMeHHO CMAMYUI0 Npobiembl HexBaTku IPv4
aapecoB, NAT TexHonOrMs paspyliuMia MoAe/b «M3 KOHLa B KoHeu» (end-to-end), KoTopasn
ABNANACb NepPBOHAYa/IbHOM Lenbio 3ambicna IP, caenas HeOBXoAMMbIM ANA MPOMEKYTOYHbIX
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MapLlIpyTU3aToOpoB noadeprkaHne CTaTyca KaxKOoro COoeAuHEeHWA, UTO  3HayuTesIbHO
yBenunuMBaeT 33a4EepXKKM B CETU W CHUKAeT MNpousBOAUTENbHOCTb ceTu. Kpome Toro,
TPAHCNALMA CeTeBbiX afPEcOB MNAKETOB [JaHHbIX MPenAaTcTByeT npoBepKe 6e3omnacHoOCTU
COeaMHEHNN «N3 KOHLA B KOHeL,», 3aroNoBoK ayTeHTUdMKauum IPSec — aBHbIN Nnpumep.

Moatomy, 4TO6bl KOMNIEKCHO PewWwnTb BCe BUAbI Npobnem, cywecTsytowmx B IPv4, cnepytoulee
NMoKONeHMe WHTepHeT-npoTokona IPv6, paspabotaHHoe IETF, cTano eAWHCTBEHHbIM
BO3MOMHbIM peLlleHnemM B HacTosALee BpeMs.

Mpexae Bcero, 128-6UTHaA cxema agpecaumnm npoTtokona IPv6 rapaHTMpoBaHHO obecneynBaeT
[0CTaTOYHOE YMCNO FNo6aNbHO YHUKANbHbIX IP-aapecos ana y3nos rnobanbHoit IP-ceTu— 1 no
BpemeHW, U B NpocTpaHcTBe. Kpome yBennveHnsa agpecHoro NpocTpaHcTBa npoTokon IPve
yAyylaeT MHOTMe ApYyrue BarKHble acnekTbl IPv4.

Mepapxmnyeckaa cxema apgpecaumm obneryaetr obbeauHeHMe MaplpyToB, 3PPEeKTUBHO
CHUXAeT KO/IMYecTBO 3anucer Tabauubpl MapuwpyTMsaumm u  yaydwaet 3PpPeKTUBHOCTb
MapLLPYTU3aLUum n 06paboTKM NaKeTOB AAHHbIX.

Mo cpaBHeHUIO ¢ IPv4, KOHCTPYKUMA 3aronoBKa IPv6 6onee coBeplueHHa. 3ar0oN0BOK COAEPHKNUT
MeHbLUe MoNen AaHHbIX, U3 HEro M3bATa KOHTPOJIbHAA CYMMa, YTO yBEeNMYMBAET CKOPOCTb
06paboTKM OCHOBHOro 3arosioBka IPv6. B 3aronoBke IPv6 none dparmeHTa MOMKeT ObiTb
MOKa3aHO KaK [AOMNOSIHUTENbHOE paclWMpPeHHoe noJse, Mno3Tomy bonblie He byaet
HeobxoAMMOCTM B dparmMeHTaUMM NAKeTHbIX [AaHHbIX B Mpouecce UX nepefayn B
MapLupyTtnsatope. Kpome 10ro, appeKkTMBHOCTL PaboTbl MapLIPYTM3aTOPa NOBBILAETCA 33 CYET
MexaHM3Ma obHapyeHua mapwpyta MTU (Path MTU Discovery Mechanism) paboTatowero ¢
MCTOYHMKOM MAKETHbIX AAHHbIX.

MNoanpeprknBaetTca aBToMaTMYeCcKas HacTpoika agpeca un Plug-And-Play. bonblwoe Koanyectso
XOCTOB MOFYT NIErKO HAWTU CeTeBble MAPLUPYTU3aTOPbl MCNONb3YA QYHKLMIO aBTOMATUYECKOM
KOHUrypaumm IPv6, aBTOMaTMyeckM nonydaa rnobanbHO yHMKanbHble IPv6 agpeca, 4yto
AenaeT yCTPOWMCTBa, Mcnonb3yowme npotokon IPv6, yctpoiictBamu Plug-And-Play. ®yHKumMA
aBTOMATUYECKOM HACTPOWMKM agpeca, TaK Ke pJenaetr npouecc CMeHbl aapecos B
CyliecTBytolle ceTu npouwe u yaobHee, aAMMHUCTPATOPaAM CeTUM MNpoLLe nepexoauTb OT
04HOro NpoBavaepa K Apyromy.

Moppeprkka IPSec. IPSec ob6asateneH B IPv6, B oTanume ot IPv4. IPv6 obecneumBaet
PacLIMpPEHHbI 3aros10BOK 6@30NacHOCTU, KOTOPbI obecneynBaeT cepBUCbl 6e30NAaCHOCTU «U3
KOHL,A B KOHEL», TaKMe KaK KOHTPO/ib A0CTYNa, KOHPUAEHLUNANBHOCTb U LLENIOCTHOCTb AaHHbIX,
cneaoBaTeNibHO, AenaeT Mpolle peanmsaunto MexaHuM3smMoB LWKWPoBaHMA, MNPOBEPKM M
BUPTYa/IbHbIX YacTHbIX ceTei (VPN).

YnydweHa nogaepxKka MobuabHbIX IP-ycTponcTB M MOBUNBHBIX BbIYUCANTENBHbIX YCTPOMCTB.
MobunbHbIr  IP-npoToKon, onpepeneHHblr crtaHgaptom |ETF, obecneuymBaetr paboty
MOBUNBbHBIX YCTPOMCTB B ABUMKEHUM 6e3 pa3pbiBa CYLLECTBYIOLLErO COeaMHEHMA. ITa ceTeBasn
bYHKUMA NnprobpeTaeT ceityac Bce 60nbLIYO BarKHOCTb. B oTanume ot IPv4, mobunbHOCTb IPV6
obecneumBaeTcA BCTPOEHHbIM aBTOMATUYECKMM KOHOUIYpUpPOBaHMEM ANA NONYYEHUA agpeca
nepepaun (Care-Of-Address). Mostomy npu wucnosb3oBaHuu IPv6 He Tpebyetca [pyroro
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AreHTa. bonee TOro, nNpM TaKOM CBA3bIBAHMW BKAOYaeTcA KoppecnoHAeHTCKMA y3en,
cBA3bIBAOWMNCA ¢ MOOUAbHBIM Y3/10M Hanpsmylo. 3TO NO3BOAAET M3bexaTb YAO0pPOXKaHMA
CUCTEMbI 13-3a TPEYro/IbHOro MapLupyTa, Tpebytouerocs npu IPv4.,

Ypanocb wu3bexaTb M TpaHcnAuuuM ceTeBbix agpecoB. LUenbio BBegeHua NAT  6bisio
MCNONb30BaHME MeXaHM3Ma COBMECTHOrO U MOBTOPHOrO MCMOJIb30BAHMA OLHOrO U TOrO Xe
a4pPEeCcHOro NPoOCTPAHCTBA B PA3/IMYHbLIX CEFMEHTax CeTU. ITOT MeXaHM3M BPEeMEHHO cmArdyaer
npobnemy HexBaTku |Pv4-agpecoB, o4HAKO A006aBNAIOTCA OrpaHUMYEHWUs, HaKnagblBaemble
NPOLLECCOM TPaHCAALUKM a4pPECOB HA CETEBble YCTPOMCTBA M MpUNOXKeHUA. TaKk Kak agpecHoe
npocTpaHcTBo IPv6 3HauMTenbHo 6onblle, TO B TpaHCAAUMKM appecoB 6osblie HeT
Heobxoammoctn. B pesynbtate, npobnembl ¢ NAT M CO CTOMMOCTbIO €e pa3BepTbiBaHMA
peLlatoTCcA ecTeCcTBEHHbIM cCnocobom.

IPv6 coxpaHun W pacwmMpun NOAAEPIKKY CYLLEeCTBYHOLWMX MPOTOKONOB MapLIpyTU3auum
BHyTpeHHero wnto3a (Internal Gateway Protocols — IGP) M nNpoTOKONOB BHELIHEro LWnto3a
(Exterior Gateway Protocols — EGP). Hanpumep, npoToKkonbl mapLipytusaumnm IPv6, Takne Kak
RIPng, OSPFv3, IS-ISv6, MBGP4+ n T.4.

PacwwupeHa noagaepkka Multicast n ysennyeHo konuuyectso Multicast agpecos. PaboTas ¢
broadcast ¢yHKkuMamM IPv4, Takumm Kak Router Discovery and Router Query, IPv6 multicast
NonHocTbto 3ameHun IPv4 broadcast B nnaHe ¢yHKuMn. Multicast He TONbKO 3KOHOMMT
NPOMYCKHYI CNOCOBHOCTb CETU, HO 1 NOBbIWAET 3PHEKTUBHOCTb CETU B LIEJIOM.

22.2.2 Hactpoiika IP npotoKona

NHTepdelic 3-ro ypoBHA MOXKeT bbiTb HAacTpoeH Kak IPv4 nHtepdeiic imbo Kak IPv6 nHtepdeic.

22.2.2.1 Hacmpolika adpeca IPv4
1. HacTpoliika IPv4 agpec nHtepdeitca 3-ro yposHsa

2. HacTpoiKa wnto3a No ymoa4YaHuto.

1. Hactpoliika IPv4 agpec nHtepdeitca 3-ro yposHsa

KomaHpa OnucaHue

Pexxum KoHourypuposaHua VLAN uHTepdeiica

ip address <ip-address> <mask> [secondary] HacTtpoinka IP agpeca VLAN uHTepdeiica;
KomaHga no ip address [<ip-address>
<mask>] otmeHsaer IP agpec VLAN
nHTepoelica.

no ip address [<ip-address> <mask>]
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2. HacTpo#Ka wato3a No yMOAYaHUIO.

KomaHpga OnucaHue

Fno6anbHblii pexkum KOHPGUrypupoBaHUa

ip default-gateway <A.B.C.D> HacTpoiika cTaTUyeckol mapLupyTM3auum.

no ip default-gateway <A.B.C.D>

KomaHaa no oTmMeHAEeT HaCTPOMKY.

22.2.2.2 Hacmpoiika
MNocnepoBaTesIbHOCTb HACT

1. ba3oBas HacTpoiiKka IPv6

adpeca IPv6

poiiku agpeca IPv6:

(1) Hactpoika agpeca IPv6 nntepdeiica;

(2) Hactpoitka ctatnyeckoi maplipytmnsaunm IPve;

2. Hactpoitka IPv6 Neighbor Discovery

(1) Hactpoika kKonnyectsa coobueHnii DAD neighbor solicitation;

(2) Hactpoika nHTepBana oTnpaBkuM coobuieHnit neighbor solicitation;

(3) Hactpoika ctatnyeckmx 3anucen IPv6 coceaent (neighbor);

(4) YoaneHune Bcex 3anuceit B Tabnmue coceaeli IPv6;

1. ba3oBas HacTpoiika IPv6

(1) Hactpowka agpeca IPv6 nHtepdelica

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHua uHtepdeiica

ipvé address <ipv6-address/prefix- | Hactpoika IPv6 agpeca, Bkao4Yaa obbeanHaemble

length> [eui-64]

no ipvé6 address <ipv6-address/prefix-

length>

rnobanbHble unicast agpeca, site-local agpeca u
link-local agpeca. KomaHga no ipv6 address <ipv6-
address/prefix-length> otmeHseT IPv6 agpec.
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(2) HacTpoiika cTaTyeckoin mapwpytmsaunm IPve

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

ipvé route <ipv6-prefix/prefix-length>
{<nexthop-ipv6-address>|<interface-
type interface-number> | {<nexthop-
ipv6-address> <interface-type interface-
number>}} [distance]

no ipvé route <ipve-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>
<interface-type interface-number>}}

[distance]

HacTpoika cTaTnuyeckoit mapwpytmsaumm IPv6.
KomaHaa no oTMeHAeT CTaTUYECKYIo
MapLpyTmnsaumio IPv6.

2. Hactpoika IPv6 Neighbor Discovery

(1) Hactpoiika Konndectsa coobuieHnint DAD neighbor solicitation

KomaHpaa

OnucaHue

Pexxum KoHPuUrypupoBaHusa uHtepdeiica

ipv6 nd dad attempts <value>

no ipv6 nd dad attempts

YcTaHOBKa KOAM4YecTBa CoObLEeHNIM, OTNPaBAAEMbIX
rnocnenoBaTeNbHO npwu O06HapyKeHUK
uHTepdenicom aybnumkata agpeca. KomaHga no
BOCCTaHaB/IMBaET 3Ha4YEeHWe No ymonyaHuio (1).

(2) Hactpoiika nHTepBana oTnpaBkuM coobuieHnit neighbor solicitation

KomaHpa

OnucaHue

Pexxum KoHdUrypuposaHusa nHrepodeiica

ipv6 nd ns-interval <seconds>
no ipv6 nd ns-interval

YcTaHOBKa  MHTepBana  OTNPaBKM  3anpocoB
cocegam. KomaHaa no BOCCTaHaB/MBAaET 3HAYEHME
no ymosidanuto (1 cekyHaa).
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(3) Hactpoiika cTaTnyeckux 3anucel IPv6 coceaeii (neighbor)

KomaHpga OnucaHue

Pexxum KoHUrypupoBaHus uHtepodeiica

ipvé neighbor <ipvb-address> | YcTaHOBKa CTaTMyeckoM 3anucu B Tabauue
<hardware-address> interface | coceaeit, Bkntoyas IPv6 agpec cocega, MAC agpec
<interface-type interface-name> M NOPT BTOPOTO YPOBHS.

no ipv6 neighbor <ipv6-address> YnaneHue 3anucu B Tabaunue coceaen.

(4) YnaneHue Bcex 3anucelt B Tabauue cocenen IPv6

KomaHpaa OnucaHue

Pexxum apmuHucTparopa

clear ipv6 neighbors OumncTKa BCeX CTaTU4YecKux 3anucen B Tabauue
cocenen.

22.2.3 Nowuck HeucnpaBHocTen IPv6

HacTpoKka BpemeHM KU3HM MapLIPyTM3aTOpa He [O0/MKHA ObiTb MeHblle WHTepBana
0b6bsaBneHMA maplupyTusatopa. Ecam nogkntoueHHoblt PC He nonyyumnn IPv6e agpec, Heobxoanmo
nposeputb RA aHOHCMPOBaHME Ha KOMMYTATOpPE (BbIK/IKOYEHO NO YMOIYAHUIO).

22.3ARP

22.3.1 BeepgeHue B ARP

ARARP (Address Resolution Protocol - npoTtokon onpeaeneHus agpeca) B OCHOBHOM
ucnonb3yetrca anAa onpepenenua Ethernet MAC agpeca no I[P agpecy. Kommytatop
noAaneprKMBaeT CTaTUYECKYO KOHPUrypauumto..

22.3.2 Cnucok 3aaay KoHourypauum ARP

Cnncok 3agay KoHourypaummn ARP:

1. HactpouTb cTaTuyeckuin ARP

1. Hactpoutb cTatnyeckmin ARP
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KomaHpga OnucaHue

Pexxum VLAN uHtepdeiica

arp <ip_address> <mac_address> {interface HacTpamBaeT cTaTuyeckyto 3anucb ARP;
[ethernet] <portName>} KOMaHAa no yganset 3anmcb ARP yKasaHHoOro

no arp <ip_address> IP agpeca.

22.3.3 Nowuck HeucnpaBHocTet ARP

Ecan He npoxoguT ping OT KOMMyTaTOpa K YCTPOMCTBAM, NOAKAOYEHHbIM HaNnpPAMY, MOMKHO
MCNoab30BaTb Caeaylowme encTBUA ANA NOUCKA U YCTPAHEHUA BO3MOXKHOM NPUYMHDI:
e [lpoBepbTe, ecTb N cooTBeTCcTBYOWAA ARP 3anucb Ha KommyTaTope.
e FEchm ARP 3anucm  Het, BKAwuuTe oTnagky ARP wm  nocmoTtpute  ycnoBsuA
npuema/otnpasku ARP nakeTos.

e Camas pacnpocTpaHeHHasa npuunHa npobnembl — AedeKTHbI Kabenb.
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23 HACTPOWMKA OYHKLUUHN NPEAOTBPALLEHUA ARP
CKAHUPOBAHUA

23.1BsepeHue B pyHKLUUIO NnpeaoTBpawieHMa ARP ckaHupoBaHus

ARP cKkaHMpoBaHMe 3TO 0bblYHbIN cnocob ceTeBol aTakW. OnA Toro, 4Tobbl 06HAPYXKUTbL BCe
aKTUBHbIE XOCTbl B CETMEHTE CETU, UICTOYHUK aTaku byaeT paccblnaTbh 6oblioe Konmnyectso ARP
coobuieHnit, yto ByaeT 3aHMMaTb DONbLIYKD YacTb MPOMYCKHOM cnocobHocTM ceTn. MOoXKHO
AaXke cpenaTb aTaky b00/blMM KOAMYEecTBOM TpaduMKa wucnonb3ya nogaenbHole ARP
CcoobLeHNs, YTO NpuBedeT K KoMNamncy CetM u3-3a mcyepnaHuMa MPOMYCKHOM CNoCcoB6HOCTW.
O6bl4HO ARP ckaHMpoOBaHMe 3TO NPOCTO NPeAnocblIKa K Apyroi, bonee onacHoM aTtake, Takow,
KaK aBTOMaTMyecKoe 3aparkeHue BUPYyCOM WM nocieaylollee CKaHMPOBaHWE MOpPTOB,
CKaHMPOBaHWE YA3BMMOCTEN, HALENEeHHOE Ha XULleHne MHPOPMALMKU, aTaKa UCKaXKEHHbIMMU
coobuweHnamn, DOS aTaka 1 T.4.

Mockonbky ARP cKaHMpOBaHWe yrpoxaeT 6€30NacHOCTU U CTabUIbHOCTU CETU, OYEHb BaXKHO
ero npepoTBpatTMTh. KOMMyTaTOp 0becneunBaeT NoAHOe pelleHne Aaa npegoTepalieHns ARP
CKaHMPOBAHMA: €C/IM B CETMEHTE HaWAEH XOCT MM MOPT C NpusHakamm ARP ckaHMpoBaHMA,
KOMMYTATOp OTPENKET UCTOYHUK aTaku gaa obecneyeHma 6€30NacHOCTU CETU.

Ectb agBa metoda npepotspaweHna ARP cKaHMpoOBaHWA: Ha OCHOBe MopTa M Ha ocHose IP.
MeToa Ha OCHoBe MnopTa cyuTaeT KosamdecTBo ARP coobuieHM, MOAyYeHHbIX C nopTa 3a
onpeaeneHHbln Nepuoa, ecam YMCNo NpeBbllaeT 3a4aHHbIM Nopor, NopT 6yAeT BbIK/AOYEH.
MeTtoa, Ha ocHoBe IP cumtaetr KonmyectBo ARP coobuieHuin, nonyyeHHbix oT IP agpeca B
CermeHTe 3a OMpefeneHHbI nepuosa, ecan YMCNOo NpeBblwaeT 3agaHHbIM nopor, ntobon
Tpaduk ot atoro IP Byaet 3a610KMpOBaH A0 TeX NOP, NOKa NOPT, CBA3aHHbIM C IP agpecom, He
6yaeT noraweH. 3T ABa MeToaa MoryT ObITb BKAOYEHbI O4HOBPEMeHHO. Mocne Toro, Kak nopT
nnu IP agpec 6b111 3a610KMPOBaHbI, NO/Ib30BaTE/Ib MOYKET BOCCTAHOBUTb MX CTaTyC MCNONb3yA
bYHKUMIO aBTOMATUYECKOrO BOCCTAHOBNEHUA.

YT106bl NOBbLICUTL 3PPEKTUBHOCTbL, MOAb30BATENN MOTYT HAaCTPOUTb AOBEPEHHble NopTbl U IP
agpeca, ARP coobLueHns OT KOTOpbIX He ByayT NpoBepATbCA KOMMyTaTopomM. Takum obpasom
Harpy3sKka Ha KOMMYTaTOP MOXET BbITb 3HAYUTENIbHO CHUMKEHA.

23.2MocnepoBateNibHOCTb 3apav4  KoHurypaumum npeporspaweHna ARP
CKaHUpOBaHUA

1. BkntoumnTb GyHKUMIO NpegoTepaweHma ARP ckaHMpoBaHus.

2. Hactpoutb noporoBoe 3HauyeHWe ANA MeToda, OCHOBAHHOINO Ha MopTax M MeToAa,
OCHOBaHHOro Ha IP.

3. HactpouTb foBepeHHble NopThl
4. HacTtpouTb goBepeHHsble IP

5. HactpouTb BpemA aBTOMaTUYeCKoro BOCCTaHOBAEHUA
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6. MocmoTpeTb MHPOPMaUMIO, OTHOCAWYCA K ARP CKaHMPOBaHWUIO, @ TaK Ke OTNafL0YHYIo

nHbopmaumtio.

1. BKntounTb GyHKUMIO npeaoTtepaleHns ARP ckaHMpoBaHUA.

KomaHpa

OnucaHue

O6wuit pexxum

KoHuUrypauum

anti-arpscan enable

no anti-arpscan enable

BkntoueHne/BbikNOYEHUE bYHKUMM
npegoTspaweHna ARP ckaHMpoBaHUA.

2. HacTtpouTb noporoBoe 3Ha4yeHWe ANA MeToAa, OCHOBAaHHOIO Ha nopTtax W MeToAa,

OCHOBaHHOro Ha IP

KomaHpaa

OnucaHue

0O6wmit pexxum

KOoHduUrypauum

anti-arpscan port-based threshold
<threshold-value>

no anti-arpscan port-based
threshold

YcTaHoOBKa NnOoporosBoro sHa4eHMNAa ana meToaa,
OCHOBAHHOIO Ha nNopTax.

anti-arpscan ip-based threshold <threshold-
value>
no anti-arpscan ip-based threshold

YCcTaHOBKa NOPOroBoro 3Ha4eHua 41a metoaa,
OCHOBaHHOro Ha IP.

3. HactpouTb foBepeHHble NopTbl

KomaHpga

OnucaHue

PexXxum KoHdUrypaumm nopra

anti-arpscan trust <port | supertrust-port>

no anti-arpscan trust <port |supertrust-port>

YcTaHoBKa aTpMbyTOB A0BEPUS MOPTOB.
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4. HactpouTb goBepeHHble P
KomaHpa OnucaHue
O6wmit pexxum KoHoUrypauum
anti-arpscan trust ip <ip-address> | YctaHoBKa aTpubyTtoB aosepwus IP.
[<netmask>]
no anti-arpscan trust ip <ip-address>
[<netmask>]
5. HacTpouTb Bpema aBTOMATM4YECKOro BOCCTAHOB/IEHMA
KomaHpga OnucaHue
O6wmit pexxum KoHPUrypauum
anti-arpscan recovery enable Bk/toyeHMe/BbIKAOYEHME bYHKLMK
no anti-arpscan recovery enable aBTOMATUYECKOro BOCCTaHOBEHMUS.
anti-arpscan recovery time <seconds> YcTaHOBKa BpeMeHm aBTOMaTUYECKOoro
no anti-arpscan recovery time BOCCTAHOBNEHNA.

7. NocmoTpeTb MHbOpMaLMIO, OTHOCALLYOCA K ARP CKaHMPOBaHWIO, a TaKKe OTNafo0uHYIo

nHpopmaumio

KomaHpga

OnucaHue

O6wmnit pexxum KoHPUrypauum

anti-arpscan log enable

no anti-arpscan log enable

BkntoueHue/BbikNtoYeHME YHKUUM XKypHana
npegotspawteHna ARP ckaHMpoBaHuUA.

anti-arpscan trap enable

no anti-arpscan trap enable

BkntoueHue/BbikntoyeHme  dyHKuMm  SNMP
Trap npegoTBpaweHna ARP ckaHMpoBaHuA.
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show anti-arpscan [trust <ip | port | | OTobpaxkeHue COCTOSIHUA paboTbl n

supertrust-port> | prohibited <ip | port>] KoHbUrypauum npeaoTBpaLLeHns ARP
CKaHMPOBaHMUA.

Pexxum agMmuHucTpatopa

debug anti-arpscan <port [ ip> BKkntoyeHne/BbikNoYeHME OTNagKm

no debug anti-arpscan <port | ip> npegoTspaweHna ARP ckaHMpoBaHUA.

23.3Tunosble npumepsbl npeaotspauieHna ARP ckaHupoBaHus

KommyTtaTtop B

===

E 1/0/1

E 1/0/19 KommyTtaTtop A

S==

E 1/0/2

Server PC % PC

192.168.1.100/2

Tunosoit Nnpumep KoHOUrypaumm npesoTspalieHna ARP ckaHMpoBaHua

B ceTu, Tononorusa Kotopoi nokasaHa Bbiwe, nopT E1/1 kommyTaTopa B noakntoueH K nopty
E1/19 kommyTaTopa A, nopT E1/2 kommyTaTopa A noaxatoueH K parinosomy cepsepy (IP agpec
192.168.1.100/24), Bce ocTasbHble NOPTbl KOMMyTaTtopa A MoAKAYeHbl K 06bl4HbIM PC.
Cnepytowas KoHourypauma moxet apdekTmBHO npenoTspatuTs ARP ckaHMpoBaHWe, He BAUAA
Ha HOpMasibHYto paboTy cucTembl.

MNocnegoBaTeNibHOCTb HACTPOMKM KOMMyTaTopa A:

SwitchA (config) #anti-arpscan enable

SwitchA (config) #anti-arpscan recovery time 3600

SwitchA (config) #anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA (config) #interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)#anti-arpscan trust port
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SwitchA (Config-If-Ethernetl/2)#exit

SwitchA (config) #interface ethernetl/19

SwitchA (Config-If-Ethernetl/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernetl/19) #exit

[IocenoBaTesIbHOCTL HACTPOMKM KOMMyTaTopa B:

Switch B(config)# anti-arpscan enable

SwitchB (config)#interface ethernetl/1

SwitchB (Config-If-Ethernet 1/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/1)exit

23.4MouncK HeucnpasHocTei npeaoTepaweHna ARP ckaHupoBaHus

MNpepoTtBpaweHne ARP CKaHMpoOBaHMA NO YMOAYAHUIO BbIKAOYEHO. [locne BKAOYEHUA
npegoTepawieHma ARP CKaHMPOBAHMA NONb30BATENb MOKET BKAOYMUTL OTNAAKY (« debug anti-
arpscan» ) Ana NpPocMoTpa OTAaA04HOMN MHPOpMaLLUN.
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24 KOHOUTYPALUMUA 3ALLUTDBI OT NOAMEHbI ARP

24.10630p

24.1.1 ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4yaeT 3a cooTHoweHue IP agpeca
cooTBeTcTBytOWeEMY 48-6uTHOMY duM3mMyeckomy agpecy, To ectb MAC agpecy, Hanpumep, IP
agpec 192.168.0.1, MAC agpec ceteBoi KapTbl 00-1F-CE-FD-1D-2B.

Becb npouecc COOTHOWEHMA COCTOMT B TOM, YTO XOCT OTNPaBASAET LWMPOKOBELATENbHbIN
(broadcast) nakeT paHHbIX, BKAloYalowMi B ceba uHbopmauuo 06 IP agpece xocTa
Ha3HayeHua (ARP 3anpoc), 3aTem XOCT Ha3HauyeHus OTNpaBAseT WUCXOAHOMY XOCTy naKeT
[JaHHbIX, BKAOYaloWwmn B ceba nHoopmaunto o6 IP agpece n MAC agpece. Takum obpasom,
[ABa XO0CTa MoryT obmeHmBaTbca nHpopmaumenn no MAC agpecy.

24.1.2 NopmeHa ARP

C TOYKM 3peHua npoTtokona ARP, uTobbl ymeHblwKTb ARP TpadumK B cetn, ecam XocT noayymt
ARP 0oTBeT, KOTOPbIA OH He 3anpaliMBan, OH TaK e [06aBuT 3anucb B cBoM ARP Kaw, yTo
aenaet Bo3MOXHbIM noameHy ARP (ARP spoofing). Ecnm xakep xo4yeT npocnywaTb obmeH
AAHHBIMWU  MeXAay [ABYMA XOCTaMM B OOHOM CeTU (Jaxe eCcanm OHW NOAKNYEHbl 4yepes
KOMMyTaTOpbl), OH oTnpaBaseT nakeT ARP oTBeTa AByM XOCTaM MO OTAENbHOCTM, 3TO NPUBOAUT
K TOMY, 4YTO Kaxablh M3 xocToB cumtaetr MAC agpec xakepa agpecom Apyroro xXocTa. Takum
o6pa3om, BMecTo NpAMOro obmeHa, XOCTbl 0OMeHMBaKTCA TpadMKOM Yepes3 XOCT Xakepa.
Xakepbl He TONIbKO NOAYyYaloT HeobXxoAnMy UM MHbOopPMaumio. M ans ycnewHon nepegaym
HeobXxo4MMO BCEro NuWb U3MEHWUTb HEKOTOPY MHPOPMAUMIO B MaKkeTe. B aTom caydyae Ha
KOMMNblOTEPE XaKepa He HyXHO HACTPaMBaTb CMELLAHHbIN PEXXMM CETEBOM KapTbl, T.K. NAKETbI
AAHHbIX NOCTYNAOT HAa KOMMbIOTEP XaKepa Ha GM3MYECKOM ypOoBHE, KOMMbloTep paboTaeT Kak
peTpaHcaaTop.

24.1.3 Kak npepotepatutb nogmeHy ARP

EcTb MHOro BMAOB aTaK, OCHOBaHHbIX Ha npoTokosae ARP,. BOAbWKWMHCTBO aTaK OCHOBaHbI Ha
noameHe ARP, TaK 4TO O4YeHb Ba*KHO NpefoTBPaTUTL NogmeHy ARP.

MexaHu3am nogmeHbl ARP npoHMKaeT B ceTb, B NepBYIO ovepeab, nyTem noanenkn nerajabHoro
IP agpeca, 3atem nocblnaa mMHoro noggenoHoix ARP nakeTtoB KommyTaTopam, nocse 4yero
KOMMYTaTOpPbl 3aMeHAT npaBuabHble cBA3KU |IP-MAC coOTBETCTBYIOWMMMN CBA3KAMU U3
aTakylowmx naketos. Takum o06pasom, KOMMyTaTop OWWMOOYHO OTNpPaBAAeT MaKeTbl
aTaKyloLWweMmy XOCTy, M 3TO AeNCTBYeT Ha BCen CeTu.

OcHOBHbIM MeTOAOM MNpefoTBpalleHMA aTak U nogmeHbl ARP Ha KommyTaTopax AsnAeTcA
OTK/IIOYEHME Ha KoMMyTaTope OJYHKUMM aBTOMaTUYeckoro obHoBseHMs. OBMaHLMK He
CMOXeT M3MeHUTb npaBuabHble cBA3KM IP-MAC Ha KommyTaTope, Tem CamMbim
npesoTBpaLLaeTcA Henpasw/bHaA Mepecblsika NakeTos. B To e Bpema 3TO He npepbiBaeT
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OyHKUMIO  aBTOmMaTuyeckoro obyyeHns ARP. Takum o6pasom, 3TO 3HAYUTENbHO
npegotsepalwaet nogmeHy ARP.

ND 3To npoToKOoN 06HapyKeHusa cocegeirt B IPv6, aHanornyHbli npotokony ARP no npuHumny
OEencTBuA, N0OaToMy ANA npeaoTspaweHna nogmeHbl ND mbl genaem TO Ke camoe, YTO U gna
ARP.

24.2 KoHdurypauuma npeaorspalieHmna nogmeHbl ARP
MocnenoBaTeIbHOCTLT HACTPOMKM NpeaoTBpaLLeHMa nogmeHbl ARP:
1. OTKNOUMTD PYHKUMIO aBTOMaTUYeckoro obHosneHns ARP

2. OTKN0YNTb QYHKLMIO aBTOMATMYEeCKoro obyyeHuna ARP

3. NomeHATb gnHamunyeckmne ARP Ha cTaTnyeckue

1. OTKNOUUTb GYHKUMIO aBTOMaTUYeckoro obHoBneHns ARP

KomaHga OnucaHue

06wuit pexxum n Pexxum nopra

ip arp-security updateprotect OTKNOUYNUTL/BKAOUNTD DYHKLMIO aBTOMATUYECKOTO

no ip arp-security updateprotect obHoBneHNA ARP.

2. OTKIYNTb PYHKLUMIO aBTOMaTMYeckoro obyyennsa ARP, ND

KomaHpaa OnucaHue

06wuit pexxum un Pexkum nHtepdeiica

ip arp-security learnprotect OTKNOUYUTL/BKNOUNTL QYHKLMIO aBTOMaTUYECKOro

no ip arp-security learnprotect 0by4erna ARP.

3. NomeHATb AnHamuyeckmne ARP, ND Ha cTtaTuyecKkue

KomaHpga OnucaHue

0O6wmii pexxum u Pexxum nopra

ip arp-security convert NMomeHATb AMHamunyeckne ARP Ha cTaTndeckme.
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24.3Mpumep npepoTepawieHnsa nogmeHnol ARP, ND
KommyTtaTop

OnucaHne obopyaoBaHus
O6opygoBaHue KoHdurypaums Kon-Bo
switch IP:192.168.2.4;mac: 00-00-00-00-00-04 1
A IP:192.168.2.1;mac: 00-00-00-00-00-01 1
B IP:192.168.1.2;mac: 00-00-00-00-00-02 1
C IP:192.168.2.3;mac: 00-00-00-00-00-03 HECKONbKO

Ha anarpamme nokasaHa HopmasnbHana cBA3b mexay B n C. Xoct A xo4eT, 4Tobbl KOMMYTATOP
HanpasAAn emy NaKeTbl, OTNPaBaAeHHble XocToM B. B nepsyto odepeab A otnpasasaeT naket ARP
oTBeTa Ha KommyTaTtop B dpopmaTe: 192.168.2.3, 00-00-00-00-00-01, conoctasnas ero MAC
agpec c IP agpecom xocta C, kommyTaTop obHOoBAAeT ARP cnMCOK M HayMHaeT OTNpPaBAATb

naketbl ana 192.168.2.3 Ha MAC agpec 00-00-00-00-00-01 address (agpec xocTa A).

B panbHenwem xocT A nepecbinaer npuHATble NakeTbl xocTy C, MeHAA agpec UCTOYHWMKA U
afpec HasHayeHuA. Tak Kak ARP cnucok cBoeBpemeHHO OBHOBAAETCA, elle OA4HOM 3ajaven
Aana xocta A saBndeTcA HenpepbiBHaa oTnpaBka ARP oTBetoB M obHosneHue ARP cnucka

KoMmyTaTopa.
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Mo3TomMy O4YeHb BaXHO 3awmTUTb ARP cnmucok, HacTpouTb 3anpeuweHne ARP obyyeHusa B
cTabunbHOM cpepe M 3aTeM M3MeHUTb Bce guHamuyeckme ARP 3anmucu Ha cTaTuyeckue.
BblyyeHHble ARP He byayT 06HOBAATLCA M OyAyT 3aLLULLEHDI.

Switch#config

Switch (config) #interface vlan 1

Switch (Config-If-Vlanl)#arp 192.168.2.1 00-00-00-00-00-01 interface eth 1/2
Switch (Config-If-Vlanl)#interface vlan 2

Switch (Config-If-Vlan2)#arp 192.168.1.2 00-00-00-00-00-02 interface eth 1/2
Switch (Config-If-Vlan2#interface vlan 3

Switch (Config-If-Vlan3)#arp 192.168.2.3 00-00-00-00-00-03 interface eth 1/2
Switch (Config-If-Vlan3) #exit

Switch (Config) #ip arp-security learnprotect

Switch (Config) #

Switch (confiqg) #ip arp-security convert

Ecnn okpy:Katowan cpeaa MeHAeTcA, 3To No3BoasAeT 3anpeTutb ARP 06HOBNEHUSA, KaK TONIbKO
ARP 6yaeTt u3y4yeHO, OHO He MOXKeT 6biTb 06HOBNEeHO HOBbIM ARP OTBEeTOM, AaHHble byayT
3alMLLEeHbl OT NPOCAYLWNBAHUA.

Switch#config
Switch (config) #ip arp-security updateprotect
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25 HACTPOWKA ARP GUARD

25.1BsepeHue 8 ARP GUARD

CywecTtsyeT cepbe3Hana ya3BMmocTb B mogenn ARP npoToKona, KOTopaA 3aKalovaeTca B TOM,
yTo Ntoboe ceTeBoe YyCTPOMNCTBO MOXKET oTnpaBuTb ARP cooblieHue, 4Tobbl 06BABUTL O CBA3KE
IP 1 MAC agpecoB. 310 genaet BO3MOXXHbiMm ARP moleHHMYecTBO. 3N10yMbIWAEHHUKKU MOTYT
nocnate ARP 3anpoc nan ARP otgeT 4Tobbl MHGOPMMPOBATL O HEBEPHOW CBA3Ke mexay IP
agpecom n MAC agpecom, KoTopasa npusedeT B npobnaemam cssAsn. Ectb ase dopmbl ARP
mouleHHuyectBa: 1. PC4 otnpasnser ARP coobuieHne ytobbl coobwmtb, uyto IP agpec PC2
npusAasaH K MAC agpecy PC4, sto npuseget K Tomy, 4Yto Bce IP nakeTbl, agpecyemble PC2,
6yayt otnpasneHbl K PC4, Takum ob6bpasom PC4 cmoXeT npocmaTpuBaTb BCe MaKeThbl,
agpecoBaHHble PC2; 2. PC4 otnpasnset ARP coobueHune 4tobbl coobwmTb, yto IP agpec PC2
npuBasaH K Hecywectsyowemy MAC agpecy, 3To npuBefeT K Tomy, 4To PC2 He 6yaer
Noay4yaTb apecoBaHHble eMy NaKeThbl.

B yacTHOCTK, ecnun 310yMblLLNEHHUK, Npuberas K ARP moLleHHUYecTBY, BblaaeT ceba 3a Wwkos,
BCA CeTb BbINAET U3 CTPOS.

KommyTatop

CxemaTunyHada gmuarpamma ARP GUARD
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Mbl Ucnonbzyem GUALTPYHOLLME 3/1EMEHTbI KOMMYyTaTopa ANs 3awmTbl ARP-3anuceit BaKHbIX
CeTeBbIX YCTPOMCTB OT MNoAparkaHUs A[pyrumun ycTponctBamu. OCHOBHOW Teopuein 3Toro
ABNAETCA UCNO/Ib30BaHWE GUNLTPYIOLLMX 3N1EMEHTOB KOMMyTaTopa Ans nposBepku Bcex ARP
coobuieHunit, npoxoaAwmx Yepes nopt. Ecam agpec nctouyHMKka ARP cooblieHMs 3alluLeH,
coobuieHns byayT oTOpoLleHbl U He NnepeaanyTca Aanee.

®yHKumAa ARP GUARD 06bl4HO MCnoAb3yeTcs AN1A 3almThl WK03a OT aTak. Ecam Bce aoctynHblie
KOMNbloTepbl B cetTn OyayT 3awmuweHbl ¢yHKumen ARP GUARD, ans storo notpebyeTtca
HacTpPouTb Ha nopTy 6onblwoe Konndectso ARP GUARD agpecos, 4To 3alimeT 60/bLUYO YacTb
FFP 3anucel B uMne, 1, Kak pe3ynbTaT, MOXKET OTPA3UTbCA HA APYrUX NPUNONKEHUAX. TaK yYTo
310 byaeT HenpaBMAbHO. PekomeHayeTcA afonTMpoBaTh CBOHOAHbIE PECYPCbl COMTACHO CXEMbI
poctyna. MNoxanyicra, obpatntech 3a NOAPOOHOCTAMM K COOTBETCTBYIOLEN AOKYMEHTALUN.

25.2CnucokK 3aaay KoHpurypaumm ARP GUARD

1. HactpouTb 3awmuieHHble IP agpeca

KomaHpa OnucaHue

PexXxum KoHdUrypaumm nopra

arp-guard ip <addr> Hactpoutb/yaanute ARP GUARD agpec

no arp-guard ip <addr>
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26 KOH®UIYPALIMA CAMOOBPALLIEEHHOIO ARP (GRATUITOUS
ARP)

26.1BBeaeHune B camoobpawieHHbi ARP

CamoobpaueHHbii ARP 310 TMn ARP 3anpoca, oTnpaBasemblii xocTom u ero IP agpecom B
KayecTBe agpeca Ha3HayeHus.

Ba3oBbin pexxmm pabotbl kKommyTaTopoB QTECH cneaytowmii: Ha UHTepdencax 3-ro ypoBHA
MOEeT 6bITb HACTPOEH MHTEPBAN PACCHIIKM camoobpalleHHbix ARP 3anpocoB UM 3TO MOXKeT
6bITb HACTPOEHO rNobanbHO HA BCex MHTepdencax.

HasHauyeHune camoobpalieHHoro ARP cneaytoulee:

e Y106bl yMeHbWUTb 4YacToTy ARP 3anpocoB XOCTOB K KOMMyTaTopy. XOCTbl B CeTu
nepuoamyeckn nocbinatot ARP 3anpochbl K w3y 4tobbl 06HoBUTL MAC aapec wnio3a.
Ecan KommyTatop paccblnaeT camoobpaleHHble ARP 3anpocbl, XOCTaM He HYXKHO
OTNPaBAATb 3TU 3aNPOCbl. ITO YMEHbLUUT YacTOTy OoTnpaBKuM xoctamu ARP 3anpocos Ha
LIHO3.

e CamoobpalieHHbli ARP 310 meTog npegoTtBpauweHns ARP  mMoweHHM4YecTBa.
PaccbliaeMblit KOMMYTaTOPOM camoobpalleHHbIn ARP 3acTaBUT XOCTbl OOHOBUTL CBOM

ARP Kaw. Takum obpasom noaaenbHbit ARP He pyHUMOHUPYET.

26.2CnK1CcOK 3agay KoHpurypauum camoobpaweHHoro ARP

1. BknounTb camoobpauleHHbii ARP 1 HacTpouTb MHTEpBan otnpaBku ARP 3anpocos.

2. Otobpa3nTtb KoHUrypaumto camoobpauieHHoro ARP.

1. BKtounTb camoobpalleHHbii ARP 1 HacTpouTb MHTEpBan otTnpaBku ARP 3anpocos.

KomaHga OnucaHue

Pexxum rnobanbHoi KOHOUrypauumn u pexxum KoHdurypaumum nHtepodeiica.

ip gratuitous-arp <5-1200> Brkatountb camoobpalleHHbIN ARP n

no ip gratuitous-arp HacTpouTb MHTepBan oTnpaskn ARP 3anpocos.

KomaHaa no oTmeHAeT camoobpalleHHbIN
ARP.
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2. OTobpasnTb KoHPUrypaumo camoobpauieHHoro ARP

KomaHpga OnucaHue

PeXXum agMUHUCTPATOPA U peXKUM KOHGUrypaumm

show ip gratuitous-arp [interface vlan <1- | OTo6pasuTb KOHbUrypaumio
4094>] camoobpauieHHoro ARP.

26.3Mpumep KoHPUrypaumm camoobpawieHHoro ARP

KommyTatop

Interface vlan10
192.168.15.254
255.255.255.0

Interface vlanl
192.168.14.254
255.255.255.0

Mpumep HacTpoliku camoobpalieHHoro ARP

[na Tononormm cetn, NoKasaHHOW Ha PUCYHKe, MHTepdeinc kommyTatopa VLAN1O umeert IP
agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpn Komnbtotepa — PC3, PC4, PC5 —
NOAKOYEHbI K 3TOMY UHTepdency. UHTepdenc VLAN1 umeet IP agpec 192.168.14.254 n
MacKy cetn 255.255.255.0. fiBa komnbtoTepa — PC1 n PC2 - noaKAtoYeHbI K 3TOMY UHTEpdelicy.
CamoobpauieHHbIn ARP BKatoYaeTca cnegyowmii KoHourypaumei:

Ob6a nHTepdeiica Ncnonb3yroT camoobpalleHHbI ARP.

Switch (config)#ip gratuitous-arp 300

Switch (config) #fexit

CamoobpaueHHbIn ARP HacTpouT TONbKO ANA 04HOro UHTepodelica.

Switch (config) #interface vlan 10
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Switch (Config-if-v1anlO) #ip gratuitous-arp 300
Switch (Config-if-V1anlO0) #fexit
Switch (config) #exit

26.4MouncK HeucnpaBHocTeit camoobpauweHHoro ARP

CamoobpalyeHHbI ARP BbiKAOYEH NO ymonyaHuto. Korga camoobpaleHHbl ARP BK/IOYEH,
0TNA[04HYI0 MHOOPMALMIO MOMXKHO NONYYUTb, MCNONb3YA KoMaHAy «debug ARP send».

Ecnv camoobpalueHHbii ARP BKAloYyeH rnobanbHO, OH MOMXET ObiTb BbIKNHOYEH TONbKO
rnobanbHo. Ecnm camoobpatleHHbIn ARP BKAtOYEH HA MHTepdelice, OH MOXKET BbITb BbIKNHOYEH
TONbKO Ha UHTepdelice.
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27 KOHOUTYPALUA DHCP

27.1BsepeHue DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npotokon
ANHAMUYECKOM HAaCTPOMKM XOCTOB). ITO MPOTOKOJI, KOTOPbIM AMHAMUYECKM Ha3HadvaeT IP agpec
M3 Myna afApecoB, TAK »Ke YCTaHABAMBAET ApPyrve ceTeBble MapameTpbl, TakKMe KaKk W3 Mo
ymon4yaHuio, DNS cepsep u pacnonoxkeHue B cetn danna obpasa. DHCP 3To paclimpeHHas
Bepcus BOOTP. 3To o0OCHOBHas TEXHONOMMUs, KOTOpPasA He TO/MIbKO MOXKeT obecneynTb
3arpyso4yHoi nHbopmaumen 6es3gmckoBble paboumne CTaHUMU, HO TaK e MOXKeT 0CBob6oAuTb
agMUHUCTPATOPOB OT py4YHOro BedeHWA [P agpecHOro npocTpaHCTBA M YNPOCTUTb
Nonb3oBaTeNAM MPoLLEeCcC HAacTpoMKK. Ewe oagHo npeumywecteo DHCP B Tom, 4TO OH MOXKeT
CHU3UTb TpeboBaHMA K KonmyecTBy IP agpecos, Koraa nosb3oBaTesib NOKMAaeT ceTb, ero IP
MOXET ObITb Ha3HAYeH Apyromy.

DHCP aABnaetca npoTokosom TunNa «KaueHT-cepsep», DHCP KnueHT 3anpawwusaetr y DHCP
cepBepa CeTeBOW agpec M napameTpbl KOHOUrypauuu, cepsep nNpenoCcTaBAAseT KAMEHTY
CeTeBOM agpec M MnapameTpbl KOHPUrypauuu. Ecanm KAMEHT M cepBep HaxoAATCA B Pa3HbIX
noacetax, Heobxoammo wucnonb3oBaTtb DHCP peTpaHcnaTtop (relay) ana nepegaun DHCP
NaKkeToB MeXay KAneHTom un cepsepom. Peanmnsauma DHCP npeacrtaBaeHa HuxKe:

Discover

DHCP knueHTt DHCP cepBep

Offer

{
\

B3anmopgeiicteme npotokona DHCP

PasbAacHeHue:
DHCP knneHT paccblnaeT B IOKabHYIO NOACETb WnpoKosewaTenbHble NakTbl DHCPDISCOVER.

DHCP cepsep npu noaydyeHun naketa DHCPDISCOVER otnpasnsaetr DHCP knaueHTy naket
DHCPOFFER BmecTe ¢ IP agpecamu u gpyrumu ceTeBbiMU NapameTpamm.

DHCP wneT wupokoBelwatenbHbin naket DHCPREQUEST ¢ mHpopmaumen o DHCP cepsepe,
KOTOpPbIN OH Bbibpan 3 DHCPOFFER nakeTos.

Bbi6paHHbI KneHTom DHCP cepBep otnpasnset naket DHCPACK v knueHT nonyyaert IP agpec
W apyrve napameTpbl.

37K yeTbIpe Wara NPons3BoaAT NPOLLECC AMHAMUYECKOW HACTPOMKM XOCTa.

OpHako, ecnn DHCP cepsep n DHCP KnneHT HaxoaATcA B Pa3HbIX NOACETAX, CEPBEP HE MOAYYUT
wnpokosewaTenbHole DHCP nakeTbl, oTNpaBaeHHblE KAMEHTOM W He OTBeTUT emy. B atom
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cnydyae Heobxoaum DHCP petpaHcnatop (relay) gns nepegayum Takux DHCP naketoB mexay
K/IMEHTOM 1 CepBEpPOM.

KommyTtaTtop morkeT pabotatb M Kak DHCP cepsep, u kak DHCP petpaHcnstop. DHCP
noaneprKnMBaetr He TO/bKO AMHaMUYecKoe HasHavyeHue |IP aapecoB, HO TaK e pPy4yHylo
NpuBA3KY aapeca (Hanpumep, yKasaTb onpeaeneHHblit IP agpec gna onpegeneHHoro MAC
aapeca unm onpegeneHHoro ID ycTpoicTea). Pasnmumna mexay AMHAMUYECKMM U CTaTUYECKUM
Ha3HayeHMeM agpecoB: 1) AMHAMMYECKM NOSYyYaeMbl agpec MOXKeT ObiTb Kawabl pas
pa3HbIM; NMPUBA3AHHbLIA BPYYHYKO aapec Bcerga 6yaeT oAwMHaKoBbi. 2) Bpema apeHab! IP
agpeca, NONYYEHHOro AWMHAMWYECKM, OAMHAKOBO ANA BCEro agpecHoro nyna, U OHo
orpaHuMyeHo. Bpema apeHgbl IP agpeca, NpMBA3aHHOIO BPYYHYHO, TEOPETUYECKM BECKOHEYHO.
3) AnHamuyecku Bbigensemble aapeca He MoryT ObiTb npuBA3aHbl BpydHyo. 4) [yn
OVMHAMWYECKMX afpecoB MOMKET Hac/nefoBaTb MNapameTpbl KOHGUrypaumum cetu nyna
OVHaMUUYECKNX aApecoB, OTHOCALLErocA K CerMeHTy.

27.2DHCP Server Configuration

CnucoK 3agay koHourypauum DHCP cepsepa:

1. BKNounTb/BbIKAOUYMTL cepBuc DHCP

2. Hactpoutb agpecHbiii nyn DHCP

(1) Cospatb/ypanutb agpecHsii nyn DHCP

(2) HacTtpouTtb napametpbl agpecHoro nyna DHCP

(3) HacTtpouTtb napameTpbl py4yHoro agpecHoro nyna DHCP

3. BKNOUUTb BeAeHMe KypHana ans KOHGNMKTOB agpecos

1. BKNounTb/BbIKAOUYMTL cepBuc DHCP

KomaHpga OnucaHue

O6wuit pexxum

service dhcp BKkAtoUMTb/BbIKNOUNTL cepBmc DHCP.

no service dhcp

PeXXum KOHPUryprMpoBaHM nopTa

ip dhcp disbale OTKknoveHne He nopte DHCP obcnyKuBaHus,

no Ip dth disable KOMaH4a N0 OTMEHAET OTK/ZIK0YEHUE.
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2. Hactpoutb agpecHbiii nyn DHCP
(1) Cospatb/ypanutb agpecHbii nyn DHCP

238

KomaHpa

OnucaHue

O6wuit pexxum

ip dhcp pool <name>

no ip dhcp pool <name>

Hactpontb agpecHbit nyn DHCP. KomaHga no
oTmeHsAeT nyn agpecos DHCP.

(2) HactpouTtb napametpbl agpecHoro nyna DHCP

KomaHpga

OnucaHue

Pexxum aapecHoro nyna DHCP

network-address <network-number> [mask |

prefix-length]

no network-address

Hactpoika obnactu agpecos, KOTopble
MOryT ObITb BblAeNeHbl aAPECHOMY Myy.
KomaHga no oOTmeHsieT BblaeneHue
afpecHoro nyna.

default-router
[<address1>[<address2>[...<address8>]]]

no default-router

HacTpoiKka wa3a no ymon4yaHuilo ana
DHCP knmneHtoB. KomaHaa no oTmeHsieT
LUJIKO3 MO YMOJTHAHUIO.

dns-server
[<address1>[<address2>[...<address8>]]]

no dns-server

Hactpoinka DNS cepsepa ana DHCP
KnmeHtoB. KomaHga no  oTmeHser
HacTpoiKy DNS cepsepa.

domain-name <domain>

Hactpoika gomeHHoro umenu gna DHCP

no domain-name KnneHtoB. KomaHga no  oTmeHseT
OOMEHHOE nms.
netbios-name-server Hactpoika agpeca WINS cepsepa.

[<address1>[<address2>[...<address8>]]]

no netbios-name-server

KomaHga no oTMEHAET HAaCTPOIKY.

netbios-node-type  {b-node|h-node|m-node|p-
node|<type-number>}

Hactpomka Tuna y3na ana DHCP
KAneHToB. KOomMaHZa Nno OTMeHAeT Tun
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nteersss:
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no netbios-node-type

y3na.

bootfile <filename>

no bootfile

Hactpoika 3arpysoyHoro danna Aans
DHCP knuneHtoB. KomaHaa no oTmeHsaeT
3arpy3o4Hbii daiin.

next-server
[<address1>[<address2>[...<address8>]]]

no next-server
[<address1>[<address2>[...<address8>]]]

HacTpoitka agpeca cepsepa,
pasmellalowero  3arpysodHbin  dain.
KomaHaa no oTmeHseT ypansetr agpec
cepsepa.

option <code> {ascii <string> | hex <hex> |

ipaddress <ipaddress>}

no option <code>

HacTpoiika ceTeBoro napametpa,
onpeaeneHHoOro Kogom onumn. KomaHaa
no yaanAeT ceTeBoi napamerp.

lease { days [hours][minutes] | infinite }

no lease

Hactpolika BpemeHW apeHabl agpecos
nyna. KomaHaa no ygansetr HaCTPOMKY
BPEMEHU apeHabl.

max-lease-time {[<days>] [<hours>] [<minutes>] |
infinite}

no max-lease-time

HacTpoiika MaKCMMa/IbHOrOBPEeMEHM
apeHabl aApecoB B aApecHom nyne,
KOMaHAa no BOCCTaHaBAMBAET
HaCTPOMKM MO YMONYAHMUIO.

O6wunit pexxum

ip dhcp excluded-address <low-address> [<high-
address>]

no ip dhcp excluded-address <low-address>
[<high-address>]

UckntoyeHne n3 agpecHoro nyna
agpecos, KOTOpble He npegHa3Ha4deHbl
AnAa AMHaMUn4eCKoro BblaeneHuA.
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(3) HacTtpouTtb napameTpbl py4yHoro agpecHoro nyna DHCP
KomaHpga OnucaHue
Pexxum agpecHoro nyna DHCP
hardware-address <hardware-address> 3apaTb/ypanuTb annapaTHbli agpec, npu

[{Ethernet | IEEE802 | <type-number>}]

no hardware-address

PY4YHOM Ha3Ha4YeHWWN agpeca.

host <address> [<mask> | <prefix-length> ]

no host

3apgatb/ypanute IP appec, KoTopbii byaer
Ha3Ha4yeH 3a4aHHOMY K/INEHTY.

client-identifier <unique-identifier>

no client-identifier

3apatb/yaanutb YHUKaNbHbIM ID

noab3oBaTenAa.

3. BKAOUUTb BeAeHue KypHana Ans KOHGAMKTOB agpecos

KomaHpa

OnucaHue

o6wuin

pexxum

ip dhcp conflict logging
no ip dhcp conflict logging

BK/OUNTL/BBIKNIOYMTDL BEAEHME KypHana ann
DHCP agpecos, yTObbI 0bHapyXuTb
KOHPAMKTbI afpecos.

PexXum agmuHuUcTparopa

clear ip dhcp conflict <address [ all >

YOanuTb eAMHWYHYI0 3anucb KOHQIMKTa uau
YAANUTb BCE 3anuUCK.
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27.3 KoHdurypauma DHCP petpaHcnaTopa

Korga DHCP knueHT u cepBep HaxoAATcA B pa3HbIX cermeHTax, ana nepegadym DHCP naketos
Heobxogum DHCP petpaHcnstop. MWcnonb3oBaHne DHCP  petpaHcnatopa  genaet
Heobs3aTenbHbIM HacTporiky DHCP cepsepa ana Kaxporo cermeHta, oanH DHCP cepsep
MOXKeT 06CNyKMBaTb HECKOJIbKO CErmeHToB, YTO 3GPEKTUBHEE HEe TO/MIbKO C TOYKWU 3peHuA
3aTpaT, HO U C TOYKM 3pEeHMA ynpaBaeHus.

DHCPDiscover (Broadcast) DHCPDiscover

\
\

DHCPOffer (Unicast) DHCPOffer

/
A

(-

\ DHCPRequest (Broadcast) DHCPRequest -
% . DHCPACck (Unicast) DHCPAck

\

4
A

DHCP Client DHCP Relay DHCP Server

DHCP peTtHaHcnaTop

KaK noka3aHo Ha pucyHke, DHCP knneHT n DHCP cepsep HaxoaAaTcA B pa3Hbix noacetax. DHCP
K/IMEHT BbINO/IHAET Te e yeTbipe wara DHCP, Kak 06bl4HO, TONbKO K Npoueccy gobasneH DHCP
peTpaHcaaTop.

KnueHT wnet wunpokosewartenbHbii naket DHCPDISCOVER, DHCP petpaHcnatop BcTasaser
cBol cobctBeHHbIN IP agpec B none «relay agent» B naketre DHCPDISCOVER u nepecbinaer
naketr ykasaHHomy DHCP cepsepy (gna onucaHus d¢opmarta DHCP kagpa obpatutech K
RFC2131).

Mpun nonyvyeHnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP petpancnatop, DHCP
cepsep wnet KAneHTy naket DHCPOFFER yepe3 DHCP peTtpaHcaatop.

DHCP knueHT BblbMpaeT cepBep M WAET WMpPOKoBeLlaTenbHbl nakeT DHCPREQUEST, DHCP
PeTPaHCNATOP TaKNUM e 0bpa3om nepecbinaeT ero cepsepy.

Mpun nonyvyeHnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP pertpaHcnatop, DHCP
cepsep wnet KAneHty naketr DHCPACK yepes DHCP petpaHcaaTtop.

Cnncok 3agay KoHourypaumm DHCP:
1. Bkntountb DHCP petpaHcaatop.
2. HactpouTtb DHCP peTpaHcnaTop 4na nepecbinku wmnpokoselwatenbHbix DHCP nakeTos.

3. HacTtpoitka share-vlan.
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1. Bkntountb DHCP peTpaHcnaTop.

[ERTIRTIIT T Y
nteersss:

242

KomaHpa

OnucaHue

O6wuit pexxum

service dhcp

no service dhcp

DHCP cepep n DHCP peTpaHcaaTop BK/AKOYAOTCA
npu BrAOYeHMKU cepsuca DHCP.

2. HactpouTb DHCP peTpaHcaaTop 40 nepecbinku wmpokosewatenbHbix DHCP nakeTos.

KomaHpaa

OnucaHue

06w pexxum

ip forward-protocol udp bootps

no ip forward-protocol udp bootps

Mopt UDP 67 wucnonb3yercA A40A MNepecbiiku
LWnpoKoseLaTebHbix naketos DHCP.

Pexxum KoHpuUrypauum nHtepdeiica

ip helper-address <ipaddress>

no ip helper-address <ipaddress>

YctaHoBuTb agpec DHCP cepsepa. KomaHaa no ip
helper-address <ipaddress> oTMeHAET HAaCTPOWKY.

3. Hactpoitka share-vlan.

Korga nonb3oBaTesb XO4YeT MCNO/b30BaTb YCTPOWCTBO BTOPOro ypoBHA Kak DHCP
PETPAHCNATOP, KOJIMYECTBO KOTOPbIX OrpaHM4Yero, TO MO/b30BaTeNb CO34aeT WHTepdeinc
TPETbero YpOBHS Ha YCTPOMCTBE BTOPOrO YPOBHS, HO MCNO/b30BaHWE MHTepdelica TpeTbero
ypoBHA ana share-vlan (mMoskeT BKAOYaTb HECKO/IbKO sub-vlan, oaHako sub-vlan TonbKko
cootBeTcTByeT share-vlan) moxeT ocywectsnate DHCP peTpaHcnatop, U 0O4HOBPEMEHHO Ha
YCTPOMCTBE-PETPAHCIATOPE HYXKHO BKAOYUTL onumio 82.
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KomaHpa

OnucaHue

O6wuit pexxum

ip dhcp relay share-vlan <vlanid> sub-

vlan <vlanlist>

no dhcp relay share-vlan

Cospgaet/yamansert share-vlan u sub-vlan.

27.4Npumepbl KOHPUrypaumm DHCP

CueHapuii 1:

YT06bl YNPOCTUTL HACTPOMKY, KOMMNAHUA MUCNOJIb3yeT KommyTaTop B Kadectse DHCP cepsepa.
Appec B VLAN-e ynpasneHus - 10.16.1.2/16. JlokanbHanA ceTb pa3geneHa Ha ase cetm—Aun B, B
COOTBETCTBMM C pacnonoxeHnem odwucos. HacTpoikm cetn ana pacnonoxennii A u B

MOKa3aHbl HUXKeE.

Nyn A(cetb 10.16.1.0)

Myn B(cetb 10.16.2.0)

YcTpouncreo IP address YcTpoucreo IP address

Lno3 no ymonyaHuo 10.16.1.200 N3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS cepsep 10.16.1.202 DNS cepsep 10.16.1.202

WINS cepsep 10.16.1.209 WWW cepsep 10.16.1.209

Tun y3na WINS H-y3en

Bpemsa apeHabl 3 gHA Bpemsa apeHabl 1 peHb
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B pacnonoxkeHunun A mawmnHe ¢ MAC agpecom 00-03-22-23-dc-ab HasHauyeH ¢uKcMpoBaHHbIN IP
agpec 10.16.1.210 1 nma xocta « management» .

Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0

Switch (Config-Vlan-1) #exit

Switch (config)#ip dhcp pool A

Switch (dhcp-A-config) #network 10.16.1.0 24

Switch (dhcp-A-config) #lease 3

Switch (dhcp-A-config) #default-route 10.16.1.200 10.16.1.201

Switch (dhcp-A-config) #dns-server 10.16.1.202

Switch (dhcp-A-config) #netbios-name-server 10.16.1.209

Switch (dhcp-A-config) #netbios-node-type H-node

Switch (dhcp-A-config) #exit

Switch (config) #ip dhcp excluded-address 10.16.1.200 10.16.1.201

Switch (config) #ip dhcp pool B

Switch (dhcp-B-config) #network 10.16.2.0 24

Switch (dhcp-B-config) #lease 1

Switch (dhcp-B-config) #default-route 10.16.2.200 10.16.2.201

Switch (dhcp-B-config) #dns-server 10.16.2.202

Switch (dhcp-B-config) #option 72 ip 10.16.2.209

Switch (dhcp-config) #exit

Switch (config) #ip dhcp excluded-address 10.16.2.200 10.16.2.201

Switch (config) #ip dhcp pool Al

Switch (dhcp-Al-config) #host 10.16.1.210

Switch (dhcp-Al-config) #hardware-address 00-03-22-23-dc-ab

Switch (dhcp-Al-config) #exit

PyKoBoAacTBO No ucnonb3oBaHuio: Koraa DHCP/BOOTP kauneHT noaknatodaetca K VLAN1 nopty
KOMMYTaTopa, K/AMEHT MOXeT MNoAy4yuTb agpec Tonbko u3 cetv 10.16.1.0/24 BmecTO
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATE/bHbIMA NAKeT OT KAMeHTa byaeT 3anpawmnsath IP

aapec B Tom e cermeHte VLAN mHTepdelica, a IP agpec VLAN uHTepdeitca - 10.16.1.2/24,
NO3TOMY aZpec, HazHaYaeMblil KAneHTy, byaeTt npuHaaneskatb cetv 10.16.1.0/24.

Ecnn DHCP/BOOTP KnMeHT xo4yeT nonyumtb agpec B cetv 10.16.2.0/24, wno3, nepecbinaowmia
LUIMPOKOBELLATeIbHblE MaKeTbl KAMEHTa, AOJIXeH npuHagnexkatb cetu 10.16.2.0/24. Ytobbi
KAWEHT nonyumn agpec u3 nyna 10.16.2.0/24, ponkHa bbiTb obecneyeHa CBA3HOCTb MexAay
KIMEHTCKUM LLUAKO30M U KOMMYTAaTOPOM.

CueHapwuii 2:
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E1/0/1 E1/0/2
192.168.1.1 10.1.1.1

DHCP peTtpaHcnsTop DHCP Server
10.1.1.1

DHCP Client

KoHdurypauma DHCP peTpaHcaaTopa

Kak nMoKas3aHO Ha pUCYHKe, MapLpyTU3UPYIOLNIM KOMMYTATOp HacTpoeH B Kayectse DHCP
petpaHcaaTopa. Agpec DHCP cepsepa - 10.1.1.10. Warn koHpUrypauum cnegyrowme:

Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 192.168.1.1 255.255.255.0
Switch (Config-if-Vlanl) #exit

Switch (config) #vlan 2

Switch (Config-Vlan-2) #exit

Switch (config)#interface Ethernet 1/2

Switch (Config-Erthernetl/2) #switchport access vlan 2
Switch (Config-Erthernetl/2) ffexit

Switch (config) #interface vlan 2

Switch (Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch (Config-if-Vlan2) #exit

Switch (config) #ip forward-protocol udp bootps

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip help-address 10.1.1.10

Switch (Config-if-Vlanl) #exit
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3ameTKa: PeKomer,yeTcn MCNo1b30BaTb I-(OM6MHaLI,VIIO KOMaHA, ip forward-protocol udp
<port> um ip helper-address <ipaddress>. KOMaHga ip help-address MOXeT 6bITb
HACTPOEeHa TO/NIbKO Ha MOPTax 3-ro YPOBHA M HE MOKET BbITb HACTPOEHa HA NOPTax 2-ro YPOBHA.

CueHapwui 3:

N>

S

DHCP Client DHCP peTtpaHcnaTop

Ethernet 1/2 Ethernet 1/3

DHCP Server

KaKk noKasaHo Ha pUCYHKe, KAneHT nony4daet agpec yepes DHCP peTtpaHcnaTtop. KommyTaTtop
ABNAETCA YCTPOMCTBOM BTOPOrO YPOBHA A0CTyna C BKAYeHHbIM DHCP-peTpaHcnatopom u
onuuen 82. Ethernetl/2 ssnaetca nopTtom AocTyna, BkAtodeHHbiM B VLAN3, Ethernetl/3
ABNAETCA TpaHKOBbIM MNoOpTOM, coeauHHeHbim ¢ DHCP cepsepom, agpec KoToporo
192.168.40.199. Ha kommyTatope co3aatotca vlan 1 u mHtepdeic vlan 1, HacTpamsaetca IP
agpec 192.168.40.50. Agpec DHCP-peTtpaHcnatopa HacTpausaetca 192.168.40.199, u vlan3
HacTpaumBaeTca Kak sub-vlan vianl.

KoHdurypauums:

switch (config) #vlan 1

switch (config) #vlan 3

switch (config)#interface ethernet 1/2

Switch (Config-If-Ethernetl/2) #switchport access vlan 3
switch (config)#interface ethernet 1/3

Switch (Config-If-Ethernetl/2) #switchport mode trunk
switch (config) #service dhcp

switch (config) #ip forward-protocol udp bootps

switch (config)#ip dhcp relay information option

switch (config) #ip dhcp relay share-vlan 1 sub-vlan 3
switch (config-if-vlanl)#ip address 192.168.40.50 255.255.255.0
switch (config-if-vlanl) #ip helper-address 192.168.40.199
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27.5MNMouck HeucnpasHoctet DHCP

Echn DHCP knueHTbl He nony4vatoT IP agpeca u gpyrve napameTpbl CeTW, Nocae MPOBEPKMU
Kabenem M KNMeHTCKoro obopyaoBaHuA, cnegyeT BbiNONHUTb CneaytoLee:

MNposepbTe, 3anyweH nn DHCP cepsep, 3anyctute ero, ecim oH He 3anyweH. Ecam DHCP
KNMEHTbl W CepBEpPbl HAxo4ATCA He B OAHOM (PU3MYECKOW CeTU, MNPOBEPbTE, MMEET n
MapLUIpyTU3aTop, oTBeYatolwmit 3a nepecbiiky DHCP naketos, ¢pyHKumio DHCP peTpaHcasTopa.
Echrm  Ha npomeyToyHOM  MaplipytmsaTope HeT ¢yHkumm DHCP  peTtpaHcnatopa,
pekoMeHAyeTcAa 3aMeHUTb 3TOT poyTep nan obHoBuTb ero MO.

B Takom cnyuyae, DHCP cepBep AonxkeH 6biTb NPoOBEpeEH Ha NPeaMET HaAnYMA afpPecHoro nyna
B TOM e cermeHte, 4yto M VLAN KOMMyTaTopa, €C/iM TakoW MNy/n He CyLlecTByeT, ero
Heobxoaumo A06aBUTb.

AZpecHbli Nyn MOXKeT bbITb NMB0 ANHAMUYECKMM, NMbOo cTaTuyeckum. Hanpumep, ecam B nyne
NPUCYTCTBYIOT KOMaHAbl « network-address» n « host» , TONbKO 04Ha U3 HUX BCTYNUT B CUAY.
Kpome TOro, B py4HoM npuBA3Ke TONbKO oAHa npuBsasKa IP-MAC morKeT ObiTb HacTpoeHa B
Kaxkaom nyne. Ecnv Heob6xoaMMO HECKONbKO MPUBA30K, HYXKHO CO34aTb OTAE/bHbIN afpeCHbI
nyn ANA KaK[on u3 Hux. Hoeasa KoHPUrypauma B CcTapom nyne nepesanuiueTt CTapyto.
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28 KOH®UTYPALIUA DHCPV6

28.1BsepeHue DHCPv6

DHCPv6 [RFC3315] aTo IPv6 Bepcua NpoTOKONa AMHAMUYECKON KOHPUrypaumm xoctos (DHCP).
3TOT NPOTOKOA Ha3HayaeT IPv6 agpeca n gpyrve napameTpbl HACTPOMKN CETM TaKMe KaK: aapec
DNS wn pomeHHoe wumsi DHCP knueHta, DHCPv6 naBnseTca yCNOBHOW aBTOMaTUYeCKoOM
KOHdUrypaumei npotokona IPv6. B npouecce HacTpoikn agpeca DHCP cepsep npucsansaert IP
agpec KaveHty u npepoctasnser DNS agpec, gomeHHoe mMma M MHbOpMaUUIO Apyromn
HacTpoiKkn, naketr DHCP MmoXeT nepenasBaTbCA Yepe3 [AeNerMpoBaHHbIA  PEeTpPaHCAAaTop,
HacTponkn agpeca IPv6 M KnveHTa 3anucaHbl Ha cepBepe DHCPv6, Bce 3TO noBblWaeT
addeKTMBHOCTL ynpaBneHus ceTbto. DHCPV6 moKeT obecneynTb pacliMPeHHYH ¢YHKUUIO
aeneraymm npedukcos. DHCPv6 cepBep TaKk ke obecneunmBaetr DHCPv6 cepsuc 6e3
OTCNEXUBAHUA COCTOAHMA, NPU KOTOPOM HA3HA4YalOTCA TONIbKO MapaMeTpbl KOHOUrypaumm,
TaKue Kak agpec DNS cepsepa 1 foMeHHOe nMA, HO He Ha3Ha4vaeTcA IPve aapec.

Ectb Tpyn obbekTa B npoTokosie DHCPV6 — kKnneHT, cepsep u petpaHcaaTop. NMpotokon DHCPv6
OCHOBaH Ha npoTtokose UDP. Knnent DHCPv6 otnpasndaet 3anpoc DHCP cepsepy nan DHCP
peTpaHCcAATOpYy Ha NopT Ha3HaveHua 547, DHCP cepsep (Man peTpaHcnaTop) oTnpaBaatoT
OoTBeTbl Ha MOPT Ha3HayeHuAa 546. DHCP knueHT oTtnpasnseT 3anpocbl (solicit) n 3aaBku
(request) DHCP cepsepy Ha multicast agpec ff02::1:2.

Solicit (Muticast)

>

\I;U Request

DHCPv6 DHCPv6

Advertise

{
\

CornacosaHne DHCPv6

Korga DHCPv6 knmeHT nbiTaetca 3anpocutb y DHCPv6 cepsepa IPve agpec u pgpyrue
napameTpbl, KAWEHT f[O0/KeH CcHayana Hahtu DHCPv6 cepBep, 3aTem y¥e 3anpocuTb
KOHOUrypauma y cepsepa.

Ona  obHapykeHua cepsepa DHCP knueHT paccbiiaer naketbl SOLICIT (3anpoc) Ha
LWMPOKOoBeLWaTeNbHbIM agpec FF02::1:2.

Kaxkabih DHCP cepBep, no/y4MBLUMIA 3anpoc, OTBETUT KAMeHTy coobuieHnem ADVERTISE
(npeanoxkeHue), KOTOpoe coaepXKUT naeHTUPUKaTop cepsepa (DIUD) n ero npuopwuTer.

BO3MOXHO, YTO KAMEHT NMOJIY4UT HECKONIbKO coobuieHnin ADVERTISE. KnueHT gonxKeH BbibpaTb
OAUH cepBep U OTBETUTb emy coobuleHnem REQUEST (3aaBKa), uTobbl 3anpocuTb ajpec,
npeanoXeHHblI B coobueHnmn ADVERTISE.
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3aTem Bbl6paHHbIM DHCPV6 cepBep coobuieHnem REPLY (oTBeT) noartBep:kaaeT HaszHayeHue
KnneHTy IPv6 agpeca 1 Apyrux HacTpoek.

[aHHble yeTbipe LWara 3aBepLUaloT Npouecc ANHAMUYECKOM HACTPOMKKU XOCTa. Tem He meHee,
ecnn DHCPv6 cepsep n DHCPv6 KAMeHT He HaxogAaTca B O4HOW CETU, CEPBEP HE NOAYYMT
LWMPOKOBELLATENbHbIM 3anNpoc OT K/AMEHTa M He OTBETUT emy. B 3aTom cnyvae Heobxoaum
DHCPv6 peTtpaHcnatop(relay), 4tobbl nepecbinatb 3anpocbl MeXAy KNAMEHTOM U cepBepom. B
KOMMyTaTope peanusoBaHbl ¢yHKuuMmM DHCPv6 cepBepa, relay wn KaneHTa pgenerayumm
npedukcos. Koraa DHCPv6 peTpaHcnsatop nonyyaetr coobuieHne ot DHCPv6 KnueHTa, OH
WMHKancynupyet ero B nakeT Relay-forward u goctasnaet cneaytowemy DHCPv6 peTpaHcasTopy
unn  cepsepy. [lpuxogawme oOT cepBepa K peTpaHcnsatopy DHPCv6 coobuieHun
WMHKancynnpoBaHbl B nNakeT Relay-reply. PeTpaHcnhatop ybupaeT MHKaNcynaumio U AoctaBnseT
naket DHCPv6 KnneHTy nnu cnegyowemy peTpaHCIATOPY B CETW.

B cnyyae peneraumn IPv6 npedukcos DHCPv6 cepBep HacTpoeH Ha MaplpyTtusatope
nposangepa, a DHCPv6 KNMeHT HAcTpoeH Ha MaplpyTU3aTOpe KAMEHTa, MaplipyTu3atop
KAMEHTa WaeT MapLlipyTU3aTopy npoBakAepa 3anpoc Ha BblaeneHue npeduKca agpecos U
nonyyaeT npeaBapuTe/ibHO HAaCTPOEHHbIN NpeduKe, He HacTpaesBasa NpeduKc BPyUYHy. 3aTem
K/IMEHTCKUIA MapLlpyTM3aTop AENUT NOJIYYeHHbIM npeduke (4MHA KOTOPOro He MOXKET bObITb
MeHblie 64) Ha 64 noacetu. [aHHble npeduKcbl 6yayT aHOHCUMpPOBaHbl COOOLLEHUAMMU
06bABNEHMA MapwpyTm3aTopa (RA) xocTam, MOAKAOYEHHBIM HANPAMYHO K KNEHTY.

28.2 KoHdurypauma DHCPv6 cepsepa
Cnucok 3agay kKoHpurypaumm DHCPv6 cepBepa:

1. BKounTh/BbIKAOUYUTL cepBruc DHCPv6

2. Hactpoutb agpecHbiii nyn DHCPv6

(1) Cospatb/yaanutb agpecHbit nyn DHCPV6

(2) HactpouTtb napameTpbl agpecHoro nysa DHCPv6

3. Bkaountb pyHKumio DHCPv6 cepBepa Ha nopTy

1. BKounTh/BbIKAOUYUTL cepBmuc DHCPv6

KomaHpa OnucaHue

06wmii pexkum

service dhcpv6 BktounTb/BbIKNHOUMTL cepBuc DHCPV6.

no service dhcpvé
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2. Hactpoutb agpecHbiii nyn DHCPv6
(1) Cospatb/ypanuTb agpecHsii nyn DHCPv6

KomaHpga OnucaHue

O6wuit pexxum

ipv6 dhcp pool <poolname> Co3patb/yaanvutb agpecHbiii nyn DHCPVG6.
no ipv6 dhcp pool <poolname>
(2) HactpouTtb napameTpbl agpecHoro nysna DHCPv6

KomaHpaa OnucaHue

PexXum KoHdpurypauum agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address> | HactpouTb [AManasoH IPv6 a[pecos,

{<ipv6-pool-end-address> | <prefix-length>}
[eui-64]

no network-address

Ha3Ha4YaeMmMbln nyaom

dns-server <ipv6-address>

no dns-server <ipv6-address>

Hactpoutb agpec DNS cepsepa gna DHCPv6
K/IMEHTa.

domain-name <domain-name>

no domain-name <domain-name>

Hactpoutb gomeHHoe nma DHCPv6 KnueHTa.

excluded-address <ipv6-address>

no excluded-address <ipv6-address>

Uckntountb IPv6 appec, KoTopbin He bypeT
HaHa4YaTbCA AMHAMUYECKM.

lifetime {<valid-time> | infinity}
{<preferred-time> | infinity}

no lifetime

HactpouTb Bpems AencTBuA nnu
NPeAnoyYTUTENbHOE BPEMA aApPecHoro nyna
DHCPv6.
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3. Bknountb pyHKumio DHCPV6 cepBepa Ha nopTy.

KomaHpga OnucaHue

Pexxum KoHouUrypauum nHtepdeiica

ipvé dhcp server <poolname> [preference | Bkntountb ¢yHKumio DHCPv6 cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpeneneHHoOMm nopty n npuBenAsaTb

no ipv6 dhcp server <poolname> ncnonbsyembliit DHCPv6 agpecHbi nyAn.

28.3 KoHdurypauma DHCPv6 petpaHcnaTopa
1. CnncoK 3agay KoHourypaumm DHCPv6 peTpaHcaaTopa:
2. BKNounTb/BblKNOUNTL cepauc DHCPV6

3. Hactpoutb DHCPV6 peTpaHcnATOp Ha NOpTy

1. BKounTh/BbIKAOUYUTL cepBmuc DHCPv6

KomaHpga OnucaHue

O6wuit pexxum

service dhcpv6b BKNtOUMTL/BbIKAOUNTL cepBmc DHCPVG.

no service dhcpv6

2. Hactpoutb DHCPV6 peTpaHcnaTop Ha NnopTy

KomaHpga OnucaHue

Pexxum KoHPUrypauum nutepdeiica

ipvé dhcp relay destination {[<ipv6-address>] | Yka3aTb agpec Ha3HauyeHuA AN nepenauu
[interface { <interface-name> | vlan <1-| DHCPv6 naketoB. KomaHaa no yaanser
4096>}1} HaCTPOWMKY.

no ipve dhcp relay destination {[<ipv6-
address>] [interface { <interface-name> | vlan
<1-4096>1]}
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28.4KoHdurypauusa cepsepa aeneraumm npedpukcos DHCPV6
Cnuncok 3agay KoHourypaumm cepsepa generaumm npedpumkcos DHCPv6:

1. BKNounTb/BbIKAOUYUTL cepBmuc DHCPv6

2. HactpouTtb nyn generaummn npedukcos

3. Hactpoutb agpecHbiii nyn DHCPv6

(1) Co3patb/yaanutb agpecHbit nyn DHCPv6

(2) Hactpowutb nyn generaunn npedrKcoB, NCNOIb3yeMblii apeCHbIM Ny/IOM
(3) HactpowuTb cTaTuyeckyto NpuBA3KY Aeneraumm npeduKcos

(4) HactpouTtb apyrue napameTpbl agpecHoro nyna DHCPv6

4. BknounTb pyHKLMIO cepBepa aeneraunm npedmkcos DHCPv6 Ha nopTy

1. BKNounTh/BbIKAOUYUTL cepBmuc DHCPv6

252

KomaHga OnucaHue

O6wuit pexxum

service dhcpv6é BkounTb/BbIKNHOUMTL cepBuc DHCPV6.

no service dhcpv6é

2. Hactpoutb nyn generaumm npedpmKkcos

KomaHpaa OnucaHue

O6wuit pexxum

ipv6 local pool <poolname> <prefix|prefix- | HactpouTb nyn generaunmn npedumkcos.

length> <assigned-length>

no ipv6 local pool <poolname>
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3. Hactpoutb agpecHbiii nyn DHCPv6
(1) Cospatb/yaanutb agpecHbin nyn DHCPv6

KomaHpa

OnucaHue

o6wuin

N peXum

ipv6 dhcp pool <poolname>

no ipv6 dhcp pool <poolname>

Co3patb/yaanvutb agpecHbiii nyn DHCPVG6.

(2) HactpouTb nyn generaunmn npeduKcos, UCNONb3YEMbIN

KomaHpaa

OnucaHue

PexXum KoHdurypauum agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity} {<preferred-time> |
infinity}]

no prefix-delegation pool <poolname>

YKaszatb nyn Aeneraunm npedukcos,
NCMONb3yeMbl aapPEeCHbIM MYIOM U Ha3HAYUTb

npeduKC KNeHTY.

(3) HacTpouTb cTaTMyeckyto NpUBA3KY Aeneraumm npeduxkcos

KomaHpa

OnucaHue

Pexxum KoHdUrypaumm

appecHoro nyna DHCPv6

prefix-delegation <ipv6-prefix/prefix-
length> <client-DUID> [iaid <iaid>] [lifetime
{<valid-time> | infinity} {<preferred-time> |
infinity}]

no prefix-delegation <ipv6-prefix/prefix-
length> <client-DUID> [iaid <iaid>]

npeduKcos.
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(4) HactpouTb apyrue napameTpbl agpecHoro nyna DHCPv6

KomaHpa

OnucaHue

PexXum KoHdpurypauum agpecHoro nyna DHCPv6

dns-server <ipv6-address>

no dns-server <ipv6-address>

Hactpoutb agpec DNS cepsepa gna DHCPv6
KNMEHTa.

domain-name <domain-name>

no domain-name <domain-name>

Hactpoutb gomeHHoe uma DHCPv6 KnuneHTa.

4. BknounTb pyHKUMIO cepBepa aeneraunm npedmkcos DHCPv6 Ha nopTy

KomaHpa

OnucaHue

Pexxum KoHouUrypauum nHtepdeiica

ipvée dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bknountb  ¢yHkumio DHCPv6 cepBepa Ha
onpeaeneHHoOM nopty n npusAsaTb
ncnonbsyemblit DHCPv6 agpecHbIi nyn.

28.5 KoHdurypauuma knueHta aeneraumm npedpumukcos DHCPv6

Cnuncok 3agay KoHoUrypaummn KnmeHTa generaumm npedpukcos DHCPvE:

1. BKnoumnTh/BbIKAOUYUTL cepBmuc DHCPv6

2. BKaountb PyHKUMIO KNneHTa generaumm npedumkcos DHCPv6 Ha npoTty

1. BKounTh/BbIKAOUYUTL cepBmuc DHCPv6

KomaHpga

OnucaHue

06wmii pexkum

service dhcpvé

no service dhcpvé

BKkAtoUMTb/BbIKNOUYNTL cepBuc DHCPV6.
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2. BKawountb pyHKUMIO KAneHTa gaeneraumm npedumkcos DHCPv6 Ha npoTty

KomaHpga OnucaHue

Pexxum KoHouUrypauum nHtepdeiica

ipvé dhcp client pd <prefix-name> [rapid- | Bkatountb OGyHKUUIO KAMEHTA  Aenerauuu
commit] npe¢ukcos DHCPv6 Ha npoTy M accoumauuto
nosyvyeHHoro npeduKca C  HACTPOEHHbIM

no ipv6 dhcp client pd
YHMBEpPCa/bHbIM NpedrKcom.

28.6 Mpumepbl KOHPUrypaumm DHCPv6
Mpumep 1:

MNpu pa3BepTbiBaHUM ceTen IPv6 KommyTtaTopbl cepum QTECH moryt ObiTb HacTpPOEHbl B
Kayectee DHPv6 cepsepoB A4na ynpaBneHuMa  pacnpegeneHunem  agpecos  |Pve6.
MNopaeprkmnsatotca oba pexknma DHCPV6 — ¢ oTcnexkmBaHMeM COCTOAHUSA U 6e3 Hero.

Tononorua:

Ha ypoBHe pocTyna wucnonb3yeTcA KommyTaTop 1 AnA NOAKAOYEHWA Nosb3oBaTesen
obwexntna. Ha nepBom ypoBHe arperaumm KOMMyTaTop 2 HacTpoeH Kak DHCPv6
peTpaHcnaTop.HHa BTOpOM ypoBHe arperauym KommyTaTop 3 HacTpoeH Kak DHCPv6 cepsep u
COeMHEH C MarucTpanbHOM ceTblo. Ha KomnbiloTepax fomKHa 6bITb ycTaHoBneHa OC Windows
Vista, B KoTopo# ectb DHCPV6 KnneHT.
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DHCPvV6 Server

Switch3
V1: 2001:da8:1:1::1
V10: 2001:da8:10:1::1

Switch2
V1:2001:da8:1:1::2
V10: 2001:da8:10:1::2
V100: 2001:da8:100:1::1

Switchl

DHCPvV6 client

KoHdurypaumna kommytaTtopa 3:

Switch3>enable

Switch3#config

Switch3 (config) #service dhcpvb6

Switch3 (config) #ipv6 dhcp pool EastDormPool

Switch3 (dhcpv6-EastDormPool-config) #network-address 2001:da8:100:1::1
2001:da8:100:1::100

Switch3 (dhcpv6-EastDormPool-config) #excluded-address 2001:da8:100:1::1
Switch3 (dhcpvée-EastDormPool-config) #dns-server 2001:da8::20
Switch3 (dhcpvé6-EastDormPool-config) #dns-server 2001:da8::21

Switch3 (dhcpv6e-EastDormPool-config) #domain-name dhcpv6.com
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Switch3 (dhcpv6-EastDormPool-config)#lifetime 1000 600

Switch3 (dhcpv6-EastDormPool-config) #exit

Switch3 (config) #interface vlan 1

Switch3 (Config-if-Vlanl)#ipv6 address 2001:da8:1:1::1/64

Switch3 (Config-if-Vlanl) ffexit

Switch3 (config) #interface vlan 10

Switch3 (Config-if-vV1anlO) #ipv6 address 2001:daB8:10:1::1/64

Switch3 (Config-if-V1anlO0) #ipv6 dhcp server EastDormPool preference 80
Switch3 (Config-1if-V1anlO) #exit

Switch3 (config) #

KoHbGurypaursa KoMMyTaTopa 3:

Switch2>enable

Switch2#config

Switch2 (config) #service dhcpvb6

Switch2 (config) #interface vlan 1

Switch2 (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::2/64
Switch2 (Config-if-Vlanl) #exit

Switch2 (config) #interface vlan 10

Switch2 (Config-if-V1anlO) #ipv6 address 2001:daB8:10:1::2/64
Switch2 (Config-1f-V1anlO0) #exit

Switch2 (config) #interface vlan 100

Switch2 (Config-1f-vV1anl00) #ipv6 address 2001:da8:100:1::1/64
Switch2 (Config-if-v1anl00) #no ipvé nd suppress-ra

Switch2 (Config-if-v1anl00) #ipv6 nd managed-config-flag
Switch2 (Config-if-v1anl00)#ipv6 nd other-config-flag

Switch2 (Config-1if-v1anl00)#ipv6 dhcp relay destination 2001:da8:10:1::1
Switch2 (Config-if-vV1anl00) #exit

Switch2 (config) #
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28.7 NMouck HecunpasHocTeit DHCPv6

Echn DHCPv6 KnmeHT He moeT nonyunTb IPv6 agpec n gpyrne cetesble napameTpbl, nocne
NpoBepKn Kabenen n KIMEHTCKoro obopyaoBaHUA caeayeT BbIMONHUTb cCaeagytollee:

MposepbTe, 3anyweH am DHCPv6 cepsep, 3anycTuTe ero, ecan OH He 3anyuweH. Ecaum
DHCPv6 KnueHTbl M cepBepbl HAXo4ATCA He B OAHOM QU3NYECKOM CeTu, NpoBepbTe,
MMeeT NN MapLLpyTM3aTop, OTBevarowmi 3a nepecbinky DHCPv6 naketos, ¢pyHKUMIO
DHCPv6 peTpaHcnaTopa. Ecam Ha NpomekyTOYHOM MapLIpyTU3aTope HeT (yHKuMK
DHCPv6 peTpaHcnaTopa, peKoOMeHAyeTcA 3aMeHUTb 3TOT poyTep nan obHoBuTb ero MO.
NHoraa xocTbl, NOAKAIOYEHHbIE K KOMMYTaTOpam cO BKAtoYeHHbIM DHCPv6, He moryT
nonyumtb IPv6 agpec. B aToM cuTyaumun B NepBylo oyepenb HEOHXOAMMO NPOBEPUTD,
NOAKNIOYEHbl AN MOPTbl, K KOTOPbIM MOAKAIOYEHbl XOCTbl, K MNOPTY, K KOTOpOMy
nogkntouyeH DHCPv6 cepBep. Ecin noakntoyeHo Hanpsamyto, ybeantbea, YTo aapecHbI
nyn IPvé VLAN-a, K KOTOpOMY NpUHAZNEXUT NOpPT, HaxoguTcA B OA4HOM noacetn C
aflpecHbIM nNyaom, HacTpoeHHbiM Ha DHCPv6 cepsepe. Ecan nogkntoveHbl He Ha
NPSMYIO, U MeXAy XOCTOM M cepBepom HacTpoeH DHCPv6 peTtpaHcnaTop, HeobxoamMmo
B NepBylo ovyepenb NPOBEPUTb, HACTPOEH NN NpaBUAbHbIN IPV6 aagpec Ha uHTepderice
KOMMyTaTopa, K KOTOpPOMY MNOAKMKOYAOTCA XOCTbl. ECAM He HaAcTpoeH, HacTpouTb
npaBuabHbi IPv6 aapec. Ecnnm HacTpoeH, HeobxogMmo NPoOBEPUTb, B OAHOU U
noacetn c¢ DHCPv6 cepBepom HaxoauTca HacTpoeHHbl IPv6 agpec. Ecam Her,

noxanyicra, 0b6aBbTe €ro B aAPECHbIN ny.
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29 KOH®UTYPALUA ONUNKN 82 DHCP

29.1BBepeHue B onuuto 82 DHCP

Onuma 82 DHCP 310 onuua nHdopmaumm peTpaHcampytowero areHTa (Relay Agent). Onuma 82
DHCP HanpasneHa Ha ykpenneHwe 6esonacHocTn cepsepoB DHCP u ynydweHuAa NOAUTUKMK
KoHoUrypauum IP agpecoB. PeTpaHcaupylowmin areHT aobasaset onumio 82 (BKAtOYatOLWLyHO
dU3NYEeCKMIA NOPT AocTyna KAWeHTa, WAEHTUPMKATOpP YCTPOMCTBA AOCTyna U ApYyryto
nHoopmauymio) B8 DHCP 3anpoc, Mony4YeHHbI OT KAuWeHTa, 3atem nepecbiiaer ero DHCP
cepBepy. Koraa DHCP cepsep, KOTOpbiA noaaep:knBaeT ¢yHKUMO onuuu 82, nonyyaet
coobuieHne, OH BblaenAeTr KaveHty IP agpec wn apyrve napameTpbl B COOTBETCTBMM C
npeAHacTPOEHHbIMW NOAUTUKAMK U MHPopmaumen B onumn 82. B 1o e Bpema DHCP cepsep
MOXET NaeHTUOUUMPOBATL BCE BO3MOXHble aTakm DHCP coobuweHnsamun B COOTBETCTBUMU C
nHpopmaumein B onumm 82 n 3awmuTnUTb OT HUX. DHCP peTpaHcampylowmin areHT CHUMET ONuuto
82 ¢ oTBeTHOro coobleHns n nepepact ero onpeaeneHHOMY MOpPTy YCTPOMCTBA A0CTyna, B
COOTBETCTBMU C MHPOpMaUMeN O pM3nYeckom nopte B onuuun. NMpumeHeHne onummn 82 DHCP
NPO3pPaAYHO ANA KAUEHTA.

29.1.1 CrpyKrtypa coobweHua onuyun 82 DHCP

CoobuieHne DHCP mo»KeT MMeTb HECKO/IbKO CermeHToB onuui, onuua 82 oauH u3 Hux. OHa
O0MKHA 6bITb NOC/e APYrUX ONunii, Ho A0 onuuun 255. BoT ee popmar:

Caode Len Amsent Information Field

F———— e F———— ————— F———— F————— +—— R +
| &= | H | i1 | iz | i3 | i4 | | iw® |
- - +———— - - +———— +—— ————— +

Code: npeacraBaseT NOpAAKOBbLIM HOMep OnuMM MHPOPMALUK PETPAHCAMPYHOLWErO areHTa,
onunA 82 Tak HasbiBaeTca notomy, Uto RFC3046 onpegensaet ee Kak 82.

Len: KonnyectBo 6anT B none nHGopmauum areHTa, He BKAtoYas ABa 6alta B cermeHTe Code 1
cermeHTe Len.

Onuma 82 MOXKeT MMeTb HEeCKOoIbKO cyb-onumin, TpebyeTca Kak MMHUMMYM OfHa cyb-onuus.
RFC3046 onpegenset cneagyowme gse cyb-onumn, opmaTt KOTOPbIX MOKA3aH HUKeE:

SublOpt Len Sub—option ¥Yalue
= +——— t———— N — ——— t———— +— +
| 1 | H | =1 | =2 | =3 | =4 | | =H |
F———— S e F———— e e +—— —————— +
Subldpt Len Sub—option YValue
= +——— t———— N — ——— t———— +— +
| 2 | H | 1l | 1z | 13 | 14 | | 1H |
F———— S F———— F———— S F———— +—— —+————— +
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SubOpt: nopagKoBbiit HOomep cyb-onuuu, nopsakosBbin Homep cyb-onumm Circuit-ID — 1,
nopaaKkoBbli Homep cyb-onunm Remote ID — 2.

Len: konnyectBo 6alT B cy6-onumm, He BKAtoYas ABa balita B cermeHTe SubOpt n cermeHTe
Len.

29.1.2 MexaHu3m pabotbl onuuu 82

DHCP Relay/Agent

DHCP Client DHCP

[Onarpamma notokos onunmn 82 DHCP

Ecnn DHCP peTpaHcanpyolwmii areHT nogaepxmsaet onuunto 82, DHCP KAMEHT A0MKeH NPOUTH
cneayouime yeTbipe wWwara, Ytobbl nonyunts IP agpec ot DHCP cepsepa: discover, offer, select n
acknowledge. MpoTtokon DHCP cnegyeT npuBeAeHHOM HUXKe Npoueaype:

1) DHCP KAMeHT npu MHULMANM3AUMM NOCbINAeT WMPOKoBeLaTeNbHOe coobLLeHne 3anpoca.
9To coobuleHne He umeeT onuumn 82.

2) DHCP peTpaHcaunpyowmii areHT 4ob6asut onumio 82 K COObLLEHMIO 3anpoca, KOTOPOe OH
Nony4uT, 3aTemM nepewwneT ato coobueHmne DHCP cepsepy. Mo ymonyaHuto cyb-onuma 1 onuum
82 (Circuit ID) aTo nHbopmauusa 06 nHTepodeice, K Kotopomy nogkatodeH DHCP knmeHT (VLAN
n GU3NYECKOM MOPT), HO NOJIb30BaTelb MOXKET HacTpouTtb Circuit ID Nno cBoemy yCMOTPEHMUIO.
Cy6-onuua 2 onumn 82 (Remote ID) ato MAC aapec yctpoinctsa DHCP peTpaHcnaTopa.

3) Nocne nonyyeHma DHCP 3anpoca DHCP cepBep Bblaenut Knnenty IP agpec n gpyryto
nHpopmaumo, B COOTBETCTBUM C NPEeAHACTPOEHHbIMU NOJNTUKAMU U MHPOPMaLMEN B onumm
82. 3atem oH Hanpasut DHCP peTpaHcaupytoulemy areHTy orteBeTHoe coobuieHue ¢ DHCP
KOHUrypaumei n onumen 82.

4) DHCP peTpaHCcAnpylowmii areHT OYNUCTUT OTBETHOE COObLEeHMe OT onunmn 82 1 HaNpPaBuUT ero
KNUEHTY.
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29.2 CnucoK 3aaay KoHpurypaumm onuyum 82 DHCP

. Bkntountb onumio 82 DHCP cepsepa

. Hactpoutb paspgenutens

. Hactpoutb meToa, co3gaHus onumnm 82

N o o B WN R

. Bkntountb onumio 82 DHCP peTpaHcampytowero areHTa

. HactpouTb aTpnbyTtbl nHTEepdeiica onumnmn 82 DHCP

. Hactpoutb dpopmat no ymonyanuto onumm 82 DHCP peTpaHc/iMpyloLLero areHTa

. MpoBOAgUTL ANArHOCTUKY N NoaaepKKy onumn 82 DHCP

. Bkntountb onumio 82 DHCP peTpaHcaAnpytoLwero areHTa.

KomaHpa

OnucaHue

o6wuin

pexxum

ip dhcp relay information option

no ip dhcp relay information option

Bkntoyaer  dyHKUMMK onuunm 82 Ha
peTpaHCAMpYIOWeM areHTe KOMMyTaTopa.
KomaHaa no BblKkAoYaeT GyHKLMIO.

2. Hactpoutb aTpnbyThbl MHTEepdeica onunm 82 DHCP

KomaHpga

OnucaHue

Pexxum KoHPUrypauum nutepoeiica

ip dhcp relay information policy {drop | keep
| replace}

no ip dhcp relay information policy

YcTaHaBAMBaeT MNOAUTUKM  peTpaHCaAALMK
COObBLLEHNA, KOTOPOE YXKE COAEPHKMUT ONuMIo
82. Pexxnm drop o3HauaeT, 4To cooblieHue,
cogepxagee onuuio 82, byaetr oTtbpolieHo
6e3 Kakoi nnMbo o06paboTku. Pexum keep

O3Hayvaer, 4yTOo cuctema OCTaBUT
OpUrMHaNbHYtO onuuto 82 w©  nepegact
coobuieHne  cepsepy. Pexum  replace
O3Hayvaer, 4yTOo cuctema 3aMeHuUT
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CyLecTByHOLLYIO onuumio 82 cBoel u nepepact
coobuweHune cepsepy. KomaHzaa no ycTaHOBUT
MONUTUKY B PEXUM NO yMmo4aHuio — replace.

Ip dhcp relay information option subscriber-
id {standard | <circuit-id>}

no ip dhcp information

subscriber-id

relay option

YcTaHaBamBaeT ¢popmat cyb-onuum 1 onumu
82 (Circuit ID), standard o3HauvaeT
CTaHpapTHble Ha3aHuA VLAN mn ¢usmyeckoro
nopta, Hanpumep «Vlan2+Ethernet1/0/12»,
<circuit-id> 310 CcoXKeprkaHume circuit-id,
3a/laHHOro nonb3oBaTenem (CTpoKa He 6onee
64 cumBonoB). KomaHaa noO yCTaHOBUT
CTaHAapTHbIN popmar.

0O6wmit pexxum

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-
id

YctaHaBnmBaet ¢dopmat cyb-onumm 1 onuuu
82 (Remote ID). KomaHga no ycTaHOBWUT
CTaHAapTHbIN popmar.

3. Bkatountb onuuto 82 DHCP cepsepa.

KomaHpga

OnucaHue

o6wuin

pexum

ip dhcp server relay information enable
no ip dhcp server relay information enable

Nossonaetr DHCP cepsBepy KommyTaTopa
naeHTnoumumnposatb onunto 82. KomaHga no
OTK/OYAET 3Ty QYHKUMUIO.

4. HactpouTb dopmaT no ymonyaHuio onumnm 82 DHCP peTpaHCANPYIOLLErO areHTa

KomaHpga

OnucaHue

O6wun

pexxum

ip dhcp relay information option subscriber-
id format {hex | acsii | vs-hp}

YctaHaBnmBaetr dopmat subscriber-id onunu
82 peTpaHCAMPYIOLLEro areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YctaHasnmBaet popmat remote-id onunmn 82
pPeTPaHCANPYIOLLEro areHTa.
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5. HactpouTb pasgenurtennb
KomaHpga OnucaHue
O6wuit pexxum

ip dhcp relay information option delimiter | Hactpansaer pasgenutens KaXkaoro
[colon | dot | slash | space] napameTtpa cybonumii B onuum 82 B
no ip dhcp relay information option delimiter rnobanbHom PEXRMME. KomaHaa no

BOCCTaHaB/MBAET pasgenuTenb no

ymonyaHuio — slash.

6. HactpouTb megoT co3gaHuna onummn 82

KomaHpga

OnucaHue

06w pexxum

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTaHaBAMBaeT MeaoT co3aaHmAa onumn 82,
Nno/sb3oBaTeNu MOTryT CaMOCTOATE/NIbHO

onpeaenvUTb nNapameTpbl cyb-onumm remote-
id.

ip dhcp relay information option self-defined
remote-id format [ascii | hex]

YcTaHaB/AMBaeT MO/b30BaTeNbCKUM  popmaT
remote-id gna onuun 82.

ip dhcp relay information option self-defined
subscriber-id {vlan | port | id (switch-id (mac
| hostname)| remote-mac)| string WORD }

no ip dhcp relay information option self-
defined subscriber-id

YcTaHaBAMBaeT MeToh Cco3gaHuAa onuunm 82,
Nnosb3oBaTenu MOryT CaMOCTOATENIbHO
onpezenvTb NapameTpbl cyb-onuuum circuit -
id.

ip dhcp relay information option self-defined
subscriber-id format [ascii | hex]

YcTaHaBAMBaeT MO/Ib30BaTeNbCKUIM  popmaT
circuit -id ana onuun 82.
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7. NMpoBoAUTb AMArHOCTUKY U noaaepky onunn 82 DHCP

KomaHpga

OnucaHue

Pexxum agMmuHucTpatopa

show ip dhcp relay information option

OTtobpakaeT WHPOPMALMIO O COCTOAHWUM
onuunm 82 B CUCTEME, BKAKYaa BCe
napameTpbl HACTPOMKM.

debug ip dhcp relay packet

Ncnonb3yeTca ans oTobparkeHuA
nHbopmaumm o6 obpaboTtke naketos 8 DHCP
peTpaHcAnpyoLWem areHTe, BK/ItOYan
AencTBUA «406aBUTb» U KOUNUCTUTBY.

29.3Mpumepbl npumeHeHna onuyumu 82 DHCP

DHCP Client PC2

KommyTaTtop 2

lan2:ethernetl/

DHCP Agent

DHCP cepsep

TunosoW npumep npumeHeHus onunmn 82 DHCP

B pgaHHOM cxeme oba KOomMyTaTopa BTOPOro ypoBHA (1 M 2) NOAKNHOYEHbI B KOMMYyTaTOpPY
TpeTbero ypoBHsA (3), KoTopbili nepeaaetT DHCP 3anpockl OT KAKMeHTOB cepsepy. Ecam onuma 82
BbiKNtoyeHa, DHCP cepBep He CMOXKET pacno3HaTb, U3 KaKo NOACETU KAUEHT, N BCE KNUEHTDI,
NOAKNIOYEHHbIE K KOMMyTaTopam 1 un 2, 6yayT nonyyatb agpeca u3 obuwero agpecHoro nyna
DHCP cepsepa. Mocne BKAYEHMA onumum 82, T.K. KOMMyTatop 3 pgobasnseT K 3anpocy
MHPOPMaLMIO O MNOpTe, CEepBepP CMOMKET pPacrno3HaTb, B KAKOW CETU HaXoOMTCA KAUEHT
(kommyTaTop 1 nan KommyTaTop 2) U, TaKUM 06Pa3oOM, CMOKET BblAENATb Pa3HOe afapecHoe
NPOCTPAHCTBO ABYM MOACETAM, YTObbI YNPOCTUTL YNpaBAeHUE CETbIO.
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KoHourypaums komyTtatopa 3 (MAC agpec 00:1f:ce:02:33:01):

Switch3 (Config) #service dhcp

Switch3 (Config)#ip dhcp relay information option

Switch3 (Config)#ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3) #ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2) #ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP cepBep nonmepxmBaeT onumio 82, ero KOHOUI'YpalUMOHHEN dani
/etc/dhcpd. conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Classl" {

match if option agent.circuit-id "Vlan2+Ethernetl1/0/2" and option

agent.remote-1d=00:1f:ce:02:33:01;
}

class "Switch3Vlan2Class2" {

match 1f option agent.circuit-id = "Vlan2+Ethernetl/0/3" and option
agent.remote-id=00:1f:ce:02:33:01;

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
allow members of "Switch3Vlan2Classl";
}

pool {

range 192.168.102.51 192.168.102.80;
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default-lease-time 43200; #12 Hours
max—lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";
}
}

Tenepb DHCP cepBep bygeT BblaenaTb agpeca ANA y3/oB C KOMMyTaTopa 2 M3 AManasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommyTtatopa 1 mM3 gmana3zoHa 192.168.102.51 ~
192.168.102.80.

29.4MoucK HeucnpasHocTei onuumn 82 DHCP

Onumna 82 DHCP peannsosaHa Kak nogdyHKuma moayna DHCP peTtpaHcnsatopa. Mpexkae, yem
€e UCnosib3oBaTb, Heobxoanmo ybepuTbca, 4To DHCP peTpaHCAMpYOWMIA areHT HacTPOeH
npasuabHO.

Onumus 82 Tpebyet B3anmogenctema DHCP petpaHcnstopa u DHCP cepsepa. DHCP cepsep
OO/MKEH YCTAaHOBUTb MONUTUKY BblAENEHMA aAPEecoB OCHOBLIBAAACb HA CETeBOM TOMNOAOIMMU
DHCP peTpaHcnsatopa, HO, Aae ecnu peTpaHcaatop paboTaeT HOpPManbHO, BblaeneHue
agpecoB MOXEeT He nonyuutbca. Ecanm B ceTu 6onblue OA4HOrO peTpaHcnATopa, yaenute
BHMMaHMe nonmtuke nepegaym DHCP 3anpocos.

MNpu peanusaumm ¢yHKuMM onumm 82 DHCP petpaHcnsatopa, noAapobHas MHbopmauusa o
npouecce pabotbl dyHKUMM onummn 82 DHCP peTpaHcasTopa MOXKET 6bITb NOy4eHa KOMaHOOoM
«debug ip dhcp relay packet». 3Ta nHdopmauma MOKET NOMOYb B MONCKE HEMCMPABHOCTEMN.

MNpu peanunsauum ¢yHKunm onumm 82 DHCP cesepa, nogpobHas uHpopmaumsa o npouecce
paboTbl GpyHKUMM onumm 82 DHCP cepBepa MoXKeT b6biTb nonyyeHa KomaHaon «debug ip dhep
server packet». 9Ta HGOpPMaLMA MOXKET NOMOYb B MOUCKE HEUCMPABHOCTEN.
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30 ONnuuun 60 1 43 DHCP

30.1BsepeHue 8 onuun 60 u 43 DHCP

DHCP cepBep aHanusmpyeT nakeTtbl oT DHCP knuneHTa. Echm npuxoauT naket ¢ onuuei 60,
cepBep MNpPUHMMaET pelleHne Bo3Bpawatb anm DHCP-knveHTy nakeTbl ¢ onuuei 43 B
cooTBeTCTBMKU C onumeint 60 M HacTpamsaeT napameTpbl 60 1 43 B agpecHOM MPOCTPAHCTBE
cepsepa DHCP.

HacTtpowka cooTseTcTBytoWwmMx onumin 60 n 43 B agpecHom npoctopaHcTee DHCP-cepeepa:

1. B agpecHOm npocTpaHcTBe HacTpausatoTca onuum 60 n 43 ogHoBpemeHHo. Mpuxoant
DHCP naket c onuueit 60 ot DHCP KnneHTa, ecnmn oH coBnagaet ¢ onumen 60 agpecHoro
npoctpaHctea DHCP cepsepa, DHCP knmeHT nonyuut onuuto 43, HACTPOEHHYHO B
aApEeCHOM NPOCTPaHCTBE, nHave onuna 43 DHCP knneHTy He BO3BpaLlaeTcA.

2. B agpecHOM MPOCTPAHCTBE HACTpaMBaeTCA TO/IbKO onuuA 43, coBnagatowana ¢ nobon
onuueit 60. Ecnm nonyyed DHCP naket ¢ onumeint 60 ot DHCP knueHTa, To DHCP kKaneHT
noay4mT onumio 43, HACTPOEHHYO B a4 pPeCcHOM NMPOCTPaHCTBe.

3. Ecan B agpecHom npocTpaHCcTBE HAcTpoeHa TosnbkKo onumA 60, To DHCP KaueHT He

noAy4YnT onuuto 43.

30.2HacTpoiika onumii 60 u 43 Ha DHCP

1. ba3oBble HacTpolKKM onunii 60 1 43.

KomaHpga OnucaHue

PexXum KoHUrypaumm agpecHoro NpocTPaHcTea

option 60 ascii LINE Hactpoika onumn 60 B CMMBOJ/IbHOW CTPOKe B
dopmate ascii B pexumme ip-agpecHoro
npoctpaHctea DHCP

option 43 ascii LINE HacTpoika onumn 43 B CMMBOJIbBHOW CTPOKe B
dopmaTte ascii B perume ip-agpecHoro
npoctpaHctea DHCP

option 60 hex WORD Hactpoika onumn 60 B CMMBOJIbHOW CTPOKe B
dopmate hex B pexumme ip-agpecHoro
npoctpaHctea DHCP

option 43 hex WORD Hactpolika onunn 43 B CUMBOJIbHOWM CTPOKe B
dopmate hex B pexumme ip-agpecHoro
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npoctpaHcTea DHCP

option 60 ip A.B.C.D Hactpoika onumn 60 B CMMBOJIBHOW CTPOKe B
dopmate IP B pexumme ip-agpecHoro
npoctpaHcTea DHCP

option 43 ip A.B.C.D Hactponka onumn 43 B CMMBO/IbHOW CTPOKe B
dopmate IP B pexumme  ip-agpecHoro
npoctpaHcTea DHCP

no option 60 YpaneHue Hactpoek onuum 60 B pexunme
aApecHOro NPoCTPaHCTBA

no option 43 YpaneHne HacTpoek onumm 43 B pexume
afpecHoOro NPOCTpaHcTBa

30.3 Mpumep HacTpoiikm onuuii 60 u 43 DHCPv6

<>

XocTt Switch

(ad

DHCP cepsep

Fit AP nonyuaet IP agpec n onumio 43 — npusHak DHCP cepsepa oA oTNpaBKM O4HOAAPECHOTO
discovery 3anpoca Ha 6ecnpoBoabii KoHTponnep. DHCP cepsep HacTpamBaeT onuuto 60 B
cooTBeTcTBMM Cc onumelt 60 Fit AP 1 Bo3sBpauwiaet 43 onuuio FTP AP.

# Hactpolika DHCP cepBepa

router (config) #ip dhcp pool a

router (dhcp-a-config)#foption 60 ascii AP1000

router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

30.4YcTpaHeHue HeucnpaBHocteun 60 u 43 onuunit DHCP

Ecnn Bo3HMKaT npobsem npu HacTpoiike DHCP onuwnit 60 n 43, noxanyiicta ybeautecb, 4To
nNpobaembl He Bbl3BaHbl CEAYHOLWUMU NPUYNHAMMU:

e [lpoBepbTe BKAOYEHA N GYHKUMA cnyx6bl DHCP

e ECc/M HacTpoeHO agpecHoe NPOoCTPaHCTBO onunn 60, ybeantecb, 4TO OHO coveTaeTca C

onunen 60 B nakeTax
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31 onuun 37, 38 DHCPV6

31.1BsepeHue s onuun 37, 38 DHCPv6

DHCPv6 (npoToKon AMHaMWyYeckon KoHdurypaumm xoctoB ana IPv6) paspabortaH pgns
agpecHoi cxembl IPV6 1 ncnonbsyetca ana HasHavyeHus xoctam IPv6 npedukcos, IPv6 agpecos
W APYrMX KOHOUTYPaLMOHHbIX NAapPaMeTPOB.

Echiv DHCPv6 KAMEHT Xo4eT 3anpocuTb napameTpbl KoHdurypauum ot DHCPv6 cepsepa,
Haxo4ALerocs B ApYyrom cermeHTe, To ana atoro notpebyerca DHCPv6 peTtpaHcnstop. DHCPv6
cooblleHne, MPUHATOE PpeTPaHCAATOPOM, WHKancyaupyetca B «relay-forward» nakeTbl,
nepenpasisemble cepBepy, KoTopbii 3aTem oTBevaeT DHCPv6 peTpaHcnaTopy nakeTamm
«relay-reply». 3aTem peTpaHCcAATOP BOCCTaHaB/MBaeT U3 3TUX naketoB DHCPv6 coobuieHne m
NepecbIIaeT ero KANeHTy.

EcTb HekoTopble nNpobaembl Npu mcnonb3oBaHunm DHCPv6 peTpaHcnaTopa, Hanpumep: Kak
Ha3HaumTb IP agpec B PUKCMPOBAHHOM [AMana3oHe KOHKPETHbIM nosb3oBaTenam? Kak
nsbexatb HeseranbHoOro npuceoeHus IP aapecoB, BbI3BAHHOrO aTaKOW, HaLE/eHHOM Ha
ucyepnaHue cBoboaHbIXx agpecoB? Kak wu3bexkaTb HeseranbHblx DHCPV6 KauneHTOB,
ncnonbayowmx MAC agpec Apyrux KIMeHToB? 3TN NpobaemMbl peLlarTca NocpescTBOM ONuMin
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuuun 37 n 38 DHCPv6 noaobHbl onuumn 82 DHCP. DHCPv6 peTtpaHcnaTop aobasnseT onuum
37 v 38 K nepecblnaembiMm 3anpocam M ybupaeT 3TM OnuMM M3 OTBETOB CEpPBEpa. Takmm
obpasom npumeHeHue onumit 37 n 38 NPO3pPaYHO ANA KIUEHTA.

Mo onumsam 37 n 38 DHCPv6 cepsep moxeT ayteHTUdMumnpoBaTte DHCPv6 knmeHta n DHCPv6
peTpaHcanpylolee YCTPONCTBO, HAa3HAYaTb U YNPaBAATb KAMEHTCKMMU agpecamm, TeEM CamMbiM
npefoTepawatb pasnmyHble DHCPv6 aTaku. Tak KaK cepsep onpenenaeT, C Kakoro nopra
[0CTyNna npuwen 3anpoc, OH MOXKeT OrpaHUYUTb KOIMYECTBO BblAeNAeMbIX aapecoB Ha nopT
[0CTyNa, TeM CaMbiM NPeaOoTBPATUTL aTaKy, HaLeNIeHHYI Ha ucyepnaHue agpecos. OAHAKO
RFC4649 n RFC4580 He onpeaensatoT, Kak cepsep byaetr mcnosnb3osaTb onumu 37 u 38,
No/Jib30BaTe/Ib MOXKET MCNOJIb30BaTb UX MO CBOEMY YCMOTPEHMUIO.

31.2CnucokK 3aaay KoHpurypaumm onuum 37, 38 DHCPv6
1. KoHourypaums 6a3osbix onumin Dhepvb snooping
2. KoHdurypauusa 6a3osbix onumit Dhcpvb peTpaHcasTopa

3. KoHdurypauusa 6a3osbix onumit Dhcpvb cepeepa
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1. KoHdurypaumsa 6a3osbix onuuii Dhepvb snooping

KomaHpa

Description

O6wuit pexxum

ipv6 dhcp snooping remote-id option

no ipv6 dhcp snooping remote-id option

Bkntoyaetr nogaepxKy onumm 37 B DHCPv6
snooping. KomaHpa no BbIK/ItOYaeT

NOAAEPIKKY.

ipv6 dhcp snooping subscriber-id option

no ipv6 dhcp snooping subscriber-id option

Bkntovaetr nogaepky onumm 38 B DHCPV6E
snooping. KomaHpaa no BbIKNOYaeT

NOAAEPIKKY.

ipvé dhcp snooping remote-id policy {drop |
keep | replace}

no ipv6 dhcp snooping remote-id policy

YCTaHaBAMBAET NOJINTUKY NEPECHIJIKM MAKETOB,
yXe coaeprKawmx onumio 37.

drop — cuctema npocto oTO6POCUT nakeTbl C
onuuen 37;

keep — cucTema COXpPaHUT UCXOAHYH OMUUIO
37 v nepeLneT NaKeT cepsepy;

replace — cuctema 3amMeHUT CyLLECTBYIOLLYIO
onuuto 37 cBOEN U NepewieT NaKeT cepBepy.
KomaHga no  ycraHasavBaeT  NOJUTUKY
replace.

ipvé dhcp snooping subscriber-id policy
{drop | keep | replace}

no ipv6 dhcp snooping subscriber-id policy

YcTaHaBAMBAET NOJIMTUKY NEepecbI/IKMU MaKeToBs,
yXe cogeprkawmx onumio 38.

drop — cuctema npocto oTbpocuT nakeTbl C
onuue 38;

keep — cucTema COXpaHWUT UCXOLHYHO OMLMIO
38 n nepeLwneT NakeT cepsepy;

replace — cucTemMa 3aMeEHUT CyLLECTBYIOLLYIO
onuuio 38 cBoelt U nepeLuneT NakeT cepsepy.
KomaHza no  ycTaHaBAMBaeT  NOMUTUKY
replace.
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ipvée dhcp snooping subscriber-id select (sp |  Hactpausaer NoNb30BaTE/IbCKYHO
sv | pv | spv) delimiter WORD (delimiter | koHpurypaumio onumi subscriber-id, Komarnga
WORD |) NO BOCCTaHaB/AMBAET KOHUrypauuo no

no ipvé dhcp snooping subscriber-id select
delimiter

YMO/IYaHUIO, T.€. 3aBOACKON HOMEpP BMecTe C
VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

HactpauBaer No/Ib30BaTENbCKYHO
KoHburypaumto onunit subscriber-id, Komanaga
NO BOCCTaHaB/AMBAEeT KOHUrypauuo no

YMOJIYaHMIO, T.e. Ha3BaHue VLAN BmecTe ¢
Ha3BaHMeMm noprTa.

Pexxum nopra

ipv6 dhcp snooping remote-id <remote-id>

no ipv6 dhcp snooping remote-id

3apgaer ¢opmy pgobaBneHua onuum  37.
<remote-id> 310 cogeprkaHne nona remote-id
B onpeeneHHoON nosnb3oBaTenem onuun 37,
CTpoKa He 6one 128 cumBonos. KomaHga no
BOCCTaHaBAMBaeT KOHbUrypaumio no
YMO/I4aHUIO, T.e. 3aBOACKON HOMep BMmecTe C
VLAN MAC.

ipvé dhcp subscriber-id

<subscriber-id>

snooping

no ipv6 dhcp snooping subscriber-id

3agaetr ¢opmy pobasneHma onuumn  38.
<subscriber-id> 3T0 coaep)kaHne nona
subscriber-id B onpeaeneHHom

nonb3oBaTenem onuuu 38, CTpoKa He bone
128 cumBonoB. KomaHga no BoccTaHaBAMBaeT
KOHOUIypaumuio No yMONYaHMIO, T.e. Ha3BaHUe
VLAN BmecTe ¢ Ha3BaHMem MopTa, Hanpumep
"Vlan2+Ethernet1/2".
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2. KoHdurypauusa 6a3oBbix onumit Dhcpvb peTpaHcasTopa

KomaHpa

Description

06w pexxum

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

Bkntouvaet nopaepkky onummn 37 8 DHCPv6
peTpaHcaatope. KomaHaa no BblKAKOYaeT

NoAAEPIKKY.

ipv6 dhcp relay subscriber-id option

Bkntovaet nogpeprkky onumn 38 B DHCPv6

no ipv6 dhcp relay subscriber-id option peTpaHcaaTope. KomaHaa no BblKAoyaeT
noAaaepKy.
ipv6 dhcp relay remote-id delimiter WORD HacTtpausaet NO/NIb30BaTE/IbCKYHO

no ipv6 dhcp relay remote-id delimiter

KoHdurypaumto onumii remote-id. KomaHga
NO BOCCTAHaBAMBAET KOHOUrypauuwo no
YMONYaHWIO, T.€. 3aBOACKOM HOMEpP BMecCTe C
VLAN MAC.

ipvé dhcp relay subscriber-id select (sp | sv |
pv | spv) delimiter WORD (delimiter WORD |)
relay subscriber-id select

no ipvée dhcp
delimiter

Hactpausaet NO/Ib30BaTENbCKYIO
KOHpUrypaumo  onumii  subscriber  -id.
KomaHga no BOCCTaHaB/MBaET

KOHOUrypauuto  No  yMOA4YaHuio,  T.e.
Ha3saHue VLAN BmecTe ¢ HazBaHMem nopTa.

Pexxum KoHpUrypauum niutepgdeiica 3-o ypoBHA

ipv6 dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3apaet ¢opmy pobasneHua onuun  37.
<remote-id> 310 cogepKaHue nona remote-
id B onpeaeneHHo nosnb3oBaTeNnem OMNuUUK
37, cTpoka He 6one 128 cumBosioB. KomaHaa
NO BOCCTAHaB/AMBAET KOHbUrypauuw no
YMO/IYaHUIO, T.€. 3aBO/ICKO HOMEpP BMECTE C
VLAN MAC.

ipv6 dhcp relay subscriber-id <subscriber-id>
no ipv6 dhcp relay subscriber-id

3apaet ¢opmy pobasneHua onuyunm  38.
<subscriber-id> 310 cogepXaHue nonA
subscriber-id B onpeaeneHHomn

nonb3osBaTesem onuumn 38, cTpoka He bonee
128 CUMBOJI0B. KomaHga no
BOCCTaHaB/MBaeT KOHbUrypaunio no
yMoOn4aHuio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHuem nopTa, Hanpumep
"Vlan2+Ethernet1/2".
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KomaHpga

Description

O6wuit pexxum

ipv6 dhcp server remote-id option

no ipv6 dhcp server remote-id option

Bkntovaer
noanepXKy
onummn 37 B
DHCPv6
cepsepe.
KomaHga no
BbIK/IlOYaeT

NOAAEPIKKY.

ipv6 dhcp server subscriber-id option

no ipv6 dhcp server subscriber-id option

Bkntovaer
noanepXKy
onuumm 38 B
DHCPv6
cepsepe.
KomaHga no
BblKNOYaeT

NOAAEPIKKY.

ipv6 dhcp use class

no ipv6 dhcp use class

Bkntoyaer
noanepXKy
NCMN0/Ib30BaHMU
A DHCPv6
K/faccoB  npu
NPUCBOEHUNU
ajapecos.
KomaHga no
BbIK/IlOYaEeT
3TO, He ypanas
HACTPOMKMU
K/ilaccoB
DHCPvé.

ipv6 dhcp class <class-name>

no ipv6 dhcp class <class-name>

Onpegenset
DHCPv6 knacc
M  BXOAUT B
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peXXmm
KOHUrypaumnm
DHCPv6
Knacca.

KomaHga no
yaanaeT Knacc.

Pexxum KoHPuUrypauum nHtepdeiica

ipv6 dhcp server select relay-forw

no ipv6 dhcp server select relay-forw

Bkntovaet
BbIOOP onuui
37 n 38
BHYTPEHHero
YPOBHA, Koraa
B nakete,
npuweawem
oT
peTpaHcnaTop
a, cyuwiectsyet
HECKO/IbKO
onumn 37 nan
38. KomaHga
no
BO3BpaLLaeT
HaCTPOMKy no
YyMONYaHuto,
T.e. BblOOpP
onuuii 37 1 38
OPUTMHANbHBbIX

NaKeToB.
Pexxum kKoHpurypaumm DHCPv6 Knacca
{remote-id [*] <remote-id> [*] | subscriber-id [*] <subscriber-id> [*]} HacTtpauBaer
no {remote-id [*] <remote-id> [*] | subscriber-id [*] <subscriber-id> [*]} onuun 37 1 38,
KoTopble
COOTBETCTBYIOT
Knaccy.
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Accoumunpyet
Knacc ¢ nynom

Z
B
KOHbUrypaunm
Biknacca B nyne
a2 pecos.
KomaHga no
class <class-name> y6upaet
no class <class-name> accoumaupmio.
address range <start-ip> <end-ip> YcTaHaBamMBaet
no address range <start-ip> <end-ip> AnanasoH
agpecos  anA
DHCPv6
Knacca.
KomaHga no
yaanset
AManasoH.
®opma 3anucu
«npeduKkc/onn
Ha» He
nogaepxusae
TCA.
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31.3Mpumepbl onuuii 37, 38 DHCPv6

31.3.1 NMpumep onuuit 37, 38 B8 DHCPV6 Snooping

KommyTatop B

<>

Interface E1/1

KommyTatop A

S

Cxema onunii B8 DHCPV6 Snooping

ACornacHo cxeme Mac-AA, Mac-BB u Mac-CC — obblyHble No/sib30BaTeNN, NOAKAIOYEHHbIE K
HefoBepeHHbIM MHTepdelicam 1/2, 1/3 n Y% cootBeTcTBeHHO. OHM nonyyatoT IP agpeca 2010:2,
2010:3 1 2010:4 no DHCPv6; DHCPv6 cepBep NogKNlOuYeH K goBepeHHOMY MHTepdeicy 1/1.
HacTpoeHo Tpu NoAUTUKKM BblaeneHua agpecos (Knaccos), CLASS1 cooTtBeTcTByeT onuun 38,
CLASS2 cooTtsetctByeT onumun 37, a CLASS3 — onumam 37 n 38. B nyne agpecos EastDormPool
3anpocam, cooTBeTcTByoWwMM Knaccam CLASS1, CLASS2 n CLASS3 6yayT Ha3HauveHbl agpeca 13
AnanasoHoB 2001:da8:100:1::2—2001:da8&:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 n
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTcTBEHHO. Ha KommyTatope A BKAOYEHaA
¢yHKuMa DHCPv6 snooping n HacTpoeHbl onuuun 37 u 38.

KoHourypauma kommyTtatopa A:

SwitchA (config) #ipv6 dhcp snooping remote-id option
SwitchA (config) #ipv6 dhcp snooping subscriber-id option
SwitchA (config) #int e 1/1

(
(
SwitchA (config-if-ethernetl/1)#ipv6 dhcp snooping trust
SwitchA (config-if-ethernetl/1) #exit

(

SwitchA (config) #interface vlan 1
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SwitchA (config-if-vlanl)#ipv6 address 2001:da8:100:1::1
SwitchA (config-if-vlanl) ffexit

SwitchA (config) #interface ethernet 1/1-4

SwitchA (config-if-port-range) #switchport access vlan 1
SwitchA (config-if-port-range) #exit

SwitchA (config) #

Konburypaumusa komMMyTaTopa B:

SwitchB (config) #service dhcpvb6

SwitchB (config) #ipv6 dhcp server remote-id option
SwitchB (config) #ipv6ée dhcp server subscriber-id option

SwitchB (config) #ipv6 dhcp pool EastDormPool

277

SwitchB (dhcpv6-eastdormpool-config) #network-address 2001:da8:100:1::2

2001:da8:100:1::1000
SwitchB (dhcpvé-eastdormpool-config) #dns-server 2001::1

SwitchB (dhcpvé6-eastdormpool-config) #domain-name dhcpv6.com

SwitchB (dhcpv6-eastdormpool-config) # excluded-address 2001:da8:100:1::2

SwitchB (dhcpvée-eastdormpool-config) #exit
SwitchB (config) #
SwitchB (config)#ipv6 dhcp class CLASS1

SwitchB (dhcpvé-class-classl-config) #remote-id 00-1f-ce-00-00-01
id vlanl+Ethernetl/1

SwitchB (dhcpvé-class-classl-config) #exit
SwitchB (config) #ipv6 dhcp class CLASS2

SwitchB (dhcpvé-class-class2-config) #remote-id 00-1f-ce-00-00-01
id vlanl+Ethernetl/2

SwitchB (dhcpvée-class-class2-confiqg) #exit
SwitchB (config) #ipv6e dhcp class CLASS3

SwitchB (dhcpvé-class-class3-config) #remote-id 00-1f-ce-00-00-01
id vlanl+Ethernetl/3

SwitchB (dhcpvé-class-class3-config) #exit
SwitchB (config) #ipv6 dhcp pool EastDormPool
SwitchB (dhcpvé-eastdormpool-config) #class CLASS1

SwitchB (dhcpvé-pool-eastdormpool-class-classl-config) #address
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB (dhcpvé-pool-eastdormpool-class-classl-config) #fexit
witchB (dhcpv6-eastdormpool-config) #class CLASS2

SwitchB (dhcpvé-pool-eastdormpool-class-class2-config) #address
2001:da8:100:1::31 2001:da8:100:1::60
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SwitchB (dhcpvée-eastdormpool-config) #class CLASS3

SwitchB (dhcpvé-pool-eastdormpool-class—-class3-config) #address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB (dhcpvée-pool-eastdormpool-class—-class3-config) fexit
SwitchB (dhcpvé-eastdormpool-config) #exit

SwitchB (config) #interface vlan 1
SwitchB(config-if-vlanl) #ipv6 address 2001:da8:100:1::2/64
SwitchB (config-if-vlanl)#ipv6 dhcp server EastDormPool
SwitchB (config-if-vlanl) #exit

SwitchB (config) #

31.3.2 NMpumep onuyuii 37, 38 Ha DHCPV6 peTpaHcnaTope
Mpumep 1:

Mpwn passepTbiBaHUKM IPv6 ceTn pgna Bblaenenusa IPv6 agpecoB moxkeT ObiTb MCNO/b30BaHa
dYHKUMA cepBepa DHCPv6 Ha MaplupyTU3SUPYIOLLEM YCTPOMCTBE, €CM CrnelumanbHbiit cepsep
MCNONb3yeTcA ANA PAaBHOMEPHOro pacnpeaeneHva u ynpasnenua IPve agpecamu. DHCPv6
cepBep noagepxmBaer oba peruma, C oTcnexuBaHue coctosHua (stateful) m 6e3 Hero
(stateless).

Tononorusa cetu:

Ha ypoBHe poctyna wucnonb3yetcA KommyTatop 1 AnA NOAKAKOYEHWMA MoNb3oBaTenem
06LWEKNTUA; HA NEepBOM YpPOBHe arrperaumMm KommyTtatop 2 HacTpoeH Kak DHCPv6
peTpaHCnATOP; Ha BTOPOM YPOBHe arrperaumMm KommyTtatop 3 HactpoeH Kak DHCPv6 cepsep u
COeMHEH C MarucTpanbHOM ceTblo. Ha KomnbiloTepax fomKHa 6bITb ycTaHoBneHa OC Windows
Vista, B KoTopoit ectb DHCPV6 KnauneHT.
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DHCPvV6 Server

Switch3
V1: 2001:da8:1:1::1
V10: 2001:da8:10:1::1

Switch2
V1:2001:da8:1:1::2
V10: 2001:da8:10:1::2
V100: 2001:da8:100:1::1

Switchl

DHCPvV6 client

Cxema npumeHeHus onunit 8 DHCPv6 peTpaHcaaTope

KoHdurypaumna kKommytaTtopa 2:

S2 (config) #fservice dhcpvo

S2 (config) #ipv6e dhcp relay remote-id option

S2 (config) #ipv6e dhcp relay subscriber-id option

S2 (config) #vlan 10

S2 (config-vlanlO) #int vlan 10

S2 (config-if-vlanl0) #ipv6e address 2001:da8:1:::2/64

S2 (config-if-vlanlO) #ipv6 dhcp relay destination 2001:da8:10:1::1
S2 (config-if-vlanl0) #exit

S2 (config) #
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31.4MowucK HeucnpasHocTtei onuui 37, 38 DHCPv6

MakeTbl 3anpocos, oTtcblnaemble DHCPv6 KameHTom, 310 multicast nakeTbl, Noay4yeHHble
ycrpoicteom BHyTpu ero VLAN. Echu DHCPv6 cepBep XO4YeT No/iy4aTb MakeTbl OT KAMEHTa,
K/IMEHT N cepBep AO0/IKHbl HaxoauTbcAa B ogHom VLAN, nHaye HeobxoAMmO MCMo/b30BaThb
DHCPv6 peTtpaHcaaTop.

ObpaboTtka onuuin 37,38 npu DHCPv6 snooping MOXKeT NpoxoAuTb OAHUM W3 CAeayolmx
0bpa3oB: 3aMeHUTb OpUTMHaJbHbIe onumn 37,38 cBoMMK; OTOPOCKTL NakeT ¢ onumamm 37,38;
He BbINOJIHATb onepayuto gobasneHuns, nepesadn nam otobpacbiBaHMA Nnaketa. MNoatomy, ecam
IPv6 agpec He Nosiy4eH B COOTBETCTBUM C onumnamn 37,38, noxKanymncra, NpoBepbTe HACTPOMKMU
noantnk DHCPv6 snooping Ha BTopom ycTtponctse. DHCPv6 cepBep no ymonyaHuio nosayyaet
onumnn 37,38 13 nakeTa, OTNPABAEHHOIO KAMEHTOM, TaK *Ke MOMKEeT NoJyyaTb UX M3 NaKeTa,
OTNpPaB/NEHHOrO PETPAHCAATOPOM.

DHCPv6 cepBep npoBepseT Tonbko onuun 37,38, pobasneHHble nepsbim DHCPv6
PETPAHCAATOPOM, 3TO 3HAYMT, YTO B MAKETaX PETPAHCAATOPa AEeNCTBUTE/NbHbI TONIbKO ONUUK
37,38 camoro rnyboKoro ypoBHs.
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32 KOHOUTYPALUA DHCP SNOOPING

32.1BsepeHune 8 DHCP Snooping

DHCP Snooping o3HayaeT, 4To KomMyTaTop HabstogaeT 3a npoueccom npucsoeHus IP agpecos
no npotokoay DHCP. 3T1o npegotspallaet noasneHne HeneranbHbix DHCP cepsepos n DHCP
aTakKM MyTem HaCTPOMKU [OOBEPEHHbIX W HegoBepeHHbIx noptoB. DHCP coobuieHne c
O0BepPEHHbIX NOPTOB nepepaetca 6e3 nposepKu. Mpu TMNUYHON KOHOUTYpPAUUM AOBEPEHHbIE
nopTbl mMcnonb3ykTca gna noakntodeHna DHCP cepsepa uam DHCP petpaHcnATtopa, a K
HeLOBEPEHHbIM MOPTaM MNOAKAYATCA KAMeHTbl. C HefoBepeHHbIX MOPTOB KOMMYTATOp
byaet nepecblaTb Tonbko DHCP 3anpocbl, HO He oTBeTbl. EcnM ¢ HepoBepeHHOro nopra
nonyyeHo coobuweHne DHCP oTBeTa, KOMMyTaTop MNOAHMMET TPEBOry M npeanpumet
onpegeneHHble AeNCTBMA C MOPTOM, COMAaCHO HACTPOMKam, Hanpumep BbIKAOYEHUE WU
CO34aHNEe «4EePHOM AbIPbI».

Echn BkaoyeHa npueaska DHCP Snooping, KOMMyTaTop COXPaHUT B COOTBETCTBYHOLLEN
Tabnnue ceAsyOWyO MHPopMaumuio o Kakgom DHCP KaneHTe ¢ HeLoBepeHHOro nopta
(skntouyaa MAC agpec, IP agpec, apeHay IP, Homepa VLAN 1 nopta). Umea Takyto nHbopmaumio
DHCP Snooping MOXHO KOMBUHNPOBATbL C APYrMMU MOAYNSAMMU, TaKUMMK, Kak dotlx n ARP, nam
CaMOCTOATE/IbHO PeasIn30BaTb KOHTPO/b AOCTyNa NO/Nb30BaTeNEN.

3awuta ot nogpenbHoro DHCP cepBepa: ecnm KommyTtaTop nepexsaTtbiBaeTr oTtBeT DHCP
cepsepa (Bkntoyaa DHCPOFFER, DHCPACK n DHCPNAK), oH nogHuUMeT TpeBory 1 npeanpumet
onpeaeneHHble AeNCTBUA, COMTACHO HACTPOMKaM (BbIKNOYEHWE NOPTA UM CO34aHME KYEPHOW
ObIPbI»).

3awmta ot neperpy3kun DHCP: YTo6bl nsberkatb 60nbworo Koanyecrsa coobuieHmnn DHCP,
aTaKYOLWMX MPOLEccop, No/b30BaTe/lb MOXKET OrpaHMUYnUTb CKOPOCTb NoayvyeHna DHCP nakeTtos
Ha 40BepeHHbIX MU HeJA0BEPEHHbIX MOpPTaXx.

3anucb ceasywowmx gaHHbix DHCP: DHCP snooping npu nepecbinke DHCP naketos 6yaer
3anu1cbiBaTb CBA3YHOWME AaHHble, BblaeneHHble DHCP cepeepom. MOXKHO TaK e 3arpy3uTb 3Tu
OaHHble Ha cepBep B LLeIAX BOCCTaHOBAEHUA yTepAHHOM MHPopMaLunn. Ceasytowme AaHHble, B
OCHOBHOM, UCMO/b3YOTCA AN HACTPOMKM ANHAMMUYECKMX M0/Ib30BaTeNbCKMX NnopToB dotlx. 3a
noapobHoi nHpopmaumen o dotlx obpaTmutech, NoOXKaNymncra, K rnase «Hactpoika dotlx».

Do6aBneHue ceasywuwero ARP: moxHO f06aBUTb cTaTMYecKyto cBA3Ky ARP B cooTBeTcTBUM C
AMHAMUYECKUMU AaHHbIMU, 4TOObI NpeaoTBpaTUTb ARP MOLEHHMYECTBO.

[o6aBneHue goBepeHHbIX NONAb30BaTENEN: MOXKHO A06aBUTb 3aNUCKU B CMUCOK A0BEPEHHbIX
nosib3oBaTenen B COOTBETCTBUM C MapameTpamu CBA3YHOLWMX AAHHbIX; 3TWU MNO/Ib30BaTeNU
nony4aT 4ocTyn Ko Bcem pecypcam 6e3 dotlx ayTeHTUdMKaUmu.,

ABTOMaTMUECKOE BOCCTAHOB/IEHME: YEPEe3 HEKOTOPOE BPEMA NOC/E BbIK/IOYEHMUA NOPTA UK
CO3aHMA «YEPHOWN AbIpbl», HYXHO aBTOMATUYECKM ybpaTb 610KMpoBKy nopta uam MAC
aapeca v OTNpPaBuUTb NpM 3TOM MHPOPMaLMIO Ha cepBep Yepes syslog.
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dyHKUMA KypHana: Koraa KommyTaTop Ob6HapyKMBaeT HEHOPMA/bHble MAKeTbl, OH AO/IKEH
0TNpaBuTb MHGOPMaLMIO Ha CepBep KypHana yepes syslog.

LWndpoBaHMe NpPUBATHBIX COOBLLEHUN: CBA3b MEXAY KOMMYTAaTOPOM U BHYTPEHHEN cuctemom
ynpasneHus 6e3onacHocTbto cetn TrustView npoucxogut yepes MpuBaTHble COOBLLEHUA.
Monb3oBaTenn moryT WndpoBaTb 3TM COOBLLEHNA B BEPCUN 2.

®dyHKuma pobasneHue onuum 82: pasnnyHble onuum 82 gobasnarTtca B8 DHCP coobuieHune B
COOTBETCTBMW CO CTAaTYCOM ayTeHTUDMKALMM NONb30BaTENSA.

32.2MocnepoBatenbHOCTb 3aaa4 KOHPuUrypaumm DHCP Snooping
. Bkntountb DHCP Snooping

. Bkntountb PpyHKumMo npueasku DHCP Snooping

. Bkntountb dyHKumMo npussaskn ARP DHCP Snooping

. Bkntountb dyHKumio onumm 82 DHCP Snooping

. YCTaHOBMWTb BEPCUIO MPUBATHbIX MAKETOB

. YCcTaHOBUTb 3andpoBaHHbIi Katod DES ana npuBaTHbIX NakeToB

. YcTtaHoBuTb agpec DHCP cepsepa

. HacTpoutb goBepeHHble nopTbl

O 00 N O U b W N B

. Bkntountb dyHKumio npussaskn DHCP Snooping DOT1X

10. Bkntountb dyHKUMto npuesaskn DHCP Snooping USER

11. Jo6aBunTb 3anNMcKu B CTaTUYECKUI CMTUCOK

12. YcTaHOBUTb AEACTBMA 3aLLUTbI

13. YcTaHOBUTb OrpaHMyeHme ckopoctn nepegaym DHCP coobuieHni
14. BKnoumnTb OTA4KY

15. HactpouTb atpunbyTbl onummn 82 DHCP Snooping

1. Bkatountb DHCP Snooping

KomaHpa OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping enable BkAtounTh/BbIKAOUYMTL DHCP Snooping.

no ip dhcp snooping enable
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2. Bknountb dyHKLMIO NpuBaAskM DHCP Snooping

KomaHpa

OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping binding enable

no ip dhcp snooping binding enable

BKAOUMTL/BbIKNOUNTD PYHKLMIO NpuBA3KM DHCP
Snooping.

3. Bknountb dyHKUMI0 Nnpusaskm ARP DHCP Snooping

KomaHpaa

OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping binding arp
no ip dhcp snooping binding arp

BKNOUNUTL/BbIKNOUMTD  PYHKUMIO npuBA3KM ARP
DHCP Snooping .

4. Bkntountb ¢yHKumio onumm 82 DHCP Snooping

KomaHpga

OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping information enable

no ip dhcp snooping information enable

BKNOUYMTL/BbIKNOUYUTE GYHKUMIO onuumn 82 DHCP
Snooping.

5. YcTaHOBUTbL BEPCUIO MPUBATHbLIX NAKETOB

KomaHpga

OnucaHue

FnobanbHbIN pexxum

ip user private packet version two
no ip user private packet version two

HacTpouTb/yaanuntb BEPCUIO MPUBATHbIX NAKETOB.
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6. YcTaHOBUTb 3alindpoBaHHbIM Katoy DES ans npnBaTHbIX NakeToB

KomaHpga OnucaHue

Fno6anbHblii pexxum

enable trustview key 0/7 <password> HactpouTtb/yaanutb 3awmdpoBaHHbIM Kaod DES

no enable trustview key ANA NPUBATHDLIX NAKETOB.

7. YctaHosuTb agpec DHCP cepsepa

KomaHpga OnucaHue

Fnob6anbHblii pexxum

ip user helper-address A.B.C.D [port | Hactpoutb/ypanutb agpec DHCP cepsepa.
<udpport>] source <ipAddr>
(secondary|)

no ip user helper-address (secondary|)

8. HactpouTb foBepeHHbIe NOPThI

KomaHpga OnucaHue

Pexxum nopra

ip dhcp snooping trust Coenatb nopt posBepeHHbIM. KomaHaa no

no ip dhcp snooping trust OTMEHAET HaCTPOMKY.
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9. Bkntountb pyHKLMIO NpuBaskM DHCP Snooping DOT1X

KomaHpa

OnucaHue

Pexxum nopta

ip dhcp snooping binding dotl1x
no ip dhcp snooping binding dotlx

BKAOUMTL/BbIKNOUNTD PYHKLMIO NpuBA3KM DHCP
Snooping DOT1X .

10. BKkntounTb dyHKumto npmeaskn DHCP Snooping USER

KomaHpaa

OnucaHue

Pexxum nopra

ip dhcp snooping binding user-control

no ip dhcp snooping binding user-
control

BkoUNTL/BbIKNHOUMTD GYHKUMIO Npuesasku DHCP
Snooping USER .

11. lo6aBunTb 3aNncK B CTaTUYECKUIA CMTUCOK

KomaHpaa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding user <mac>
address <ipAddr> <mask> vlan <vid>
interface (ethernet|) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[06aBnTb/yaannTb 3aNUCcK B CTaTUYECKNI CMIUCOK.
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KomaHpa OnucaHue
Pexxum nopta
ip dhcp snooping action | YcTaHOBWUTb/OTMEHUTb aBTOMAaTUYECKUE 3aLUUTHbIE
{shutdown|blackhole} [recovery | geictBMA Ha nopTax.
<second>]

no ip dhcp snooping action

13. YcTaHOBUTb OrpaHMyeHme ckopoctn nepegadym DHCP coobuieHni

KomaHpaa OnucaHue
Fnob6anbHblii pexxum

ip dhcp snooping limit-rate <pps> YCTaHOBUTb OrFpaHWYeHWE CKOPOCTM Nepesaydn
no ip dhcp snooping limit-rate DHCP coobuieHuii.
14. BKnoumnTb OTA4KY

KomaHpaa OnucaHue

Pexxum agmuHucTpaTopa

debug ip dhcp snooping packet Moxanyncta, obpaTutecb K COOTBETCTBYOLLEN

debug ip dhcp snooping event
debug ip dhcp snooping update
debug ip dhcp snooping binding

rnaBe NoOnCKa HeMCI'IpaBHOCTel\/‘I.
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15. Hactpoutb atpnbyThl onummn 82 DHCP Snooping

KomaHpaa

OnucaHue

Fno6anbHbIN pexxum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp}

YcraHaBamBaetr ¢opmat subscriber-id onunu
82 DHCP snooping.

ip dhcp snooping information option remote- | YctaHaBnanBaeT  cogepaHue  cyb-onumm
id {standard | <remote-id>} remote-id onumn 82. KomaHga no
no ip dhcp snooping information option BO3BPALLALT CTAHAAPTHDIA GOpMAT.
remote-id

ip dhcp snooping information option allow- | Pa3spelwaer He40BEPEHHbIM noptam

untrusted

no ip dhcp snooping information option
allow-untrusted

npuHumate DHCP nakeTbl ¢ onunen 82. Ecau
He BKAKOYEHO, BCe HeAoBepeHHble MopTbl
6yayT otbpacbiBatb DHCP nakeTbl ¢ onuuen
82.

ip dhcp snooping information
delimiter [colon | dot | slash | space]

option

no ip dhcp snooping information option
delimiter

YcTaHaBAMBaAET pa3aenmTenb g8 NapameTpos
cyb-onuun  onumm  82. KomaHga no
yCTaHaB/AMBAET Pa3fe/iTeNlb Mo YMOAYAHUIO —
slash.

ip dhcp snooping information option self-
defined remote-id {hostname | mac | string
WORD}

no ip dhcp snooping information option self-
defined remote-id

3agaetr meTon  co3gaHmAa onuumn 82,
no/sib3oBaTeNu MOoryT CaMOCTOATE/NIbHO
onpeaennTb NapameTpbl cyb-onumm remote-
id.

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckuii dopmat remote-id ans
onumn 82.

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac) |
string WORD}

no ip dhcp snooping information option type

3ajaeT meTon co3faHumAa onuum 82,
no/sib3oBaTenu MOryT CaMOCTOATENIbHO
onpeaenuTb napameTpbl cyb-onuum circute-
id.
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self-defined subscriber-id

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBaTenbcknit  dopmat circuit-id ans
onuumn 82.

Pexxum nopra

ip dhcp snooping information option

subscriber-id {standard | <circuit-id>}

no ip dhcp snooping information option
subscriber-id

YcTaHaBniMBaeT  cogepkaHue  cyb-onumm
circuit-id onumnun 82. KomaHaa no Bo3BpallaeT
CTaHAAPTHbIN popmar.

32.3Tunosoe npumeHeHne DHCP Snooping

Switch

S
DHCP Client

IP:1.1.1.5
Mac:AA

E1/0/1

E1/0/11

Gateway

E1/0/10

- STOP <
E1/0/12
DHCPACK DHCP Client
IP:1.1.1.6
Mac:BB

DHCP cepsep

Tunoson npumeHeHue

KaK nokasaHo Ha pucyHKe, ycTpolicTBo Mac-AA — 06blYHbIV NONb30BaTENb, MOAKAOUYEHHbIN K

HedoBepeHHoOMy nopTty 1/1 KommyTaTopa, n

onyyaet IP Hactpoiikun uyepes DHCP, IP agpec

KnneHta 1.1.1.5. DHCP cepBep # W03 NOAKAOYEHbI K A0BEPEHHbIM MOPTaM KOMMYTATOpa,
1/11 n 1/12 cooTBeTCTBEHHO. 310yMbIWAEHHUK Mac-BB, NOAKAOUYEHHbIW K HeA0BepeHHOMY
nopty 1/1 kKommyTtatopa, nbiTaetca noaaenate DHCP cepsep (nocbinas naketol DHCPACK).
®dyHKUMAa DHCP Snooping Ha KommyTaTtope 3dPeKTUBHO OOHAPYKUT U BNOKUPYET Takoh Tun

ceTeBOM aTaKu.

. QTECH | www.qtech.ru

MWP OOCTYMNHEE




bbb

PykoBogzcTBO nonb3osaTens
32. KoHowurypaums DHCP Snooping 289

MocnenoBaTeNbHOCTb HACTPOMKM:

switch#

switch#config

switch (config)#ip dhcp snooping enable

switch (config) #interface ethernet 1/11

switch (Config-If-Ethernetl/11)#ip dhcp snooping trust
switch (Config-If-Ethernetl/11) #exit

switch (config)#interface ethernet 1/12

switch (Config-If-Ethernetl/12)#ip dhcp snooping trust
switch (Config-If-Ethernetl/12) fexit

switch (config)#interface ethernet 1/1-10

switch (Config-Port-Range) #ip dhcp snooping action shutdown
switch (Config-Port-Range) #

32.4Nouck HencnpasHocTeit DHCP Snooping

32.4.1 HabnopeHue n otnagouHaa uHpopmaumsa

KomaHaa « debug ip dhcp snooping» moxeT 6biTb MCMONb30BaHa A1 NOly4eHUe 0TNaL04HOM
nHbopmaymu.

32.4.2 Momouyb B NOUCKE HEUCNPABHOCTEN

Ecnn BO3HMKaeT npobnema ¢ ucnonb3oBaHMem o¢yHKunmmM DHCP Snooping, noxanyiicta,
nposepbTe cnegytolee:

BkntoueHa nn ¢oyHKuma DHCP Snooping rnob6anbHo;

Ecan nopT He pearunpyeT Ha NoxHbii DHCP nakeT, npoBepbTe, HAaCTPOEH AKX 3TOT NOPT Kak
He40BEPEHHbDIN.
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33 KOH®PUTYPALUA ONLUNKN 82 DHCP

33.1BsepgeHue B8 onuuto 82 DHCP

Onuma 82 DHCP 310 onuua nHdopmaumm peTpaHcampytowero areHTa (Relay Agent). Onuma 82
DHCP HanpasneHa Ha ykpenneHwe 6esonacHocTn cepsepoB DHCP u ynydweHuAa NOAUTUKMK
KoHoUrypauum IP agpecoB. PeTpaHcaupylowmin areHT aobasaset onumio 82 (BKAtOYatOLWLyHO
dU3NYEeCKMIA NOPT AocTyna KAWeHTa, WAEHTUPMKATOpP YCTPOMCTBA AOCTyna U ApYyryto
nHoopmauymio) B8 DHCP 3anpoc, Mony4YeHHbI OT KAuWeHTa, 3atem nepecbiiaer ero DHCP
cepBepy. Koraa DHCP cepsep, KOTOpbiA noaaep:knBaeT ¢yHKUMO onuuu 82, nonyyaet
coobuieHne, OH BblaenAeTr KaveHty IP agpec wn apyrve napameTpbl B COOTBETCTBMM C
npeaHacTPOEHHbIMW NOAUTUKAMK U MHPopmaumen B onumn 82. B 1o e Bpema DHCP cepsep
MOXET NaeHTUOUUMPOBATL BCE BO3MOXHble aTakm DHCP coobuweHnsamun B COOTBETCTBUMU C
nHpopmaumein B onumm 82 n 3awmuTnUTb OT HUX. DHCP peTpaHcampylowmin areHT CHUMET ONuuto
82 ¢ oTBeTHOro coobleHns n nepepact ero onpeaeneHHOMY MOpPTy YCTPOMCTBA A0CTyna, B
COOTBETCTBMU C MHPOpMaUMeN O pM3nYeckom nopte B onuuun. NMpumeHeHne onummn 82 DHCP
NPO3pPaAYHO ANA KAUEHTA.

33.1.1 CrpyKrtypa coobweHua onuyun 82 DHCP

CoobuieHne DHCP mo»KeT MMeTb HECKO/IbKO CermeHToB onuui, onuua 82 oauH u3 Hux. OHa
O0MKHA 6bITb NOC/e APYrUX ONunii, Ho A0 onuuun 255. BoT ee popmar:

Caode Len Amsent Information Field
F———— e F———— ————— F———— F————— +—— R +
| &= | H | i1 | iz | i3 | i4 | | iw® |
- - +———— - - +———— +—— ————— +

Code: npeacraBaseT NOpAAKOBbLIM HOMep OnuMM MHPOPMALUK PETPAHCAMPYHOLWErO areHTa,
onunA 82 Tak HasbiBaeTca notomy, Uto RFC3046 onpegensaet ee Kak 82.

Len: KonnyectBo 6anT B none nHGopmauum areHTa, He BKAtoYas ABa 6alta B cermeHTe Code 1
cermeHTe Len.

Onuma 82 MOXKeT UMETb HECKO/NbKO cyb-onuuii, TpebyeTca Kak MMHUMMYM ogHa cyb-onuuA.
RFC3046 onpegensiet cneayolmne ase cyb-onumm, opmaTt KOTOPbIX MOKA3aH HUKe:

SublOpt Len Sub—option ¥Yalue
F———— F——— f———— F————— F——— f———— +—— —————— +
| 1 | H | =1 | =2 | =3 | =4 | | =H |
—— o +—— ——— +—— +—— +— —+ +
SublOpt Len Sub—option ¥Yalue
F———— F——— f———— F————— F——— f———— +—— —————— +
| 2 | H | 1l | 1z | 13 | 14 | | 1H |
F———— S F———— F———— S F———— +—— —+————— +

SubOpt: nopaakoBbIi HOomep cyb-onuuu, nopaakosblit Homep cyb-onumm Circuit-ID — 1,
nopaAaKoBbIiM Homep cyb-onuum Remote ID — 2.
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Len: konnyectBo 6alT B cy6-onumu, He BKAtoYas ABa balita B cermeHTe SubOpt n cermeHTe
Len.

33.1.2 MexaHu3m pabotbl onuuu 82

DHCP Relay/Agent

DHCP Client DHCP

[Onarpamma notokos onunmn 82 DHCP

Ecnn DHCP peTpaHcanpyolwmii areHT nogaepxmsaet onuunto 82, DHCP KAMEHT A0KeH NPonuTH
cneayrouime yeTbipe wWwara, Ytobbl nonyunts IP agpec ot DHCP cepsepa: discover, offer, select n
acknowledge. MpoTtokon DHCP cnhegyeT npuBeAeHHOM HUXKe Npoueaype:

1) DHCP KAMeHT npu MHULMANM3AUMM NOCbINAEeT WMPOKoBeLaTeNbHOe coobLLeHne 3anpoca.
9To coobuleHne He umeeT onumn 82.

2) DHCP peTtpaHcaunpytowmii areHT gobasut onumto 82 K coobLLEHMIO 3anpoca, KOTOpOe OH
Noay4uT, 3aTemM nepeLusieT 3To coobuieHne DHCP cepsepy. Mo ymonyaHuto cyb-onums 1 onuum
82 (Circuit ID) aTo nHdopmauusa ob nHtepoelice, K Kotopomy noaxkntodeH DHCP knumeHT (VLAN
n GU3NYECKOM MOPT), HO NOJIb30BaTelb MOXKET HacTpouTtb Circuit ID Nno cBoemy yCMOTPEHMUIO.
Cy6-onuma 2 onumn 82 (Remote ID) ato MAC aapec yctpoinctsa DHCP peTpaHcaaTopa.

3) Mocne nonyyenua DHCP 3anpoca DHCP cepsep BbigenuT KaueHty IP agpec n apyryto
MHPOpMaLMIO, B COOTBETCTBUM C NPEAHACTPOEHHBIMU NOJNTUKAMU U MHPOPMALMEN B OoNummn
82. 3atem oH Hanpasut DHCP peTpaHcaupyloulemy areHTy orteBeTHoe coobuieHue ¢ DHCP
KOHdUrypaumei n onumen 82.

4) DHCP peTpaHCAUPYIOLWNI areHT OYNCTUT OTBETHOE COObLLEHME OT ONuMK 82 N HaNpPaBUT ero
KANEHTY.
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33.2CnucoK 3aaay KoHpurypaumm onuyumn 82 DHCP

1. Bkntountb DHCP Snooping

2. Bknountb dyHKLMIO NpuBaskM DHCP Snooping

3. Bknountb pyHKLMI0 onumm 82 DHCP Snooping

4. HacTpouTb goBepeHHble NOpThl

1. Bkatouuntb DHCP Snooping

KomaHpa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping enable

no ip dhcp snooping enable

BkAtoumnTb/BbIKAOUMTL DHCP Snooping.

2. Bkaountb pyHKumMio npmeaskm DHCP Snooping

KomaHpa

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding enable

no ip dhcp snooping binding enable

BKAOUNTL/BbIKNHOUMTD GYHKUMIO NpuesAasku DHCP
Snooping.

3. Bkaountb ¢pyHKumio onumm 82 DHCP Snooping

KomaHpga

OnucaHue

FnobanbHbIN pexxum

ip dhcp snooping information enable

no ip dhcp snooping information enable

BKNOYMTB/BbIKNOUYUTL GYHKUMIO onuumn 82 DHCP
Snooping.
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4. HacTpouTb goBepeHHble NOpThl

KomaHpga OnucaHue

Pexxum nopta

ip dhcp snooping trust Coenatb  nNopT  poBepeHHbIM.  KomaHga no

no ip dhcp snooping trust OTMEHAET HACTPOMKY.

33.3Mpumepbl npumeHeHna onuyuu 82 DHCP

Vlan2:ethernetl/ DHCP Agent

- Vian3
o= —

—

(&l

DHCP Client PC1 DHCP cepBep

TunosoW npumep npumeHeHus onunmn 82 DHCP

B naHHOM cxeme KOMYTaToOp BTOPOro ypOBHA nepegaet coobuieHne 3anpoca oT DHCP kaneHTa
K cepBepy 4yepe3 BKAOYeHHbIM DHCP Snooping. OH Tak e nepepgact coobuieHne oTBeTa OT
cepBepa K KAneHTy Ana 3asepuweHua npoueaypbl DHCP npotokona. MNocne BKkAtoveHua 82
onuun DHCP Snooping, kommyTaTop Aobasnser nHpopmaumio o nopTe AOCTyna B coobuleHne
3anpoca oT KAneHTa ¢ onumen 82.

KoHourypaums komytatopa 3 (MAC agpec 00:1f:ce:02:33:01):

Switch3 (Config) #fservice dhcp

Switch3 (Config)#ip dhcp relay information option

Switch3 (Config) #ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3) #ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88
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Linux ISC DHCP cepBep nommepxmpaeT onumio 82, eTro KOHOUI'YPALUMOHHHM Gami
/etc/dhcpd. conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Classl" {

match if option agent.circuit-id = "Vlan2+Ethernetl/2" and option
agent.remote-1d=00:1f:ce:02:33:01;

class "Switch3Vlan2Class2" {

match if option agent.circuit-id "Vlan2+Ethernetl/3" and option

agent.remote-id=00:1f:ce:02:33:01;

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
allow members of "Switch3Vlan2Classl";
}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP cepsep 6yaeT BblaenaTb agpeca A y3n0B C KOMMyTaTopa 2 M3 Anana3oHa
192.168.102.21 ~ 192.168.102.50, a ana kommyTtatopa 1 M3 guanasoHa 192.168.102.51 ~
192.168.102.80.
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33.4MoucK HeucnpasHocTei onuumu 82 DHCP

Onuua 82 DHCP peanusoBaHa Kak noadyHkuma moayns DHCP petpaHcnatopa. Mpexae, yem
ee WMcnosb3oBaTb, Heobxoanumo ybeautbcs, yto DHCP peTpaHCAMpPyOLWMIA areHT HacTpPoeH
NpPaBUbHO.

Onuua 82 Ttpebyet B3aumopgenctena DHCP petpaHcnsatopa n DHCP cepsepa. DHCP cepsep
OO/MKEH YCTAaHOBUTb MONUTUKY BblAENEHMA aAPEcOB OCHOBbLIBAAACb HA CETeBOM TOMNOAOIMMU
DHCP peTtpaHcaaTopa, HO, Aake €eCcauM PeTpaHcaATop paboTaeT HOPMa/bHO, BblAaeneHue
agpecoB MOXeT He nonyuutbcA. Ecam B cetu 6onblie O4HOrO peTpaHCAATopa, ypenute
BHMMaHWe nonantuke nepenaydm DHCP 3anpocos.

Mpun peanusaummn ¢yHKumm onumm 82 DHCP petpaHcnaTopa, nogpobHas uHbopmauma o
npouecce pabotbl dyHKUMM onummn 82 DHCP peTpaHcaaTopa MOKET ObiTb NOJly4eHa KOMaHaoM
«debug ip dhcp relay packet». 3ta Hdopmauma MoOKeT NOMOYb B MOUCKE HEMCMNPABHOCTEMN.

Mpun peanusaumm ¢dyHkumMm onumm 82 DHCP ceBepa, noapobHasa MHPopmaums o npouecce
paboTbl dyHKLUMM onummn 82 DHCP cepBepa MOXKeT b6biTb NosydeHa KomaHaol «debug ip dhep
server packet». 3Ta MHbopMaLUUA MOMKET NOMOYb B MOUCKE HEUCMPABHOCTEN.
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