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1. YMIPABNEHUE KOMMYTATOPOM

1.1. BapuaHTbl ynpasneHuA
Ona ynpasneHns HeobxoAMMo HacTpouTb KommyTaTop. KommyTaTop obecneynBaeT Aga

BapWaHTa ynpaBaeHus: BHenosiocHoe (out-of-band) nnm BHyTpnnonocHoe (in-band).

1.1.1. BHenonocHoe ynpaBaeHue

BHenosocHoe ynpaBAeHWe — 3TO ynpaB/ieHWE 4Yepe3 KOHCOMbHbIN WHTepdenc. BHenosnocHoe
ynpas/sieHne, B OCHOBHOM WCMOJIb3yeTca A/1A HayaNbHOro KOHPUIrypupoBaHMA KOmMmyTaTopa, 1nbo
Korga BHYTPUNOJIOCHOE YyNpaBieHWe HeaoCcTynHo. Hanpumep, mMonb3oBaTeNb MOXeET 4epes
KOHCO/1bHbIN NOPT NPUCBOUTL KOMMYyTaTopy IP-aapec ana goctyna no Telnet.

Mpoueaypa ynpaBaeHUs KOMMYTAaTOPOM Yepe3 KOHCO/bHbIV UHTepdeic, onncaHa HUXKe:

LWar 1: MNoaKNYUTb NePCOHA/bHbI KOMNbIOTEP K KOHCONIbHOMY (CepuiiHOMY) NOPTYy KOMMYTaTopa

MNMoaknto4veHne K
cepuiiHOMy NopTy

MogkntoueHme MK K KOHCONBHOMY NOPTY KOMMYTaTOpPaA

KaK nokasaHo Bbille, cepuitHbi nopT (RS-232) noakNOYEH K KOMMYTaTOPY Yepes CepuliHbIn Kabenb. B
TabnumLe HUXKe YKa3aHbl BCE YCTPOMCTBA UCMOIb3YHOLLMNCA B MOAKAOYEHWUN.

HasBaHue ycTpoiicTBa OnucaHune

MepcoHanbHbIM KOMNbIOTEP MmeeT OGYHKUMOHANbHYKO KnasBuatypy M nopT RS-232, ¢ yCTaHOBAEHHbIM
(PC) 3MYyNATOPOM TEePMWMHANA, TakMM Kak HyperTerminal, Bxogawmii B KOMNAEKT
Windows 9x/NT/2000/XP.

Kabenb cepmnitHoro nopta OpMH KoHel, NoaKAoYaeTcs K cepuitHomMy nopTy RS-232, a gpyroi K nopty
KOHCOAMN.
KommyTaTtop TpebyeTca paboTatoLmin KOHCONbHbIN NOPT.
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LWar 2: BkaoueHune u Hactpoika HyperTerminal.

Mocne ycTaHOBKM coegmHeHus, 3anyctute HyperTerminal, Bxogawmin B komnnekt Windows. Mpumep
npuBeAeHHbIM ganee ocHoBaH Ha HyperTerminal Bxogawmii B komnaekt Windows XP.

1. Haxkmute «[yck» (Start menu) — Bce nporpammsli (All Programs) — CtaHaapTHble (Accessories) —
Cesasb (Communication) — HyperTerminal

——
% windows Update
.

@ Buifop NporpaMM No YMOR4aHKHO

0 Kartanor Windows

™ zruc
@ 7z »
[@ Colasoft Packet Builder 1.0 »
[F Filezila FTP Client »
[/ Foxit PDF Editor »

-

[ Foxit Reader > »
(@ Kiwi Enterprises I} & Cemse »

>
)

® HyperTerminal
| <) MacTep GecnpoBoaHON ceTH

(@ K-Lite Codec Pack »
[ Microsoft Office 4
@ Nero >

@ QuickTime >
| [ videoLan »

|® CnywebHble

|® CneuranbHble BOSMOMHOCTH

w Paint

[4 wordpad

% MacTep HacTpoiikn ceTH
[5] MacTep HoBbix NoAKNKHEHH

& CeTesbie noakmouEHHA

') AapecHas KH1ra

WHTepHeT =
Internet Explorer I@ YMware 4

®©

@ Bnokrot

| 3nexTponnas noura || ) WinDjview » | & 3HakomcTso ¢ Windows XP

Microsoft Office Outlook|

@ Windows Live » | 5 Kanekynatop
@ MNpourpbisaTents Windoy @ winPcap 4 KoMaHAHaA cTpoka
Media i@ WinRAR » (_)) MacTep COBMECTHMOCTH NPOrpPamMmM

‘® 3HakoMcTEO C Windows '@ AsTozarpyska 4 ’..__ MoAknYERKHE K yaaneHHomy pabodemy ctony

|ﬁ Wrpet

fﬁ CTaHAapPTHbIE
Adobe Reader X
@& Internet Explorer

| 23 Nposoark
) MacTep nepeHoca daiing |

napaMeTpos €9 Curxpormsauma

@ Windows Movie Maker

47 Windows Search

 wireshark

@ MNpourpeieaTent Windows Media

Bce nporpammbl » \ 5 _', ¥ AaneHHEIM NOMOLLHMK

{7
@] Boixoa vs cvcTemsl | (D) | Briknro4eHHe

74 nyck

3anyck HyperTerminal.
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2. Habepute nma ana 3anyweHHoro HyperTerminal, Hanpumep «Switch».

3. B BbinagatoLem meHto “MoaxntoveHne” BbibepuTe, cepuiiHblin NopT RS-232 KOTOPbIN MCNob3yeTcs

Onucanne noax/iwye HHA @

% Hosoe nogknoyeH1e

Beeaure HazBaHWe NOAKMOYEHWA W Bblﬁepbﬂ'e ANA HEr0 SHAYOK!

HazeaHue:
Switch |

S3Hayok:

[ 0K ][ OTmeHa ]

3anyck HyperTerminal.

PC, Hanpumep, COM1 n Haxkmute “OK”

INoaxarwue Hue @

% Switch

Beeaure ceeaeHUa O TENEPOHHOM HOMEPE:

CTpaHa uau pervoH: oo 1]

Koa ropoga: [7 3 !

Homep Tenedona: ‘ ‘

Moakntovareca vepes: | [MEIEY VT:,
“-“\_\5_“——’_'—‘__'_,_,!

L 0K ][ Otmena ]

3anyck HyperTerminal

QTECH
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4. HactpoitTe csoiictea COM1 cneaytowmm obpasom: Boibepute ckopoctb “9600” ana “Baud rate”; “8”

”», u

ana“Data bits”; “none” ana “Parity checksum”; “1” ana “stop bit”; “none” gna “traffic contro
MmoxKeTe HaxKaTb“Restore default”, a nocne Haxatb “OK”.

II'

; WU Bbl

Croictea: COM1 @

ﬂapameprlnopTal

Cropocts (Gur/c) | 9600 v

BuTbl AaHHbIX: !8 v

I
HaHOMB:;Her v}
Cronoeble GUTh: f1 vJ]

Unpasnenue NOTOKO

[ BoccraHoeuTe YMON4aHUA ]

[ 0K I[ Ormena ][ HDHMEHHWb]

3anyck HyperTerminal.

LWar 3: Bbi3oB KomaHaHoOro uHtepgeica (CLI) kommyratopa.

BKAOUMTE KOMMYTATOP, NOC/E YEro cieaytoLme coobLieHns nosBaTca B okHe HyperTerminal —aTo
PEXUM KOHPUrypauumn aAna Kommyratopa.

Testing RAM...
0x077C0000 RAM OK
Loading MiniBootROM. ..

Attaching to file system...

Loading nos.img ... done.
Booting......
Starting at 0x10000...
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Attaching to file system...

--- Performing Power-On Self Tests (POST) ---

DRAM Test.iie et ettt eeeeennnns PASS!
PCI Device 1 Test............ PASS!
FLASH Test. .ot PASS!
FAN Test....oiiiiiiiiiian. PASS!

Done All Pass.

Switch>

Tenepb MOXHO BBOAUTb KOMaHAbl yNnpaB1€HNA KOMMYTaTOPOM. JeTanbHoe onucaHne KOMaH,,
npueeneHO B nocieayrowmnx rnasax.

1.1.2 BHyTpPUNONOCHOE ynpasaeHue.

BHyTpunonocHoe ynpasieHWe OTHOCUTCA K YynNpaBieHUI0 NOCPeACTBOM AOCTyna K KOMMYTaTopy C
ncnono3osaHnem Telnet, uan HTTP, a Takxke SNMP. BHyTpMnonocHoe ynpassieHne BKAOYaeT GyHKLUN
ynpaBieHNA KOMMYTAaToOpa A5 HEKOTOPbIX YCTPOMCTB, NOAKMIOYEHHbIX K HEMY. B Tex cnyyasx, Korga
BHYTPMMOJIOCHOE ynpaB/ieHne n3-3a U3SMEHEHWUN, CAeNaHHbIX B KOHPUTypaumm KommyTaTopa paboTtaet
co cboamun, gna ynpasneHna n KOHGUIypMpoBaHMA KOMMYTAaTOpPa MOXKHO MCMONb30BaTb BHEMO/IOCHOE
ynpasneHue.

1.1.1.1. YnpaeneHue no Telnet
Y1066l yNpaBnaTb KOMMyTaTOpOoM No Telnet, 4ONKHbI BbINOAHATLCA CNeAyoLLne YCNOBUA:
1. KommyTaTop A0NXKEH MMETb CKOHPUTYpMpPOBaHHbIN IPv4/IPv6 agpec;

2. IP appec xocta (Telnet kaneHT) n VLAN nHTepdeiic KommyTtaTopa, A0XKHbl umeTb IPv4/IPVv6 aapeca
B O4HOM CErMEeHTE CeTy;

3. Ecnv BTOPOI NYHKT HE MOKET BbITb BbINoHEH, Telnet KAMEHT AonXeH 6biTb NogKAtoYeH K IPv4/IPv6
agpecy KOMMyTaTopa C APYrnX yCTPOMCTB, TAKMX KaK MapLLpyTM3aTop.

o KommyTaTop TpeTbero ypoBHA MOKeT bObiTb HacTpoeH C HecKonbKumu |Pv4/IPv6
agpecamu, MeTof, HaCTPOMKM ONuCcaH B NOCBAWEHHOM 3TOomy rnase. Cneaywowmin npumep
npeanosaraeT COCTOAHME KOMMYTATOpa MOCAe MOCTaBKM C 33aBOACKMMM HACTPOMKamMM, rae
npucytcreyeTt TonbKo VLANL.

J Mocneayrowpe warv onucbiBaloT noakntodeHne Telnet kKnneHTa K uHTepdeincy VLAN1
KommyTaTopa nocpeacrtsom Telnet (npumep agpeca IPv4):
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MoakntoyeHne
yepes kabenb

YnpasneHue kommytatopom no Telnet

LWar 1: Hactpoiika IP agpecoB ana kommyTtaTtopa 1 3anycK ¢yHKuumn Telnet Server Ha KommyTaTtope.

MepBbiM aenom naet Hactpoiika IP agpeca xocta. OH A0NXKEH ObiTb B TOM »Ke CErMEHTE CETH,
yto U IP agpec VLAN1 uHTepdeinica kommyTtatopa. Mpeanonoxum 4to IP agpec nHtepdelica
VLAN1 KommyTaTopa 10.1.128.251/24. Toraa IP agpec xocTa moxeT 6biTb 10.1.128.252/24. C
nomoubto KomaHapl “ping 192.168.0.10” MOXKHO NpoBepUTb, AOCTYNEH KOMMYTAaTOP UAN HET.
KomaHgapbl HacTponku IP agpeca gna uHtepdeiica VLANL yKasaHbl HMKe. MNepes npumeHeHUem
BHYTPMMNONOCHOrO ynpasaeHus, IP-agpec KommyTtatopa Ao/mKeH BbiTb HACTPOEH NOCpPeacTBOM
BHEMOJIOCHOrO ynpasneHusa (Hanpumep, Yyepes nopt Console). KomaHabl KOHOUryprupoBaHuA
cnepyowme (danee cuvTaeTcs, 4YTO BCe MPUMNAWEHMA PeEXMMA KOHPUIypupoBaHMA
KOMMYTaTOpa HaunHatTcA co cnosa “switch”, ecnm oTaenbHO He yKa3aHOo MHOTO):

Switch>

Switch>enable

Switch#config

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 10.1.128.251 255.255.255.0

Switch (Config-if-Vlanl) #no shutdown

[na aktmeaumm ¢yHKLMKM Telnet cepBepa Nosb3oBaTeNb LOMKEH BKAOUUTL €€ B peXKMMe 1106anbHOro
KOHPUIYpMpPOBaHMA, KaK NOKA3aHO HUMKe:

Switch>enable
Switch#config

Switch (config)# telnet-server enable

QTECH © www.qtech.ru
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War 2: 3anyck nporpammbl Telnet Client

Heobxoammo 3anyctuTb nporpammy Telnet kaneHT B Windows ¢ yKasaHMem agpeca xocTa.

Run @

< Type the name of a program, folder, document, or
: Internet resource, and Windows will open it For you.

Open: | telnet 10.1.128.251 v

[ OK ] [ Cancel ] [ Browse... ]

3anyck nporpammbl Telnet kaneHT B Windows

LWar 3: Monyuntb JOCTYN K KOMMYTaTOpYy.

[ns Toro yto 6bl NOAYYMTb AOCTYN K KOHPUrypauum yepes uHtepdenc Telnet Heobxoanmmo BBeCTU
A0CToBePHbIN noruH (login) 1 naponb (password). B npoTMBHOM cnyyae B aoctyne byaeT oTKasaHo.
3TOoT meToh, nomoraeT M3bexkaTb HEeaBTOPM3OBAHHOMO MOAy4YeHWUs AocTyna. Kak pesynbtaTt, Korga
Telnet BKAtOYEH AN1A HACTPOMKM M yNpaBAEHUs KOMMyTaTopa, MMA Nonb3oBaTena (username) U Naposb
(password) ana aBTOpM30BaHHbIX NO/b30BaTeNel A0NXKEHbI ObiTb HACTPOEHbI C/IeAYHOLLEN KOMaHAOMN:
“ username <username> privilege <privilege> [password (0]|7) <password>]".

ﬂ,/‘lﬂ JIOKa/IbHOW ayTeHTMd)MKaLI,MM MOXHO MUCNONb30BaTb CAeAyrouly KOMaHAy: authentifcation
line vty login local.

[ns poctyna B NpMBEINTepoBaHHbIN PEXMM HEOBX0AMMO M 3a4aH YPOBEHb Npusuaerui 15.
Jonyctum, aBTOpM30BaHHbLINM MoNb3oBaTeNb MMeeT umsa “test” M naponb “test”, Torma npoueaypa
3a4aHuns UMEeHU 1 Napons Ana goctyna no Telnet:

Switch>enable

Switchi#config

Switch (config) #username test privilege 15 password 0 test

Switch (config) #authentication line vty login local
Mocne BBOAA MMEHWM M Napona gna uHTepdenca KoHPurypmposaHua Telnet, nonb3oBaTeNb CMOXKET
Bbl3BaTb KOMaHAHbIN WHTepdeliic CLI HacTpoMkM KommyTaTopa. KomaHabl, ucnonb3yembie B

KomaHaHom uHTepdelice Telnet CLI, KoTopble CTaHOBATCA AOCTYMHbI NOC/e BBOAA UMEHU U Napons —
Te e CaMble, YTO M B KOHCO/IbHOM UHTepdeice
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F C\WINNT! system32\telnet.exe

login:test
password : e

SWITCH>

Hactpoiika Telnet untepdeiica

1.1.1.2. YnpaeneHue yepe3 HTTP

Y106kl ynpaBasTe KommyTaTopom Yyepe3 Web-nHtepdenc gonKHbl ObiTb BbINOAHEHBI Ceaytowme
ycnosus:

1. KommyTaTop A0NXKEH MMETb CKOHPUTYpUpPOBaHHbIN IPv4/IPv6 agpec.

2. IP agpec xocta (HTTP knaneHT) n VLAN uHTepdeinc Kommytatopa, 40KHbl umeTs IPv4/IPv6 agpeca B
OAHOM CETMEHTE CeTH.

3. Ecnu BTOPOM NYHKT HEe MOXKET 6bITb BbiNOAHEH, HTTP KAWEHT A0/1XKeH 6biTb NoaKatoyeH K IPv4/IPv6
agpecy KommMmyTaTopa C APYrMX YCTPOMCTB, TaKMX, KaK MapLLIpyTU3aTop.

KaKk u B ynpasneHun, kKommyTaTopom Yyepes Telnet, Kak ToNbKO yaaeTtcs ping/ping6 xocTta K IPv4/IPv6
agpecam KOMMYTaToOpa M BBOAWUTCA MPABU/bHLIA NOTMH M Napo/ib, BO3MOXHO MOAYYUTb AOCTyn K
KommyTaTopy yepe3 HTTP. Huxke onucaH cnocob HacTpoKu:

LWar 1: Hactpoiika IP agpecoB gaa KommyTtaTtopa 1 3anyck ¢yHKuum HTTP cepsepa.

O HacTpolike IP-agpeca KOMMyTaTopa C NOMOLLbIO BHEMNO/IOCHOIO YNPaBAeHNUs, CMOTPU rnaBy O
HacTpoiike Telnet ynpasneHus.

YT106bI KOHPUTYpUpOoBaHUe No Web cTano BO3MOMKHbIM, HYXKHO BBECTM KOMaHAy ip http server B
rnobanbHOM peXnMme KOHPUrypUpoBaHMUA:

Switch>enable

Switch#config

Switch (config) #ip http server

. QTECH © www.qtech.ru

MWP [OCTYMHEE




..... i e ateeiad

LWar 2: 3anyck Web-6pay3epa Ha xocTe.

Heobxoanmo oTKpbiTb Web-6pay3ep Ha xocTe n BBecTu IP agpec KommyTaTopa, Uan HeENOCPeACTBEHHO
3anyctutb HTTP npotokon B Windows. K npumepy, IP agpec KommyTtatopa “10.1.128.251”;

- Type the name of a pragram, Folder, document, or
T Internet resource, and Windows will open it for you,

vl

[ 0] 4 l[ Cancel ] [ Browse. ., ]

3anyck HTTP npoTtokona

Mpw 06paweHnn kKommyTaTopa ¢ IPv6 agpeca pekomeHayeTca ncnoab3osatb bpaysep Firefox Bepcum
1.5 wan nosgHee. Hanpumep, ecnn agpec kommytatopa 3ffe:506:1:2::3. Beeaute agpec IPv6
KommyTaTopa http:// [3ffe: 506:1:2:: 3], aapec 0653aTeNbHO AO/MKEH ObITb 3aKNOYEH B KBagpaTHble
CKOBKM.

LWar 3: NonyyeHue fOCTYNa K KOMMYTATOPY.

[na Toro 4Tobbl NONYYUTL AOCTYN KOHPUrypaumm ¢ ucnonbsosaHnem WEB nHtepdelica, Heobxoanmo
BBECTM A0CTOBepHbIN noruH (login) n naponb (password), B NpoTMBHOM cnyyae byaeT OTKasaHO B
goctyne. 3ToT meTog NomoraeTt n3bexkaTb HeaBTOPM30BaHHOIO goctyna. Kak pesyabTaT, Korga Telnet
BK/ILOYEH A/1A HACTPOMKM WM yNpaBNeHUs KOMMYTaTopa, MMs NO/b30BaTeNa (username) v naposb
(password) ans aBTOpM30BaHHbIX MO/Ib30BaTENEN A0NKHbI ObITb HACTPOEHbI CeAyoWel KOMaHAO0M:

username <username> privilege <privilege> [password (0]7) <password>].

Ona nokanbHOM ayTeHTUDMKALMN MOXKHO MUCNO/Ib30BaTb C/eaylollyto KomaHay: authentication line vty
login local..
Ons  poctyna B NPUBEIUTEPOBAHHLIA  PEXUM  HEobXoAMMO W 3a4aH YpOBEHb NpPUBUAETUI
15.0onycTMm, aBTOPW30BaHHbIMA MoAb30BaTeNb MMeeT mma “admin” u naponb “admin”, Toraa
npoueaypa HaCTPOMKN cnepytowas:

Switch>enable

Switch#config

Switch (config) #username admin privilege 15 password 0 admin

Switch (config) #authentication line web login local
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Web nHTepdenc Bxoaa BbIrnaanT cneayrowmm obpasom:

User name

Password

Copyright (C) 2011 by QTECH LLC

http://www.qtech.ru/

Web nHTepodelic Bxoaa.

BBeante fOCTOBEPHbIE MMSA NONb30BATENA U NAPO/b, 3aTEM Bbl NONAAETE B ITaBHOE MEHIO HACTPOMKM
Web nHTepdelica, Kak 3T0 NOKa3aHO HUXKe:

Chuster: v

(QEET

System IP address:192.168.12  Current system time: TUE JAN 10 22:12:44 2006 System description: QSW-8300-28F

= Up == Down

) ) o e e ) ) e Unit 1~
= =

Save & Exit

£3 QSW-8300-28F || Please select port: Ethemet1/0/19 ~

{2 switch basic config
{3 Module managemer
[} i

{3 Port configuration e aeE EiaE
#{] MAC address table Ethernetl/0/19 is down, line protocol is down
{7 VLAN configuration Ethernetl/0/19 is layer 2 port, alias name is (null), index is 19

3 = Hardware is Gigabit-Combo, active is Copper, address is 00-1f-ce-4b-b2-46
{1 IGMP snooping con z
PVID is 1

B{] MLD snooping conf| MTU 10218 bytes, BW 10000 Kbit
{1 ACL configuration UETIME (0 secands)
& Encapsulation ARPA, Loopback not set

{3 1Pv6 ACL configura Auto-duplex , Auto-speed
{1 AM configuration FlowControl is off, MDI type is auto
®{ Port channel confi || [za9ceiver info:

. IStatistics:
#{] DHCP configuration 5 minute input rate O bits/sec, 0 packets/sec
{1 DHCP Snooping cor 5 minute output rate 0 bits/sec, 0 packets/sec
B@ fi z The last 5 second input rate 0 bits/sec, 0 packets/sec
SNTP configuration The last 5 second output rate 0 bits/sec, 0 packets/sec

B{] NTP configuration Input packets statistics:
B QoS configuration (1] inx?uc packets, 0 bytes, .0 no buffer
& 0 unicast packets, 0 multicast packets, 0 broadcast packets

@ L3 forward configui 0 input errors, 0 CRC, 0 frame alignment, O overrun, 0 ignored,
#{1 Route configuratior 0 abort, O length error , O pause frame

Output packets statistics:

[}

& 1Pv6 Route configu 5 0 output packets, 0 bytes, 0 underruns
FEA Multicack nratacal ATRER LD Lo RTGL AT IR S SRS

[naBHoe meHto HacTpolikn Web nHtepdeiica.

MprMMmeyaHune: NPy HaCTPOMKE KOMMYTATOPa, UM KOMMYTATOPa MULLETCA aHITMACKMMKU ByKBaMMU.
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1.1.1.3. YnpaeneHue Kommymamopom 4Yepe3 cemeesoe ynpaeneHue SNMP

Heobxogumble TpeboBaHUA:
1. KommyTaTop A0/1KEH MMETb CKOHPUIypupoBaHHbIi IPv4/IPv6 aapec.

2. IP agpec xocta (HTTP knneHT) n VLAN mHTepdeiic KommyTaTopa, A0MKHbI UMeTb IPv4/IPv6 agpeca B
OAHOM CermeHTe ceTu.

3. Ecnu BTOPOM NYHKT HE MOKET b6bITb BbiNoNHEH, HTTP KAMEHT gonxkeH 6biTb NoAKAoUYeH K IPv4/IPv6
agpecy KoMMyTaTopa C APYrux yCTPOMCTB, TAaKMX KaK poyTep.

XocT ¢ nporpammHbim obecnedeHnem SNMP ana ynpaBneHus ceTbto A0MXKEH YMETb NUHrosaTb IP
agpec KommyTaTopa Tak, 4Tobbl Npu pabote nporpammHoro obecnevyeHns SNMP, oHo 6b110 AOCTYMHO
ANA  OCYLECTBNEHUA onepauui 4YTeHua/3anucnm Ha Hem. MoapobHOCTM O TOM, KaK ynpasasaTb
KommyTaTopamm yepe3 SNMP, He ByayT paccCMOTPEHbI B 3TOM PYKOBOACTBE, MX MOXHO HaMTU B “Snmp
network management software user manual” (MHcTpyKumMAa no ceTeBomy ynpasaeHuto SNMP).

1.2. CLI uHTepdeiic

KommyTtaTtop obecneumBaeT Tpu uHTepdelica ynpasneHus ana nonbsosatensa: CLI (Command Line
Interface) nHTepdelic, Beb-nHTEepdeic, ceTeBoe ynpas/ieHMe NporpaMmmMHbim obecnevyeHnem SNMP.
Mbl nosHakomum Bac ¢ CLI(KoHconbto), Beb-uHTepdencom m nx KoHourypaumamm B getanax, SNMP
noka He 6Oyaet paccmatpmsaTbea. CLI mHTepdeinc 3Hakom 6onblIMHCTBY nonb3oBatesiei. Kak
YNOMAHYTO Bblle, MPW YNpaBAeHUMM MO He3aBUCMMbIM KaHanam cBA3M u Telnet ynpasneHue
KOMMYTaTOPOM OCYLLECTBAAETCA Yepe3 nHTepdeinic KomaHaHom ctpoku (CLI).

CLI nHTepdeinc noaaepxmeaet 060s104Ky Shell, KoTopaa cocTonT 13 Habopa KomaHza KOH-bUrypaumu.
3TN KOMaHAbl OTHOCATCA K Pa3HbIM KaTEropusiM B COOTBETCTBMU C UX PYHKUMAMU B KOHOUrypaLumum
KommyTaTopa. Kaxkaaa kateropus npeacTaBaseT CBOW, OT/IMUYHbIN OT BCEX, PEXMUM KOHPUTypaLmu.

Bo3amorkHocTu Shell 4na KoOMMyTaTopoOB ONMCaHbl HUXKe:

e PeXnM HacTpOMKu;

e HacTpoiKa cMHTaKcuca;

e [lopaeprKKa coyeTaHMA KNaBuLy;
e CnpaBKa;

e [IpoBepKa BBOAa3;

o [logaep»kKa A3blK HeYeTKoM normkn (Fuzzy math).
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1.2.1 PeXUM HaCTPOMUKM

User Mode
Admin Mode
Global Mode
° @ [
8 ° o 1=
S O =1 =]
S ) w = © ®
= 8 3 s > S o
8 = 53 = 23
o] = S g S S 2
= 8 © 3 = 3
] > % = 2 _
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Pexknmbl HacTpoiiku Shell

1.2.1.1. Pexcum nonsv3zoeamens

Mpu BxoAe B KOMaHAHYK CTPOKYy B MNEpBYyH oyepenb MO/b30BaTE/lb OKAa3blBAETCA B peXume
nosnb3oBaTend. EcAin oH BXOAWUT B KayecTBe 0ObIYHOIO NO/b30BaTeNA, KOTOPbIN CTOUT MO YMONYAHMUIO,
Toraa B CTPOKe oTobparkaeTtca “Switch>“, rge cumBon “>“ aBndetcAa 3anpocom ANa pexumma
nonb3oBaTend. Korga KomaHAa BbIXO4a 3amnycKaeTcs MO PeXMMOM agMWHUCTpaTopa, OHa Oyaer
TaK)Ke BO3BpaLLEHA B PEXKMM NONb30BaTeNA.

B pexxume nonbsosaTens, 6€3 4ONONHUTENbHbBIX HACTPOEK, NO/Ib30BATE/O AOCTYMHbI TO/IbKO 3aMNpochl,
Hanpumep Bpema UAn MHGOPMaLMA O BEPCUM KOMMYTATOpPA.

1.2.1.2. Pexcum admuHucmpamopa

[ns Toro 4Tob6bl NONACcTb B peXxum AamuHUCTpaTopa (NPUBUNETMPOBAHHbIN) CYLLECTBYET HECKO/bKO
cnocoboB: BXOA4, C WUCMNO/b30BaHMEM B KayecTBe MMeHM nosb3oBatena "Admin"; BBog KOmaHApl
"enable" n3 HenpuBmMnernpoBaHHOro (No0Nb30BaTENLCKOrO) MHTEpdElica, NPy 3TOM Heobxoaumo byaeT
BBECTM MNaposb agMUHUCTpATopa (ecnm yctaHoBneH). MNpu paboTe B pexume aaMUHUCTPATOpPA
npurnaweHne KOMaHAHOM CTPOKM KoMmyTaTopa byaeT BbirnageTb Kak "Switch#". KommyTtatop Takxke
noaaepknsaetr KombumHauuto knasmw "Ctrl + Z", 4yto No3BONAET NPOCTbIM CMOCOOOM BbINTU B PEXUM
aAMUHUCTPaTOPa U3 1I060To pexknma KoOHPUrypaumm (3a MCKAOYEHNEM NOJIb30BATENIbCKOTIO).

Mpn paboTe ¢ NpuBUAEIMAMM ALMUHUCTPATOPA MO/Ib30BATENb MOMXET AaBaTb KOMaHAbl Ha BbIBOA
KOHPUIypauMoOHHON MHOPMALIMK, COCTOSSHUM COEANHEHUA U CTAaTUCTUYECKON MHPopmaumm obo Bcex
nopTax. TaKe Nno/sib30BaTe/lb MOXKET NEPENTN B PEXKUM rN0H6aNbHOrO KOHPUIYPUPOBAHUA U U3MEHUTD
Nobyto YacTb KOHOUrypauummnm KommyTtatopa. [losTomy, onpefeneHne napona pas AocTyna K
NPUBUNETMPOBAHHOMY pPeEXUMY ABAAETCA 06A3aTeNIbHbIM ANA NPeAOoTBPaLLEHUA HEABTOPU3OBAHHOIO
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A0CTyna N 3I0HAMEPEHHOTO USMEHEHNA KOHd)MpraLI,VIVI KOMMYTATOpa.
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1.2.1.3. Pexcum 2106a/16H020 KOHpU2YPUPOBAHUS.

Habepute KomaHAy “Switch#config” B pPEXMMeE afMUHUCTPATOPA AN TOro YTOObl BOMTU B PEXUM
rnobanbHoro KoHourypuposaHma. Wcnonb3ynte KomaHAy BbIXOga B COOTBETCTBUM C  APYTMMM
peXMMaMmn KOHPUTypaLumm, TaKMMK, Kak pexknm nopta, VLAN peum, BepHyTCA B peXXum rnobanbHoro
KOHUrypmpoBaHus. Moab3oBaTe/lb MOXKET BbIMOHATb IN06aNbHble HACTPOMKN KOHPUTYpaLmm B 3TOM
pexume, Takme Kak HacTpoiKa Tabauuy MAC-agpecoB, 3epKasnMpoBaHue nopTtos, co3gaHue VLAN,
3anyck IGMP Snooping 1 STP, u T. a. Tak»Ke NoNb30BaTe/Ib MOXKET BOUTU B PEKUM KOHOUTYPUPOBaHUSA
nopTa ANA HAaCTPOMKKM BCeX MHTEPDENCOB.

Pexxum KoHPUrypupoBaHus uHtepdeiica

Mcnonb3oBaHMe KoMaHAbl WHTepdelica B pexume rnobanbHOro KoHOUrypuposaHuA Mo3BONAET
BXOAMUTb B PEXUM KOHOUIYPUPOBaAHMA YKa3aHHOTO MHTepdeiica. KommyTaTop noaaeprKMBaeT Tpu TMna
uHtepdencos: 1.VLAN; 2.Ethernet nopt; 3. [lopT-KaHan, COOTBETCTBYHOLWMA TPEM pPEXUMAM
KOHOUIypaumm nHtepodeiica.

Tun KomaHpa JerictBne KomaHabl Bbixoa
NHTepdelica

VLAN Habepute KomaHgy | Hactpoitka IP appecoB | Ucnonb3ynte  KomaHay
interface vlan <Vlan-id> B | KommyTaTopa n 1.4, exit gnA BO3BpalieHMA B
pexxnme rnobanbHoOro rnobanbHbIN pexmm.
KOHOUIypMpoBaHuUS.

Ethernet noprt Habepute KomaHay | Hactpoitka nogaep:kusaem | Mcnonb3ynte  KomaHay
interface ethernet | oro gynnekcHoro pexuma, | exit gns Bo3BpalieHUA B
<interface-list> B pexxume ckopocTn Ethernet nopta v | rnobanbHbIN pexum.
rnob6anbHoOro T.M.

KOHOUIypMpOoBaHMUS.

MopT-KaHan Habepute KomaHay | KoHdurypmpoBaHue nopT- | Ucnonb3yinte  KomaHay
interface port-channel | kaHana: AYNJIEKCHbIM | exit ans BO3BpalleHusa B
<port-channel-number> B | pexxum, ckopocTb U T.A4,. rnobanbHbIN pPeXUM.
pexxnme rnob6anbHoOro
KOHOUIypMpOBaHMUS.

PexXum VLAN

Ncnonb3oBaHne KomaHabl <vlan-id> B pexkume rnobasibHOro KOHPUrypmMpoBaHMUsi, MOMOraeT BOMUTK B
COOTBETCTBYOLWMUIM pexmum KoHourypuposaHua VLAN. B 3Tom peume agMUHUCTPATOP MOXKET
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HacTpamBaTb BCe NOPTbl Nosb3oBaTenen cootsetcTaytowero VLAN. BbinonHMTe KOMaHAy BbIX0Aa,
4yTObbI BbINTK M3 peknuma VLAN B pekum rnobanbHoro KoHoUrypmposaHums.

Pexxum DHCP Address Pool

Beegute KomaHay ip dhcp pool <name> B perknme rnobanbHOro KOHGUrypupoBaHUA ONA BXoAa B
pexxum DHCP Address Pool. MpurnaweHue atoro pexuma “Switch(Config-<name>-dhcp)#”. B atom
pexume npoucxoamut KoHourypuposaHme DHCP Address Pool. BbinonHuTe KomaHAay Bbixoga, yYToObl
BbIMTU U3 pexuma KoHpurypmposaHma DHCP Address Pool B pexum rnobanbHOro KoHourypuposaHums.

ACL pexxnm
Tun ACL KomaHpga JenctBne KomaHabl Bbixoa

CTaHpapTHbIN Habepute KomaHagy ip | HacTpovika napameTtpos | Mcnonb3yihte KomaHAy

pexxum IP ACL access-list standard B | gnactaHgapTHOro pexuma | exit ans Bo3BpalleHMAa B
pexume rnobanbHoro | IP ACL rnobanbHbIN PEXUM.
KOHOUIypMpoBaHMA .

PacwmpeHHbIN Habepute KomaHagy ip | HacTpovka  napametpoB | Mcnonb3yihte KomaHAy

pexxum IP ACL access-list extended B | gns paclKnpeHHoro | exit anAa Bo3BpalleHUA B
pexume rnobanbHoro | pexxuma IP ACL rno6anbHbIN PEXUM.
KOH)UIypUpoBaHus .

1.2.2 Hactpoiika cMHTaKcuca

KommyTaTop pasnnuyaeT MHOXECTBO KOMaHZ KOHdurypaumm. HecmoTps Ha TO, YTO BCE KOMaHAbI
pasHble, Heobxoanmo cobaaTh CUHTAKCUC MX HanucaHua. O6Wwmin dopmaT KoMaHAbl KOMMYyTaTopa
npuBeaeH HUXKe:

cmdtxt <variable> {enuml | .. | enumN } [optionl | .. | optionN]

Pacwundposka: cmdtxt KupHbIM WPUGTOM YKasbiBaeT Ha KJKOYEBOE C/IOBO KOMaHApl; <variable>
yKa3blBaeT Ha uameHsembii napameTtp; {enuml | ... | enumN} o3HauyaeT obA3aTenbHbLIN NapameTp,
KOTOpPbIN A0NXeH ObiTb BbiIbpaH M3 Habopa napameTpoB enuml~enumN, a B KBagpaTHble CKOOKM
“[I”[optionl | ... | optionN] 3akno4aoT HeobsA3aTeNbHbIA NapameTp. B 3Tom ciydyae B KOMaHAHOM
CTPOKe MOKeT bbiTb KombuHauua "<>", "{}" n "[]" nHanpumep: [<variable>], {enum1 <variable>|
enum?2}, [option1 [option2]], n Tak aanee.

BoTt npuMmepbl HEKOTOPbIX aKTya/ibHbIX KOMaHAbl KOHd)MrypaLl,VIVIZ

show version, NapamMeTpbl He TpebyeTcA. ITO KOMaH/Aa, COCTOALLAA TO/IbKO W3 K/KYEBbIX C/0B U
6e3 napameTpoB;

vlan <vlan-id>, HGO6XOAVIM BBO/A 3HA4YE€HNA NapamMeTpoB Nocsie Ka4eBoro csosa.

. QTECH © www.qtech.ru

MWP [OCTYMHEE



firewall {enable | disable}, 3TOW KOMaHZOW NO/b30BATE/Ib MOMKET BKAHOUUTb AN  BbIKNHOYUTb
6paHgMayap, ceayeT NULb BbIOPaTb HYXKHbIW NapameTp.

snmp-server community {ro | rw} <string>, HUX}Ke NpuBeaeHbl BO3SMOXHbl€ BapPNaHTbI:
snmp-server community ro <string>

snmp-server community rw <string>

CoyeTaHuA Knasuul

KommyTaTop nopaep’kMBaeT MHOXECTBO COYMETaHWM Knasuw ans obneryeHus Bsoga KoHdurypaumm
nonb3osatenem. Eciv KomaHAHaA CTPOKa He NPU3HAeT HaxaTuA BBepx U BHM3, To Ctrl + P u Ctrl + N
MOTyYT 6bITb MCNO/Ib30BAHbI BMECTO HUX.

Knasuwa (1) PyHKUMA
Back Space Yaanutb cumBon nepepg, kypcopom. Kypcop nepemewyaercsa Hasag,
Bsepx “1”’ MokasaTb NpeablayLlyto BBEAEHHY KomaHay. OTobparkeHre 40 AeCATU HeAaBHO

Ha6paHHbIX KOMaHA.

BHus “J,” MoKasaTb cneayoLlyo BBeAEHHYO KoMaHay. [py MCNoNb30BaHMM KNaBULLIN BBEPX
“N”, Bbl MoslydaeTe paHee BBeAEHHble KOMaHAbl, MPW UCNONb30BAHUU KNaBULLK
BHM3 “{,”, Bbl BO3BpalllaeTech K cneaylolleit KomaHae.

Bneso “&” Kypcop nepemelLaeTca Ha oAMH | Bbl MoO)KeTe UCno/sb30BaTb  KAaBULIK
CUMBO/1 B/IEBO. Bneso “&” u BnpasBo “>” ana
N3MEHEHUSA BBEAEHHbIX KOMaHA,

Bnpaso“->” Kypcop nepemelLaeTcs Ha oAMH
CMMBO BNPaBoO.

Ctrl +p TaKan »Ke Kak 1y Knasuim seepx “.

Ctrl +n TakKan ke Kak U y KnaBuwm BHu3 “|”.

Ctrl +b Takan ke Kak U y KnaBuLn Bneso “<”.

Ctrl +f TakKan »Ke Kak U y KnaBulim BNpaso “—”.

Ctrl +z BepHyTbcA B PeXXMM aAMUHUCTPATOPa HEMOCPEACTBEHHO U3 APYrMX PEXUMOB

HaCTpOVIKM (3a UCKNKDYEHNEM NONBb30BATE/IbCKOIO pE)KMMa)

Ctrl +c OcTtaHoBKa HENPEPbLIBHbLIX NPOLLECCOB KOMaHA, TAKUX KaK NUHT U T.A.
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Tab B npouecce BBoaa KomaHabl Tab MOXKeT 6bITb UCNO/Ib30BaH A5 €€ 3aBEpPLLEHUS,
ec/In HeT OLWKBOoK.
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1.2.4 CnpaskKa

CyuiecTBytoT ABa cnocoba Nosiy4mTb AOCTYN K cnpaBoYHon nHpopmauum: Komangamm “help” n “?”.

Joctyn K Ucnonb3oBaHue 1 pyHKLMK
cnpaske
Help MNog, Nto60n KoMaHAHOM cTpoKkoi Beeaute "help" un HaxmuTe Enter, Bbl
Nnosy4ymTe KpaTKoe onncaHme M3 CNpaBoOYHOM CUCTEMDI.
“o3r 1. Mopa nto60i KomaHAHOM CTPoKon BBeAnUTe "?", 4TOObI NONYYMUTL CIUCOK KOMaHA, ANs

TeKyuwero pPeXKMMa C KpaTKUM onucaHuem.
2. Beegute "?" nocne KomaHabl. Ecim no3muma AomKHa 6bITb NapameTpom, onmncaHue
3TOro napametpa Tuna, macwrtaba u T.4., 6yayT oTobpakeHbl, €CM NO3ULUA AONKHA
6bITb KAHOYEBbLIM C/IOBOM, TO ByaeT oTobparkeH Habop KAHUYEBbIX C/IOB C KPaTKMM
onucaHuem, ecau BbiwNo "<cr > ", TO KOMaHZa BBeAeHa MNONHOCTbIO, Ha)KMuUTe
Knasuwy Enter, 4yTObbI BbINONHUTL KOMaHAy.
3. Beegute "?" cpa3y nocne CTPOKM. ITO MNOKaXKET BCe KOMaHAbl, KOTopble
HaYMHAIOTCA C 3TOMN CTPOKM.

1.2.5 T[poBepKaBBOAa

1.2.5.1 Omobpaxcaemas uHgpopmayus: ycneuiHoe evinosnHeHue (successfull)

Bce KomaHAbl, BBOAUMbBIE YEpPE3 KNaBMATYpy NPOXoAAT NpoBepKy cuHTakcuca B Shell. Huuero He byaet
oTobparkaTbCA, €c/iM Nob30BaTeNb BBE/ NPaBWU/IbHbIe KOMaHAbl NPU COOTBETCTBYIOLWMX PEXMMAX W
YTO MPMBEJIO K UX YCNELWHOMY BbINOJIHEHMUIO.

1.2.5.2 Omobpaxcaemas uHgpopmayus: owubo4Hvliii 8600 (error)

OTobparkaemoe cooblieHne owmnbru MNoAcHeHne

Unrecognized

command or illegal | BBegeHHOM KOMaHObl HE CYyLLECTBYET UK  €CTb OLINOKa

parameter! B MapameTpe macwTaba, Tmna unm popmara.

Ambiguous command JocTynHO no KpamHel mepe [ABe WHTepnpeTaumm
CMbICNA Ha OCHOBE BBEAEHHOTIO TEKCTA.

Invalid command or parameter KomaHga  cywectByeTr  (npusHaeTtcsa), HO  3ajdaH

HenpaBUAbHbIN NapameTp.

This command is not exist in current mode | KomaHaa cyuiectsyeT (NpuU3HaeTCcs), HO He MOXeT bbITb

MCMNOJ/Ib30BaHA B AdaHHOM peEXNMeE.
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Please configure precursor command "*" KomaHga cyulectByeT (npusHaeTtcsa), HO OTCyTCTByeT
at first! yCA0BME KOMAHAbI.

syntax error : missing """ before the end of | OwnbKa cMHTaKcKca: KaBbl4KM HE MOTYT MCMO/Ib30BATLCS
command line! B8 nape.

1.2.6 MoapeprKKa A3blKa HeueTKou noruku (Fuzzy math)

Shell Ha KOMMYTATOpPE MMeEET NoAAEPHKKY A3blKa HEYETKOM IOFMKM B NOUCKE KOMaHA U KA4eBbIX C/10B.
Shell 6y,c|,eT pacno3HaBaTb KOMaHAblI U KaKOYeEBblE CNOBa B TOM Cay4ae, eC/in BBeAeHHAA CTPOKa He
BbI3bIBAET HUKAKUX KOHd)ﬂMKTOB.

Hanpumep:
1. KomaHga “show interface ethernet status ”,0ygeT paboTaTb gaxe B TOM C/y4vae, ecau

HabpaTtb “sh in ethernet status ” .

2. OpgHako, nNpu Habope KoMaHAbl “show running-config” KaK “show r” cUCTEMa cOOBWMUT “>
Ambiguous command!”, 1.k. Shell 6byaet He B cOCTOsHMM onNpeAenuTb YTO MMmenocb BBMay “show
radius” nam “show running-config”. Takum obpasom, Shell cmoxkeT NpaBUAbHO pPacno3HaTb KOMaHAy
TONbKO ecnun byaet HabpaHo “shru”.
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2 OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1 0cHOBHbIE HAaCTPOMKMU

OCHOBHble HaCTPOMKM KOMMYyTaTOpa BKAOYAIOT B ce6A KOMaHAbl A1A BXOAa W BbIXOAA U3 pexuma
agMUHUCTPATOPa, KOMaHAbl AA BXO4A M BbIXO4A M3 PeXKMMa KOHPUTrypupoBaHUA MHTepdeinca, ans
HACTPOMKN M OTOBpPaKEHUA BpeMeHN B KOMMYyTaTope, oTobpaxkeHnAa nHGopmaLmm o BEPCUN CUCTEMDI

KOMMyTaTopa v TaK gasnee.

KomaHpga

[MoAcHeHne

O6bluHbIli NONb30BaTeNbCKUIL pexkum/ Pexxum agMmuHucTpaTopa

Enable [<1-15>]
disable

PexXum agmuHucTpatopa

config [terminal]

PasnunyHble pexumbl

exit

show privilege

MNonb3oBaTenb Ucnosb3yeT KomaHay enable ons Toro 4to6bI BONTU B
peXXnm agMmuHucTpatopa. A komaHay disable ana Bbixoga ns Hero.

BxoguT B pexum TnobasbHOrO KOHOUIypMpOBaHMA M3  pexuma
aAMMHUCTpaTopa.

BbiXxog, U3 TEKYLLEro pexuma v BXOZA B Npeablaylinii pexxum, Hanpumep
ecAn  NPUMEHUTb 3Ty  KOmMaHZy B pexume  rnobanbHoro
KOHUIypMpoBaHMA, TO OHa BEPHET BaC B PEXKMM afMUHUCTPATOPaA , ECAN
HabpaTb elwe pas (y)Ke Haxo4fACb B pPeXMME aAMMHUCTpaATopa) TO
nonazeTe B N0O/1b30BaTE/IbCKUIN PEKUM.

[Moka3biBaeT Nnpusmuneruun gaa onpegeneHHbIx nosnb3oBaTenemn

PacluMpeHHbIi N0Nb30BaTENbCKUIA peXkum/ Pexxum agmmuHUcTpaTopa

end

BbIXOOUT M3 TEKYWEro peXmma W BO3BPALLAETCA B  PEXUM
afMWHUCTPATOpa, TO/MIbKO KOrga MNo/b30BaTe/lb HAXOA4UTbCA He B
No/Ab30BaTEIbCKOM/aAMUHUCTPATOPCKOM PEXRMMaX.

Pexxum agmuHucTparopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

show version

YcTaHOBKa Aatbl U BpeEMEHMN.

OTobparkeHne BepcMM KomMmyTaTopa.
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set default Bo3BpallaeT 3aBOACKME HACTPOMKMU.

write CoxpaHsAeT TeKyLyto KoHouUrypaumto Ha Flash-namsaTb.
reload Mepe3arpy3ka KoOMmyTaTopa.

show cpu usage lMoKa3sblBaeT cTeneHb ncnosab3osaHma CPU.

show cpu utilization MoKa3blBaET TEKYLLY CKOPOCTb 3arpy3Ku NpoLeccopa.
show memory usage MoKa3sbiBaeT CTeneHb UCMO/b30BAHUA NAMATU.

Pexxum rnobanbHOro KOHGUrypupoBaHus

banner motd <LINE> HacTtpoiika otobpaxkaemort nHGopmaLmm Npu ycnewHon aBTopm3aum

no banner motd nonb3oBaTeNAa Yepes Telnet unn KoHconbHOE coegunHeHune.

2.2¥YnpaBneHue Telnet

2.2.1 Telnet
2.2.1.1 BeedeHue 8 Telnet

Telnet aTo NpoOCTO NPOTOKON yAaNEHHOro AOCTyna ANA AUCTaHUMOHHOro Bxoga. Mcnonbsys Telnet,
Nonb3oBaTe/ib MOXET ANCTaHUMOHHO BOMTK Ha XOCT Mcnonb3dya ero IP agpec nnm nma. Telnet moxer
NOCbI/IaTb HA)XaTUA KNaBWULW YAANIEHHOMY XOCTY W BblBOAUTb JaHHble HA 3KpaH MNo0/sb30BaTesnA
ncnonb3ya npotokon TCP. 9To npo3payvyHaa npoueaypa, Tak KaK KaXKeTcAa TO, YTO Nojsib30BaTenbCKue
K/laBMaTypa U1 MOHUTOP NOAK/IIOYEHbBI K YAANEHHOMY Y311y HanpAMYyto.

Telnet Ucnonb3yeT KAMEHT-CePBEPHbIN PEXKMUM, TOKANbHAA cUCTEeMa BbICTynaeT B poan Telnet KaneHTa,
a yAaaneHHbIn xocT - Telnet cepBepa. KommyTaTop moxeT 6biTb Kak Telnet cepsepom, Tak u Telnet
KMEHTOM.

Korga KommyTtatop ucnosib3yeTcAa Kak Telnet cepsep, nonb3oBaTeslb MOMKET MCNonb3oBaTb Telnet
KIMEHTCKMeE Nporpammsl, BKAtoYeHHble B OC Windows unm apyrue onepauyoHHble CUCTEMbI ANA BXO4A
B KOMMYTaTOp , KaK OMUCaHO paHee B pa3aene “ynpaB/ieHne No He3aBUCUMMbIM KaHanam cBAasn”. Kak
Telnet cepBep KommyTaTop No3BOASAET 40 5 KnmMeHTam Telnet nogkntoueHme ncnonb3ya npotokon TCP.

TaKkxe KommyTaTop paboTas Kak Telnet KAMEHT, NO3BOASET NONb30BATENIO BOMTU B APYrUe yaaNeHHble
xocTbl. KommyTaTop MOXKET ycTaHoBUTb TCP-NoAKAoYeHME TONbKO K 04HOMY yAaNeHHOMY XocTy. Ecau
NoABUTLCA HEOBXOAMMOCTb COeAMHEHUA C APYTMM YOANEHHbIM XOCTOM, TeKywme coeanHeHus TCP
OO/IKHbI BbITb Pa30pBaHbI.
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2.2.1.2 KomaHObI KoHpu2ypuposaHus Telnet

1. HacTtpolika Telnet cepsepa;

2. Ucnonb3osaHue Telnet ana yaaneHHoro goctyna K KoOMmmyTaTopy.
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1. HacTtpolika Telnet cepBepa

KomaHpaa

OnucaHue

telnet-server enable

no telnet-server enable

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]

Nno username <username>

authentication securityip <ip-addr>

no authentication securityip <ip-addr>

authentication securityipvé <ipv6-addr>

no authentication securityipvé <ipv6-addr>

authentication ip access-class {<num-std>|<name>}
no authentication ip access-class

authentication access-class

std>|<name>}

ipvé {<num-

no authentication ipv6 access-class

authentication line {console | vty | web}
{local | radius | tacacs }
no authentication line {console | vty | web} login

login

authentication enable method1 [method?2 ...]

no authentication enable

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | vty | web} exec

accounting line {console | vty} command <1-15>
{start-stop | stop-only | none} methodl

PexXum rnob6anbHOro KOHGUrypMpoBaHUA

Aktusmpyetr ¢yHkumto Telnet cepsepa Ha
KOMMyTaTope, KoMaHaa “no”  peaKtusupyet

3Ty PyHKUMIO.

HacTpanBaeT ums nosib3oBaTens M nNaposb As
poctyna no Telnet . KomaHaa “no” ypanset
AaHHble aBTOpM3aUUn BblbpaHHOro
no/sib3oBaTens.

Hactpausaetr 6e3onacHoctb IP agpecoB ana
BXOZa Ha KommyTaTop no Telnet: KomaHaa “no”
OTMEHAET NpeAblAyLLyto KOMaHAay.

Hactpausaet 6e3onacHocTtb IPv6 agpecos ana
BX04a Ha KommyTaTop no Telnet: KomaHga “no”
OTMeHAEeT NpeablayLLyo KOMaHAay.

CBA3bIBaeT cTaHAapTHbIN IP ACL ¢ Telnet / SSH
/Web; KomaHaa “no” oTmeHAeT npeablayLLyio
KOMaHAay.

CeasbiBaeT IPv6 ACL c Telnet / SSH /Web;
KomaHaa “no OTMEHSIeT  MnpeablayLyto
KOMaHAay.

n

HacTpoika pexkuma ayteHTndmkaumm Telnet.

HacTpoiika BKAKOYEHUA
ayTeHTUOMKauUK.

CNMCKoB MeToa0B

HacTpolika pexxuma astopmsauyum Telnet.

HacTpoika cnnucka meToaoB y4eTa.
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[method2...]
no accounting line {console | vty} command <1-15>

PeXXum agmuHuUcTpaTopa

terminal monitor OTobparkeHue oTNaflo4yHOM MHPOopMaUUKn ana
terminal no monitor BXO4a Ha KommyTtaTop 4yepe3 Telnet KnueHT;
" ”

KomaHga “no” oTkatouyaeT oTobparkeHue
OAHHOM nHopMaLUK.

2. Ucnonb3oBaHue Telnet gna yganeHHOro AocTyna K KOMMyTaTopy

KomaHga OnucaHune

PeXXxum agMmuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | | Bxog Ha xocT KommyTaTopa uepe3 Telnet

host <hostname>} [<port>] KJINEHT, BXOAALLNI B KOMMNAEKTaLUnto
KOMMyTaTopa.

2.2.2. SSH

2.2.2.1 BeedeHue 8 SSH

SSH (aHrn. Secure SHell — «6e3onacHas 0b60/104Ka») ABNAETCA NPOTOKO/IOM, KOTOPbIN obecneynsaet
6e3onacHbli yAaneHHbI A0CTYyn K ceTeBbiM ycTpoictBam. OH oOcHoBaH Ha HagexHom TCP/IP
npotokone. OH noaaepKMBaeT TaKMe MeEXaHM3Mbl KaK pacnpegeneHne KAw4ven, NpoBepKa
nognMHHOCTM U wudpoBaHna mexay SSH cepsepom m SSH-KnneHTOM, ycTaHOBKa 6e3onacHoro
coeguHeHnsa. NHdopmauma, nepesaBaemas 4yepes 3TO COeAMHEHME 3alLMLLeHa OT nepexeBaTta M
pacwnopoBKK. [na goctyna K KOMMyTaTopy COOTBETCTBYOWeMy TpebosaHuam SSH2.0, Heobxogmmo
SSH2.0 KnneHTCKOe nporpammHoe obecneyeHe, Takoe, Kak SSH Secure Client n Putty. NMonb3osatenu
MOTyT 3aMnycKaTb BblllenepeyncieHHoe nporpammHoe obecneyeHne Ana ynpaBaeHMA KOMMYTaTOPOM
yaaneHHo. KommyTtaTtop B HacTosllee Bpems nogaepxumBaeTr ayteHTudukaumwo RSA, 3DES um SSH
WwndppoBaHME NPOTOKONA, NAPO/b NOAb30BATENA AYTEHTUDMKALMN U T.A4.

2.2.2.2 CnucoK KOMaHO 018 KoHgu2ypupoeaHusa SSH cepsepa

KomaHpga OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUsA

ssh-server enable AKTMBaLMA PYHKUMM HA KOMMYTaTope; KoMaHaa “no”

o e T e e OTMEeHAET NpeablAYLLYI0 KOMaHAY.
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http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

username <username> [privilege
<privilege>] [password [0 | 7] <password>]

no username <username>

ssh-server timeout <timeout>

no ssh-server timeout

ssh-server authentication-retires
<authentication-retires>

no ssh-server authentication-retries

ssh-server host-key create rsa modulus
<moduls>

PeXXum agmuHucTpaTopa

terminal monitor

terminal no monitor

HaCTpaMBaeT MMA Nonb3oBaTeNNIaA U Napo/ib ANAa AO0CTyNa

K KommyTatopy 4epe3 SSH kamenT . KomaHaa “no”
yaanset [AaHHble aBTOpM3aLUUK Bbl6paHHOro
nosib3oBaTens.

Hactpoika TarimayTa

ana ayteHTudmnKauum SSH; KomaHaa no
BOCCTAHAB/MBAET 3HAYEHMA MO YMONYAHUIO TalmayTa
AnAa ayTeHTndunKaumm SSH.

" n

HacTpoiKa 4nMcio NoBTOPHbIX
nonbITok SSH ayTeHTUdUKaLMK; KomaHza
BOCCTaHaB/IMBAET 3HAYEHMA MO YMOYAHMUIO.

o« ”

no

CospgaHue HoBoro RSA Kntouva xocTa Ha SSH cepsepe.

Moka3 oT/nagoyHon UuHbopmaumm SSH Ha cTopoHe
KAWEHTa; KomMaHZa “no” oTMeHaeT npeablayLiyto
KOMaHay.

2.2.2.3 Mpumep Hacmpoiiku SSH cepsepa
Mpumep 1:

3apaum:

e Bkaountb SSH cepBep Ha KommyTtatope M 3anyctutb SSH2.0 nporpammHoe obecneyeHue

KNMeHTa, Takoe Kak SSH Secure Client nan Putty Ha TepmuHane. Bontn Ha KommyTtaTop,

Mcnonb3ya mAa NOab30BaTENA U NAPO/1b OT K/IMEHTA.

e HacTtpoutb

IP-agpec, pobasutb SSH nonb3oBateneir m aktueBupoBaTb SSH cepBuc Ha

KommyTaTope. SSH2.0 KNMEHT MOXET BOMTU B KOMMYTATOP, MCNOAb3YSA MMA MO/b30BaTeNA U

naposib ANA HAaCTPOIMKM KOMMyTaTopa.

Switch (config) #ssh-server enable

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 100.100.100.200 255.255.255.0

Switch (Config-if-Vlanl) #exit

Switch (config) #username test privilege 15 password 0 test
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B IPv6 ceTax, TepMMHAN AO/KeH 3anycTuUTb SSH-KAMEHT v nporpammHoe obecrneyeHne, KOTopoe
nogaepxmsaer IPv6, Takme Kak putty6. [onb3oBatenn He [AO0NXKHbI U3IMEHATb HaCTPOMKMU
KOMMYTATOPA, 32 UCKNOHeHMeM pacnpeaenenuns IPvb-aapeca Ana NOKabHOro XOCTa.

2.3 Hactpoiika IP agpecoB KommyTaTopa

Bce Ethernet-nopTbl KOMMyTaTopa MO YMOJIYAHWUIO ABAAKOTCA MOPTamMM AOCTyna AAs KaHalbHOro
YPOBHA M BbINONHAKTCA Ha BTopom yposHe. VLAN wuHTepdelic npepgcrtasnsaetr coboit nHTepdelic
TPETbEero ypoBHA C QYHKLMAMM, ANA KOTOPbIX MOXKET 6biTb Ha3HayeH IP-aapec, KOTopbIn ByaeT Takke
IP-agpecom kKommyTtaTtopa. Bce cetn VLAN, cBsizaHHble C MHTEPdENCOM, U UX KOHPUTypaLma moryT
6bITb HACTPOEHDbI B Noapexnme KoHourypuposaHma VLAN. KommyTaTop npepoctaBaset Tpu metoaa
KoHburypaumm IP agpeca:

. PyyHas
. BOOTP
. DHCP

PyyHan HacTpoiKa IP-agpeca no3BonseT npucsamsaTh IP-aapec BpyyHyto.

B BOOTP / DHCP pexume, Kommytatop pabotaet Kak BOOTP/DHCP KaueHT, oTnpasasfer
lWMpoKoBeLWwaTenbHble naketbl BOOTP 3anpoca Ha BOOTP/DHCP-cepsepa n BOOTP/DHCP cepsep
Ha3HayaeT agpec OTNPaBUTENt0 3anpoca, KPOMe TOro, KOMMyTaTop MoeT paboTaTb B KayecTse
cepsepa DHCP n aMHamunyeckn HasHavaTb napameTpbl ceTW, Takue, Kak IP-agpeca, w3 n agpeca
DNS-cepsepoB DHCP KnneHTam, 4To Nnoapo6bHO ONMcaHo B Noc/aeAyoWmMX rnaBax.

2.3.1 CnucoK KomaHg, anAa HacTpoiiku IP agpecos

1. BkntoyeHune VLAN pexnma;

2. Py4yHas HacTpoitKa;

3. BOOTP KoHOUrypayms;
4. DHCP KoHdurypauums.

1. BkntoyeHune VLAN perknuma

KomaHpa OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

interface vlan <vian-id> CospgaHme VLAN wuHTepdeinca (uHTepdelica
. “« ”
no interface vlan <vian-id> TpeTbeFOprOBHﬂ), KomaHga “no” ypanaet VLAN
nHTepdenc.
2. Py4Has HacTpolika
KomaHpga OnucaHue
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VLAN pexxum

ip address <ip_address> <mask> [secondary]

no ip address <ip_address> <mask> [secondary]

ipv6 address <ipv6-address / prefix-length> [eui-
64]

no ipv6 address <ipv6-address / prefix-length>

Hactpoinka IP agpeca VLAN wuHTepdeiica;
KOMaH/a “no” yoanaet IP agpeca
VLANuHTepdelica.

HacTpoiika IPv6 agpecos. KomaHga “no” yaansaet
IPv6 agpeca.

3. BOOTP KoHdurypauymsa

KomaHpga

OnucaHue

VLAN pexum

ip bootp-client enable

no ip bootp-client enable

BkntoueHne kommyTtatopa Kak BOOTP knueHTa

Ana nonyyvenua IP-agpeca 1 agpeca Wa03a nyTem
neperosopos BOOTP. KomaHaa “no”Bbikntoyaer
BOOTP knuneHr.

4. DHCP koHdurypaums

KomaHpga

OnucaHue

VLAN pexum

ip dhcp-client enable

no ip dhcp-client enable

BkntoueHne kommyTtatopa Kak DHCP knveHTa

ANnA nonyyeHun IP-agpeca v agpeca wa3sa nytem
3anpocoB DHCP. KomaHaa “no”Bbikntoyaetr DHCP
KNNEHT.

2.4 Hactpoiika SNMP

2.4.1 BsepeHune B SNMP

SNMP (Simple Network Management Protocol) ABnAaeTca cTaHAapTHbIM MNPOTOKONOM CETEBOrO

ynpasaeHuAa, KOTOprI7I LWNPOKO WUnCNOJb3yeTcA B YynNnpaBAEHUU KOMMNbHOTEPHbIMU CETAMMW.

SNMP

AB/AeTcA passuBatowmmca npotokonom. SNMP vl [RFC1157] siBnseTtca nepBoi Bepcuein NpoToKona
SNMP, KoTopasa aganTMpOBaHA K OFPOMHOMY YMC/Yy NPOM3BOAUTENEN CBOEN NMPOCTOTOM U NErKOCTbIO
BHeapeHusa; SNMP v2c asnsetca yaydweHHon Bepcmen SNMP vl; B8 SNMP v3 ycuneHa 6e3onacHoOCTb,
nobasnenbl USM 1 VACM (View-Based Access Control Model).
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SNMP-npoTokon obecneuymBaeT NpocToi cnocob obmeHa MHOpMaLMel ynpaBieHUsA CETbIO MEXAY
ABYyMA Toukamu B ceTn. SNMP ncnonb3yet mexaHM3m 3anpocoB U nepeaaet coobuieHus yepes UDP
(npoToKon 6€3 YyCTaHOBNEHUS COEAMHEHWA TPAHCMOPTHOrO YPOBHSA), MNO3TOMY OH XOPOLWO
NnoAAep»KMBAETCA CYLLECTBYHOLLMM KOMMbIOTEPHbIMU CETAMM.

SNMP-nNpoTOKON UCMOJIb3YET PEXKUM CTaHUUM-areHTa. B aTon cTpyKType ecTb ABe cocTtasastoume: NMS
(Network Management Station) n areHtT. NMS naABnserca pabouyeit cTaHUMEN, Ha KOTOPOMN CTOUT
KAneHTCcKaa nporpamma SNMP. 3to agpo SNMP-ynpaBneHna ceTbto. AreHT cepBepHOro NporpammHoOro
obecneyeHnA paboTaeT Ha YCTPOMCTBAX, KOTOPbIe HyXKAalTCA B ynpasneHnn. NMS ynpasnset scemu
ob6beKkTamum yepes areHToB. KommyTaTop noaaep:knsaet GyHKLMM areHTa.

Ceasb mexay NMS u areHTom npoucxoaunT B pexkume KnmeHTt-CepBep, o6MeHMBaACh CTaHAAPTHbIMMU
coobuieHnamn. NMS nocbiiaert 3anpoc 1 areHT oteeyaeT. Ectb cemb TMnos SNMP coobueHunii:

. Get-Request

. Get-Response

. Get-Next-Request
. Get-Bulk-Request
. Set-Request

. Trap

. Inform-Request

NMS cBA3bIBaETCA C areHTOM € NOMOLLbIO 3anpocoB: Get-Request, Get-Next-Request, Get-Bulk-Request
and Set-Request, areHT, npu nonydeHun 3anpocos, oTBe4vaeT coobuieHnem Get-Response. O
HEKOTOPbIX CNeuManbHbIX CUTYaLMAX, TAKMUX, KaK UISMEHEHUA CTAaTyCOB CeTeBbIX MOPTOB YCTPOMCTBA NN
U3MEHEeHWA TOMONIOTUN CETU, areHTbl MOFyT OTNPaB/AATb CneunanbHble coobuweHna o6 aHOMaNbHbIX
cobbitnax. Kpome Toro, NMS morKeT ObiTb TaK)Ke YCTaHOBAEH ANA npeaynpexaeHua HeKoTOopbIX
aHOMasbHbIX cobbiTuiA, akTMBMpPYAa RMON ¢yHKuuio. Korga cpabaTbiBaeT onpegeneHHoOe npasuio,
areHTbl OTNPABAAKT COOOLWEHMA B XKYPHabl COObITUIA B COOTBETCTBUM C HACTPOMKaMMU.

USM obecneuymBaeT 6e3onacHyto nepegavy, XOpoLwo nNpoaymaHHoe WwndpoBaHMe U ayTeHTUPUKALMIO.
USM wundpyetr coobuieHna B 3aBMCMMOCTM OT BBOAA MApOANsA MONAb30BaTens. ITOT MeXaHW3M
rapaHTMpyeT, 4To coobuieHMa He MoryT ObiTb MPOCMOTPEHbl BO Bpems nepegayn. Takxke USM
AyTeHTMdMKAUMA rapaHTUpyeT, 4YTo coobueHne He MoKeT ObiTb M3MeHeHO npu nepegade. USM
ucnonb3syet DES-CBC kpuntorpaduio. U HMAC-MD5 u HMAC-SHA wucnonb3sytotca ana
ayTEHTUPMKALUN.

VACM ucnonb3yeTtcs ans Knaccudukaumm npas M 40CTyna Nosb3oBaTesieil. 9To CTaBUT NONb30BaTENEN
C O4HMM U TEM }Ke paspeLleHnem 40CTyna B 04HY rpynny. HeaBTopmM3oBaHHbIE NO/b30BATENMN HE MOTYT
NpPOBOAUTL ONepaLmu.

2.4.2 BsepeHue B MIB

NHdopmauma ynpasneHma cetbio goctyna B NMS KOppeKkTHO onpegeneHa W OpraHuM3oBaHa B
nHbopmauymoHHoi 6ase ynpasneHua (MIB). MIB aTo npeponpeaeneHHaa WMHboOpMauMA, KoTopas
MOEeT ObITb AO0CTYMHa Yepe3 NPOTOKO/bl YNPaBNEHWUA CETbHO, BO BCEW CBOEN MHOTFOCAOMHOCTU WM
CTPYKTypupoBaHHOM Buae. lNpeponpeneneHHasa MHPopmauma ynpasneHUA MOXKeT ObiTb nonyyeHa
nyTemM MOHUTOPUHra ceTeBbix ycTpoicTB. I1ISO ASN.1 onpeaenseT ApeBOBUAHYIO CTPYKTypy ans MID,
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COOTBETCTBEHHO KaxKablh MIB opraHM3yeT BClo AOCTYNHYIO MHPOPMALMIO B BUAE TaKOM CTPYKTYpbI.
Kaapili y3en storo aepesa cogepkut OID (naeHTMdMKaTOp 06beKTa) M KpaTKoe onucaHue ysna. OID
npeacrtasaseT coboi Habop Uenbix yncen, pasgeneHHbIX TOYKaMM U MOXKET BbiTb MCNONb30BaH ANA
onpeaeneHns MecToMoNOXKEHUA y3/1a B APeBOBMAHOM CTpyKType MID, Kak MOKa3aHO Ha PUCYHKe

HUXxe:

Root

Node(1) Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

Mpumep gepesa ASN.1

Ha atom pucyHke OID obbekta A asnsetca 1.2.1.1. NMS moxeT HalTu 3TOT OOBEKT yepe3 3ToT
YHUKanbHbIM OID ©“ nony4nutb CTaHAapTHbie nepemeHHble obbeKkta. MIB onpeaensaetr Habop
CTaHAAPTHbIX MEePEMEHHbIX A1 MOHUTOPUHIA CETEBbIX YCTPOWUCTB, Ceaya 3TOMN CTPYKType.

Echn mHbopmaums o nepemeHHbix MIB areHTa gonkHa ObiTb NpoCMOTpeHa, Heobxoaum 3anyck
nporpammHoro obecneyeHms npocmoTtpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOUT M3 NYBANYHOIO
MIB u yactHoro MIB. My6aunyHbit MIB copepUT OTKPbITYIO MHPOPMAUMIO YynpaBAeHUA CeTblo,
KoTopasa MoXeT 6bITb gocTynHa ana scex NMS, yactHbit MIB coaepXUT KOHKPETHYO MHbOpMaLUIO,
KOTOpas MOXKeT ObITb MPOCMOTPEHA M KOHTPOIMPYETCA NOALEPHKKON MPOM3BOANTENSA.

MIB-I [RFC1156] 6bina nepsoit peanusaument nyb6amdHbix MIB SNMP, u 6bina 3ameHeHa MIB-II
[RFC1213]. MIB-Il pacwupsaer MIB-I n coxpaHsier OID ana MIB gepesbeB B MIB-I. MIB-Il, cogeput
B/IOXKEHHbIE AepeBba, KOTOPble TaKKe HasblBatoTcA rpynnamu. O6BbEeKTbl B 3TUX rPynnax oxBaTbiBalOT
Bce QYHKLMOHANbHble 0b6nacTn B ynpasaeHun cetbto. NMS nonyyaet nHoopmaumnto o6 ynpasaeHun
ceTbto NnpocmaTtpmeana MIB Ha SNMP areHTe.

KommyTaTop moxKeT paboTaTb B KauecTBe SNMP areHTa, a Takxke nogaep:xkunsaet SNMP v1/v2c u SNMP
v3. Takke KommyTaTop noagepusaet 6asosblie MIB-1I, RMON ny6anyHblie MIB 1 gpyrne nybamyHble
MID, Takue KakK Bridge MIB. Kpome Toro, KommytaTop NoanepKMBaeT CAaMOCTOATENIbHO ONpeaeneHHble
YyacTHble MIB.

2.4.3 BsepgeHue B RMON

RMON snaBnsietcas Hamnbonee BaxKHbiM pacwmpeHnem ctaHgaptHoro SNMP npotokona. RMON
ABnAeTca Habopom onpegenerHnin MIB n ncnonbsyetca gna onpeaeneHnsa CTaH4apTHbIX CPeAcTB U
nHTepdelnicoB Ana HabnaeHUA 32 CeTbto, NO3BONAET OCYLLECTBAATb CBA3b MEXAY TEPMUHANAMMU
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ynpasnedna SNMP w yaaneHHbIMM ynpasasembiMmu KommyTtatopamu. RMON obecneumsaer
BbICOKO3(PEKTUBHbIM METO, KOHTPOJIA AEUCTBUIA BHYTPU NOACETH.

MID RMON coctout 13 10 rpynn. KommyTtatop nogaepkmsaet Hambosee 4acto Ucnosibdyemble

roynnbi 1,2,31n9:

e Statistics: KOHTpOAMpPYyeT OCHOBHOE UCMONb30BaHME U BeAET CTaTUCTUKY OWMOOK ANA KaxKaou
noAceTV KOHTPOJIMPYEMOro areHTa.

e History: nossonsetr nepuogmyeckn 3anucbiBaTb 06pa3Lbl CTAaTUCTUKKU, KOTOpble AOCTYMHbI B
CraTtucruke.

e Alarm: no3BonseT N0/b30BaTENAM KOHCOAW YMpPaB/AEHMA YCTaHAB/AMBATb KOJMYECTBO WU
4YMCNO ANA UHTEPBAIOB OOHOBAEHUA M MOPOroBbIX 3HAa4YEeHU onoBelleHnsa ana 3annceir RMON
areHTa.

e Event: cnucok Bcex cobbiTuin, nponsowepwmnx 8 RMON areHTe.

Alarm 3aBucAT oT peanmsaumm Event. Statistics m History oTobpakaloT TeKyLliyt CTaTUCTUKY WK

uctoputo nogcetn. Alarm n Event obecneumBatoT metos KOHTPOAA Nt060ro USMEHEHUA AaHHbIX B CETH
N NpeaocTaBfAT BO3MOMKHOCTb NOAAaBaTb CUTHaAbl NPU HewTaTHbIX CobbITUAX (oTnpaBKka Trap nam
3aMunCb B KYpPHasbl).
2.4.4 Hacrtpoika SNMP
2.4.4.1 Cnucok KomaHO 018 Hacmpoiiku SNMP
. BknoueHune n otknodeHune ¢pyHkunm SNMP areHTa;
. HactpoitKka cTpoku coobuiectsa B8 SNMP;
. Hactpowka IP-agpeca ctaHuumu ynpasneHms SNMP;
. Hactpoika engine ID;
. Hactpoitka nonb3oBartens;
. Hactpoitka rpynnbi;
. Hactpoika Buaa;

. Hactpoika TRAP;

O 00 N O U A W N -

. BkntoyeHue / BbikntoyeHne RMON.

1. BkntoueHue u oTkAtoveHne GpyHKumMm SNMP areHTa

KomaHga OnuncaHune

Pexxum rnob6anbHoro KoHpurypuposaHus

snmp-server enabled BkntoueHune pyHkumn SNMP areHTa Ha

“" ”

KOMMYTATOpPE. KomaHga “no” BbiKAovaeT 3Ty

no snmp-server enabled
dYHKUMIO.
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2. HacTpolika cTpoku coobuiectsa B8 SNMP

KomaHpga

OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

snmp-server community {ro|rw} {0 | 7} <string>
[access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>|<ipv6-name>}] [read <read-
view-name>] [write <write-view-name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

HactpoiKa ctpoku coobuiecteBa B SNMP  ana
KommyTaTopa. KomaHaa “no” yaanset sTy CTPOKYy.

3. Hactpoika IP-agpeca ctaHunm ynpasneHmusa SNMP

KomaHpga

OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

snmp-server securityip { <ipv4-address> | <ipv6-
address> }

no snmp-server securityip { <ipv4-address> |
<ipv6-address> }

snmp-server securityip enable

snmp-server securityip disable

HacTtpoiika 6e3onacHbIx IPv4/IPv6 agpecos,
KOTOpble MMEeIT NPaBo A0CTYyNa K KOMMYTaTopy.
KomaHaa “no” yganseT 3T HaCTPOMKM

BKAtoueHne 1 oTKAtoYeHnEe GYHKLUN NPOBEPKU
6e3onacHbIX IP.
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4. Hactpoitka engine ID

KomaHpa OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

snmp-server engineid <engine-string> HacTpoiika  nokanbHOro  engine ID Ha
KoMmyTaTope. J1a KOMaHAa

no snmp-server engineid
ncnonb3syetca ana SNMP v3.

5. Hactpoitka nonb3oBartensa

KomaHpaa OnucaHue

PexXum rnob6anbHOro KOHGUrypMpoBaHUA

snmp-server user <use-string> <group-string> | [lobasneHune nonb3osatens 8 SNMP rpynny. 3ta
[{authPriv | authNoPriv} auth {md5 | sha} | komaHaa ncnonbayeTtca Ana
<word>] [access {<num-std>|<name>}] [ipv6- HacTpoikn USM ans SNMP v3.

access {<ipv6-num-std> | <ipv6-name>}]

no snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-
std> | <ipv6-name>}]

6. HacTpoiika rpynnbl

KomaHga OnucaHue

Pexxum rnobanbHOro KoHpurypuposaHus

snmp-server group <group-string> | YcTaHOBKa MHGOPMaLUK o rpynne Ha
{noauthnopriv|authnopriv|authpriv} [[read | KommyTaTOpe. 3Ta KOomaHAa MCMoOAb3yeTca AN
<read-string>] [write <write-string>] [notify @ HacTpoliku VACM ans SNMP v3.

<notify-string>]] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std> | <ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

. QTECH © www.qtech.ru

MWP [OCTYMHEE




7. HacTpoika Buaa

KomaHpga

OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

snmp-server
{include|exclude}

view <view-string> <oid-string> HacTpoWika BMAa Ha KOMmyTaTope. 9Ta KOMaHAa

ncnonb3yetca ana SNMP v3.

no snmp-server view <view-string> [<oid-string>]

8. Hactpoitka TRAP

KomaHpga

OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

snmp-server enable traps

no snmp-server enable traps

snmp-server host { <host-ipv4-
address> | <host-ipv6-
address> } {vl | v2c | {v3
{noauthnopriv | authnopriv |
authpriv}}} <user-string>

no snmp-server host { <host-
ipvd-address> | <host-ipv6-
address> } {vl | v2c | {v3
{noauthnopriv | authnopriv |
authpriv}}} <user-string>

snmp-server trap-source

{<ipv4-address> | <ipv6-
address>}
no snmp-server trap-source

{<ipv4-address> |
address>}

<ipvé6-

BkntounTb oTnpasky Trap coobLeHn. ITa
ncnonbsyetca ana SNMP v1/v2/v3.

KOMaH/Aa

YctaHoBKa IPv4/IPv6 appeca XocCTa, KOTOPbIA MCNonb3yetca Ans
nonydyeHna wuHoopmaumm SNMP Trap. Ona SNMP vl/v2, 31a
KOMaHOa TaKKe HacTpauBaeT CTPOKy coobuiectBa ana Trap; Ans
SNMP v3, sTa KomaHAa TaKXe HacCTpauMBaeT UMA MOoAb30BaTenA
n ypoBeHb besonacHoctu Trap. KomaHaa "no", otmeHsaer atoT IPv4
nnu IPv6 agpec.

YctaHoBKa IPv4 nnu IPv6 agpeca CTOYHMKA, KOTOPbIA UCNO/b3YeTcA
ONA OTNpaBKKM trap NnakeTos, KOMaHAa "no" yaanaeT KoHbuUrypaumio.

9. BkatoyeHue / BbikntoyeHne RMON
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KomaHpa OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

rmon enable BkntoueHue / BbikaoyeHne RMON

no rmon enable

2.4.5 TunuuHble npumepbl HacTpoiikn SNMP
IP-agpec NMS 1.1.1.5, IP-agpec kKommyTaTopa (areHTa) 1.1.1.9.

CueHapwii 1: NMporpammHoe obecnedyeHne NMS ucnonbayet npotokos1 SNMP ana nonyyeHua AaHHbIX
OT KOMMYyTaTOpa.

KoHdurypauma KommyTaTopa, 3anmMcaHa HUXKe:

Switch (config) #snmp-server enable
Switch (config) #snmp-server community rw private
Switch (config) #snmp-server community ro public

Switch (config) #snmp-server securityip 1.1.1.5

NMS MoKeT MCNoNb30BaTb YACTHYIO CTPOKY coobliecTBa AN AOCTYNA K KOMMYTaToOpy ANS YTEHUA U
3anuncK paspeLleHnini UM MCnonb3oBaTb NYHAMYHYIO CTPOKY COOBLLECTBa ANs AOCTYNA K KOMMYyTaTopy
TO/IbKO 15 YTEHWUA paspeLleHui.

CueHapwii 2: NMS 6yaet nonyyatb Trap cooblieHma oT kKommyTtatopa (MpumeyaHue: NMS, BO3MOXKHO,
NpPoOBEPUT 3HayeHWe CTPOKM coobuiectBa ans Trap coobuweHuid. B atom cnyyae NMS ucnonbsyet
noaTBepXKAeHME CTPOKKU coobuLecTsa usertrap).

KoHdurypauma KommyTaTopa, U3/10’KEHA HUXKE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 1.1.1.5 vl usertrap

Switch (config) #snmp-server enable traps

CueHapmii 3: NMS ucnonosyet SNMP v3, ytobbl nonyunTb MHGOPMALMIO OT KOMMYTATOPA.

KoHdurypauma KommyTaTopa, U3/103KEHA HUXKE:

Switch (confiqg) #snmp-server
Switch (config) #snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch (config) #snmp-server group UserGroup AuthPriv read max write max notify max
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Switch (config) #snmp-server view max 1 include

CueHapwmii 4: NMS xoueT nonyuntb v3Trap coobuieHune, oTnpaBieHHOe KOMMYTAaTOPOM.

KoHdurypauma KommyTaTopa, U3N0XKEeHa HUKeE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 10.1.1.2 v3 authpriv tester

Switch (config) #snmp-server enable traps

CueHapwii 5: IPv6 agpeca NMS 2004:1:2:3::2; IPv6 aapeca KommyTaTopa (areHTta) 2004:1:2:3::1.
MNonbzosatenn NMS mncnonbsytoT npotokon SNMP gna nonyvyeHma gaHHbIX OT KOMMYTATOpPa.

KoHdurypauma KommyTaTopa, U3/10’KEHA HUXKE:

Switch (config) #snmp-server enable

( )

Switch (config) #snmp-server community rw private

Switch (config) #snmp-server community ro public
( )

Switch (config) #snmp-server securityip 2004:1:2:3::2

NMS MoKeT MCNoNb30BaTb YACTHYIO CTPOKY coobliecTBa ANA AOCTYNa K KOMMYTaTopy A/1A YTEHUA U
3anuncK paspeLleHnin UM UCnonb3oBaTb NyBAMYHYO CTPOKY COObLLECTBA ANS AOCTYMNa K KOMMYTaTopy
TO/IbKO 15 YTEHWUA paspeLleHuni.

CueHapuit 6: NMS 6yaeT nonyyatb Trap coobuweHns oT KommyTtaTopa (Mpumevanune: NMS, BO3MOXKHO,
NpPoOBeEpPUT 3HauYeHWe CTPOKM coobuiectBa gnsa Trap coobuweHuit. B atom cnydae NMS ucnonbsyet
NnoATBeprKAeHWe CTPOKK coobuiecTsa usertrap).

KoHdurypauma KommyTaTopa, U3/10’KEHA HUXKE:

Switch (config) #snmp-server host 2004:1:2:3::2 vl dcstrap

Switch (config) #snmp-server enable traps

2.4.6 Nowuck HeucnpaBHocten SNMP

Korpa nonb3sosatenun HactpausatoT SNMP, SNMP cepep moxeT He paboTaTb A0/KHbIM 06pasom n3-
33 OTKasa OU3MYECKOro CoeamMHEeHMA U HenpaBUIbHOW KoHdurypauum u T.4. MNonb3osatenu moryt
YyCTPaHUTb Npobiembl, BbINOSHUB TPebOBaHMSA, YKa3aHHbIE HUXKe:

. Y6eantbcs B HAAEKHOCTU GU3NYECKOTo COeANHEHUS.

. Y6eautbcs, YTo MHTEpPdENC M NPOTOKOA Mepeaayn AaHHbIX HAaxoAaTca B COCTOAHMKM “up”
(ncnonbsyiite komaHay "Show interface"), a Tak)Ke cBA3b MeXay KOMMYTaTOPOM U XOCTOM
MOXeT bbITb NpoBepeHa NyTemM NUHra (Mcnonb3yiTe KomaHay "ping").

. Y6eantbces, 4To BKAtoYeHa dyHKUmMA SNMP arenTa. (Mcnonb3oBatb KomaHAay "snmp-server )
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. Yb6eautbca,uto 6e3onacHoctb P gna NMS (uMcnonb3oBaTb KomaHagy ‘''snmp-server
securityip") u cTpoKa coobuectsa (Mcnonb3oBaTb KoMaHAy "snmp-server community")
NpPaBUAbHO HAcTpoeHbl. Ecan 4To-To 13 3Toro He HactpoeHo, SNMP He cmoxKeT 06LWaTbCA €
NMS gonxHbim obpasom.

. Ecan Heobxoauma Trap ¢yHKUMA, He 3abyabTe BKAOUYMTL Trap (MCNONb30BaTb KOMaHAY
"snmp-server enable traps"). U He 3abyabTe NnpaBuAbHO HAacTpouTb IP-agpec xocTa n CTPoOKy
coobuiectBa ana Trap (Mcnonb3oBaTb KomaHAy "snmp-server host"), 4tobbl obecneynTb
oTnpaBKy Trap coobLLeHMI HA YKa3aHHbIN XOCT.

. Ecan Heobxoamma RMON ¢yHKUMA, OHa f0MKHa ObiTb BKAOYEHA (MCNONb30BaTb KOMAHAY
"rmon enable").

. Ncnonb3yte KomaHay "show snmp" , 4yTo6bl NpoBEpPUTL OTMPABAEHHbIE U MNONYYEHHbIE
coobweHna SNMP; Wcnonb3yihte KomaHay 'show snmp status", 4To6bI nNpoBeEpUTL
nHdpopmaumo o KoHpurypaumm SNMP; Ucnonblyinte KomaHgy "debug snmp packet”, 4Tobbl
BKAKOUNTL GYHKLNM OTAagKM 1 npoBepkn SNMP.

. Ecnn nonb3oBaTenb NO-NpeXHemMy He MOXKeT pewnTb npobnembl ¢ SNMP, obpawantech B

TEXHUYECKNI LEeHTP.

2.5 MopepHu3ayuua KommyTtaTtopa

KommyTaTop npeaocTtasnseTr gsa cnocoba o6bHoBneHua: obHoBneHve BootROM wu TFTP/FTP
obHosneHue nog Shell.

2.5.1 CucremHbie ¢painbl KOMMyTaTOpa

CuctemHble dalinbl BKAOYalOT B cebsa dainbl obpasa cuctembli(image) un 3arpysodHbie(boot) dainbl.
O6HoBneHME cucTeMHbIX daliloB KOMMYyTaTopa nopasymeBaeT cobon nepesanucb crapbix ¢ainnos
HOBbIMMU.

dann obpasa cucTembl BKAOYAaeT B ceba cxatble ¢ainbl annapaTHbIX ApaiiBepos, dalinbl
nporpammHoro obecneyeHua u T. 4., 3TO TO YTO Mbl 06bIYHO HasbiBaem “IMG file”. IMG daitn moxket
6bITb coXxpaHeH Tonbko B FLASH c onpegeneHHbIM HasBaHMEM nos.img.

3arpy3ouHble(boot) daiinbl HeobxoaMmbl ANA 3arpy3kM U 3anycka KOMMyTaTopa, 3TO TO, YTO Mbl
06bl4HO HasbiBaem “ROM file”(moryT 6biTb cxKaTbl B IMG ¢ainbl, ecnm OHM CAMLWIKOM 60abLIMX
pa3mepoB). B KommyTaTope 3arpy3oyHble ¢paisibl pa3peLleHo COXPaHATb B TONIbKO B ROM.

KommyTaTop onpeaenser nytb M umeHa ana ¢ainos 3arpysku Kak flash:/boot.rom u flash:/config.rom.

KommyTaTop npeaoctaBniseT No/b30BaTeNo ABa pexuma obHosneHusa: 1. BootROM pexum; 2. TFTP u
FTP obHoBneHue B pexume Shell. 5Tm gBa cnocoba obHoBneHua byayT onucaHbl NogpobHo B
cnepywowmx AByx pasaenax.

2.5.2 BootROM o6bHoBnEHUE

Ectb aBa meToaa ana BootROM ob6HoBneHua: TFTP n FTP, KoTopble MOryT 6biTb BbiOpaHbl B KOMaHAax
HacTpPoMKM BootROM.
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KoHconbHbIN Kabenb

kabenb cBA3N

TunuyHasa TonosiorMa aAna obHoBAEHUA KOMMYTaTopa B pexxmme BootROM

Mpoueaypa 06HOBNAEHWUS NEPeUYNCIEHA HUKE:
War 1:

Kak nokasaHO Ha PUCYHKe, WUCNO/b3yeTCA KOHCONbHbIA Kabenb ans noakntodeHuns K K nopty
yrnpasneHua Ha KommyTatope. MK goakeH umeTb nporpammHoe obecneveHme FTP / TFTP cepsepa, a
Takxe ¢ann image HeobxoAMMbIN A5 OOHOBEHUSA.

LWar 2:

Haxkmute "Ctrl + B" Bo Bpems 3arpy3kn KOMmMyTaTopa 41a NepektodeHns B pexxum BootROM
MOHUTOPA. Pe3ynbTaT onepaunm NoKasaH HUKe:

[Boot]:

LWar 3:

B BootROM pexume, 3anyctute "setconfig", utobbl yctaHOBUTL IP-agpec u macky KommyTtatopa ans
pexknma BootROM, IP-agpec u macky cepBepa, a Takxe Bblbepute TFTP mam FTP obHOBAEHUA.
Mpeanonoxum, 4to agpec KommyTtaTopa 192.168.1.2, a agpec KomnbtoTepa 192.168.1.66 1 Bbibepute
TFTP o6HOBNEHME KOHDUTYpaLUMn. ITO ByaeT BbIrNAAETb TaK:

[Boot]: setconfig

Host IP Address: [10.1.1.1] 192.168.1.2
Server IP Address: [10.1.1.2] 192.168.1.66
FTP (1) or TFTP(2): [1] 2

Network interface configure OK.

[Boot]
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LWar 4:

Bkntountb FTP / TFTP cepBep Ha MK. Ana TFTP 3anyctute nporpammy cepsepa TFTP, gns FTP 3anyctute
nporpammy FTP-cepBep. [pexae, 4yem Hayatb 3arpysky d¢ainna OOHOBAEHMA Ha KOMMyTaTop,
npoBepbTe COeAMHEHNE MEKAY CEPBEPOM M KOMMYTATOPOM C MOMOLLbIO NUHIa ¢ cepeepa. Ecam nuHr
ycneweH, 3anyctute KomaHay "load" B BootROM pexxume. Ecnm 3TO He yaaeTca, yCTpaHeHuTe
Henosafoku. Huxke nokasaHa KoHbuUrypaums ana obHosneHus daiiia obpasa cucTemol:

[Boot]: load nos.img

Loading. ..

Loading file ok!

LWar 5:

BbINONHUTb 3ameHy nos.img B pexxnme BootROM. MNoKasaHHble ganee KOMaHAbl KOHOUIypauum
NO3BONAIOT COXPaHUTb 06pa3 gaina cmctemol:

[Boot]: write nos.img

File nos.img exists, overwrite? (Y/N)?[N] y

Writing NOS . Mg . v it ittt et e e et et ettt ettt e et neeeeeeneeeeeenaean
Write nos.img OK.

[Boot]:

LWar 6:

BbinonHaem 3arpysky ¢daiina boot.rom Ha KomMmyTaTOp, OCHOBHbIE AENCTBUSA, TAKUE e, KaK 1 B ware 4.

[Boot]: load boot.rom

Loading..

Loading file ok!

War 7:
Hanee BbinonHAem 3anucb boot.rom B pexxnume BootROM. 3TOT Wwar No3BONSET COXPAHUTL
0bHOBNEHHbIN dalin.
[Boot]: write boot.rom
File boot.rom exists, overwrite? (Y/N)?[N] y
Writing DOOL . LOMueeesieeenne
Write boot.rom OK.
[Boot] :

. QTECH © www.qtech.ru

MWP [OCTYMHEE



........ S

LWar 8:

Mocne yaayHoro o6HOBMEHMA BbINOAHUTE KOMaHAy “run” nnmn “reboot” B pexxnme BootROM gns
BO3BpaTa B MHTepdenc HacTponkm CLI.

[Boot] :run (or reboot)

OcTanbHble KomaHAabl B BootROM perkume.

KomaHga DIR - ncnonb3yetca gna BblBoga CNUCKA CylecTByowmx ¢pannos 8 FLASH.

1. DIR command

Used to list existing files in the FLASH.
[Boot]: dir

boot.rom 327,440 1900-01-01 00:00:00 --SH
boot.conf83 1900-01-01 00:00:00 --SH

nos.img 2,431,631 1980-01-01 00:21:34 ---—-
startup-config2,922 1980-01-01 00:09:14 ----
temp.img2,431,631 1980-01-01 00:00:32 —----

2. CONFIG RUN command

Used to set the IMAGE file to run upon system start-up, and the configuration file
to run upon configuration recovery.

[Boot]: config run

Boot File: [nos.img] nos.img

Config File: [boot.conf]

2.5.3 O6HosneHue FTP/TFTP
2.5.3.1 BgedeHue 6 FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) aBasoTca npoToKonamu nepenayn
¢dainos, oHM oba NpuHaAexaT K 4eTBepTOMY YPOBHIO (ypOoBHIO npunoxkeHuit) 8 TCP / IP cTeke
NMPOTOKONOB, WCMOAb3yeMOMY Aaa nepegaun  ¢GannoB  MexAy KOMMblTeEpamu, y3iamu MU
KommyTaTopamn. Oba oHU nepepatoT dainbl B KAMEHT-CEPBEPHON Mmoaenn. PasHuua mexagy HUMMK
OnuCcaHa HUXKe.

FTP ocHoBaH Ha npotokone TCP ana obecnevyeHns HafeKHOM CBA3M M TPAHCMOPTMPOBKM MOTOKA
AaHHbIX. TeM He MeHee, OH He NpeaycMaTpUBAeT npoueaypy aBTopusauuu 4na 4octyna K dannam m
MCMNONb3yeT MPOCTON MexaHU3M ayTeHTUdMKauumn (nepepaetT MMA NONb30OBATENs M Naposib AAA
ayTeHTUdMKaummn B BMAE NPOCTOro Tekcta). NMpu ucnonb3osavum FTP ana nepepaum Gpannos, JONKHbI
6bITb YCTAaHOB/NEHbI [Ba COEAMHEHUA MEXKAY KAMEHTOM W CEPBEPOM: YNpaBAsloLLee COeAMHEHUE U
coeavHeHWe nepesaym AaHHbIX. [Janee fonxKeH 6bITb NOCNaH 3anpoc Ha nepenady ot FTP-KAMeHTa Ha
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nopt 21 cepBepa ANs YCTaHOBAEHMA YNPABASAIOLWErO COEANHEHNA U COMTacOBaHMA Nepeaadn AaHHbIX
yepes ynpasnaoLLee coeguHeHue.

CYLLI,eCTByeT ABa TUna Taknx COGAVIHGHMIZ: dKTUBHbIE U NAaCCUBHbIE COEANHEHNA.

Mpn akKTMBHOM NOAKAKYEHUU KAMEHT NepeaaeT ero agpec u Homep NopTta A4NA nepefadnm LaHHbIX
cepBsepy, ynpasadwllee coeguvHeHWe MNOoALEepPKMBAETCA A0 3aBEpLIEHMA nepeaym 3TUX AaHHbIX.
3atem, MCNoONb3ya agpec M HOoMep MOpTa, NPEAOCTAB/IEHHbIX K/AMEHTOM, CepBep YCTaHaBAMBaeT
coeguHeHne Ha nopT 20 (ecan He 3aHAT) ANA nepenayn AaHHbIX, ecan nopT 20 3aHAT, cepsep
aBTOMATMYECKN FEHEPUPYET APYroi HOMepP NopTa ANA YCTAHOBKM COeAMHEHUA.

an NaCcCUMBHOM MOAKNHOYEHUN, KNINEHT YHepe3 ynpasadaouee coegmHeHne npocnT cepeep yCtTaHOBUTD
nogKkn4veHume. 3atem cepsBep cosgaet CBOM nopT AnAa npocnywmBaHUA AaHHbLIX U YBEAOMNAET K/IMEHTA
O HOMeEpPE 3TOro NopTa, Aanee KIMEHT YCTaHaB/INBAET coeanHEHUE C YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTokone UDP, obecneumBatowmm cny*by nepegayumn aaHHbix 6e3 noaTseprKaeHUs
[OCTaBKM U 6e3 ayTeHTUdUKaumMm 1 aBTopm3aummn. OH obecneymBaeT NPaBU/bHYO Nepeaayvy AaHHbIX
nyTem MexaHM3mMa OTNpPaBKM W NOATBEPXKAEHMA U MNOBTOPHOW Nepedaym TamMM-ayT MaKeToB.
Mpeumywectso TFTP nepen FTP B TOM, 4TO y NepBbi ropas3fo NpoOLWe M MMEET HU3KME HaKnagHble
pacxoabl nepeaayn AaHHbIX.

KommyTaTop mosKeT paboTtatb Kak FTP / TFTP KnueHT unu cepsep. Koraa KommyTtaTop paboTtaeT Kak
FTP / TFTP KnuneHT, dpaiinbl KOHOUIypauumn U cUCTeMHble daii/ibl MOXKHO 3arpy3uTb € yaaneHHoro FTP /
TFTP cepBepa (310 MoryT 6biTb KaK XOCTbl, TaK W Apyrne KommyTaTopbl) 6e3 yuwepba gnsa ero
HOPManbHOM PaboTbl. U TaKke MoKeT ObiTb MoAyvyeH cCNMCOK ¢annoB c cepsepa B pexume FTP
KnnMeHTa. KOHeYHO, KOMMYTaTOp MOMKET TaKKe 3arpy3uTb TeKyline KoHOUrypaumoHHble dannbl u
cuctemHble ¢airnbl Ha yaaneHHbin FTP / TFTP cepsep (370 moryT 6biTb KaK XOCTbl, TaK U gpyrue
KoMmmyTaTopbl). Koraa kommytatop paboTaet kKak FTP / TFTP cepBep, OH MOXeT obecneymnTb 3arpysKky u
BbIrpy3Ky daiinos gns aBTopnsoBaHHbix FTP / TFTP KANeHTOB.

BoT HEKOTOpbIEe TEPMMHbI YacTo Ucnosiblyemsble B FTP/TFTP.
ROM: CokpawteHHo ot EPROM, CM3Y. EPROM 3ameHsaeT FLASH namaTb B KOMMyTaTOpe.

SDRAM: O3Y B KOMMyTaTope, KOTOpaa WCMO/b3yeTca ANnA paboTbl CUCTeMbl WM MNPOrPamMMHOro
obecneyeHuns a TaKKe XpaHWUIMLLA NOC/e0BaTeIbHOCTU KOHOUIYypaLuu.

FLASH: ®n3w namaTb UCNOAb3yeTCca ANA XPaHeHMA pannosB cuctembl U panna KoHUrypaumu.
System file: BkntoyaeT B cebs 0bpas cuctembl M 3arpy3oUHbli daii.

System image file: painn obpasa cucrtemnl BKAOYaeT B cebs cxKaTble dalinibl annapaTHbIX ApPaliBEepos.,
dalinbl NnporpammHoro obecneyeHus, 3To To YTO Mbl 06bIYHO HasbiBaem “IMG file”. IMG daiin moxket
6bITb coXpaHeH TonbKo B FLASH. KommyTaTop no3sosaeT 3arpy3ntb ¢painn obpasa cucremnol yepes FTP B
pexxknme Shell TonbKo ¢ onpeaeneHHbIM HazBaHMeM nos.img, apyrue dainbl IMG 6yayT OTKNOHEHDI.

Boot file: Heob6xoaMMbl ANA 3arpy3KM M 3anycka KOMMYTAToOpa, 3TO TO, YTO Mbl 0ObIYHO Ha3blBaemM
“ROM file” (moryT 6bITb cxKaTbl B IMG daiinbl, ecnm oHM CAULWKOM 60blUMX pa3MepoB). B KommyTaTope
3arpy3oy4Hble ¢ainbl paspeLlleHo CoXpaHATb B TO/IbKo B ROM.

KommyTaTop onpeaensier nyTb M uMeHa ana ¢ainos 3arpysku Kak flash:/boot.rom u flash:/config.rom.

Configuration file: Bkntouaet B ceba ¢paiin HayanbHOM KOHOUTypaunmn n Gain Tekywen KoHpUrypaumm.
PasHuLa B CBOMCTBax Mexay 3Tumu dainamum nossonsetr obneryntb pesepsBHOE KOMUPOBaHUE U
obHOBNEHWE KOHOUTYpPaLUI
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Start up configuration file: 370 nocnepoBatenbHOCTb KOMaHA, KOHOUIypauum, MCnosb3yemasa npu
3anycke Kommytatopa. Pann HayasbHOM KOHOUIypaumum XPaHUTCA B SHEProHe3aBUCUMON NaMSATHU.
Echn yctponcteo He nopaep:kusaet CF, dann KoHuUrypauum xpaHutca Tonbko Bo FLASH, Ecaum
ycTponcteo nopgaep:kusaet CF, dain KoHourypaumm xpaHutca Bo FLASH-namatm wmam CF. Ecam
YCTPOMCTBO NOAAEPKMBAET MYNbTUKOHOUIYPAUMOHHDBIMA $ain, OHU JONXKHbI UMETb pacwupeHue .cfg,
UMA no-ymonyaHuto startup.cfg. Ecnm ycTpoicTBO He noaaepKuBaeT MYNbTUKOHPUIYPaLMOHHbLIN
daiin, uma ¢anna HayasibHOM KOHOUTYpPaLMM AOMKHO ObITh startup-config.

Running configuration file: 310 Tekywas(running) nocneaoBaTeNbHOCTb KOMaHZ KOHUrypauuu,
MCNO/ib3yemMas KOMMYTaTOPOM. TEKYLLNIM KOHOUTYPALLMOHHbLIA Gain XPaHUTCA B ONEPaTUBHOM NamATH.
B npouecce paboTbl TekyLwaa KoHGuUrypaums running-config moxet 6bITb coxpaHeHa u3 RAM Bo FLASH
namaATb KomaHaon “write” nam “ copy running-config startup-config”.

Factory configuration file: daiin KoHbUrypayummn. noctaBnAemMbi C KOMMYTaTOPOM, TaK Ha3blBaeMbli
factory-config. ns Toro, ytobbl 3arpy3uTb 3aBoAckon dann KoHburypaumm mn nepesanucaTtb ¢ann
HaYyanbHOM KoHbUrypaumm Heobxoammo BBeCTM KomaHabl “set default” wu “write”, a 3atem
nepesarpy3nTb KOMMyTaTop.

2.5.3.2 Hacmpolika FTP/TFTP

KoHdurypaunm Kommytatopa Kak FTP u TFTP KnvMeHTa NOYMTM OAMHAKOBbLI, MO3TOMY MpoLeaypbl
HacTpoiKkn ana FTP n TFTP B aToM pyKOBOACTBE ONMCaHbl BMECTE.

1. HacTtpoiika FTP/TFTPKaMe H T a
(1) 3arpyska ¢aiinos FTP/TFTP knneHTOM

KomaHpga NoAcHeHue

PeXXxum agMmuHucTpatopa

copy <source-url> <destination-url> [ascii | 3arpyska ¢aiinos FTP/TFTP kaneHToM
binary]

(2) NpocmoTp gocTynHbIX dhaknos Ha FTP cepsepe

Pexxum agmuHucTparopa

ftp-dir <ftpServerUrl> MpocmoTp AocTynHbix ¢arnoB Ha FTP cepsepe.
dopmat agpeca B AaHHOM C/Ay4vae BbIrNAOUT TakK :
ftp: //nonb3oBatens: naponb @IPv4|IPv6 aapec.

2. HacTtpoiika FTP cepBepa

(1) 3anyck FTP cepBepa
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KomaHpga

[MosacHeHne

Fno6anbHbIN pexxum

ftp-server enable

no ftp-server enable

3anyck cepBepa, KOMaHAa “no” BbIKNOYAET cepBeEp

(2) HacTtpoika nmeHu nonb3oBaTtena u naponsa ana exoga Ha FTP cepsep.

KomaHpga

[MoscHeHne

Fno6anbHbl pexxum

ip ftp username <username> password [0 |
7] <password>

no ip ftp username<username>

HaCTpOVIKa MMEHU MOJIb30BaTENA U NMAPONA ONA BXOOa

“" ”

Ha FTP cepsep. KomaHpga no

nonb30BaTeENIA U NMapPoOJib

yAanuT

NMMA

(3) UsmeHeHne BpemeHU oxxuaaHua FTP ceps

epa

KomaHpa

MosAcHeHne

Fno6anbHbl pexxum

ftp-server timeout <seconds>

BbicTaBnaeT Bpema OXnaaHua 00 pa3pbiBa CBA3MU

3. HacTtpoitka TFTP cepBepa
(1) 3anyck TFTP cepBepa

KomaHpa

MosacHeHne

Fno6anbHblii pexxum

tftp-server enable

no tftp-server enable

3anycK cepBepa, KoMaHAa “no” BbIKAOYaET cepBep

(2) UsmeHeHune BpemeHU oxxunaanua TFTP cep

Bepa
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KomaHpga NosacHeHMne

Fno6anbHbIN pexxum

tftp-server retransmission-timeout | BbicTaBnseT TalimayT 40 peTpaHCAALMM NaKeTa
<seconds>

(3) Hactpoiika KoinyecTBa pa3s peTpaHCAALMM A0 TalMayTa ANa HeNoBpeXAeHHbIX NaKeToB

KomaHpga NosacHeHune

Fno6anbHblii pexxum

tftp-server retransmission-number | YcTaHaBAMBaET YNCIO PETPAHCAALNIMA
<number>

2.5.3.3 Mpumepsi Hacmpoiiku FTP/TFTP

Hactpoinkn ogmHakoBsbl ans IPv4 u IPv6 agpecos. MNpumep nokasaH Tonbko gna IPv4 agpeca.

10.1.1.

3arpyska nos.img ¢aitna FTP/TFTP knneHTOM

CueHapuii 1: Ucnonb3oBaHne KommyTaTopa B Kayectse FTP/TFTP KnneHTa. KommyTaTop coeanHAeTcs
OAHMM M3 CBOMX MOPTOB C KOMMbIOTEPOM, KoTopbili siBnaetca FTP/TFTP cepsepom c IP-agpecom
10.1.1.1, kommyTaTop AencteyeT Kak FTP/TFTP knueHnT, IP-agpec uHtepdeitca VLAN1 KommyTaTopa

10.1.1.2. TpebyeTcs 3arpy3unTb daiin "nos.img'c KomnbloTepa B KOMMYTaTOP.
Hactpoiika FTP

HacTpolika KomnbloTepa:
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! geeesses

3anyctuTe nporpammHoe obecnedyeHune FTP cepBepa Ha KOMMbIOTEPE M YCTAaHOBUTE MMS NONb30BaATENA
"Switch" u naponb "superuser". Momectute ¢pann "12_30 nos.img" B cooTBeTcTBYIOWMIA KaTanor FTP
cepBepa Ha KoOMMNbloTepE.

[anee onucaHa npoueaypa HaCTPOMKM KOMMYTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #fexit

Switch#copy ftp: //Switch:switch@10.1.1.1/12 30 nos.img nos.img

CueHapmii 2: Mcnonb3oBaHMe KomMyTaTopa B KavectBe FTP cepsepa. KommyTtatop paboTtaeT Kak
cepBep W NOAKNOYAETCA OAHMM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIA ABAAETCA KAMEHTOM.
Tpebyetca nepepatb ¢aiin “nos.img” ¢ KoOmMMyTaTopa Ha KOMMbIOTEP M COXPaHUTb €ero Kak
“12_25 nos.img”.

[anee onncaHa npougeaypa HacTPOMKKM KOMMyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) ffexit

Switch (config) #ftp-server enable

Switch (config)# username Admin password 0 superuser

HacTpoika komnbtoTepa:

3angute Ha KommyTtatop c swboro FTP kaneHTa ¢ mmeHem nonb3osaTena “Switch” n naponem
“superuser”, ncnonbsymte KomaHay “get nos.img 12_25 nos.img” ana 3arpysku ¢anna “nos.img”’c
KOMMyTaTOpa Ha KOMMbtoTep.

CueHapwmii 3: Ucnonb3oBaHne KOMMyTaTopa B Kayectse TFTP cepsepa. KommyTtatop paboTtaet kKak TFTP
cepBep U coeanHAeTCA OAHUM U3 CBOUX NMOPTOB C KOMMbIOTEPOM, KOTOPbIM ABnaeTca TFTP KaneHTom.
Tpebyetca nepenatb ¢pann “nos.img” c KommyTaTopa Ha KOMMNbLIOTEP

[anee onucaHa npoueaypa HaCTPOMKN KOMMyTaTopa:

Switch (config)#interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-vVlanl) #exit

Switch (confiqg) #tftp-server enable
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HacTtpoika komnbtoTepa:

3aiauTe Ha KommyTaTtop c Atoboro TFTP KAneHTa, Ucnonb3yiTe KomaHay “tftp” ana 3arpysku
“nos.img”dalina c KommyTtaTopa Ha KoMnbloTep.

CueHapumii 4: KommyTaTtop BbiCTynaeT Kak FTP KAneHT ana npocmoTpa cnucka ¢amnnos Ha FTP cepsepe.
YCNnoBuA CUHXPOHM3ALMU: KOMMYTATOP COeAMHEH C KOMnbloTepom Yepes Ethernet nopt, komnbloTep
asnaetca FTP cepsepom c IP agpecom 10.1.1.1; KommyTaTop BbICTynaeT Kak FTP KnneHT ¢ IP agpecom
nHtepdenca VLAN1 10.1.1.2.

Hactpoiika FTP:

HacTpolika KomnbloTepa:

3anyctute FTP cepBep Ha KOMMblOTEPE M YCTAaHOBUTE MMA Nosib3oBaTens “Switch”, n naponb
“superuser”.

HacTtpoiika KommyTaTopa:

Switch (config)#interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch#copy ftp: //Switch: superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

..(some display omitted here)

show. txt

snmp . TXT

226 ansfer complete.
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2.5.3.4 YempaHeHue HeucnpaeHocmeli FTP/TFTP
Nouck HeucnpasHocTel FTP

Mepes, HayasoOM Mpouecca 3arpy3ku/CKauymMBaHMA CUCTEMHbIX GaliIoB C MOMoOLLbo NpoTokona FTP
HeobXxoaMMO MNPOBEPUTb HANMUYME COEAMHEHUA MeXAY K/JAMEHTOM U CEpPBEPOM, 3TO MOXKHO
OCYyLLEeCTBUTb C MOMOLLbID KOMaHAbl “ping”. Ecnm axo-TecTMpoBaHMe HeyAauyHo, cnefyeT YCTPaHWUTb
HenosnagKu c coeauHeHNeM.

Cnepytouee coobuieHne, oTobparxKaeTca npu ycnewHon otnpaske gpannos. Ecaiv oHo He NOABUAOCD,
noxanyincrta, NpoBepbTe NOAKIIOYEHNE K CETU M NOBTOPUTE KOMaHAay " copy” elle pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.

226 Transfer complete.

close ftp client.

Cnepytoutee coobuieHne, oTobparkaerca npu ycnewHom nonyyeHun ¢amnos. Ecnm oHo He
NOABMNOCH, MOXKANYNCTa, NPOBEPLTE MNOAKAOYEHUNE K CETU M NOBTOPUTE KOMaHAY " copy" ewe pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

recv total = 1526037

Sk ko kK kK Kk ko ok K K K Kk ok ok K K

write ok

150 Opening ASCII mode data connection for nos.img (1526037 bytes).

226 Transfer complete.

Ecnn KommyTtaTop 06HOBAsIET dalin NPOLWNBKM MAKM daitn Hauya/ibHOM KOHbUrypaumn Yyepes FTP, oH He
OO/MKEH nepes3anyckaTbcA MNOKa He noasutca coobuweHue "close ftp client" wmnam "226 Transfer
complete” ykasbiBaloline Ha ycnewHoe 06HOBNEHME, B MPOTUBHOM C/lyd4ae KOMMYTATOP MOMKET ObITb
noBpeXaeH M ero 3anyck byaet HesoamoxkeH. Ecam obHosneHne yepes FTP He yaaeTtca, nonpobyite
ele pa3 unn ucnonbaymte pexxmum BootROM ans obHoBneHuA.

Mouck HeucnpasHocTeit TFTP

Meped Ha4yanoOM Npouecca 3arpy3Kn/CKaunmBaHnA CUCTEMHbIX GpalioB ¢ MOMOLbIo NpoTokona TFTP
HEeobXoAMMO NPOBEPUTb HaNAUUYMEe COeAMHEHUS MEXKAY KAMEHTOM U CepBepoM, 3TO  MOXKHO
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OCYLLLECTBUTb C MOMOLLbIO KOMaHAbl “ping”. ECAun aX0-TecTMpoBaHUe HeyaauyHo, cieayeT yCTPaHUTb
HenonagKu c coeauHeHNeM.

Cnepytoulee coobuieHne, otobparxKaerca npu ycnewHon otnpaske pannos. Ecaivm oHo He NOABUANOCD,
noxanyincrta, NpoBepbTe NOAKAOYEHNE K CETM M NOBTOPUTE KOMaHAY " copy" elue pas.

nos.img file length = 1526021

read file ok

begin to send file, wait...

file transfers complete.

close tftp client.

Cnepytoutee coobuieHune, oTobpakaeTca Npu ycnewHom nosayyvyeHum ¢annos. Eciv oHo He NOABUAOCS,
noxanyincrta, NpoBepbTe NOAKAOYEHNE K CETM M NOBTOPUTE KOMaHAY " copy" elue pas.

begin to receive file, wait...

recv 1526037

kA hkhkhkkhkhkhkhkhkhkrkhkkkhkhkhkhhxhx*x*k

write ok

transfer complete

close tftp client.

Ecan kommyTaTop 06HOBASAET pann NPOLWMBKM Uan Gain HavyanbHON KoOHPUrypaumm yepes TFTP, oH He
[JOJI)KEH Mepes3anyckatbCca NoKa He noasutca coobuweHune "close tftp client" wuan "226 Transfer
complete” ykasbiBatowme Ha ycnewHoe ob6HOBNAEHME, B MPOTUBHOM C/ly4yae KOMMYTATOP MOXKET ObITb
NOBPENKAEH U €ro 3anyck byaet HeBo3MoXKeH. Ecnv obHoBneHue yepes TFTP He ygaeTca, nonpobyiite
ele pas Uan UcnonbyiTe pexkum BootROM ans obHoBneHus.
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3 HACTPOMKA KNACTEPA

3.1BBegeHue B ynpaBaeHue Knacrepamm cetm

HacTpoiKa KnacTepoB OCyLLeCcTBASETCA NPWU MOMOLLY BHYTPMMOIOCHOIO YNpaB/ieHna KoHbuUrypaumen.
B otanume ot CLI, SNMP un Beb-KOHOUrypaumm, KOTOpble OCYLLECTB/AKT HEenocpeacTBeHHoe
ynpaBieHWe LeNeBbiX KOMMYTAaTOPOB uYepe3 ynpasaswowyto paboyyto CcTaHuMO, ynpasaeHue
KNaCTepHOM CeTblo peanusyeTcs MyTeM HACTPOMKU LEeNeBbiX KOMMYTAaTOpPOB (KOMMYTaTOpPbI-Y/ieHbl)
yepes MPOMEXKYTOUYHbI KOMMYTaTop (rnaBHbIM KOMMyTaTop). TakMm 06pa3om raBHbIA KOMMYTaTOpP
MOMKET YNpPaBAATb HECKONbKMMM KOMMyTaTopamun. Kak TonbKo ByaeT HacTpoeH nybanyHbin IP agpec B
rNaBHOM KOMMYyTATope, ynpaBieHne BCEMM KOMMYTaTOpPaMM, KOTOPbIe HACTPaMBaAlOTCA C YAacTHbIM |P-
agpecom npoucxXoamMT AMCTAHUMOHHO. I3Ta OYHKUMA 3KOHOMUT nybauuHblie |IP-agpeca, KOTOpbIX
OCTaNoCb He Tak MHoro. O6Hapy*KeHMe HOBbIX KOMMYTATOPOB MOKET MPOUCXOAUTb ANHAMMUYECKUN eCan
Ha KOMMyTaTope BKAKOYEHa ¢YyHKUMA Knactepa (KommyTaTop-KaHaupat) nambo  ceTeBble
aAMUHUCTPATOPbI MOTYT CTaTUYECKU A00aBNATb KOMMYTAaTOPbI-KaHAWAATbI B K/lacTep, KOTOPbIA YyKe
yctaHoBneH. COOTBETCTBEHHO, OHM MOTYT HacTpauBaTb M YNpPaBAsATb KOMMYTAaTOPaMM Yepes raBHbIN
KommyTaTop. Korga KOMMYyTaTOpbl 4/ieHbl PaACNONOXKeHbl B  Pas3NMYHbIX  PUIMYECKUX MecTax
(Hanpumep, Ha pasHbIX 3TaxKax O4HOrO U TOTO Ke 34aHWsA), ynpaBaeHUe CeTeBbiM KIacTepom MmeeT
O4YeBUAHbIE NPEUMYLLECTBA, HET HEOBXOAMMOCTM ANS CO34aHMA CneuuanbHOM CeTU ANnA ynpaBaeHus
ceTbto.

KnaCTep CETEBOIO ynpasaneHA MMeeT caegyrowmne BO3SMOXKHOCTU!

. CoxpaHeHue IP-agpecos;

. YnpoueHue 3aga4 KOHPUIyprupoBaHus;

. Tononorma cetm u pacCToAHMA He MMEKOT 3HaYEeHUA;

. ABTOMaTUYECKOE 0OHapyXKeHWe N aBTOMaTUYeCKas HaCTPOMKa;

. HeCcKoNbKO KOMMYTaTOPOB MOTYT YyNPaBAATCA C NOMOLLBIO K/1acTepa yrnpaBaeHUaA CeTbio ¢

3aBOZCKMM HACTPOMKamu;
. FNaBHbIA KOMMYTATOP MOXKET MOAEPHU3NPOBATb M HACTPaMBaTb 060 KOMMYTATOP-YNEH B

Knacrepe.

3.2CnNUCcoK KOMaHA, ANA KOHPUTrypupoBaHUA KaacTepa ynpaBaeHUA CeTH:

1. BKAtoyeHne unm otkatoveHme GyHKLMM Knactepa
2. Co3pgaHue KnacTepa
1) HacTpoiiKa nyna YacTHbix IP-aapecoB gna KOMMYTaTOPOB-Y/IEHOB K/1acTepa;
2) Co3gaHue Unu yaaneHue Knacrepa;
3) AobaBneHune UnM yaaneHme KOMMyTaTopa-4/eHa;
3. HacTtpo#ka aTpmnbyToB Knactepa B riaBHOM KOMMyTaTope
1) BKntoueHne nam oTKAtoYeHNe aBTOMaTUYeCcKoro 4obaBaeHns KOMMYTaTOPOB B K/1acTep;
2) YcTaHOBKA aBTOMaTU4YeCcKM A06aBNAeHHbIX YIEHOB KaK A06aBAEHHbIX BPYYHYIO;

3) YcTaHOBKa MM U3MEHEHME BPEMEHHOMO MHTepPBana COOBLLEHNI NPOBEPKN aKTUBHOCTM
(keep-alive) Ha KommyTaTopax B KNacTepe.
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4) YcTaHOBKA MaKCMMa/IbHO A0MNYCTUMOTO KOAMYecTBa noTepsHHbIX “Keep-Alive” coobuieHui;

5) O4McTKa CNMUCKa KOMMYTaTOPOB-KaHANAATOB, NOAAEPKUBAEMbIA KOMMYTAaTOPOM.

4. HacTpolika aTpnbyToB Knactepa B KOMMyTaTopax-KaHanaaTax

1) YcTaHoBKa MHTepBana BpemeHn “Keep-Alive” cooblieHnit knactepa;

2) YcTaHOBKa MaKCMMa/IbHOro KonmyecTsa notepsiHHbIX “Keep-Alive” coobuieHunit, KoTopoe

MOXKeT ObITb AONYCTUMO B K/1acTepe;
5. YpaneHHoe ynpaB/ieHWe KNacTepHOM CeTblo

1) YoaneHHoe ynpasneHue KoHourypaumemn

2) YaoaneHHoe 06HOBNEHME KOMMYTAaTOPOB-4Y/1EHOB

3) Nepes3arpy3ka KOMMyTaTopa-4ieHa

6. YnpaBieHWe KnactepHoi ceTbio yepes Web

1) Enable http

7. YnpaB/ieHne KnacTepHoM ceTbio yepes snmp

1) Enable snmp server

1. BKnoyeHune nnm oTkntoveHue Knacrtepa

KomaHpa

MosacHeHne

cluster run [key <WORD>] [vid <VID>]

no cluster run

Pexxum rnobanbHoro KoHpurypuposaHus

BKatounTb

nnn

BbIKNHOYMTb PYHKLMIO KNacTepa B KOMMyTaTope.

2. Co3paHue Knacrepa.

KomaHpa

MosacHeHne

cluster ip-pool <commander-ip>

no cluster ip-pool

cluster commander [<cluster_name>]

no cluster commander

Pexxum rnobanbHoro KoHpurypuposaHus

HacTtpoika nyna

YyacTHbIX IP-agpecos ana

YCTPOWCTB KnacTepa.

CospgaHue unun yaaneHue Knactepa.
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cluster member {candidate-sn <candidate-sn> |
mac-address <mac-addr> [id <member-id> ]}

no cluster member {id <member-id> | mac-address

[063aBUTb AN yAANUTb KOMMYTATOP-Y4aCTHUK.

<mac-addr>}

3. HacTpoliika aTpmnbyToB Knactepa B r/IaBHOM KOMMYyTaTope

KomaHpga

MoscHeHune

Pexxum rnobanbHoOro KOHpUrypmposaHma

cluster auto-add

no cluster auto-add

cluster member auto-to-user

cluster keepalive interval <second>

no cluster keepalive interval

cluster keepalive loss-count <int>

no cluster keepalive loss-count

BkAloyeHMe MM OTKAYeHUe [06aBNeHUs HOBbIX
0BHapYyKEHHbIX KOMMYTaTOPOB-KaHANAATOB B
Knacrep.

YcTaHOBKa aBTOMaTMYeCKM A06aBAEHHbIX Y/1eHOB
KaK A00aB/IEHHbIX BPY4YHYHO

YCTaHOBKA UHTEPBA/a MPOBEPKM
AaKTUMBHOCTU KNnacTepa

YcTaHOBKa MaKCMMabHOTO
KoJsinyecTtBa notepsHHbIX Keep-Alive coobLLeHnn,
KOTOpble A0oNycKaTbCA B KnacTepe.

Pexxum agmuHuctpatopa

clear cluster nodes [nodes-sn <candidate-sn-

list> | mac-address <mac-addr>]

O4YnCTUTb  CMUCOK  KOMMYTaTOPOB-KaHAMAATOB,
noaAepKMBAEMbI KOMMYTaTOPOM.

4. HacTpolika aTpnbyTos KnacTepa B KOMMYyTaTope KaHauaaTe

KomaHpa

MNoscHeHue

cluster keepalive interval <second>

no cluster keepalive interval

Fno6anbHbIN pexxum

YcTaHOBKa MHTEPBana NpoBepKu
aKTMBHOCTM K/acTepa.
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cluster keepalive loss-count <int>

no cluster keepalive loss-count

YCcTaHOBKa MaKCMManbHOro
KoanyecTBa notepsaHHbIX Keep-Alive  coobuweHui,
KOTOpble AOMNYCKalOTCA B KNacTepe.

5. YaaneHHoe ynpaB/ieHne KNacTepHOM CeTbio

KomaHpga

MoscHeHue

PeXXxum agMmuHucTpartopa

rcommand member <member-id>

rcommand commander

cluster reset member [id <member-id> | mac-
address <mac-addr>]

cluster update member <member-id> <src-url>
<dst-filename>[ascii | binary]

B rnaBHOM KOMMYyTaTOpe, 3TaKOMaHAa
ncnonb3yeTca ana HACTPOMKM 7]
ynpaBaeHNA KOMMYTAaTOPaMU-YNEHAMMU.

B KommyTaTope YsneHe, 3Ta KOMaHAaA UCNO/b3yeTCs
ANA HAaCTPOMKM INaBHOTO KOMMYTATOPa.

B rmaBHOM KOMMyTaTOpE, 3Ta
KOMaHA4a MCNONb3yeTCA anA BOCCTAHOB/NEHUA
HACTPOEK OANA KOMMYTaTOpPa—4ieHa.

B rnaBHOmM KOMmMmyTaToOpe, 3Ta KOMaHAa
ncnonb3yeTca ana YOANEeHHOro
0bHOBNEHMA KOMMyTaTOpa-yneHa MoeT TO/bKO
0bHoBAATL dhalin nos.img.

6. YnpaBneHue KnacTepHon ceTbio Yyepes web

KomaHpa lNosacHeHue
Pexxum rnobanbHoro KOHGUrypmpoBaHua
ip http server BknoueHne ¢yHKumMm HTTP B rnaBHOM KOMMYTAaTOpPE M KOMMYyTaTopax -

yneHax.

MpumeyaHune: Heobxoammo ybeautbca, 4To HTTP yHKUMA aKTUBHA B
KOMMYyTaToOpax-4sieHax, KOrza rnaBHbI KOMMYTATOpP NnoceLaeT
KOMMYTaTOp-4/ieH yepes web.

7. YnpaBneHue KNacTepHo CeTbio Yepes snmp
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KomaHpga

MosicHeHue

snmp-server enable

Pexxum rnobanbHoro KoHpurypuposaHus

BkntoueHne ¢yHkumn SNMP cepsepa B [/1aBHOM KOMMYyTaTope U
KOMMYyTaTOpax-4/ieHax.

MpumeyaHue: HeobxogMmo ybeaunTbes, yto pyHKumAa SNMP cepsepa
aKTMBHA B KOMMYTATOpax-YaeHax, Koraa rn1aBHbIi KOMMyTaToOp noceliaet
nx yepe3 SNMP. rnaBHbIi KOMMYTaTOP NoCeLaeT KOMMYTaToOp-
Y/IEH Yepe3 HACTPOMKM KOMMaHAHOWM CTPOKM <commander-
community>@sw<member id>

3.3Mpumepbl aaMUHUCTPUPOBAHUA KNacTepa

CueHapwii:

NUmeeTca yveTbipe kommyTatopa SW1-SW4, cpegu Hux SW1 asnaetcAa rnaBHbIM KOMMYTaTOpoOM, a
apyrne KommyTtatopamu-dneHamm u SW2 n SW4 Hanpamyo MOAKAKYEHbI € rnaBHbiM, SW3
NOAKAKYAETCA K KOMMmyTaTopy Yyepes SW2.

\/

Mpoueaypa HacTpoiiKu:

W4

Mpumep Knactepa

1.HacTtpoiKa rnaBHOro KommyTaTtopa

Hactpoiikm SW1:

Switch (config) #cluster
Switch (config) #cluster
Switch (config) #cluster
Switch (config) #cluster

run
ip-pool 10.2.3.4
commander 5526

auto-add

2. Hactpoika KommyTaTopa-4/ieHa

Hactponkn SW2-SW4
Switch (config) #cluster

run
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3.4MNounck npobaem B aAMUHUCTPUPOBAHUM KNACTEPAMMU

Mpu BO3HUKHOBEHUM NPo6ieM B MPUMEHEHMM KNACTEPHOIO YNpaB/eHUs, NOXKaNyncTa, Npo-BepbTe
cneaytoumMe HaCTPOMKK:

MpoBepbTe, UYTO [/1aBHbIA KOMMYTATOP HACTPOEH MNpaBWAbHO W BKAOYEHa yHKUuA
aBTomMaTmnyeckoro gobasneHna. [NaBHbIM KOMMYTATOP M KOMMYTATOPbl Y/1eHbl OTHOCATCA K
KnactepHoi VLAN.

MNMocne HasHayeHus KnactepHo VLAN B r/1aBHOM KOMMYTaToOpe He BK/KYAUTE MPOTOKO/bI
mapuwpytmnsauum (RIP, OSPF, BGP) B atoin VLAN cetu ansa Toro, 4tobbl npeaoTsBpaTuTb
obpasoBaHMe NeTeNb MapLLPYTU3aLUN.

MpoBepbTe, €cTb AU CBA3b MEXKAY rMaBHbIM KOMMYTAaTOPOM U KOMMYTAaTOpPaMMU-YNeHamu,
NpPaBUIbHO NM OHA HacTpoeHa. HeobxoaMmo NPoOBEPUTbL MOTYT M TNaBHbIM KOMMYTaTOp U
KOMMYTATOpPbI-YNEHbI nony4aTb 7 obpabatbiBaThb nakeTbl, CBA3aHHbIE c

AOMUHNCTPUPOBAaHUEM KNacCTepa.
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4 KOHOUTYPUPOBAHMUE MNMOPTOB

4.1BBepgeHue

B KommyTaTope cywecTBytoT KabesibHble U Kombo nopTbl. Komb60o NopT MoXKeT 6bITb CKOHPUTYPUPOBAH

Kak 1000GX-TX nopT, Tak 1 Kak onTudeckuii SFP Gigabit nopr.

Ecnn nonb3oBaTenib xo4eT CKOHOUIYpUpPOBaTb CETEBOM NOPT, OH MOXKET BBECTU KoMmaHay “interface
ethernet <interface-list>” pgna BxoZa B COOTBETCTBYHOLWMA peXUM KoHurypaumm nopra,

<interface-list> cogepXuT oanH nUnmM Heckonbko nopTtoB. Ecan <interface-list> cogepUT HECKONbKO
nopToB, HOMEpPa NOPTOB PA3AENATCA CNeunanbHbIMM CUMBOAMU «,» U «-», TAE «,» UCNO/b3yeTcA
ONA NepeyncaeHns NopTos, a «-» - ANA YKa3aHUA AManasoHa HOMepPOoB NOPTOB. MON0KUM, onepaums
[OMKHA 6bITb BbINONHEHA Hag, nopTamu 2,3,4,5. Toraa KomaHpa byaet sbirnagetb Tak “interface
ethernet 1/2-5”. B pexume KOHPUrypauum nopta MONKHO M3MEHATb CKOPOCTb, PEXUM AynaeKca u
HacTpauBaTb ynpasneHwe TpadpdUKOM, NpuU STOM JaHHble M3MeHeHUA TpebylT COOTBETCTBYHOLLUX

M3MEHEHWIN Ha OTBETHbIX CETEBbIX nopTax.

4.2CNUCOK KOMaHpA, ANA KOHPUTYPUPOBAHMUA NOPTOB

1. Bxog B peXum KoOHPUrypauum nopta

2. KoHpurypaums napameTpoB ceTeBoro nopra

(1) KoHdurypauma pexkmuma combo ans combo noptos

(2) BKNtounTb/BbIKAOYMTL NOPTbI

(3) KoHdUrypauma umeHn nopta

(4) KoHdurypayma tTvna Kabens Ha nopTy

(5) KoHduUrypauma ckopoctu 1 gynaeKkca Ha nopTy

(6) KoHdUrypauma KOHTPOIA NONOCHI NPOMNYCKAaHUA

(7) KoHdurypauma ynpasneHus tpadpdukom

(8) BkntoueHuMe/BbikNOYEHNE PYHKLMM PACcNO3HABAHWA NETAN
(9) KoHdUrypauma KOHTPONA WMPOKOBELLLATE/IbHbIX LUITOPMOB Ha KOMMyTaTope
(10) KoHdUrypaums pexkmma CKaHMPOBaHMA NopTa

(11) KoHdUrypauma KOHTPONA HapPYLLUEHUA CKOPOCTM Ha NOPTY

(12) KoHdurypauma nutepsana cbopa CTaTUCTUKM NO CKOPOCTM NopTa

3. BupTyasbHblli TecT Kabenn

1. Bxog B pexxum KoHurypauum Ethernet nopra

KomaHpa OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHUs

Q
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interface ethernet <interface-list>

Bxoz B pexkum KoHdurypaumum Ethernet nopra.

2. KoHpUrypaums napameTpoB ceTeBoro nopTa

KomaHpga

OnucaHue

Pexxum nopra

media-type {copper | copper-preferred-
auto | fiber | sfp-preferred-auto}

shutdown

no shutdown

description <string>

no description

mdi { auto | across | normal }

no mdi

speed-duplex {auto [10 [100 [1000]] [auto |
full | half |]] | forcel0-half | forcel0-full |
force100-half | forcel00-full | forcel00-fx
[module-type {auto-detected | no-phy-
integrated | phy-integrated}] | {{forcelg-
half | forcelg-full} [nonegotiate [master |
slave]]}| force1l0g-full}

no speed-duplex

negotiation {on | off}

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

flow control

no flow control

YcTaHoBKa pexkuma combo nopra ( To/bKo ana
combo).

BKJ'IIOLIEHVIG/BbIK}'II'O‘-IeHVIe YKa3aHHOro nopta.

HasHayeHne nam oTmeHa nmeHu nopra.

YcTaHOBKa TMNa Kabena Ans yKasaHHOro nopra. JTa
KOMaHZa He noageprkmMBaeTca Ha combo 1 onTuyeckux
nopTax KOMMyTaTopa.

YCTaHOBKA CKOPOCTM W AynJekca Ha nopty Ans
100/1000Base-TX nnm 100Base-FX ports. C
onepatopom NO pgaHHaa KOMaHAa BOCCTaHaB/MBAET
napameTpbl nNopTta MO YMOJYaHWUIO, TO ecTb
[OrOBOPHYIO CKOpOCTb 7 aBTOMaTUYECKoe
onpeaeneHue aynaekca.

BkntoueHune/BbikNtOYEHME PYHKLMM aBTOMATUUYECKOTO
onpegenenna napametpos gna 1000Base-FX.

YCTaHOBKAa  MAM  OTMEHA  3HayeHus  NOJOChl
NpPOnycKaHus, MCNoNb3yemon ana
Bxogsuiero/ucxoaauiero TpaduKa ANA  yKasaHHbIX
NnopToB.

BkntoueHune/BbIKNOYEHME bYHKUMK KOHTpONA

TpadduKa AN1A yKa3aHHbIX MOPTOB.
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loopback

no loopback

storm-control {unicast |
multicast} <Kbits>

Switchport flood-control

bcast| mcast|ucast }

no switchport flood-control

bcast| mcast|ucast }

port-scan-mode {interrupt | poll}

no port-scan-mode

rate-violation <200-2000000> [recovery <0-

86400>|]

no rate-violation

broadcast

BkntoueHune/BbikNtoYeHMe  GYHKUMM  NeTaM  gns
YKa3aHHbIX NOPTOB.
BkntoyeHMe  GYHKUMM  KOHTPOANS  LWITOPMOB AN

LWMPOKOBELLLATE/IbHBIX,  MHOrOMO/Ib30BaTE/IbCKUX U
MepcoHaNbHbIX MaKeTOB C HEeW3BECTHbIM afpecom
Ha3HayeHuA (KOPOTKUX O/1A LUMPOKOBELLATENIbHOrO) U
YCTaHOBKa AOMYCTUMOrO YMCNA LUMPOKOBELLATENbHbIX
naketos; ¢opmat NO AaHHOM KOMaHAbl OTKAOYaeT
bYHKLMIO KOHTPOAA LWMPOKOBELLATENbHbIX LUTOPMOB.

KoHpurypuposaHume KommyTaTopa He nepeaasaTb
LWUMPOKOBELWATENbHbIE, MHOrOMO/Nb30BaTe/IbCKME U
NMepCcoHasibHble MaKeTbl B YKa3aHHbIM MOPT, KOMaHA4a
NO OTKAOYAET AaHHY0 GYHKLUMIO.

KoHdurypauma pekmma CKaHMpPOBaHMA MopTa KakK
npepbiBaloWero wan HenpepbiBHoro. KomaHga NO
BOB3paLLaeT 3HauYeHMe GpYHKLMM N0 YMOAYAHUIO.

YCTaHaB/IMBaeT MAKCMMaA/bHYO CKOPOCTb Npuema
NakeToB Ha NOpPTy. Ecan CKOPOCTb MPUHATMA NAKETOB
NpeBbIlaeT pa3peLleHHY0, KOMaHA4a BbIK/IOYAET 3TOT
NopT U KOHPUTYpUpyeT BpeMs BOCCTaHOBAEHUA NOPTA
(mo ymonuanuio 300c). KomaHga NO oTkAo4aer

YCTQHOBKY.
06wmii pexkum
port-rate-statistics interval [<interval - | KoHdurypauua wuHTEpBana cbopa CTAaTUCTUKM MO
value>] CKOpOCTW.
3. BupTyanbHbIit TeCcT Kabens

KomaHgaa OnucaHue

PexXum KoHdUrypauum nopta

virtual-cable-test interface ethernet

TecT BUpTYyanbHOro kabena Ha nopTe.
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4.3Mpumepbl KOHPUrypaumm nopra

Switch 1

A
\

1/7

1/12

A
\

Switch 3

1/9

h 2

1/8

Mpumep KOHOUTYpaumm nopTa

VLAN He cKoHUrypupoBaHbl Ha KommyTaTope. Mo ymonyaHuio ncnonbsyerca VLANL.

Kommytatop Mopt CsoiicTBa
Switchl 1/7 Jlnmut Bxoasulen nonocol: 50 M
Switch2 1/8 3epKanmMpoBaHHbIA NOPT UCTOYHMKA
1/9 100Mbps full, 3epKkanmMpoBaHHbIN NOPT UCTOYHMKA
1/10 1000Mbps full, 3€PKa/IMPOBAHHbIM nopt
Ha3HayeHwuA
Switch3 1/12 100Mbps full

KoHdurypauma npuseneHa HUKe:

Switchl:

Switchl (config) #interface ethernet 1/7

Switchl (Config-If-Ethernetl/7) #bandwidth control 50000 both

Switch2:

Switch2 (config) #interface ethernet 1/9
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EETTITT
! S

Switch2 (Config-If-Ethernetl/9) #speed-duplex forcel00-full

Switch2 (Config-If-Ethernetl/9) #exit

Switch2 (config) #interface ethernet 1/10

Switch2 (Config-If-Ethernetl/10) #speed-duplex forcelg-full

Switch2 (Config-If-Ethernetl/10) #exit

Switch2 (config) #monitor session 1 source interface ethernetl/8;1/9
Switch2 (config) #monitor session 1 destination interface ethernet 1/10
Switch3:

Switch3 (config) #interface ethernet 1/12

Switch3 (Config-If-Ethernetl/12) #speed-duplex forcel00-full

Switch3 (Config-If-Ethernetl/12) #exit

4.4YcTpaHeHue HencnpaBHOCTEM Ha NOPTY

3pecb NPUBOAMUTCA HECKONBKO CUTYyaUMI, YacTO BCTPEYAOLLMXCA NPU KOHOUTYypaLunmn nopTa u
npeanaratoTca UxX pelleHmna:

° ABa COeAMHEHHbIX ONTUYECKMX UHTepdelica He NoAHUMAIOTCA ecn 0AMH UHTepdelic HacTpoeH
Ha aBToOMNpeAeneHne, a Ha BTOPOM KECTKO YCTaHOBAEHbl CKOPOCTb M Aynaekc. ITo onpegensetcs
cTaHgapTtom IEEE 802.3.

° He pekomeHayeTca cregyowana KoHOUIypaumsa: BKAOYEHME KOHTpoas TpaduKa w
OAHOBPEMEHHO YCTAHOB/AEHME NMMWUTA ANA MHOFOMONAb30BaTE/NIbCKMX MAKETOB Ha TOM Ke MNOpPTY;
YCTAaHOBKa OAHOBPEMEHHO KOHTPO/A 3a LWMPOKOBELWaTeIbHbIMW, MHOTOMNO/b30BATENbCKUMU U
NepcoHanbHbIMW MaKeTaMW C HEU3BECTHbIM Ha3HAYeHWEeM M OrpaHMYeHMA noJsiocbl Ha nopty. Ecam
TakKMe KOMOWHAUMW YCTaHOBJIEHbI, MPOMYCKHAs CMOCOOHOCTb MOPTa MOMKET OKas3aTbCA MeHbLe

OXKUAaeMon.
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5 KOHPUTYPALUA PYHKUUUN U30N1ALUN NOPTOB

5.1BeegeHue B yHKLMUIO N301ALUMN NOPTOB

N3onauma nopTtoB — 3TO HE3aBUCMMAA MNOPTO-OPUEHTUPOBAHHAA YHKUMA, paboTatowasa mexay
nopTamu, KOTopaa M30MPYeT NOTOKM Pa3INYHbIX NOPTOB ApYyr OT Apyra. C NnoMoLbo 3TOM GYHKLMK
Nno/sib30BaTe/lb MOXET u3oaupoBaTb nopTbl B npegenax VLAN gna coxpaHeHua pecypcos VLAN u
YyCUNEHUA CEKPETHOCTU ceTu. [locne Toro, Kak ata GyHKumua byaet CKoHPUrypmposaHa, NopTbl B rpynne
M30/IMPOBaHHbIX NOPTOB OyAyT M30/MPOBaHbl APYr OT ApYyra, B TO BPEMS KaK MOPTbl U3 PA3INYHbIX
rpynn M30NAUMW UAU HEU30AMPOBAHHbLIX MOFYT MepecbinaTtbh AaHHble Apyr Apyry COBepLleHHO
HOpManbHO. Ha KommyTaTope mMmoxeT bbITb CKOHOUTYpMpoBaHO He 6bonee 16 rpynn M3onALMM NOPTOB.

5.2CNUCOK KOMaHA aNA KOHGUrypauum M3onauum nopTos

1. Co3gaTtb rpynny M3onMpoBaHHbIX NOPTOB
2. Job6asuTb Ethernet nopTbl B rpynny

3. OT06pa3snTb KOHOUIypaLMIo rpynnbl U30AALUM MOPTOB

1. Co3gaTtb rpynny M3onmpoBaHHbIX NOPTOB

KomaHpa OnucaHue

Pexxum rnob6anbHoro KoHpurypuposaHus

isolate-port group <WORD> Cospgaetr rpynny wu30AMpoOBaHHbIX noptoB. C
onepatopom NO 3Tta KOMaHAa yaanaeT rpynny
N30N1MPOBAHHbIX MOPTOB.

no isolate-port group <WORD>

2. lo6asuTb Ethernet nopTbl B rpynny

KomaHpa OnucaHue

PexXum rnob6anbHOro KOHGUrypMupoBaHUsA

isolate-port group <WORD> switchport interface | [lobasnser oanH nNopT WAM Tpynny MOPTOB B
[ethernet | port-channel] <IFNAME> rpynny M30/MPOBAHHbIX MOPTOB, KOTOpble byayT
M30/IMPOBaHbl OT ApYrMXx MOPTOB B rpynne.
Onepatop NO ypanaer oAuH MOpPT uMAW rpynny
NOPTOB M3 rpynnbl N30MPOBAHHbIX NOPTOB.

no isolate-port group <WORD> switchport
interface [ethernet | port-channel] <IFNAME>
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3. OT06pa3nTb KOHPUTYpPaLMIO FPYMMbl U30NALUN NOPTOB

KomaHpaa

OnucaHue

Pexxum agmuHuUctTpatopa, Pexxum

rno6anbHOro KOHGUrypupoBaHUs

show isolate-port group [ <WORD> ]

MokasbiBaeT KoHbUrypauuo rpynn
N30/IMPOBAHHbIX nopToB., BKtOYas BCE
CKOHOUIrypMpoBaHHble Tpynnbl  M30AMPOBAHHbIX

noptos u Ethernet nopTbl B Kaxkgou rpynne.

5.3Tunosblie npumepbl GYHKLUU U30NALMU NOPTOB

Tunosble npumepbl GYHKLMM N301ALMU NOPTOB

Tononorua n KOHGUrypauus KOMMyTaTOPOB NOKa3aHa Ha puUcyHKe Bbiwe. MNopTtbl e1/1, e1/10 n e1/15
Bce npuHaanexat K VLAN 100. TpeboBaHMe 3aKnto4aeTca B TOM, YTODObl nocsie BKAYEHUS QYHKLUN
M30/1AUMK NOPTOB Ha KommyTtatope switchl noptbl €1l/1 1 el/10 Ha 3TOM KOMMYTaToOpe He MOrAu
CBA3bIBATLCA APYr C APYrom M ob6a Moram cBA3bIBaTbCA ¢ NopTom el/15, cmoTpAwmMm B ceTb. TO ecTb
CBA3M MeXKAy NobbIMM MapaMn HU3MEXKALLMX NOPTOB HET, U B TO e BPemA CBA3b MeXay Ntobbim
HM3/IEXKaLWMM MOPTOM W BbiECTOAWMM paboTaeT. BblecToAWMIA NOPT MOXKeT paboTaTb ¢ N0Obim

NMOPTOM HOPMaNbHO.

KoHdurypauma Kommytatopa S1:

Switch (config)#isolate-port group test

Switch (config)#isolate-port group test switchport interface ethernet 1/1;1/10
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6 KOHOPUTYPALUA PYHKLUUUN PACNMO3HABAHUA NET/IU HA MOPTY

6.1BeBegeHue B yHKLMIO pacno3HABaHUA NeTAU

C pa3BuTMEM CETEBbIX YCTPOMCTB BCe Boblle M 6OMbLIE NONb30BAaTENEN NOAKAOYAOTCA K CETU Yepes
Ethernet-kommyTtaTopbl. B MNPOMbIWIEHHbIX CETAX MO/Ab30BaTeNM MOAYYalOT AOCTyn 4epes
KOMMYTaToOpbl 2-r0 YPOBHS, 4YTO NpPeabsAB/AeT CTporne TpebOoBaHMA K B3aMMOAENCTBUIO MEXKAy
YCTPOMCTBAMW KaK BHELIHel, Tak U BHyTpeHHel ceTn. Korga TpebyetcAa B3aMmogencrsMe Ha 2-m
YPOBHe, coobuieHne A0/KHO OTNPaBAATLCA TOYHO B cooTBeTcTBUM ¢ MAC agpecom A/1a KOPPEKTHOM
paboTbl mexay nonb3oBaTenaMU. YCTPOMCTBA BTOPOro ypoBHA 3anomuHatoT MAC agpeca, nsydas
gxogAawme MAC agpeca UCTOYHMKOB NAKETOB W NPWU MOCTYMNJEeHUU NaKeTa C HEM3BECTHbIM aapecom
WCTOYHMKA OHM 3anucbiBatoT ero MAC agpec B Tabavuy, 3aKpensias ero 3a NOPTOM, OTKYAad NpuLLen
3TOT nakeT. Takmm obpasom cneayrowmii naker ¢ gaHHbim MAC agpecom B KayecTBe nopTa
Ha3HayeHuA OyaeT OoTnpas/eH cpa3y Ha 3TOT NopT . To ecTb aapec cpasy PUKCMpyeTca Ha NopTy ANA
OTNpPaBKKU BCEX NAKETOB..

Korga naket ¢ MAC agpecom UCTOYHUKA, yXKe 3aNOMHEHHbIM KOMMYTaTOPOM, NPUXOAUT Yepes Apyrom
nopT, 3anucb B Tabamue MAC agpecoB M3MeHAETCA TaKMM 06pa3om, 4Tobbl nakeTbl ¢ gaHHbiM MAC
aApecom HanpasAA/MUCb Yepes HOBbIM NOPT. B pe3ynbTaTte, ecnm Ha y4acTKe Mexay ABYMA agpecatamu
cyliecTByeT Kakasa-nnmbo netns, sce MAC agpeca ns cetM BTOPOro yposHA byayT nepecbinatbca Ha TOT
nopt, rae cyuwectsyeT netna (obblvHo MAC appeca B 3TOM C/yvyae C BbICOKOM  4YacTOTOM
NepeKNoYaloTCA C O4HOro NOPTa HA APYroM), YTO Bbi3biBAaET Neperpysky u notepto pabotocnocobHocTH
cetu 2-ro yposHa. Bot nouemy HeobxoaMmo NpoBepATb HaMUMe NET/IM HA ceTeBblx NopTax. Koraa Ha
nopty onpegenaeTca netnsa, obHapyKuslwee ee YCTPOMCTBO AO/IKHO MNOCAATb MpeaynpexpeHue B
CUCTEMY YNpPaB/IEHUA CEeTbio, MO3BONAA CETEBOMY aAMUMHUCTPATOPY OOHAPYXKMUTb, NOKA/N30BaTb U
pewunTb Npobsiemy B CeTH.

MOCKO/IbKY CUCTEMA OOHAPYKEHUA NETE/Ib MOMKET aBTOMATUYECKM NPUHUMATb PELUeHUA O Hanuyum
NeTan B COeAMHEHUM U ee UCHE3HOBEHUN, YCTPOMUCTBA C GYHKLMAMM KOHTPOAA Ha NopTax (TakMx Kak
N30/1AUMA NOPTOB M KOHTPO/Ib 3a 3anomMHaHnem MAC aapecoB) MOryT 3HAYUTENbHO CHU3UTb HarpysKy
C CeTeBOro agMUHUCTPATOPA, a TaKXKe YMEHbLIWUTb BPeMs peakuum Ha npobnemy, MUHUMU3IMPYA
BO34€eMCTBUE NETIN HA CeTb.

6.2CnUCOK KOMaHA, ANA KOHPUrypmposaHua GyHKLUM pacno3HaBaHUA NeT/nN Ha
nopry

KoHdurypupoBaHme BpeMeHHOro MHTEpPBaAa pacno3HaBaHWUA NeTAu;

BkntoueHne pyHKUMMN pacno3HaBaHMA NETAU;

KoHpurypuposaHue pexknuma nopta npu pacno3HaBaHMKU NETNN;

BbiBOA, OTNaA04HOM MHPOPMALIMKM MO PACcCNO3HABAHUIO NETNN;

v A W N

KoHdurypupoBaHue peskmMma BOCCTaHOB/IEHMSA NPW Pacno3HaBaHMM NeTau
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1. KoHpurypmpoBaHue BpeEMEHHOTO MHTEPBaNa pacno3HaBaHUA NETAn

KomaHpga OnucaHue

PexXum rnob6anbHOro KOHGUrypMpoBaHUA

loopback-detection interval-time </loopback> | KoHdurypuposaHne BpemeHHOro
<no-loopback> pacno3HaBaHMA NeTamn

no loopback-detection interval-time

WHTEpBana

2. BkntoyeHune GyHKLMKM pacno3HaABAHUA NETAN

KomaHpga OnucaHue

PeXXum KoHPUrypupoBaHUa nopra

loopback-detection specified-vlan <vlan-list> BkntoyeHune n BbIK/IlOYEHWNE

no loopback-detection specified-vlan <vlan-list> | P3CcMo3HaBaHnA netim

dYHKUMM

3. KoHdUrypumpoBaHue pexkmma nopTta Npu pacnosHaBaHUMU NeTIn

KomaHpga OnucaHue

PeXXxum KoHPUrypupoBaHus nopra

loopback-detection control {shutdown |block| BKntoyeHWe W BbIKAOYEHME onpeaeneHHOro
learning} peXunma nopra Npu pacrno3HaBaHUK NETN.

no loopback-detection control

4. BbiBoA, 0TN1aA04HON MHGOPMALIMM MO pacno3HaBaHWUIO NeTn

KomaHpga OnucaHue

Pexxum agmuHucTpartopa

debug loopback-detection BbiBOA, OTN1aA04YHOM nHpopmaumm no

no debug loopback-detection

0TNaf04YHOM MHPOPMaL MW,

pacnosHaBaHuto netam. C onepatopom NO
OaHHaA KOmaHAa npekpawgaet

BbIBOA,
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B raerig

show loopback-detection [interface <interface- lMoKa3biBaeT cTaTyC U pe3y/bTaTbl pacno3HaBaHMA
list>] NeTNn Ha BCex NopTax, eciv APYrux napameTpos
He BBOAWUTCA; B MPOTUBHOM C/ly4ae NOKasblBaeTcA
CTaTyCc M pe3ynbTaT pacnosHaBaHUA NeTan Ans
KOHKPETHbIX NOPTOB

5. KoHpUrypmpoBaHue pexkmma BOCCTaHOB/IEHWUA MPU Pacno3HaBaHUN NeTAn

KomaHpga OnucaHue

06w pexxmum

loopback-detection control-recovery timeout <0- | KoHburypupoBaHne perknma BOCCTAHOBAEHUSA
3600> npu pacno3HaBaHUKU NeTaun

(aBTOMaTM‘-IECKOG BOCCTAaHOB/NIEHNE NN HeT) nnn
BpemeHn BOCCTaHOB/1EHUA.

6.3Mpumepbl GyHKLUM pacno3HABAHUA NETIN Ha NOPTY

N~

TUNUYHBIK NpUMep NOAKNOYEHMUA

B npuBeaeHHOM HUMXKE KOHPUIrypaLmMmn, KOMMYTaTop onpeaenseT CylwecTBOBaHME NeTAn B TONOAOIrMU
cetn. MNocne BKAOYEHMA GYHKLUMW Pacno3HaBaHMA NETAN HA MOPTY, CMOTPSALLEM BO BHELLHIOW CETb,
KoMmmyTaTop 6yaeT yBeAOMNATb NOACOEAMHEHHYHO CeTb O CYLLEeCTBOBaHMM MET/IM U KOHTPOAMPOBATb
NopT KOMMYTaTOpa A/1A obecneyeHns HOPMaJibHOM pPaboTbl AaHHOM ceTu.

MNMocnepoBaTeibHOCTb KOHOUIypaLMKM KOMMYTATOPa:

Switch (config) #loopback-detection interval-time 35 15

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1l) #loopback-detection special-vlan 1-3

Switch (Config-If-Ethernetl/1) #loopback-detection control block

Echu Bb|6paH MmeTo/ 6I'IOKVIpOBKVI npun onpeaeneHnnn netnn, AOOoNXKeH 6bITb r106a1bHO BKJIOYEH

npotokon MSTP Ha Bcel ceTu, a TaKXKe A0MKHbl ObiTb CKOHOUIYPUPOBaHbI COOTBETCTBYIOLLNE CBA3M
MeXay NPOTOKO0M cBA3ytowero gepesa n VLAN.
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Switch (config) #spanning-tree

Switch (config) #spanning-tree mst configuration
Switch (Config-Mstp-Region) #instance 1 vlan 1
Switch (Config-Mstp-Region) #instance 2 vlan 2
Switch (Config-Mstp-Region) #

6.4PeweHue npobnem c pyHKUMel pacno3HaBaHUA NETIN Ha NOPTY

®yHKUMA pacno3HaBaHUA NETNIM Ha NOPTY BbIKAOYEHA NO YMONYAHUIO U A0MKHA BbITb BKAOYEHa NpU
HeobxoaMMOCTH.
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7 KOHOUTYPALIUA PYHKLUUUN ULDP

7.106wan nupopmauusa o ULDP

OpHOHaNpaBAEHHbIN IMHK — 3TO pacnpocTpaHeHHasa npobnema B CeTU, 0COBEHHO ANA ONTUYECKUX
coeanHeHunin. Mog oAHOHaNpPaBAEHHbIM COeAMHEHWEM MOHMMAaEeTCcAa CUTyauus, Korga OAMH MopT
COeAANHEHUNS MOXET MPUHMMATb COOOLLEHMA OT APYroro Mopta, a TOT He MOMKEeT MNo/yyaTb UX OT
nepsoro. Ecnu ¢usmyecknii ypoBeHb coeguHeHMAa ecTb U paboTaeT HOpmanbHO, Npobnema cBA3U
MeXay YCTpoicTBamMM He MOXeT ObiTb obHapyrKeHa. KaK MokKasaHO Ha pucyHKke, npobaema
ONTUYECKOro COeAMHEHUA He MOXKeT ObiTb ObHapy)KeHa nocpencTBOM MeXaHM3MOB (GM3MYECKOro
YPOBHA, TaKMX KaK aBTOMaTUYECKOe COr/lacoBaHMe NapaMeTpoB.

Switch A

Switch B

MepeKkpecTHOe oNTMYeCcKoe coegnHeHne

Switch A

Switch B
g1/0/2

gl/o1

A
\

91/0
Switch C

OAMH 13 KOHL0B KaXA0ro ONTUYECKOro coegMHeHMA He NOAKAOYEH

Takon BMA Npobaem 4acTo BO3HWKAET B CUMTyauuu, Korga unu uHtepodeiric uam GBIC ( Giga Bitrate
interface Converter — KoHBepTep MHTepdenca co ckopocTbio 1Gb ) umeroT NnporpammHblie Npobsiemsl, B
3Tom cnydyae obopygoBaHMe — CTAaHOBMTCA  HeAOCTYMHbIM — MAM  paboTaeT HenpasBUAbHO.
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OAaHoHanpaBAeHHOE COeAMHEHME MOXKET BbI3blBaTb LNyt cepuio Npobnem, Takux Kak 3aLMKANBaHNE
CBA3YIOLLErO AEepEeBa UM LUMPOKOBeLLaTebHbIM WTopMmam.(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTtokon o6Hapy)KeHuA OfHOHANPaBAEHHbIX
COEANHEHWNN) MOXKEeT MNOMOYb OOHapPYXKUTb HEUCNPaBHOCTb, KOTOPaA BO3HMKAeT B CUTyaUMUAX,
nepeyncneHHbiX Bbile. B KOMMyTaTope, NOAKNIOYEHHOM Yepe3 ONTUYECKYyt Man megHyt Ethernet
NMHUO (TaKylo Kak BUTaA napa naTtok Kateropuu), ULDP MOXKET MOHWMTOPUTbL CTAaTyC PU3NYECKUX
coeAuHeHWn. B cnyvae, ecnnm obOHaApy)KeHO OAHOHANpaBJEHHOE COeAMHEHME, OH MOoCbliaeT
npeaynpexaeHne nosib3oBaTeNsiM WU MOMKET BbIK/JOYMTb MOPT aBTOMATUYECKWU, WUAM BPYYHYHO, B
3aBMCMMOCTM OT KOHOUTYpaL MK Nob30BaTENA.

®dyHKuna ULDP B KommyTaTope pacrno3HaeT yAasieHHble YCTPOMCTBA WM MPOBEPSET KOPPEKTHOCTb
COeANHEHWN, NCMONb3YA NHTEPAKTUBHYIO cucTemy cobcTBeHHbIX coobueHnin. Korga ULDP BKkAtoyeH Ha
nopTy, MexaHW3m onpeaeneHus cTaTyca nopTa 3anycKaeTca, YTO No4pa3ymeBaeT NOCbIIKY COObLWweHn
pas/MYHOro BMAQ, KOTOpPble MNOCLINAIOTCA Pas3UUYHbIMKU NOANPOrpamMmmamMun 3TOF0 MexaHusma ans
NPOBEPKMU CTaTyca coeauHeHul nytem obmeHa MHPopmaumen ¢ yaaneHHbiMu yctponcteamu. ULDP
MOEeT AWMHAMUYECKM OnpenenAaTb WUHTEPBAs, C KOTOPbIM yAaneHHOe YCTPOWCTBO MOCbIIAeT CBOM
yBeAOMNEHUA U NOACTPaMBaEeT B COOTBETCTBUN C HUM CBOM JIOKaNbHbIN MHTepBan. Kpome Toro, ULDP
obecneuymBaeT MexaHU3M pectapTa, ecan nopT 6bin 3ab6noknposaH ULDP, TakKe coegmHeHne moXKeT
6bITb MPOBEPEHO elle pa3 nocae pectapta. BpemeHHOM MHTEpPBaAN NOCLIIKM yBEAOMIEHWUA U pecTapTa
nopta B ULDP Mo)KeT KOHPUrypnpoBaTbCca MNosib3oBaTensimu, Takum obpasom ULDP moxkeT bbicTpee
pearnpoBatb Ha nNpobaemMbl COEAMHEHWM B PA3/IMYHOM CETEBOM OKpPYXKeHWU. [lokasatenem
npaBuabHON paboTbl ULDP aBnsetca paboTta coeAnHEHUA B AYNNEKCHOM PEXWMME, 3TO 3HAYMUT, YTo
ULDP BKntoYeH Ha 0b60OMX KOHLAX COeAMHEHMA U WUCMONb3yeT OAMHAKOBbLIM METOoA aBTOpM3auuun U
napoeb.

7.2CnUcoK KomaHa, ana KoHpurypuposaHua ULDP

1. BKntoueHune ¢pyHKummn ULDP Ha KommyTaTope;

. BkntoueHune ¢pyHkumn ULDP Ha nopTty;

. KoHburypaumsa arpeccMBHOro pexkmMma Ha KOMMyTaTope;

. KoHourypauma arpeccMBHOro pexkmma Ha nopTy;

. KoHpurypauma metoaa BbIKNHOYEHWA OAHOHAMNPABEHHOTO COeANHEHUS;
. KoHourypaums nHtepsana ysegomnenuit (Hello messages);

. KoHpurypauma nHtepsana BocctaHoBNEHMUS;

. PectapT nopra, BbikAoYeHHOro dyHKumein ULDP;

O 00 N O U ~ W N

. leMoHcTpaumoHHasa 1 oThagodHas nHbopmaums dyHKkumm ULDP;

1. BkntoueHne dpyHKummn ULDP Ha KommyTaTope

KomaHpa OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus
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uldp enable BKkntoueHmne nnum BbikatoveHne pyHKummn ULDP Ha

uldp disable KOMMYTATOPE.

2. BKntoyeHue ¢pyHKumnm ULDP Ha nopTy

KomaHpga OnucaHue

PeXXxum KoHpUrypuposaHua nopra

uldp enable BkntoueHune nnm BbiknoyeHmne dyHkumm ULDP Ha

uldp disable nopr.

3. KoHpUrypaums arpeccnBHoOro pexxmma Ha KommyTaTope

KomaHpga OnucaHue

PexXum rnobanbHOro KOHGUrypMpoBaHUsA

uldp aggressive-mode YcTaHaBAMBaeT pexum paboTbl GyHKUMM Ha
no uldp aggressive-mode KOMMYyTaTOpE.
4. KoHourypauma arpeccMBHOIO pexkmMma Ha nopTy

KomaHza OnucaHue

PeXXum KoHGUrypupoBaHUs nopra

uldp aggressive-mode YcTaHaBAMBaeT pexXum paboTtbl GyHKUMW  Ha
no uldp aggressive-mode nopry.
5. KoHpurypaums metona BbIKAOYEHUA O4HOHANPABNEHHOrO COeAMHEHNA

KomaHpga OnuncaHune

Pexxum rnobanbHoro KoHpurypuposaHus

uldp manual-shutdown KoHdurypupyet MeToA, BbIKNOYEHUA
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no uldp manual-shutdown O/IHOHaMpPaB/IEHHOrO COeAMHEHUA.

6. KoHdurypauma nHtepsana ysegomnerHnin (Hello messages)

KomaHpaa OnucaHue

Pexxum rnobanbHOro KOHGpUrypmposaHma

uldp hello-interval <integer> KoHdurypauua mnHTepBana ysegomnenuin (Hello
messages), AuanasoH or 5 g0 100 cekyHA.

no uldp hello-interval
3Ha4eHue no ymonyaHuto - 10 cek.

7. KoHdurypauma nHtepsana BOCCTaHOBAEHUA

KomaHga OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

uldp recovery-time <integer> KoHburypupyer uHTEpBan BOCCTAHOBWUTE/IbHOIO
pectapta. [wnanaszoH oT 30 go 86400 ceKyHA,.

no uldp recovery-time <integer>
3HayeHue nNo ymonyaHuto — 0 ceKyHa.

8. PectapT noprta, BblkAtoYeHHOro ¢pyHKumein ULDP

KomaHpa OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUA UAKN peXXUM KOHPUrypupoBaHUa nopTa

uldp reset PectapTyer BCce nopTbl B perkume rnobasbHOro
KOHOUIyprpoBaHUA. PecTapTyeT KOHKPETHbIM nopT
B peXnme KOHPUrypmposaHua nopTa.

9. [leMOHCTpaLMOHHaA 1 oTnago4Haa nHpopmaumna ¢yHKkumm ULDP

KomaHpa OnucaHue

PexXum apmuHucTpartopa

show uldp [interface ethernet IFNAME] MNoKasbiBaeT uMHPopmaumto no  ULDP. [ns
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debug uldp fsm interface ethernet </IFname>
no debug uldp fsm interface ethernet
<IFname>

debug uldp error
no debug uldp error

debug uldp event
no debug uldp event

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

debug uldp {hello|probe|echo| unidir|all}
[receive|send] interface ethernet </IFname>

no debug uldp {hello|probe|echo| unidir|all}
[receive|send] interface ethernet </IFname>

oTobparkeHun obwen ULDP nHpopmaumm
napameTpoB HeT. [pn 3a4aHNUM KOHKPETHOro nopTa
BbIBOAUTCA 06Wan nHbopmaumna n MHbopmaums o
cocegAx no JaHHOMY NopTy.

BKAtOYEHME UK BbIKNHOYEHWE BbIBOAA OT/Ia404HOM
nHpopmaLmm nNo onpegeneHHomy nopTy.

BkAtoyeHMe  WAM  BbIKAOYEHWE — OTNALO4YHOM
nHbopmaumm 06 owmnbkax
BKkAtoyeHMe  WAM  BbIKAKOYEHWE  OTNAL04YHOM

nHpopmaLmmn o cobbITUAX

BKAtoYeHMe UK BbIKAOYEHWE BbIBOAA OTNAA04HHOM
MHbOpPMaLMKM NO TUNY CO0bLLEeHUI

BKntoueHMe WM BbIKAKOYEHUE BbiBOAA AETa/IbHOM
nHpopmaumm ob onpeaeneHHOM TUME COOBLLEHUN,
KOTOpble MOTYT MOCLINATLCA MAW NPUHMMATBCA Ha
onpeaeseHHoOM Nopry.
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7.3Tunosbie npumepbl PyHKuun ULDP

Switch A

OnTuyecKoe nepekpecTHoOe coeanHeHue

B ceTeBoii TONOAOIrMM Ha puUcyHKe nopTbl g1/1 n g1/2 Ha KommyTaTope A, a TaK e noptbl g1/3 1 g1/04
Ha KommyTaTope B — onTuueckue. U coeanHeHne MMeeT NepeKkpecTHbl TUM. OU3NYECKUI YPOBEHb
BK/IOYEH M paboTaeT HOPMaNbHO, HO COEAMHEHME Ha YPOBHE AaHHbIX HepabotocnocobHo. ULDP
MOMEeT onpesennTb U 3ab/10KMPOBaTb TaKoM TUMN OWMOKN Ha coeanHeHUU. KoHeYHbIM pesynbTaTom
6yaeT 1o, uto nopTbl g1/1 1 g1/2 Ha KommyTaTope A, a TaK e noptbl g1/3 1 g1/04 Ha KommyTaTope B
6yayT 3abnoKknposaHbl pyHKUMen ULDP. MopTbl cmoryT paboTtatb (He 6yayT 3ab/10KMPOBaHbl) TOJIbKO
ecnu coegnHeHne byaeT KOPPEKTHbIM.

MocnepoBatenbHOCTb KOHGUrypauun Kommyraropa A:
SwitchA (config) #uldp enable

SwitchA (config) #interface ethernet 1/1
SwitchA (Config-If-Ethernetl/1)#uldp enable
SwitchA (Config-If-Ethernetl/1l)#exit

SwitchA (config) #interface ethernetl/2

SwitchA (Config-If-Ethernetl/2) #uldp enable
MNocnepoBaTenbHOCTb KOHPUrypauum KommytaTopa B:
SwitchB (config) #uldp enable

SwitchB (config) #interface ethernetl/3

SwitchB (Config-If-Ethernetl/3) #uldp enable
SwitchB (Config-If-Ethernetl/3) #exit

SwitchB (config) #interface ethernetl/4

SwitchB=Config—If—Ethe£netl/4)#uldp enable
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B pe3synbrate noptbl g1/1 1 g1/2 Ha KommyTaTope A byayT 3abnoKknpoBaHbl GyHKUMen ULDP 1 Ha
ancnnee TepmuHana PC1 nosasutca cneaytowan nHpopmaumsa.

%O0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/l need to
be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/1 shut down!

%0ct 29 11:09:50 2007 A unidirectional 1link is detected! Port Ethernetl/2 need to
be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/2 shutted down!

MopTbl g1/3 n gl/4 Ha kommyTaTope B 6yayt 3abnokuposaHbl ¢yHKumen ULDP u Ha aucnnee
TepmuHana PC2 nossutca cneaytowan MHbopmaums.

%0ct 29 11:09:50 2007 A unidirectional 1link is detected! Port Ethernetl/3 need to
be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/3 shutted down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/4 need to
be shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/4 shutted down!

7.4YcTtpaHeHue HenonaaokK ¢yHkumum ULDP
3ameyaHnsa No KOHGUrypaumu:

. Ona yesepeHHocTn, uto ULDP cmoxeT onpenenntb, 4YTO OAMH W3 OMTUYECKUX MOPTOB He
NOAKNIOYEH UM NOPTbl HEKOPPEKTHO COeAMHEHbI, MOPTbI A0MKHbI PaboTaTb B AYNAEKCHOM peXume u
MMEeTb OANHAKOBYIO CKOPOCTb.

. Echn mexaHM3m aBTOMATUYECKOro onpeaeneHus napameTpoB ONTUYECKUX MOPTOB, OAWMH U3
KOTOPbIX BK/IIOYEH HEKOPPEKTHO, onpesenuT pabouunii pexmm U ckopocTb, ULDP He cmoxeT
oTpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOFO ,BK/IOYEH OH WM HeT. B gaHHOM cuTyaumm nopt
NMOMEYAETCA KaK BbIK/OUYEHHbIN.

. [lnA yBEPEHHOCTN B TOM, YTO OTBETHbIN NOPT KOPPEKTHO CKOHOUTYPUPOBaAH U

OAHOHaMNpaB/IeHHOE COeAMHEHME CMOMKET OblTb KOPPEKTHO onpeaeneHo, Heobxoammo, yTobbl Ha
06ounx KoHuax coeamHeHna ULDP 6bin BKAOYEH M MCNONB30BACA O4MHAKOBbIN MEeToA, aBTOpPU3aLmn 1
naposb. B Hawem npumepe naponb ¢ 06enx CTOPOH He YCTaHOB/IEH.

. NHTepsan otnpasku hello coobueHnin moxKeT HbITb M3MeHeEH (3To 10 cekyHA NO YMOAYAHUIO U
Konebnetcsa ot 5 o 100 cekyHA), Tak 4To ULDP MmoryT 6bicTpee pearMpoBaTb Ha OWMOKKM NoagKAoYeHMA
JIMHUIA B PA3/IMYHBIX YCNOBUAX PaboTbl ceTh. Ho 3TOT MHTepBan fo/KeH BbiTb MeHbLue 1/3 oT BpemeHu
KoHBepreHuun STP. Ecnn nHTEpBan CANMWKOM ONMHHbBIN, NeTna STP 6yaet cpopmmpoBaHa 40 TOroO KakK
ULDP 0GHapyMT U OTKAKOYUT NOPT OAHOHaMPaBJEHHOro coeanHeHus. Ecnn uHTepBan canwwKom
KOPOTKWIA, ceTeBana Harpyska Ha NopT OyaeT yBe/AM4YeHa, YTO O03HA4YaeT CHUMKEHWE MPOMNYyCKHOM
cnocobHocTw.

ULDP He obpabatbiBaeT cobbitna LACP. OH obpabaTtbiBaeT Kaxaoe coeauHeHue rpynnbl  TRUNK
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(Hanpumep, port-channal, TRUNK nopTbl) He3aBUCUMO apyr oT apyra.

ULDP He paboTaeT C NOXOXMMM NPOTOKONAMWU APYrMX NpousBoAauUTenen. ITO O03Ha4yaeT, 4To
nosb3oBaTeIM He mMoryT ucnonb3osatb ULDP Ha ogHOM KoOHUe M Mcnonb3oBaTb ApyrMe nogobHble
NPOTOKO/bl Ha ApYyrom KOHLe coeiHeHus.
ULDP ¢pyHKUMS OTKAOYEHA MO YMOo4YaHuio. MNocne BratoveHns ¢yHKumm ULDP a perknume rnobanbHoro
KOHOUIYpMPOBaHUS MOXKHO BK/IKOUUTL BbIBOA, OT/Iaf04YHbIX co0b6LWeHMA. CylecTByeT HECKOJIbKO
KomaHg oTnagkm (DEBUG) ana BbiBoga OTAafo4HOW WMHGOpmauuu. Hanpumep, MHPopmaumio o
CcObbITUAX, COCTOSAHUMU, OLINBKAxX N cooblleHuax. PasnnyHbie TUNbl OTNAA04YHbIX COOOLIEHUA TaK»Ke
MOTYT ObITb BbIBEAEHbI B COOTBETCTBMW C PA3/IMYHbIMM 3HAYEHUAMMU NAaPaMETPOB.

. Taillmep BOCCTAHOB/IEHWUA MO YMO/IYAHMIO BbIK/IOYEH U MOXKET BbITb BKIOYEH TONLKO B C/y4ae,
Korga nonb3oBaTeNb 3343/ BpemMa BoccTaHoBeHUA (30-86400 cekyHA)

KomaHpa pectapTta M mexaHM3M nepesarpy3ky nopTa BO3LENCTBYIOT TO/IbKO Ha NOPT, KOTOPbLIA Obin
BbIKAOYEH PyHKLUMeN ULDP. MopTbl, BbIKAKOYEHHbIE BPYYHY!O,

NoNb30BaTENAMM UAN APYTUMU QYHKUMAMKM HEe MOTYT BbITb pecTapToBaHbl dyHKuUmein ULDP.
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8 HACTPOMKA ®YHKLUU LLDP

8.106wue cesegeHna o pyHKuum LLDP

MpoToKon nccnegoBaHusa coegmuHutTenbHoro yposHsa (Link Layer Discovery Protocol — LLDP) - 3To HOBbI
NPOTOKO/, ONUCaHHbIA B cneumdukaunm 802.1ab. OH no3BonseT cocegHUM YyCTPOMCTBAM MOCbINATb
yBEAOM/IEHMA O CBOEM CTaTyCce APYIrMM YCTPOMCTBAM M Ha BCEX MOpTax Nt0b0ro ycTpomcTBa COXpaHATb
uHpopmauymto o6 stom. Ecam HeobxogMmo, NOPTbl TaK Ke MOryT nocbinatb MHpopmauunwo o6
M3MEHEHUWN CTaTyca YCTPOMCTBAM, HEMNOCPEACTBEHHO NOAKAOYEHHbBIM K HUM. 3Ta MHbopmauua byaet
coxpaHeHa B cTaHAapTHbix MIB SNMP.Cuctema ynpaBieHMA CETbIO MOXET MNPOBEPATb COCTOAHME
COeZINHEHUNI BTOPOro YPOBHS No MHbopmauum u3 MIB. LLDP He KOHPUIypupyeT Uam KOHTpoaupyet
3/1eEMEHTbI CETU UM NOTOKM, OH TONIbKO OMUCbIBAaET KOHPUTIypaLumio BTOPOro ypoBHA. B cneundumkaymm
802.1ab Takke onucbiBaeTcA, KakK ucnonb3lyetca UHPopmauma, npegoctasnsemas LLDP  pgna
o6HapyKeHMA KOHGNMKTOB Ha BTOPOM ypoBHe. MHCTUTYT ctaHaapTm3aumm (IEEE) B HacToAwee Bpems
WCMOJIb3YET CYLLECTBYIOLLYIO PU3MYECKYIO TONONOTUIO, HTepdelicbl U Habopbl MIB IETF.

YnpouweHHo, LLDP — npoTokon obHapy:KeHus coceaHux ycTpoincts. OH onpeaenseTt CTaHAAPTHbIN
meTog, nossonawwmi Ethernet yctpoiictBam, TakMm, Kak KOMMYTaTOPbl, MapLIPYTU3ATOPbl U TOYKM
A0CTyNa yBeAOMATbL O CBOEM CYLLECTBOBAHMM APYrMe y3/bl CETU U COXPaHATb MHbopmaumio 0bo Bcex
cocegHUx ycTpoicteax. Kak cneacsue, aetanbHaa MHOOPMaUMA O KOHPUrypauum ycTpomctea U o
HalAeHHbIX coceaax MOXKeT 06bABAATLCA NOCPEACTBOM AAHHOIO NPOTOKOA.

B yactHoctu, LLDP onpegenser coctaB OCHOBHOro MHpOpMaLMOHHOIO 06bABAEHUs, nepedady
06BbABNEHMA N METO, COXpPaHeHMA fAaHHOM MHGopMaLumn. [na o6bABneHNA cobcTBEHHOM MHPOpPMaLLMK
YCTPOMCTBO MOXET NOCbINaTb HECKO/IbKO YacTen MHPOPMaALMOHHOro obbasaeHnsa B oaHom LAN nakete
AaHHbIX. Tvn nepegaun onpegenserca 3HadyeHnem nons TLV (Type Length value — 3HaueHne AnuHbI
TMna). Bce ycTpolictBa, noaaep:kusawolme LLDP, po0/mKHbI noagep:KnsaTb OMOBELWIEHMA O
naeHtuoumkatope (ID) yctpoiictBa U ngeHTUdMKaTOope NopTa, HO NpeanoaaraeTcs, YTo HONbLNHCTBO
YCTPOMCTB NOAAEP!KMBAIOT OMOBELLEHNA 06 MMEHW CUCTEMbI, €e OMUCaHUN U NPOU3BOAUTENIbHOCTHU
cuctembl. OnoseweHnA ¢ ONMCaHUEM CUCTEMbI M O MPOM3BOAUTENBHOCTU CUCTEMbI MOTYT TaKKe
cofepatb nonesHyto MHPopmaumio, Heobxoammyl ana cbopa MHGOPMALMM O MOTOKAx B CETMU.
OnuncaHMe cUcTeMbl MOMKET BKOYATb TaKMe aHHble Kak NoIHoe MMA 06bABASEMOro YCTPOMCTBA, TUN
YCTPOWCTBA, BEPCUA €ro ONepaLMoHHOM CUCTEMBI U TaK Aasee.

MpoTokon LLDP no3sonsetr ynpocTUTb MNOMCK Npobsiem B KOPNOPATUBHOM CeTU, paclMpuTb
BO3MOXHOCTU MHCTPYMEHTOB YNpPaB/NEHUA CETbIO NyTeM OnpeneneHus U XpaHeHWs TOYHOM CeTeBOW

CTPYKTYpbI.

MHorve TMnNbl NPOrPaMM YyNpaBAEHUA CETbIO UCMONb3YIOT GYHKLUNIO aBTOMATUYECKOro 0bHapyKeHus
(“Automated Discovery””) ona OTCNEXMBAHUA WM3MEHEHUA W TEKYLLEro COCTOAHMA TOMOJIOTMWU, HO
6ONbWMHCTBO M3 HUX paboTaeT TO/NbKO Ha TPeTbeM YPOBHE W B NydllemM C/ay4vae Knaccuouumpyet
YCTPOMCTBA NO MX MOACETAM. DT AaHHble CAULWKOM MPUMUTMBHbLI, NO3BONAKOT OTC/NEXKMBATb TOJILKO
6a3o0Bble cOObITUA, TaKNE KaK gobaBneHne UK yaaneHne yCTPoMCTB BMECTO AeTaslbHOM MHbopmauum
0 HMX 1 0 TOM, KaK yCTPOICTBa B3aMMOAEICTBYIOT C CETbIO.

NHbopmauma, cobpaHHaa Ha 2 ypoBHE COAEPKMUT cBeAeHMA 06 YCTPOMCTBAX, MX MOPTAX U O TOM KaKue
KOMMYTaTOpbl C KaKMmu coeamHeHbl M T. N. OHA TaK e MOXKET MOKa3blBaTb MapLUpyTbl MeXAy
KAMEHTAMM, KOMMYTaTOpamMM, MapLIpPyTU3aTOpPamMM WU CETEBbIMU CepBepamu. Takne AaHHble O4YeHb
Ba*KHbI AN1A onpeAeneHna N UccaefoBaHNA NCTOYHMKA Npobiem Ha ceTu.
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LLDP aBnseTca None3HbIM MHCTPYMEHTOM YNpaBAeHUA, NPeaoCTaBAfOWUM TOYHYHO MHPOPMaLMIO O
3epKaNMpoBaHUM CETU, OTOBPAXKEHUM MOTOKOB AaHHbIX M MOUCKE CETEBbLIX Npobiem.

8.2Cnucok KomaHa anAa KoHpurypmuposaHusa LLDP

1. BkntoueHue LLDP Ha ycTponcTBe;

. BkntoueHune ¢pyHKumu LLDP Ha nopTy;

. KoHdurypauusa cratyca LLDP Ha nopTy;

. KoHourypaums nHtepsana obHosneHma coobuieHmin LLDP;

. KoHdurypauma mHoXUTENA BpeMEHM NoaaepKkM coobuieHnii LLDP;
. Kondurypauma sageprkkm oTnpaskm o6HOBAAOLWMX COOBLLEHNN;

. KoHdurypaums nutepsanos nocbinku TRAP nakeTos;

. BkntoueHune dyHKUMmn TRAP Ha nopTy;

O 00 N o U1 B W N

. KoHourypaumsa gonosHMTeNbHbIX NapaMeTpoB MHPOPMaLMM ONA OTNPABKM Ha NOPTY;
10. KoHdurypauma pasmepa namaTu, UCNONb3YEMOM AR XpaHEeHUs TabaumL, Ha NopTy;
11. KoHdurypauma aenctsmii Npu nepenosHeHUM NamaT 4na Tabanubl Ha Nopry;

12. OtobparkeHne oTnago4Hom nHpopmaumm no ¢pyHkumm LLDP;

1. BkntoueHune LLDP Ha ycTpoinctee

KomaHga OnucaHue

Pexxum rnob6anbHoro KoHpurypuposaHus

lidp enable ObLee BKAOYEHNE/BbIKAOYEHNE
lidp disable

2. BkntoyeHue ¢yHKUmnmM LLDP Ha nopTy

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHusa nopTa

lidp enable BkatoueHue/BbikntoueHne  ¢yHKumm LLDP  Ha
lidp disable nopry.
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3. KoHourypaums ctatyca LLDP Ha nopTty

KomaHga OnucaHue

PeXXum KoHPUrypupoBaHua nopra

lidp mode (send |receive | both|disable) KoHdurypauma pexkmma pabotbl GyHKUmMmM LLDP

4. KoHdurypaumsa nHtepsana obHoBneHUs coobuieHnii LLDP

KomaHpaa OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

lldp tx-interval <integer> KoHdurypaums MHTepBasna obHOBNEHUA
coobueHnin LLDP KaK onpeaeneHHomn
BE/IMYMHbBI UM 3HAYEHUA NO YMONYAHUIO.

no lldp tx-interval

5. KoHUrypauma MHOXUTENA BpEeMEHU NoAAEPKKM coobuieHni LLDP

KomaHaa OnucaHune

Pexxum rnobanbHoOro KoHpurypuposaHus

lldp msgTxHold <value> KoHourypaums MHOXUTENA BpeMeHMU

no lldp msgTxHold noAafepKku 5 coobLeHum LLDP KaK
onpeneneHHoOM BE/IMYMHBLI UAN 3HAYEHUA Mo
YMOYAHMUIO.

6. KoHOUrypaums 3agepKu oTnpaBkM 0O6HOBAAIOWMX COOOLLEHNIA

KomaHaa OnucaHue

Pexxum rnobanbHOro KoHpurypuposaHus

lldp transmit delay <seconds> KoHdurypauus 33JEPHKKM OTNPaBKMU
06HOBAAKOLWMX COOBLLEHNN KaK onpeaeNeHHoM
BE€/IMUYUHbI UM 3HAYEHUSA NO YMONYAHUIO.

no lldp transmit delay
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7. KoHdurypaums nHtepsanos nocbinkn TRAP naketoB

KomaHpga

OnucaHue

Pexxum rnobanbHOro KOHGpUrypmposaHma

lldp notification interval <seconds>

no lldp notification interval

KoHdurypauna uHTepBanoB nocbiikm TRAP
NakeToB KaK onpeaeneHHOW BEeNAWYMHbI UK
3HAYeHUA MO YMOMYAHMUIO.

8. BKkntoyeHue ¢pyHKUnm TRAP Ha nopTy

KomaHpga

OnucaHue

PeXXum KoHpUrypupoBaHua nopra

lidp trap <enable|disable>

BkntoueHune/BbikntoueHMe GpyHKuMM TRAP Ha
nopTy

9. KoHurypaums gononHUTEeNbHbIX NapaMeTpoB MHPOpPMaLMK AN OTNPABKM HA NOPTY

KomaHpa

OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

lidp transmit optional tlv [portDesc] [sysName]
[sysDesc] [sysCap]

no lldp transmit optional tlv

KoHdurypauma AoNoAHUTENbHBIX NAPaMeTPOB
MHPOPMAUMM AONA OTMNPABKM Ha MOPTY Kak
onpeaeNeHHON BEIMYUHBbI MM 3HAYEHUA MO
YMOYAHMIO.

10. KoHdurypauma pasmepa namsaTu, UCNONb3YEMOM AN5 XPaHEHUs TabauL, Ha NnopTy

KomaHpa

OnuncaHue

Pexxum KOHPUrypupoBaHusa nopTa

lldp neighbors max-num <value>

no lildp neighbors max-num

KoHdurypauumsa pa3smepa namaTw,
MCNONb3yeMOW ANA XpPaHeHUs TabauL, Ha NopTy
KaK onpegeneHHol BesMYUHbI WM 3HaAYeHuA
MO YMONYAHMUIO.
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11. KoHourypauma aenctsmin npyu nepenonHeHnm NnamaTm ana Tabanybl Ha nopTy

KomaHpga

OnucaHue

PeXXum KoHPUrypupoBaHua nopra

lidp tooManyNeighbors {discard | delete}

KoHdurypauma aenctemii npu nepenoiHeHnm
namATu Ansa Tabanupbl Ha NopTy

12. OtobparkeHune oTNafo4YHOM MHPOPMaLMKn No dyHKLUnK LLDP

KomaHpga

OnucaHue

Admin, Pexxum rno6anbHoro KoHpuUrypuposaHus

show lidp

show lldp interface ethernet <IFNAME>

show lldp traffic

show lldp neighbors interface ethernet <IFNAME>

show debugging lldp

Pexxum agmuHucTparopa
debug lldp
no debug lidp

debug lldp packets interface ethernet <IFNAME>
no debug lldp packets interface ethernet <IFNAME>

OTobpaxkeHune
¢dyHKuum LLDP.

TEKyLEeN KOHUrypauum

OTobparkeHune nHpopmaumm o KoHdUrypaumnm
LLDP Ha KOHKpeTHOM nopTy

OTobpakeHue ob6o

CYeT4YnKax.

HopmaLmm BCEX

OTtobparkeHune nHpopmaumm o LLDP cocegsax
Ha AAaHHOM MOpPTY.

OTobparkeHne Bcex MOPTOB C BKIOYEHHOM
¢dyHKumen otnagku LLDP

BktoyeHuMe/BbIKAOYEHME BbIBOAA OTNAL0YHOM
nnHoopmaumm LLDP.

Bk/toyeHMe/BbIKAOYEHME BbIBOAA OTNAA04YHOM
MHbOPMALMM O OTMPaABKE NN NPUEME NAKETOB
LLDP Ha nopTy nnm Ha KommyTaTope.

PeXXum KoHPUrypupoBaHUa nopra

clear lidp remote-table

OuuncTtka Tabanubl coceaen Ha NopTy
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Tunoso npumep KoHPUrypaumm ¢pyHkumm LLDP

Ha cxeme ceTeBon Tonosornu, npMBeaeHHoOM Bbiwe, NopT 1,3 Ha KommyTaTope B noakntoueH K nopty
2,4 kommyTaTopa A. MNopT 1 KommyTaTopa B ckoHbUrypmnpoBaH B pexkmme npmema naketos. Onuus TLV
Ha nopTy 4 KommyTaTopa A cKOHUrypMpoBaHa Kak portDes n SysCap.

KommyTaTtop A. lNocnenoBaTelbHOCTb KOMaHAg KOHbUIypaumu:

SwitchA (config)# 11dp enable

SwitchA (config) #interface ethernet 1/4

SwitchA (Config-If-Ethernetl/4)# 11ldp transmit optional tlv portDesc sysCap
SwitchA (Config-If-Ethernetl/4)exit

KommyTaTop B. NMocnenoBatenbHOCTb KOMAHA KOHOUTypaLuu:

SwitchB (config)#11ldp enable

SwitchB (config) #interface ethernetl/1

SwitchB (Config-If-Ethernetl/1l)# 1ldp mode receive
SwitchB (Config-If-Ethernetl/1) #exit

8.4YcTpaHeHue HeucnpasHocTen PpyHKuum LLDP

®yHKumA LLDP no ymonyaHuio BblkAtoveHa. [locne ee BKAWOYEHMA B pexume rnob6asbHOro
KOHPUIypMpoBaHUs, NOMb30BaTENN MOTYT BKAOUUTL pexum oTnaakm “debug lldp” ana nposepku
0T/laf04HOM MHPopMaumn. Ncnonblya komaHay “show” GyHKunm LLDP morKHO BbiBECTM MHPOPMALLUIO
O KOHPUIrypupoBaHMM B TN00ANbHOM peXUMe KOHOUIYpUpoBaHMA, MO0 B pPeEXMME HACTPOMKM
MHTEpdElcoB.
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9 HACTPOUKA PORT CHANNEL

9.106wwue ceeaeHus o Port channel

[na noHMmaHua TepMmunHa nopT-kaHana (Port channel) Hago BBecTM noHATUeE rpynnbl nopTos. Fpynna
NMopToB — 3TO rpynna GU3NYECKMX NOPTOB Ha KOHPUTYPaLMOHHOM ypoBHE. TO/IbKO PpU3MYECKMe NopThbI
B rpynne nopToB MOryT ObiTb 4YacTbld 06beAMHEHHOro KaHana M cTaTb 4YneHamu Port channel.
Jlornuyecku rpynna nopToB SBAAETCA He MopTOM, a Habopom nopTos. Mpu onpeaeneHHbIX YCN0BUAX
du13MYecKkme NopTbl B rpynne NOpToB NO3BOAKT NOCPEACTBOM 06beaMHEHUS NOPTOB CHOPMMPOBATL
Port channel, KoTopbIn 06naaaeT Bcemn CBOMCTBAMM JIOTMYECKOTO NOpPTa M TaKMM 06pa3om CTaHOBUTCS
HE3aBUCUMbIM  JIOTUYECKMM MOPTOM. Arperauya nopTtoB — 3TO abCTpaKTHOe MNOoHATUE,
nogpasymeBatollee no cobolr obbveanHeHMe Habopa MOPTOB C OAWHAKOBbIMM CBOWCTBaAaMU B
nornyeckuii nopt. Port channel — 310 Habop PpU3MYECKNX NOPTOB, KOTOPbLIN NOrMYECKU UCNONb3YyeTcA
Kak oanH ¢u3myeckuit nopt. OH MOMKET UCNONb30BaTbCA NO/b30BaTe/NIeM KaK 06bluHbI NopT. OH He
MOXET He TONbKO A06aBUTb MNPOMYCKHOM CNOCOBHOCTM Ha ceTb, HO U cnocobeH obecneynTb
pesepBupoBaHue coeauHeHUn. OBblMHO 06beaMHEHME MOPTOB MCNONb3YETCA, Korga KOMMYTaTop
NOAKNIOYEH K MapLIpyTU3aTOPY, KNMEHTCKOWN CTaHLUKU UK APYTMM KOMMYTaTOPaM.

ArpervpoBaHvie NopToB

Kak nokasaHo Bbiwe, KommyTatop S1 obbeamHun noptbl B Port channel. MponyckHaa nonoca Port
channel paBHa cymme nponyckHbIXx cnocobHocTelt YeTbipex noptoB. Korga Heobxoaumo nepenatb
TpaduK c KommyTaTopa S1 Ha S2, pacnpeaeneHve TpaduKa byaer onpepenatbca Ha ocHoBe MAC
afpeca MCTOYHMKA W mnagwero 6uta MAC apgpeca npuveMHWKa. B pesynbTaTe BblYUC/IEHUM
onpeaenseTca, Kakoh nopt byaeT nepeaasaTb Tpaduk. Ecam oamH nopt B Port channel HeucnpaBgeH,
TpaduK byaeT nepepacnpenenaTbca Ha ApyrMe nopTbl MOCPeACTBOM anropuTMa pacnpeneneHus.
[aHHbIN anropuT™M NOAAEPKMBAETCA annapaTHo.

KommyTaTop npeanaraet gBa meToda KoHourypauum obbegmHeHua NopToB: pyyHoe co3gaHue Port
channel n anHammyeckoe nocpeacTBOM MNPOTOKOMA KOHTpons obbeauHeHus coeauHeHuid (Link
Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXKHO TONbKO A5 MNOPTOB, paboTatowmx B
peXKMme NoNHOro AynseKca.

Ona pasunbHol paboTbl Port channel Heobxoanmo cobntoaath cieayloLmne yCaoBUs:
. Bce nopTbl paboTatloT B pexkmMme NoJIHOTO AynaeKca;

. Bce NopTbl UMEIOT 0ANHAKOBYIO CKOPOCTb;
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J Bce nopTbl ABAAKOTCA NOPTaMK 40CTyNa U NpuHagnexKat ogHomy VLAN, nnm sce oHun

ABNAIOTCA TPAHKOBLIMM NOPTAMM UAN OHU BCE TMOPUAHbBIE NOPTbI.

. Ecnun Bce nopTbl ABAAOTCA TPAHKOBbIMU MU TMOPUAHbBIMU, TOrAa CKOHOUIYPUPOBAHHbIE Ha HUX
ponyctumbie VLAN n ocHoBHOM VLAN 0/1KHbI 6bITb Y BCEX OAUHAKOBbLIMMU.

Echm Port channel cKoHduUrypuposaH Ha KOMMyTaTope BPYYHYHO MAM AWUHAMUYECKM, CUCTema
aBTOMATMYECKM Ha3Ha4yaeT MOpT C HaMMEHbLWMM HOMepoM mactep-noptom Port channela. Ecan Ha
KOMMYyTaTope aKTMBMPOBAH NPOTOKOA Spanning tree, NpOTOKOA NOCTPOEHUA AepeBa BOCNPUHMMAET
Port channel Kak nornyeckuii nopt n nocblnaet BPDU nakeTbl Yepes macTep-noprT.

Ob6beguHeHMe NOPTOB YKECTKO CBA3AHO C anmnapaTHOM 4acTbio KOMMyTaTopa. KommyTaTop nossonseT
arperMpoBaTb COEAMHEHUA MeXay NbbiIMM ABYMS KOMMyTaTopamu. MaKCMManbHO BO3MOXKHO
co3aatb 128 rpynn no 8 NOpToB K Ka*KA0M.

Mocne TOro, Kak MOPTbl arpernpoBaHbl, UX MOMKHO MCMO/b30BaTb, KaK 0ObIYHbIN NopT. KommyTtaTop
MMeeT BCTPOEHHbIM PEXUM KOHOUIYpUPOBaHUA WHTepdenca arperaumm, MNONb30BaTe/lb MOXKET
co34aBaTb COOTBETCTBYHOLLYH KOHPUrypauuio B 3STOM peXMMe TOYHO TaKXkKe, Kak npwu
KOHUrypmposaHumn VLAN naun pmsnyeckoro nHtepoelica.

9.206wwme csegeHus o LACP

LACP — npotokon, 6asupytowmiica Ha ctaHgapte |EEE 802.3ad, u peanusyowmii mexaHu3m
OVHaMUYecKoro obbeanHeHMAa KaHanoB. [lpotokon LACP wucnonb3syet naketbl LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHdopmaumel ¢ OTBETHbIMU NOPTaMM.

Mocne Toro, Kak npotokosn LACP BKAO4YEH Ha MOPTY, AaHHbIN MOPT nocbinaet naketobl LACPDU Ha
OTBETHbIN NOPT COeANHEHUSA, yBEeAOMANAA O npnopuTteTe cuctembl, MAC agpece cuctembl, npuoputeTe
nopTa, naeHTMdMKaTope NopTa M Katoue onepaunn. Korga oTBeTHbIN NOPT NOAYyYaEeT 3Ty MHGOpMaLUIO,
OHa CpaBHMBAeTcA C WHbOpMaumen O [pyrux nopTax, KoTopble MOryT 6ObiTb 06beaUMHEHDI.
CooTtBeTcTBEHHO, 06€ CTOPOHbl COEAMHEHMA MOryT AO0CTUYb COF/lalleHMA O BKAKOYEHUN WK
WCKNOYEHUM NOPTa U3 ANHAMUYECKOM 06 beANHEHHOM rpynnbl.

Kntou onepaumm co3gaeTtca NPOTOKO/IOM B COOTBETCTBMM C KOMBUHaLUMel napamMeTpoB KoHdUrypaumm
(ckopocTb, aynnekc, 6a3oBasa KOHUrypauuMaAa, KAKY ynNpaBAeHWs) MNOpPTOB, KOTopble 6yayT
obbeauHATbLCA.

Mocne BKAKOYEHMA NPOTOKOMA AMHAmM4Yeckoro obveanHeHuna noptos (LACP), knto4y ynpasneHua no
ymonyaHuto paseH 0. [Mocne craTuyeckoro obbeauHeHua noptoB nocpeactsom LACP, knwoy
yrnpasaeHuUA NopTa TaKoM e, Kak ID o6begMHeHHOM rpynnbl.

an ANHAMUNYECKOM O6'be,CI,MHeHMM NOPTOB BCE 4Y/EHbI O,£I|HO[;1 rpynnbl UMEOT O,CI,MHaKOBbI[;I K04
onepauyunn. an CTaTU4ECKOM O6'bep,MHeHMM TONbKO aKTUBHbIE MNOPTbl UMEKOT O,CIMHaKOBbIIZ KoY
onepauyunn.

9.2.1 CratuuecKoe ob6bveauHeHue LACP

CraTnyeckoe obbeauHEHWE BbINONHAETCA MyTeM KOHOUIypMpoBaHMA Mosib30BaTenem U He Tpebyet
npotokona LACP. Mpu KoHPUrypuposaHum ctatndeckoro LACP ob6beanHeEHUA, UCNONb3YETCA PEXUM
«on» ANA BKAKOYEHUA NOpTa B rpynny arperauunm.
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9.2.2 [OuHamuyecKoe o6veguHeHue LACP

1. O6buwme nonoxKeHnsa auHammyeckoro ob6veanHeHns LACP

OvHamnyeckoe obbeanHeHMe — 3TO0 0bbeAWHeHMe, co3fdaBaemoe/yAansemoe  CUCTEMOW
aBToMaTnyeckn. OHO He NO3BONAET NO/b30BATENAM CAMOCTOATENbHO A06aBNATL UAN YAANATL NOPTbI
n3 gMHamm4yeckoro obvegmHeHunsa LACP. MopTbl, KOTOpble MMEIT OAMHAKOBbIE NapameTpbl CKOPOCTU U
AyNneKca, NOAKNOYEHHbIE K OAHMM U TEeM e YCTPOMCTBaM, MMetoLMe OANHAKOBYIO KOHPUrypaumio
MOTyT 6bITb AMHAMUYECKN 06 beANHEHDBI B rpynny. B cnyyae, ecnv TONbKO OAUH NOPT MOXKET CO343aBaTb
OMHaMu4yeckoe obveanHEHUE, 3TO Ha3blBaeTCA OAHONOPTOBbIM 0bbeanHeHeM. Mpu AMHaMMUYECKOM
06begmHeHnn LACP npoTOKOA Ha NOPTY A0NXKEH ObiTb BKAOYEH.

2. PeXXnmbl NOPTOB B AMHAMMUYECKOM rpynne obbeanHeHUs

B gMHamuyeckon rpynne obbeanHEHUs NOPTbl MMEIOT ABa CTaTyca — BblbpaHHbIN (selected) nam «B
oXxuaaHun» (standby). Oba TMna NOPTOB MOryT NocbiNaTb U NPUHUMATL NakeTbl NpoTokona LACP, Ho
NopTbl B CTAaTyCE «OXUOAHUA» HE MOTYT NEPECHINATbL AAHHbIE.

MOCKONbKY CyLLeCTBYeT OrpaHMYeHne Ha MAaKCMMAIbHOE KONMYeCTBO NOPTOB B rpynne arperauum, ecam
TEKyLWMIA HOMep NopTa NpeBbIWaeT Npeaen B rpynne, Torga yCTPOMCTBO HAa OAHOM KOHLLE COeANHEHUA
[0roBapmBaeTca C YCTPOMCTBOM Ha APYrOM KOHLEe ANA onpegesieHusa cTaTyca nopTta B COOTBETCTBUM C
naeHTMdMKaTopom nopra.

dTanbl COrNacoBaHuUsA cneayrolme:

CpaBHeHue naeHtuoukatopos (ID) yctpoincts (npuoputet cuctemol 1 MAC agpec cuctemsl). CHayana
CpaBHUBaOTCA npuoputeTbl cuctem. Ecam oHW opmHakosble, Torga cpasHmsatotcA MAC appeca
YCTPOWCTB. YCTPOMCTBO C MEHbLIMM UAEHTUDUKATOPOM MMEET BbICLUUIA NPUOPUTET.

3aTemM MAeT cpaBHeHUe NAeHTMOMKATOPOB MOPTOB (MPMOPUTET NOPTa M MAeHTUPUKaTop nopta). Ana
Ka*KAoro nopTa Ha CTOPOHE YCTPOMCTBA C HAaMBbICLUMM NPUOPUTETOM CUCTEMbI CHaYana CpaBHMBAtOTCA
npuopuTeTbl NopToB. Ecn NnpuoputeTbl 0AMHAKOBbIE, TOTAa CPAaBHUBAKOTCA MAEHTUOMKATOPbI NOPTOB.
MopT C HaMMEHbLUMM UAEHTUPUKATOPOM MNOpPTa CTaHOBUTCA BblibpaHHbIM (selected), a ocTanbHble
CTaHOBATCA B PEXUM «OXUuaaHue» (standby).

B rpynne obbeguMHEHMA NOPT C HAUMEHbLWMM MWAEHTUOUKATOPOM W CTATYCOM «BblIOpPaHHbINY
CTaHOBUTCA MacTep-nopTom. [lpyrme nopTbl CO CTaTYCOM «BblOpPaHHbIAY» CTAHOBATCS YJIEHAMM FPyNMbl.
9.3HacTpoiika Port channel
1. Co3aaHue rpynnbl NOPTOB B pexMme rnob6anbHOro KOHPUrypmupoBaHUs;

. JobaBneHne NOpTOB B ONpeAeIeHHYO rpynny U3 pexkMma KoHOUrypupoBaHMA NOPTa;

. Bxopg, B pexxum KoHourypuposaHua port-channel;

. 3apaHue npmoputeTa cuctemol B LACP npoTtoKone

2

3

4. 3apaHue metoaa 6anaHCMPOBKKU ANA FPynnbl NOPTOB

5

6. 3agaHne npnopuTeTa A4NA KOHKpeTHoro nopta B LACP npoTtokone
7

. 3agaHue pexknma TalimayTa Ha nopty B LACP npoTokone
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1. Co3aaHue rpynnbl NOPTOB

Komanpa OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

port-group <port-group-number> Co3faHne unu yaaneHue rpynmnbl NOPTOB.

no port-group <port-group-number>

2. lobaBneHune NopToB B ONpeneNeHHyo rpynny

KomaHpga OnucaHue

PeXXum KoHpUrypupoBaHusa nopra

port-group <port-group-number> mode {active | [o6aBnset nopTbl B rpynny v ycTaHaBANBAET UX
passive | on} PEXUM.

no port-group

3. Bxopg, B pexxum KoHourypuposaHuma port-channel

KomaHpa OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUsA

interface port-channel <port-channel-number> Bxog B pexum KOHPUrypupoBaHUA port-
channel.

4. 3apaHue metoaa 6anaHCMPOBKK ANA YCTPOMCTBA

KomaHaa OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUsA

load-balance {dst-src-mac | dst-src-ip | dst-src-mac-ip} 3apaHne metoaa 6anaHcMpoBKM  AnA
YCTPOMCTBA, U3MeHeHuA HaynHaT
AencTeoBaTb Ha rpynne noptos u ECMP

GYHKLUNK cpasy.
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5. 3apgaHune npuoputeTa cuctemol B LACP npoTokone

KomaHpga OnucaHune

Pexxum rnobanbHOro KOHpUrypmposaHmsa

lacp system-priority <system-priority> 3apgaHue npuoputeta cuctembl B LACP
NPOTOKO/lE, KOMaHAa No BO3BpallaeT
3HaUYEHME MO YMOIYAHULO.

no lacp system-priority

6. 3agaHne npnopuTeTa 4NA KOHKpeTHoro nopta B LACP npoTtokone

KomaHpga OnucaHune

PeXXum KoHPUrypupoBaHua nopra

lacp port-priority <port-priority> 3agaHue npuopuTetTa ANA KOHKPETHOro
nopta B LACP npoTtokone. KomaHaa ho
BO3BpaLLaeT 3HaYeHMe No YMOJTHAHMIO.

no lacp port-priority

7. 3apaHue perknuma TaimayTa Ha nopTy B LACP npoTokone

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHusa nopTa

lacp timeout {short | long} 3agaHue pexkmMma TamayTa Ha MnopTy B
LACP npoToKoe. KOoMaHAaa no
BO3BPALLAET 3HAYEHNE NO YMONYAHUIO.

no lacp timeout
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9.4Mpumepbl ucnonbzosaHua Port channel

BapuaHT 1 HacTtpoliika Port channel gna npotokona LACP.

KoHurypauma nopta-kaHana B LACP

NmeeTca aBa KommyTtatopa S1 n S2. MopTbl 1,2,3,4 Ha KommyTaTope S1 - NopTbl AOCTYyNa U A06aBAEHbI
B8 rpynnyl B8 akTuBHOM pexkume. lMopTbl 6,8,9,10 Ha KOommyTaTope S2 — TOXKe NOopTbl AOCTYNa U
[06aBneHbl B rpynny 2 B NAaCCMBHOM peXnme. Bce nopTbl coeamHeHbl Kabenamu.

dTanbl KOHGUrypaL UM NOKa3aHbl HUXKe:

Switchl#config

Switchl (config) #interface ethernet 1/1-4

Switchl (Config-If-Port-Range) #port-group 1 mode active
Switchl (Config-If-Port-Range) #exit

Switchl (config) #interface port-channel 1

Switchl (Config-If-Port-Channell) #

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config) #interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port—-group 2 mode passive
Switch2 (Config-If-Ethernetl/6) #exit

Switch2 (config) #interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode passive
Switch2 (Config-If-Port-Range) #exit

Switch2 (config) #interface port-channel 2

Switch2 (Config-If-Port-Channel?2) #

. QTECH © www.qtech.ru

MWP [OCTYMHEE



,,..muumm

Wik

Pe3ynbTaTt KOHGUrypauum:

KommyTtaTop coobwuT, 4to arpernposaHme npowao ycnewHo. Moptol 1,2,3,4 kKommyTaTopa S1 BXOAAT
B rpynny Port-Channell, a noptbi 6,8,9,10 kommyTtaTtopa S2 BxoaAaT B rpynny Port-Channel2.

BapuaHT 2 KoHdurypauma Port channel B pexknme ON.

KoHourypauus port channel B pexxume ON

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTaTtopa S1 — nopTbl gocTtyna u byayt aobasneHbl B
rpynnyl ¢ pexxumom ON. MNopTbi 6,8,9,10 KommyTaTopa S2 — TOXKe NOPTbI A0CTyna K byayT fobasneHbl
B rpynny2 c pexxumom ON.

dtanbl KOHdJMrypaLI,MM NMOKa3adHbl HNXe:

Switchl#config

Switchl (config) #interface ethernet 1/1

Switchl (Config-If-Ethernetl/1l) #port-group 1 mode on
Switchl (Config-If-Ethernetl/1) #exit

Switchl (config) #interface ethernet 1/2

Switchl (Config-If-Ethernetl/2) #port-group 1 mode on
Switchl (Config-If-Ethernetl/2) #exit

Switchl (config) #interface ethernet 1/3

Switchl (Config-If-Ethernetl/3) #port-group 1 mode on
Switchl (Config-If-Ethernetl/3) #exit

Switchl (config) #interface ethernet 1/4

Switchl (Config-If-Ethernetl/4) #port-group 1 mode on
Switchl (Config-If-Ethernetl/4) #exit

Switch2#config
Switch2 (config) #port-group 2
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Switch2 (config) #interface ethernet 1/6

Switch2 (Config-If-Ethernetl/6) #port-group 2 mode on
Switch2 (Config-If-Ethernetl/6) fexit

Switch2 (config) #interface ethernet 1/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode on
Switch2 (Config-If-Port-Range) #exit

Pe3ynbTaT KOH$Urypauum:

MopTtbl 1,2,3,4 Ha kKommyTaTope S1 pob6aBneHbl No nopsaky B rpynny noptoB 1 B pexume ON.
KommyTaTtopy Ha yAaneHHOM KoHuUe He Tpebyetca obmeH naketamm LACP pana 3aBeplieHus
obbeanHeHnA. Arperauma 3aBepllaeTca cpasdy, Korga BbINONHAETCA KOMaHAa AobasneHuA nopta 2 8
rpynny 1. MopTtbl 1 1 2 o6beanHaoTca B port channel 1. Korga nopt 3 BcTynaet B rpynny 1, port
channel 1 n3 noptos 1 1 2 pasbupaetca n nepecobupaetca c noptom 3 onAtb B port channel 1. Korga
nopt 4 sctynaet B rpynny 1, port channel 1 n3 noptoB 1, 2 n 3 pasbupaetca u nepecobupaerca ¢
noptom 4 onAtb B port channel 1 (Ha4O OTMETUTb, YTO KaXKAbl pa3, KOrga HOBbIM MOPT BCTyMnaeT B
rpynny obbegmMHeHMA NOPTOB, rpynna pasbupaerca M cobupaeTtcs 3aHOBO). Tenepb Bce 4 nopTa Ha
obounx KommyTaTopax ob6beanHeHbl B pexxume “ON”.

9.5YcTpaHeHue HeucnpasHocten Port channel

Ecnv Bo Bpems KoHourypaumm obbeguHeHMA NOPTOB BO3HWKAWM Mpobiembl, B MepByt ouvepesnb
npoBepbTe cneayloLLee:

. Ybeautecb, YTO BCe MOPTbl B rpynne MMeKT OLMHAKOBblE HACTPOMKM, HAaMPUMeEp, OHU BCe B
peXXume MONHOrO Aynjaekca, UMerT OAMHAKOBYI CKOPOCTb M HacTpolikm VLAN. Ecnm obHapyKeHbl
HEeCoOTBETCTBMA , UCNPABbTE 3TO.

J HekoTopble KOMaHAbl He MOTyT HBbITb MCMONB30BaHbI Ha NopTax B port channel. Takue Kak arp,
bandwigth, ip, ip-forward u T.4,.
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10 KOHOUTYPUPOBAHUE MTU

10.1 O6wwue cBegeHusa 06 MTU

B HacToAwmMi momeHT Jumbo ¢peiim He nmeeT onpeaenaAtowWwero cTaH4apTa B CETEBLIX TEXHONOIUAX (B
YaCTHOCTM He 6bln CTaHAapTU3NPOBaHbl GopmaT NakeTa n AnnHa). O6bIMHO NaKeT UMEILLMNI pasmep
oT 1519 a0 9000 HasbiBaeTca JUMBO ¢peiim. Mpn cnosb3oBaHNUM TaKMX NAaKeTOB, CKOPOCTb Nnepeaaymu
OaHHbIX B ceTu yBennumsaetca Ha 2%-5%.. TexHuyeckn JUMBO — 3TO yA/MHEHHBIN ¢penm,
NocblIAEMbIA U NPUHMMAEMbI KOMMyTaTopom. OA4HAKO, y4uTbIBAA AJNHY, Takne Gpenmbl He moryT
6bITb NOCNAHbI Ha NpoLLeccop ycTponcTea. Mbl UCKAOYaEeM MOCbIIKY Honblimx dpeinmoB npoueccopy
BO BpeMA Nprvema NakeTos.

10.2 KoHdpurypuposaHue MTU
1. BkntoueHune oyHKunm MTU

KomaHpga OnucaHue

O6wunit pexxum

mtu [<mtu-value>] BkatouaeT ¢pyHKUMo npuema/nocbinkm JUMBO ¢dpeinmos .
KomaHga NO BbikaoyaeT ¢yHKUMIO npuema/nocbliku
JUMBO ¢perimos.

no mtu enable
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11KOH®PUTYPALIUA EFM OAM

11.1 O6wwue cBeaeHus o EFM OAM

MepBoHa4YanbHO TexHosorma Ethernet paspabaTbiBanach 4NA NOKaNbHbIX CETEM, HO A/IMHA KaHaNoB U
pa3mMepbl ceTei CTPEMUTENIbHO YBENIMYMBANNUCH, U TEMEPb 3Ta TEXHOJIOMMA NMPUMEHSETCA TaK e U Ha
Metro u Ha rnobanbHbIx ceTax. M3-3a oTcyTcTBUA 3OGEKTUBHOrO MEXaHM3Ma YNPaBAEHUA, YTO BIUANO
Ha paboty TeHonorum Ethernet B MeTpo M rnobanbHbIX CETAX, CTas0 XMU3HEHHO HeobxoaMMbIM
npumeHeHne OAM Ha Ethernet.

CywecTByeT YeTblpe CTaHAApTa npoTokonos ana Ethernet OAM: 802.3ah (EFM OAM), 802.3ag (CFM),
E-LMI 1 Y.1731. EFM OAM u CFM onpegeneHbl MeXXayHapoAHbIM KOMUTETOM No cTaHaapTam (IEEE).
EFM OAM paboTaeT Ha KaHa/NbHOM YPOBHE A/1A KOPPEKTHOro O6HapyXKeHUA 1 ynpaBaeHUsa KaHa/iom
AaHHbIX. Mcnonb3oBaHMe EFM OAM no3BosAeT NOBbICUTb YNPaBAAEMOCTb M YNPOCTUTb 06CNYKMBaAHUE
Ethernet ypoBHA gna noBblweHMA ycToMYnMBOCTM paboTbl ceTu. CFM ncnonb3yeTca ANa MOHUTOPUHTA
obuwein ceTeBoi CBA3HOCTM W NIOKanu3auum npobnem Ha ceteBom yposHe. Mo cpaBHeHuto ¢ CFM
ctaHgapT Y.1731, npuHATbIA MeXAYHapOAHbIM TeNeKOMMYHUKAUMOHHbIM coto3om (ITU), 6onee
MoWwHbIA. CtaHgapT E-LMI , npuHaTtein MEF, npumeHaetca Tonbko K UNI. TaK Kak BblleyKasaHHblEe
NPOTOKO/Ibl MOTYT MCNO/1Ib30BaTbCA ANA PA3/IMYHbBIX CETEBbIX TOMOMOIMMIA N yNpPaBAEHUA, MeXAY HUMMU
CYLLLECTBYIOT AONONHUTENbHbIE COTNALLIEHMA.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance — ncnonb3oBaHue,
aAMUHUCTPUPOBAHWE M ynpasneHue Ethernet Ha nepBoi mune (MmeeTcs B BMAY OT KAWEHTA))
paboTaeT Ha KaHanbHOM ypoBHe ceTeBon mogenu OSl, peannsya pgonosnHuTenbHble GyHKUUKU Yepes
noayposeHb OAM, KaK NOKa3aHO Ha PUCYHKe HUMKe:

OSI Model

LAN
CSMA/CD
Application Layers
Presentation
Higher layers
Session
LLC
Transport
OAM (Optional)
Network
MAC
Data Link
Physical Layer
Physical

MNonoxenne OAM B OSI mogenu cetn
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MakeTtbl gaHHbIX OAM (OAMPDU) ucnonb3ayioT B KayectBe MAC agpeca HasHaveHns 01-80-c2-00-00-02
no npoTtoKoay. CKopocTb nepesayn He Bbiwe 10 NakeToB B CEKYHAY.

EFM OAM ycTtaHaBnuBaetca Ha 6ase OAM coeguHeHuA. ITa PpyHKUMA obecrneymBaeT MexaHM3Mbl
ynpaBAeHUA KaHaNamu, TaKuMe, KaK MOHWTOPMHI KaHanoB, yAaneHHOe obHapy)KeHue npobaem u
yAaneHHoe TecTupoBaHMe NopToB. [oBopA npoLle, oCHOoBHble NOHATMA EFM OAM cnegyouwme:

1. YctaHoBneHue coegnHeHuna ethernet OAM

Moaynb Ethernet OAM wuwet yaaneHHbie OAM moay/in M yCcTaHaB/IMBAET C HUMU CECCUM MYTEM
obmeHa naketamm OAMPDU. EFM OAM morKeT paboTaTb B ABYX PEXMMaX: aKTUBHOM U NMACCUBHOM.
Ceccus yctaHaBamBaeTcs Tosibko OAM mopynem, paboTalowMm B aKTUBHOM PEXMME, @ MOAYAb,
paboTatoWwmini B MAaCCUBHOM pPeXKMME, BbIHYKAEH KAATb, MOKA HE MNOMAYYUT 3anNpoc Ha COeAMHEHMe.
Mocne Toro Kak Ethernet OAM coeanHeHue yctaHoBneHo, mogynn OAM c obomx KOHLOB KaHana
NocToAHHO obmeHuBatoTcs naketamm OAMPDU pna noppepaHus coeguHeHus. Ecan moaynb
Ethernet OAM He nonydaetr naketoB OAMPDU B TeyeHun 5 cekyHa, Ethernet OAM coeanHeHune
paspbiBaeTcAa.

2. MOHUTOPUWHTI KaHana

OnpepeneHve HeucnpaBHoctu B cpege Ethernet 3aTpygHeHo, ocobeHHo Koraa ¢wmsnyeckoe
COeNHEHWe He pas3pbiBaeTcs, HO pPaboTocnocobHOCTb CceTM HapyweHa. MOHUTOPUHI KaHana
ncnonblyeTca ANA onpeneneHna U nUccnefoBaHMA HEUCNPABHOCTEM KaHANOB B Pa3/IMYHbLIX cpeaax.
EFM OAM obecneuynBaeT MOHUTOPUHI KaHana NocpeacTBom obmeHa yBeAOMAEHUAMM O cobbITUAX
OAMPDUs. Tllpu onpeaeneHnMM HEUCNPaBHOCTM KaHana, /AoKanbHblil moaynb OAM nocblnaet
yBegomneHne OAMPDU 06 3tom cobbiTuM yaaneHHoOMy moay/to. B To e Bpemsa OH 3anumcbiBaeT 3TO
cobbite B siorn U nocbinaetr SNMP Trap cucteme ynpasneHus ceTbto. Koraa yaaneHHbIn mMmoaynb
nonyyaet ysegomseHne o npobneme, OH TaK Xe 3anucbiBaeT MHbOPMaUUO B nOorM U coobuaet
cucTeme ynpasneHuaA. AHann3nMpya MHPOpPMaLMIO B 10rax, CETEBON afMUHUCTPATOP MOXKET OTCAeanTb
COCTOAHME KaHana B onpeaenieHHbl Nepnos BpemMeHu.

MOHUTOPUHI KaHana cpeactBamu EFM OAM oTtcnexkmBaeT creaylowme aBapuitHble cobbitna —
Errored symbol period event, Errored frame event, Errored frame period event u Errored frame
seconds event.

Errored symbol period event: KonnyectBo oWMOOYHbBIX CUMBOIOB HE MOXKET OblTb MEHbLLE HUMXKHErO
nopora owmnboK (34ecb CMMBOI — MUHMMA/bHBINA 610K Nepeaaun nHpopmauumn B pusnyeckomn cpeae.
OH YHMKaneH ans cuctembl KOAMPOBKU. CMMBO/bI MOTYT OTIMYATBLCA B PasHbIX GpU3MUECKUX cpeaax.
CKopoOCTb Nepesayun cumeosia onpeaensetca GU3NYECKoM CKOPOCTbIO Nepeaayn B JaHHOM cpeae).

Errored frame event: Onpegenset N Kak nepuog ¢ppeiimos, 4ncno owmnbouHbIx dperimos 3a nepuos,
npvema N ¢ppeimoB He A0MKHO BbiTb MeHbLUE HUXKHErO NOpora oWMBoK (oWwnboYHbIN dperim-npuem
oWKNB0oYHOro dpperima onpeaenseTca No KOHTPOIbHOM cymme).

Errored frame period event: KonnMyectBo onpegeneHHbiXx owWKnboYHbIX PpermoB 3a M ceKyHa He
OO/IKHO ObITb MEHbLUIE HUXKHErO Nopora ownbok.

Bpemsa npuHATMA oOWKMBOYHbIX GpPEMMOB: KONMYECTBO CEKYHA npuema OWMBOYHbIX ¢penmos
3aPUKCMPOBAHHbIX 33 M CeKyHO He MOMKeT ObiTb HMXKe nopora owubok (KONMYECcTBO CeKyHA
OLWNBOYHBIX GpPerMMOB — Korga B TEYEHUM CEKYHAbI NPUHUMAIOTCA OWNBOoYHbIE Gperimbl).
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3. YaaneHHoe onpeaeneHne HeucnpaBHocTeln

Korga B ceTn npepbiBaeTca nepefada AaHHbIX M3-3a c6oA yCTPOMCTBA WMAM €ro HepoCTyNnHOCTW,
Ethernet OAM moaynb yctaHaBnauBaeT cooTBeTcTByOWMii ¢dnar 8 OAMPDU naketax, coobuias
nHbopmauymio o npobneme yaaneHHomy KoHuy. Tak Kak moaynm obmeHusatotcs naketamm OAMPDU
NMOCTOAHHO MpW YycCTaHoBMBLIEMCA coeauHeHun, Ethernet OAM mopynb MmoxeT MHPOPMMPOBaATb
OTBETHble MOAY/IN.0 HEUCMNPABHOCTM KaHasna u4epe3 naket OAMPDU. T[lo3tomy CUCTEMHbIN
AAMUHUCTPATOP MOXKEeT npocaeanTb COCTOAHME KaHajla No JiofamM M BOBPEeMA YCTPaHATb
HEUCNPABHOCTMU.

CywecTtByeT TpM TMnNa npobaem Ha KaHane, KoTopble oTmevatoTca B naketax OAMPDU. 31o Critical,
Dying Gasp u Link Fault. Ux onpegeneHune 3aBUCUT OT peanmsaumnm pasiMyHbIMU NPON3BOAUTENAMN. B
AaHHOM 0bopyaoBaHUKM onpeaeneHune cnepytowee:

Critical event: HeonpeaeneHHoe KpUTUYECKOE CObbITUE
Link Fault : Ha npMemHKKe nokanbHOro MHTepdenca snaeH cbon

Dying Gasp: HenonpaBumoe cobbiTe (B cnydae nepesarpysku, OTK/IOUYEHUA NIMHKA, yAaneHus
KOHdUrypaumm)

4. YpaneHHOe TeCTUpoOBaHMe neTenb coeguHeHus.

Ecnm pexkum ypganeHHon netnu(loopback) sBkntoueH, paboTatowmii B akTMBHOM pexknume OAM moayb
nocbllaeT 3anpoc yganeHHOW neTAn cocedy, B 3TOM C/lyyae OH BO3BpalLaeT BCe MaKeTbl, 3a
ucknoyeHnem Ethernet OAMPDU, oTnpaBuTento No TOMy Ke KaHany. [epuoanyeckoe BbiNOJHEHWE
TECTUPOBAHWA MOMOraeT BOBpPeMA onpenennTb ceTeBble Npobaembl U 0KaAn30BaTb npobaemy.
3amevaHue: HopmanbHasa paboTa KaHana B peXxume yaaNeHHOro TeCTUPOBAaHMA HEBO3MOXKHaA.

Tunosoe npumeHeHne EFM OAM npoucxogut B CNeaylolWmx TOMOAOMUAX: TOUYKA-TOYKA W
amynmnpoBaHHbix |EEE802.3 coeaMHEHMI TMMa TOYKA-TOYKA. YCTPOMCTBA MNO/YYaldOT BO3MOXKHOCTb
KOHTPO/IMPOBaTb KaHa/ibHble OWMOKM Ha MepBoit mune goctyna yepes Ethernet nocpeactsom EFM
OAM. [na nonb3oBaTens COeAMHEHWE MeXAy HUM U CceTblo ABAAETCA «nepBod munen». Ona
npoBalaepa OHO ABAAETCA «NOCNEAHEN MUNEN Y.
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11.2 KoHdurypuposaHue EFM OAM

1. BkntoueHne EFM OAM Ha nopTy;

2. KoHOUrypnpoBaHMe MOHUTOPUHIA COEANHEHUS;

3. KoHdurypmupoBaHune obHapy*KeHUs yaaneHHbIX HEUCNPaBHOCTEN;

MpumeyaHune: ANa 3TOro HyXHO cnepsa BKAUYMTb OAM npwu rnobanbHo.

1. BkntouyeHne EFM OAM Ha nopTty

KomaHpa

OnucaHue

PeXXum KoHGUrypupoBaHUa nopra

ethernet-oam mode {active | passive}

ethernet-oam
no ethernet-oam

ethernet-oam period <seconds>

no ethernet-oam period

ethernet-oam timeout <seconds>
no ethernet-oam timeout
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KoHdurypauua pexkmma pabotbl EFM
OAM. Mo yMONYaHUIO PEXMM - AKTUBHDbIA.

BkntoueHne EFM OAM Ha nopTty. KomaHaa
NO BbikntoyaeT EFM OAM Ha noprty.

KoHdurypauua  uvHTepBana  nepegauu
nakeTtos OAMPDU. KomaHpa NO
BO3BpaLLLaeT 3Ha4YEeHMEe N0 YMONYAHUIO

KoHdurypauua Taimayta gna EFM OAM
coeanHeHna. KomaHpga NO Bosspaliaer
3Ha4YeHMe No YMOAYAHUIO




2. KoHpUrypmposaHme MOHUTOPUHTA COeaUHEHNA

KomaHpga

OnucaHune

PeXXxum KoHPUrypupoBaHua nopra

ethernet-oam link-monitor

no ethernet-oam link-monitor

ethernet-oam errored-symbol-period {threshold low

<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold low
| window }

ethernet-oam errored-frame-period {threshold low

<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold low |
window }

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |

window }

ethernet-oam errored-frame-seconds {threshold low
<low-frame-seconds> | window <seconds>}

BkntoyeHne MOHMUTOPUHra
EFM OAM, KomaHga NO
MOHUTOPMUHT.

coeguHeHus
BbIK/NOYaET

KoHourypuposaHme  HUXKHEro  nopora
OWKMBOOK M OKHa OUKCAUMN OLLIMBOYHbIX
cumsonos.KomaHaa NO BO3BpawaeT
3HaYeHMe No YMOJIHAHMUIO.

KoHpurypuposaHue  HUXKHero
OWMBOK M OKHa duKcauum
OLWNBOYHBIX ¢penmos.KomaHaa

BO3BpPALLAET 3HAYEHME MO YMOHYAHUIO.

nopora
nepvoaa
NO

KoHpurypuposaHue  HUKHero nopora
OowWKnBOK M OKHa ¢UKcaUMN OLWNDBOYHbIX

dpenmos.KomaHaa NO BO3BpallaeT
3HaYeHMe NO YMONYaHMIO.

KoHpurypupoBaHnme HUKHero nopora
OWMBOK WM OKHA UKcaumMm  CeKyHa,

no ethernet-oam errored-frame-seconds {threshold low OWNBOUHbIX bpeitmos.Komaraa NO
| window } BO3BpaLLAET 3HAYEHME N0 YMOYAHMIO.
3. KoHourypuposaHme obHapyKeHUA yaaneHHbIX HeUCnpaBHOCTEN
KomaHpga OnucaHune
Pexxum KOHOUrypupoBaHusa nopra
ethernet-oam remote-failure BkntouaeT pexum yOaneHHou
no ethernet-oam remote-failure AnarHoctukn - EFM - OAM (1 noa
HEeMcnpPaBHOCTbIO NnoHUMaeTca

KpUTMYecKoe cobbiThe UAN HEUCNPABHOCTb
coeiIMHEHNA Ha  bWmKHEeM  KoHuge),

@ § QTECH
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ethernet-oam errored-symbol-period threshold high
{high-symbols | none}

no ethernet-oam errored-symbol-period threshold high

ethernet-oam errored-frame-period threshold high
{high-frames | none}

no ethernet-oam errored-frame-period threshold high

ethernet-oam errored-frame threshold high {high-
frames | none}

no ethernet-oam errored-frame threshold high

ethernet-oam errored-frame-seconds threshold high
{high-frame-seconds | none}

no ethernet-oam errored-frame-seconds threshold high

KomaHga NO oTkato4daeT GyHKLUUIO

KoHdurypuposaHue BepxHero npegena
ownboK npuema cumeonos. KomaHga NO
BOCCTaHaBAMBaeT 3HayeHue no
YMONYAHMIO.

KoHburypuposaHne BepxHero npeaena

oWMBOK NnprMema ownbOUHbIX hpeirmoB 3a
nepuoa. KomaHga NO BoccTaHaBaAMBaeT
3HaYeHMe No YMONYaHUIO.

KoHpurypnuposaHue BepxHero npegena
owunbok npuema ¢perimos. KomaHga NO
BOCCTaHaB/NMBaET 3HayeHue no
YMONYaHuto.

KoHpurypuposaHue BepxHero npeaena

owKnbOoYHbIX CeKkyHa npuema ¢penmos.
KomaHga NO BoccTtaHaBnAMBaeT 3Ha4dyeHue
Nno YMOYaHMUIO.

11.3 Mpumepnbl EFM OAM
CueHapwmii 1:

KnneHTcKoe n ceteBoe YCTPOWMCTBA, COEAMHEHHbIE HANPAMYIO, MMEKT BKIOYEHHY ¢yHKuuio EFM
OAM ana MOHUTOPUHIA COCTOAHMA NNHUKU. UHPOpMaLMa O AIMHUK NepeaaeTcsa B CUCTEMY YNpaB/eHUA
CeTblo NpU BO3HWKHOBEHWUW aBapWUiHbIX COObLITUA. Tak Ke Mcnonb3yetca PpyHKUMA TeCcTUpPOBaHUA

neTenb gnAa NnPpoBEPKU IMHUN NO HeO6XO,EI,VIMOCTVI.

Ethernet
1/0/1

Ethernet
1/0/1

~

CE

PE

<+—802.1ah OAMPDU—»

Tunosasa Tononorua npumeHeHna OAM

www.qtech.ru
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Mpoueaypa KoHdUrypauum: (onyckan koHourypaumno SNMP 1 norrmuposaHms)

KoHdurypauusa knmeHtckoro yctpoucrea (CE):

CE (config) #interface ethernet 1/1

CE (config-if-ethernetl/1) #ethernet-oam mode passive

CE (config-if-ethernetl/1) #ethernet-oam

CE (config-if-ethernetl/1)#ethernet-oam remote-loopback supported

[pyrve napameTpbl UCNONL3YIOTCA MO YMONYAHUIO.

KoHdurypaumsa Ha PE:
PE (config) #interface ethernet 1/1
PE (config-if-ethernetl/1l) #ethernet-oam

[pyrve napameTpbl UCNONb3YIOTCA MO YMONYAHMUIO.

Mpn HEOBXOAMMOCTM UCMONb30BaHMA YAaIEHHOW NET/IM UCMONb3YeTCA CeAytoLLan KoMmaHaa.

PE (config-if-ethernetl/1l) #ethernet-oam remote-loopback

BbinonHeHune cne,a,ylou.l,eﬁ KOMaHAbl Bbi3bIBaAET NpeKpalleHne pexXnma yp,aneHHon neTam nocne
3aBeplweHnn TeCtTMpoBaHuA.

PE (config-if-ethernetl/1)# no ethernet-ocam remote-loopback

BbinonHeHune cne,a,yrou.l,eﬁ KOMaHAbl OTKAKOYAET NOAAEPKKY y,a,aneHHoﬁ neTnun.

CE (config-if-ethernetl/1) #no ethernet-oam remote-loopback supported

11.4 YcrtpaHeHue HeucnpasHocTeit EFM OAM

Ecnn npun ncnonbsosaHnm EFM OAM BO3HMKaIOT NpobaemMbl, MPOBEPbLTE, HE ABAAIOTCA /1IN OHU
cnencTBmem cneayrowmx NpUYnNH:

e [lpoBepbTe, He HaxogATcA m oba OAM moayna coeanHEHUA B NAaCCMBHOM pexume. Ecam Tak,
T0 EFM OAM coegmHeHue He byaeT yctaHoBneHO mexay OAM moaynamu.

e Yb6eanutecb, 4To SNMP CKOHPUIypMpoBaH KOPPEKTHO. B NpoTMBHOM cnyyae aBapuitHble
coobuieHna He byayT OTAPaABAATLCS B CUCTEMY YMPABAEHUA CETbIO.

e CoeanHeHue B pexmume OAM netanm He pabotaeT. HeobXOAMMO BbIKAOUYUTL PEKUM
TeCTMPOBaAHUA NOC/Ie NPOBEPKU COCTOAHNA TUHUN.

e Yb6eautecb ,uTO 06a YCTPOMCTBA NOAAEPKNBAIOT PEXMM YAANIEHHOW NETAn

e Ha nopty He AO0MXHbl 6bITb CKOHOUrypupoBaHbl STP, MRPP, ULPP, ynpaBneHne noToKom w
bYHKLMA onpeaeneHnsa yaaneHHoOM NeTam npu BKAOYEHUM GYHKUMKW yaaneHHor netam OAM,

NMOCKOJIbKRY 3TU (byHKLI,VIVI HE MOTyT Ncno1b3oBaTbCA OAHOBPEMEHHO.
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126E3OMACHOCTb NOPTOB

12.1 BsepeHue

besonacHocTb NopTa 3TO MexaHM3M, OCHOBbIBatoWMiica Ha MAC-agpece ans ynpaBaeHUAa AOCTYNOM K
ceTn. 3TO paclimnpeHune cylecTsyowWwmx ayteHTudnKaumn 802.1x 1 MAC. OH KOHTpOAMpYyeT AOCTYno
HEeaBTOPM3UPOBAHHbIX YCTPOMNCTB ceTu, nposepas MAC-agpec MCTOUYMKa NOAYYEHHOrO Kaapa M 4ocTyn
K HeaBTOPU3MPOBaHHbIM YycTponcTBan, nposepsaa MAC-agpec ycTpoMcTBa HasHadeHua B Kagpe. C
6€30NacHOCTbIO MOPTOB, NO/Ib30BaTE/Ib MOXKET HAaCTPaAMBaTb PA3/INYHbIE PEXKMMbI 6€30NacHOCTX NopTa
Ans Toro, 4tobbl ycTpoMcTBO 0by4vanocb TONbKO neranbHbiM MAC-agpecam MUCTOYHMKa. [ocne
BK/NtOYeHMA 6e30MacHOCTM MOPTOBYCTPOMCTBO OOHAPY)XMBAET HesneranbHbld ¢perim, YTo Bbi3biBaeT
COOTBETCTBYIOWYO (YyHKUMIO 6e3onacHOCTM nopTa W BbINOAHAET npegonpeneneHHble AeUcTBUA
aBTOMATMYECKM. ITO CHMMKAET Harpy3Ky Mo/ib30BaTE/IbCKOTO 0BCNYKMBAHMA M 3HAYMUTE/IbHO NOBbIWae
6€30NacHOCTb CUCTEMBI.

12.2 HactpoiKa 6e3onacHocTu NnopToB

1. Ba3oBble HACTPOIiKM He3onacHOCTM NOPTOB

KomaHpga OnucaHune

PeXXum KoHpUrypupoBaHua nopra

switchport port-security Hactpoka 6e3omacHocTM MOPTOB Ha
no switchport port-security MHTepdeice.

switchport port-security mac-address <mac-address> Hacpolika cTaTMyeckoro 6e3onacHoro
[vlan <vian-id>] MAC-agpeca Ha uHTepdeiice

no switchport port-security mac-address <mac-address>
[vlan <vian-id>]

switchport port-security maximum <value> [vlan <vlan- | HacTtpoiika MaKCMManbHOro yucna
list>] 6e3onacHbix MAC-agpecoB, paspeLleHHbIX

no switchport port-security maximum <value> [vlan Ha uHTepgerice

<vlan-list>]

switchport port-security violation {protect | restrict | Korga npeBblllEHO MaKCUMMaANbHOE YUCNO0
shutdown} HacTpoeHHbix MAC-agpecoB, MAC-aapec
00CTyNa K WHTepdelncy He NPUHASNENUT
aTOMy WHTepdelicy B Tabanue MAC-
agpecos wuan MAC-agpec HacTpoeH Ha
HeCcKoJIbKo uHTepdeincos B oaHom VLAN,
OHW oba byayT Hapywatb 6e30nacHoCTb
MAC-agpecos.

no switchport port-security violation
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switchport port-security aging {static | time <value> |
type {absolute | inactivity}}

no switchport port-security violation aging {static | time
| type}

PeXXxum agmuHucTpaTopa

clear port-security {all | configured | dynamic | sticky}
[[address <mac-addr> | interface <interface-id>] [vlan
<vlan-id>]]

show port-security [interface <interface-id>] [address |
vian]

BkAtoyaeT Bpems uan TMn cTapeHus port-
security Ha nHTepdece.

Ctupaet BBeAeHHble 6e3onacHble MAC-
agpeca Ha nHTepdence.

Moka3sbiBaeT KOHPUrypaymto.

12.3 NpwumeTtbl HacTpoitkn PORT SECURITY

PC1

TunuyHana cxema Tononornn ana 6es3onacHoOCTU NopTa.

Ha wuHTepdeitice BkAoueHa oyHKUMA 6e3onacHOCTM NopTa,

pa3peLueHHbIX MCTOYHMKOB MAC-agpecoB Ha MHTepdelice pasHoe 10, U nHTepdeic paspeluaeT gocTtyn

10 nonb3oBaTenam B MHTEPHET. Ecamn npesbiWeHO MaKCMMasibHOE KOJIM4ecCTBoO,
nosb3oBaTesib He NoAydYnt A0CTyn B MWHTEPHET, TaK 4YTO 3TO He TOJIbKO OTrpaHn4nT 4YUCNo

nosnb3oBaTenei, HO W caenaet AOCTyn B MHTepHeT 6e3onacHbiM. Ecan caenatb HACTpOMKy

MaKCMManbHoro Yncna 6esonacHoix MAC-agpecos pasHou 1, To Tonbko PC1 uan PC2 nonyyat gocTtyn B

CeTb.
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Mpouecc HaCTPOMKM:

#Configure the switch.

Switch (config)#interface Ethernet 1/1

Switch (config-if-ethernetl/1l) #switchport port-security

Switch (config-if- ethernetl/1l) #switchport port-security maximum 10
Switch (config-if- ethernetl/1) #exit

Switch (config) #

12.4 YcrtpaHeHue HeucnpasHocTeit PORT SECURITY

Ecnun BO3HMKAOT NpobaemMbl ¢ HACTPOMKOM 6€30NacHOCTM, NMPOBEPbLTE HE ABAAKOTCA 1N OHU
cneacTBMEM CefyLULmX NPUYMH:

e [lpoBepbTe BKAtOYeH v PORT SECURITY

e Yb6eautecb B HACTPOMKE MakcumanbHoro konndectsa MAC-agpecos
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13HACTPOUKA DDM

13.1 BsepeHue

13.1.1 Kpatkoe BBegeHue B DDM

DDM (Digital Diagnostic Monitor) peanusyetr ¢yHKUMIO noAapobHoOM uUndPoBON ANATHOCTUKU MO
cTaHaapTy SFF-8472 MSA. DDM KOHTPOAMPYET NapamMeTpbl CUrHana v ouMppOBbIBAET €ro Ha NeyaTHou
nnaTe BHyTpeHHero moayna. MNocne sToro NnpeaocTaBAseT pasrpPaHUYEHHbIN pe3ynbTaT M NapameTpbl,
KOTOPble COXPAHAKTCA B CTAHAAPTHbIX PamMKax NamsaTu Takum obpasom, 4Tobbl LenecoobpasHo 6bi10
4YnTaTb NOCNeAoBaTENbHbIN MHTepdeNC ¢ 4BOMHOrO Kabens.

O6bIYHO MHTEeNNEeKTyaNbHble UMPOBbIE MOAYAN NOAAEPHKMBAOT PYHKUMIO UMPOBON AMATHOCTUKM.
EAMHWMUBI CeTeBOro ynpaB/ieHUAs MMET BO3MOXKHOCTb KOHTPO/IMPOBATb MapameTpbl (TemnepaTtypa,
Hanpsa)KeHne, TOK CMeLeHMA, tX MOLWHOCTb M X MOLLHOCTb) ONTUYECKMUX MOAYAEN ANA NOSYHEHUSA UX
MOPOroBbIX 3HAYEHUI B PEXUME PEASIbHOTO BPEMEHM HA TEKYLLEM ONTUYECKOM MOAy/e. 9TO NomoraeT
eAMHMLAM CEeTEBOrO ynpasieHWA OOHapyXKWBaTb HEUCMPABHOCTU B OMNTUYECKOW JIMHUM, COKPATUTb
9KCNyaTaLMOHHYIO HAarpy3Ky Y NOBbICUTb HAAEKHOCTb CUCTEMBI.

NMpumeHeHne DDM nokasaHo ganee:

1. MporHo3 NPoAO/IKUTENBHOCTU KU3HN MOAYNA.

KoHTponupoBaHMe TOKOB YyTEYKM MO3BOAAET CAeNaTb MNPOrHO3 BPEeMEeHW KU3HW  nasepa.
AOMMHUCTPATOP MOXKET HAWTU HECKONbKO MOTEHLMAOTHbIX NPOBAEM MO MOHUTOPUHTY HAMPSAXKEHUA U
TemnepaTypbl moayns.

(1) Bbicokoe HanpsaxeHue Vcc npuseaeT K nonomke CMOS, HU3Koe — K HenpaBUAbHOM paboTe

(2) BblcOKas rx MOLLHOCTb MOPMBEAET K NOBPEXKAEHUIO MPUHUMAIOLLLETO MOAYNA, U3-32 HU3KOWM IX
MOLLHOCTM MOAYNb HE CMOXKET HOPMasibHO paboTaTb.

(3) Bbicokas Temnepatypa NnpuBeaeT K ObICTPOMY CTapeHUIo annapaTHbIX CPeACTB.

(4) KoHTpONb MOLWLHOCTH, NOYy4aeMOW NO BOJIOKHY, MOMOraeT NPOBEPUTb BO3MOXKHOCTU IMHUN U
yOaneHHOro KommyTaTopa

2. OnpegeneHue mecta NoBpeXaeHUs.

B onNnTOBO/IOKOHHOW ANHUK onpegeneHne HencnpaBHOCTU MMeET BaXKHOE 3HaydeHue ONA 6bICTpOﬁ
nepesarpys3skn cepsuca, U30nMpoBaHUE HEUCNPABHOCTM NMOMOraeT agMUHUCTPATOPY 6bICTpO HanTH
MecTononoxeHne HemcnpaBHOCTKN B moayne (I'IOKa}'IbeIIZ nnn yp,aneHan?l MO,D,yI'IM) WA Ha TMHUU, 4YTO
TaKXe COoKpawaeT BpemAa BOCCTaHOBNEHUNA CUCTEMDBI NOC/IE HENCNPABHOCTW.

AHanM3npysa cTaTyCbl OMOBELLEHUA U CUTHANU3ALMU B PEXMME PEASIbHOrO BPEMEHW MO MapameTpam
(TemnepaTtypa, Hanps)KeHWe, TOK CMeLlLeHMA, tX MOWHOCTb M X MOLLHOCTb) MOMHO ObICTPO
0b6HapyXMTb HENCNPABHOCTb C NOMOLLLIO GYHKUMM UMDPOBON ANATHOCTUKM.

Kpome Toro, coctoaHme Tx Fault u Rx LOS nmeeT Ba)KHOe 3HaYeHMe AN5 aHaAN3a HEUCNPABHOCTY.

3. [poBepKa cOBMECTUMOCTMH.

MpoBepKa COBMECTMMOCTM WMCNONb3yeTcA ANA aHanu3a, ABNSAETCA /M OKPYKalowasa cpega Moayns
COrNlacoBaHHOM B PYYHYD MAM COBMECTMMA C COOTBETCTBYIOWMM CTaHZAPTOM, MOCKObKY
BO3MOHOCTU MOAYNSA MOTYT BbITb PeasniM30BaHbl TO/IbKO C COBMECTUMOM OKpYKatoLWwen cpeaon.
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MHorga napameTpbl OKpY»KatoLLel cpeabl NPEBbILWAOT YCTaHOBAEHHbIE BPYYHYIO UM CTaHAAPT
COOTBETCTBMSA, YTO NPMBEAET Y YMEHbLUEHUIO BO3MOMXKHOCTEN MOAYNA M OWNBKe nepeaayn.

Opr)KaPOLLI'aﬂ cpena He COBMeCTUmMa:

(1) Hanpsa)keHuWe nNpeBbIWaAET YCTaHOBNAEHHbIV AMaNa3oH.
(2) Rx power npMBOAUT K NepesarpysKke AN K MeHbLUE YyBCTBUTENbHOCTU NpUemonepeaaTymKa.

(3) Temnepatypa npesbllaeT Anana3oH paboyen TemnepaTypsbl.

13.1.2 ®yHKuumn DDM

OnucaHn DDM nokasaHo B caeaytowem npmmepe:

1. MNpocmoTp MHPOpPMaLMM MOHUTOPUHTA Ha NpMemonepesaTInKe.

AOMWHUCTPATOP MOXKET Y3HaTb TEKYLLLee COCTOAHNE TPaHCUBEpPa U HAWTU NOTeHLUMaNbHble NPobaembl C
NMOMOLLbIO NMPOBEPKM Cneayowmx napameTpos (Bxoaawas TX MowHoCTb, RX MoLHOCTb, TemnepaTypa,
Hanps)KeHne, TOKM YTEeYKU) U 3anpocuTb MHOOPMALMIO MOHUTOPMHIA (TaKyld KaK OMNOBELLEHMA,
CUrHaNM3auma, COCTOHME B peasibHOM MacluTabe BpemeHu U T.4.). Kpome Toro nposepka nHpopmaumnm
O HEUCMPABHOCTAX ONTUYECKMX MOoAyNel NoMorae aaMMHUCTPATOPY BbICTPO 06apYKUTb HEUCNPABHYHO
JIMHUIO U COKPATUTb BPEMS BOCCTAHOB/IEHWA.

2. Onpe,a,eneHme 3Ha4YeHNA NOPOra No0/2ib30BaTesIEM.

[na napameTpoB B peanbHOM MacwTabe BpemeHu (TX mowHOCTM, RX MOLWHOCTM, TemnepaTypbl,
Hanps)KeHUs, TOKOB YyTeYKN) eCcTb GUKCMPOBaAHHbIE 3HaYeHA NOporos. MOToMy, YTO NO/b30BaTE/IbCKOE
OKpPY)XEHWe PasIMYHO, NONb30BaTe/Ib MOXKET ONpeaenTb 3HaYeHMe nopora (BooAAWAA CUTHaAN3aLmA
C BbICOKMM M HU3KMM MNPUOPUTETOM, OMOBELLEHWE C BbICOKMM W HWU3KMM MNpUOPUTETOM), FMBKO
KOHTPOMpPOBaTb paboyee cOCTOAHME TPAaHCMBEPA U HEMEANEHHO OOHAPYKUTb HEMCMPABHOCTb.

HaCTpOl‘;ﬂ(a 3Ha4YeHNA NOoporos nNpoun3soanTCA NOab30BaTENEM U NMPOU3BOAUTENEM U MOMKET 6bITb
NMOKa3aHa B TO & BpemA. Korga nopor onpegenaetca nonb3oBatesiem HepaunoHaslbHO, OH 6y,CI,ET
3anpoweH y nonb3oBatena U CUrHan Tpesorn nam onoselweHNA aBTOMaTU4eCKMN YCTaHOBUT nopor no
yMO}'I‘-IaHMPO(I'IOJ'Ib3OBaTeJ'Ib MOXEeT BOCCTaHOBUTbL BCE NOPOroBble 3Ha4Ye€HMA NO YMOJIHaHUIO )

PauuoHanbHOe NoporoBoe 3HayeHue: BbICOKOE/HU3Koe 3HaYeHne CUrHala OMnoBeLLeHN A0KHO BbiTb
MEXAY BbICOKMM U HU3KMM CUIHANIOM CUIHAAM3aLMW U BbICOKOE 3HayeHue nopora AO0MKHO 6biTb
Bbille, YEM HM3KOE WU, a WMMEHHO, BbICOKOE 3HayYeHWe CUTHANM3AUUU>= BbICOKOE 3HadyeHue
onoBeLLeHUA>= HU3KOoe 3HaYeHNe ONoBeLLLEHUA>= HU3KOE 3HaUYeHMe CUTHaIn3aL K.

[na onTUYECKoro Moayna peMm MPOBEPKM MOAYYAEMOro MUTAHUA BKAKOYAET BHYTPEHHIOW W
BHELWHIO MNPOBEPKY, KOTOpble Onpesenvnn npoussoguTenn. Kpome TOro peruMm MpoBepKu
napameTpoB B peaibHOM MacluTabe BpeMeHM 1 NOPOroBbIX 3HAYEHUI MO YMONYAHUIO.

3. KoHTponb TpaHcuBepa.

Kpome npoBepKM COCTOHUA paboTbl TPaHCMBEpPA B peasibHOM MacliTabe BpemeHW, Mo/b30BaTesNto
HY)XHO c/feauTb 3a noAapobHoW WHPOpMaumen O COCTOAHMM, TaKOM KaK nocnefHee Bpems
HEeWCNpPaBHOCTM M ee Tun. KOHTPONb TpaHCMBEpPA MOMOraeT MONb30BaTeN0 HAWTU nocnegHee
COCTOSIHME HEMCMNPaABHOCTU Yepe3 NPOBEPKY JIOFOB M 3aNpoCUTb MOCAeAHEEe COCTOSHWE HENOoNaAKu
yepes BbiNo/SHEHMEe KomaHA. Korga nonb3oBaTenb HaxoguT MHGOPMALMIO O HEMonaaKe ONTUYECKOO
Mmoayns, To MHdopmauma o6 oNTMYECKOM MoAy/Ne MOXKET bbiTb nepenposBepeHa nocne o6paboTKu
MHPOPMaALMM O HEUCNPABHOCTM, 34ECb NONb30BATENb MOMKET 3HaTb MHPOPMALMIO O HEUCMPABHOCTU U
BO30OHOBUTb MOHWUTORUHE.
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13.2 Cnucok KomaHpg KoHurypaumum DDM

HacTtpoika DDM:

MpocMoTp MHPOPMALLMM KOHTPOA B peasibHOM MacluTabe BpemeHu.

2. HaCTpOVIKa 3HaYeHuM nopora CUrHannsaunm nam onoseweHnA KaxXgoro napameTpa gnAa

TpaHcuBepa.

3. HacTpoiKa cocTosHMA MOHUTOPUHIa TPaHCUBepa.

(1) HacTtpoWka nHTepBana MOHUTOPUHIA TPaHCUBEPA.

(2) HacTpoiika coCTOAHUSA BKAOYEHUSE MOHUTOPWHTIA TPAaHCMBEpA.

(3) NMpocmoTp MHOPMALMM MOHUTOPUHIA TPAHCKUBEPA.

(4) OuncTtka MHGOPMALMN MOHUTOPUHIA TPAHCUBEPA.

1. MpocmoTp MHPOPMaLMM KOHTPOIA B peasibHOM MacluTabe BpemeHu.

KomaHpga OnucaHue

PeXXum KOHGUrypupoBaHUA NOPTa, PEXKUM aAMUHUCTPATOPA UK

rno6anbHbIA peXKum

show transceiver [interface ethernet <interface-list>][detail] MpocmoTp MOHUTOPUHIA

COCTOAHMA TpaHCKUBEpPaA.

2. HaCTpOVIKa 3HaAYeHUM nopora CUrHann3aumnm nam onoseweHnAa KaxXxgoro napameTpa gnAa

TpaHcuBepa.

KomaHpga

OnucaHue

PeXXxum KoHPUrypuposaHua nopra

transceiver threshold {default | {temperature | voltage | YcrtaHoBKa onpeaeneHHoro nopora
| bias | rx-power | tx-power} {high-alarm | low-alarm | | nonb3oBaTenem.
high-warn | low-warn} {<value> | default}}
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3. HacTpoiika cOCTOAHUA MOHUTOPUHIa TPaHCUBepa.

(1) HacTtpoika nHTepBana MOHUTOPUHIra TpaHCMBEpa.

KomaHpga

OnucaHune

PeXXum KoHPUrypupoBaHua nopra

transceiver-monitoring interval <minutes>

no transceiver-monitoring interval

YcTaHOBKa MHTEepBana MOHUTOPUHIa
TpaHcueepa. KomaHaa no ycrtaHaBauBaet
WHTEPBa/N MO YMOAYaHWIO, paBHbiM 15
MWHYT.

(2) HacTpoiika coCTOAHUA BKAOYEHUS MOHUTOPWHTA TPAaHCMBEpA.

KomaHpga

OnucaHune

PexXxum KoHpUrypuposaHua nopra

transceiver-monitoring {enable | disable}

YcTaHaBAMBAET, BKAOYEH M MOHUTOPUHT
TpaHcuBepa. MNocne BKAOYEHMA HA nopTe
MOHUTOPUHIA  TPaHCMBEPA,  CUCTEMA
3anunCbiBaeT COCTOHWE HEWCMPABHOCTMW.
Mocne OTKNOYEHUA GYHKUMKM Ha nopTe,
nHdopmaums o0 HemcnpaBHOCTU bypeT
cTepTa.

(3) NMpocmoTp MHPOPMALMM MOHUTOPUHTA TPAHCUBEPA.

KomaHpga

OnucaHune

PeXXum KoHPUrypupoBaHUa nopra

show transceiver threshold-violation [interface ethernet
<interface-list>]

MokasbiBaeT WMPOPMALUIO MOHUTOPUHIA
TPAHCMBEpPA, BK/OYAIOWYIO MNOCAEeAHIO
MHPOPMALMIO  HapyweHMAa MOPOroBoro
3HAaYeHWA, MOHWUTOPUHT MPOTEKAIOLLErO
TOKa uYepe3 TpaHCUBEp, BKIKOYEH /iU
MOHWUTOPUHT TpaHCMBEpPA Ha MopTe.
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(4) OuncTtka HPOPMALMM MOHUTOPUHTA TPAHCUBEPA.

KomaHpaa OnucaHue

Pexxum KoHUrypuposaHua nopra

clear transceiver threshold-violation [interface ethernet | Ctupaer 3HauyeHMe nopora HapyweHus
<interface-list>] MOHUTOPUHIA TpaHCMBepa.

13.3 Mpumepbl npumeHeHna DDM
Mpumep 1:

Ethernet 21 n Ethernet 23 BKAtouyeHbl B onTuyecknit moaynb ¢ DDM, Ethernet 24 BKaloueH B
onTuyeckmMin moaynb 6e3 DDM, Ethernet 22 He BK/IlOYEH B KaKOM-IMBO ONTUYECKNIA MOAY/b, MPOCMOTP
MHpopmaummn o DDMHa onTnyeckom moayne.

a) MpocmoTtp mMHPOpMaumm o Bcex MHTepdelicax, KOTOpble MOryT YMTaTb MAapameTpbl B pexume
peanbHOro BpemMeHU(npu OTCYTCTBUM OMNTUYECKOrO MOAYNA WAM  ONTUYECKMM Moaynb He
noaaepusaertcs, nHdopmaums He ByaeT nokasaHa), 4NA Npumepa:

Switch#show transceiver

Interface Temp(°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)
1/21 333.31 6.11 -30.54(A-) -6.01

1/23 335.00 (W+) 6.11 -20.54(W-) -6.02

b) MpocmoTp nHPopmauumn o6 ykazaHHOM uHTepdence (N/A o3Ha4aeT, UTO ONTUYECKUI MOAY/b He
BCTABJ/IEH UNIN He NOALEPKUBAETCA), ANA NpUumepa:

Switch#show transceiver interface ethernet 1/21-22;23

Interface Temp(°C) Voltage (V) Bias (mA) RX Power (dBM) TX Power (dBM)
1/21 33331 6.11 -30.54(A-) -6.01

1/22 N/AN/A N/A  N/A N/A

1/23  335.00 (W+) 6.11 -20.54(W-) -6.02

c) MpocmoTp noapobHol WHPOpPMaLMKM, BK/KOYAIOLLENM OCHOBHYKD WHPOPMaLMIO, 3HAYeHue
napameTpoB MOHWUTOPWMHIA B peasibHOM MacwTabe BpeMeHM, CUrHa/a ONoBEeLLEeHUA, CUTHANU3ALMIO,
COCTOAIHWE HEUCNPABHOCTU M MHPOPMALMIO MOPOroBOro 3Ha4YEeHUs, 414 NpUmepa:

Switch#show transceiver interface ethernet 1/21-22;24 detail
Ethernet 1/21 transceiver detail information:
Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
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Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.
Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low Alarm High Warn Low Warn

Temperature(°C) 33 70 0700

Voltage (V) 7.31(A+) 5.00 0.005.00 0.00
Bias current (mA) 6.11(W+) 10.30 0.005.00 0.00
RX Power (dBM) -30.54(A-) 9.00 -25.009.00-25.00

TX Power (dBM) -6.01 9.00 -25.009.00-25.00

Ethernet 1/22 transceiver detail information: N/A

Ethernet 1/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:

Ethernet 21BKkntoueH B onTryeckmMin mogynb ¢ DDM. HacTpoiKka noporoBoro 3HayeHUa Ha ONTUYECKOM

mogayne nocae npocmoTpa nHoopmaum o DDM.

LWar 1: NpocmoTp noapobHoM nHpopmaumm o DDM.
Switch#show transceiver interface ethernet 1/21 detail
Ethernet 1/21 transceiver detail information:

Base information:
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Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn

Temperature (°C) 33 70 O 70 0

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00
RX Power (dBM)  -30.54(A-)9.00-25.00 9.00 -25.00

TX Power (dBM) -13.019.00 -25.00 9.00 -25.00

LWar 2: HacTpoiKka NoporoBoro 3Ha4eHMA tx-power Ha ONTUYECKOM MHTepPdeNCce, HUKHEe 3HaAYeHNE
NOpPOroBOro onoBeLleHns - 12, HUMKHee 3HaYeHne Noporoson curdanmsaumm — 10.00.

Switch#config
Switch (config)#interface ethernet 1/21
Switch (config-if-ethernetl/21) #transceiver threshold tx-power low-warning -12

Switch (config-if-ethernetl/21) #transceiver threshold tx-power low-alarm -10.00

War 3: MpocmoTp noapobHoi uHPopmaumm o DDM Ha ontuyeckom mogyne. CurHanmsaums
MCNONIb3YET MNoOoporosoe 3HayeHUe, HaCTpaMBaemoe MNoJsib3oBaTesiem, noporoeoe 3Ha4YeHwUe,
HacTpoeHHoe nponsBoguTenem ob6o3HayeHo ckobkamu. CurHanmsaumsa ¢ ‘A-" Kak -13.01 meHblue, Yyem -
12.00.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

Realtime ValueHigh Alarm Low AlarmHigh WarnLow Warn
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Temperature (°C) 33 70 0 70 O

Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00

Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)9.00 -25.00 9.00 -25.00

TX Power (dBM) -13.01(A-)9.00-12.00(-25.00) 9.00 -10.00(-25.00)
Mpumep 3:

Ethernet 21 BkAtoYeH B onTUYeckuii mogynb ¢ DDM. BKkatoueHne MOHUTOPUHIA TPaHCMBEPA Ha NOPTE,
nocne NPoCMoTPa MOHUTOPUHIA HA ONTUYECKOM Moay/e.

LWar 1: MpocmoTp MOHUTOPUHIA TPaHCMBEPA Ha onnveckom mogyne. Ha Ethernet 21 and ethernet 22
He BK/1I0OYEH MOHUTOPUHT TPaHCMBEPA, YCTaHOBAEHHbIN MHTepBan 30 MUHYT.

Switch (config) #show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

LWar 2: BKAtoyeHNMe MOHUTOPUHTIA TpaHcMBepa Ha ethernet 21.
Switch (config)#interface ethernet 1/21

Switch (config-if-ethernetl/21) #transceiver-monitoring enable

War 3: MpocmMoTp MOHUTOPUHIA TPAHCUMBEPA Ha OMNTMYECKOM mogyne. B cnegytolwmx HacTpoiKax, Ha
ethernet 21 BKAOYEH MOHUTOPUHT TPAHCMBEPA, NOC/eAHEE HapYyLWEHNE NOPOroBoro 3HavyeHmsa Jan 02
11:00:50 2011, nopgpobHaa uHdopmauu o DDM, npesbiwalowas MNOPOroBoe 3HavyeHME  TaKXKe
NMOKa3aHa:

Switch (config-if-ethernetl/21) #quit

Switch (config) #show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

. QTECH © www.qtech.ru

MWP [OCTYMHEE



DiagnosticThreshold

Realtime Value High AlarmLow Alarm High Warn Low Warn

Temperature (°C) 33 70 O 700

Voltage (V) 7.31 10.00 0.00 5.00 0.00

Bias current (mA) 3.11 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)  9.00 -25.00(-34) 9.00-25.00
TX Power (dBM) -1.01 9.00 -12.05 9.00-10.00

Ethernet 1/22 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

13.4 YctpaHHMe HeucnpaBHocTeit DDM

Ecnn Bo3HMKaOT Npobembl Npu HacTpoike DDM, noxkanyicra, nposepbTe ABASETCA M 3Ta Npobaema
CcNeacTBuem cnepyowmx NpuUmH:

Ybegutecb, 4TO TpPaHCMBEP Ha OMNTUYECKOM Moayne Obll BKAOYEH HA NOpTe, MHaye
KoHourypaumnsa DDM He nyaeT nokasaHa.

Y6eputecb, uto KoHourypaums SNMP paboTaeT, MHaA4Ye ONOBELLEHME O COObITUM HE CMOXKET
ONOBECTUTb CUCTEMY CETEBOTO YNpPaBAEHUA.

He Bce KommyTaTopbl noaaepxumsatoT SFP ¢ DDM man XFP ¢ DDM, ybeauTech B MCNONb30BaHUM
KOMMYTaTOpa C NOALEPKKOM COOTBETCTBYOLLEN QYHKLUN.

Mcnonb3oBaHne KomaHa show transceiver nnm show transceiver detail moxeT 3aHATbL MHOro
BPEMEHM, TaK Kak KommyTaTtop OyaeT npoBepATb BCEe MOPTbl, MOSTOMY PeKOMeHAyeTcA
3anpawmBaTb MHPOPMaALMIO O TPAHCUBEPE Ha onpeaeeHHbI NopT.

Y6enutecb, YTO YCTAaHOBNEHHbIA MO/Ib30BATENEM MOPOr ABAeTcA AeicTeyrowmm. Mpu noboit
owmnbKe NopPoroBoro 3HavyeHUa TpaHcueep ByaeT No3blNaTb CUTHAM3ALMIO B COOTBETCTBMM CO

3Ha4YeHnem, yCtaHoOB/IEHHbIM MO YMO/T4YaHUIO.
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14LLDP-MED

14.1 BsepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB LLDP (Link
Layer Discovery Protocol) of IEEE. LLDP npeaocTtaBnseT cTaHZapTHbIM pexum Link Layer Discovery,
nocblaloWero MHPOPMaUMIO O JIOKANbHbIX YCTPOMCTBAX (BK/IHOYAMOLLYHO OCHOBHbIE BO3MOMKHOCTH,
ynpasneHue IP-agpecamu, ID ycTpoictea 1 ID nopta) Takoi Kak TLV (type/length/value) Tpoiiku B
LLDPDU (Link Layer Discovery Protocol Data Unit), ynpaBastowmx cB3bio C COCEAHUMMU YCTPONCTBAMM.
MonyyeHHas wnHdopmauma ob ycTpoincTBe OyAeT XpPaHUTbCA CO CTaHAAPTOHOW 6as30i ynpasaeHUs
nHoopmaumen(MIB). ITo no3sonsAeT cucTeme CeTeBOro ynpas/ieHUA ObicTpo OOHapyXuBaTb W
naeHTMGUUMPOBATL CTATYC CBA3KN HA IMHUW.

B ctaHgapTte 802.1AB LLDP HeT nepegaun u ynpasneHma MHopmaLMen o rolocoBOmM ycTpoiictee. na
NPMMEHEHUA W YNpaB/iEHUA FOJ0COBOro YCTPOMCTBa LenecoobpasHo ¢ nomouwbto LLDP-MED TLVs
NpefoCTaBAATb MHOMECTBEHHYO WHPOpMauMmio, Takyto Kak PoE (Power over Ethernet), ceTesyto
NONUTUKY U NOKaNnbHYO MHGopMauuto 06 obcnyknsaHMn HoBoro TenedoHa.

14.2 KoH¢wurypauma LLDP-MED

1. basoBas KoHouUrypauma

KomaHga OnucaHue

PeXXum KoHGUrypupoBaHUa nopra

lidp transmit med tlv all HacTpoiika ykasaHHOro nopta OTnNpaBAATb

no lldp transmit med tlv all gce LLDP-MED TLVs. KomaHpga no
oTMeHAeT QYHKLMIO.

lldp transmit med tlv capability HacTpoiKka yKa3aHHOro noprta oTnpaBAsTb

LLDP-MED Capability TLV. KomaHaa no

no lldp transmit med tlv capability
OTMeHAET PyHKLMIO.

lldp transmit med tlv networkPolicy HacTpoika yKka3aHHOro nopta OTNPaBAATb
no lldp transmit med tlv networkPolicy LLDP-MED Network Policy TLV. KomaHaa
NO OTMEHAET AaHHYI0 QYHKUMIO.

lldp transmit med tlv extendPoe HacTpoliKa yKa3zaHHOro nopTta OTNpPaBAATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHga no oTmeHAeT GyHKUmIO.

lidp transmit med tlv inventory HacTtpoiika YKa3aHHOoro nopTa

no lidp transmit med tlv inventory oTnpasnATLLLDP-MED Inventory
Management TLVs. KomaHaa no oTmeHaeT
byHKUMIO.
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network policy {voice | voice-signaling | guest-voice |
guest-voice-signaling | softphone-voice | video-
conferencing | streaming-video | video-signaling}
[status {enable | disable}] [tag {tagged | untagged}] [vid
{<vlan-id> | dotlp}] [cos <cos-value>] [dscp <dscp-
value> ]

no network policy {voice | voice-signaling | guest-voice
| guest-voice-signaling | softphone-voice | video-
conferencing | streaming- video | video-signaling}

civic location {dhcp server | switch |
<country-code>

endpointDev}

no civic location

ecs location <tel-number>

no ecs location

lldp med trap {enable | disable}

Pexum Civic Address LCI address

{description-language | province-state | city | county |
street | locationNum | location | floor | room | postal |
otherinfo} <address>

no {description-language | province-state |
county | street | locationNum | location | floor |
| postal | otherinfo}

city |
room

Pexxum rnobanbHOro KoHGUrypuposaHus

lldp med fast count <value>

no lidp med fast count

HacTpoika ceTeBoli MOAUTUKM MOPTa,
Bkatovatowasa VLAN ID, nogaeprkmBaemble
NPUIOXKEHUA (Takue KaK rosoc u BUAEO),
NPUOPUTET MPUIOKEHUA U MNOAUTUKA
NCNoab30BaHUA, U TaK ganee.

Hactpoika TuMna ycTponctBa U KoAa
CTpaHbl B cootBeTcTBUM C popmaTom Civic
Address LCl n BkatoueHue pexunma Civic
Address LCl. KomaHaa no oTmeHsieT Bce
HaCTPOMKM B COOTBETCTBUM C POpMaTOM
Civic Address LCI.

HacTpoika pacnonoxeHuns c dopmatom
ECS ELIN Ha nopTe. KomaHga no oTmeHAeT
KOHUrypaumo

BktoyeHme/oTKAOUEHME N0BYLWKKM LLDP-
MED Ha ykasaHHOM nopTe.

HacTpolika noapobHbIXx agpecos nocne
BBoaa perkuma Civic Address LCl address
Ha nopre.

Korga BKAOYEeH mexaHuM3M  6bICTporo
3anycka LLDP-MED, TO OOMKHA
npou3BOAUTLCA HbicTpan OTnpaBsKa
naketos LLDP ¢ LLDP-MED TLV, »>3T1a

KOMaHAa WCnosb3yeTcA ANA  YCTaHOBKM
3HayeHMA ObICTPON OTNPaBKM MAKETOB,
KOMaHAa nO BOCCTAaHAB/AMBAET 3HayeHue
No YMONYaHMIo.
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PeXXum agmuHucTpaTopa

show lldp MokasbiBaeT HAaCTPOMKKM rnobanbHoro LLDP
n LLDP-MED
show lldp [interface ethernet <IFNAME>] MNoKa3biBaeT HacTpoliku LLDP u LLDP-MED

Ha TEKyLLemM nopre

show lldp neighbors [interface ethernet <IFNAME>] MokasbiBaeT HacTpolKku LLDP u LLDP-MED
Ha coceaHMX yCTPOMCTBaXx.

14.3 TMpumep HacTpoiku LLDP-MED

Switch A

Ethernet 1/2 Y CTPOWCTBO
MED

Ethernet 1/1

Tononorua 6asoBoi KoHPUrypauum LLDP-MED

1) Hactpoiika Switch A
SwitchA (config) #interface ethernetl/1

SwitchA (Config-If-Ethernetl/1)# 1lldp enable

SwitchA (Config-If-Ethernetl/1)# 1ldp mode both (this configuration can be omitted,
the default mode is RxTx)

SwitchA (Config-If-Ethernetl/1)# 1ldp transmit med tlv capability
SwitchA (Config-If-Ethernetl/1)# 1lldp transmit med tlv network policy
SwitchA (Config-If-Ethernetl/1)# 1lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1l)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernetl/1l)# exit

SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)# 1ldp enable
SwitchA (Config-If-Ethernetl/2)# 1ldp mode both

. QTECH © www.qtech.ru

MWP [OCTYMHEE



2) HacTpolika Switch B
SwitchB (config) #interface ethernetl/1

SwitchB (Config-If-Ethernetl/1)# 1ldp enable

SwitchB (Config-If-Ethernetl/1)# 1ldp mode both

SwitchB (Config-If-Ethernetl/1l)# 1lldp transmit med tlv capability
SwitchB (Config-If-Ethernetl/1)# 1lldp transmit med tlv network policy
SwitchB (Config-If-Ethernetl/1)# 1lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1l)# network policy voice tag tagged vid 10 cos 4

3) Verify the configuration
MpocmoTp rnobanbHOro cTaTyca u ctatyca uHTepdelica Ha SwitchA
SwitchA# show 11ldp neighbors interface ethernet 1/1
Port name : Ethernetl/1
Port Remote Counter : 1
TimeMark :20
ChassisIdSubtype :4
ChassisId :00-1f-ce-00-00-02
PortIdSubtype :Local
PortId :1
PortDesc :****
SysName :****

SysDesc :***x*xx%

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information

MED Codes:

(CAP) Capabilities, (NP) Network Policy
(LI) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class III
Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5

Power Type : PD

Power Source :Primary power source
Power Priority :low

Power Value :15.4 (Watts)
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Hardware Revision:

Firmware Revision:4.0.1

Software Revision:6.2.30.0

Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information

auto-negotiation support: Supported

auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1

operational MAU type: 1

SwitchA# show 1lldp neighbors interface ethernet 1/2

Port name : interface ethernet 1/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl/2

Port Remote Counter : 1

TimeMark :20

ChassisIdSubtype :4
ChassisId :00-1f-ce-00-00-02
PortIdSubtype :Local

PortId :1

PortDesc :Ethernetl/1

SysName  :****

SysDesc :****x*

SysCapSupported :4

SysCapEnabled :4

MoscHeHwue:

1. Ethernet 2 kommyTtatopa A n Ethernet 1 KommyTaTopa B sBAsAOTCA MopTamu yCTPOMCTBA
CEeTeBOro CoeAMHEeHUA, OHU He NnepecbiNatoT NakeTbl ¢ HPopmaumein MED TLV. XoTa Ethernet 2
KOmMMmyTaTopa A HacTpoeH Ansa nocbinku uHoopmaumm MED TLV, oH He 6yaeT nocbinatb
nHpopmauuto MED, yTto npuBeaeT K OTCYTCTBMIO B COOTBETCTBYIOLLEN yAaneHHoW Tabauue
nudopmaumm MED Ha Ethernet 2 kommyTaTopa A.

2. YctpowncTteo LLDP-MED moeT nocbinaTtb naketbl LLDP ¢ MED TLV, noaTomy B COOTBETCTBYHOLLEM

yaaneHHon Tabauue byaet nidopmauma ob Ethernet 1 kommyTtatopa A.

14.4 YcrtpaHeHue HeucnpaBHocTel LLDP-MED

Ecnn Bo3HMKalOT Npobiembl Npu HacTpoike LLDP-MED, noanyiicta, NnpoBepbTe ABAAETCA /N 3Ta
npobnema cneacTBnem cneayrowmx NPUYNH:
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e Ybeputecb, uyto LLDP BkntoueH rnobanbHo

e TONbKO YCTPOWCTBO cCeTeBOro coeamHeHua nonyyaet LLDP naketbl ¢ LLDP-MED TLV ot
6aukanwero yctponctea MED, oH TaKk ke nocbinaer LLDP-MED TLV. Ecam Ha ycTpoiicTBe
CeTeBOro CoegMHeHWs HacTpoeHa KomaHaa Aana otnpasku LLDP-MED TLV, nakeTtbl 6e3 LLDP-
MED TLV nocbinatoTca Ha NOPT, YTO O3HAYAET, YTO HMKAKOM MHPOPMaLMK NOPT HE NOAYYAET U

Ha NopTe OTKAOYEeHa PyHKLMA NOCbINKN MHPopmauum LLDP-MED TLV.

e Ecnnm cocegHue yctpoictBa nocbinaloT WHPopmauumo LLDP-MED ycTpoicTBy ceTeBoro

coeIMHEHUSA, HO OHa He aBnseTcs uHpopmaumen LLDP-MED, nposepsemas KomaHaon show

lildp neighbors, uto 03HauyaeT, yTO OTnpaBnseemas uHbopmaumua LLDP-MED k coceaHum
YCTPOMCTBaAM ABAAETCA OLUIMOOYHOMN.
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15HACTPOMKA BPDU-TUNNEL

15.1 BsepgeHue B bpdu-tunnel

BPDU Tunnel aBnaetca TeXHONOrMEN BTOPOro YPOBHA. ITO NO3BOJIAET NaKeTaM NPOTOKO0B BTOPOro
YpPOBHA reorpaduyeckn pacnpeseneHHbIX YacTHbIX CeTel NPO3payHO nepeaaBaTbCA NO CneunasbHbIM
TYHHeNAM Yyepe3 ceTb NOCTaBLLNKA YCAYT.

15.1.1 ®dyHKuum bpdu-tunnel

B npunoxkeHn MAN, MHOXKeCTBEHHbIE BETBM KOPNOpaLMM MOTyT COeAMHATLCA C APYr C APYrOM Mo ceTu
onepatopa. VPN npepocTaBnseT  BO3MOMKHOCTb  onepaTopy  BKAWOYATb  reorpadpuyecku
pacnpegeneHHble CeTU B O4HY N0KanbHYyto ceTb LAN, N03TOMY NOCTaBLUMKY YCAYT HYXKHO NpesocTaBUTb
GYHKUMIO  TYHHENMpoBaHWMA, a MUMEHHO MHOOPMAUMOHHBLIX  [AaHHbIX, MNOCTynarwlWmx OT
NoNb30BaTENbCKOM CETU M Nepenaym Ux APYro CEeTM HEKOTOPOW Kopnopauuu Yyepes ceTb onepartopa.
[na noapepXaHuA JIOKaNbHOW  KOHUenuuu, HeobxogMma He TONbKO nNepejaya  [AaHHbiX OT
NONb30BATE/IbCKMX YACTHbIX CETEN Yepes TyHHe b, HO TaK e nepesaya NekeTosB NPOTOKO/0B BTOPOro
YPOBHS OT M0/b30BaTE/IbCKUX CETEMN.

15.1.2 CospaHue bpdu-tunnel

CneumanbHble IMHUN UCMONb3YIOTCA OMEpPaTopoM ANA CO34aHMA MONb30BATE/NIbCKUX CETell BTOPOro
YPOBHsA. B pesynbtaTe, Mosb3oBaTesbCKas CeTb pa3buBaeTcA Ha 4YacTU MO Pas/IMYHbIE CTOPOHbDI
ceTeBOro nposaiaepa. Kak nokasaHo Ha PUCYHKe, Nonb3oBaTesb A umeeT aga ycTpoiictea (CE1 u CE2)
1 0b6a 3TUX yCTPOICTBa NpUHaANexaT K HekoTopomy VLAN. Monb3oBaTeNbCcKas ceTb pa3geneHa Ha ceTb
1 v ceTb 2, KOTOpblE COEAMHAIOTCA Yepes ceTb NpoBalaepa. Korga nakeTbl NPOTOKO/IA YPOBHA 2 He
MOryT 6biTb peanun3oBaHbl Yyepe3 ceTb MOCTaBLMKa YCAYr, TO MO/b30BaTe/IbCKana CETb HE MOXKET
06paboTaTb BbIYMCNEHME HE3ABMCMMOrO MNPOTOKOJIAa BTOPOro YpPOBHA(ANA NpMMepa: BblYMCAEHME
spanning tree), Takum 06pa3om ceTu BAUAIOT APYr Ha Apyra.
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MNonb3oBaTtenb A lNonb3oBaTenb A
Cetb 1 VLAN 100 Cetb 2 VLAN 100

MpnmeHeHne BPDU-TyHHeNA

15.2 KoHdurypauma bpdu-tunnel

1. Hactpolika rnobanbHoro MAC-agpeca TyHHens.

2. HacTtporika nopTa gna noanepKu TyHHens.

1. Hactpolika rnobanbHoro MAC-agpeca TyHHens.

KomaHpga OnucaHue

Pexxum rnobanbHoOro KoHpurypuposaHus

bpdu-tunnel dmac <mac> BkitoyeHune/oTka04EHNE rnobanbHoOro

no bpdu-tunnel dmac MAC-aapeca TyHHens.

2. HacTtporka nopTa gna noanepXKu TYHHens.

KomaHpga OnucaHue

PeXXum KoHPUrypupoBaHua nopra
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bpdu-tunnel {stp|gvrp|uldp]|lacp|dotlx} BKkntoueHne/oTkNOUYEHNE Ha nopre

no bpdu-tunnel {stp |gvrp|uldp|lacp|dot1x} MOAAEPHKN TYHHENA.

15.3 Mpumep bpdu-tunnel

CneunanbHble IMHUM UCNONb3YIOTCS ONEPaAaTOPOM ANA NOCTPOEHUS MOb30BATENbCKMX CETEN BTOPOro
ypoBHA. B pesynbTaTe, nonb3oBaTeNbCKasa ceTb pa3bmBaeTcs Ha 4YacTM MO pPas/InMYHbIE CTOPOHbI
ceTeBoro nposanaepa. Kak nokasaHo Ha pUCYHKe, Nonb3oBaTesb A umeeT gga ycTpoiictea (CE1 u CE2)
1 0ba 3TUX yCcTpoiCcTBa NpuHaanexart K Hekotopomy VLAN. MNonb3oBaTeibCKasa CeTb pa3desieHa Ha CeTb
1 u ceTb 2, KOTOpble COEAMHAIOTCS Yepe3 ceTb npoBanaepa. Koraa nakeTbl MPOTOKO/1a YPOBHA 2 He
MOryT ObITb peann3oBaHbl Yepe3 CeTb MOCTABLLMKA YCAYr, TO MOJIb30BATE/IbCKAA CETb HE MOXKET
06paboTaTb BbIYMC/EHME HE33aBMCMMOrO NPOTOKONA BTOPOro YPOBHA(4NA NpMMepa: BblYUC/IEHME
spanning tree), Takum ob6pa3om ceTn BAUAIOT APYr Ha Apyra.

lNonb3oBaTtenb A
Cetb 1 VLAN 100

MNonb3oBatenb A
Cetb 2 VLAN 100

NpumeHeHne BPDU-TyHHenA

C BPDU Tunnel, nakeTbl NpOTOKO/1a BTOPOTO YPOBHA OT N0/Ib30BaTE/IbCKOM CETU MOTYT 6bITb NepesaHbl
yepes ceTb onepaTopa B caeaytowern Nocaea0BaTeNbHOCTU:

1. Mocne nony4yeHns naketTa NPOTOKO/1a BTOPOro YPOBHA OT NepBOM ceTu nosb3osatenda A, PE 1 8
ceTn onepatopa nakeT uHKancynupyetca, MAC-agpec HasHaYeHUA 3aMeHAEeTCA KOHKPEeTHbIM
multicast MAC-agpecom, 1 3aTem NaKkeT nepecbinaeTca B CETM onepaTopa.

2. VIHKancynMpoBaHHbIM NaKeT NPOTOKONAA BTOPOro ypoBHA (HasbiBaeMbli naketom BPDU Tunnel)
nepecbinaetca K PE 2 Ha gpyron KoHew, ceTu, rge NakeT AeVMHKancyampyeTca, BO3BpalwaeTcs

OpMFMHaJ'IbeIﬁ MAC-Ha3Ha4yeHMA NaKkeTa 1 3aTeM NaKkeT NOCblaeTcA ceTn 2 nosb3osatens A.
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HacTpoika bpdu-tunnel Ha kommyTaTopax PE1 n PE2:

HacTtpoika PE 1:

PE1l (config) # bpdu-tunnel dmac 01-02-03-04-05-06
PEl (config-if-ethernetl/1l)# bpdu-tunnel stp

PEl (config-if-ethernel/1)# bpdu-tunnel lacp

PEl (config-if-ethernetl/1)# bpdu-tunnel uldp
PEl (config-if-ethernetl/1)# bpdu-tunnel gvrp
PEl (config-if-ethernetl/1l)# bpdu-tunnel dotlx
HacTporka PE 2:

PE2 (config) # bpdu-tunnel dmac 01-02-03-04-05-06
PE2 (config-if-ethernetl/1l)# bpdu-tunnel stp

PE2 (config-if-ethernetl/1)# bpdu-tunnel lacp
PE2 (config-if-ethernetl/1)# bpdu-tunnel uldp
PE2 (config-if-ethernetl/1)# bpdu-tunnel gvrp
PE2 (config-if-ethernetl/1l)# bpdu-tunnel dotlx

15.4 YcrpaHeHue HeucnpasHocrtei bpdu-tunnel

Mocne oTkAYeHUA PyHKUMIA stp, gvrp, uldp, lacp and dotlx Ha nopTe, MOXKHO HACTPOUTb GYHKLINIO
bpdu-tunnel.
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16HACTPOUKA BUPTYA/IbHbIX JIOKA/IbHbIX CETEN - VLAN

16.1 KoHdurypuposaHue VLAN

16.1.1 HavanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHaa /iOKasnbHaa CeTb) — TEXHONOIMA, pasAensoLlas
Nlornyeckme agpeca YCTPOMCTB B CETU ANA OTAENEHUA CETMEHTOB CETM B 3aBUCMMOCTU OT QYHKUMM,
BbINO/IHAEMbIX YCTPOMCTBAMW, NPUNONKEHUN unM TpeboBaHWIM ynpaBneHua. Takum obpasom,
BMPTYa/ibHble JIOKa/IbHbIE TPYNMbl MOTyT GOPMMUPOBATHCA HE3ABUCMMO OT PU3MYECKOrO PacnoNoKeHUA
ycTponcts. |IEEE ony6nankosan npotokon IEEE 802.1Q ans craHgapTusaumm npumeHeHns VLAN. VLAN
Ha KoMmMyTaTope paboTaeT B COOTBETCTBMM C 3TUM NPOTOKO/IOM.

OcHOBHasA naea texHonormn VLAN B TOMm, 4TOObI pasaenntb gUHamMmmn4eCKku 6OI'IbLL|y}O JIOKa/IbHYKO CETb
Ha HECKOJ/IbKO HeE3aBUCUMDbIX LWNPOKOBELWATENIbHbIX OOMEHOB B COOTBETCTBUU C Tpe6OBaHMﬂMM,
npegbABnAeMbiMU K CETU.

Switch Switch Switch

VLAN

Laser Printer P

Nornyeckoe onpegeneHne cetn VLAN
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n pU3NYECKMe CeTH, 3a UCKAtoYeHuem Toro, yto VLAN —  nornmyeckoe obbeanHeHme, a He PU3MUYECKOE.
Mostomy ob6beanHeHne VLANOB MOXKeT €034aBaTbCs BHE 3aBUCUMMOCTM  OT  $M3NYECKOro
pacnonoxeHusa YCTPOWCTB 7 LWMPOKOBELLATENbHDbIM, MHOrOMO0/1b30BaTE/IbCKNI 7]
ofHononb3oBaTenbckui Tpadumk BHyTpu VLAN oTaeneH ot apyrmux VLANOB.

bnarogaps BblwenepeyncneHHbim ocobeHHocTam, TexHonorma VLAN obecneunBaet

cnegywuwme npemmyuiecrsea:

. YnyylaeTcs Npov3BOAUTENbHOCTb CETH;
. JKOHOMATCA ceTeBble Pecypcbl;

. YnpouaeTtca ynpaBieHue ceTbto;

. CHM¥KaeTcA CTOMMOCTb CeTH;

. Ynyylwaetcs 6e30nacHOCTb CeTu;

Ethernet nopTbl KOMMmyTaTopa moryT paboTaTb B TPex pasinyHbIX pexmnmax: Access, Hybrid u Trunk.
Kaxkapl pexkum numeeT cBoi cnocob nepecbl/IK1 NakeToB, C METKOWN nan bes.

MopTbl TMNA Access NpuHaanexat Tonbko ogHomy VLAN. O6bl4HO OHWM MCNONB3YIOTCA ANA
NOAKNOYEHUA K KOMMblOTEPY.

MopTbl TMNA Trunk N03BOAAIOT NepecbiNaTh NakeTbl HeCKObKNX VLANoB. OHM MOryT MCMO1b30BaTbCA
ONA COeANHEHUNA MeXAY KOMMYTaTopamm MAN NOAKNIOYEHMA NONb30BaTEIbCKUX YCTPOMCTB.

MopTtbl TMna Hybrid Takke no3BonAKT nepecbinatb NakeTbl HecKonbkux VLANoB. OHM moryT
NCMONb30BaTbCA ANA COeAMHEHMA MeXAY KOMMYTATOpaMu MAW NOAKAKYEHWUA MOAb30BaTe/IbCKUX
YCTPOMCTB.

MopTbl TMNOB Hybrid n Trunk npuvHUmaloT AaHHble MO OAHOMY ANrOPUTMY, HO MeETOAbl OTNPABKMU
AaHHbIX OTAKYatoTca: nopTbl TMNA Hybrid moryt oTnpasnate nakeTbl B pa3nnyHble VLANbI 6€3 meTKu
VLANa, Torga Kak noptbl Tvna Trunk oTnpaBnatoT nakeTbl pasanyHblix VLAN Tonbko ¢ meTkol VLANa, 3a
nckntoveHnem VLAN, nponmcaHHOro Ha NnopTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npoTtokon peructpaumm GARP VLAN)
Ha KOMMyTaTope onucbiBaeTcA B cTaHgapte 802.1Q. [aHHaa rnaBa JAeTanbHO Ob6bACHAET
ncnonb3soBaHue n koHpurypauuto VLANos 1 GVRP.

16.1.2 KoHdurypuposaHue VLAN

. CozgaHne nnun yganenme VLAN;

. YcTtaHoBKa nnu yganeHune nmexHun VLANa;

. MpucoegmHeHne nopta KommyTtatopa K VLANy;

. YCTaHOBKa TMMNa nopTa KOMMyTaTopa;

. HacTpolika TpaHKkoBoro nopra;

. HacTpolika nopTa goctyna;

. Hactpoitka rubpmnaHoro nopta;

. BkntoueHune/BbikNtouYeHne npasmn 06paboTkm BxoaHbIx Nnaketos VLAN Ha nopTax;

O 00 N oo U1 B W N

. KoHourypauwms npusatHoro VLANa;
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11. OnpepeneHune BHyTpeHHero naeHtueumkatopa VLANa;

1. CozgaHune nnu yganeHune VLAN

KomaHpga OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

vlan WORD CospaHue/ypganeHue VLANa UM BXOA B PEXKUM
no vlan WORD VLANa

2. YcTtaHoBKa unn yganeHue nmenun VLANa

KomaHga OnucaHue

VLAN Mode

name <vlan-name> YcTaHOBKa Uau yaaneHme numenn VLANa

no name

3. MpucoegnHeHmne nopta KommyTtatopa K VLANy

KomaHpga OnucaHue

VLAN Mode

switchport interface <interface-list>
. . . . HasHaueHue nopTa KommyTaTopa VLANy
no switchport interface <interface-list>

4. YcTaHOBKa TMNA NOpTa KOMMyTaTopa

KomaHga OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

switchport mode {trunk | access | hybrid} YcTaHOBKa TeKyLLLero nopTta Kak TpaHKOBOrO,
nopTa 4ocTyna UavM rtbpuaHoro.
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KomaHpga

OnucaHue

PeXXum KOHPUryprMpoBaHuUA nopra

switchport trunk allowed vlan {WORD | all | add
WORD | except WORD | remove WORD}

no switchport trunk allowed vlan

switchport trunk native vlan <vian-id>

no switchport trunk native vlian

6. HacTpomka nopTta goctyna

YcTaHoBKa/yaaneHne VLANOB, NPUNUCAHHbIX K
aToMy TpaHKy. KomaHaa “no” BoccTaHaB/MBaeT
3HaAYeHWe No YMONYAHUIO.

YcTaHoBKa/yaaneHune PVID gns TpaHKOBOro
nopra.

KomaHpaa

OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

switchport access vlan <vian-id>

no switchport access vlan

Job6aBnAetr TeKywMi nopT K YyKazaHHOMY
VLANy. KomaHgma NO  BoccTaHasauBaer
3HaYeHWe Mo YMOIYAHMIO.

7. HacTtpoiika rubpuaHoro nopta

KomaHpa

OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

switchport hybrid allowed vian {WORD | all | add
WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vian

switchport hybrid native vlan <vlan-id>

no switchport hybrid native vian

@ § QTECH
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YcraHoBKa/yaaneHne VLANa, npunucaHHOro K
rMbpuaHOMY MOPTY C PEKUMOM METKU UInN 6e3
Hee.

YcTtaHoBKa/yaaneHune PVID Ha nopTy.




KomaHpa OnucaHue

PeXXum KoHPUrypupoBaHua nopra

vlan ingress enable BKkAtoYeHne/BbIKAOYEHME BXOAAWMX MPaBuUn

no vlan ingress enable Ha VLANe.

9. KoHpurypauma npmusaTtHoro VLANa

KomaHga OnucaHwne
VLAN mode
private-vlan {primary | isolated | community} KoHdurypauma TeKyLLero VLANa Kak
no private-vlan npueatHoro. Komanaa NO yaanset npmBaTHbIN
VLAN.
10. HacTtpoliika cBAser npmsatHoro VLANa
KomaHpga OnucaHwne
VLAN mode
private-vlan association <secondary-vlan-list> YcTaHoBKa/yaaneHne  cea3el  MPUMBATHOrO
no private-vlan association VLANa.
11. OnpeaeneHue BHyTpeHHero naeHTnomkatopa VLANa
KomaHpaa OnucaHue
Pexxum rnobanbHOro KOHGpUrypmposaHmsa
vlan <2-4094> internal Onpegenaer UMAEHTUPUKATOP  BHYTPEHHErO
VLANa.
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16.1.3 TunuuHoe npumeHeHue VLANa

CueHapuii:

VLAN100

TpaHKOBbIN KaHan

CcTaHuunA cTaHuunA

TunuyHasa Tononorusa npumeHeHnsa VLANa

B cooTBeTcTBUM C TpebOBaHMAMM NPUNOKEHUA M 6E30NACHOCTM CYLLECTBYIOLLYIO JIOKANbHYIO CeTb
HeobxoamMmo pasgenntb Ha Tpu VLAN. Tpu VLAN umetor uaeHtnoukatopsl VLAN2, VLAN100 u
VLAN200. 371 Tpn VLAN 0xBaTbIBalOT ABa Pa3/INYHbIX GU3NYECKNX MECTA Pa3MELLEHNA: NOLWAAKN A K

B.

Ha Kaxpgol nnowaake wMMeeTcA KOMMYTaTop, TpeboBaHMA K CBA3W  Mexay Naolaakamu
YA0BNETBOPAOTCA, €C/IM KOMMYTAaTOPbl MOTYT BbINO/IHATL 06MmeH Tpadukom VLAN.

O6beKT KOHPUrypaumm

OnuncaHne KoHpUrypaumm

VLAN2 Site A and site B switch port 2 -4.
VLAN100 Site A and site B switch port 5 -7.
VLAN200 Site A and site B switch port 8 -10.
Trunk port Site A and site B switch port 11.
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TpaHKoBble NopTbl € 06enx CTOPOH NOAKAOYEHbI K TDAHKOBOMY KaHany Ansa nepesayn Mexay y3namu
Tpaduka VLANa. OcTanibHble yCTPOMCTBA NOAKAOYEHBI K gpyrnm nopTam VLANOB.

B naHHOM npumepe nopTbl 1 1 12 cBo60AHbI U MOTYT BbITb MCNO/Ib30BaHbI 418 YNPaBASIOLLINX NOPTOB
AN APYTUX Lenen.

Larn KoHpUrypauum onncaHbl HUXKe:

Kommytartop A:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-v1anl00) #exit

Switch (config) #vlan 200

Switch (Config-vV1an200) #switchport interface ethernet 1/8-10
Switch (Config-vV1an200) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11) #exit

Switch (config) #

Kommytartop B:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/2-4
Switch (Config-Vlan2) #exit

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/5-7
Switch (Config-V1anl00) #exit

Switch (config) #vlan 200

Switch (Config-V1an200) #switchport interface ethernet 1/8-10
Switch (Config-v1an200) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11) #exit
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16.1.4 TunuyHOe NpMMeHeHue rubpuaHbIX NopToB

NHTepHeT

CueHapuit:

Switch

TunnyHoe NpuMeHeHne rnépuagHoro nopTta

PC1 noakntoueH K nHtepdelicy Ethernet 1/7 kommytatopa B, PC2 noakntoueH K nHtepdelicy Ethernet
1/9 kommyTatopa B. MopT Ethernet 1/10 KommyTaTtopa A K nopty Ethernet 1/10 kommyTaTopa B.

Tpebyetca, utobbl PC1 1 PC2 He Buaenun apyr gpyra no coobparkeHmam cekpetHoctn. Ho PC1 n PC2
OOJ/IKHbI MMeTb OOCTYyN K APYrMm CeTeBbIM pecypcam yepes W3 Kommytatopa A. Mbl moxem

peann3oBaTb 3Ty CXeMy Yepes rmbpuaHbIA NopT.

KoHdurypauma o6beKToB Kak ONMMCAHO HUMKE:

MopTt Tun PVID Mponyckaembie VLANbI
Port 1/10 of Switch A Access 10 MponyckaeT nakeTbl VLANa 10 6e3 meToK.
Port 1/10 of Switch B Hybrid 10 MponyckaeT naketbl VLANoB 7,9, 10 6e3
METOK.
Port 1/7 of Switch B Hybrid 7 MponyckaeT nakeTbl VLANoB 7, 10 6e3
MeTOK
Port 1/9 of Switch B Hybrid 9 Mponyckaetr naketol VLANoB 9, 10 6e3
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METOK.

LLlarn KOHPUrypauumn onmcaHbl HUXKe:

KommyTtartop A:
Switch (config) #vlan 10
Switch (Config-Vl1anl0) #switchport interface ethernet 1/10

Kommyrartop B:

Switch (config) #vlan 7;9;10

Switch (config)#interface ethernet 1/7

Switch (Config-If-Ethernetl/7) #switchport mode hybrid

Switch (Config-If-Ethernetl/7) #switchport hybrid native vlan 7

Switch (Config-If-Ethernetl/7) #switchport hybrid allowed vlan 7;10 untag
Switch (Config-If-Ethernetl/7) #exit

Switch (Config) #interface Ethernet 1/9

Switch (Config-If-Ethernetl/9) #switchport mode hybrid

Switch (Config-If-Ethernetl/9) #switchport hybrid native vlan 9

Switch (Config-If-Ethernetl/9) #switchport hybrid allowed vlan 9;10 untag
Switch (Config-If-Ethernetl/9) #exit

Switch (Config)#interface Ethernet 1/10

Switch (Config-If-Ethernetl/10) #switchport mode hybrid

Switch (Config-If-Ethernetl/10) #switchport hybrid native vlan 10

Switch (Config-If-Ethernetl/10) #switchport hybrid allowed vlan 7;9;10 untag
Switch (Config-If-Ethernetl/10) #exit

16.2 KoHdurypuposaHue TyHHensa DotlQ

16.2.1 O6wwme cBegeHunn o TyHHensx Dotlq

TyHHenb Dotlg, TakKe HasbiBaembii QinQ (802.1g-in-802.1q), ABNsieTcA pacliMpeHMeM MPOTOKOo/a
802.1g. OcHOBHasA MAaes 3ak/a4YaeTca B ynakoBKe MeTKu KameHtckoro VLANa (CVLAN tag) B meTKy
VLANa cepsuc-npoBaigepa (SPVLAN tag). Maketr ¢ asyms metkamm VLANa nepepaetca uepes
MarnucTpasbHyl CeTb MHTEPHET-NPOBalaAepa, TakMm obpasom obecneymsas NPOCTON TYHHEIb BTOPOTO
YPOBHA A/1A NMoJ/ib30BaTeNA. ITO NPOCTO U IETKO ANA YNPAB/IEHWNA, NPUMEHMMO TONIbKO Ha CTAaTUYECKUX
KOHPUIrypaumax W cneumasbHO aganTUPOBaHO A/a HebonblWnX OQUCHbIX WAU  METPO-CETEN,
MCNONb3YHOLWMX KOMMYTAaTOPbI TPETLEro YPOBHSA Kak MaructpanbHoe obopyaoBaHue.
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Ha knneHTCckom TpaHKOBOM
nopty VLAN200-300

CE1l

PE1

AcwvlwleTpquoe
noaKroyeHue K

~

KnneHTtckme
cetuni

Ha nopty PE2,
npuHagnexatem VLAN3,
BKNtoyeH pexum QINQ

Ha nopty PEL1,
npuHagnexawem VLAN3,
BKItoYeH pexum QINQ

CE2

~

KnueHTtckne
cetn2

noaKnioueHme K
nopty / Ha KNMEHTCKOM TPaHKOBOM

nopty VLAN200-300

AcvmMmeTpryHoe

MexceTeBoe B3aumogencTane Ha ocHose Dotlq TyHHens

Kak nokasaHo Bbilwe, NOCAe BKAYEHNA HA KNAMEHTCKOM NopTy, TYHHenb Dotlq npucsanBaeT Kaxkgomy
nonb3osatento naeHtudmrkatop SPVLAN (SPVID). 3pecb naeHtudumkatop nonbsosaTtensa — 3. Takon ke
SPVID morKeT bbITb NPUCBOEH TaKMM Ke nosib3oBaTenam Ha gpyrux PE. Koraa naket npuxoaut c CE1 Ha
PE1l, oH HeceT meTknm VLANoe 200-300 BHyTpeHHeW ceTu nonb3oBatensa. Koraa TyHHenb Dotlq
BK/IIOMEH, KNMEHTCKUI nopT Ha PE1 gobaBnseT B nakeT A0NOAHUTENbHble MeTKM VLANOB, Y KOTOPbIX
NaeHTUOMKATOPOM ABNAETCA Ha3HayeHHbI nosb3osatento SPVID. Motom nakeT 6yaer HanpaBaeH
TonbKo B VLAN3, KOTOpbIA yXOAUT B CETb MHTEPHET-NPoBaiaepa, n byaeT Hectn ase meTkm VLANoB
(BHYTpeHHsA meTKa gobaBneHa, Koraa naket npuwen Ha PE1, u gpyras sasnsetca SPVID ), B To Bpems
Kak MHbopmaums o kKaneHTckmx VLAN oTKpbiTa Ana nposanaepa cetn. Korga naket gocturHeT PE2 um
nepen otnpaBkoi Ha CE2 ¢ KaneHTckoro nopta Ha PE2, BHewHAs meTKka VLANa yaanaerca v naker,
npuvweawunii Ha CE2, cTaHOBMTCA MOMHOCTbIO WMAEHTMYEH NakeTy, oTnpasBneHHomy c CEl. [Ans
nonb3oBaTesia Poab onepaTopa cet mexay PE1 n PE2 3akntouvaeTtca B obecnevyeHnn KaHana BTOPOro
YPOBHSA.

TexHonorma TyHHena Dotlq no3BonseT MHTEPHET-CEPBUC-MPOBANAEPY MNOAAEPKMBATL MHOMKECTBO
kKnmneHTcKnx VLANoB ¢ nomouwbio ogHoro ceoero VLANa. Mposaiigep v KAMEHT MOryT KOHGUIypMpoBaTb
csoun VLANbI He3aBUCMMO Jpyr OT gpyra.

TexHonorua TyHHena Dotlg nmeeT cnepytoLime XapakTepUCTUKK:

. MpuMeHMMa 4Yepe3 MPOCTYD CTaTUYECKYD KOHUIypauumio, He HyXHbl C/lOXKHas
KOHOUTYpaUUa U MaHUNYNALUK;

. Onepatop npuceamBaetr oamH SPVID Kaxpgomy nosb3oBaTento, 4To yBenmymeaet
KOIMYECTBO OAHOBPEMEHHO MNOALEPKMBAEMbIX MNONb30BaTENEN; B TO KE Bpems
Nno/b3oBaTeNM MMEIOT MOJHYK cBOb6OAy NMpu BblbOpe M ynpaBieHUU UAEHTUPUKATOPOB
VLAN ( nonb3oBartenb BbibupaeT n3 ananasoHa ot 1 oo 4096 );

. KnneHTckaa ceTb MONMHOCTbIO  He3aBUcMMa. Koraa  WMHTepHeT-cepBUC-NpoBaiaep

MOAEPHUNINPVET CBOKO CETb, KIMEHTCKUE CETU HE Tpe6VPOT n3ImMeHeHnAa KOHCbVIFVDaLI,MVI,'
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16.2.2 KoHdurypuposaHue TyHHens Dotlq

1. KoHpurypuposaHue ¢pyHKUMM TyHHena Dotlq Ha nopTy;

2. KoHourypuposaHue Tnna npotokona (TPID) Ha nopTy;

1. KoHdurypmposaHue pyHKunmn TyHHena Dotlq Ha nopTy

KomaHpaa OnucaHue

PeXXum KoHPUrypupoBaHUa nopra

dotlg-tunnel enable Bxoza/Bbixoa, U3 pexkuma TyHHens dotlg-Ha

no dotlg-tunnel enable nopty

2. KoHdpurypmposaHue Tvna npotokona (TPID) Ha nopTy

KomaHga OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

dotlg-tunnel tpid {0x8100|0x9100|0x9200|<1- KoHpUrypupoBaHMe TunNa NPOTOKONA
65535>} MarmcTpasibHom nopTy.

Ha

16.2.3 TunuyHoe npumeHeHue TyHHenAa Dotlq

CueHapwuii:

MorpaHunyHbie y3nbl PE1 n PE2 nHTepHeT-npoBanaepa nepecbliatot gaHHble VLANos 200-300. Mexkay
CE1 n CE2 knueHTtckoh cetn uyepe3 VLAN3. Mopt PE1 nogkntoueH K CE1, mopT 10 noaknatoueH K
nyb6nanyHoi cetn, TPID noakntoveHHoro obopyaosaHunsa — 9100; MopT 1 PE2 noakntoyeH K CE2, nopt 10

NOAKNKOYEH K I'Iy6l'II/1‘-IHOl‘;1 ceTn.

O6BEKT KOHbUTypaLmn OnucaHue KoHbUrypaumm
VLAN3 Moptl y3nos PE1 n PE2.
dotlg-tunnel MNoptl y3nos PE1 n PE2.
tpid 9100
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Mdddabiiig

Mpoueaypa KOHPUTypPaLMN ONMCaHA HUKE:

PE1:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1l)# exit

Switch (Config) #interface ethernet 1/1

Switch (Config-Ethernetl/1) #switchport mode trunk
Switch (Config-Ethernetl/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Confiqg) #

PE2:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/1)# exit

Switch (Config)#interface ethernet 1/1

Switch (Config-Ethernetl/1l) #switchport mode trunk
Switch (Config-Ethernetl/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/1) #exit

Switch (Config) #

16.2.4 YctpaHeHue HeucnpasHocTei TyHHens Dotlq

. BkntoueHne TyHHena Dotlq Ha TpaHKOBOM MOPTY AenaeT MeTKY MakeTa [AaHHbIX
HenpeacKkasyemon, 4YTO He noAxXoAuUT npuaoxKeHuam. [losaTomy He peKomeHAyeTca
ncnonb3oBaTtb TYHHeb Dotlq Ha TpaHKOBOM NOpPTY.

. Mcnonb3oBaHMe TyHHena coBmectHo ¢ STP/MSTP He noaaepskusaerca

. Mcnonb3oBaHme TyHHena coemectHo ¢ PVLAN He nogaepkuBaeTca.
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16.3 KoHdurypuposaHue Selective QinQ

16.3.1 O6wmume cBegeHum o Selective QinQ

Selective QinQ pacwupeHne PyHKUMM TyHHennposaHus dotlq . OH TerMpyeT nakeTbl (OHW noayyatoca
Nno o4HOMY NMOPTY) C Pa3NNYHbIMU BHEWHMUMM Terammn VLAN Ha oCHOBe Pas3NINYHbIX BHYTPEHHUX TETOB B
cooTBeTCTBMM C TpeboBaHMAMM NONb30BaTENA, MNO3TOMY MNaKeTbl PA3/IMYHOrO TMMA OTHOCATCA K
pasinyHbiMm VLAN Ha OCHOBE pa3niMyHbIX NyTen nepenadu.

16.3.2 KoHdwurypauumsa Selective QinQ

1. HacTtpoiika rnob6anbHO UAK Ha NOPTax CBA3WU BHYTPEHHENO M BHELLIHEro TerMpoBaHuA.
2. Hactpoitka selective QinQ Ha nopTe

1. HaCTpOVIKa rnobanbHO AN Ha nopTax CBA3UN BHYTPEHHEIO U BHELWWHETO TETMPOBAHUA.

KomaHga OnucaHue

PexXum rno6anbHOro KOHGUrypupoBaHMA AN KOHPUTYPUMPOBAHUA NOPTA

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c-vid- | BkntoueHune/oTkAoueHNE TN06anbHO WAM Ha
list> nmopTax CBA3W BHYTPEHHEN0 W BHELHEro

no dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- TernposaHua anA selective QinQ.

vid-list>

2. Hactpoika selective QinQ Ha nopTte

KomaHga OnucaHue

PeXXxum KoHPUrypupoBaHus nopra

dotlg-tunnel selective enable BknoueHune/oTkaoueHne selective QinQ Ha

no dotlg-tunnel selective enable nopre.
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bbbl L

Eth 1/1
Eth 172
VLAN 1000/2000 Eth 1/i ;
Switch B
Eth 1/9
Eth 1/1 Eh 12
VLAN 100-200 VLAN 201-300

4

s
i

MNpumeHeHue Selective QinQ

1. Ethernetl/1 KommyTaTopa A npepgoctaBnser A0CTyn K ceTu o6Lliero nonb3oBaHMA And
nonb3osatenent PC n Ethernetl/2 kommyTtatopa A npeaocTaBadeT AOCTYN K CeTU 06LLero nosb3oBaHMA
Ana nonb3osaTenen c IP tenedoHom, nonbzoBatenn PC npuHagnexkat Kk VLAN 100-VLAN 200, w
nonb3osaTtenun ¢ tenepoHamu IP npuHagneskat kK VLAN 201-VLAN 300. Ethernet 1/9 kommyTtatopa A
CoeMHEHa C ceTblo 06LLero Nob30BaHuUA.

2. Ethernet1/1 n Ethernet1/2 KommyTaTopa B npegocraBaser ceTeBon A0CTyn ANs nosnb3osaeneit PC,
npuHagnexxawmx VLAN 100- VLAN 200 u nonb3oBaTteneit ¢ IP tenedpoHamu, npuHagnexawmx VLAN
201-VLAN 300 cooTseTtcTBeHHO. Ethernet 1/9 coeanHeHa ¢ ceTbio 06LLLEro Nob30BaHMUA.

3. CeTb 06LEro N0NbL30BaHMSA paspellaeT nepecbinatb naketol B VLAN 1000 n VLAN 2000.

4. BknwoueH selective QinQ Ha noptax Ethernetl/1 wn Ethernetl/2 Ha KommyTaTopax A un B
cootBeTcTBeHHO. MaKkeTbl VLAN 100- VLAN 200 otmeyeHbl Terom VLAN 1000 Kak Bbixogauwmin Ter VLAN
Ha Ethernet1/1, u naketbl VLAN 201- VLAN 300 otmeueHbl Terom VLAN 2000 Kak Bbixogawmii Ter VLAN
Ha Ethernetl/2.

KoHdurypuposaHue:

# CospaHue VLAN 1000 and VLAN 2000 on SwitchA.
switch (config)#vlan 1000;2000
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# Hacpoiika Ethernet1/1 Kak rubpuaHoro nopta u HacTpoliKa yaaneHus tera VLAN npu nepecobinke
naketos 8 VLAN 1000.

switch (config-if-ethernetl/1)#switchport hybrid allowed vlan 1000 untag

# Hactpolika npaBun otobpaxkeHus ansa selective QinQ Ha Ehernetl/1 ansa nomeleHuna tera VLAN
1000 kak Bbixoaauiero tera VLAN B naketbl ¢ Teramn VLAN 100-VLAN 200.

switch (config-if-ethernetl/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
# BxuioueHme selective QinQ Ha Ethernetl/1.

switch (config-if-ethernetl/1) #dotlg-tunnel selective enable

# Hactpoiika Ethernet 1/2 kak rubpuaHoro noprta u HacTpoiika yaaneHus tera VLAN npu nepecbinike
naketos B VLAN 2000.

switch (config-if-ethernetl/2) #switchport mode hybrid

switch (config-if-ethernetl/2) #switchport hybrid allowed vlan 2000 untag

# Hactpolika npaBun otobpaxkeHus gns selective QinQ Ha Ehernet1/2 ans nomeueHuma tera VLAN
2000 kak Bbixogsauero Tera VLAN B nakeTbl ¢ Teramu VLAN 201- VLAN 300.

switch (config-if-ethernetl/2) #dotlg-tunnel selective s-vlan 2000 c-vlan 201-300
# BruioueHme selective QinQ Ha Ethernet 1/2.

switch (config-if-ethernetl/2) #dotlg-tunnel selective enable

# Hactpoiika nopTa Ethernet 1/9 Kak rubpmuaHoro nopta 1 HacTponka coxpaHeHus Tera VLAN npwu
nepecoinke naketos 8 VLAN 1000 n VLAN 2000.

switch (config-if-ethernetl/2) #interface ethernet 1/9

switch (config-if-ethernetl/9) #switchport mode hybrid

switch (config-if-ethernetl/9) #switchport hybrid allowed vlan 1000;2000 tag

Mocne nposedeHus KoHdurypaumm, naketbl VLAN 100-VLAN 200 ot Ethernetl/1 aBTOomaTuuecku
otmeyatotca terom ¢ VLAN 1000 Kak Bbixogawmm Tterom VLAN, v naketol VLAN 201- VLAN 300 ot
Ethernetl1/2 aBTomatuuyeckn otmeyatotca Terom ¢ VLAN 2000 Kak Bbixogaaumm terom VLAN Ha SwitchA.
Hactpoikun Ha Switch B aHanorMyHbl HacTpoikam Ha Switch A, KoHdurypauma cnegytowan:

switch (config)#vlan 1000;2000

switch (config)#interface ethernet 1/1

switch (config-if-ethernetl/1) #switchport mode hybrid

switch (config-if-ethernetl/1) #switchport hybrid allowed vlan 1000 untag

switch (config-if-ethernetl/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
switch (config-if-ethernetl/1)#dotlg-tunnel selective enable

switch (config-if-ethernetl/1)#interface ethernet 1/2

switch (config-if-ethernetl/2) #switchport hybrid allowed vlan 2000 untag

switch (config-if-ethernetl/2) #dotlg-tunnel selective s-vlan 2000 c-vlan 201-300
switch (config-if-ethernetl/2)#dotlg-tunnel selective enable

switch (config-if-ethernetl/9) #switchport mode hybrid

switch (config-if-ethernetl/9) #switchport hybrid allowed vlan 1000;2000 tag

16.3.4 YcTpaHeHue HeucnpasBHocTel Selective QinQ

o  ®yHKumuM Selective QinQ n dotlg-tunnel He moryT 6bITb 04HOBPEMEHHO HAaCTPOEHbI HanopTe.
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e TonbKo CBA3b rNobanbHOro OTO6pa)KEHMH nan CBA3b OT06pa)KeHMﬂ nopTa MOXHO HAaCTPOUTb

ana selective QinQ.
16.4 HacrpowkKa tpaHcaauyum VLANoB

16.4.1 O6wmume cBegeHuna o TpaHcnauum VLANoB

TpaHcnauma VLANOB, Kak cnegyeT U3 Ha3BaHWA, TPAHCANPYET OpUrMHaNbHbIN naeHTudumkatop VLANa B
HOBbIW B COOTBETCTBMM C TpeboBaHMAMM MNONb30BATENA MAM AAA OOMeHa [AHHBIMU  MeXKay
paszanyHbimn VLANamun. TpaHCAAaUMA MOMKET NPUMEHSTbCA KaK ANa BXOAAWEN, TaK M UCXxoasLlei
nHdopmaummn. laHHoe obopyaoBaHMe NoAAEPHKMBAET NU3MeHeHUe ngeHTudmnkaTopa VLANa TonbKO Ha
BXoge.

MpumeHeHWe N KoHPUrypuposaHue TpaHcasunm VLANoB noapobHo ob6bAcHAeTCA aanee.

16.4.2 KoHdurypuposaHue TpaHcnauum VLANa
1. KoHdurypmposaHue pyHKunmn TpaHcaaumm VLANa Ha nopTy;
2. KoHpurypmposaHue cooTseTcTBui TpaHcaaunmn VLANa Ha nopTy;

3. MpocmoTp KOHOUTypaumm cooTBeTcTBUI TpaHcaaumm VLANa;

1. KoHpurypuposaHue ¢pyHKumu TpaHcnaumm VLANa Ha nopTty

KomaHaa OnucaHue

PeXXum KoHPUrypupoBaHUa nopra

vlan-translation enable BKAtoYaeT nnm BbIKNOYAET peXXnm TpaHcaaumm VLAN

no vlan-translation enable

2. KoHdurypuposaHme cootBeTcTBMI TpaHcaaumm VLANa Ha nopTty

KomaHga OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

vlan-translation <old-vlan-id> to <new- | Job6asneHue/ynaneHune COOTBETCTBMM TpaHCcAALUMK
vian-id> in VLANoOB.

no vlan-translation old-vlan-id in

3. MpocmoTp KoHOUrypaummn cooTBeTcTBUI TpaHcaaunm VLANa
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KomaHpa OnucaHue

Pexxum aamuHuUcTpartopa

show vlan-translation MpocmoTp CKOHUIYpUPOBAHHDIX COOTBETCTBUM
TpaHcnaumm VLANoB

16.4.3 Tunosoe npumeHeHue TpaHcnaumu VLANoB
CueHapuii:

MorpaHnyHblie y3nbl PE1 1 PE2 nHTepHeT-npoBangepa nogaepxumeatoT VLAN gaHHbix 20 mexgy CE1 n
CE2 un3 KknuneHTckon cetn 4vepes VLAN 3. Mopt 1 PE1 MogkntoueH K CE1l, nopT 10 noakntoyeH K
nyb6anyHoi cetn, nopt 1 PE2 noakntoveH K CE2, nopT 10 nogKatoueH K Ny6aAn4HOM ceTu.

Ha knneHTCKOM TpaHKOBOM
nopty VLAN200-300

CEl PE1
TpaHkoBoe

coegnHeHue

Kme Ha BxogHOM mopTy mpoucxoauT
cetnl TpaHcnsuma VLAN20 B VLANS

BblxoAHas TpaHcnsaumsa VLANS B
Ha BxogHoM nmopTy npoucxoauT VLAN20 ocyuiectBnsetcs Ha PE

TpaHcnsauusa VLAN20 B VLAN3

BbIxogHas TpaHcnsaumsa VLANS B
VLANZ20 ocyuiecTtensetca Ha PE CE2
KOBoe \/
coennHeHme KnuneHTtckune
/ cetn2

Ha knueHTcKoM TpaHKOBOM
nopty VLAN20

Tononorus cetn ¢ TpaHcnsaunen VLANoB

O6BEKT KOHbUrypaLmn OnucaHne KoHbuUrypaumm
VLAN-translation Mopt 1 y3nos PE1 n PE2.
Trunk port MopTbl 1 1 10 y3nos PE1 n PE2.
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Mpoueaypa KOHGUIYPMPOBaHMA YKa3aHa HUXKE:

PE1, PE2:
switch (Config)#interface ethernet 1/1

switch (Config-Ethernetl/1) #switchport mode trunk
switch (Config-Ethernetl/1l)# vlan-translation enable
switch (Config-Ethernetl/1)# vlan-translation 20 to 3 in
switch (Config-Ethernetl/1)# vlan-translation 3 to 20 out
switch (Config-Ethernetl/1)# exit

switch (Config) #interface ethernet 1/1

switch (Config-Ethernetl/1l) #switchport mode trunk

switch (Config-Ethernetl/1) #exit

switch (Config) #

16.4.4 YctpaHeHue HeucnpasHocTel TpaHcaauum VLANoB
O6bl4HO TpaHcnsaums VLAN npumeHsAeTca Ha TPaHKOBbIX MOPTaXx.

MpuoputeTbl mexay TpaHcnaumeit VLANoB n Bxogawein ¢unbtpaymeit VLANoOB pacnpesenatoTca Tak:
TpaHcnauma VLANoB Bbiwe Bxogawen ¢puabtpaunm VLANoOB

16.5 KoHdurypauuma Multi-to-One VLAN TpaHchauumu

16.5.1 BsegeHue B Multi-to-One VLAN TpaHcasauuio

TpaHcnaums Multi-to-One VLAN — 310 TpaHcnsumsa ucxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMU C TPEOOBAHUAMM NONAb30BATENIEN Ha BOCXOAALWMN TpaddUK U BO3BPaALLEHME UCXOAHOTO
VLAN ID Ha HucxopAawmi Tpaddumk.

MpumeHeHne n KoHpurypauma Multi-to-One VLAN nepegaumn 6yayt nogpobHo onmncaHbl B 3TOM
pasgene.

16.5.2 Hactpoiika nepegaumn Multi-to-One VLAN

1. Hactpoiika Multi-to-One VLAN nepegauu Ha nopte
2. [MpocmoTp HacTpoek n Multi-to-One VLAN nepeaay

1. Hactpoiika Multi-to-One VLAN nepegauu Ha nopte

KomaHga OnucaHue

PeXXum KoHPUrypupoBaHua nopra

vlan-translation n-to-1 <WORD> to  BknwoueHue/oTkaoueHune TpaHcaaumm Multi-to-One VLAN
<new-vlan-id>
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no vlan-translation n-to-1 <WORD>

2. MpocmoTp HacTpoek Multi-to-One VLAN nepegaun

KomaHpaa

OnucaHue

show vlan-translation n-to-1

PeXXxum agMmuHucTpatopa

MoKa3bIBaeT CBA3aHHble HACTPOMKKU TpaHcaaumm Multi-to-
One VLAN

16.5.3 TunuuyHoe npumeHeHue TpaHcaauum Multi-to-One VLAN

CueHapuii:

Monb3zosatenun A, B n C npuHaganexat VLAN 1, 2 u 3 cooTBeTcTBEHHO. Ha BXOAALLEM CETEBOM YPOBHE,
TpaddMK AaHHbIX nonb3osatenei A, B u C byaet nepesegeH B VLAN100 Ha Ethernetl/1 co cTOpOHbI
Switch 1. O6paTHO TpaddumK AaHHbIX nonb3oBaTenei A, B u C byaet nepeseaeH B VLAN 1, 2 n 3 Ha
Ethernetl/1 co cTopoHbl Switch 10T ceTeBoro ypoBHA COOTBETCTBEHHO. TakMM e obpasom
peanu3yeTcAa aHaNOrMMYHBIM NepeBos TpaHcaauunm multi-to-one mexay nonb3osatenamu D, E u F Ha

Ethernetl/1 wn Switch 2.

User A,B,C
VID=100

User D,E,F
VID=101
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DNIeMeHT KoHpUrypauum OnucaHue
VLAN Switch1, Switch2
Trunk Port Hucxoaswmin nopt 1/1 v Bocxoaawmin nopt 1/5 Ha Switchl
n Switch 2
Multi-to-One VLAN-TpaHcnaums Hucxoaawmin nopt 1/1 Ha Switch1 n Switch2

I'Ipou,ep,ypa HaCTPOﬁKMI

Switchl, Switch2:

switch (Config)# vlan 1-3;100

switch (Config-Ethernetl/1l) #switchport mode trunk

switch (Config-Ethernetl/1)# vlan-translation n-to-1 1-3 to 100

(

(
switch (Config)#interface ethernet 1/5
switch (Config-Ethernetl/5) #switchport mode trunk
(

switch (Config-Ethernetl/5) #exit

16.5.4 YctpaHeHue HeucnpasHocTeid Multi-to-One VLAN TpaHcaauumu

e Henb3Aa ogHOBpPEMEHHO Mcnonb3oBaThb ¢ Dotlg-tunnel

e Henb3a ogHoBpemeHHO ncnosb3osaTb ¢ VLAN-translation

e MAC-agpem He A0/KeH CyLW,eCcTBOBaTb B OPUrMHANbHOM U TpaHcampoBaHHom VLAN.

e Ybeanutecb, YTO annNapaTHbIA YN MOXKET NOALEPKUBATb HOPMAbHYIO PaboTy KNMEHTOB.

e [IpeBbiweHMe npegena obydyeHns MAC-agpecam mMmoxKeT noBanaTb Ha Multi-to-One VLAN
TpaHcnAuMIo

e  Multi-to-One VLAN TpaHcnauma goaxkHa bbiTb BKAoYeHa nocne MAC obyyeHus.
16.6 KoHdurypuposaHue guHamuuyeckunx VLAN

16.6.1 O6wue ceeaeHus

OuHamnueckum VLAN HasbiBaeTcs Tak B npotmBosec ctatndyeckomy VLANy (HasbiBaemomy NopTom,
npunucaHHbiMm K VLANy). InHamuyeckmnin VLAN, noaaep>KMBaemblii KOMMYTaTOPOM, BKAOYaET B cebs
VLAN Ha MAC-agpecax, VLAN noaceteit n npotokonbHbit VLAN. MogpobHoe onmcaHne aanee:

VLAN, 6asupytowmiica Ha MAC agpecax npenctaBaseT coboi TEXHONOMMIO, KOrAa KarKabli XOCT C
onpegeneHHbim MAC agpecom cooTtseTcTByeT onpegeneHHomy VLANy. 3To no3soadAeT nonb3oBaTento
CeTn coxpaHuTb csoe 4yneHcTBo B VLANe npu nepemeweHnn ns ogHoro mecrta B gpyroe. Kak mol
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VLAN, Korga nonb3oBaTeslb MEHAET CBOE MeCTOPACMNOo/IOKeHMNe, a UMEHHO NepekItoYaeTca C 0O4HOro
KOMMYyTaTopa Ha Agpyroi. 3to cneactaume Toro, 4to VLAN 6asumpyetca Ha MAC agpece nonb3osaTens, a
He Ha NopPTYy KOMMyTaTopa.

VLAN, 6a3upytowminca Ha IP noaceTtax npeacrasnset cobor TexHonormio, rge metka VLAN HasHavaeTca
B COOTBETCTBMM C IP agpecom MCTOYHMKA M ero Mackon noaceTu. MNpeMmyLLecTBo 3TOro MeToaa TO Xe,
4YTO W Yy NpeablayLero, NoAb30BaTeN0 He TpebyeTca M3MEHATb KOHOUIypauuio MNpu U3MEHEHWUU
MeCTOHAXOXAEHMUA.

MeTog VLANa Ha 6a3e NpOTOKON0B CETEBOrO YPOBHA HAa3HA4YaeT pa3/INdHbIM NPOTOKOAAM Pas/inyHble
Homepa VLANoB. 3TOo o04eHb YyAo0bOHO AnA Tex CceTeBbIX aAMWHUCTPATOPOB, KOTOpble XOTAT
ynopaao4yMBaTb Nosb3oBaTesnied NO MNPUNOKEHUAM M cepsBucam. bonee Toro, nmonb3osaTenu moryt
cBob604HO NepemeLLaTbCa MO CeTHU, 3aperMcTPUPOBaBLUMCL B HEM 04MH pa3. [penmyL,ecTtBom JaHHOTo
MeTofa ABAAETCA TO, YTO OH MO3BONAET MNO0/b30BaTeNAM MEHATb CBOE MeCTonosoXKeHne b6e3
nameHeHma KoHdurypaumnm VLANoB, a 7o, 4To VLANBI pasnmyaroTca No TUNY NPOTOKOAOB — OYEHb
Ba)KHO O/1A CeTeBOro agMMHUCTpaTopa. K Tomy ke, JaHHbIN meToa He TpebyeT aobaBneHna meTku
dpenma ans naeHtTnomkaumm VLANa, 4TO CHUXKaeT obwmin Tpaduk B ceTu.

3ameuaHue: MopTbl, KOTOpble HeobxoAnMMO NpunucaTb K AnHamuyeckum VLAN gonKHbI 6biTb
CKOHOUrypmnpoBaHbl KaKk rmbpugHble.

16.6.2 KoHdurypuposaHue guHamuuyeckux VLAN

1. KoHdurypmposaHue opyHkumn VLANa no MAC agpecam Ha nopTy;

2. Hactpowka VLAN kak MAC VLAN;

3. KoHdurypupoBaHue cootsetcTema mexay MAC agpecamu un VLANamu;

4. KoHoUryprpoBaHMe COOTBETCTBUS MeXay npoTokosamm u VLANamu;

1. KoHourypuposaHue ¢pyHkummn VLANa no MAC agpecam Ha nopTty

KomaHaa OnucaHue

PeXXum KoHPUrypupoBaHUa nopra

switchport mac-vlan enable BkatoueHune/BbiknoYeHne dpyHKumm VLANa no

no switchport mac-vlan enable MAC appecam Ha nopty

2. Hactpowka VLAN kak MAC VLAN

KomaHga OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

. QTECH © www.qtech.ru

MWP [OCTYMHEE




mac-vlan vlan <vlan-id> KoHourypauma onpegeneHHoro VLANa Kak
MAC VLAN; KomaHaa “no mac-vlan” ypanser
HacTponkn MAC VLANa Ha gaHHom VLANe.

no mac-vian

3. KoHdurypupoBaHue cootseTtcTBma mexay MAC agpecamu n VLANamu

KomaHga OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

mac-vlan mac <mac-addrss> vlan <vlan-id> priority | lobaBneHue/ypaneHne coOTBETCTBUN MeXay
<priority-id> MAC aapecamn u VLANamn, a WMEHHO —
3anucb/ucknoveHne  onpegeneHHoro  MAC
agpeca s onpegeneHHoro VLANa

no mac-vlan {mac <mac-addrss>|all}

4. KoHouUrypmpoBaHMe COOTBETCTBUA MeXay npoTokonamm u VLANamu

KomaHga OnucaHue

PexXum rnob6anbHOro KOHGUrypUpoBaHUsA

protocol-vlan etype <etype-id> vlan <vlan-id> [JobasneHne/yaaneHne CcCOOTBETCTBUIN MeKay

no protocol-vlan {etype <etype-id> vlan <vlan- npotokonamu 1 VLANamu, a MMeHHO -
id>|all} BXOXAEHWe/UCKoYeH e onpeseneHHoro

npoTtokona B/u3 onpeaeneHHoro VLANa.

16.6.3 Tunosoe npumeHeHue guHamuuyeckoro VLANa
CueHapwuii:

B oducHom cetn otaen A npuHagnexkut K VLAN10O. HeckonbKo COTPYAHMKOB OTAena 4acto
BbIHY»XAEHbI NepemelaTtbcs BHYTPU opuUcHOM ceTn. Tak e TpebyeTca obecneumBaTb AOCTYN APYrUX
cotpygHukos otgena K VLAN100. fdonyctum, 4to oguH wm3 cotpygHukos — M. MAC agpec ero
komnbtoTepa — 00-1f-ce-11-22-33, koraa M nepekntovaetca B VLAN200 wmam VLAN300, nopt, K
KOTopoMmy noaxntodaetca M, KoHpurypumpyetcs Kak rubpuaHbin n nogrntodaetca Kk VLAN100 B pexkmme
«b6e3 meToK». B atom cnyyae gaHHble VLAN100 6yayT nepenaBatbcsa Ha NOpPT, K KOTOPOMY NMOAK/IOYEH
M, n obecneumnsaTb TpeboBaHuma ceasHocTn 8 VLAN100.
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VLAN100

VLAN3O00

SwitchA SwitchB SwitchC

........ il
yranaeess

Tunosas Tononoruns npuMmeHeHus guHammyeckoro VLANa

O6bEKT KOHPUrypaumm

OnucaHue KoHdUrypauum

MAC-based VLAN O6wasn KoHdUrypauma kommyTtatopos A,B,C.

Mpumep KOHPUrypauumm:

Switch A, Switch B, Switch C:

switch (Config) #mac-vlan mac 00-1f-ce-11-22-33 vlan 100 priority O

switch (Config) #exit
switch#

16.6.4 YcTpaHeHue HeucnpaBHocTei AMHamuuyeckoro VLANa

Ha KommyTatopax €O CKOHPUIrypupoBaHHbIM AuHammyeckum VLANOM, Korga K HUM MOAKNOYEHO
HECKONIbKO YCTPOMCTB (Hanpumep, ABa KOomMbioTepa), 6biBaeT, YTO MepBas NOMbITKA COeAMHEHMUA
MeXay HUMW He nony4vaetcA. PeweHne B AaHHOM Cay4vae Takoe — HAaAO AaTb BO3MOXKHOCTb 06omm
yCTpOWCTBaM yCMeLWwHO NnocaaTb Kakne-nnbo naketbl B ceTb (Hanpumep ICMP, komaHzow ping), sTo
MO3BOJIUT KOMMYTATOPy 3aNOMHUTb X MAC aapeca, 1 Toraa oHM CMOryT cBO60AHO CBA3bIBATLCA Yepes

ANHammyeckuin VLAN,
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YcTpaHeHue HencnpaBHocTen guHamudeckoro VLANa

Mpuoputetbl anHamuyeckoro VLANa u BxogHoro oéwunbtpa VLANoB pgnAa o6paboTKM nakeToB
cneayroume: npnopuTteT AnHammyeckoro VLANa Bbilwe, yem y Bxoasuwero ¢puabTpa.

16.7 KoHdurypuposaHue GVRP

16.7.1 O6waa uHpopmauma o GVRP
MpoTtokon GARP (Generic Attribute Registration Protocol), ucnonbsyetca ans

OVHAMUYECKOro pacnpeaeneHuns, pacnpoCcTpaHeHMA U PerncTpauum atpnbyTos MHGOPMALUM MeXay
KOMMYTaTOPaMU-Y1eHAaMU B CETU KOMMYTALUM.

ATpnbytom moxkeT 6biTb MHPOpmauma VLAN, rpynnosoit MAC-agpec n Tak ganee. O4eBMAHO, 4TO
npoTokos GARP moXeT TpaHCMOPTUPOBaTb MHOMECTBO aTpMOYTOB Ha KOMMYTAToOp, Ha KOTOPbLIA UX
Heobxoammo nepegaTb (populate). Ha ocHoBe GARP onpegeneHbl pas/ivyHble MNPUNOXKEHMUA
(Ha3sbIBaemble npunoKeHnammn-obbekTamm GARP),0aHMM 13 Hux asnaetcs GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — 3To npunoxeHue, ncnonb3yollee ansa paboTbl
mexaHm3m GARP. OHo oTBeyaeT 3a 06cnyuBaHne MHopmaumm auHammyeckon permctpaumm VLAN m
nepegavyy  peructpaumMoHHonm  wmHbopmauum  Ha  gpyrme  KommyTatopbl.  KommyTatopsl,
nopaepxusatowme GVRP moryT npumHMmaTb MHbOpMauUUO AMHaAMUYecKon peructpaumm VLAN ot
OPYrMx KOMMYTaTOpPOB M OOHOBAATb ZIOKaNbHYO MHGOopMaumio pernctpaumm VLAN B COOTBETCTBMU C
NPUHATOM.

KommyTaTop, Ha KOTOPOM BK/lOYEH NPoTokoa GVRP moKeT nepesaBaTb CBOK COOCTBEHHYIO

nHoopmaumto pernctpaumum VLAN Ha pgpyrme KommyTaTopbl. MpuHATAA MHOOpPMAUMA COLEPKUT
NIOKANIbHYK  CTATUYECKYHD WHGOPMAUMIO, 3a4aHHYI BPYYHYD W AWMHAMMUYECKYD MHPOPMaLMIO,
Nnosy4yeHHyto obydyeHMem OT Apyrnx KommyTaTopoB. [losTomy, 3a cyeT nepegayn WHboOpmauum
pernctpauum VLAN, coctostenbHaa uHpopmauma VLAN moxkeT ObiTb pacnpocTpaHeHa Ha Bce
KOMMYTaTOpPbI C BKAtOYEeHHbIM GVRP.
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VLAN 100-1000

VLAN 100-1000

Device G

Device A

Device E

TunuyHasa cxema NPUMEeHeHUA

KommyTaTopbl A U G He coeanHeEHbI MeXay coboi Ha ceTn BToporo yposHs; B,C,D,E,F npomeKyTouHble
KOMMYTaTOpbl, NogKAoYeHHble K A U G. Ha kommyTatopax A u G ckoHdurypuposann VLAN100-1000
Bpy4Hyto, Torga Kak Ha B,C,D,E,F ux HeT. Koraa GVRP BbikatoyeH, A 1 G He MOIyT HU C Kem
COeANHUTBLCA, MOCKOJ/IbKY MPOMEXKYTOUHbIE Y3/1bl He umetoT cooTeeTcTByowmx VLANoB. OgHaKo nocne
BKAoYeHMA GVRP Ha Bcex ys3nax, ero mexaHusm nepegaym atpumbytos VLAN nosBonder
NPOMENKYTOUHbIM y3/1am peructpuposaTb VLANbI auHamumyeckun, n VLAN B8 VLAN100-1000 y3noB A u G
MOTYT CcOeAuHATbCA ¢ Abbim  Apyrum. Bce VLANbI, AMHAaMUYECKM 3aperncTpupoBaHHble Ha
NPOMEXKYTOUYHbIX Yy3/1ax, OyayT pasperncTpupoBaHbl, Korga Ha y3nax A u G BpPyYHYlO yaanatca
VLAN100-1000. Takum obpasom oamHakoBble VLANbI AByX HecoceaHWX Y3/10B MOTYT COEAUHATbCA
nocpeacTBom npotokona GVRP BmecTo pyyHOW KOHPUrypauum BCeX MPOMENKYTOYHbIX Y310B ANA
nosy4yeHua npocton KoHdurypaumm VLANOB.

16.7.2 Hactpoitka GVRP
1. KoHpurypuposaHue Tanmepa GARP;
2. BkaoyeHue/BbikaoveHne ¢pyHKkummn GVRP Ha nopTy;

3. BkntoyeHue ¢yHKUnM GVRP B KommyTaTope;

1. KoHpurypauma taimepa GARP

KomaHpga Onucaxune

Pexxum rnobanbHoro KoHpurypuposaHus

garp timer join <200-500> KoHdurypuposaHme Talimepos

garp timer leave <500-1200> yAEPXKaHUA, CAUAHUA U Bbixoda ana GARP.
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)
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2. BKntoyeHue/BbiknoveHne ¢pyHKummn GVRP Ha nopTy

Komanpa

OnucaHune

PeXXum KoHPUrypupoBaHUa nopra

gvrp
no gvrp

Ha MopTy.

BkntoueHune/BbikntoyeHme GpyHKUMmM GVRP

3. BkntoueHune ¢yHKUMM GVRP B KOMMyTaTOpe

KomaHpga

OnucaHue

Pexxum rno6anbHoro KoHpurypuposaHus

gvrp

no gvrp B KOMMyTaTOpE.

BkntoueHune/BbikntoyeHme pyHKUMM GVRP

16.7.3 Mpumepbl npumeHeHna GVRP
CueHapui 1:

<_ >

— Switch B
< —f—
——

Switch C

TunnyHasa Tononorus npumeHeHnss GVRP
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Ons nonyyeHna nHbopmaumm guHamuyeckon pernctpaumm VLAN n ee o06HOBNAEHWA HA KOMMYTATOpPaX
[O/IKeH bbITb CKOHOUTypupoBaH npoTtokon GVRP.

CKOHPUIYpUpOBaHHbIA Ha KommyTatopax A, B n C npotokon GVRP , nosBosnseT gMHaMUYECKU
ckoHourypmposaTb VLAN 100 Ha kommyTaTope B 1 aBym paboumm ctaHUMAM, NnogkntodeHHbim K VLAN
100 Ha KommyTaTopax A n C cBA3aTbCcA MexKay cobor 6e3 ctatuyeckoro KoHurypmposanua VLAN 100

Ha KommyTaTtope B.

O6beKT HAaCTPOMKHK

OnucaHne ob6beKTa HACTPOMKM

VLAN100

Trunk port

GVRP B pexume
rno6anbHoro
KOHPUrypmupoBaHusa

GVRP B pexxume
KOHPUrypmupoBaHua
nopTtos

MopTbl 2-6 Ha KommyTaTopax A u C.

MopTbl 11 Ha KommyTaTopax A n C, noptbl 10, 11 Ha KommyTaTope B.

KommyTatopsl A, B, C.

MopTbl 11 KommyTaTtopos A n C, noptbl 10, 11 kommyTaTopa B.

Moakntoumm ase paboume ctaHumm K noptam VLAN 100 Ha kommyTaTopax A n C, nogknounm nopt 11
Ha KommyTtatope A K nopty 10 Ha kommyTtatope B u nopt 11 Ha KommyTtaTope B K nopty 11 Ha

KommyTtaTtope C.

Warum KOHdJMrypaLI,MM ONMUCaHbl HNXe:

KommyTaTtop A:
Switch (confiqg)# gvrp

Switch (config) #vlan 100

Switch (Config-vV1anl00) #switchport interface ethernet 1/2-6
Switch (Config-vV1anl00) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp
Switch (Config-If-Ethernetl/11) #fexit

Kommytartop B:
Switch (config) #gvrp

Switch (config)#interface ethernet 1/10

Switch (Config-If-Ethernetl/10) #switchport mode trunk

Switch (Config-If-Ethernetl/10)# gvrp
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A

Switch (Config-If-Ethernetl/10) #fexit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

Kommyratop C:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/2-6
Switch (Config-V1anl00) #exit

Switch (config)#interface ethernet 1/11

Switch (Config-If-Ethernetl/11) #switchport mode trunk
Switch (Config-If-Ethernetl/11)# gvrp

Switch (Config-If-Ethernetl/11) #exit

16.7.4 YcrpaHeHue HeucnpasHocteit GVRP

CyeTynk GARP, ycTaHOBAEHHbIA Ha TPAHKOBbIX MOPTax Ha 0OOMX KOHLAX MarmcTpasibHOM NAMHUMK
[oMmKeH OblTb OAMHAKOBbIM, B NPOTMBHOM ciyd4ae GVRP He cmoxeT pabotaTb HOpManbHO.
PekomeHayeTcs nsberaTb ogHOBpeMeHHOM paboTbl NnpoTokonos GVRP 1 RSTP Ha y3ne. Echu TpebyeTtcs
BK/IOUMTb NPOoTOKoN GVRP, HeobxoanMMo cHavana BbIKAOYMUTL GyHKUMIO RSTP Ha nopTax.
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17HACTPOMKA TAB/IULbI MAC ALPECOB

17.1 O6wme cBegeHusa o Tabauue MAC agpecos

Tabnnua MAC-agpecoB — 310 Tabnunua cootsetrctenii MAC-agpecoB yCTPOCTB Ha3HAYeHUs NopTam
KommyTaTtopa. MAC agpeca genstca Ha cTaTudeckMe n amHamumyeckune. Ctatudeckme MAC apgpeca
BPYYHYIO CKOHOUIypUpOBaHbl MO/b30BaTeNeM, WMMET HauBbICWNIKA MNPUOPUTET U  AEUCTBYHOT
NOCTOAHHO (OHWM He MOryT bbiTb 3amellleHbl AMHamuyeckum MAC aapecamu). InHammyeckue agpeca
3aMOMMHAIOTCA KOMMYTAaTOPOM MpU nepefadvye NakeToB AaHHbIX, U OHU AENCTBYIOT OrpaHUYeHHoe
Bpems. Koraa kKommyTaTop nosnyyaeTr ¢dperim AaHHbIX AN Nepecbinku, oH coxpaHaeT MAC apgpec
MCTOYHUKa ¢pelrima U COOTBETCTBYHOLWMIA emy nopT HasHadveHuAa. Korpa Tabnuua MAC apgpecos
onpawwueaeTca Ha npeamer MAC agpeca NPUEMHUKA, MPU HAXOMKAEHWUWU HYMKHOFO agpeca, MakeT
OaHHbIX OTMPAaBAAETCA Ha COOTBETCTBYIOLWMIA NOPT, B MPOTUBHOM CAy4yae KOMMYyTaTop nepecbinaer
MakeT Ha CBOW LUMPOKOBeLaTeNbHbli gomeH. Ecan anHamuueckuit MAC agpec He BcTpevaeTca B
nakeTax A/1A NEepecbiNKM ANUTENbHOE BPEMA, 3anncb 0 Hem yaanaetca us Tabavubl MAC agpecos
KOMmyTaTopa.

Ons Tabnnubl MAC agpecoB onpegeneHbl ABe onepauunm:
1 MonyyeHne MAC agpeca;

2. OTnpaBKa uan GpUNbTPaLMA NaKeTa AaHHbIX B COOTBETCTBMM C Tabauuein MAC agpecos.

17.1.1 NonyueHue Tabnuuybl MAC agpecoB

Tabnvua MAC agpecoB MOXKeT ObiTb MOCTPOEHa CTaTUYECKU WAM AuMHaMuyecku. CraTUyeckum
KOHPUTypUpoOBaHMEM HacTpamBaeTca cooTBeTcTBue mexay MAC agpecamu u nopTamu.
OnHamunyeckoe obyyeHne — 3TO NPoOLECC, KOrAa KOMMYTAaTop M3yyaeT cBasn mexay MAC agpecamu u
nopTamm u perynapHo obHosnaeT Tabauuy MAC agpecoB. B 3TOM ceKuMM Mbl OCTAaHOBMMCA Ha
npouecce gMHaMM4ecKoro noctpoeHuna Tabamubl MAC agpecos.

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

OunHamunyeckoe noctpoeHue Tabnuusl MAC agpecos
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Tononorua Ha pucyHKe Bblwe: 4 KOMMbioTepa MNOAKAYEeHbl K KommyTtaTopy, rae PCl un PC2
npuHaanexaT ogHoMmy GU3NYECKOMY CErMeEHTY(AOMEHY KONU3UI), GU3NYECKMIA CErMEHT NOAKIOYEH
K nopty 1/5 Kommytatopa, PC3 u PC4 npuHagnexaT K gpyromy ¢GU3MYECKOMY CEermeHTy,
NoAKAYEHHOMY K nopTy 1/12 KommyTaTopa.

HauyanbHasa Tabanua MAC agpecoB He COAEPKUT HUKAKMX 3HAYeHU. Bozbmem gna npumepa npouecc
cBasun mexay PC1 n PC3. Mpouecc 06yyeHna MAC agpecam cnenytowmmn:

1. Korga PC1 nocbinaet coobuieHume K PC3, MAC agpec uctouyHmka 00-01-11-11-11-11 v nopt 1/5
13 aToro coobueHna 3aHocATcA B Tabanuy MAC agpecos KommyTaTopa.

2. B TO e Bpems KOMMyTaToOpy Hafo NOHATb, KaK 40CTaBUTb coobueHne Ha agpec 00-01-33-33-
33-33. TaK Kak Tabanua coaep»uT 3anucb ToNbko ana agpeca 00-01-11-11-11-11 v nopra 1/5,
a ana agpeca 00-01-33-33-33-33 HMKaKUX 3anuceirt HET, KOMMYTATOp paccblnaeT AaHHoe
coobuieHMe Ha BCe CBOM MOPTbl (Npegnonaraem, YTo BCe NOPTbl NPUHAANEKAT NO YMOIYAHUIO
VLAN1).

3. PC3 u PC4 nonyuvatoT coobuieHne, nocnaHHoe PC1, Ho PC4 He oTBe4YaeT Ha 3To coobuleHne, Tak
Kak agpec npuemHuka 00-01-33-33-33-33, n oTBeyaTb Ha Hero byaet Tonbko PC3. Korga nopt
1/12 nonyuaet coobuieHune, otnpasneHHoe PC3, B Tabanuy MAC agpecos gobasnseTtcs 3anuch
o MAC agpece 00-01-33-33-33-33 1 cooTBeTCTBYlOLWEM emy nopTe 1/12.

4. Tenepb Tabnanua MAC agpecos umeet ase gnHamudeckume 3anucm: MAC agpec 00-01-11-11-11-
11 - nopt 1/5 1 00-01-33-33-33-33 — nopT 1/12.

5. Nocne obmeHa naketamu mexay PC1l u PC3, kommyTtatop 6osblle He MNO/y4aeT MaKeTos,
otnpasneHHblx PC1 n PC3. U 3anucm B Tabnmue MAC agpecoB, COOTBETCTBYIOLIME STUM
ycTponctBam yaanawtca yepes 300 uam 2*300 cekyHa, (T.e. npocTtoe uau ABOMHOE Bpems
¥u3HK). 300 cekyHA 34eCb 3TO BPEMA XKM3HM MO yMOAYaHWIO AnA 3anuceit B Tabavue MAC

aZipecos. Bpema Kn3HU moxeT 6bITb UI3MEHEHO Ha KOMMYTaTOpeE.

17.1.2 Mepecbinka nan punbTpaumna Kagpos

KommyTtaTtop nocbinaetr unnm oTdunbTPOBbLIBAET NPUHMMAEMble NaKeTbl AAHHbIX B COOTBETCTBUM C
Tabnuuer MAC apgpecoB. PaccmatpuBas AnA npumepa PUCYHOK Bbile, npegnosaraem, 4to
KommyTaTop mnsyumn agpeca PC1 u PC3, v nonb3oBaTenb BPYYHYIO HAaCTPOWA COOTBETCTBME NOPTOB ANA
PC2 n PC4. Tabanua MAC agpecoB KommyTaTopa byger cnegytoulen:

MAC agpec Homep nopta Kem nobaBneHa 3anuchb
00-01-11-11-11-11 1/5 JvHamnyeckoe obyyeHue
00-01-22-22-22-22 1/5 CtaTuyecKkas KoHdurypaumsa
00-01-33-33-33-33 1/12 OvHamnyeckoe obyyeHue
00-01-44-44-44-44 1/12 CraTnyecKkas KoHpurypaumsa
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I YT

1. OTnpaBKa NaKeToB B COOTBETCTBMM C Tabaunueinn MAC agpecos

Ecamn PC1 nocbinaet naket kK PC3, KommyTaTop OTNpaBAseT AaHHble, Noay4YeHHble ¢ nopta 1/5 Ha nopt
1/12

2. dunbTpaums AaHHbIX B COOTBETCTBUM € Tabanueit MAC agpecos

Ecnn PC1 nocbinaet coobueHne PC2, KommyTtaTop, nposepus Tabanuy MAC agpecos, HaxoauTt PC2 n
PC1 B ogHOM ¢U3MYeCKOM cermeHTe U oTOUAbTPOBbLIBAET 3TO coobueHune (To ecTb cbpacbiBaeT 3TO
coobueHue).

KommyTaTopom MoryT nepecbinatbes Tpu Tuna Gpenmos:

. LLnpokoseLwaTtenbHble ppelrimbl;
. MHorononb3oBaTenbCckue ppenmbl;
. OpHononb3oBaTeNbCKUe Pperimbl;

,ﬂ,anee OMUCbIBAETCA, KaK KOMMYTATOpP pa60TaeT CO BCEMU TPEMA TUNAMU NMAKETOB:

1. WwnpokosewaTtenbHbli Gperim: KommyTaTop MOXKeT onpeaenaTb KOAIU3UN B AOMEHe,
HO TOJIbKO He AN1A WUPOKOBeLaTeNbHbIX AomeHOB. Echn VLANbI He ycTaHOBAeHbI, Bce
YCTPOMCTBA, NOAKAIOYEHHbIE K KOMMYTATOPY CYMTAIOTCA HAXO4AWMMUCA B OLHOM
WMpoKoselwaTenbHOM gomeHe. Korga KommyTatop MosyvyaeT LUMPOKOBELLATENbHbIN
¢dpenm, oH nepecblnaet ero Bo Bce Noptbl. Ecnn VLANbI cKoHOUrypmnpoBaHbl, Tabaunua
MAC agpecoB aganTUMpyeTcs B COOTBETCTBUM C AOMNOJHUTENIbHOM WHPOpmauMen o
VLANax. B 3Tom cnyyae KommyTaTop oOThnpaBnseT ¢peim TOIbKO Ha MopThl,
HaxogAauwwueca B Tom e VLANe.

2. MHorononb3oBaTenbCkMn dpelrim: Ecnm MHOrono/sib3oBaTeNbCKUIA AOMEH HEU3BECTEH,
KOMMyTaTop paccbinaet ppeiim B Tom e VLANe, Ho ecnn BKatoveHa ¢yHKUmna IGMP
snooping WAM CKOHPUrypupoBaHa CTaTUYECKAA MHOronoNb30BaTeNbCKAsA Tpynna,
KommyTaTop byaeT nocblnaTtb 3TOT Gperm B NOPTbl MHOIOMNO/1b30BaTE/1bCKOM rpynnbl.

3. OpgHononb3oBatenbckun ¢peiim: ecan VLANbI He ckoHUrypupoBaHbl, 1o, ecnn MAC
agpec npuemHuKa ectb B Tabamue MAC agpecoB KommyTaTopa, KOMMYTaATOP Hanpsmyo
nepecblaaeT NakeT B COOTBETCTBYIOLWNIM NOPT. ECin e agpec npuemHuka B Tabavue He
HanZeH, KOMMYTaToOp AefiaeT LWWMPOKOBELWATENbHY paccbliky 3Toro ¢penma. Ecnum
VLANbI CKOHUIypMpoBaHbl, KOMMYTATOP pPaccbiaeT OAHOMO/b30BaTeNbCKUI dpeiim
TONIbKO BHYTpU ogHoro VLANa. Ecnn MAC agpec HageH B Tabauvue, HO NPUHAANEXUT
apyromy VLANy, KomMmyTaTop AenaeT LWMPOKOBELWATENbHYO paccbiKy ¢perima B TOM

VLANe, K KOTOpOMY NPUHAZNEXRUT dpenm.
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17.2 KoHopurypmuposaHue Tabaumubl MAC agpecos

1. KoHpurypuposaHue spemeHn xKun3Hm MAC agpecos;

2. KoHdUrypurpoBaHume cTaTuyeckon GunbTpaumm nnm nepecbisikuy;

3. OuncTKa guHamunyeckomn Tabamupl MAC agpecos;

1. KoHdurypmposaHue spemerun *xnsHn MAC agpecos

KomaHpaa

OnucaHue

PexXum rnobanbHoro Ko

HPUrypmposaHusa

mac-address-table aging-time <0/aging-time>

no mac-address-table aging-time

KoHdurypuposaHme BpemeHu xusHu MAC
agpecos

2. KoHpUrypmpoBaHume cTaTuyeckon GunbTpaLmm nam nepecbinkm

KomaHpga

OnucaHue

06w pexxum

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vian-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination|both]

no mac-address-table {static | static-multicast |
blackhole | dynamic} [address <mac-addr>] [vlan
<vlan-id>] [interface [ethernet | portchannel]
<interface-name>]

KoHourypupoBaHMe cTaTUYeCcKUX 3anucen ans
MAC a[pecos, CTaTUYECKUX
MHOrOMoNb30BaTE/IbCKUX  3aMnuUCel, 3anucen
dnNbTpaLMM NaKeToB.

3. Ounctka guHamu4yeckom Tabamupl MAC agpecos

KomaHpga

OnucaHue

PeXXxum agMmuHucTpatopa

clear mac-address-table dynamic [address <mac-
addr>] [vlan <vlan-id>] [interface [ethernet |
portchannel] <interface-name>]
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4. HactpoiKa oby4yeHns MAC agpecos yepes ynpas/ieHne NpoLeccopom

KomaHpga OnucaHue

Pexxum rnobanbHOro KOHGpUrypmposaHma

mac-address-learning cpu-control BkntoueHue/oTkNoueHNne  obydyeHma  MAC-

no mac-address-learning cpu-control aapecos Yepes ynpasnexue CPU

showCollisionMacTable MoKasbiBaeT Tabanuy konnmsnit MAC-agpecos

PeXXum agmuHuUCTpaTopa

clearCollisionMacTable Ouunctutb Tabnnuy MAC-agpecos

KomaHpaa OnucaHue

PexXum rnob6anbHOro KOHGUrypMpoBaHUA

mac-address-table avoid-collision | BkatoueHne/oTkAoYEHME GYHKLUM TabanLbl
no mac-address-table avoid-collision konnnsmm MAC-agpecos, BbiaaHHbIX ffp

17.3 Npumepbl TMNUYHOMK KOHGUrypauum

1/0/11
Port 12

1/0/5

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
MAC 00-01-22-22-22-22 MAC 00-01-44-44-44-44

TunnyHbIN Npumep koHUrypaumm Tabnmusl MAC agpecos
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YeTbipe KOMMblOTEPA, KaK MOKa3aHO Ha PUCYHKe, MOAKAOYeHbl K noptam 1/5, 1/7,1/9, 1/11
KommyTaTtopa. Bce 4 KomnbioTepa npuHagnexkat no ymondaHuto VLAN1. B cootsetctBUM C
TpeboBaHMAMM K CeTH, BKAKOYEHO obyyeHne puHamuueckmm agpecam. PCl copepKuT BaKHble
OaHHble, N HeAoCTyneH ANAa APYrMX KOMMbIOTEPOB M3 Apyrux ¢usmnyeckux cermeHtos; PC2 n PC3
CTAaTUYECKM NPUNUCAHbI K NOpTam 7 1 9, COOTBETCTBEHHO.

ITanbl KOHOUIypaLMKM NOKa3aHbl HUKeE:

1. YcraHoska MAC agpeca 00-01-11-11-11-11 PC1 Kak ¢punbTpyemoro.
Switch(config)#mac-address-table static 00-01-11-11-11-11 discard vlan1.

2. YcTaHOBKa cTtaTu4yeckol ceasum ans PC2 u PC3 c noptamm 7 1 9 cCOOTBETCTBEHHO.

Switch (config) #mac-address-table static address 00-01-22-22-22-22 vlan 1 interface
ethernet 1/7

Switch (config) #mac-address-table static address 00-01-33-33-33-33 wvlan 1 interface
ethernet 1/9

17.4 YctpaHeHue HeucnpaBHocTeu ¢ Tabamuen MAC agpecoB

Echn npu ucnonb3oBaHumM KomaHabl show mac-address-table, 6bl10 BbIACHEHO, 4YTO Ha NOPTY
npowusowen cboi oyuyeHmna MAC agpecam yCTPOIMCTB, NMOAKAOYEHHbIX K HEMY. BO3MOXKHble NPUYMHbI:

. MoaKNOYEHHbIN Kabenb NOBPEXAEH;

. Ha nopty BKaw4deH Spanning Tree B crtatyce «discarding» wWAM MOPT TO/NbKO 4TO
nogknoumnca u Spanning Tree noka B cTaTyce BbluMCNeHMA AepeBa. [JoxAUTecb, MOKa
BblYMCIEHME CTPYKTYPbI 3aKOHUMTCA U NopT 0byumtca MAC agpecy;

. Ecan npobnembl, onucaHHble Bbile, He OBHapyKeHbl, MPOBEPbTE NOPT KOMMyTaTopa U
CBAMKMUTECH C TEX.NOAAEPKKOM ANA peleHna npobaembl.

17.5 [ononHutenbHbie pyHKUUM Tabauubl MAC agpecos

17.5.1 Npueaska MAC aapecos
17.5.5.1 Obwue ceedeHus o npuesasxke MAC adpecos

BO/NbLWIMHCTBO KOMMYTATOPOB NOAAEPHKMBAIOT pexnm obydeHns MAC agpecam. Kaxablit nopT moxeT
ANHAaMMWYECKM 3anOMHUTb Heckonbko MAC agpecos, TakMm 06pasom BO3MOKHA Nepefayvya NOTOKOB
OaHHbIX mexXay ussectHoimm MAC agpecamn BHyTpu nopta. Ecam cpok xmnsHn MAC agpeca umucTek,
naKeT, HaNPaBAEHHbIN Ha 3TOT agpec, byaeT pa3ocnaH WMPOKOBeLATENbHO.

Opyrumun cnosamn, MAC-aapec, KoTopomy obyumicsa nopT, byaeT MCnonb3oBaTbCa A4 Nepenayu
MakeToB K 3TOMy MNopTy. Ecan coeamHeHMe nepekntodeHOo Ha Apyrol MopT, KOMMyTaTop CHOBa
BbINOAHUT 06yyeHne MAC-aapecy v byaeT nepegasaTb AaHHbIe HOBOMY NOPTY.

OQAHaKo, B HEKOTOPbIX Cy4anx NOAMTUKA YNPaBAEHUA U CEKPETHOCTU MOXKeT TpeboBaTb, 4Tobbl MAC
aapeca 6blM NPUKPENnsieHbl K MOPTam, M TONbKO MOTOKM C npuBasaHHbIXx MAC aapecoB 6yayt
NponycKaTbcA K nepecbiaike Ha NopT. To ecTb, nocne npusaskn MAC agpeca K NopTy, B 3TOT NOPT MOTyT
nepenaBaTbhCsA TO/NbKO AaHHble, NpeAHa3HayeHHble ansa aaHHoro MAC agpeca. MOTOKM  AaHHbIX,
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nponycKkaTbCA Yepes NopT.

17.5.5.2 Hacmpolika npueazku MAC adpecoe

1. BkntoueHune dyHKUmm npueaskn MAC agpecos Ha nopTy;

2. Mpueaska MAC agpeca K nopty;

3. KoHdurypauma napametpos dyHKLUMKM NpusA3aHHbIx MAC agpecos;
4. KoHourypauma noByLwKKM ana ysegomneHnin o MAC agpecax;

1. BkntoueHune dyHKumm npusaskn MAC agpecos Ha nopTy

KomaHpga

OnucaHue

PeXXum KoHPUrypupoBaHua nopra

switchport port-security

no switchport port-security

BrkntoueHne ¢yHKummn npusaskm MAC agpeca Ha
nopty 1  ¢uKcauma noprta. Korma nopt
3apuKcmpoBaH, yHKUMA  0byyeHus MAC
agpecam BblkatoveHa: KomaHga “no switchport
port-security” BbIKAOYaeT QYHKLMIO NPUBA3KK
MAC apgpeca Ha nopTy W BOCCTaHaB/AMBaeT
dYHKUMI0 06yyeHma MAC agpecam Ha NopTy

2. dukcaumna MAC agpeca Ha nopty

KomaHpga

OnucaHue

Pexxum KOHPUrypupoBaHusa nopra

switchport port-security lock

no switchport port-security lock

switchport port-security convert

switchport port-security timeout <value>

no switchport port-security timeout

switchport port-security mac-address <mac-

address>

no switchport port-security mac-address <mac-

BKkntouaetr PyHKUMIO Tammepa PUKcaumm nopTa;
KomaHaa “no switchport port-security aging”
BOCCTaHaB/IMBAET 3HAY€HMe MO YMOYaHUIO.

Mpeobpa3oBaHne AMHAMUYECKOro  oby4yeHus
MAC-agpecam Ha nopTe B CTaTUYeCKoe
BkatoueHue/oTkaodeHne  GYHKUMM  BpemeHwu

6/T0KMPOBKK NopTa

HobaBnser cratMyeckne 6HesonacHble MAC
aapeca; KomaHaa “no switchport port-security
mac-address” yaanaer ctatnyeckue 6esonacHble
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NTTPRRTY I
beetssea

address> MAC agpeca.
Pexxum agmuHucTparopa
clear port-security dynamic [address <mac-addr> | Ounwaet OWHaMMYecKne MAC agpeca,
| interface <interface-id>] Bbly4YeHHble Ha YKa3aHHOM NMOpTY.
3. KoHpurypauma napameTpos npmsaskn MAC agpecos

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHua nopTa

switchport port-security maximum <value> YctaHaBnuBaet MaKCMManbHoe 4yncno

no switchport port-security maximum <value>

switchport port-security violation {protect |
shutdown} [recovery <30-3600>]

no switchport port-security violation

6e3onacHbix MAC agpecoB Ha NOpTYy; KOMaHAa
“no  switchport  port-security  maximum”

BOCCTAaHaB/IMBAET 3Ha4YE€HME NO YMOJ1HaHUIO.

YCTaHOBKa peXMmMa HapylweHua Ha  nopry;
KomaHga “no switchport port-security violation”
BOCCTaHaB/IMBAET 3HAYEHNE N0 YMONYAHMUIO.

4. KoHourypmpoBaHue NOBYLLKKN anda yBegomneHuin o MAC-agpecax

KomaHpga

OnuncaHue

Fnob6anbHbLIN pexxum KOHGUrypupoBaHus

mac-address-table synchronizing enable
no mac-address-table synchronizing enable

mac-address-table <5-

86400>

periodic-monitor-time

mac-address-table trap enable

no mac-address-table trap enable

BkatoyeHne/oTknoueHWEe GYHKUUN KOHTpONA ANA

MAC-agpecoB, cuctema coobuwaetr o6 3Tom
cobbiThM
YcTaHaBnmBaetTca wHTepsan KoHTpona MAC-

agpecos, cuuTalowWwmii aobaBneHue u yaaneHue
MAC-agpecos BoBpems

BKkntoyeHue/oTkNOUEHNE
yBegomneHna o MAC agpecax

NOBYLWKH anAa
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17.5.5.3 YcmpaHeHue npobnem npueasku MAC adpecos

BkntoueHune npmeAaskn MAC agpecos Ha NOPTY MOXKET ObiTb HEYAAYHbIM MO HECKO/IbKMM NPUYMHAM.
Huyke npnBOANTCA HECKO/IbKO BO3MOXKHbIX MPUYMH U UX YCTPaHEHME:

o Ecnn npussszaHHbin MAC agpec HegocTyneH Ha nopTy, ybeauTecb, YTO MOPT He BXOAMUT B
obbeaAnHEeHMe NOPTOB M He CKOHPUTYPUPOBAH KaK TpaHKOBbIN. MpueasaHHbI MAC agpec YHUKaneH B
KOHKpeTHOM KoHdurypauuun. Ecnm Bbl xotute npueasate MAC agpec, ¢yHKUMM, yNOMAHYTble Bbille,
OO0MKHbI ObITb BbIKAOYEHbI.

. Ecnv 6e3onacHbIit agpec yCTaHOBNAEH KaK CTAaTUMECKUIA afpec U yaaneH, Toraa sToT 6e3onacHbIn
afipec He MOXKeT 6bITb MCNONb30BaH, XOTA OH M ByAeT cylecTBoBaThb. Micxoaa M3 3TOro, pekoMeHayeTca
n3beratb HasHauyeHWs CTAaTUYECKUX AAPECcOB ANA MOPTOB, ANA KOTOPbIX BKAoYeHa npusAska MAC
afpecos.

17.6 KoHdurypauua ysegomnenmnin o MAC-agpecax

17.6.1 BeepeHue B ysegomneHua o MAC-agpecax

®dyHKkumMa MAC yBeaomieHMA 3aBUCUT OT yBegomaeHus. [obasnas unm ypanaa MAC-agpeca, a
MMEHHO, Koraa Ao6aBaaTCa UM YAANAOTCA YCTPOMCTBA, aAMUMHUCTpaTop byaeT yBeaOMNEH O CMeHe
GYHKUMM NOBYLWKKM sSnmp

17.6.2 KoHdwurypauusa ysegomneHuii o MAC-agpecax

HacTtpoika rno6anbHo snmp MAC yBegomneHumn

Hactpoika rnobanbHoro MAC yBegomneHumsn

Hactpoika nHtepsana gna otnpaskm MAC yBegomneHui

HacTpoika pasmepa Tabamupl uctopmm

Hactpoika Tmna nosywkn MAC yBegoMIeHWI, NOAAEPKNUBAEMbIX TOPTOM

o U ke wWwN PR

MpocmoTp KoHpUrypaumum n aanHbix MAC yBegomneHui
7. OuucTKa cTaTMCTMKM noBywKkn MAC yBegomneHui

1. Hactpolika rnobanbHoro snmp MAC yBegomneHuns

KomaHpga OnucaHue

Fno6anbHbli pexkum KOHGUrypupoBaHua

snmp-server enable traps mac-notification BkntoyaeT/BbikAoYaeT rnobanbHo snmp MAC
no snmp-server enable traps mac-notification YBEAOMNEHMA

2. Hactpowka rnobanbHoro MAC yBegomneHumsn

KomaHpga OnucaHue

Fnob6anbHbLIN pexxum KOHGUrypupoBaHus

mac-address-table notification BkatovaeT/BbikntoyaeT rnobanbHo MAC
no mac-address-table notification yBEAOMNEHMA
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3. HacTtpoiika nHtepsana gna otnpaskn MAC ysegomneHum

KomaHpga

OnucaHue

Fno6anbHbli pexkum KOHGUrypupoBaHua

mac-address-table notification interval
86400>

no mac-address-table notification interval

<0-

Hactpoika wuHTepBana pana otnpaskn MAC
yBeAOMNEHUI, KOMaHZA NnO BOCCTAHaB/AMBaeT
HACTPOMKM MO YMONYAHUIO

4. HacTpoiiKka pasmepa Tabaumubl uctopmum

KomaHpga

OnuncaHue

Fno6anbHbIi pexkum KOHGUrypupoBaHua

mac-address-table notification history-size <0-
500>
no mac-address-table notification history-size

HacTpolika pasamepa Tabimubl UCTOPUK, KOMaHAA
NO BOCCTaHaB/IMBAET HACTPOMKM NO YMONYAHMIO

5. Hacrtpoitka Tnna nosywkn MAC yBeAOMAEHWUI, NOAAEPKNUBAEMbIX TOPTOM

KomaHpga

OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

mac-notification {added | both | removed}

no mac-notification

HacTtpoika nnu ctmpaHue tuna nosywkm MAC
yBEAOM/IEHUI, NOALEPKUBAEMbIX MOPTOM

6. MpocmoTp KoHbUrypaummn n gaHHbix MAC yBegomneHuin

KomaHpga

OnucaHue

PeXXxum agMmuHucTparopa

show mac-notification summary

MpocMmoTp KoHdUrypaumm wu MAC

yBEAOMIEHUN

AaHHbIX

7. OuuncTKa cTaTUcTUKM noBywkn MAC yBegomaeHni

KomaHpga

OnucaHue

PexXum agmuHuUcTpartopa

clear mac-notification statistics

OumnCTKa cTaTUCTUKM NoByLWKKM MAC yBegomneHni
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17.6.3 NMpumep MAC ysegomneHus

Mdddabiiig

IP-agpec ctaHuuu cetesoro ynpasnaedusa (NMS) 1.1.1.5, IP-agpec arenta 1.1.1.9. NMS noayuut Trap
coobuweHne ot areHta.(MpumevaHme: NMS MOMKET YCTaHOBUTb MPOBEPKY MOAJMHHOCTU B CTPOKY

XapaKTep NIOBYLUKK )

Mpoueaypa KOHOUIypaymu:

Switch (config) #snmp-server enable
Switch (config) #snmp-server enable
Switch (config)# mac-address-table
Switch (confiqg)# mac-address-table

Switch (config)# mac-address-table

traps mac-notification
notification
notification interval 5

notification history-size 100

Switch (Config-If-Ethernetl/4)# mac-notification both

17.6.4 YctpaHeHue HeucnpasHocteit MAC yBegomieHuii

y6e,EI,MTer, yTO COO6LLI,EHM€ NOBYLWWKKN OTNPaBAAETCA yCnewHo KOMaH,Cl,Of;i show u OTI'Ia,CI,I'(Of;i KOMaHApbl

snmp.
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I Lbblibbibbbih

peessey

18HACTPOMKA MPOTOKOJ/IA MSTP

18.1 O6wue cBegeHmna o MSTP

MSTP (Multiple STP) — HoBas peanu3auma NPOTOKOAA spanning-tree, oCHOBaHHaA Ha NPoToKoaax STP u
RSTP. OH paboTaeT Ha ntobbIx KOMMYyTAaTOpPax /IOKaNbHbIX ceTei. OH BbluMcnsAeT obliee U BHYTPeHHee
ceasytowee aepeso (CIST - common and internal spanning tree) gns Bcel ceTu, KOTOPOE COAEPKUT
ycTponcTea, nogaepxkusatowme MSTP, STP 1 RSTP. OH Tak e Bbl4MCAAET HE3aBUCUMbIE 3K3EMMAAPbI
MHOXecTBa cBasyowmx aepesbes (MSTI - multiple spanning-tree instances) ana Kaxgoi obnactn MST
(MSTP domain). B MSTP ncnonb3yeTtcs aganTMpoBaHHasa Bepcua npotokona RSTP, obecneumBatoero
BbICTPYIO CXOAMMOCTb MPW MNOCTPOEHUM CBA3YIOWEro AepesBa, NpUM 3TOM OAHOMY WM TOMYy  XKe
3K3eMNAApYy CBA3YIOWEro0 AepeBa MOXET OblTb conocTaBiAeHo MHoxectBo ceTe VLAN. MSTP
obecneymBaeT pasNYHbIe MapPLIPYTbl ANA Nepefayn AaHHbIX U no3sonseT 6anaHcMpoBaTb TpadUK.
bonee TOro, Tak Kak mHo)ectseHHble VLANbI MCNOAb3YIOT OAMH M TOT *Ke 3K3eMnaAp CBA3YHOLWEro
aepesa, MSTP morKeT ymeHbLlaTb KOANMYECTBO MOCTPOEHHbIX AepeBbeB, YTO MO3BOAET YMEHbLINUTb
Harpy3Ky Ha NPOLLEeCccop M YMEHbLIMUTb CAYXKebHY NON0CY HA KaHanax.

18.1.1 PervoH MSTP

TaK Kak ogHOMY 3K3eMNnApy CBA3YIOWEro AepeBa MOXeT ObiTb conocTaBieHO MHoxecTBo VLAN,
KOMUTET, paspabartbiBatowmnii ctaHgapt IEEE 802.1s npegnoxmn pas3suTb KoHuenuuto MST. MST
Mcnonb3yeTca AN NPUBA3KM KOHKpeTHOM VLAN K KOHKpeTHOMY 3K3eMNIApy CBA3YIOLLEro AepeBa.

PervoH MSTP cocTOMT U3 O4HOIO MM HECKOJIbKUX KOMMYTAaTOPOB C OAMHAKOBbIM NAEHTUPUKATOPOM
MSID(MST Configuration Identification) n nokanbHOM ceT (KOHKPETHbIA KOMMYTaTOp B pernoHe MSTP
ABNAETCA  Ha3HayeHHbim(designated) KommyTaTopom  /IOKANbHOM  CETM, HA KOMMYyTaTopax,
3aKpen/IeHHbIX 33 JIOKa/IbHOM ceTbto, NpoToKon STP He paboTaeT). Bce KommyTaTopbl B ogHOM MSTP
pernonHe nmert ognH MSID.

MSID copepuT Tpu aTpmbyTa:

. KoHdurypaunoHHoe nmsa: Coctont u3 undp m 6yks;
o Homep Bepcuy;
o KpaTKoe onucaHune KoHourypupoaHua: Cetn VLAN, COOTBETCTBYIOLLME SK3eMNIAPaM

CBA3YIOLLLEro AepeBa;

KommyTaTopbl C OAMHAKOBbIMM BbILEOMNUCAHHBbIMU aTPUOYTaMM CYUMTAIOTCA HAaXO4AWMMUCA B OAHOM
pernoHe MST.

Korgoa MSTP BbluncnseT CIST B 10Ka/IbHOW CeTU C KOMMyTaTopamu, permoH MST paccmaTpuBaeTca Kak
OAVH KOMMyTaTop. PaccmoTpmm pUCYHOK HUMKe:
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D
MST -
REGION —

Ha cxeme, ecnm B ogHOM KOMMyTaTope ncnonbsyetcs STP, a B gpyrom

Mpwumep CIST 1 pernoHa MST

RSTP, To nopT mexay KommyTtatopom M 1 KommyTaTopom B gonkeH 6biTb 610KMpoBaH. OgHaKo, ecam
B KOMMyTaTopax 0bnacTu, BblgeNeHHON NYHKTUPOM, ucnonb3yetca MSTP n ckoHPUrypmpoBaH oanH u
TOT e perMoH MST, To npoTtokon MSTP 6ygeT cumTaTb 3TOT PErMoH KommyTaTopom. [loaTomy
H610KMPOBAH OAMH NOPT MEXKAY KOMMYTAaTOPOM B 1 KOpHEBbLIM y310M; Kpome Toro, 610KMpoBaH OAMH
nopt kommyTtaTtopa D.

18.1.1.1 Onepayuu s8Hympu 00H020 U Moe2o yce peauoHa MSTP

dk3emnnap ceaAsytoulero aepesa(IST) cBasbiBaeT Bce KommyTaTopbl MSTP pervoHa. Koraa IST cowencs,
KopHeBon y3en IST cTaHoBMTCA ynpaBasowmMm ysaom IST — B HeM HaxoguTca KOMMYyTaTop C
HanmeHbWwMm ID mocTa M MeTPMKOM MaplpyTa K KopHeBomy y3ny CST. Ecam B ceTn nmeeTca TONbKO
OOMH pEervoH, ynpasaatowmin ysen IST ogHoBpemMeHHO ABAAETCA U KopHeBbim y3nom CST. Ecawm
KopHeBoM y3en CST HaxoauTCcA BHE pervoHa, ynpasaawwMm ysaom IST asnsetca oanH K3
KommyTaTtopoB MSTP Ha rpaHuue pernoHa.

Mpn MHMUManu3aumm kommyTtatopa MSTP oH nocbiniaeT naketbl BPDU, B KOTOpbiXx 06bsiBNAeT cebs
KopHeBbIM y3n10m CST mn ynpasaaowmm y3nom IST, npy 3ToMm METPMKN MapLLIPYTa K STUM y3/1aM PABHbI
Hynto. Kpome TOro, KOMMyTaTop WMHULMANM3MpPyeT Bce CBOWM 3k3emnnApbl MST mn obbasnser ceba
KOpPHEBbIM Yy3/110M. Ecim KOMMyTaTOop NpUHMMaeT MHPoOpMaLMIio OT KOpHeBoro y3na MST BepxHero
ypOBHA(C MeHbwKUM ID KOMMyTaToOpa, MeHbLIe METPUKOM MmaplpyTa M T. A.), COXPAaHEHHYO ANA
nopTa, OH NepecTaeT 06bABNATL cebA ynpasaatowmm ysnom IST.

B pernoHe MST ynpasnatwowmn ysen IST aBnaeTca egMHCTBEHHbIM 3K3eMNAAPOM CBA3YHOLWErO AEPEB],
KOTOpPbIA NPpUHMMaET M nocblnaet naketbl BPDU. TaKk Kak nakeTbl MST BPDU cogep»aT nHbopmaumio
060 BCex 3aK3emnaapax, YMC/AO TaKMX MaKeToB, KoTopoe Tpebyetrca ob6paboTaTb KommyTatopy ANA
noAAepP KU MHOXKECTBA 3K3eMNAAPOB CBA3YIOLLEro AepeBa, 3HaUNTeIbHO YMeHbLUIaeTCA.

Bce 3K3emnnaapbl MST o4HOro n Toro e pPerMoHa COBMeCTHO NCNOJIb3YIOT OAHU N TE XKe

TaliMepbl MPOTOKONA, OAHAKO KaxAabld 3Kk3emnaap MST MmeeT CBOM COBCTBEHHble MNapameTpbl
Tononornn, Hanpumep ID KOPHEBOTO KOMMYTATOPa, METPUKY MapLLPYTa K KOPHEBOMY Y31y U T. 4.
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18.1.1.2  Onepayuu mexdy pecuoHamu MST

Ecnun BHYTpM ceTu cyLLecTByeT HECKO/IbKO PETMOHOB W/IN B HEM YrKe CyLLLeCcTBYOT KommyTaTopbl 802.1D,
MSTP co3gaetr u obcnyxuBaetr gepeBo CST, KoTopoe BKAw4YaeT Bce pernoHbl MST u Bce
cywecTsytolwme KommyTtatopbl ¢ STP B cetn. na npeobpasoBaHusa B aepeso CST aksemnnsapbl MST
KOMbBUHMpYtoTCA ¢ IST Ha rpaHuLe permoHa.

Jk3emnaap MSTI aBnaeTca UCTUHHbLIM TONbKO BHYTpW pernoHa MST. dksemnnap MSTI HuKorga He
COBEepLUIAET HUKAKNX AeUCTBUI € aK3emnaapamu MSTI apyrmux permnoHos MST. KommyTaTopbl B permoHe
MST npuHmumatot naketol MST BPDU apyrux perMoHoB yepes rpaHu4YHblie nopTbl. OHM MOryT TO/IbKO
obpabaTbiBaTb MHPOPMaUMIO, oTHOocaLWyocA K aepesy CIST n otbpacbiBatoT MHPopmaumio MSTI.

18.1.2 Poau noprtos

KommyTtatop MSTP npucBanBaet nopTam pPoaun, KOTOpble OHWU A0/IKHbI UrpaTb B NpoTokone MSTP.
Ponu noptos gepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port

Kaxkapi nopt MSTI umeeT ewe oaHy posb, 601ee BbiCLIEro NopsaKa, Yem BblllenepeyncieHHble
ponu: Master Port.

Ponu noptos B aepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takue xe, 4To
n npu npotokone RSTP.
18.1.3 BanaHcupoBKa Harpy3ku B8 MSTP

B pernoHe MSTP cetn VLAN moryT O6biTb NpuMBA3aHbl K Pas/IMYHbIM 3K3EMNAAPAM, YTO MONKET
dbopmmpoBaTb pasnnYHblie TONOAOTUK. Kaxabli 3K3eMNAAp HE3aBUCUM ApYr OT Apyra U 3TO NO3BoAAET
UM MMmeTb cOBCTBEHHbIE aTPUDBYTbI, TaKME KaK NPUOPUTET YCTPOMCTBA M METPUKY NopTa.

CnepoBatenbHo, ceTi VLAN pasniMyHbIX 3K3eMNAAPOB UMEOT CBOWM COBCTBEHHbIE MapLUpyTbl. A
Tpaduka cetelt VLAN Takum obpasom nogaepumeaetca 6anaHCMpPOBKA HArpy3Ku.

18.2 KoHpurypuposaHne MSTP

. BkntoueHne npotokona MSTP n yctaHOBKa paboyero pexuma;

. HacTtpoika napameTpoB 3K3eMniApoB CBA3YOLWEro AepeBa;

. Hactpoiika napameTtpoB permoHos MSTP;

. Hactpoiika BpemeHHbIX napameTtpos MSTP;

. Hactpoiika pyHKumm 6bicTpont murpaymm MSTP;

. Hactpoiika popmarta nakeToB Ha nopTy;

. Hactpoiika aTpubyToB cBA3yloWEro Agepesa Ha NOPTY;

. HacTpolika aTpnbyTtoB snooping-kntoya ayTeHTUPUKaLmu;

O 00 N O U &~ W N -

. Hactpoiika pexxkuma FLUSH gna nsmeHeHuin tononormu;
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1. BkntoueHue npotokona MSTP u ycTaHoBKa paboyero pexknma

KomaHpga

OnucaHue

PexXum rno6anbHOro KOHGUrypupoBaHUA U peXKUm KOHPUrypupoBaHUA nopTa

spanning-tree

no spanning-tree

Pexxum rnobanbHOro KOoHPpuUrypmposaHusa

spanning-tree mode {mstp|stp|rstp}

no spanning-tree mode

PexXum KoHGUrypupoBaHUa nopra

spanning-tree mcheck

BkntoueHune/sbiknoueHne MSTP

YcTaHoBKa paboyero pexxmma MSTP.

MpUHYAUTENbHO YCTaHABAMBAET ANA NopTa

peXunm paboTbl Nno npotokony MSTP

2. HacTpoika napameTpoB 3K3eMN/IAPOB CBA3YHIOLLErO AEPEBA;

KomaHpga

OnuncaHune

Pexxum rnobanbHoOro KoHpurypuposaHus

spanning-tree mst <instance-id> priority <bridge-
priority>

no spanning-tree mst <instance-id> priority

spanning-tree priority <bridge-priority>

no spanning-tree priority

Mo3BonseT 3a4aTb NPUOPUTET KOMMYTaTOpPa ANA
YKa3aHHOro 3K3eMnNaspa CBA3YIOLWEro Aepesa.

Mo3BONAET HACTPOUTbL MPUOPUTET CBA3YIOLLETO
AepeBa Ha KommyTaTope.

Pexxum KOHPUrypupoBaHua nopra

spanning-tree mst <instance-id> cost <cost>

no spanning-tree mst <instance-id> cost

spanning-tree mst <instance-id> port-priority

[lnA yKazaHHOro aK3emnisapa CBA3yLWEero
AepeBa No3BOJIAET YCTAaHOBUTb METPUKY

MapLUpyTa K NopTy.

Mo3BosAeT 3a4aTb NPUOPUTET NOPTa ANA
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<port-priority>

no spanning-tree mst <instance-id> port-priority

spanning-tree mst <instance-id> rootguard
no spanning-tree mst <instance-id>rootguard

spanning-tree rootguard

no spanning-tree rootguard

spanning-tree [mst <instance-id>] loopguard

no spanning-tree [mst <instance-id>] loopguard

YKa3aHHOTIO 3K3emMnaAapa CBA3yLWero aepesa.

[lnA yKasaHHOro 3K3emnaspa CBA3YLWEro
AepeBa No3BoIAET 3a4aTb 3aWMLLEHHbIN
KopHeBoW y3en. MopTbl, A1 KOTOPbIX
YCTaHOB/IEHa 3aLLUNTa, HE MOTYT BbITb
npeobpa3oBaHbl B KOPHEBblE MNOPThHI
TUNOB.

ApyruX

[ns Tekyuero nopra 3agaeT Pernm
3aWMLL,EHHOro KOPHEBOrO NOPTa B 3K3emnaape
ceasytowero aepesal. CKOHPUIYpMPOBAHHDLIN
3aLLMLLEHHbIN NOPT HE MOMKET bbITb

npeobpasoBaH B KOPHEBOW NOPT APYrMUX TUMOB.

BkatoyeHne yHKUMM OTCNEKMBAHUA NeTAn B
KOHKpeTHOM 4acTHom pepese. KomaHga NO
OTKNIOYAET AAHHYIO GYHKUMIO.

3. Hactpoitka napameTtpos pernoHos MSTP

KomaHpa

OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHUs

spanning-tree mst configuration

no spanning-tree mst configuration

Pexxum KoHdurypmuposaHua permoHa MSTP

show

instance <instance-id> vlan <vlan-list>

no instance <instance-id> [vlan <vlan-list> ]

Bxopa B pexknm KoHPUrypmpoBaHus permoHa MSTP.
KomaHga NO  Bo3Bpaw@aer 3HayeHue no
YMOJTHAHMIO.

lMoKa3biBaeT MHGOPMaLUNIO O TeKyLLel paboyei
cucteme.

MNo3BonaeTr co34aTtb 3K3eMNaAp  CBA3YyOLWero
AepeBa u yctaHoBUTb cooTeeTcTBue mexay VLAN un
3TUM 3K3eMNAAPOM
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name <name>

no name

revision-level </eve/>

no revision-level

abort

exit

no

MNo3sonaet 3agatb UMmaA pernmoHa MSTP

MNossonsaer 3a4aTb HOmMep
KOHPUrypupoBaHua permoHaMSTP

peBsn3nmu

Bbixog, M3 perMma KOHPUrypupoBaHMA pernoHa
MSTP u Bo3BpaT B pexum rnobanbHoro
KOHUrypmMpoBaHua 6es COXpaHeHus
KOHOUMrypaumm permoHa MSTP.

Mo3BONAET COXPaHUTb CAENAHHbIE HACTPOMKM
pernoHa MSTP, BbIMTM M3 peMma HaACTPOMKMU
pernoHoB MSTP u BepHyTbcs B r106a/bHbIN
pPeXUM KOHPUTYPUPOBAHUA.

OTmeHa ogHOM  KOoMaHAbl
nepBOHaYaIbHOro 3HAYEHUA

WAN  yCTAHOBKA

4. HacTpolika BpeMeHHbIX napameTpos MSTP

KomaHpa

OnucaHue

Pexxum rnobanbHoro KoHpurypuposaHus

spanning-tree forward-time <time>

no spanning-tree forward-time

spanning-tree hello-time <time>

no spanning-tree hello-time

spanning-tree maxage <time>

no spanning-tree maxage

spanning-tree max-hop <hop-count>

no spanning-tree max-hop

Mo3BonseT 3a4aTb BpeMA 3a4epPKKM Nepesadm Ha
KOMMyTaTope

YctaHoBKa  BpemeHu  Hello

coobuieHnit BPDU.

AanAa NOCbINIKKN

YCTaHOBKM BpEMEHU *KN3HU coobLieHnin BPDU

YCTaHOBKa MaKCMManbHOroO 4Yucaa Xonos Ans
coobuieHnit BPDU B pernoHe MSTP.

5. HacTtpoika pyHKunm boictpoit murpaumnm MSTP
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KomaHpga

OnucaHue

PeXXum KOHPUryprMpoBaHUA nopra

spanning-tree link-type p2p {auto|force-

true|force-false}

no spanning-tree link-type

spanning-tree portfast [bpdufilter| bpduguard]
[recovery <30-3600>]

no spanning-tree portfast

YcTaHOBKa TMNa ANHUMK nopTa

Mo3BonsAeT 3a4aTb NOPT, Kak rpaHu4YHbIN. Onuus
Bpdufilter cnyxut ana otbpacbiBaHUSA MNPUHATBIX
coobueHunit BPDU. Onums

bpduguard npu npueme coobweHns BPDU
3aKpblBaeT NopT. [lapameTp no BbIKAOYaAET

PEXWM  MOrPAaHUYHOrO  MOPTa,  MPOUCXOAUT
npeobpasoBaHWe B MOPT, KOTOPbIN He HaxoauTcA
Ha rpaHuue
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6. HacTpoiika popmaTa NakeToB Ha NopTy

i v _

KomaHpa

OnucaHue

spanning-tree format standard
spanning-tree format privacy
spanning-tree format auto

no spanning-tree format

PeXXxum KoHpUrypupoBaHua nopra

Mo3BonAeT HaCTPoUTb popmaT NaKeTa CBA3YIOLLErO
aepesa noprta. Mpwu Bbibope onumn standard naket
cooTBeTCcTBYyeT CTaHZapTam IEEE, npwm
onuuuprivacy naketr cosmectum c¢ CISCO, auto
O3HayaeT, u4Tto0 dopmaTt onpegenserca  no
NPUHATOMY NaKeTy

7. HacTpoitka aTpmbyToB CBA3YIOLWErO AepeBa Ha NOPTyY

KomaHpga

OnucaHue

spanning-tree cost

no spanning-tree cost

spanning-tree port-priority

no spanning-tree port-priority

spanning-tree rootguard

no spanning-tree rootguard

Pexxum rnobanbHOro KOHGUrypuposaHus

spanning-tree  transmit-hold-count <tx-hold-
count-value>

no spanning-tree transmit-hold-count

spanning-tree cost-format {dotld | dotlt}

PexXxum KoHpUrypuposaHua nopra

Mo3BonseT 3a4aTb METPUKY MapLUpyTa K NOpTy

lNo3BonaeT 3a4aTb NpUoOpUTET NOPTA

MNossonsaer YCTAaHOBUTb NMNOPT, KaK HE KOpHeBOﬁ

YCTaHOBKa MaKCMMa/IbHOrO 3HAaYEHMA CHETUMKA

3a4EPXKKN nepenadn Ha nopty

YcTaHasnmBaeT dopmaTt MeTpuKkM maplupyTta dotld
nnun dotlt

8. Hactpoitka aTpmbyToB snooping-katoya ayTeHTMdpUKaumnm

KomaHpa

OnucaHue

Pexxnm KoHPUrypupoBaHusa nopta
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spanning-tree digest-snooping

no spanning-tree digest-snooping

MosBonset nopTty MCNoab30BaTb CTPOKY
ayTeHTUdMKauMKM napTHepcKoro nopta. KomaHpa
NO BOCCTaHaBNMBaET MCcnoab3oBaHue
CreHepMpPOBaAHHOW CTPOKM.

9. Hactpoitka pexmma FLUSH ana nsmeHeHuin tonosiornm

KomaHpaa

OnucaHue

Pexxum rnobanbHOro KOHGpUrypmposaHma

spanning-tree tcflush {enable| disable| protect}

no spanning-tree tcflush

PeXXum KOHOUryprMpoBaHuA nopra

spanning-tree tcflush {enable| disable| protect}

no spanning-tree tcflush

Enable: cBasylowee aepeBo CTpouTca cpasy npu
N3MEHEHUUN TOMONOTUN;

Disable: cBA3ylolee faepeBo He CTpouTcA nNpwu
N3MEHEHUU TOMONOTUN;

Protect: cBA3sylowee p[epeBo CTpouTcA pa3 B
OECATb CEeKYHA,;

BOCCTaHaB/IMBaeT 3HayeHune no
M3IMEHEHNE NpU U3IMEHEHUU

Komanga no
YMONYaHUIO —
TONOIOTUN.

Mo3Bonset HacTpouTb pexkum flush ana nopra.

KomaHga no BoccTaHaB/AMBAET UCMO/b30BaHMe
06LLMX HAaCTPOEK PEKMMA Ha YCTPOKCTBE.
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18.3Mpumep npumeHeHmna MISTP

Switch 1

Switch 2

Switch 4

TUNWYHBIV cueHapuii NnpumeHeHua MSTP

CoeguHeHUs MeXXay KOMMYTaTopamu MokKasaHbl Ha PUCYHKe Bbiwe. Bce KommyTtatopbl paboTatoT B
MSTP pexume no ymonyaHuio. VX npuopuTeTbl MOCTOB, NPUOPUTETLI NMOPTOB M CTOMMOCTb MapLIPYTOB
ONA NOPTOB CTOAT MO YMONYaHUIO(paBHbI). MapaMeTpbl NO YMONYAHUIO ANA KOMMYTaTOPOB MOKa3aHa

HUXe:

Mma mocTa Switch1 Switch2 Switch3 Switch4
Bridge MAC 00-00-01 00-00-02 00-00-03 00-00-04
Address
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128
Port 3 128 128
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Port 4 128 128
Port 5 128 128
Port 6 128 128
Port 7 128 128
Route | Port1l 200000 200000 200000
Cost
Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonyaHuio npotokon MSTP co3gaeT TONOAOIMIO AepeBa C KOpHEM Ha KommyTaTtope 1.
MopTbl, 0603HaYeHHbIe“X” nMmetoT cocToAaHKe discarding (610KMpOBaHbl), Ha OCTa/IbHbIX NOPTaxX
nepegaya paspeLleHa.
Tanbl HACTPOMKMU:
LWar 1. HacTtpoiKka npueasku noptos K VLAN:

e Co3patb VLAN 20, 30, 40, 50 Ha Switch2, Switch3 n Switch4;

® HacTpouTb nopTbl 1-7 Kak TpaHKoBble Ha Switch2, Switch3 n Switch4;
War 2. YcraHoBuTb Switch2, Switch3 n Switch4 Kak npuHagnexkawmux ogHomy aepesy MSTP:

¢ YcTaHoBUTb Ha Switch2, Switch3 n Switch4 oaHo 1 TO *Ke MMA pernoHa, coBnagatoLee ¢
umeHem gepesa mstp;

* Mpueasatb VLAN 20 n VLAN 30 Ha Switch2, Switch3 u Switch4 K ak3emnnspy cBAsylowero
aepesa 3;

* Mpunucatb VLAN 40 u VLAN 50 Ha Switch2, Switch3 n Switch4 kK ak3emnnapy cBasyioLero
aepesa 4;

LWar 3. HactpouTb Switch3 Kak KopHEBOI KOMMYTaTOP A/1A 3K3eMNApa CBA3YOLWEro Aepesa 3.
Hactpoutb Switch4 Kak KOpHEBOM KOMMYTaTOpP A/1A 3K3eMNApPa CBA3YyHOLWEro aepesa 4:
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e HacTpouTb NpUOpUTET KOMMYTATOPA 419 IK3eMnaapa ceasytowero aepesa 3 Ha Switch3 Kak 0;

* HacTpouTb NpMopUTET KOMMYTaTOPa A/151 SK3eMNiapa ceAsylowero aepesa 4 Ha Switch4 Kak 0.

[letanbHasa KOHOUrypauus npuBeaeHa HUXKe:

Switch2:

Switch2 (config)#vlan 20

Switch2 (Config-V1an20) #exit

Switch2 (config)#vlan 30

Switch2 (Config-V1an30) #exit

Switch2 (config)#vlan 40

Switch2 (Config-V1an40) #exit

Switch2 (config) #vlan 50

Switch2 (Config-V1an50) #exit

Switch2 (config) #spanning-tree mst configuration
Switch2 (Config-Mstp-Region) #name mstp

Switch2 (Config-Mstp-Region) #instance 3 vlan 20; 30
Switch2 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch2 (Config-Mstp-Region) #exit

Switch2 (config)#interface e1/0/1-7

Switch2 (Config-Port-Range) #switchport mode trunk
Switch2 (Config-Port-Range) #exit

Switch2 (config) #spanning-tree

Switch3:

Switch3 (config)#vlan 20

Switch3 (Config-V1an20) #exit

Switch3 (config)#vlan 30

Switch3 (Config-V1an30) #exit

Switch3 (config) #vlan 40

Switch3 (Config-V1an40) #exit

Switch3 (config) #vlan 50

Switch3 (Config-V1an50) #exit

Switch3 (config) #spanning-tree mst configuration
Switch3 (Config-Mstp-Region) #name mstp

Switch3 (Config-Mstp-Region) #instance 3 vlan 20; 30
Switch3 (Config-Mstp-Region) #instance 4 vlan 40;50
Switch3 (Config-Mstp-Region) #exit

Switch3 (config)#interface e1/0/1-7
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Switch3 (Config-Port-Range) #switchport mode trunk

Switch3 (Config-Port-Range) #exit
Switch3 (config) #spanning-tree

Switch3 (config) #spanning-tree mst 3 priority O

Switch4:

Switch4 (config) #vlan 20

Switchd (Config-V1an20) #exit

Switch4 (config) #vlan 30

Switchd (Config-V1an30) #exit

Switch4 (config) #vlan 40

Switchd (Config-V1an40) #exit

Switch4 (config) #vlan 50

Switchd (Config-V1an50) #exit

Switch4 (config) #spanning-tree mst configuration

Switch4 (Config-Mstp—-Region) #name mstp

Switch4 (Config-Mstp-Region) #instance 3 vlan 20; 30

Switch4 (Config-Mstp-Region) #instance 4 vlan 40;50

Switch4 (Config-Mstp-Region) #exit

Switchd (config) #interface e1/0/1-7

Switch4 (Config-Port-Range) #switchport mode trunk

Switch4 (Config-Port-Range) #exit

Switch4 (config) #spanning-tree

Switch4 (config) #spanning-tree mst 4 priority O

MNocne HacTpolKkK, onucaHHOW Bblile, Switchl OyaeT KOpPHEBbIM KOMMYTAaTOPOM 3K3emnasapa
ceAsytoLero gepesa 0 Bcew ceTn. B pernoHe MSTP, K kKoTopomy oTHocaTcA Switch2, Switch3 n Switch4,
Switch 2 saBnAeTcA KOpHEBbIM KOMMYTAaTOPOM pPEernoHa AasA 3K3emnjsapa ceaAsywouero aepesa 0,
Switch3 saBnseTcas KOpPHEBbIM KOMMYTaTOPOM pernoHa Aas 3K3eMnaspa ceAsyloulero gepesa 3 u
Switch4 asnseTtcs KOPHEBbIM KOMMYTAaTOPOM pPermoHa AnAa aksemnnapa CBA3yrLlero Aepesa 4, Tpad)VIK
VLAN 20 u 30 nepegaeTtca 4yepes TONOJIONMIO 3K3eMnapa ceasytoulero gepesa 3. Tpaduk VLAN 40 n 50
nepegaeTcAa yepes TOMOMIOTMIO 3K3emnaapa ceAsywowero aepesa 4. Tpaduk c¢ octanbHbix VLAN
nepefaeTca 4Yepes TOMNONOIMIO 3K3emnaapa cesasywouwero aepesa 0. MNMopt 1 Ha Switch2 aBnsetca
yNpaBAAOWMM NOPTOM AN SK3EMNISPOB CBA3YIOWMNX AepeBbeB 3 n 4.

Mpotokon MSTP nyTem BbI4MCNEHUI FeHEPUPYET 3 TOMOAOMMMU: 3K3EMNAAPOB CcBA3YOWMX aAepesbes 0,
3 n 4. MopTbl, 0603HaYeHHbIe“X” nmetoT cocTosiHMe discarding (6noKMpoBaHbl). Ha ocTanbHbIX NopTax
nepegava paspeLleHa.
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Switch 4

Tononorua sksemnnsapa ceasytoutero aepesa 0 nocne sbluncneHna MSTP

Switch 2 Switch 3

Switch 4

Tononorua aKsemnaapa ceasylLwero gepesa 3 nocne sblumcaeHma MSTP
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Switch 2 Switch 3

Switch 4

Tononoruna sKk3emnaapa ceasyoLwero gepesa 4 nocne sblumcaeHma MSTP

18.4YcTpaHeHue HeucnpasHocTteit MSTP
Ona Toro, 4to6bl NpoToKoN MSTP Ha nopTte cmor pabotatb, MSTP gonxeH bbiTb BKAOYEH B pexume
rnob6anbHOro KOHPUrypnpoBaHma.

TaK Kak napameTpbl MSTP B3anmoCBA3aHbl, OHU A0NXKHbI COOTBETCTBOBATb cnegyrowmm Tpe6OBaHI/IFIMZ

e 2x(Bridge_Forward_Delay - 1.0 cekyHaa) >= Bridge_Max_Age;
e Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1.0 cekyHaa);
B npotuBHOM cnydae npotokon MSTP morkeT paboTaTb HenpaBuabHO.

Ecnn nonb3oBatenn nsmeHmnm napametpol MSTP, OHU AOMXKHbI YO0CTOBEPUTLCA B TOM, YTO U3MEHEHDI
M Tononornn. HacTpoikn rnobanbHOrO pexnuma KOHPUIYPUPOBAHMA  BbINOIHAKOTCA ans
KOMMyTaTopoB. OcCTanbHble HACTPOMKWU BbINOJHAIOTCA ANA OTAENbHbIX 3K3EMMNAPOB CBA3YHOLWEro

aepesa.
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19 HACTPOMKA QOS

19.1 O6wue cBegeHna o QoS

QoS (Quality of Service — KauecTBO cepBuca) - HAbOpP BO3MOXKHOCTEN KOTOPbIe NMO3BOMAIOT CO34aBaTb
pa3feneHHble NoN0Chl ANA NepeaaBaeMblX NO CETU AAHHbIX, TEM CaMbiM obecneunBan nyqwnii cepsuc
Ana BblbpaHHOro cetesoro Tpaduka. QoS - rapaHTUA KayecTBa NOC/nef0BaTE/IbHOM U NpeacKasyemon
nepegaym AaHHbIX Ans obecnevyeHusa TpeboBaHui nporpamm. QOS He co3gaeT AOMNOJAHUTENbHOM
nonocbl nepegayun, Ho obecneymsaet bonee apdeKTMBHOE ynpaB/ieHNE MONAOCOM B COOTBETCTBUU C
TpeboBaHMAMM NPUNOKEHMUN N NONUTUKON YNPaBAEHUA CETHIO.

19.1.1 TepmuHbl QOS

QoS: KauecTtBo cepBuca, obecneyeHme rapaHTMPOBAHHOIO KayecTBa CepBumca ANS NOCAeA0BaTeIbHOM U
npeackasyemoi nepesayv AaHHbIX U BbINOSHEHMA TPE6OBAHMI NPOrpamm.

DomeH QoS: lomeH QoS noaaep*kunsaeT yctponctea ¢ QoS ana popmrMpoBaHUS CETEBOM TOMOIOMUM,
KoTopasa obecneynT KayecTBO cepBumca. Takana Tononorva HasbiBaeTcs gomeHom QoS.

CoS: Knacc cepsBuca - KnaccudukaumoHHas MHPopmaums, nepepasaemas édpenmamm 802.1Q Ha
BTOPOM YypOBHe. 3aHMMaeT Tpu 6uTa nonAa Tag B 3aronoBke ¢perma M Ha3biBaeTCA YPOBHEM
Nonb30BaTE/IbCKOrO NPUopUTETa B AManasoHe ot 0 go 7.

Layer 2 802.1Q/P Frame

Preamble | S@tframe 1 sa | Tag | PT | Data FCS
delimiter

L 3 bits used for COS (user priority)

MpuoputeTbl Knacca cepsuca

ToS: Tun cepsuca. OgHobaliToBOE NoONe, NepefaBaemoe B 3arosioBke naketa IPv4 Ha TpeTbem ypOBHe
aons obbsBneHus tmna cepeuca IP naketa. 3HayeHnem nona ToS moxkeT 6biTb npuoputet IP (IP
Precedence) unu 3HayeHune DSCP.

Layer 3 IPv4 Packet

Version ToS

length (1 byte) Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

L IP precedence or DSCP

Mpuoputet ToS

IP Precedence: MpuoputeT IP. KnaccudmkaunmoHHas nHdopmauma nepeatowasnca B 3aroI0OBKe nakeTa
TPEeTbero ypoBHA, 3aHMMatowwan 3 6mMTa u moryLaa NPUHMMaTb 3HaveHus ot 0 7o 7.
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nHdopmaumna, nepeaaolwlanca B 3arosoBke IP naketa TpeTbero ypoBHs, 3aHMMaeT 6 6ut, wumeer
3HauyeHue ot 0 go 63 1 obpaTHO coBMecTUMA € NpmnopuTeTom IP.

MPLS TC(EXP) :

Mone MPLS o3Ha4yaeT Knacc obcnyknuBaHua, umeeT 3 6uTa gna agnanasoHa ot 0 go 7.

— L L A o B —r
DA | SA | VID | 0x8847 Label (20-bits) EXP |S 1

Internal Priority: BHyTpeHHMA npuopuTeT, YCTaHABAMBAEMbIM MPOLECCOPOM KOMMyTaTopa.
BO3MOMKHbIN AMana3oH 3Ha4YeHU 3aBUCUT OT TMNa npoueccopa. CokpaleHHo - Int-Prio uau IntP.

Drop Precedence: lMpuoputet cbpoca. MNpu obpaboTke nakeToB nepsBbiMmu cOpacbiBalOTCA NaKeTbl C
6onblwMm npuoputeTom cbpoca. Mmeet 3HaueHune 0 nam 1. CokpauwieHHo obo3HavaeTca Drop-Prec nnm
DP.

Classification: ocHoBHOe HasHauyeHMe mexaHu3ama QOS, KnaccubuuMpyeT nepeaaBaemble MaKeTbl B
COOTBETCTBMM C KNaccudurKaumMoHHOM MHGOPMaLMEN, COAep KaLLENCA B MAKeTax U CNUCKaMM KOHTPOAA
poctyna(ACL).

Policing: pelictBne mexaHmama QOS Ha BxoAe, KOTOpPOE YCTaHABAMBAET MONUTUKKU Tpaduka w
ynpaBAaseT KNaccupULMPOBAHHbIMM NaKeTaMMU.

Remark: gelicteue mexaHnama QoS Ha BXoAe, BbIMOJIHSIOLLEE NPOMNYCK, OCTAHOBKY MK cOpoC NakeTa B
COOTBETCTBMMU C MOJNTUKAMU TpaduUKa.

Scheduling: peiictBne mexaHuama QoS Ha Bbixoge. [obaBnsaeT nakeTbl B COOTBETCTBYHOLLME
ncxoaslimMe oyepenm OCHOBBLIBAACb HA BHYTPEHHEM npuopuTeTe. M NPUHMMAET peLleHMe O MoCbliKe
nnn cbpoce NaketToB B COOTBETCBUM C NPUOPUTETOM COBpOCa, aNrOPUTMOM MOCHIIKM U BaXKHOCTbIO
COOTBETCTBYIOLLEN OYEpeaM B UCXOOALLEM NOTOKE.

In-Profile: Tpadpdpuk B pamkax nonntmkm QoS(nosoca nNponyckaHMa AN AOMOAHUTENLHOM NMONOCON)
Ha3blBaeTcs In-Profile.

Out-of-Profile: Tpadduk B pamkax nonutnukm QoS(nonocbl NponyckaHMAa WUAU AONONAHUTE/IbHOM
nonocbl) HasbiBaeTca Out-of-Profile.

19.1.2 Peanusauyusa QoS

[OnAa BbINO/NHEHUA HA KOMMYTaTOpe NPorpaMmmMmHoro QoS Heob6xoAMMO PacCMOTPETb OCHOBHYIO 6a30BYO
moaenb. QOS He co3daeT HOBOW MOJIOCbI B KaHase, HO MOXET MaKCMMaJibHO NoACTpanBaTb
KOHQUIypaumio TEeKYyLIMX KaHanbHbIX pecypcoB. [lonHaa peanmsauma QoS [aeT BO3MOMKHOCTb
MO/IHOCTbIO YNPaB/AATb CeTEBbIM TPadUKOM. HMKe, KaK MOXKHO TOYHEee, OMUCbIBAETCA CamM MPUHLMN
QosS.

Cneundurauma nepegayn AaHHbIX B |IP MOKpbIBAeT TO/NbKO afpecauuio U CepBUCbI UCTOYHUKA U
NPUEMHUKA N, KOHEYHO, KOPPEeKLUI0 nepesavym nakeToB C NOMOLLbIO NPOTOKO/I0B 4 ypoOBHA moaenu
OSl v Bblwe, Taknx Kak TCP. OgHako, B 60nbWIMHCTBE Cy4aeB NPOTOKOA IP ncnonb3yeT MakCMmManbHO
BO3MOXHYI MPOMYCKHYIO CMOCOOHOCTb BMECTO MEeXaHM3Ma NOALEPKKM M 3aLMTbl NOOChI NAKETHOM
nepegayn. 3To NPUMEHUMMO A7 TaKMX CEPBUCOB KaK nodta n FTP, HO npu yBennvyeHuUn nepepaymu
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3arpy3knM He MOXKeT Yy40BNETBOPUTb Tp66OBaHVIFI H806XO,CI,VIMOI\;1 NON0Cbl U HU3KUX 3a4epPrKeEK.

basnpyAacb Ha pasnndHbix metogax, QoS onpeaenaeT nNpuUopuTeT ANA KaXAOro BXOAALLEro nakera.
KnaccndmkaumoHHaa MHPopmaumsa cofeprKMTcs B 3arosioBKax |IP nakeToB TpeTbero ypoBHA W B
3aronoBkax ¢penmos 802.1Q BToporo yposHa. QoS obecneymBaeT 0AUHAKOBbIA CEPBUC ANA NaKeToB
OOMHAKOBOro NPUOPMTETA, B TO BPeMA KaK ANA NaKeTOB C pPas/IMyaloWmMmmnca npuoputetTamm
npeanararnTca pasamyatowmeca onepaumn. MaplpytmsaTop WUAM KOMMYTaATop, NoagepiKusatowimne
cepsuc QoS, moryT obecneynBaTb PasNYHYO NONOCY Nepesaym B COOTBETCTBMM C KnaccuduKaumen
MakeToB, MOMeYyaTb MaKeTbl B COOTBETCTBMM C CKOHOUIYPUPOBAHHBIMU MOAUTUKAMM, a TaKkKe
cbpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHbIE NAKETbI B C/ly4ae Neperpysku noaockl nepesayn.

KoHdurypauua QoS sensetca rubkon, 6onee NpocToit UAM CNOKHOM B 3aBUCMMOCTM OT TOMOIOTUN CETU
N YCTPOWCTB U rNyBbMHbI aHanM3a Bxoaallero/ucxoaauiero Tpadumka.

19.1.3 basoBaa mogenb QoS

basoBaa mopenb QoS coctout M3 4 vacten: Knaccudpukauma, MNpumeHeHne nonmtuk, MNMomeTtka u
MnaHnpoBaHue, rae Knaccudukauma, NPUMEHeHWe MOAUTUK UM MOMETKM — Moc/iefoBaTesbHble
AEeNCTBUA HA BXoge, a paboTa c ouepeaamm U naaHMpoBaHue — aenctema QoS Ha BbIXxoze.

Ingress Egress
- L g >
Generate
Internal
Priority Color
Classification > Policing » Remark > Scheduling

Sort the packet traffic Decide whether the traffic Degrade, discard the different Place packets into priority
according to the classification color is single bucket dual color packets, and r_emark queues according to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields priority and service according
info to internal priority value color according to policing to the queue weight and the
and drop precedence value policy drop precedence

ba3oBas mogenb QoS

Knaccudukauyma: knaccnoumumpyetr Tpaduk B COOTBETCTBMWU C KAAaCCUPUKAUMOHHOM WHPopmaumen
MaKeTOB M TeHepupyeT 3HAaYeHWe BHYTPEHHEro MPUOPUTETA, OCHOBAHHOE HA KNaccMdMKaLMOHHOM
MHPPMauUK. N pasnnyHbIX TUNOB NAKETOB KnaccuduKauma obecneymBaeTca pasiMyHbIM 06pasom.
Cxema HUKe NOKasbIBaeT 3T0.
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mmum‘mw

MPLS
Packet(*0)

IP packet

Set the packet COS as

the default ingress
COS(*4)

tag packet

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COS value (*5)

D P-to-D P
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

A 4

Set the packet COS field
> equals Int-Prio Bl

v
Enter the
policing flow
Mpouecc knaccudpmkaumm

3ameyaHue 1: 3HayeHme CoS paccumTbiBaeTCA UCXOAA M3 CBOMCTB NaKeTa M HUKAK He CBA3aHO CO
3HayeHneM BHYTPEHHEro npuopuTeTa, NoAy4YeHHbIM ANA NOTOKa.

3ameyaHue 2: Echm ogHOBpeMeEHHO CKOHOUrypupoBaHbl nposepKa DSCP u CoS, To npuoputet DSCP
BaxkHee COS.
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MpumeHeHMe NOAUTUMK U NomeTKa: Kaxablh nakeT B KnaccuduuMpoBaHHOM Bxoasallem Tpaduke
no/lyyaeT 3HayeHMe BHYTPEHHEero npuMopuTeTa U MOXKET Aanee NoABepraTthbCA AENCTBUIO MOJIUTUK U
nomevatbCs.

MpuMeHeHWe NOAUTUK MOMKET ObiTb BbIMONHEHO HA MOTOKEe AaHHbIX Ana obecnevyeHua pasINYHOMN
NONOCbI NPONYCKaHMA ANA PA3/NYHBIX Knaccos TpadumKa. HasHauyeHHaa NponycKHasa NOAUTUKA MOXKET
6bITb «O0AHA Kop3uHa-aBa uBeta» (single bucket dual color) nnn «ase KopauHbl-TpM uBeta» (dual
bucket three color). TpadpuKy nprucBanBarOTCA PasNMYHbIE LIBETA U B COOTBETCTBUM C HUMU OH MOXKET
cbpacbiBaTbCA UM NponycKaTbcA. K NponyweHHbIM NakeTam NpUMeHAeTCA AeNCTBUE NMOMETKM, Koraa
MaKeTy Ha3HayaeTcA HOBbIM, 6onee HU3KUIA BHYTPEHHWUIN MPUOPUTET A/A 3aMEeHbl CyLLeCTBOBAaBLUETO
paHee 6onee BbICOKOro BHyTpeHHero npuoputeTta. Mona COS u DSCP 6yayt moanduumpoBaHbl B
COOTBETCTBMU C HOBbIM BHYTPEHHMM MpUoOpUTETOM Ha Bbixode. Cneaytlowas cxema OMUCbIBAET 3TU
onepauumu.
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e

Whether
configure the
licing poli

No

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

(onersneaans ) (_ons

Mpouecchbl PerynnpoBaHna n nomeTku

3ameyaHue 1. BHyTpeHHWUW npuopuTeT OyAeT CKPbIT NOC/Ae YCTAaHOBKWU. YCTAaHOBKA BHYTPEHHEro
npuopuTeTa Ha TpaduK C oNpeaeeHHbIM LLBETOM NMOKPbIBAET YCTAHOBKY BHYTPEHHErO NpUopuTeTa Ha
TpaduMK He CBA3AHHDIN C LLBETOM.

3ameyaHune 2. COpoC BHYTPEHHEro MpuMopuTETa NAKETOB OCYLLECTBAAETCA B COOTBETCTBMM C KapTOM
npeobpa3oBaHMA «BHYTPEHHWI NPUOPUTET- BHYTPEHHWUN npuoputeT» (  IntP-to-IntP). Mpwm
KnaccMPUKauMmM NOTOKA BHYTPEHHWUI npuopuTeT OGepeTca OT MCTOYHMKA WAW  YCTaHaB/AMBaeTCA
OEeNCTBUAMM, HE CBA3AHHbIMM C LLBETOM.
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B COOTBETCTBMM C HMM TNIAHMPYEeTCA pacnpesesieHVe NaKeToB MO o4yepeasm C  Pas/IvyHbIM
NPMOPUTETOM U NAKETbI MOCLINAKTCA B COOTBETCTBMM C BECOBLIM NPUOPUTETOM OYepesm U
npuoputeTom cbpoca. CneagytoLLan cxema onMcbIBaeT onepauymn Na1aHMpPoBaHUA.

e

MPLS packet(*0)

A
Remark EXP field

Remark DSCP and L2 COS of the packed
fields of the packets '« according to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

Select queue according to
IntPrio-to-Queue mapping

LQueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v

\ 4
< Finish > ( Dropthe
packets

MpoLecchl NAaHNMPOBKU U YNPaBAEHUA oYepeasmm

19.2 KoHdurypuposaHue QoS

1. KoHdurypmpoBaHue KapTbl K1accos;

YcTaHaBimMBaeT KnaccuduKauMoHHble npasuna B cootsetctBun ¢ ACL, CoS, VLAN ID, npuoputetom
IPv4, DSCP wn IPv6 FL ans knaccndumkauum nNoTOKa AaHHbIX. Pas/iMyHble Knaccbl MOTOKOB AaHHbIX
obpabaTbiBaloTCA MO Pa3HbIM MOJANTUKAM.

2. KoHpUrypmpoBaHue KapTbl NONUTUK;
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K/N1acCcos, C03ﬂ,aHHOI>‘I paHee M BXOAOM B PEeXMM Knacca. Torga pasnnyHble NOAUTUKU (TaKVIe KaK
orpaHn4yeHne nonocCbl, MNOHWXKEHNE NPUOPUTETA HA3HAYEHMEM HOBOIo 3HA4YeHWUA DSCP) MOTryT
NPUMEHATLCA ONA pa3J'IM‘-IHbIVI NOTOKOB AAHHbIX. TaK}Ke MOXHO onpegenntb Ha6op NONNTUK, KOTOpPbIE
MOTYT NPUMEHATHLCA ANA HECKOJ/IbKMX K/1aCCOB B KapTe NOJIUTUK.

3. NpumeHeHune QoS Ha nopTy unm VLAN nHtepdeiice;

KoHdurypnposaHue fosepuTenbHOro pexxmma(trust mode) Ha nopTy MAM NPMBA3KA NOAUTUK K MOPTY.
Monntnkm ByayT 3a4eMCcTBOBaHbl Ha NOPTY TO/IbKO eCv OHM ByayT npuBAsaHbl K Hemy. MONUTUKK TaK
e moryt 6bITb npuBaA3aHbl K onpegeneHHomy VLAN. He pekomeHayetca OAHOBPEMEHHO
MCNonb30BaTb KapTy noantuk Ha VLAN M Ha ee nopTax, B NMPOTUBHOM C/ayyae MPUOPUTET KapThbl
NONNTUK Ha NopTy byaeT Bbiwe.

4. KoHpUrypupoBaHue anropMTma ynpasaeHus oyepessamu;

KoHburypuposaHue anropntma ynpasaeHuna odyepesamm, Takoro Kak sp,wdrr n gpyrux.
KoHourypuposaHue pacnpegeneHma QoS.
KoHdurypuposaHue pacnpegenerHus ns CoS 8 DP, n3 DSCP 8 DSCP, n3 IntP 8 DSCP.

1. KoHouryprpoBaHuMe KapTbl KNaccoB.

KomaHpga OnuncaHune

Pexxum rnobanbHOro KoHpurypuposaHus

class-map <class-map-name> Co3aaHue KapTbl KNaCCoOB U BXOZ, B PEXKMM

no class-map <class-map-name> KapTbl K/aaccos; KomaHaa “no class-map
<class-map-name>"”  ypanaeTr  yKasaHHyO
KapTy KNaccos.

match {access-group <acl-index-or-name> | ip dscp | ycranoska COr1acoBaHHbIX KpUTEpHes
<dscp-list>| ip precedence <ip-precedence-list> | ipv6 (knaccudumKaLms NoToKa AaHHbIx no ACL, CoS,
access-group <acl-index-or-name> | ipv6 dscp <dscp- | AN ID, npuoputetom IPv4, IPv6 FL wam
list>| ipv6 flowlabel <flowlabel-list>|vlan <vlan-list> | DSCP, 1 T.4.) ANA KapTbl KNAaccoB; KOMaHAa
cos <cos-list>} No yaanseT onpeaeneHHblA CornacoBaHHbIN
no match {access-group | ip dscp | ip precedence | | \purepuii.

ipv6 access-group | ipv6 dscp | ipv6 flowlabel | vian |
cos}

2. KoHpUrypmposaHme KapTbl NOAUTUK

Komanpa OnucaHue
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PexXum rnobanbHOro KOHGUrypupoBaHUs

policy-map <policy-map-name>

no policy-map <policy-map-name>

class <class-map-name> [insert-before <class-map-
name>]

no class <class-map-name>

set {ip dscp <new-dscp> | ip precedence <new-
precedence> | internal priority <new-inp> | drop
precedence <new-dp> | cos <new-cos>}

no set {ip dscp | ip precedence | internal priority |
drop precedence |cos }

policy <bits_per_second> <normal_burst_bytes>
({conform-action ACTION | exceed-action ACTION})

ACTION definition:

drop | transmit | set-dscp-transmit <dscp_value> |
set-prec-transmit <ip_precedence_value> | set-cos-
transmit  <cos_value> | set-internal-priority
<inp_value> | set-Drop-Precedence <dp_value>

no policy

accounting

no accounting

Co3gaHue KapTbl MONUTUK U BXOA, B PEXUM
KapTbl MOAMTUK; KomaHga NO yaanset
onpeaeneHHyr KapTy NONUTHK.

Mocne co3aaHMA KapTbl NOMIUTUK, €e MOMKHO
CBA3aTb C K/accom. PasnnyHblie MOAUTUKM
WAN HoBble 3HayeHua DSCP moryT 6biTb
NPUMEHEHbI K Pa3/InyHbIM NOTOKAaM AaHHbIX
B pexume Knaccos; KomaHaa NO ypanset
onpeaeneHHbli Knacc.

MpuceanBaeT HOBbIN BHYTPEHHUI MPUOPUTET
KnaccuuumposaHHomy TpaduKy; KomaHaa
NO oTmeHAEeT Ha3Ha4YeHMe HOBOW BE/IMUYUHDI.

KoHdurypauus NONUTUKN ana
KnaccuduumpoBaHHOro notoka. OTaenbHble
KOMaHAbl NOJUTUK MNOALEPKMBAKOT Tpu
uBeta. AHanusupyer paboumin  pexum
BMPTYaZIbHOM KOP3WHbI, 3TO MOXeT ObiTb
04Ha  CKOpPOCTb-O4HA  KOp3WHa, OAHa
CKOPOCTb — [ABE KOP3MHbI, ABE CKOPOCTU —
ase KOP3MHbI. YcTaHaBAMBaeT
COOTBETCTBYIOWMNE AENCTBUS ANA Pa3/INYHbIX
usetos naketos. KomaHga NO vypanser
peXum KoOHpUrypaumu.

YcTaHOBKa  OYHKUMM  CTAaTUCTUKM
KnaccupuumposaHHoro  Tpaduka. [ocne
BKNOYEHMA 3TOM  PYHKUMM B  pexumme
NOJMIMTUKM KNaccoB, p[06aBnAeT CTaTUCTUKY
TpadMKa NO KapTe NOAUTUKKM Knaccos. B
peXXMme OAHOW KOP3WHbI NAKET MOXKET ObITb
TONIbKO  3€/IeHbIM  WAW  KPacHbIM  Mpu
NPUMEHEHUN MNOAUTUKKU. B BbiBOgMMOW
nHbopmaumm byayT Aa useTa ( KpacHbI U
3e/1eHbl) NakeToB. B perkmMme ABYX KOP3WH
o6yayr Tpu uBeTa ( 3eneHblil, KpacCHbI U
YKEeNTbli1) NaKeToB.

ans
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PeXXum KoHUrypaumm KapTbl NOIUTUK KNACCOB

drop CbpacbiBaeT unu nepenaet Tpaduk B JaHHOM
no drop Knacce. KomaHpa NO OTMeHsAeT
. NPUCBOEHHYI0 PYHKLUIO.
transmit
no transmit
3. NpumeHeHne QoS Ha nopty unun VLAN nHtepodeiice
KomaHpga OnuncaHune

Pexxum KoHdUrypuposaHua nHrepodeiica

mls qos trust dscp

no mls gos trust dscp

mls qos cos {<default-cos>}

no mls qos cos

service-policy input <policy-map-name>

no service-policy input <policy-map-name>

KoHburypuposaHme posepuTenbHOro nopra.
KomaHga NO OTMeHAEeT TEKYWMA pPeXUm
[,0BepuUTeNbHOCTM Ha NOPTY.

KoHdurypaumnsa sHavyeHns CoS no ymonyaHuto
Ha nopty; KomaHaa NO BoccTaHaBnauBaeT
3HaYeHme No yMOA4YaHuUIO.

MpuMmeHAeT KapTy MNOJAUTUK K KOHKpPEeTHOMY
nopTy; KomaHpga NO vhanaet
COOTBETCTBYIOLLYIO KapTy NONNTUK
NPMMEHEHHYIO Ha nopTy. BbixogHasa KapTa
NOINTUK MOKa He NoaAepXKnBaeTcA.

Pexxum rnob6anbHoro KoHpurypuposaHus

service-policy input <policy-map-name> vlan <vlan-
list>

no service-policy
<vlan-list>

input <policy-map-name> vlan

MpuMmeHAeT KapTy NOJMTUK K KOHKPETHOMY
VLAN wuHTepdency. KomanHga NO ypanset
COOTBETCTBYHOLLYIO KapTy NOJINTUK,
npumeHeHHyto Ha VLAN mnHTepdeiice.

4. KoHpUrypupoBaHue anropmMtma ynpasaeHus oyepesamm

KomaHpa

OnuncaHune

Pexxum KOHPUrypupoBaHusa nopra
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mlis qos queue algorithm {sp | wdrr} YCTaHOBKa anropmMTma ynpasneHus

no mis qos queue algorithm ouvepegamu. Mo ymonyaHuio anroputm -wdrr

O6wumin pexxum

mls qos queue weight <weight0..weight3> YcTaHaBauBaeT Bec oyepeaert wdrr ana Bcex
no mls qos queue weight nopTos. Mo ymonyaHuto Beca ovepegen 12 3
4
5. KoHourypuposaHue npeobpasosaHuns QoS
KomaHpga OnuncaHune

Pexxum rnobanbHoro KoHpurypuposaHus

mls qos map {cos-intp <intpl...intp8> | dscp-intp <in- | YcTaHaBAMBaEeT NPUOPUTETHYIO TPAHCAALMUIO
dscp list> to <intp>} ana QoS. KomaHga NO BoccTaHaBauBaeT

no mis gos map {cos-intp | dscp-intp} 3HaYeHWe TPaHCAALUMM MO YMONYAHUIO

6. OUMCTKA CYETUMKOB [ aHHbIX B KapTe NOJIMTMK Ha onpegeneHHom nopTy uam VLANe.

KomaHga OnucaHune

Pexxum agmuHucTparopa

clear mis qos statistics [interface <interface-name> | OuncTKa CYETYMKOB JaHHbIX B  KapTe
vlan <vlan-id>] MOAUTUK Ha ONpeaeneHHOM MOpPTy WK
VLANe. Echn y KOMaHAbl HET NapameTpos,
OYMLLAIOTCA CHETUYNKM Y BCEX KAPT NONUTUK.

7. NpocmoTp KOHPUrypaumm QoS

KomaHga OnucaHue

Pexnm agMmuHucTparopa

show mls qos maps [cos-dp | dscp-dscp | dscp-intp | MokasbiBaeT KoHbUrypaunto QoS TpaHcaALMK
| dscp-dp | intp-dscp]

show class-map [<class-map-name>] MokasbiBaeT KapTy Knaccos QoS
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show policy-map [<policy-map-name>] lMoKa3blBaeT KapTy NoANTUK QOS.

show mis qos {interface [<interface-id>] [policy | MokasbiBaeT KoHpUrypaumo QoS Ha nopTy.
queuing] | vlan <vlan-id>}

19.3 NMpumep QoS
Mpumep 1:

Heobxoanmo BKAUNTb GYHKLMIO QOS, N3MEHUTb Beca BbIXOAHbIX ovepeaei Ha nopTy Ethernet 1/1 Ha
1:1:2:2:4:4:8:8, TaKKe YCTaHOBUTb Ha MOPTYy pexum aoseputenbHoro CoS 6e3 nameHeHMA 3HAYEHUA
DSCP u yctaHOBUTb 3HadYeHne CoS No yMOAYaHUIO paBHbIM 5.
STanbl KOHOUTYPUPOBAHWNA ONUCAHbI HUXKE:
Switch#config
Switch (config)# mls gos queue weight 1 1 2 2 4 4 8 8
Switch (Config-If-Ethernet 1/1)4#mls gos trust cos
Switch (Config-If-Ethernetl/1)#mls gos cos 5

Pe3ynbTaT KOHOUIYpauuu:

Korga B obuwem perxxkume BrAoveH QoS, 4na BbIXOAHbIX ovepesen nosioca NPonycKkaHMa Ansa Kaxaoro
nopta nogeneHa B nponopunmn 1:1:2:2:4:4:8:8. Korga nakeTbl, umetowme napametp CoS, npuxogAat
yepes nopT ethernet 1/1 um Ha3Ha4vaeTcA BHYTPEHHWUI NPUOPUTET B COOTBETCTBUM CO 3HaYeHnem CoS.
3HauyeHua CoS ot 1 go 7 cootsBeTcTBYOT ovepeaam 1,2,3,4,5,6,7.8 cooTBecTtBeEHHO. Ecnn Bxoasawmnim
NakeT He MmeeT YCTaHOBAEHHOro napameTpa CoS, OH NO YMOAYAHUIO CYMTAETCA PaBHbIM 5 U naker
nomellaeTca B ovepeab 6. Bo Bcex npoxogAwmx naketax sHayeHne DSCP He meHAeTcA.

Mpumep 2:

Ha nopTty Ethernet 1/2 HeobxoAMMO yCTaHOBUTb NONOCY A/1A NAaKeTOB U3 cermeHTa 192.168.1.0 8 10
M6/c c gononHuTenbHoW nosocoi B 4 M6. Bce nakeTbl, NpeBblwatoLme 3Ty nosocy byayTt cbpolieHsl.

STanbl KOHPUTYPaLIMM NOKa3aHbl HUMKeE:
Switch#config
Switch (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #class-map cl
Switch (Config-ClassMap-cl) #match access-group 1
Switch (Config-ClassMap-cl) f#fexit
Switch (config) #policy-map pl
Switch (Config-PolicyMap-pl) #class cl
Switch (Config-PolicyMap-pl-Class-cl) #policy 10000 4000 exceed-action drop
Switch (Config-PolicyMap-pl-Class-cl) #exit
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{1 Y

Switch (Config-PolicyMap-pl) #exit
Switch (config)#interface ethernet 1/2
Switch (Config-If-Ethernetl/2) #service-policy input pl

Pe3ynbTaT KOHOUIYypauuu:

Nnct poctyna ¢ umeHem 1 HacTpoeH gnAa BbIGOpKM cermeHTa 192.168.1.0. ®dyHKUMA QOS BKAOYEHA
rnobanbHo. Co3aaHa KapTa KnaccoB ¢ umeHem cl, amct ACL 1 BKkAtoveH B KapTy Knaccos. Co3gaHa
apyraa Kapta noamMtuk ¢ umeHem pl. Kapta pl ccobinaetcA Ha Kapty cl. YcTaHOBAEHbI
COOTBETCTBYIOLLME MOJIUTUKN ANA OrPAHUYEHMA NONOCHI U AONONHUTENbHbBIX PaclMpPeHUn. ITa KapTa
MNOAUTMK NpUMeHeHa Ha nopTy ethernet 1/2. Mocne Toro, Kak BblleyKa3aHHble HAaCTPOMKK CAeNaHbl,
nonoca Ans nakeTos M3 cermeHTa 192.168.1.0, npoxoaawmx Yyepes nopt Ethernet 1/2, yctaHoBneHa B
10 M6/c ¢ gononHUTeNbHbIM pacluMpeHmem B 4 M6. Bce nakeTbl, NpeBbilWatolne AaHHbIe YCTaHOBKM B
[AaHHOM cermeHTe, byayT cOpoLleHbl.

Mpumep 3:

QOS area

Tunosas Tononorma QoS

Kak nokasaHo Ha pUCYHKe, BHYTPW 061acTh, OTMEYEHHOM NYHKTUPOM HaxoauTcs QoS aomeH, Switchl
KnaccudunumpyeT passindHbii TpadUK M Ha3HayaeT pasnundyHble npuoputeTbl IP. Ona npumepa,
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ycTaHoBUM npuoputeT CoS gna naketoB u3 cermeHTa 192.168.1.0 paBHbim 5 Ha nopTy ethernetl/1
(ycTaHOBMM BHYTpPEHHWI npuopuTeT paBHbiIM 40 M NO YMOSYAHWUIO TPAHCAAUMIO BHYTPEHHEro
npuopuTeTta B dcsp Kak 40-40, cooTBeTcTByOWMIA IP NnpuopuTteT paBHbiM 5). MopT, NOAKNHOYEHHbIN K
Switch2 — TpaHKkosbili. Ha Switch2 nopt Ethernet 1/1, nogkntwoueHHbIM K Switchl HacTpoeH Kak
aoseputenbHbln dscp. Takmm obpasom BHyTpKU ob6nacT QOS nakeTbl C pPa3IMYHbIMKU NPUOPUTETAMMU
byayT pacnpenenaTbca B pas/iMyHblie odepeam MU NoslydaT pasIMyHy NOA0CY nepeaayu.

3Tanbl KOHOUTYPALUM ONUCAHDBI HUKE:

KoHdurypauyma QoS Ha Switchl:

Switch#config

Switch (config) #faccess-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #class-map cl

Switch (Config-ClassMap-cl) #match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #set ip precedence 40
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config)#interface ethernet 1/1

Switch (Config-If-Ethernetl/1l) #service-policy input pl

KoHdurypauyma QoS Ha Switch2:

Switch#config
Switch (config)#interface ethernet 1/1
Switch (Config-If-Ethernetl/1l) #mls gos trust cos

19.4YcTpaHeHuMe HeucnpasHocTeir QoS

*  [OBepPUTENbHbIN pexXmnm cos U EXP moXKeT cnosb3oBaTbCa C APYrMMU 40BEPUTENBbHBIMM
PeXMMaMMN NN KapTON NONUTUK;

®*  [0BEPUTENbHbIN PeXUM dSCp MOXKET UCMOJIb30BATLCA C APYTMMU LOBEPUTENBHBIMU PEXKMMAMMU
WKW KapTOM NOAUTMK. ITa KOHOUTypaumua npumeHsaeTca gna naketos IPv4 u IPv6;

e [loBeputenbHble pernMbl exp, dscp 1 cos moryT 6biTb CKOHOUIYPUPOBaHbI O4HOBPEMEHHO.
MpuopuTteTbl No cTapwmnHcTey: EXP>DSCP>COS;

e Ecam ckoHduUrypmposaH auHammndeckunin VLAN (mac vlan/ronocosoi vlan/vlan noacetu IP/vlan
npoToKo/a), Toraa 3HadyeHne COS ana nakeTta paBHO 3HaveHuto COS ans anHamudeckoro VLAN;

e KapTa NOAUTMKK MOXKeT ObiTb NpMBA3aHa TOMIbKO KO BXAALLEMY HanpaBAeHMUIo, BbiIxoasLlee
HanpaB/ieHMEe He NOAAEPKUBAETCS;

e B HacToAwee BpemAa He pekomeHayeTcA OAHOBPEMEHHO UCNOb30BaTb KapTbl MOAUTUK Ha VLAN
M Ha ero nopTy.
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20 NEPEHANPAB/EHUE NOTOKOB

20.106wue cBegeHnA 0 nepeHanpaB/ieHUU NOTOKOB

®yHKUMA nepeHanpaBieHMsA TMNOTOKOB MO3BOMSET KOMMYyTaTopy nepegasaTb ¢perimbl AaHHbIX,
npumeHAaa Hekue ycnosus (onpegensemble ACL) Ha pgpyron nopt. ®dpeilmbl €O cneumanbHbIMK
YCNOBMAMM HA3bIBAKOTCA KNACCOM MOTOKA, BXOAALWMM NOPT AaHHbIX Ha3blBAeTCA NOPTOM WMCTOYHMKA
nepeHanpaBieHns, a onpeaesneHHbl BbIXOAHOW MOPT — MOPTOM MPUEMHUKA MepeHanpaB/ieHus.
Ob6bl4HO ecTb ABa BMAA NPUMEHeHMs nepeHanpasneHua notokos: 1) MopgknwouyeHwe aHanusaTopa
noToKa ( Hanpumep, cHuddepa) nam yaaneHHoro MOHUTOPa K MOPTY NPUEMHUKY NepeHanpaBaeHus
ONA KOHTPONA M ynpaBieHMA CeTblo, a TaKMKe AMArHocTUKM npobnem Ha cetu; 2) CneumanbHble
npasuia nepegayn 4aa cneumanbHbIX TMNoB GperimoB SaHHbIX.

KOMMVTaTop MOXET Ha3Ha4aTb TOJ/IbKO OAUNH NOPT - NPUEMHUK ANA OAMNHAKOBbLIX K/1aCCOB NMOTOKOB Ha
I'IOpTy-VICTO‘-IHVIKE, B TO BpEMFI KaK AanAa pa3l1VIl-IHbIX K/Z1aCCOB MOTOKOB Ha nopTy NMCTOYHUKE MOXHO
Ha3Ha4YnUTb pPa3/inyHblE MOPTbl - NMPUEMHUKHU. O,D,MHaKOBbIVI KN1aCC MOTOKA MOXET MPUMEHATbLCA Ha
Pas3IMYHbIX NOPTAX - UCTOYHUKAX.

20.2 KoHpurypmupoBaHue nepeHanpaBieHUA NOTOKOB

1. KoHdurypmposaHue nepeHanpaBieHUs NOTOKOB;

2. MpoBepKa TekyLe KoHUrypaumum nepeHanpasaeHMA NOTOKOB;

1. KoHdurypmposaHue nepeHanpas/ieHUs NOTOKOB

KomaHaa OnucaHue

PeXXum KoHPUrypupoBaHUa nopra

access-group <aclname> redirect to interface [ethernet OnpepeneHne nepeHanpasneHus
<IFNAME> | <IFNAME>] MOTOKOB Ha MNOpPTYy; KOMaHAa “no
access-group <aclname> redirect”
ncnosb3yeTcs ana yAaneHms
nepeHanpasaeHMsa NOTOKOB.

no access-group <ac/lname> redirect

2. MNpoBepKa TeKylen KoHPUrypaunm nepeHanpasaeHNA NOTOKOB

KomaHaa OnucaHue

06wmit pexxum/Pexxum agmuHuUcTpaTopa

show flow-based-redirect {interface [ethernet <IFNAME> | Moka3biBaeT nHpopmaumio o
| <IFNAME>]} TeKyLen KoHbUrypauum
nepeHanpaBneHMa  MOTOKOB Ha
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nopTy/ycTpouncrse.

20.3 NMpumepbl nepeHanpas/ieHUA NOTOKOB
Mpumep:

TpeboBaHMs NONb30BaTENA K KOHOUTYpPALMKM COCTOAT B C/IeAYIOLLEM: NepeHanpaBaeHne ppeiimos c
ncxogAawmm IP agpecom 192.168.1.111, npuHMmaembix Ha nopTy 1, Ha nopT 6.

M3meHeHUA KOHPUrypauuu:
1. Hactpolika nancta goctyna. Ycnosua Bblibopku — IP agpec UCToYHMKa - 192.168.1.111

2.MpumeHUTb NepeHanpasaeHne 3Toro NOTOKa Ha nopTty 1.

Mpoueaypa KoHPUrypauum:
Switch (config) #access-1list 1 permit host 192.168.1.111
Switch (config)#interface ethernet 1/1
Switch (Config-If-Ethernetl/1)# access-group 1 redirect to interface ethernet 1/6

20.4YcTpaHeHUe HencnpaBHOCTEN NepeHanpaB/ieHUA NOTOKOB

Ecnm KoHdUrypauma nepeHanpaBieHMa NOTOKa He paboTaeT, NpoBepbTe CAeAyoWME NPUYUHDI,
KOTOpPble MOTYT BbI3biBaTb Npobiembi:

e Twun noToka (NMCT AgocTyna) MoXeT ObiTb TONbKO CAeaylowux BMAOB - CTaHAapTHbiA ACL,
pacwmupeHHbln  ACL, WMeHOBaHHbIM pacwupeHHblit ACL, MMeHOBaHHbIA CTaHAapTHbIN  ACL,
CcTaHAapTHbIN IPv6 ACL 1 MeHOoBaHHbIN cTaHAapTHbIN IPv6 ACL;

e [lapameTpbl BPEMEHHOIO AMana3oHa U AnanasoHa NOPTOB HE MOTYT BbITb 3a4aHbl IMCTOM
poctyna. Tun ancta AocTyna Ao/XKeH 6biTb permit;

e [lopT nepeHanpaBaeHua B GyHKLNM NepeHanpasieHNa NOTOKOB A0aXKeH 6biTb 1000M6;
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21 KOH®PUTYPUPOBAHUE TMBKOIO QINQ

21.1 Obwwme cseaeHun o rubkom QinQ

21.1.1 TexHonorua QinQ

TyHHenb Dotlg, KoTopbii Tak e HasbiBatoT QinQ (802.1Q-in-802.1Q) sBnsetca pacwMpeHuem
ctaHpapTa 802.1Q. OcHOBHaA naes 3aKntoYaeTca B ynakoske meTku KaneHtckoro VLAN (CVLAN tag) B
meTky VLAN pepxkaTtens cepsuca (SPVLAN tag). Maker ¢ asyma metkamm VLAN nepegaetca yepes
MaruncTpasbHylo ceTb NpoBanaepa ansa obecneyeHUA NPOCTOro TyHHeNA 2-ro ypoBHA NO/b30BaTENIAM.
3TO NPOCTO M NEerko ANsA ynpas/ieHUs, peann3yemo TOMbKO CTaTUYEeCKON KOHdUrypaumen n ocobeHHo
XOPOLLO NPUMEHUMO ANA MAJIEHbKUX OPUCHBIX CeTel U HeboNbluMX ceTeil BToporo yposHsa (METRO)
MCNONb3YHOWMX KOMMYTATOPbI 3-F0 YPOBHA KaK MarncTpanbHble YCTPOMCTBA.

CywectsyeT asa Tmna QinQ: 6asosbii QinQ 1 rmbkuit QinQ. MpuoputeT rMbKoro QinQ Bbilwe, Yem
6asoBoro.

21.1.2 Ba3sosbi¥ QinQ

basosbin QiNQ 6a3unpyeTca Ha nopTy. Mocne KoHoUrypaumm QinQ Ha NopPTYy, UMEIOT I NPUHUMAEMbIE
nakeTbl METKY WU HeT, yCTpOoMCTBO ynakosbiBaeT VLAN no ymosyaHuio B nakeT. Mcnonb3oBaHue
6asoBoro QinQ npocTto, Ho meToa ycTaHoBKM meTKM VLANa He rubkumi.

21.1.3 Mmbkuu QinQ

Mbkmn QinQ 6a3supyeTca Ha NOTOKe AaHHbIX. OH NPOBEpPAET, COAEPKMUT N NAKET BHELIHIOK METKY U
YNaKOBbIBAET CTO/IbKO BHELWHUX METOK, CKONbKO WX NPUCYTCTBYeT B noToke. [lna npumepa:
peanmsaumnsa BO3MOXKHOCTEN rMbkoro QinQ B COOTBETCTBUM C MOJb30BaTeNbCKMMKM meTkamn VLANa,
MAC apgpecamu, lpv4/IPv6 appecamu, Ipv4/IPv6 npoTokonamu U wuaeHTUGUKaTopamm nNopTos
NPUNOXKEHUM U T.4. Takmm 06pa3om, OH MOXKEeT ynakoBbiBaTb BHELIHME METKM AN NAKeTOB U
NPUMEHATb Pa3IMYHbIE CXeMbl /151 PAa3/IMYHbIX NO/b30BaTENEN N METOL0B.

21.2 Hactpoiika rubkoro QinQ

Mpw ncnonb3oBaHuKM rnbkoro QinQ NOTOK AaHHbIX UCNONb3YET ANA Nepeaayn npaBuaa KapTbl NOJUTUK
QoS.

1. Co3gatb KapTy Knaccos gnA KﬂaCCVId)VIKaLI,MM Pa3/TNYHbIX NOTOKOB AadHHDbIX;

2. CosmaTtb KapTy NOoAUMTUK rmbkoro QIinQ AnAa cBA3M C KapTOM KAAacCOB W HacCTpPoOUTb
COOTBETCTBYHOLLME OnepaLmu;

3. MpuBA3aTb KapTy NOAUTUK rTMBKoro QinQ K nopTy;
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KomaHpga

OnuncaHune

Pexxum rnob6anbHoro KoHpurypuposaHus

class-map <class-map-name>

no class-map <class-map-name>

match {access-group <acl-index-or-name> | ip dscp
<dscp-list>| ip precedence <ip-precedence-list>| ipv6
access-group <acl-index-or-name>| ipv6 dscp <dscp-
list> | ipv6 flowlabel <flowlabel-list> | vlan <vlan-list>
| cos <cos-list>}

no match {access-group |
precedence|ipv6 access-group|
flowlabel | vlan | cos}

ip dscp |
ipvé dscp |

ip
ipv6

Co3spgaHune KapTbl K/1aCCOB U BXOL B pexXunm

KapTbl KnaccoB, KomaHaa NO yaanset
KOHKPETHYIO KapTy KNaccos.
HacTpoika cTaHgapTHOro Habopa KapTbl

KnaccoB (KnaccuduKaums noToka AaHHbIX No
nucty poctyna, CoS, VLAN ID, npuoputety
IPv4 vnn DSCP w 1.4. Ona KapTbl Knaccos);
Komanga NO yaansaet onpeaesieHHbIn Habop
CTaHOAPTOB.

2. KoHUrypmposaHume KapTbl NOAUTUK rTMbkoro QinQ

KomaHpa

OnuncaHune

PeXXum rnobanbHOro KOHGUrypuposaHus

policy-map <policy-map-name>

no policy-map <policy-map-name>

class <class-map-name>
name>]

[insert-before <class-map-

no class <class-map-name>

set {s-vid <new-vid> | c-vid <new-vid>}

no set {s-vid | c-vid}

Co3pgaHue KapTbl NOIUTUK U BXO4, B PEXUM
KapTbl NOAUTMK, KomaHga NO ygansaet
YKa3aHHYI0 KapTy NOJNTUK.

Mocne TOro, Kak KapTa NOAUTUK CO342aHa,
OHa MOXeT ObITb NpuBA3aHa K Kaaccy.
KomaHga NO ypanaeT yKasaHHYK KapTy
KNaccos.

YKasaHue BHelHe meTku VLANa ans
KnaccuoduuymposaHHoro Tpadumka. KomaHaa
NO oTmeHAeT onepauumtio.
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KomaHpa OnuncaHune

PeXXum KoHGUrypupoBaHua nopra

service-policy input <policy-map-name> MpuMmeHseT KapTy NONANTUK K NopTy. KomaHaa
NO oTMeHseT NPUMEHEHME YKa3aHHOW KapThbl
NOIUTUK K MOPTY.

no service-policy input <policy-map-name>

4. NokKasblBaeT NPMBA3KY KapTbl NOANTUK TMBKoro QinQ K nopty

KomaHpga OnuncaHue

PexXum agmuHuUcTpartopa

show mis qos {interface [<interface-id>] MokKasbiBaeT KoHUrypauymio rubkoro QinQ Ha
nopry.

21.3Npumep npumeHeHna rubkoro QinQ

—
Metropolitan Area
Core MNetwork

TR AR

Tag[30072007

IR ' Faal360z 60T
Mag|3007|3007 1agi 3007 BOU |
sl 1001 Swyitch ] :’,1:} |
Tag 2007} — :ag ’:’gg:
Tag|3001 . F2gacl
DSLAM1 e T DSLAMZ2
Broad Band
voip

Video order programme

Tononoruns npumeHeHuns rmdkoro QinQ

Kak noka3aHo Ha pUCYyHKe, NepBblii Noab3oBaTenb ncnonb3yet Tpu VLANa ¢ metkamm 1001, 2001, 3001
cootBeTcTBEHHO Ha DSLAMI1. VLAN1001 cooTtseTcTBYeT LWKMpOKoBelwaTenbHon cety, VLAN2001
cootBetctByeT VOIP, VLAN3001 cootBetcteyeTr VOD. Ha cooTtseTcTBylOWEM MOPTY CETU, UMEIOLLEM
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dyHKuMo QinQ, nakeTbl 6yayT ¢OpMMPOBATLCA C Pa3HbIMU BHELUHMMWU METKaMM B COOTBETCTBMU C
VLAN ID nonb3oBatensa. MakeT ¢ meTkoit 1001 6yaeT nakoBaTbCs BO BHelwHow MmeTky 1001
HenocpeAcTBEHHO (3Ta MeTKa YHWKaNbHa Ha AaHHOM CEeTU), MOJYYUT METKY «LIMPOKOBeLlaTeNbHasA
cetTb - VLAN1001» u KnaccuodumumpoBaHa Ha ycTpoictee BRAS (LeHTp XxpaHeHUs KoHdurypaumm).
Maketbl ¢ meTKamu 2001 (nnm 3001) 6yayT nakosaTbcA C BHewHel meTtkon 2001 (nam 3001) wm
KnaccuduumpytoTca Ha ycTpoiictee SR B COOTBETCTBMM C NpaBMaIaMu NOTOKOB. BTopon nonb3oBaTesnb
MOXeT MCnosb3oBaTb pasnmyHble meTKM VLANoB Ha DSLAM2. 3ameuvaHue: NpUMEHSAEMbIE METKMU
VLANOB A1 BTOPOro N0/ib30BaTeNA MOFYT ObITb TAKMMM }Ke, KaK A/1A NepBOro No/ib30BaTeNs U NaKeTbl
C 3TMUMM MeTKaMM TaK e MaKylTCA BO BHELIHIO METKY. Ha puCyHKe Bblile, BHELWHAA MeTKa ANA
BTOPOro MoAb30BaTeNA OTAMYAETCA OT MEeTKM MepBOoro Mnonb3oBaTtefia B COOTBETCTBUU C
pacnonoxeHnem DSLAM n pacnonoeHnem nosb3osaTens.

KoHdurypauma cnegytowsas:

Ecnn notok gaHHbix DSLAM1 nget yepes noptl KOMmyTaTopa, KOHOUrypauma cnegyoLan:

Switch (config) #class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) #exit

Switch (config) #class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl) #class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1001
Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2001
Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3001
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #exit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1) #service-policy input pl

Ecnn notok gaHHbix DSLAM2 naet yepes noptl KommyTaTopa, KOHOUrypauma cneayoLas:
Switch (config)#class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) #exit

Switch (config)#class-map c2

Switch (config-classmap-c2) #match vlan 2001
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Wb

Switch (config-classmap-c?2) fexit

Switch (config)#class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl) #class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1002
Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2002
Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3002
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) fexit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1)# service-policy input pl

21.4YcTpaHeHue HeucnpaBHocTeM rmbkoro QinQ

Ecnm npasuna rub6koro QinQ He mMoryT 6bITb NPUBA3aHbI K MOPTY, MPOBEPbLTE HET /N NPOBAEM,
BbI3BaHHbIX CNeAYHOLWMMU NPUYMHAMMU:

e [lpoBepbTe, NOAAEPKMBAETCA N TMBKMIA QiINQ CKOHPUIYPUPOBAHHBLIMU KapTaMM K1accoB U
NOJIUTUK;

e Yb6eauTtecb, YTO NIMCTbI AOCTYNa BKAKOYAIOT paspeLlatolmMe NpaBnaa B KapTe KaccoB, MMELWMX
JIUCTbI AOCTYNa;

e [IpoBepbTe, YTO KOMMYTATOP UMeEET A0CTaTouHO NamATn TCAM ana nepegayv ceAsen;
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22 KOHOUTYPUPOBAHUE ®YHKLIUMN 3-TO YPOBHA

KommyTatop noagepmBaeT TONbKO BTOPOIM YPOBEHb Nepeagpecaumm, HO MOXKHO HacTpPoOUTb
TPETUA YPOBEHDb YNpPaB/ieHNA NOPTOM A/1A COeANHEHUS BCEX BUAOB MPOTOKO/IOB YNpaBAeHMUA
Ha ocHoBe |IP npoToKona.

22.1UHTepdeinc 3-ro ypoBHsA

22.1.1 HauanbHble cBegeHuna 06 uHrepdeiicax 3-ro ypoBHsa

B KommyTaTOpax mMoXeT 6bITb co3aaH nHTepdelic 3-ro ypoBHA. OH ABNAETCA He PU3NYECKUM
nHTepdencom, a BUPTYanbHbIM. MHTepdeinc 3-ro ypoBHs cTpoutca Ha uHTepdeice VLAN.
UHTepdenic ypoBHA 3 MOXKET cogep)aTb OAWH WAM bonee WHTepPPencoB YpPOBHA 2,
npuHagnexawmux ogHomy u tomy e VLAN, nmbo He coaeprkaTb UHTepdelicoB ypoBHsA 2. Mo
KpaliHen mepe, OoAWH M3 UHTePPENCcoB YPOBHA 2, coAepKalmxca B MHTepdence ypoBHA 3,
OO/MKEH ObITb BKAOYEH (HaxoauTbcs B cocToAHMMUP) — Torga 6yaer BKAKOYEH M UHTepdeiic
ypoBHA 3. B npotnBHOM cny4dae uHTepdeiic ypoBHA 3 byaeT BbikAoveH (byaeT HaxoauTbCs B
coctoaHMM DOWN). KommyTaTop MOXeT wucnonb3oBaTb |IP aapeca, ycTaHOBNEHHble Ha
nHTepdericax 3-ro yposHa, 48 KOMMYHUKaLUKU C APYTMMKM yCTpoMCcTBaMK Yepes IP npoTtokon.
KommyTaTtop moxKeT nepecbinath IP nakeTbl mexkay pasHbiMU MHTepdecamm 3-ro ypoBHA.

22.1.2 HacTtpoiKa uHtepdeiica 3-ro ypoBHA
MocnenoBaTeNlbHOCTb HACTPOMKM UHTepdelca 3-ro ypoBHSA:
1. Co3pgaHue nHTepdeinca 3-ro ypoBHS;

2. HactpowKka onucanms VLAN nHtepdeica;

1. Co3paHue nHtepdenca 3-ro ypoBHa

KomaHga OnucaHue

Pexxum rnobanbHOro KoHpUrypuposaHus

interface vlan <vian-id> CospaHne VLAN wuHTepdeica (VLAN wuHTepdelic 310
nHTepdeic 3-ro ypoBHA); KomaHaa «no» yaanset VLAN
nHTepdelic, Co34aHHbIN HAa KOMMYyTaTope.

no interface vlan <vlan-id>
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2. HactpowKka onucanusa VLAN nHtepdeica

KomaHpa OnucaHue

Pexxum koHpurypuposaHusa VLAN uHtepdeica

description <text> Hactpoiika onucaHma VLAN wuHTepdeica.
no description KomaHp,av «no» yb6epetr onucanne VLAN
nHTepdeca.

22.2 Hactpoiika npoTtoKona IP

22.2.1 BBepgeHue B IPv4, IPv6

IPv4 3TO Tekylwas Bepcusa rnobanbHOro yHusepcanbHoro WMHTepHeT-npoTokona. lMpaKkTuka
[OKaszana, uto IPv4 agnaeTcA NpocTbiM, TMOKMM, OTKPbITbIM, MOLWHbIM a@ TaK »Ke Nerkum B
peanusaumm npotokosom. OH o06nagaeT xopowen COBMECTUMOCTbIO C  PA3/IMYHbIMU
NPOTOKOMaMM BEPXHEFO M HUMKHEro ypoBHel. XoTa IPv4 noytm He MeHsNCA C MOMEHTa €ero
noasneHna B 80-x rogax, OH NPOAOAKAET PACNPOCTPAHATLCA MO BCEMY MUPY BMecCTe C
pacnpocTpaHeHnem MHTepHeT. OgHaKo No mepe pocTa MHOPACTPYKTYpPbl NHTEPHET u ycayr,
ucnonbsyowmx  UHTEpHET-MPUNOXKEHUA,  BbIABAAIOTCA W HEKOTopble  HeaoCTaTKu
npoTtoKonalPv4, cBsizaHHble C MacLUITAabOM M COXKHOCTbIO CErOAHSLWHEN MHTepHeT.

IPv6 — 3T0 wecTtaa BepcnAa WHTepHeET-NPOTOKONA, caeaywowee ero nokoneHue. IPve
pa3spaboTaH IETF 1 fonkeH 3amMeHUTb UCNONb3yeMbli B HacToALee BpeMa MHTepHeT-NpoToKoN
Bepcumnd (IPv4). IPv6 6bin paspaboTaH cneunanbHO Aas TOro, YTobbl IMKBUAMPOBATbL HEXBATKY
agpecos IPv4, npenAatcTByoLWyO AaNAbHENLEMY Pa3BUTUIO VIHTEpHET.

Hanbonee BakHas npobnema, KoTopasa peweHa BIPv6 — 310 gobaBneHMe [0OCTAaTOYHOrO
KonmndvectBa |P-agpecos. 3anac agpecos IPv4 nouytm wucyepnaH, B TO BpPEMA KaK 4YMCNO
nonb3oBaTesie MHTEpHeT pacTeT B reoMeTpuyeckon nporpeccnn. O6bembl NpeaocTaBasemblx
NHTepHeT-ycAyr M 4YMCNO NPUKNALHBIX YCTPOMCTB MPOLO/IKAOT PACTM  OMNeperKaloLmnmm
Temnamu(gomaliHue u manble opucHble cetu, IP-TenedoHuns, TepmuHanbl 6ecnpoBoOAHOrO
MHPOPMALMOHHOIo 06CNyKMBaHUA, UCNOb3YyHOLWME MHTepHET U T. A4.). B pe3synbTaTte TpebyeTtca
Bce Oonbwee KonuyectBo IP-agpecoB, nNpeaocTaBnATb KOTOpble CTAHOBUTCA Bce 6onee
3aTpyaHuTenbHo. Pabota no npeoaoneHuto HexBaTku IPv4-agpecoB Benacb A0/Aroe Bpems;
O6blIN NPeaNoXKeHbl Pas3INYHble TEXHONOTMU, MO3BOAAKOWME NPOAIUTb CPOK 3KCMIyaTauum
cywecTteytowen |IPv4-uHPpacTpyKTypbl, B TOM u4ucae TpaHcaauua ceTeBbix agpecoB NAT
(Network Address Translation), TexHonorusa CIDR (Classless Inter-Domain Routing) n T. a.

XoTa coyeTtaHue CIDR, NAT 1 yacTHbIX agpecoB BPpEMEHHO CMAMYMA0 Npobaembl HeXBATKK IPv4
agpecos, NAT TexHonorva paspywimna MoAesb «M3 KoHua B KoHeu» (end-to-end), koTopas
ABNANACL NEPBOHAYaIbHOM Lienbto 3ambicna IP, caenas HeobXxoaMMbIM ANA NPOMEKYTOYHbIX
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MapLlIpyTU3aTOPOB MOALEP)KaHMEe CcTaTyca KaXkAoro COeAMHEHWA, UYTO 3HAYUTENIbHO
YBENNYMBAET 3a[EPKKM B CETU W CHUXKAET Mpou3BOAMTENbHOCTb ceTu. Kpome Toro,
TPaHCNALMA CEeTEBbIX afpPecoB MaKeTOB JAaHHbIX MPenAaTcTByeT npoBepKe 6e30MacHoOCTU
COeANHEHMNIN K13 KOHL,A@ B KOHEeL,», 3aro/I0BOK ayTeHTUdUKaumu IPSec — ABHbIN Nnpumep.

Moatomy, 4TO6bl KOMMNNEKCHO PEWNTb BCe BUAbI Npobaem, cywecteytowmx B IPv4, cnegytouiee
NoOKo/MIeHME WHTepHeT-npoTokona |IPv6, pa3pabotaHHoe IETF, cTano eAWHCTBEHHbIM
BO3MOXHbIM peLleHneM B HacTosLLLee Bpems.

Mpexae Bcero, 128-6uTHas cxema agpecaumm npotokona IPvb rapaHTMpoBaHHO obecneumBaeT
A0CTAaTO4YHOE YMCcno rnobanbHO YHUKaNbHbIX IP-agpecos gna y3nos rnobanbHom IP-cetu— u no
BpeMeHU, N B NPOCTpaHCTBE. Kpome yBenmyeHuA aapecHoro npocTpaHcTBa npotokon IPve
YAydlaeT MHOMMe aApyrme BaxkHble acnekTbl IPv4.

Mepapxmnyeckaa cxema apgpecaumm obneryaer obbeauHeHMe MaplpyToB, 3PPeKTUBHO
CHM)KAEeT KO/IMYEeCTBO 3anucer Tabauupl MaplipyTMs3auumM u  yaydwaet 3¢EPeKTUBHOCTb
MapLLPYTU3aLUnm 1 06paboTKM NAKETOB AAHHbIX.

Mo cpaBHeHUIO ¢ IPv4, KOHCTPYKLMSA 3arosioBka IPv6 6osee coBeplleHHa. 3aro/IoBOK COAEPKUT
MeHbLUe Mosen AaHHbIX, U3 Hero M3bATa KOHTPO/IbHAA CYMMa, YTO YyBe/MYMBAET CKOPOCTb
06paboTKM OCHOBHOro 3arosioBka IPv6. B 3aronoBke IPv6 none dparmeHTa MoXKeT ObiTb
MOKa3aHO KaK [OONOSIHUTENbHOE pacliMpeHHoe nose, noatomy 6onbwe He 6yaer
HeobxoAMMOCTM B dparmMeHTaUMM MNaKeTHbIX [AaHHbIX B Mpouecce WX nepejayn B
MmapupyTmnsaTope. Kpome T0ro, apdeKTMBHOCTb paboTbl MapLLPYTM3aTOPA NOBbILWAETCA 3a cyeT
MexaHM3ma obHapyeHua mapwpyta MTU (Path MTU Discovery Mechanism) paboTatouiero ¢
UCTOYHWUKOM MaKeTHbIX AaHHbIX.

MNoanepnBaeTca aBTOMaTMYECKas HacTpoika agpeca un Plug-And-Play. Bonblioe Koinyectso
XOCTOB MOTYT JIEFKO HaWTK CeTeBble MapLUpPyTM3aTopPbl UCNOAb3YA PYHKLMIO aBTOMATUYECKOM
KoHdurypauum IPv6, aBTOMatTU4ecKM nony4vaa rnobanbHO yHWKanbHble IPv6 agpeca, 4yto
JenaeT ycTpoMcTBa, ucnosb3ylolmne npotokon IPv6, yctponcteamm Plug-And-Play. ®yHKuuA
aBTOMATMUYECKOM HACTPOMKM agpeca, TaK e JenaeT npouecc CMeHbl afpecoB B
CyLLecTBytolWen ceTu npowe u yaobHee, agMMHUCTPATOPaAM CETM MNpOLLe NepexoauTb OT
OAHOro NpoBalgepa K Apyromy.

MNopnepkka IPSec. IPSec ob6si3zateneH B IPv6, B oTamume ot IPv4. IPv6 obecneumBaer
PacLIMPEHHbI 3aro/I0BOK 6€30MacHOCTU, KOTOpPbIA obecrneynBaeT cepBuUCbl 6€30NacHOCTN «U3
KOHLLA B KOHEL,», TaKne Kak KOHTPO/b J0CTyNna, KOHGUAEHUMANBHOCTb U LENOCTHOCTb AaHHbIX,
cnepoBaTeNbHO, AenaeT Mpolle peanmsaumio MexaHM3MOB LWKMPPOBAHMA, MNPOBEPKN U
BMPTYanbHbIX YacTHbIX ceTen (VPN).

YnyyweHa nogaeprkka MobuabHbIX IP-ycTpoicTB M MOBUAbHBIX BbIMUCAUTENbHBIX YCTPOMCTB.
MobunbHbi  IP-npoTokon, onpepeneHHbin crtaHaaptom |ETF, obecneunBaer paboty
MODBUNBbHBIX YCTPOMCTB B ABUXEHUM 6e3 pa3pbiBa CyLLECTBYIOLLErO COeAnHEeHMA. ITa ceTeBas
dYHKUMA npnobpeTaeT ceityac Bce 60NbLIYIO BarKHOCTb. B oTanumne ot IPv4, mobunbHocTb IPV6
obecneymBaeTcA BCTPOEHHbIM aBTOMATUYECKMM KOHOUIypupoBaHMEM ANA NONyYeHUA agpeca
nepenaun (Care-Of-Address). Moatomy npwu wucnonb3oBaHun IPv6 He TpebyeTtca Apyroro
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AreHTa. bonee TOro, MpuM TakOM CBA3bIBaHMM BKAOYAeTcA KoppecnoHAEeHTCKUIM  y3en,
cBA3bIBatOWMNCA ¢ MOBUABbHBIM y310M Hanpamyto. 3TO No3BonsfeT u3bexaTb yAO0pPOKaHWA
CUCTEMbI U3-3a TPEYrOJIbHOrO MapLupyTa, Tpebytouweroca npu IPv4.

Ypanocb wu3bexaTb M TpaHcaAuuM ceTeBblx agpecoB. Uenbto BBeaeHns NAT  6bino
MCNONb30BaHME MeXaHM3Ma COBMECTHOrO M MOBTOPHOrO MCMO/Ib30BAHMA OAHOr0 U TOroO Xe
a4pPEeCHOro NMPOCTPAHCTBA B PA3/IMYHbLIX CETMEHTAX CETU. DTOT MEXAHM3M BPEMEHHO CMAryaer
npobnemy HexsaTku |IPv4-agpecoB, ogHako A06aBnAKOTCS OrpaHUYeHWsA, HaKnagblBaemble
NPOLLeCCOM TPaHCAALMKN a4pecoB Ha CETEBbIE YCTPOMCTBA U NpunoXeHus. Tak Kak agpecHoe
npoctpaHctBo |IPv6 3HaunTenbHo 6onblie, TO B TpaHCcAAuMKM agpecoB 6onblie HeT
HeobxogmmocTn. B pesynbtate, npobnembl ¢ NAT M CO CTOMMOCTbIO €e pa3BepTbiBaHUA
peLatoTca ecTeCTBEHHbIM COCObBOM.

IPv6 coxpaHun W pacwmpun NOAAEPHKKY CYLLEeCTBYIOWMX MPOTOKOMOB MapLIpyTU3auum
BHyTpeHHero wnto3a (Internal Gateway Protocols — IGP) 1 NpOTOKO/IOB BHELHEro LW/o3a
(Exterior Gateway Protocols — EGP). Hanpumep, npoTokonbl mapLpytusaumnm IPv6, Takme Kak
RIPng, OSPFv3, IS-ISv6, MBGP4+ n 1.4,

PacwupeHa noagepxKka Multicast u yBennyeHo kKonudectso Multicast agpecos. Pabotas c
broadcast ¢yHKUMAMK IPv4, Takumu Kak Router Discovery and Router Query, IPv6 multicast
nonHocTbto 3ameHun IPv4 broadcast B nnaHe ¢yHKumiA. Multicast He TOAbKO 3KOHOMUT
NPOMNYCKHYI CNOCOBHOCTb CeTH, HO M NoBbIWaeT 3GGEKTUBHOCTb CETU B LLE/IOM.

22.2.2 HactpoiKa IP npoTtokona

NHTepdelic 3-ro ypoBHA MOXKET ObITb HAacTpoeH Kak IPv4 nHtepdeic nnbo Kak IPv6 nHtepdeic.
22.2.2.1 Hacmpolika adpeca IPv4

1. HacTtpoliika IPv4 agpec nHtepdeinca 3-ro ypoBHs

2. HacTpoiKa wnto3a no ymon4yaHuio.

1. Hactpolika IPv4 agpec nHtepdemnca 3-ro ypoBHA

KomaHga OnucaHue

Pexxum kKoHpurypuposaHusa VLAN uHtepdeica

ip address <ip-address> <mask> [secondary] Hactpomka IP agpeca VLAN nHTepdenca;
KomaHga no ip address [<ip-address>
<mask>] otmeHdaer IP agpec VLAN
nHTepoelica.

no ip address [<ip-address> <mask>]
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2. HacTpoiKa wnto3a No yMoa4yaHuio.

KomaHpga OnucaHue

Fno6anbHblii pexxum KoOHGUrypupoBaHus

ip default-gateway <A.B.C.D> HacTpoiika cTaTuyeckomn mapLupyT13aumu.

no ip default-gateway <A.B.C.D> KomaHga no oTMEHAET HaCTPOIKY.

22.2.2.2 Hacmpoiika adpeca IPv6
MocnegoBaTe/IbHOCTb HAaCTPOMKK aapeca IPv6:
1. ba3oBas HacTpouKa IPv6
(1) Hactpoka agpeca IPv6 nHtepodeiica;
(2) HacTpoitka ctaTuyeckon mapLupytusaumnm IPve;
2. Hactpoitka IPv6 Neighbor Discovery
(1) Hactpoika kKonnuectsa coobuieHnit DAD neighbor solicitation;
(2) HacTpoika nHTepBana oTnpaBkM coobueHunii neighbor solicitation;
(3) Hactpoitka ctaTnueckmx 3anucen IPv6 coceaen (neighbor);

(4) YoaneHue Bcex 3anucelt B Tabauue coceanen IPve6;

1. ba3oBas HacTpoWKa IPv6

(1) Hactpoiika agpeca IPv6 nHtepodeiica

KomaHpa OnucaHue

Pexxum KoHdUrypuposaHusa nHtepodeiica

ipvé address <ipv6-address/prefix- | Hactpoika IPv6 agpeca, Bkao4Yaa obbeanHaemble
length> [eui-64] rnobanbHble unicast agpeca, site-local agpeca wm
link-local agpeca. KomaHga no ipv6e address <ipv6-

no ipv6 address <ipv6-address/prefix- .
address/prefix-length> otmeHseT IPv6 agpec.

length>

. QTECH © www.qtech.ru

MWP [OCTYMHEE



(2) HacTpoiKa ctatMyeckoin mapwpyTtmsaumm IPve

KomaHpaa

OnuncaHune

ipvé route <ipv6-prefix/prefix-length>
{<nexthop-ipv6-address>|<interface-
type interface-number> | {<nexthop-
ipvb-address> <interface-type interface-
number>}} [distance]

no ipvé route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>
<interface-type interface-number>}}

[distance]

Pexxum rnobanbHOro KOHPpuUrypmposaHmsa

HacTpoka cTtatMyeckon mapwpytmsaumm IPve6.
KomaHga no OTMeHseT CTAaTUYECKYIO
mapupytmsaumio IPv6.

2. Hactpowka IPv6 Neighbor Discovery

(1) Hactpowka Konnyectsa coobuieHnit DAD neighbor solicitation

KomaHpga

OnucaHue

ipv6 nd dad attempts <value>

no ipv6 nd dad attempts

Pexxum KoHpUrypupoBaHus nHtepdeiica

YCcTaHOBKa KoMYecTBa COOOLLEHUI, OTNPABAAEMbIX
nocnenoBaTelbHO npu 0OHapyKeHUK
uHtepdericom paybnuvkata agpeca. KomaHga no
BOCCTAHaB/IMBAET 3Ha4YeHMe No ymoyaHuto (1).

(2) Hactpoka nHTepBana oTnpaBku cooblueHnin neighbor solicitation

KomaHpga

OnucaHue

ipv6 nd ns-interval <seconds>

Pexxum KOHPUrypupoBaHua uHtepdeiica

YcTaHOBKa MHTEpPBANa OTNpPaBKU 3anpocos
cocegAm. KomaHaa no BOCCTaHaB/AMBAET 3HayeHue
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no ipv6 nd ns-interval no ymosyaHuto (1 cekyHaa).

(3) Hactpoiika cTatnueckmx 3anucei IPv6 coceaeit (neighbor)

KomaHpa OnucaHue

Pexxum KoHPUrypupoBaHus nHtepdeiica

ipv6 neighbor <ipv6-address> | YcTaHOBKa CTaTM4eckoM 3anmcu B  Tabauue
<hardware-address> interface | cocegeit, Bkntovas IPv6 agpec cocega, MAC agpec
<interface-type interface-name> M NOPT BTOPOro YPOBHSA.

no ipv6 neighbor <ipv6-address> YpnaneHue 3anucu B Tabauue coceaen.

(4) YnaneHue Bcex 3anuceit B Tabaunue coceaent IPv6

KomaHga OnucaHue

PexXxum agMmuHucTpatopa

clear ipv6 neighbors OuMCTKa BCEX CTAaTUYECKUX 3anucelt B Tabaunue
cocenen.

22.2.3 Mowuck HeucnpaBHocTel IPv6

HacTpolika BpemMeHW KM3HM MapupyTMsaTopa He AO0/KHA 6biTb MeHblle WHTepBana
06bsABNEHMA MapLlpyTM3aTopa. Ecim noakntoueHHbii PC He nonyuun IPv6 agpec, HeobxoamMmo
npoBepuTb RA aHOHCMPOBAHME HAa KOMMYTATOPE (BbIK/TIOYEHO MO YMONYAHMIO).

22.3ARP

22.3.1 BBepeHue B ARP

ARARP (Address Resolution Protocol - npoTtokon onpegeneHus agpeca) B OCHOBHOM
ucnonb3yetca anAa onpegenenua Ethernet MAC agpeca no IP agpecy. KommyTtaTop
noAanepKMBaeT CTaTUYECKY0 KOHPUrypauumio..

22.3.2 Cnucok 3apaay KoHpurypauum ARP

Cnuncok 3agay KoHourypaummn ARP:
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1. HactpouTb cTaTn4eckuin ARP
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1. HactpouTb cTatnyeckmin ARP

KomaHpa OnucaHue

Pexxum VLAN uHTepdeiica

arp <ip_address> <mac_address> {interface HactpavBaeT crtatuyeckyio 3anucb ARP;
[ethernet] <portName>} KOMaHZa no yaansaet 3anucb ARP ykasaHHoro

no arp <ip_address> IP appeca.

22.3.3 Mowuck HeucnpasHocTteit ARP

Ecnn He npoxoauT ping OT KOMMYTaTOPa K YCTPOMCTBAM, NOAKAOYEHHBIM HAaNPAMYO, MOXKHO
MCNonb3oBaTb Ceaytowme AeNCcTBUA 414 MOUCKA U YCTPaHEHMUA BO3MOXKHOM NPUYNHDI:
o [lpoBepbTe, ecTb M cooTBeTCcTBYOWAA ARP 3an1cb Ha KOMMmyTaTope.
e FEchm ARP 3anucm  Het, BKAwuuTe oTnagky ARP wn  nocmoTtpuTte  ycnoBsuA
npuema/otnpasku ARP nakeTtos.

e Camas pacnpocTpaHeHHan NpuYmMHa Npobnembl — AedeKTHbIN Kabenb.
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23 HACTPOUKA  ®YHKUUU NPEAOTBPALLEHUA ARP
CKAHUPOBAHUA

23.1BsepeHue B pyHKLUUIO npeaoTBpaweHna ARP ckaHMpoBaHuA

ARP cKaHMpoBaHKWe 3TO 0ObIYHbIN cnocob ceTeBoi aTaku. OnAa Toro, 4Tob6bl OOHAPYXKUTL BCe
aKTMBHbIE XOCTbl B CErMEHTE CETU, UCTOYHUK aTaku byaeT paccblnaTtbh 6onblioe Konmyectso ARP
coobuleHnit, 4To byaeT 3aHMMaTb OOJbLIYIO YacTb MPOMYCKHOM cnocobHocTn cetn. MOXKHO
AaXe cpenaTb aTaky 60/bliMM  KOAMYecTBOM Tpadumka ucnonb3ys nopaenbHole ARP
coobLeHNs, YTO npuBeneT K KOANAncy CeTM M3-3a MCcYepnaHusa NPOMYyCKHOM cnocoBHOCTU.
O6bl4HO ARP ckaHMpOBaHMe 3TO NPOCTO NPeAnocbiKa K APYroi, bonee onacHoOM aTake, TakoM,
KaK aBTOMATMYECKOe 3apa’KeHwe BMPYCOM WAM Noc/ieaylolee CKaHMPOBaHME MOPTOB,
CKaHMpOBaHWE YA3BMMOCTEN, HALLE/NIeHHOE Ha XULeHWe MHPOPMALMM, aTaKa MCKAXKEHHbIMM
coobueHunamm, DOS aTaka u T.4.

Mockonbky ARP cKkaHWpoBaHMWe yrpoaeT 6e30nacHOCTU U CTabUAbHOCTU CETU, OYEHb BaXKHO
ero npenoTepatMTb. KomMyTaTop 0becneunBaeT NoNHOe pelleHne aAna npesoTtspalieHns ARP
CKaHMPOBAHMA: €C/IN B CEerMeHTe HalgeH XOCT UauM NopT ¢ nNpusHakamum ARP CKaHWMPOBaHMA,
KOMMYTATOpP OTPEXKET UCTOYHMK aTaKku ana obecneyeHna 6€30NacHOCTU CET.

Ectb aBa meToga npepotepaweHmna ARP cKkaHMpoBaHWA: Ha OCHOBe NOpPTa U Ha ocHose IP.
MeTog Ha OCHOBe nopTa cuyuTaeT KonmyectBo ARP coobuieHMin, nosyvyeHHbIX € nopTa 3a
onpeneneHHbI Nnepuoa, ecin YMCNo NpeBbilaeT 3a4aHHbIN Nopor, NopT 6yAeT BblKAOYEH.
MeTog Ha ocHoBe IP cuutaeT KonuyectBo ARP coobuieHuit, nonyyeHHbix oT IP agpeca B
CermeHTe 3a onpegeneHHbI nepuos, eCan YMCNO MPeBbIWaeT 3a4aHHbIM  nopor, nboi
Tpaduk ot atoro IP 6yaeT 3ab/10KMpPOBaH 40 TEX NOP, NOKA NOPT, CBA3aHHbIN C IP agpecom, He
6yaeT noraweH. 9T ABa MeToAa MOryT ObITb BKAKOYEHbI OAHOBPEMEHHO. MNocne Toro, Kak nopt
nnu IP agpec 66111 3a610KMPOBaHbI, NONb30BaTE/Ib MOYKET BOCCTAHOBMUTbL MX CTATyC MCMNO/b3yA
dYHKLUMIO aBTOMATUYECKOro BOCCTaHOBAEHMUS.

YT106bI NOBLICUTL 3PPEKTUBHOCTb, MOSIb30BATENN MOTYT HACTPOUTb AOBEPEHHbIE NOPTbl U |IP
aapeca, ARP coobueHns oT KOTopbIX He ByayT NPOBEPATLCA KOMMYTAaTOPOM. Takum obpasom
Harpyska Ha KOMMYTaTOP MOKET BbITb 3HAUNTE/IbHO CHUMKEHA.

23.2MocnepoBatenbHOCTb 3ajady  KoHurypauuu npeportBpawieHua ARP
CKaHUpPOBaHUA

1. BKatounTb GyHKUMIO npegoTepalieHns ARP ckaHMpoBaHuA.

2. Hactpoutb noporoBoe 3HayeHWe A/ MeTOoAa, OCHOBAHHOrO Ha NOpTax WM MeToAa,
OCHOBaHHOro Ha IP.

3. HactpouTb AoBepeHHble NopPTbl
4. HactpouTb gosepeHHble |IP

5. HactpouTb BpemA aBTOMaTUYeCKOro BOCCTaHOB/IEHMA
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6. MocmoTpeTb MHOOPMaLMio, OTHOocAWyCA K ARP CKaHMPOBaHMIO, @ TaK e OT/Iaf04HYHo
nHbopmaumtio.

1. Bkntountb GyHKUMIO NpegoTtepaleHma ARP ckaHnpoBaHuA.

KomaHga OnucaHune

O6wuit pexxum KoHpurypauum

anti-arpscan enable BkAtoueHue/BbIKAOUEHME dYHKUMHM

no anti-arpscan enable npegoTspaweHna ARP ckaHupoBaHuA.

2. HactpouTb noporoBoe 3Ha4YeHne ana meToga, OCHOBAHHOMO Ha NOPTax U MeToAaa,
OCHOBaHHOro Ha IP

KomaHpga OnucaHue

O6wmni pexxum KoOHPUrypaumm

anti-arpscan port-based threshold YCcTaHOBKa NOPOroBOro 3Ha4YeHMA ANA MeToAa,
<threshold-value> OCHOBAHHOIO Ha NopTax.

no anti-arpscan port-based

threshold

anti-arpscan ip-based threshold <threshold- | YctaHOoBKa NOporoBoro 3Ha4yeHua gas MeTosa,
value> OCHOBaHHoOrO Ha IP.
no anti-arpscan ip-based threshold

3. HactpouTb goBepeHHble NOpThl

KomaHpaa OnucaHue

PexXum KoHUrypaumm nopra

anti-arpscan trust <port | supertrust-port> YcTaHOBKa aTpmnbyToB A0BEPMA MOPTOB.

no anti-arpscan trust <port | supertrust-port>
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4. HactpouTb gosepeHHble IP

[<netmask>]

KomaHpga OnucaHue
06wt pexxum KoHpUrypauum
anti-arpscan trust ip <ip-address> | YctaHoBKa aTpubyTtos gosepus IP.
[<netmask>]
no anti-arpscan trust ip <ip-address>

5. HaCTpOVITb BpemMA aBTOMaTUYE€CKOro BOCCTaHOB/1IEHUA

KomaHpga

OnucaHue

anti-arpscan recovery enable

no anti-arpscan recovery enable

anti-arpscan recovery time <seconds>

no anti-arpscan recovery time

O6wuit pexxum KoHpurypauum

BkAtoyeHme/BbIKAOYEHME byHKUMM
aBTOMATUYECKOro BOCCTAHOB/IEHMA.

YcTaHOBKa BPEMEHM aBTOMaTUYECKOro
BOCCTAHOB/IEHMA.

7. NocmoTpeTb MHbOopMaL Mo, OTHoCcALLYCA K ARP CKaHMPOBaHUIO, @ TaK:Ke OT/1Ia04HYI0

nHpopmaumio

KomaHpga

OnucaHune

anti-arpscan log enable

no anti-arpscan log enable

anti-arpscan trap enable

no anti-arpscan trap enable

O6wumit pexxum KoHpurypauum

BkntoueHune/BbikNtOYeHME GYHKLMU KypHana
npepoTepaweHna ARP ckaHMpoBaHuUA.

BkntoueHune/BbikNOYeHMEe  GyHKUMM  SNMP
Trap npegotspaweHna ARP ckaHupoBaHuA.
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show anti-arpscan [trust <ip | port | OtobpakeHune COCTOSAHMA paboTbl n
supertrust-port> | prohibited <ip | port>] KOHpUrypauum npeaoTBpaLLEHNA ARP
CKAHWPOBAHMA.

PexXxum agMmuHucTpatopa

debug anti-arpscan <port [ ip> BkntoueHue/BbIKNOYEHME OTNafKu

no debug anti-arpscan <port | ip> npepotepaweHna ARP ckaHnpoBaHmA.

23.3Tunosble npumepbl npeaoTspaweHna ARP ckaHMpoBaHusa

KommyTtatop B

===

E 1/0/1

E 1/0/19 KommyTtaTtop A

192.168.1.100/2

Tunoson npumep KoHdUrypaumm npegotepawieHma ARP ckaHnpoBaHua

B ceTu, Tononorusa KOTopon nokasaHa Bbiwe, nopT E1/1 kommyTtaTopa B noaxaoueH K nopty
E1/19 kommyTtaTopa A, nopT E1/2 kommyTaTopa A nogkntoueH K ¢pannosomy cepsepy (IP agpec
192.168.1.100/24), Bce ocTajibHble NOPTbl KOMMyTaTtopa A noAKAo4YeHbl K 06bluHbIM PC.
Cnepytowan KOHPUrypauma moxeT adpdpekTuBHO npegoTepaTnuTb ARP ckaHMpoBaHue, He BAUAS
Ha HOPMa/ibHYIO PaboTy cUCTEMDI.

MNocnenoBaTeIbHOCTb HAaCTPOMKKM KOMMYyTaTopa A:

SwitchA (config) #anti-arpscan enable

SwitchA (config) #fanti-arpscan recovery time 3600

SwitchA (config) #anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)#anti-arpscan trust port
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SwitchA (Config-If-Ethernetl/2) #exit

SwitchA (config)#interface ethernetl/19

SwitchA (Config-If-Ethernetl/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernetl/19) #exit

[IocienoBaTeJIbHOCTL HACTPOMKM KOMMyTaTopa B:

Switch B(config)# anti-arpscan enable

SwitchB (config)#interface ethernetl/1

SwitchB (Config-If-Ethernet 1/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/1)exit

23.4Nouck HeucnpaBHoOCTeN npeaoTspawieHuna ARP ckaHupoBaHuAa

MNpepoTtBpaweHne ARP cKaHMpoBaHMA MO YMOAYAHMIO BbIKAKOYEHO. [locne BKAKOYEHMA
npegoTepaweHma ARP ckaHMpoBaHMA NOAb30BaTe/lb MOXKET BKAOUYMTL OTNAgKy (“debug anti-
arpscan”) ansa npocmMoTpa oOT/1aflo4HOM MHPOopMaL MmN,
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24 KOHOUTYPALUMUA 3ALLUTBI OT NOAMEHbI ARP

24.10630p

24.1.1 ARP (Address Resolution Protocol)

B obuiem, npotokon ARP (RFC-826), B oCHOBHOM, OTBeYaeT 3a COOTHolleHue IP agpeca
cooTBeTCcTBYlOWeEMYy 48-6uTHOMY duM3mnyeckomy agpecy, To ectb MAC aapecy, Hanpumep, IP
agpec 192.168.0.1, MAC agpec ceteBoit KapTbl 00-1F-CE-FD-1D-2B.

Becb npouecc COOTHOWEHWA COCTOUT B TOM, YTO XOCT OTMPABAAET LWMPOKOBELLATENbHbIN
(broadcast) nakeT paHHbIX, BKAOYawowmi B ceba uHPopmaumo o6 IP agpece xocTa
Ha3HayeHna (ARP 3anpoc), 3aTtemM XOCT Ha3Ha4YeHWA OTNPaBAAET MCXOLHOMY XOCTYy NaKeT
AaHHbIX, BKAOYaowWwmn B ceba nHpopmauuto ob IP agpece n MAC agpece. Takum obpasom,
[ABa X0CTa MmorytT obmeHmnBaTbca MHbGopmaument no MAC agpecy.

24.1.2 MopmeHa ARP

C TOYKM 3peHua npoTokona ARP, ytobbl ymeHbwnTb ARP TpaduK B CETU, €CAM XOCT NOAYYUT
ARP oTBeT, KOTOpbI OH He 3anpallMBan, OH TaK *Ke A06aBuUT 3anucb B cBoi ARP Kaw, 4TO
Aenaet Bo3MOXHbIM noameHy ARP (ARP spoofing). Ecnv xakep xoyeT npocaywaTtbe obmeH
AAHHBIMU  MeXay [ABYMA XOCTamMM B OAHOM CeTU (Jaxe eCcanm OHM NOAKYEHbl 4yepes
KOMMYyTaTOpbl), OH OTNpaBaseT nakeT ARP oteeTa ABYM XOCTaM MO OTAE/IbHOCTU, 3TO NPUBOAUT
K TOMY, 4YTO Kaxkabl M3 xocToB cumtaeT MAC agpec xakepa agpecom Apyroro xocta. Takmm
obpa3om, BMecTo npamoro obmeHa, XocTbl obmeHMBaAtOTCA TpadMKOM 4yepe3 XOCT Xakepa.
XaKepbl He TO/IbKO NOAYYalT Heobxoammyo MM MHbopMauuto. UM ana ycnewHol nepeaayu
HeobXxo4MMO BCEro Nulb U3MEHUTb HEKOTOPYI MHPOPMAUMIO B MakeTe. B aTom cnydyae Ha
KOMMNblOTEPE XaKepa He HYXXHO HACTPaMBaTb CMELLAHHbIN PeXKMM CETEBOM KapTbl, T.K. NAKeTbI
AaHHbIX NOCTYMAOT HAa KOMMbIOTEP XaKepa HAa PM3MYECKOM YpOBHE, KOMMbloTep paboTaeT Kak
peTpaHcaaTop.

24.1.3 Kak npepotBpatutb nogmeHy ARP

EcTb MHOro BMAOB aTaK, OCHOBaHHbIX Ha npoTokose ARP,. BONbLWMHCTBO aTaK OCHOBaHbI Ha
nogameHe ARP, TaK 4TO 04YeHb BaXXHO NpeaoTepaTMTb noameHy ARP.

MexaHu3am nogmeHbl ARP npoHUKaeT B ceTb, B NEpPBYO0 ovepeab, NyTem Noane KN NerajbHOro
IP agpeca, 3atem nocbliaa MHOro nogaenbHolx ARP nakeToB KoMmmyTaTtopam, Mnocae 4yero
KOMMYTaTOpPbl 3aMeHAT npaBubHble cBA3KKM IP-MAC cooTBeTCTBYHOWMMKU CBA3KAMMU U3
aTakylowmx naketoB. TakMm o06pasom, KOMMYTAaToOp OWMOOYHO OTNPaBAAET MaKeTbl
aTaKyloLWeMy XOCTy, U 3TO AeNCTBYET Ha BCEN CETMU.

OCHOBHbIM METOAOM NpefoTBpaleHNA aTak M noameHbl ARP Ha KommyTaTtopax AsaaeTca
OTKNOYEHME Ha KOMMyTaTope ¢QYyHKUMM aBTOMaTU4YeCKoro obHoBnaeHuAa. OBMaHWMK  He
CMOXeT M3MeHUTb npasunbHble cBA3KM IP-MAC Ha KommyTatope, Tem CambIM
npeaoTBpaLLAETCA HenNpaBUAbHAA Mepecbiika NAaKeToB. B To e BpemAa 3TO He npepbiBaeT
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JYHKUMIO  aBTOMatTMyeckoro obydyeHma ARP. Takum o06pas3om, 3TO  3HAUYUTENbHO
npegoTBpawaeT nogmeHy ARP.

ND 3710 npoToKon obHapyxeHua cocenert B IPv6, aHanormuHbli npotokony ARP no npuHumny
AeNcTBMA, NO3TOMY A/1A NpefoTBpalieHma noameHol ND Mbl Aenaem To e camoe, YTo U ANA
ARP.

24.2 KoHdpurypauma npeaorepawieHMa nogmeHbl ARP
MocnenoBaTe/IbHOCTLT HACTPOMKM NpeaoTBpaLleHma noameHbl ARP:
1. OTKNOUMTD GYHKLMIO aBTOMaTUYecKoro o6HosneHnA ARP

2. OTKN0OYNTb GYHKLMIO aBTOMATMYEeCKoro obyyeHma ARP

3. NMomeHATb gMHamn4yeckne ARP Ha cTtaTnveckune

1. OTKNOUYUTb PYHKUMIO aBTOMaTU4Yeckoro obHoBneHns ARP

KomaHga OnucaHue

0O6wuit pexkum n Pexxum nopra

ip arp-security updateprotect OTKNHOUYUTB/BKAOUNTL GYHKLIMIO aBTOMATUYECKOTrO

no ip arp-security updateprotect obHoBeHMA ARP.

2. OTKMOYNTL PYHKLMIO aBTOMaTHMYeckoro obyyenunsa ARP, ND

KomaHga OnucaHue

Oo6wuit pexkxum u Pexxum uHrepodeiica

ip arp-security learnprotect OTKNOUYNTB/BKAOUNTL GYHKLMIO aBTOMATUYECKOTO

no ip arp-security learnprotect 0by4eHna ARP.

3. NomeHATb aAnHamumnyeckmne ARP, ND Ha ctaTtnyeckme

KomaHpga OnucaHue

O6wuit pexxum n Pexxum nopra
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ip arp-security convert NomeHATb aAnHamunyeckme ARP Ha cTaTuyeckume.

24.3NMpumep npepoTepawieHna noameHnol ARP, ND

KommyTaTop

OnucaHne obopynoBaHus

ObopyaoBaHue KoHdurypauua Kon-Bo
switch IP:192.168.2.4;mac: 00-00-00-00-00-04 1
A IP:192.168.2.1;mac: 00-00-00-00-00-01 1
B IP:192.168.1.2;mac: 00-00-00-00-00-02 1
C IP:192.168.2.3;mac: 00-00-00-00-00-03 HECKONbKO

Ha anarpamme nokasaHa HopmanbHana cBAsb mexay B u C. XocT A xo4yeT, 4ToObl KOMMYTATOpP
HanpasAnAn eMy NakeTbl, OTNpPaBaeHHble XocTom B. B nepsyto ouepeab A otnpasnaeTt naket ARP
OoTBETa Ha KommyTtaTtop B ¢opmaTte: 192.168.2.3, 00-00-00-00-00-01, conocrasnaa ero MAC
aapec c IP agpecom xocta C, KommyTaTop 0bHOBAsieT ARP cnMcok M HauumHaeT oTnpaBAAaTb
naketbl ana 192.168.2.3 Ha MAC agpec 00-00-00-00-00-01 address (agpec xocTa A).
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B panbHenwem xocT A nepecblnaeT NPUHATbIE NakeTbl XOCTy C, MeHAA agpec UCTOYHUKA U
agpec HasHayeHuA. Tak Kak ARP cnncok cBoeBpemMeHHO 0OHOBAAETCA, elle OAHOM 3ajadven
Ana xocta A saBnAeTcA HenpepbiBHas oTnpaBka ARP otsetoB m obHoBneHume ARP cnucka
KOMMYyTaTOpa.

MoaTomMy OYeHb BaXHO 3awmTuTb ARP cnucok, HacTpouTb 3anpeweHne ARP obyyeHua B
CcTabunbHOM cpepe M 3aTeM U3MEHUTb Bce AMHamuyeckne ARP 3anmcu Ha cratuyeckue.
BblyyeHHble ARP He byayT 06HOBAATLCA M ByayT 3alLULLEHDI.

Switch#config

Switch (config) #interface vlan 1

Switch (Config-If-Vlanl) #arp 192.168.2.1 00-00-00-00-00-01 interface eth 1/2
Switch (Config-If-Vlanl) #interface vlan 2

Switch (Config-If-Vlan2) #arp 192.168.1.2 00-00-00-00-00-02 interface eth 1/2
Switch (Config-If-Vlan2#interface vlan 3

Switch (Config-If-Vlan3) #arp 192.168.2.3 00-00-00-00-00-03 interface eth 1/2
Switch (Config-If-Vlan3) #exit

Switch (Config) #ip arp-security learnprotect

Switch (Config) #

Switch (config) #ip arp-security convert

Ecnn okpy:Katolwan cpefa MeHAeTCA, 3TO No3BoaAeT 3anpeTut ARP 06HOBNEHMA, KaK TONbKO
ARP 6yneTt M3y4yeHO, OHO He MOXeT bbiTb 06HOBAEeHO HOBbiIM ARP oTBeToM, AaHHble 6yayT
3aLMLLLEHbI OT NPOCAYLIMBAHUA.

Switch#config
Switch (config) #ip arp-security updateprotect
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25 HACTPOWKA ARP GUARD

25.1BeeaeHune B ARP GUARD

CywecTtByeT cepbe3Han yA3BMMOCTb B mogenn ARP npoToKkona, KOTOpasA 3aKkaoyaeTca B TOM,
4yTo Ntoboe ceTeBOE YCTPOMUCTBO MOXKeT oTnpaBuTb ARP cooblueHune, 4Tobbl 06BABUTL O CBA3KE
IP 1 MAC agpecos. 310 genaeTt BO3MOXHbiMm ARP MoOLWEHHNYECTBO. 310yMbIWAEHHUKN MOTYT
nocnatb ARP 3anpoc unm ARP otBeT 4yTobbl MHGOPMMPOBATL O HEBEPHOM CBA3KE mexay IP
agpecom n MAC agpecom, KoTopas npuseaeT B npobnemam ceasu. Ectb ge popmbl ARP
MolleHHnyectBa: 1. PC4 otnpasnsetr ARP coobuweHune 4ytobbl coobwmTb, yto IP agpec PC2
npmeasaH K MAC agpecy PC4, 310 npuBegeT K Tomy, 4to BCe IP nakeTbl, agpecyemble PC2,
6yayT otnpasneHbl K PC4, Takum ob6bpasom PC4 cmoKeT npocmaTpumBaTb BCe MNaKeTbl,
agpecoBaHHble PC2; 2. PC4 otnpasnaet ARP coobuieHne 4tobbl coobwmtb, Yto IP agpec PC2
npueBasaH K HecywecTsytowemy MAC agpecy, 370 npuBeaet K Tomy, yto PC2 He byger
nonyyaTtb afpecoBaHHble eMy NaKeThbl.

B yactHOCTH, ecnin 3/1I0YMbILWNEHHMUK, npm6eraﬂ K ARP MOLWEHHNYECTBY, BblOaEeT cebs 3a 03,
BCA CETb BbIﬁAeT 13 CTpoA.

KommyTaTtop

CxemaTtunyHaa gmnarpamma ARP GUARD

Mbl ucnonbzyem GUALTPYIOLLME 31eMEHTbl KOMMYTaTopa A4 3almnTbl ARP-3anumceit BarkHbIX
CeTeBblX YCTPOMCTB OT MoApaxkaHua aApyrumu ycTponctBamu. OCHOBHOW Teopuel aToro
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ABNAETCA WUCMNONb30BaHME GUABTPYHOLWMX 3/IEMEHTOB KOMMYyTaTopa AAsA npoBepku Bcex ARP
coobuieHnit, npoxoaawmx Yepes nopt. Ecam agpec ncrtoyHmka ARP coobuieHnsa 3aliuniieH,
coobuieHns 6yayT oTbpoLLeHbl n He NepeaaayTca ganee.

®yHKumAa ARP GUARD 06bI4HO MCMOAb3yeTca ANa 3alMThbl WAt03a OT aTaK. Ecam Bce fOCTYMNHble
KOMNbloTepbl B ceTh OyayT 3awmuweHbl ¢dyHKumen ARP GUARD, gna 3toro notpebyetcsa
HacTpouTb Ha nopTy 6onblwoe Konnyectso ARP GUARD agpecos, 4To 3aiMmeT 60bLUYI0 YacTb
FFP 3anucei B unne, M, Kak pe3ynbTaT, MOMET OTPA3UTbCA Ha APYIUX NPUNOKEHUAX. TaK 4To
310 HyAeT HenpaBuAbHO. PekomeHayeTca agonTupoBaTb cBO6OAHbIE PeCcypCbl COrNAaCHO CXeMbl
poctyna. Moxanyiicta, obpatmuTech 3a NoA4POOHOCTAMM K COOTBETCTBYHOLWLEN AOKYMEHTALMN.

25.2 Cnucok 3aaa4 KoHpurypaumm ARP GUARD

1. HactpouTb 3awmuieHHble IP agpeca

KomaHpa OnucaHune

PexXxum KoHdUrypaumm nopra

arp-guard ip <addr> HactpouTb/yaanute ARP GUARD aapec

no arp-guard ip <addr>
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26 KOHOUTNYPALIMA CAMOOBPALLIEHHOIO ARP (GRATUITOUS ARP)

26.1BBegeHue B camoobpalieHHblt ARP
CamoobpauleHHbIn ARP 3To Tin ARP 3anpoca, oTnpasasemMblit XocTom 1 ero |IP agpecom B

KavyecTee ajpeca Ha3sHa4YeHUA.

BasoBbiii pexum pabotbl kKommytaTopoB QTECH cnepyowmin: Ha MHTepdencax 3-ro ypoBHA
MOKeT BbITb HAaCTPOEH MHTEepPBaN paccbikn camoobpaleHHbix ARP 3anpocos nam 3To moxket
6bITb HACTPOEHO rN06asNbHO Ha BCEX UHTepdeicax.

Ha3HauyeHuMe camoobpalieHHoro ARP cneaytouiee:

o YT106bl yMeHbWwUTb YactoTy ARP 3anpocoB XOCTOB K KOMMYyTaTopy. XOCTbl B CeETU
nepuogmyeckn nocbinatoT ARP 3anpochl K wato3y 4tobbl 06HoBUTE MAC agpec wntosa.
Ecnm KommyTaTop paccbliaeT camoobpauieHHble ARP 3anpocbl, XOoCTam He HYXHO
OTNPABAATb 3TM 3aNpPOCbl. ITO YMEHbLUUT YacTOTy OTNpaBKkM xoctamum ARP 3anpocos Ha
L3,

e CamoobpaleHHbli ARP 310 meTog npegoTtBpaweHns ARP  molweHHMyecTsa.
Paccblnaembii KoOMMyTaToOpom camoobpalleHHbIn ARP 3acTaBuT XoCTbl 06GHOBUTL CBOA

ARP kaw. Takum obpasom nogaenbHbii ARP He dyHUMOHMPYET.

26.2 CnNUCcoK 3aga4 KoHurypauyum camoobpaweHHoro ARP

1. BknounTtb camoobpauleHHbI ARP 1 HacTpouTb MHTepBan otnpaskn ARP 3anpocos.

2. Otobpa3nTtb KoHPUrypauuto camoobpauieHHoro ARP.

1. BKAtounTb camoobpauleHHbii ARP 1 HacTpouTb MHTEepBan otTnpasku ARP 3anpocos.

KomaHga OnucaHue

PexXum rnobanbHoi KOHOUrypaLum u pexxum KoHdurypauumn nHrepdeiica.

ip gratuitous-arp <5-1200> Bkntountb  camoobpalleHHbIN ARP "

no ip gratuitous-arp HacTpouTb MHTepBan oTnpaskm ARP 3anpocos.

KomaHaa no oTmeHseT camoobpalleHHbIN
ARP.

. QTECH © www.qtech.ru

MWP [OCTYMHEE



2. OT06pasnTb KoHdUrypaumio camoobpauieHHoro ARP

KomaHpa OnucaHue

PeXXum agMmuHUCTPaTOpPa U peXxnm KoHdpurypauum

show ip gratuitous-arp [interface vlan <1- OTobpasntb KOHMrypaymio
4094>] camoobpauieHHoro ARP.

26.3 Mpumep KoHPuUrypauum camoobpauweHHoro ARP

KommyTtatop

Interface vlanl
192.168.14.254
255.255.255.0

Interface vlan10
192.168.15.254
255.255.255.0

Mpumep HacTpoiiku camoobpalleHHoro ARP

Ona TononorMn cetu, NoKasaHHOM Ha PUCYHKe, uHTepdeinc kommyTtatopa VLAN1O mmeet IP
agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpn Komnbtotepa — PC3, PC4, PC5 —
NOAKNOYEHbI K 3TOMYy WHTepdeincy. UHTepdeic VLAN1 umeet IP agpec 192.168.14.254 n
macky cetn 255.255.255.0. sa komnbtoTepa — PC1 n PC2 - nogKkntoveHbl K 3TOMy MHTepdeicy.
CamoobpauleHHbI ARP BKAtoyaeTca cnegyowmin KoHdurypaumein:

Ob6a nHTepdeiica ncnonb3yroT camoobpatleHHbIn ARP.

Switch (config) #ip gratuitous-arp 300
Switch (config) #exit

CamoobpauieHHbIi ARP HacTpouT TONbKO AN 04HOTo UHTepdeiica.

Switch (config) #interface vlan 10
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Switch (Config-if-vV1anlO) #ip gratuitous-arp 300
Switch (Config-if-vV1anlO0) #exit
Switch (config) #exit

26.4Mounck HeucnpaBHocTeit camoobpawieHHoro ARP

CamoobpauieHHbIn ARP BbikAtoYeH no ymonyaHuio. Koraa camoobpatleHHbii ARP BKAOYEH,
0TNaJ04YHY0 MHGOPMALMIO MOXKHO NOAYYUTb, MCMOAb3YA KOMaHAy «debug ARP send».

Echn camoobpawieHHbii ARP  BKAoYeH rnobanbHO, OH MOXKeT ObiTb BbIKAHOYEH TO/IbKO
rnobanbHo. Ecnn camoobpalueHHbIn ARP BKAOYEH Ha MHTepdeice, OH MOXKET BbITb BbIK/OYEH
TONbKO Ha UHTepodelice.
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27 KOH®UTYPALUA DHCP

27.1BsepeHue DHCP

DHCP [RFC2131] cokpaweHHO oT Dynamic Host Configuration Protocol (npotokon
ANHAMUYECKOM HACTPOMKM XOCTOB). ITO MPOTOKO/, KOTOPbIM ANMHAMUYECKM Ha3HavaeT IP agpec
M3 Nyna aapecoB, TaK *Ke YCTaHAaB/IMBAET Apyrve ceTeBble NapamMeTpbl, TaKMe KaK LWW/3 Mo
ymonyaHuio, DNS cepBep 1 pacnonoxeHue B cetn ¢panna obpasa. DHCP 310 pacmpeHHas
Bepcns BOOTP. 3To oOCHOBHaA TEXHOJIOTUA, KOTOpad He TO/bKO MOXKeT obecneuyntb
3arpysoyHon nHbopmaumein 6es3gmckoBble paboume CTaHUMM, HO TaK e MOXKET 0CBob6oAuTb
agMMHUCTPATOPOB OT py4YyHOro BegeHuAa I[P agpecHOro npocTpaHcTBa M yNpoCTUTb
nosb3oBaTeNAM NpoLecc HacTpohku. Ewe ogHo npenmylectso DHCP B Tom, YTO OH MOXKeT
CHU3UTb TpeboBaHMA K KonmyecTBy IP agpecos, Koraa nonb3oBaTesb NOKWAAET ceTb, ero IP
MOKeT ObITb Ha3HaYeH Apyromy.

DHCP sasnseTcAa npoTOKONOM TuUNa «KaueHTt-cepsep», DHCP knueHT 3anpawwusaetr y DHCP
cepBepa CeTeBOWM agpec WM napameTpbl KOoHOUrypauuu, cepsBep MNPeAOCTaBAAET KAWEHTY
CeTeBOM aapec U MnapameTpbl KOHOUrypauuun. Ecam KAMEeHT n cepBep HaxXxoAATCA B Pa3HbIX
noacetsax, Heobxoammo ucnonb3oBatb DHCP petpaHcnatop (relay) ans nepepaun DHCP
NAKeTOB MeXAy KAneHTom un cepsepom. Peanmsauma DHCP npeacrasieHa HUXKe:

N
=

DHCP knueHT DHCP cepBep

Discover

Offer

<

{
\

B3saumogelicteue npotokona DHCP

PasbAcHeHue:
DHCP KnneHT paccblnaeT B JIOKa/IbHYO NOACEeTb WMpoKosewaTenbHble nakTtbl DHCPDISCOVER.

DHCP cepsep npu nonyvyeHnun naketa DHCPDISCOVER otnpasnaet DHCP KnneHTy nakeT
DHCPOFFER BmecTe ¢ IP agpecamu n apyrumu ceTeBbiMn NapameTpamm.

DHCP wneT wnpoKosewatenbHblt naket DHCPREQUEST ¢ nHdpopmaumeir o DHCP cepsepe,
KOTOpbI OH Bbibpan n3 DHCPOFFER nakeTos.

BbibpaHHbI KnneHTom DHCP cepBep otnpasnset naket DHCPACK u knueHT nonyyaer IP agpec
W Apyrue napametpeol.

3TW yeTblpe Wara NPon3BoAAT NPOLLECC ANHAMMNYECKOM HACTPOMKM XOCTa.

OpHako, ecnn DHCP cepsep 1 DHCP KnMeHT Haxo4AaTCcA B Pa3HbIX NOACETAX, CepBep He NoAyyYmT
wnpoKosewatenbHble DHCP nakeTbl, OTNpaB/ieHHble KAMEHTOM U He OoTBeTUT emy. B atom
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cnyyae Heobxoamm DHCP petpaHcnsTtop (relay) ana nepepaum takux DHCP nakeToB mexkay
KNMEHTOM M CEpPBEPOM.

KommyTtatop moxeT pabotatb M Kak DHCP cepsep, u kak DHCP petpaHcnstop. DHCP
noanepyKMBaeT He TO/NbKO AWMHaMMyecKoe HasHayeHue [P agpecoB, HO TaK Xe pyyHyto
nNpuBA3KY agpeca (Hanpumep, yKasatb onpegeneHHbid IP agpec gna onpegeneHHoro MAC
aapeca nav onpegeneHHoro ID ycTpoicTea). Pasnnumna mexay AMHAMUYECKMM U CTaTUYECKUM
Ha3HayeHMem agpecoB: 1) AMHAMMYECKM NONYyYaeMblh afpec MOXKeT ObiTb Kawabl pas
pa3HbIM; NMPUBA3AHHbIA BPYYHYKO aapec Bcerga b6yaeT oanHaKoBbl. 2) Bpema apeHapl IP
agpeca, NONYYEHHOr0 AWMHAMWYeCKM, OAMHAKOBO [A/A BCero agpecHoro nyna, M OHO
orpaHuyeHo. Bpemsa apeHabl IP agpeca, NpMBA3aHHOIO BPYYHYIO, TEOPETUYECKN BECKOHEYHO.
3) OuMHamu4yecKu BblaenAaemble agpeca He MoOryt 6biTb MNpuWBA3aHbl BpydHyto. 4) Myn
OVMHAMWYECKMX aApecoB MOMET Hac/nefoBaTb MNapameTpbl KOHoUrypaumm cetm nyna
OVNHAMUMYECKUX a4 pecoB, OTHOCALLEroca K CerMeHTy.

27.2 DHCP Server Configuration

Cnuncok 3agay KoHourypaummn DHCP cepsepa:

1. BKAtounTb/BbIKAOUYMTL cepBuc DHCP

2. Hactpoutb agpecHbiii nyn DHCP

(1) Cospatb/ypanuTb agpecHsiii nyn DHCP

(2) HacTtpouTtb napameTpbl agpecHoro nysna DHCP

(3) HacTtpouTtb napameTpbl py4yHoro agpecHoro nyna DHCP

3. BKNOUYMTb BeAeHMe KypHana gns KoHGNMKTOB apecos

1. BKNounTh/BbIKAOUYUTL cepBmc DHCP

KomaHga OnucaHune

O6wmin pexxum

service dhcp BK0UNTL/BbIKNOYMTL cepBuc DHCP.

no service dhcp

PeXXum KOHPUryprMpoBaHM nopTa

ip dhcp disbale OTkntoyeHune He nopte DHCP ob6cnykmBaHus,

no Ip dth disable KOMaHAa N0 OTMEHAET OTK/ZIKOYEHUE.
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2. Hactpoutb agpecHbii nyn DHCP

(1) Cospatb/ypannTb agpecHsiii nyn DHCP

KomaHpga

OnucaHue

ip dhcp pool <name>

no ip dhcp pool <name>

O6wui pexxum

Hactpoutb agpecHbiit nyn DHCP. KomaHaa no
oTmeHsAeT nyn agpecos DHCP.

(2) HactpouTb napameTpbl agpecHoro nyna DHCP

KomaHpga

OnucaHue

network-address <network-number>

prefix-length]

[mask |

no network-address

default-router
[<address1>[<address2>[...<address8>]]]

no default-router

dns-server
[<address1>[<address2>[...<address8>]]]

no dns-server

domain-name <domain>

no domain-name

netbios-name-server
[<address1>[<address2>[...<address8>]]]

no netbios-name-server

netbios-node-type  {b-node|h-node|m-node|p-
node | <type-number>}

Pexxum aapecHoro nyna DHCP

Hactpoiika obnactu aapecos, KoTopble
MOTyT 6bITb BblAENEHbI AAPECHOMY Nyy.
KomaHza no oTmeHaeT BblaeneHue
aZlpecHoro nyna.

HacTponKka wat3a no ymoa4yaHuio ans
DHCP knuneHtoB. KomaHaa no otmeHsaeT
LWIKO3 MO YMOJIHAHMIO.

Hactpoika DNS cepsepa pna DHCP
KnmeHtoB. KomaHga no  oTmeHseT
HacTponKy DNS cepBepa.

Hactpolika gomeHHOro nmenu ans DHCP

KnneHtos. KomaHga no  oTmeHser
OOMEHHOe NUMS.
Hactponka agpeca WINS cepsepa.

KomaHZa no OTMEeHAET HaCTPOMKY.

Hactpoiika Tvna y3na pana DHCP
KnneHtoB. KomaHga no oOTMeHAeT Tvn
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no netbios-node-type

bootfile <filename>

no bootfile

next-server
[<address1>[<address2>[...<address8>]]]

no next-server
[<address1>[<address2>[...<address8>]]]

option <code> {ascii <string> | hex <hex> |
ipaddress <ipaddress>}

no option <code>

lease { days [hours][minutes] | infinite }

no lease

max-lease-time {[<days>] [<hours>] [<minutes>] |
infinite}

no max-lease-time

O6wunii pexxum

ip dhcp excluded-address <low-address> [<high-
address>]

no ip dhcp excluded-address <low-address>

[<high-address>]

y3na.

Hactpoika 3arpysodyHoro danna ans
DHCP knmnentoB. KomaHaa no otmeHsieT
3arpy3o4Hbin dpann.

Hactpolika agapeca cepsepa,
pasmellalowero  3arpysoyHbin  daiin.
KomaHga no oTmeHseT yaanseT agpec
cepsepa.

HacTpolika CeTeBoro napametpa,
onpeaeneHHoro Kogom onumn. KomaHaa
No ypanaeT ceTeBoi napamerp.

HacTpolika BpemeHW apeHabl appecos
nyna. KomaHga no yaanaet HacTPOWKy
BPEMEHM apeHabl.

HacTpoiika MaKCMMa/IbHOrOBPEMEHM
apeHabl aApecoB B aApecHom nyne,
KOMaHAa no BOCCTaHaB/iMBaeT
HACTPOMKM NO YMOYAHMIO.

McknioueHne M3 agpecHoro  nyna
aZlpecoB, KoTopble He npeaHa3HayeHbl
ANA AMHAMUYECKOrOo BblAeNeHMS.

(3) HacTtpouTtb napameTpbl py4yHoro agpecHoro nyna DHCP

KomaHpaa

OnucaHue

hardware-address <hardware-address>

3apaTtb/yAanvTb annapaTtHbI agpec,

Pexxum agpecHoro nyna DHCP

npu
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[{Ethernet | IEEE802 | <type-number>}] PYYHOM Ha3Ha4YeHUK agpeca.

no hardware-address

host <address> [<mask> | <prefix-length> ] 3apatb/ypanuts IP aapec, Kotopbin byaeT

no host Ha3HayeH 3a,aHHOMY K/IUEHTY.

client-identifier <unique-identifier> 3agaTb/yaanuTb YHUKaNbHbIM ID
nonb3oBaTens.

no client-identifier

3. BK/IOUUTb BeZeHMe }KypHana ansa KOHGIMKTOB aapecos

KomaHpga OnucaHue

O6wmit pexxum

ip dhcp conflict logging BKAOUMTB/BbIKNIOUNTL BeAeHUe KypHana ana
no ip dhcp conflict logging DHCP appecoB, u4TOObI 0bOHapyXUTb
KOH®IMKTbI a4 pecoB.

PexXum apmuHuUcTparopa

clear ip dhcp conflict <address [ all > Yaoanutb e ANHMUYHYIO 3aNUCb KOHDIMKTA UK
yO3anuTb BCE 3anucu.

27.3 KoHdurypauma DHCP petpaHcnaTopa

Korga DHCP KAneHT U cepBep HaxOOATCA B pa3HbIX cermeHTax, ana nepegaym DHCP naketos
Heobxoamm DHCP  peTpaHcnaTop. MWcnonb3oBaHne DHCP  peTpaHcnAaTtopa  Aaenaet
Heobs3aTenbHbIM HacTpoliky DHCP cepBepa ana Kaxporo cermeHta, oanH DHCP cepsep
MOeT 0b6CNy)KMBaTb HECKONbKO CErmMeHToB, YTO 3PPeKTUBHEE He TO/IbKO C TOYKWU 3peHuA
3aTpaT, HO U C TOYKU 3peHMA yNpaBaeHus.

DHCPDiscover (Broadcast) DHCPDiscover
NN > >
' DHCPOffer (Unicast) DHCPOffer
v = =
\l DHCPRequest (Broadcast) DHCPRequest \
Lot >
% DHCPACck (Unicast) . DHCPAck

A
/

DHCP Client DHCP Relay DHCP Server
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DHCP peTHaHcnsaTop

KaK nokasaHo Ha pucyHke, DHCP knneHT n DHCP cepBep HaxoaaTca B pasHbix noaceTtax. DHCP
K/IMEHT BbINOJIHAET Te e yeTbipe wara DHCP, kak 06bI4HO, TO/IbKO K npoueccy aobasneH DHCP
peTpaHcaaTop.

KnneHT wnet wwupokosewaTenbHbir nakeT DHCPDISCOVER, DHCP peTpaHcnAaTop BCTaBaseT
cBol cobctBeHHbIN IP agpec B none «relay agent» B nakete DHCPDISCOVER n nepecbinaet
naket yKkasaHHomy DHCP cepsepy (ana onucaHus d¢opmata DHCP kagpa obpatutecb K
RFC2131).

Mpun nonyyeHmnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP petpaHcnaTtop, DHCP
cepsep wnet KameHty nakeT DHCPOFFER yepe3 DHCP peTtpaHcaaTop.

DHCP KnuneHT BblOMpPaET cepBep U WNET WKpPoKoBeLwaTenbHbI nakeT DHCPREQUEST, DHCP
peTpaHCAATOP TakKUM e 06pa3om nepecbliaeT ero cepeepy.

Mpn nonyvyeHnmn naketra DHCPDISCOVER, nepecbinaemoro yepes DHCP petpaHcnaTtop, DHCP
cepsep wnet KAneHty naket DHCPACK yepes DHCP peTpaHcaatop.

CnuncoK 3agay koHourypaunm DHCP:
1. Bkntountbe DHCP peTtpaHcasaTop.
2. Hactpoutb DHCP peTpaHcaatop Ana nepecblsiku wnpoKoselwatenbHbix DHCP nakeTos.

3. HacTtpoitka share-vlan.

1. Bkntountb DHCP peTtpaHcaaTtop.

KomaHpga OnucaHue

0O6wmit pexxum

service dhcp DHCP cepsep u DHCP peTpaHCcAsTOp BKAKOYAOTCA

no service dhcp npw BKAKOYEeHMKN cepsuca DHCP.

2. Hactpoutb DHCP peTpaHcasaTop A4nA nepecbinku wmpokoselwatenbHbix DHCP nakeTos.

KomaHpga OnucaHue

O6wmit pexxum
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ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetca ANAa MepPecbiIKK

no ip forward-protocol udp bootps LnpoKoBelLaTesbHbIX naketos DHCP.

Pexxum KoHdurypauum nitepdeiica

ip helper-address <ipaddress> YctaHoBuTb agpec DHCP cepsepa. KomaHga no ip

no ip helper-address <ipaddress> helper-address <ipaddress> oTmeHsAEeT HaCTPOWMKY.

3. Hactpowka share-vlan.

Koraa nonb3oBaTesb XO4YeT MCNO/b30BaTb YCTPOWMCTBO BTOPOro YypoBHS Kak DHCP
PETPAHCNATOP, KOJIMYECTBO KOTOPbIX OrpaHM4Yero, TO MONb30BaTe/lb CO343aeT WHTepdeinc
TPETbEro YpOBHA Ha YCTPOMCTBE BTOPOrO YPOBHS, HO MCNO/Nb30BaHWE MHTepdelica TpeTbero
ypoBHA ana share-vlan (mMoskeT BKIOYaTb HECKONbKO sub-vlan, ogHako sub-vlan TonbKo
cooTtBeTcTByeT share-vlan) moxeT ocywectsnate DHCP peTpaHcnaTop, U 0O4HOBPEMEHHO Ha
YCTPOWCTBE-PETPAHCAATOPE HYXKHO BKIOUYUTL onuuto 82.

KomaHpga OnucaHue

0O6wmit pexxum

ip dhcp relay share-vlan <vlanid> sub- Cospaet/yaanaet share-vlan u sub-vlan.
vlan <vlanlist>

no dhcp relay share-vlan

27.4TNpumepbl KOHPUrypaumm DHCP
CueHapui 1:

YT106bl YNPOCTUTL HACTPOMKY, KOMMAHWUA MCNO/b3yeT KOMMmyTaTop B KavyectBe DHCP cepsepa.
Appec B VLAN-e ynpasneHus - 10.16.1.2/16. JlokanbHanA ceTb pas3aeneHa Ha ase ceTu —Aun B, B
COOTBETCTBMM C pacnonoxeHnem ooducos. HacTpoirkm cetm ana pacnonoxenHunni A un B
NOKasaHbl HUXe.

Myn A(ceTtb 10.16.1.0) Myn B(cetb 10.16.2.0)

YcTpoiicTtso IP address YcTpoiicteo IP address
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LWnto3 no ymonyaHuio 10.16.1.200 LWno3 no ymonuaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS cepsep 10.16.1.202 DNS cepsep 10.16.1.202

WINS cepsep 10.16.1.209 WWW cepsep 10.16.1.209

Tun y3na WINS H-y3en

Bpemsa apeHAbl 3 gHA Bpemsa apeHabl 1 peHb

B pacnonoxeHuun A mawmnHe c MAC agpecom 00-03-22-23-dc-ab HasHayeH PUKCMpPOBaHHbIN IP
aapec 10.16.1.210 1 uma xocta “management”.

Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-Vlan-1) #ip address 10.16.1.2 255.255.0.0
Switch (Config-Vlan-1) #exit

Switch (config) #ip dhcp pool A

Switch (dhcp-A-config) #network 10.16.1.0 24

Switch (dhcp-A-config) #lease 3

Switch (dhcp-A-config) #default-route 10.16.1.200 10.16.1.201
Switch (dhcp-A-config) #dns-server 10.16.1.202

Switch (dhcp-A-config) #netbios-name-server 10.16.1.209
Switch (dhcp-A-config) #netbios-node-type H-node

Switch (dhcp-A-config) fexit

Switch (config) #ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch (config) #ip dhcp pool B

Switch (dhcp-B-config) #network 10.16.2.0 24

Switch (dhcp-B-config) #lease 1

Switch (dhcp-B-config) #default-route 10.16.2.200 10.16.2.201
Switch (dhcp-B-config) #dns-server 10.16.2.202

Switch (dhcp-B-config) #option 72 ip 10.16.2.209

Switch (dhcp-config) #exit

Switch (config) #ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch (config) #ip dhcp pool Al

Switch (dhcp-Al-config) #host 10.16.1.210

Switch (dhcp-Al-config) #hardware-address 00-03-22-23-dc-ab
Switch (dhcp-Al-config) #exit
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PykoBoacTBo no ucnonb3oBaHuio: Koraga DHCP/BOOTP kaneHT nogknatodaetcs K VLAN1 nopty
KOMMYTaTopa, KAMEHT MOMeT MoAy4yuTb agpec Tonbko u3 cetu 10.16.1.0/24 BmecTO
10.16.2.0/24. 3T0 NOTOMY, YTO LIMPOKOBELLATE/IbHbIMA NAaKEeT OT KNMeHTa byaeT 3anpawmnsatb IP
aapec B Tom e cermeHte VLAN mHTepdelica, a IP agpec VLAN uHTepdeica - 10.16.1.2/24,
No3TOMY afpec, HazHaYyaeMblil KAneHTy, byaeT npuHagneskatb cetn 10.16.1.0/24.

Ecan DHCP/BOOTP KAMEHT Xo4eT nonyunTtb agpec B cet 10.16.2.0/24, wnto3, nepecbinaowmii
LUMPOKOBELLATeIbHblE NaKeTbl KAMEHTa, AO/IXKeH npuHagnexkatb cetv 10.16.2.0/24. Ytobbi
KAWEHT nonyumn agpec us nyna 10.16.2.0/24, ponkHa 6biTb obecneyeHa CBA3HOCTb MeXAay
KNIMEHTCKUM LLJTFO30M Y1 KOMMYTaTOPOM.

CueHapwuit 2:

E1/0/1 E1/0/2
192.168.1.1 10.111

DHCP peTtpaHcnaTop DHCP Server
10.1.1.1

% DHCP Client

KoHdurypauna DHCP peTpaHcnaTopa

Kak noKasaHo Ha pUCyHKe, MapLIpyTU3MPYIOLWMI KOMMYTATOP HacTpoeH B Kayectee DHCP
peTpaHcnaTopa. Aapec DHCP cepsepa - 10.1.1.10. LWarn KoHdUrypaummn cneaytowme:
Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 192.168.1.1 255.255.255.0

Switch (Config-if-Vlanl) #exit

Switch (config) #vlan 2

Switch (Config-Vlan-2) #exit

Switch (config)#interface Ethernet 1/2
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Switch (Config-Erthernetl/2) #switchport access vlan 2

Switch (Config-Erthernetl/2) #exit

Switch (config) #interface vlan 2

Switch (Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0

Switch (Config-if-Vlan2) #exit

Switch (config) #ip forward-protocol udp bootps

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip help-address 10.1.1.10

Switch (Config-if-Vlanl) #exit

3ameTKa: PekomeHayeTca MCMNONb30BaTb KOMOMHAUMIO KOMaHA, ip forward-protocol udp

<port> m ip helper-address <ipaddress>. KOMaHAaa ip help-address MOMeT bbITb
HaCTPOeHa TO/IbKO Ha NOPTax 3-ro YPOBHSA M HEe MOXKET BbITb HAaCTPOEHA Ha NOPTaX 2-ro YPOBHS.

CueHapui 3:

Ethernet 1/2 Ethernet 1/3

DHCP Client DHCP peTpaHcnsTop

DHCP Server

Kak nokasaHoO Ha pPUCYHKe, KAWEHT noay4daeT agpec yepe3s DHCP petpaHcnatop. KommyTtatop
AB/IAETCA YCTPOMCTBOM BTOPOro YPOBHA A0CTyna c BKAW4YeHHbIM DHCP-peTtpaHcnsTopom u
onuuen 82. Ethernetl/2 asnaetca noptom gocTtyna, BkAo4YeHHbim B VLAN3, Ethernetl/3
ABNAETCA TpPaHKOBbIM nNOpPTOM, coeauHHeHbim ¢ DHCP cepsepom, agpec KoToporo
192.168.40.199. Ha kommyTatope co3aatotca vlan 1 u uHtepdeic vlan 1, HacTpamBaetca IP
aapec 192.168.40.50. Aapec DHCP-peTpaHcnAaTopa HacTtpamBaetca 192.168.40.199, m vlan3
HacTpamBaeTcs Kak sub-vlan vlani.

KoHdurypauus:

switch (config)#vlan 1

switch (config) #vlan 3

switch (config) #interface ethernet 1/2

Switch (Config-If-Ethernetl/2) #switchport access vlan 3
switch (config)#interface ethernet 1/3

Switch (Config-If-Ethernetl/2) #switchport mode trunk
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switch (config) #service dhcp

switch (config)#ip forward-protocol udp bootps

switch (config)#ip dhcp relay information option

switch (config)#ip dhcp relay share-vlan 1 sub-vlan 3

switch (config-if-vlanl)#ip address 192.168.40.50 255.255.255.0
switch (config-if-vlanl) #ip helper-address 192.168.40.199

27.5NMounck HeucnpasHocTteit DHCP

Echn DHCP knueHTbl He noayyatoT IP agpeca v gpyrve napameTpbl ceTu, Nocae NPOBEpPKU
Kabenew n KAMeHTCKOro obopyao0BaHUA, cneayeT BbINONHUTL CaeaytolLee:

MNposepbTe, 3anyweH nn DHCP cepsep, 3anyctute ero, ecam oH He 3anyweH. Ecam DHCP
KAMEHTbl W cepBepbl HAaXxoAATCA He B OAHOM ¢U3MYECKOM ceTn, NnpoBepbTe, MMeeT n
MapLIpyTU3aTop, oTBevatowmii 3a nepecbinky DHCP naketos, ¢yHKUMo DHCP peTpaHcnaTopa.
Echm  Ha npomexyToyHOM MaplipytmsaTope HeT ¢yHKumm DHCP  peTpaHchasTopa,
pekoMeHAayeTCcA 3aMeHUTb 3TOT poyTep nam obHosuTb ero MO.

B Takom cnyyae, DHCP cepBep A0/1KeH ObiTb MPOBEPEH HA NpeaMET Ha/InuMa afpPecHoro nyna
B TOM e cermeHTte, 4yto n VLAN KOmMMyTaTopa, €C/AM TaKOMW Ny He CyLLecTByeT, ero
Heobxoanmo no6aBUTb.

AppecHbl nyn MoxXeT 6biTb IM60 ANHaMUYECKUM, NMbOo cTaTuyeckum. Hanpumep, ecam B nyne
NPUCYTCTBYIOT KOMaHAbl “network-address” n “host”, ToNbKO oAHA M3 HUX BCTYMUT B CUAY.
Kpome TOro, B py4HOM npuBA3Ke TO/IbKO oAHa npueaska IP-MAC morKeT 6bITb HacTpoeHa B
Kaxkgom nyne. Echm Heob6xoANMMO HECKONBKO NPUBA3OK, HYXKHO CO34aTb OTAE/bHbINA af4PECHbIN
nyn ONs KaxKpon M3 HUX. HoBaa KoHpUrypauma B CTapom nysie nepesanuiueT CTapyto.
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28 KOH®UT'YPALIUA DHCPV6

28.1BBepeHune DHCPv6

DHCPv6 [RFC3315] 370 IPv6 Bepcms NpoToKo/1a AMHammnYeckon koHdurypaumm xoctos (DHCP).
3TOT NpOTOKOAN Ha3sHa4vaeT IPv6 agpeca n apyrne napameTpbl HACTPOMKN CETU TaKMe KaK: agpec
DNS wn pomeHHoe wumsa DHCP knuneHnta, DHCPv6 sBnsertcs yc/OBHOWM aBTOMaTUYECKOM
KOHdUrypaumen npoTtokosa IPv6. B npouecce HacTpoiku agpeca DHCP cepsep npucsausaeT IP
agpec KnveHTy w npepoctasnsetr DNS apgpec, gomeHHoe uma wn umHPopmauuio Apyrom
HacTponkn, naketr DHCP moXeT nepenaBaTbCA uepe3 AeNerMpoBaHHbIN PEeTPaHCNATOP,
HacTponKkn apgpeca IPv6 M KnveHTa 3anucaHbl Ha cepBepe DHCPv6, Bce 37O nosbiwaeT
addeKkTMBHOCTL ynpaBneHus ceTbto. DHCPV6 moKeT obecneunTtb pacluMpeHHyto ¢GyHKUMIO
aeneraumm npedukcos. DHCPv6 cepBep Tak e obecneynsaetr DHCPv6 cepsuc 6es
OTCNEeXMBAHMA COCTOAHMUA, MPU KOTOPOM HA3HAYaloTCA TO/NbKO napameTpbl KOHurypauum,
TaKue Kak agpec DNS cepsepa 1 4OMEHHOE MMA, HO He Ha3Ha4vaeTcA IPv6 agpec.

EcTb Tpn 06beKTa B npoTokone DHCPV6 — KnneHT, cepBep u petpaHcnsaTop. NMpotokon DHCPv6
OCHOBaH Ha npoTtokone UDP. Knuent DHCPv6 otnpasndaeT 3anpoc DHCP cepsepy uan DHCP
peTpaHcNATOpy Ha NopT HasHavyeHua 547, DHCP cepsep (MAM peTpaHCnsTop) OTNpaBAastoT
OTBETbl Ha MNOPT Ha3HayeHua 546. DHCP KknueHT oTnpasnaeT 3anpocbl (solicit) n 3asBku
(request) DHCP cepBepy Ha multicast agpec ff02::1:2.

Solicit (Muticast)

Advertise
LA <
N R t
S == \/
Repl
- eply
DHCPv6 DHCPv6

CornacosaHne DHCPv6

Korga DHCPv6 KnueHT nbiTaetca 3anpocutb y DHCPv6 cepsepa IPve agpec u pgpyrue
napameTpbl, KAMEHT AO/KEH cHadvana Hantm DHCPv6 cepBep, 3aTem Yy)Ke 3anpocuTb
KoHdUrypauusa y cepsepa.

Ons obHapyxeHua cepepa DHCP KknumeHT paccbinaetr naketbl SOLICIT (3anpoc) Ha
LWMpPOKOoBeLWaTeNbHbIn aapec FF02::1:2.

Kaxkgbihn DHCP cepBep, nonyumBlIKMiA 3anpoc, OTBETUT KAMEHTy coobuweHnem ADVERTISE
(npeanorkeHue), KoTopoe coaepKuT naeHTudukatop cepsepa (DIUD) n ero npuopuTer.

BO3MOXHO, YTO KAMEHT MOJIY4UT HECKO/IbKO coobuieHnin ADVERTISE. KnneHT aonskeH BbibpaTthb
OfIUH cepBep U OTBETUTb emy coobuleHnem REQUEST (3asBKa), 4Tob6bl 3anpocuTb agpec,
npeasiosKeHHbl B coobuieHnn ADVERTISE.
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3atem BbibpaHHbIN DHCPV6 cepBep coobuieHnem REPLY (oTBeT) noaTBepXKAaeT HasHayeHue
KnneHTty IPv6 agpeca un gpyrnx HacTpoek.

[aHHble YeTbipe LWara 3aBepLIatoT NPoLecc AMHAMUYECKOM HACTPOMKM XOCTa. TemM He mMeHee,
ecnn DHCPv6 cepsep M DHCPvV6 KAMEHT He HaxoAAaTcs B OAHOM CETU, CEPBEP He MOJYYMT
LIMPOKOBELLATeNbHbIN 3anNpoc OT K/AMEeHTa U He OTBEeTUT emy. B atom cnyvae Heobxoaum
DHCPv6 peTtpaHcnatop(relay), 4tobbl nepecbinate 3aNpocbl MeXAy KIMEHTOM U cepsepom. B
KOMMyTaTope peanunsoBaHbl ¢yHKuum DHCPv6 cepBepa, relay wn KaneHTa pgeneraumm
npedukcos. Koraa DHCPv6 peTpaHcnatop nonyyaet coobuieHne ot DHCPv6 KaueHTa, OH
WMHKancynupyet ero B nakeT Relay-forward n goctasnaet cnegytowemy DHCPvV6 peTpaHcnsTopy
unn  cepsepy. [lpuxogawme oOT cepBepa K peTpaHcnatopy DHPCv6 coobuweHus
WMHKANCcynMpoBaHbl B NakeT Relay-reply. PeTpaHcnaTop ybupaeT MHKaNcynaumio U AocTaBnaeT
naket DHCPv6 KAneHTy nau cneayrowemy peTpaHcaATopY B CETU.

B cnyuyae peneraumm IPv6 npedukcos DHCPv6 cepBep HaACTPOEH Ha MaplipyTmMsaTope
nposanaepa, a DHCPv6 KAMEHT HACTpPOeH Ha MaplpyTU3aTope KAWEHTa, MaplpyTu3aTop
KAMEeHTa WaeT MapLlipyTM3aTopy nposalgepa 3anpoc Ha BblaeneHue npeduKca agpecos u
nosay4YaeT nNpenBapuUTeNIbHO HACTPOEHHbIN NpeduKc, He HacTpaeBasa npeduKc Bpy4UHyHo. 3aTem
KMEHTCKUIA MapLIpyTM3aTop AENUT NOAYYeHHbIA NpeduKe (4 IMHA KOTOPOro He MOXKET ObiTb
MeHble 64) Ha 64 noacetn. [daHHble npeduKcbl OyayT aHOHCMPOBAHbI COOOLLEHUAMMU
06bABNEHMA MapLwpyTM3aTopa (RA) xocTam, NOAKAOYEHHBIM HAaNPAMYHO K KAUEHTY.

28.2 KoHpurypauma DHCPv6 cepsepa
Cnuncok 3agay KoHourypaumm DHCPv6 cepsepa:
1. BKtounTb/BbIkAOUYMTL cepBruc DHCPv6
2. HactpouTb agpecHbin nyn DHCPv6
(1) Co3patb/yaanutb agpecHsii nyn DHCPv6
(2) Hactpoutb napametpsbl agpecHoro nyna DHCPv6

3. Bkatountb ¢pyHKumo DHCPV6 cepBepa Ha nopTty

1. BKtounTb/BbIKAOUYUTL cepBmuc DHCPV6

KomaHga OnucaHune

O6wmit pexxum

service dhcpvé BKAtOUMTL/BbIKNOUNTL cepBuc DHCPVG6.

no service dhcpvé
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2. Hactpoutb agpecHbiii nyn DHCPv6
(1) Cospatb/ypanuTb agpecHsii nyn DHCPv6

KomaHpa OnucaHue

O6wmit pexxum

ipv6 dhcp pool <poolname> Co3patb/yaanuTb agpecHbit nyn DHCPv6.

no ipv6 dhcp pool <poolname>

(2) HactpouTb napameTpbl agpecHoro nyna DHCPv6

KomaHpga OnucaHue

PexXum KoHdurypauum agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address> | Hactpoutb AManasoH IPv6 ajpecos,
{<ipv6-pool-end-address> | <prefix-length>}  HasHauyaembili nynom
[eui-64]

no network-address

dns-server <ipv6-address> Hactpoutb agpec DNS cepsepa ans DHCPv6
no dns-server <ipv6-address> KaneHTa.

domain-name <domain-name> Hactponutb gomeHHoe nmsa DHCPv6 KnneHTa.
no domain-name <domain-name>

excluded-address <ipv6-address> Nckntountb IPV6 agpec, KoTopblii He byaeT

no excluded-address <ipv6-address> HaHA4YaTbCA AUHAMUYECKN.

lifetime {<valid-time> | infinity} | Hactpoutb Bpems Jencrems nnu
{<preferred-time> | infinity} npegnoytuTeNibHoe BPEMA aApPecHoro nyna
no lifetime DHCPv6.
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3. Bkntountb ¢pyHKumo DHCPV6 cepBepa Ha nopTy.

KomaHpga OnucaHue

Pexxum KoHPuUrypaumum nHtepdeiica

ipve dhcp server <poolname> [preference | Bkntountb ¢yHKumto DHCPv6 cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpeaeneHHoOM nopty n npuBeAsaTb

no ipv6 dhcp server <poolname> ncnonolyemoln DHCPV6 agpecHbii nyn.

28.3 KoHdurypauma DHCPv6 petpaHcnaTopa

1. Cnucok 3agay koHdurypauum DHCPV6 peTpaHcnaTopa:
2. BKNounTb/BbIKNOUNTL cepsuc DHCPv6

3. HactpouTtb DHCPV6 peTpaHCAATOp Ha NOPTY

1. BKAounTb/BbIKAOUYMTL cepBuc DHCPV6

KomaHpa OnucaHue

O6wunii pexxum

service dhcpv6 BKAOUNTbL/BbIKNOYUTL cepauc DHCPVG6.

no service dhcpvé

2. HactpounTtb DHCPV6 peTpaHcaaTop Ha nopTy

KomaHga OnucaHue

Pexxum KoHPuUrypauum nHtepdeiica

ipve dhcp relay destination {[<ipv6-address>] VYKa3aTb agpec Ha3HayeHua ANA nepenayu
[interface { <interface-name> | vlan <1- | DHCPv6 naketoB. KomaHaa no vyaandaer
4096>}1} HACTPOWKY.

no ipve dhcp relay destination {[<ipv6-
address>] [interface { <interface-name> | vlan
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<1-4096>}1}

28.4 KoHdurypauua cepsepa generaumm npedpukcos DHCPV6
Cnncok 3agay KoHourypaumm cepsepa generaumm npedpukcos DHCPvE:
1. BKNounTb/BbIKAOUYMTL cepBuc DHCPV6
2. HactpouTtb nyn generaunun npedumkcos
3. Hactpoutb agpecHbiii nyn DHCPv6
(1) Co3zpatb/yaanutb agpecHsii nyn DHCPv6
(2) HactpouTb Nyn aeneraumm npedUKCoB, UCNONb3YEMbIN aAPECHBIM NMY10M
(3) HacTpouTb cTaTU4ecKyto NpUBA3KY Aeneraumm npepuKkcos
(4) HactpouTb apyrue napameTpbl agpecHoro nyna DHCPv6

4. BknounTb GyHKUUIO cepBepa aeneraummn npedukcos DHCPv6 Ha nopTty

1. BKnounTb/BbIKAOUYMTL cepBuc DHCPV6

KomaHga OnucaHune

O6wmit pexxum

service dhcpv6 BK0UNTL/BbIKNOYMTL cepBuc DHCPV6.

no service dhcpvé

2. Hactpoutb nyn generaymm npeduKcos

KomaHga OnucaHune

O6wui pexum

ipv6 local pool <poolname> <prefix|prefix- | Hactpoutb nyn aeneraunm npedpuKcos.

length> <assigned-length>

no ipv6 local pool <poolname>
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3. Hactpoutb agpecHbiii nyn DHCPv6
(1) Co3patb/yaanutb agpecHbii nyn DHCPv6

KomaHpga OnucaHune

0O6wmit pexxum

ipv6 dhcp pool <poolname> Co3pgatb/ypanvTb agpecHbiii nyn DHCPV6.

no ipv6 dhcp pool <poolname>

(2) HactpouTb nyn generaunm npeduKcoB, UCNOJb3yEMbI

KomaHpga OnucaHune

PexXum KoHdpurypauum agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime | YkazaTb nyn aenerauum npeduKcos,
{<valid-time> | infinity} {<preferred-time>| | ncnonb3yembln agpecHbIM Ny/JIOM WU Ha3HaA4YUTb
infinity}] npeduKc KNeHTy.

no prefix-delegation pool <poolname>

(3) HacTpouTb cTaTMyeckyto NpuBA3KY Aeneraumm npedrKcos

KomaHaa OnucaHune

Pexxum KoHdurypauum agpecHoro nyna DHCPv6

prefix-delegation <ipv6-prefix/prefix- | HacTpouTb cTaTMYECKyI NPUBA3KY AeNeraumm
length> <client-DUID> [iaid <iaid>] [lifetime | npedukcos.

{<valid-time> | infinity} {<preferred-time> |
infinity}]

no prefix-delegation <ipv6-prefix/prefix-
length> <client-DUID> [iaid <iaid>]
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(4) Hactpoutb gpyrue napameTtpbl agpecHoro nyna DHCPv6

KomaHpga OnucaHue

Pexxum KoHdurypauum agpecHoro nyna DHCPv6

dns-server <ipv6-address> Hactpoutb agpec DNS cepsepa ans DHCPv6
no dns-server <ipv6-address> RAnEHTa.
domain-name <domain-name> Hactpoutb gomeHHoe uma DHCPv6 KnuneHTa.

no domain-name <domain-name>

4. BknounTb GyHKUUIO cepBepa aeneraummn npedumkcos DHCPv6 Ha nopTty

KomaHpga OnucaHune

Pexxum KoHdurypauum nitepodeiica

ipve dhcp server <poolname> [preference | Bkntountb ¢yHKkumio DHCPv6 cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpeaeneHHoOM nopty n npuBA3aTb

no ipv6 dhcp server <poolname> ncnonbayemblit DHCPv6 agpecHbii nyn.

28.5 KoHpurypauma knmeHta generaumm npedpumkcos DHCPv6

Cnuncok 3agay KoHoUrypaumm KnmeHTa generaunm npedurkcos DHCPv6:
1. BKntounTb/BbIkAOUYMTL cepBruc DHCPV6

2. BKaountb GyHKLMIO KNneHTa aeneraumm npedpukcos DHCPv6 Ha npoTy

1. BKAounTb/BbIKAOUYMTL cepBuc DHCPV6

KomaHga OnucaHune

O6wui pexum

service dhcpv6b BKAtoUMTb/BbIKAOUNTL cepBuc DHCPVG6.
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no service dhcpv6é

2. BKaountb PyHKLMIO KNneHTa generaumm npedpukcos DHCPv6 Ha npoTy

KomaHpa OnucaHue

Pexxum KoHdurypauum nutepdeiica

ipv6 dhcp client pd <prefix-name> [rapid- BKaountb  PYyHKUMIO  KAMEHTA  Aenerauum
commit] npedunkcos DHCPv6 Ha npoTy M accoumaumto
nosyyeHHoro npedmKca C  HACTPOEHHbIM

no ipv6 dhcp client pd
YHUBEpPCasbHbIM NpedrKcom.

28.6 NMpumepbl KoHPUrypauumn DHCPv6
Mpumep 1:

Mpu pa3BepTbiBaHUM ceTen IPv6 KommyTtaTopbl cepum QTECH moryt ObiTb HacTpPOEHbl B
Kayectee DHPv6 cepBepoB pgna  ynpasneHuma  pacnpegeneHunem  agpecos  |Pv6.
MNopaeprkmeatotca oba pexkmma DHCPV6 — ¢ oTchexknsaHMem coctosiHUA u H6es Hero.

Tononorus:

Ha ypoBHe pocTyna ucnonb3yetcA KOMMyTatop 1 AnAa NOAKNKYEHWA MOJib30BaTeNnemn
obwexntna. Ha nepBOmM YypoOBHEe arperauyMm KommyTaTop 2 HacTpoeH Kak DHCPv6
peTpaHcnaTop.HHa BTOPOM ypoOBHe arperaumm KommyTtaTop 3 HacTpoeH Kak DHCPv6 cepsep 1
COeAIMHEH C MarucTpasibHoM ceTbto. Ha KomnbloTepax AoaXKHa 6biTb ycTaHoBAeHa OC Windows
Vista, B KoTopoit ectb DHCPV6 KnneHT.
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i DHCPv6 Server

DHCPvV6 Relay

Switch3
V1: 2001:da8:1:1::1
V10: 2001:da8:10:1::1

Switch2
V1: 2001:da8:1:1::2

V10: 2001:da8:10:1::2
V100: 2001:da8:100:1::1

Switchl

DHCPv6 client

KoHdurypauua kommyratopa 3:

Switch3>enable

Switch3#config

Switch3 (config) #service dhcpvb6

Switch3 (config) #ipv6 dhcp pool EastDormPool

Switch3 (dhcpv6-EastDormPool-config) #network-address 2001:da8:100:1::1
2001:da8:100:1::100

Switch3 (dhcpv6e-EastDormPool-config) #excluded-address 2001:da8:100:1::1
Switch3 (dhcpv6e-EastDormPool-config) #dns-server 2001:da8::20
Switch3 (dhcpvée-EastDormPool-config) #dns-server 2001:da8::21

Switch3 (dhcpvée-EastDormPool-config) #domain-name dhcpv6.com

. QTECH © www.qtech.ru

MWP [OCTYMHEE



Switch3 (dhcpv6-EastDormPool-config)#lifetime 1000 600

Switch3 (dhcpv6e-EastDormPool-config) #exit

Switch3 (config) #interface vlan 1

Switch3 (Config-if-Vlanl) #ipv6é address 2001:da8:1:1::1/64

Switch3 (Config-if-Vlanl) #fexit

Switch3 (config) #interface vlan 10

Switch3 (Config-if-Vl1anlO0) #ipv6 address 2001:da8:10:1::1/64

Switch3 (Config-if-V1anlO0) #ipv6 dhcp server EastDormPool preference 80
Switch3 (Config-if-Vl1anlO0) #exit

Switch3 (config) #

KoHburypaursa KoMMyTaTopa 3:

Switch2>enable

Switch2#config

Switch2 (config) #fservice dhcpvo

Switch2 (config) #interface vlan 1

Switch2 (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::2/64
Switch2 (Config-if-Vlanl) #fexit

Switch2 (config) #interface vlan 10

Switch2 (Config-if-Vl1anl0) #ipv6 address 2001:da8:10:1::2/64
Switch2 (Config-if-Vl1anlO0) #exit

Switch2 (config) #interface vlan 100

Switch2 (Config-if-vV1anl00)#ipv6 address 2001:da8:100:1::1/64
Switch2 (Config-if-vV1anl00) #no ipv6 nd suppress-ra

Switch2 (Config-if-v1anl00) #ipv6 nd managed-config-flag
Switch2 (Config-if-v1anl00)#ipv6 nd other-config-flag

Switch2 (Config-if-v1anl00)#ipv6 dhcp relay destination 2001:da8:10:1::1
Switch2 (Config-if-v1anl00) #exit

Switch?2 (confiqg) #

28.7 NMNounck HecunpasHocTeit DHCPv6

Ecnn DHCPv6 KAneHT He moXeT noayumnTtb IPv6 agpec n gpyrme cetesble napameTpbl, nocne
npoBepKn Kabenen n KANEHTCKoro obopyaoBaHus caeayeT BbINONHUTL CaeaytoLee:
e [lposepbTe, 3anyweH nm DHCPv6 cepsep, 3anycTuTe ero, ecan OH He 3anyuweH. Ecaum
DHCPv6 KAueHTbl M cepBepbl HAaXOAATCA He B OAHOM PU3NYECKON CEeTU, MPOBEPLTE,
MMeeT N MaplipyTU3aTop, oTBeyalolwmnii 3a nepecbliky DHCPv6 nakeTtoB, ¢yHKUUIO

DHCPv6 peTpaHcnsTopa. EcanM Ha nNpomexyTouHOM MaplipyTusaTtope HeT GyHKUuu
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DHCPv6 peTpaHcaaTopa, peKoMeHAyeTcA 3aMeHUTb 3TOT poyTep uam obHosuTb ero MMO.
MHorga XocTbl, NOAKNKOYEHHbIE K KOMMYyTaTOpam CO BKAtoYeHHbiIm DHCPv6, He moryt
nonyuntb IPv6 agpec. B atoi cuTyaumm B nepsyto ovyepeab HEO6XOAMMO NPOBEPUTD,
NOAKNOYEHbl /I MOPTbl, K KOTOPbIM MOAKAIOYEHbl XOCTbl, K MNOPTY, K KOTOpOMY
noakntoyeH DHCPv6 cepsep. Ecnvm nogkntoueHo Hanpamyto, ybeantbea, 4To afpecHbl
nyn IPv6 VLAN-a, K KOTOpOMY MPUHAANEXUT NOPT, HAaXoAUTCA B OAHOM MOACETU C
agpecHbiMm nysom, HacTtpoeHHbim Ha DHCPv6 cepsepe. Ecan nogkntoyeHbl He Ha
NPSAMYIO, U MeXAY XOCTOM M cepBepom HacTpoeH DHCPv6 peTpaHcnsaTop, HeobxoaAnmo
B NepBylo oyepeab NPOBEPUTb, HACTPOEH N NpaBuNbHbLIM IPV6 agpec Ha nHTepdeice
KOMMyTaTopa, K KOTOpPOMY MNOAKAYAIOTCA XOCTbl. EcAnM He HacTpoeH, HacTpouTb
npaBuabHbi IPv6 agpec. Ecnv HacTpoeH, HeobxoaMMO NpPOBEpPUTb, B OAHOM /n
noacetn c¢ DHCPv6 cepBepom HaxoamuTca HacTpoeHHbln IPv6 apgpec. Ecam Her,

noanymcra, 4ob6asbTe ero B agpecHbIl Nyn.
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29 KOH®UT'YPALMA ONuUnn 82 DHCP

29.1BBeaeHue B onuyuto 82 DHCP

Onums 82 DHCP 1o onuua MHpopmaumn petpaHcampytowero areHTta (Relay Agent). Onuma 82
DHCP HanpaBnieHa Ha yKpenneHue 6esonacHoctn cepsepos DHCP u yaydlwieHua MNOAUTUKK
KoHourypauumn IP agpecos. PeTpaHcaupyowmini areHT gobasnaet onuuio 82 (BKAKOYAOLLYHO
du3nyeckMii NopT AOCTyna KAWeHTa, uAeHTUPUKATOp YCTpOWCTBA A[OCTyma M ApYrywo
nHoopmauymio) B8 DHCP 3anpoc, nonyyeHHbI OT KAWeHTa, 3atem nepecbinaetr ero DHCP
cepBepy. Koropa DHCP cepsep, KOTOpbIM noageprknsaeT ¢yHKUMIO onumu 82, nonyyaet
coobleHne, OH BblaenseT KAneHTy [P agpec v ppyrve napameTpbl B COOTBETCTBUU C
npeAHacTPOEHHbIMW NOAUTUKAMM U MHPOopMaLumen B onummn 82. B To Ke Bpema DHCP cepsep
MOXEeT UAeHTUOMUMPOBATL BCE BO3MOXKHble aTakm DHCP coobuieHMAmM B COOTBETCTBUM C
nHbopmaumen B onumm 82 1 3aWwnTUTb OT HUX. DHCP peTpaHCcanpylowmii areHT CHUMET Onumio
82 ¢ oTBeTHOro coobuieHna M nepeaact ero onpeaeneHHOMy NOPTy YCTPOMCTBA AOCTyna, B
COOTBETCTBMU C UHPOpMaumen o dmusnyeckom nopte B onumn. MNpmumeHerHue onumnm 82 DHCP
NPO3paYHo 417 KAMEHTa.

29.1.1 CrpyKrypa coobweHusa onuumn 82 DHCP

CoobuieHne DHCP moKeT MMeTb HECKOJIbKO CerMEHTOB Onuuii, onumsa 82 ogmMH u3 HMX. OHa
AO0/1KHa ObITb NOC/e APYrUX Onuui, HO Ao onuun 255. BoT ee dopmar:

Code Len Azent Information Field
—— f—— —— f—— —— —— +—— —+——— +
| &= | H | i1 | iz | i3 | i4 | | iH |
—— f——— —— f—— ——— f—— +—— S +

Code: npeacTaBaseT NOpPsAAKOBbLIA HOMEP onuMn MHGOPMALUM PETPAHCAUPYIOLLETO areHTa,
onunA 82 Tak HasbiBaeTcA notomy, Yto RFC3046 onpepensneT ee Kak 82.

Len: KonnyecTBo 6ainT B Nose MHGOPMaLMKM areHTa, He BKAtoYana ABa b6aliTa B cermeHTe Code m
cermeHTe Len.

Onuua 82 MOXKeT MMeTb HECKOIbKO cyb-onuumii, TpebyeTcs Kak MMHUMYM OogHa cyb-onuums.
RFC3046 onpeaenset cnegytowme ase cyb-onummn, popmaT KOTOPbIX MOKA3aH HUXKE:

Sublpt Len Sub—option YWalue
———— F————— S S f———— S +—— —t————— +
| 1 | H | =1 | == | =3 | =4 | | =H |
+——— +——— +——— t——— +——— +——— +— A +

Sublpt Len Sub—option ¥Walue
+—————= - - d———— - f———— +—— +
| =2 | H | 1l | 1z | 13 | 14 | | i1H |
+———— e F————— F———— S F———— +—— —t———— +
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SubOpt: nopsgKoBbii HOmep cyb-onumn, NopsaKoBbid Homep cyb-onumm Circuit-ID — 1,
nopsAKOBbIN Homep cyb-onuum Remote ID — 2.

Len: KonnyecTBo 6anT B cyb-onumm, He BKAKOYanA ABa baliTa B cermeHTe SubOpt u cermenTe
Len.

29.1.2 MexaHu3sm paboTbi onuuu 82

DHCP Relay/Agent

S

DHCP Client DHCP

JOwnarpamma noTtokos onuum 82 DHCP

Ecan DHCP peTpaHcaupytowmim areHT nogaep»kueaet onumio 82, DHCP KnneHT gonxKeH Nnpontm
cneaytowme yeTbipe wara, 4Tobbl nonyunts IP agpec ot DHCP cepBsepa: discover, offer, select u
acknowledge. MpoTtokon DHCP cnepyeT npueeneHHOM HUXKe npoueaype:

1) DHCP KAMeHT npu MHULMANM3ALMM NOCbIAET WMPOKoBeLaTelbHOe CoobLLeHNe 3anpoca.
3710 coobuleHne He nmeeT onuumn 82.

2) DHCP peTpaHcaupylowWwmin areHT Aob6asut onumio 82 K COObLIEHUIO 3anpoca, KOTOPOEe OH
Nony4uT, 3aTem nepeLusieT 3to coobuieHne DHCP cepsepy. Mo ymonyaHuto cyb-onuma 1 onumm
82 (Circuit ID) aTo nHdopmauua ob uHtepdeiice, K Kotopomy noaratodeH DHCP kanenT (VLAN
n $u3Myeckoin nopT), HO NoAb3oBaTeNb MOXKeET HacTpouTb Circuit ID no cBoemy ycmMoTpeHuio.
Cy6-onuma 2 onumm 82 (Remote ID) ato MAC agpec yctpoiictea DHCP peTpaHcaaTopa.

3) Nocne nonyyeHma DHCP 3anpoca DHCP cepBep BblAenuT KaneHty IP agpec u apyrywo
nHbopmaumio, B COOTBETCTBMM C NPEAHACTPOEHHbIMU NOANTUKAMU U MHPOPMaLMen B ONUUK
82. 3atem OH HanpaBut DHCP peTpaHcaupylolemy areHty otBeTHoe coobuieHne ¢ DHCP
KOHdUrypaumein n onuuen 82.

4) DHCP peTpaHCAUPYIOLMI areHT O4YUCTUT OTBETHOE COObLLLEHME OT onuumK 82 1 HanpaBUT ero
KINEHTY.
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29.2 CnucoK 3aaa4 KoHpurypauum onumm 82 DHCP

. BkntounTtb onuymio 82 DHCP peTpaHcampyowero areHTa

. Hactpontb aTpubyTtbl uHTEpdeiica onunm 82 DHCP

. Bkntouuntb onuymto 82 DHCP cepsepa

. HactpouTb pasagenutens

. Hactpoutb metopa co3gaHma onumm 82

1
2
3
4. HactpouTb dopmaT no ymonyaHuo onumnm 82 DHCP peTpaHcampyrowero areHTa
5
6
7

. MpoBoaAnNTb ANMATHOCTUKY U NoaaepKKy onumn 82 DHCP

1. Bkntouuntb onumio 82 DHCP peTpaHcanpytoLero areHTa.

no ip dhcp relay information option

KomaHpa OnucaHune
O6wunit pexxum
ip dhcp relay information option BkntoyaeT  ¢yHKuMmM  onumum 82  Ha
PETPAHC/AUPYIOWEM areHTe KommyTaTopa.

KomaHga no BbIKkAOYaET QyHKUMIO.

2. HactpouTtb aTpnbyTbl MHTEpdeica onumm 82 DHCP

KomaHpga

OnucaHue

ip dhcp relay information policy {drop | keep
| replace}

no ip dhcp relay information policy

Pexxum KoHouUrypauum nHtepdeiica

YcTaHaBAMBAET MNOAUTUKM  PETpPaHCAALUM
COOOLLEHUA, KOTOPOE YXKE COAEPHKUT ONUUIO
82. Pexxum drop o3HayaeT, 4To cooblueHue,
cogep:kagee onuuio 82, byaet oTbpoleHo
6e3 Kakoh nmnbo obpaboTtku. Pexxkmm keep
O3Hauyaer, yTo cuctema OCTaBUT
OpUIrMHanNbHYtO onumio 82 U  nepepgact
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Ip dhcp relay information option subscriber-
id {standard | <circuit-id>}

no ip dhcp information

subscriber-id

relay option

coobuweHne cepBepy. Pexum  replace
O3Hayvaer, 4yTOo cucTema 3aMeHuT
cylecTBytoLLyto onumio 82 cBoei 1 nepeaact
coobuieHune cepsepy. KomaHaa no ycTaHOBUT
NONINTUKY B PEXUM MO yMmon4vaHuto — replace.

YctaHaBnmBaeT ¢opmat cyb-onummn 1 onumu
82 (Circuit ID), standard o3Havaer
CTaHaapTHble Ha3eaHuA VLAN n ¢usmyeckoro
nopta, Hanpumep «Vlan2+Ethernet1/0/12»,
<circuit-id> 310 coXKeprkaHue circuit-id,
3aZlaHHOro nosb3oBaTenem (CTpoKa He bonee
64 cumBonoB). KomaHZa noO yCTaHOBUT
CTaHAapPTHbIN popmar.

0O6wmit pexxum

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-
id

YctaHasnmBaetr ¢opmaT cyb-onuum 1 onuum
82 (Remote ID). KomaHAa no ycTaHOBUT
CTaHAapPTHbIN popmarT.

3. Bkatountb onuuto 82 DHCP cepsepa.

KomaHpga

OnucaHue

06wuii

ip dhcp server relay information enable
no ip dhcp server relay information enable

pexum

NMo3ssonsaer DHCP cepBepy KommyTtaTopa
naeHTndumumnposatb onumio 82. KomaHaa no
OTK/IOYAET 3Ty QYHKLUMUIO.

4. HactpouTb dopmaT no ymondaHuio onumnm 82 DHCP peTpaHCAMpPyOLLEro areHTa

KomaHpaa

OnucaHue

o6wui

ip dhcp relay information option subscriber-
id format {hex | acsii | vs-hp}

pexum

YctaHasnmBaet ¢dopmat subscriber-id onuum
82 peTpaHCAMpPYIOLLErO areHTa.
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ip dhcp relay information option remote-id
format {default | vs-hp}

YctaHasnmBaeT ¢opmat remote-id onuunm 82
peTpaHCAMPYIOLLLEro areHTa.

5. HactpouTb pasgenutens

KomaHpaa OnucaHune
O6wui pexxum
ip dhcp relay information option delimiter HactpauBaer pasgenutenb Kakaoro
[colon | dot | slash | space] napameTtpa cybonuuii B onuuu 82 B
no ip dhcp relay information option delimiter rnobanbHom PEXRUME. KomaHpa no
BOCCTaHaB/MBAET pasaenurtenb no

ymonyanuio — slash.

6. HactponTb menoT cosgaHma onummn 82

KomaHpga

OnucaHue

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

ip dhcp relay information option self-defined
remote-id format [ascii | hex]

ip dhcp relay information option self-defined
subscriber-id {vlan | port | id (switch-id (mac
| hostname) | remote-mac)| string WORD }

no ip dhcp relay information option self-
defined subscriber-id

ip dhcp relay information option self-defined
subscriber-id format [ascii | hex]

O6wmit pexxum

YcTaHaBAMBaeT mMegoT co3gaHuAa onuumn 82,
Nno/sb3oBaTenu MoryT CaMOCTOATENIbHO
onpeaenvTb MapameTpbl cyb-onuum remote-
id.

YcTaHaB/MBaeT No/ib30BaTeIbCKUi dopmat
remote-id ans onuuu 82.

YcTaHaBAMBaeT MeTosd Co3aaHmA onuum 82,
Nno/sib3oBaTenu moryT CaMOCTOATE/NIbHO
onpeaennTb MapameTpbl cyb-onuum circuit -
id.

YcTaHaB/AMBAET N0/1Ib30BaTENbCKUIM popmaT
circuit -id gna onumn 82.
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7. MpoBOAUTb ANATHOCTMKY U noaaepxky onuun 82 DHCP

KomaHpa OnucaHue

Pexxum agmuHuUcTpartopa

show ip dhcp relay information option OTobpakaeT WHOOPMAUMIO O COCTOAHMMU
onumm 82 B CUCTEME, BKIKYaa Bce
napameTpbl HACTPOMKM.

debug ip dhcp relay packet NcnonbayeTca ana oTobparkeHua
nHoopmauum o6 obpaboTtke naketos B DHCP
peTpaHCcAnpyoLWeM areHTe, BK/ItOYas
AeNCcTBUA «406aBUTb» U KOUUCTUTLY.

29.3 NMpumepbl npumeHeHua onuumn 82 DHCP

‘ DHCP Agent Relay
\/ Vlan2:ethernetl/ '

DHCP cepsep

DHCP Client PC2 KommyTaTop 2
Tunoson npumep NnpumeHeHusa onummn 82 DHCP

B paHHOM cxeme oba KommyTaTopa BTOPOro ypoBHA (1 ¥ 2) noAxAtoyYeHbl B KOMMYTaToOpy
TpeTbero yposHaA (3), KoTopbln nepeaaeT DHCP 3anpocbkl OT KAMEHTOB cepsepy. Ecnv onuusa 82
BblKNtoueHa, DHCP cepBep He CMOXKeT pacno3HaTb, U3 KAaKOM NOACETU KANEHT, U BCE KANEHTDI,
NoAKNOYEeHHble K KomMmyTaTopam 1 u 2, 6yayT nony4yaTb agpeca u3 obLiero agpecHoro nyna
DHCP cepBepa. locne BkatoueHus onuum 82, T.K. KOmmyTaTop 3 pobaBnsetr K 3anpocy
MHPopMauMIO O NOPTE, CepBep CMOXKET pPacno3HaTb, B KAKOW CETU HAXo4UTCA KAUEHT
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(KommyTaTop 1 MnM KOMMyTaTop 2) U, TaKMM 06Pa3OM, CMOXKET BblAENATb Pa3HOe afpecHoe
NPOCTPAHCTBO ABYM MOACETAM, YTOObI YNPOCTUTL YNpPaB/ieHMeE CeTbio.

KoHourypaums komytatopa 3 (MAC agpec 00:1f:ce:02:33:01):

Switch3 (Config) #service dhcp

Switch3 (Config) #ip dhcp relay information option

Switch3 (Config) #ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3) #ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP cepBep nomiepxmBaeT ONumMio 82, ero KOHOUI'YPalUMOHHEM OGami
/etc/dhcpd. conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Classl" {

match if option agent.circuit-id = "Vlan2+Ethernetl/0/2" and option
agent.remote-1d=00:1f:ce:02:33:01;

}

class "Switch3Vlan2Class2" {

match 1if option agent.circuit-id "Vlan2+Ethernetl1/0/3" and option

agent.remote-1d=00:1f:ce:02:33:01;

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2Classl";
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}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP cepsep 6yaeT BblaenaTb agpeca Ana y3N0B C KOMMyTaTopa 2 M3 AMana3oHa
192.168.102.21 ~ 192.168.102.50, a gna Kommytatopa 1 u3 guanasoHa 192.168.102.51 ~
192.168.102.80.

29.229.4 NMouck HeuncnpasHocTeit onuun 82 DHCP

Onuma 82 DHCP peannsoBaHa Kak noadyHkuma moayna DHCP petpaHcnatopa. Mpexage, yem
ee ucnonb3oBaTb, Heobxoaumo ybegutbcs, uto DHCP peTpaHcAupyrowmMin areHT HacTPOeH
npasuabLHO.

Onumus 82 Tpebyet B3aumogenctema DHCP petpaHcnaTtopa n DHCP cepsepa. DHCP cepsep
OO/MKEH YCTAaHOBUTb MONAUTUKY BblAENEHUA aApPecoB OCHOBbLIBAACb HA CETeBOM TOMOAOTUMU
DHCP peTpaHcnatopa, HO, Aaxe ecnam peTpaHcnsatop paboTaeT HOPManbHO, BblAeNeHue
aJpecoB MOXKeT He noayuutbcA. Ecam B cetu 6onblie Oo4HOrO peTpaHCAATopa, yaenute
BHMMaHKWe noantuke nepegayum DHCP 3anpocos.

Mpun peanusaummn ¢yHKumm onumm 82 DHCP petpaHcnaTtopa, noapobHas uHdopmauma o
npouecce paboTtbl pyHKUnM onumm 82 DHCP peTpaHcaaTopa MOXKET ObiTb NONy4eHa KOMaHAOoM
«debug ip dhcp relay packet». 3Ta nHbopmauua MOKET NOMOYb B MOUCKE HEMCMNPABHOCTEMN.

MNpu peanunsaunm ¢yHKumm onumm 82 DHCP cesepa, noapobHas uHpopmauma o npouecce
paboTbl dpyHKUMM onumnm 82 DHCP cepsBepa moxeT b6biTb NonydeHa KomaHaon «debug ip dhcp
server packet». 3Ta HGOpPMaLMA MOXKET MOMOYb B NOUCKE HEMCNPABHOCTEMN.
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30 Onunn 60 1 43 DHCP

30.1BsepeHue B onuyum 60 u 43 DHCP

DHCP cepBep aHanusupyeT naketbl oT DHCP knueHTa. Ecnm npuxogut naker ¢ onumen 60,
cepBep MpuUHMMaeT pelleHne Bo3BpawaTtb aAnm DHCP-knneHTy naketbl ¢ onuuen 43 B
COOTBETCTBMU C onumeint 60 M HacTpamsaeT napameTpbl 60 1 43 B agpecHOM MPOCTPAHCTBE

cepsepa DHCP.

HacTpoika cootBeTcTBYytOWMX onumii 60 u 43 B agpecHom npoctopaHcTtee DHCP-cepBepa:

1 B agpecHom npocTpaHCTBe HacTpaumBatoTca onumm 60 1 43 ogHoBpemeHHo. Mpuxoant

DHCP naket c onuuelt 60 ot DHCP knneHTa, ecnmn oH coBnagaeTt c onuumein 60 agpecHoro

npoctpaHctea DHCP cepsepa, DHCP KaueHT nonyyuut onumio 43, HACTPOEHHYI B

a4pecHOM npocTpaHcTee, Hade onunA 43 DHCP kKnneHTy He BO3BpallLaeTca.

2. B apgpecHOM MpOCTpaHCTBE HACTpamMBaeTca TONbKO onuma 43, coBnagatowasn ¢ noboin

onuuei 60. Echm nonydyeH DHCP naket ¢ onumeit 60 ot DHCP knuneHTa, To DHCP KaneHt

NOAYyYMT onumio 43, HACTPOEHHYIO B a4 PECHOM NPOCTPAHCTBE.

3. Ecan B agpecHOM MNPOCTPAHCTBE HACcTpoeHa Tosbko onuma 60, To DHCP KaneHT He

NoAyyYmT onuuio 43.

30.2 HacTpoiika onuuii 60 1 43 Ha DHCP

1 ba3oBble HacTpoliKkK onunii 60 1 43.

KomaHpga

OnucaHune

option 60 ascii LINE

option 43 ascii LINE

option 60 hex WORD

PexXum KoHOUrypaumm agpecHoro NpocTpaHcTea

Hactpoika onuum 60 B CMMBO/IbBHOW CTPOKe B
dopmate ascii B perume ip-agpecHoro
npoctpaHctea DHCP

Hactpoika onuun 43 B CMMBOJIBHOW CTPOKe B
dopmaTte ascii B pexumme ip-agpecHoro
npoctpaHctea DHCP

HacTtpoika onummn 60 B CUMBO/IbHOM CTPOKE B
dopmate hex B pexume ip-agpecHoro
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option 43 hex WORD

option 60 ip A.B.C.D

option 43 ip A.B.C.D

no option 60

no option 43

npoctpaHcTea DHCP

Hactpoika onuun 43 B CMMBOJ/IbHON CTPOKe B
dopmate hex B pexumme ip-agpecHoro
npoctpaHctea DHCP

HacTtpoika onumn 60 B CMMBONILHOM CTPOKe B
dopmate IP B  pexumme  ip-agpecHoro
npoctpaHctea DHCP

HacTpoika onumn 43 B CMMBO/IbHOM CTPOKe B
dopmate IP B pexumme ip-agpecHoro
npoctpaHctsa DHCP

YaaneHue HacTpoeK onuum 60 B pexxmume
afipecHOro NpPocTpaHCTBa

YpaaneHune HacTtpoek onuuun 43 B pexkume
a4pecHOro NPOCTPaHCTBA

30.3 Mpumep HacTpoiikn onuun 60 n 43 DHCPv6

XocTt

s

Switch

DHCP cepeep

Fit AP nonyuyaert IP agpec n onyunio 43 — npmnsHak DHCP cepsepa ana otnpasKkn ogHOAAPECHOIO
discovery 3anpoca Ha 6ecnpoBogbliit KoHTponnep. DHCP cepsep HacTpamsaeT onuuio 60 B
cooTBeTCcTBMM ¢ onumeli 60 Fit AP 1 Bo3BpawaeT 43 onumto FTP AP.

# Hactpoiika DHCP cepBepa

router (config) #ip dhcp pool a

router (dhcp-a-config)foption 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6
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30.4YcTpaHeHue HeucnpasHocTe 60 u 43 onuun DHCP

Ecnn Bo3HMKalOT npobnem npu HacTpoike DHCP onuuit 60 1 43, noxanyicta ybeamutecb, 4to
npob6siembl He Bbi3BaHbI C/IeAyOWMMN MPUYNHAMMU:

e [lpoBepbTe BKAOYEHA K GYHKUMA cayK6bl DHCP
e [Ecnun HaCTpOEHO agpecHoe NPOoCTPaHCTBO onummn 60, ybegmTech, 4TO OHO COYeTaeTCA C
onumen 60 B naKkeTax

31 Onuuun 37, 38 DHCPV6

31.1BsepeHue B onuyun 37, 38 DHCPv6

DHCPv6 (npoTokon AuvHamuyeckon KoHdurypauum xoctoB ana IPve) paspaboTtaH ana
agpecHon cxembl IPv6 1 ncnonb3yeTtcsa ansa HasHadeHusa xoctam IPv6 npedukcos, IPv6 agpecos
N OPYrMX KOHPUTYPaLMOHHbIX NapamMeTpoB.

Echmn DHCPv6 KAueHT Xo4yeT 3anpocuTb NapameTpbl KoHdurypauum ot DHCPv6 cepBsepa,
Haxo4ALWeroca B 4pyrom cermeHTe, To ana atoro notpebyetca DHCPv6 peTpaHcnaTop. DHCPv6
cooblieHne, NPUHATOE pPeTPaHCAATOPOM, WHKancyaupyetca B «relay-forward» naketsl,
nepenpasnsemMmble cepBepy, KoTopblit 3atem oTBedyaeT DHCPv6 peTpaHcnsTopy naketammu
«relay-reply». 3atem peTpaHcnaTop BOCCTaHaBAMBaeT M3 3Tux naketoB DHCPv6 coobuieHne u
nepecobiNaeT ero KAneHTy.

EcTb HekoTopble npobnaembl nNpu ucnonb3osaHum DHCPv6 peTpaHcnatopa, Hanpumep: Kak
Ha3Hauutb [P agpec B OUKCMPOBAHHOM AMana3oHe KOHKPeTHbIM nosb3oBaTenam? Kak
nsbexatb HeneranbHoro npucsoeHusa [P agpecoB, BbI3BAHHOrO aTaKoOM, HALENEeHHOM Ha
ncyepnaHne ceoboaHbix agpecoB? Kak wu3bexatb HeneranbHbix DHCPV6 KnaveHTOB,
ncnonbyowmx MAC agpec Apyrux KAMEHTOB? 3T Npobaembl peLlatoTcA NocpesCcTBOM ONLUUiA
37 v 38 DHCPv6 (RFC4649 1 RFC4580).

Onuum 37 1 38 DHCPVv6 noao6Hbl onuum 82 DHCP. DHCPV6 peTpaHcnaaTop gobasaseTt onuum
37 n 38 K nepecblnaembiM 3anpocam M ybupaeT 3TM ONuUMKM U3 OTBETOB cepBepa. Takum
obpazom npumeHeHue onunii 37 n 38 Npo3payHo 4N1A KAMEHTa.

Mo onumam 37 n 38 DHCPv6 cepBep moxeT ayTeHTUdMumposaTb DHCPv6 kKnneHTta n DHCPv6
peTpaHcanpylowee yCTPONCTBO, HAa3HAYaTb U YNPaBAATb KAMEHTCKMMW agpecamm, TEM CaMbiM
npegoTBpawaTtb pasnmyHbie DHCPv6 aTaku. Tak KaK cepsep onpegenaer, C KAaKoro nopTta
O0CTyna npuLwen 3anpoc, OH MOXKET OrpaHNYUTb KOJIMYECTBO BblAENAEMbIX A4PECOB Ha MopT
[O0CTYyNa, TeM CaMbiM NPeaoTBPATUTL aTaKy, HaLeNeHHYI Ha uciyepnaHue agpecos. OAHAKO
RFC4649 n RFC4580 He onpeaensatoT, Kak cepsep byaetr mcnonb3osaTb onumu 37 u 38,
NONb30BaTe/Ib MOXET UCNOJIb30BaTb MX MO CBOEMY YCMOTPEHMUIO.
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31.2 Cnucok 3aaa4 KoHpurypauumm onummn 37, 38 DHCPv6

1. KoHdurypauma 6a3osbix onuuii Dhcpve snooping

2. KoHourypauma 6a3osbix onumin Dhcpvb petpaHcaaTopa

3. KoHourypauma 6a3osbix onumit Dhcpvb cepsepa

1. KoHdurypauma 6a3osbix onuuii Dhcpve snooping

KomaHpa

Description

ipv6 dhcp snooping remote-id option

no ipv6 dhcp snooping remote-id option

ipv6 dhcp snooping subscriber-id option

no ipv6 dhcp snooping subscriber-id option

ipv6 dhcp snooping remote-id policy {drop |
keep | replace}

no ipv6 dhcp snooping remote-id policy

ipv6 dhcp snooping subscriber-id policy

{drop | keep | replace}

no ipv6 dhcp snooping subscriber-id policy

O6wuin pexxum

Bkntovaetr nogpepkky onuum 37 B DHCPv6
snooping. KomaHga no BbIK/IlOYaeT

NOAAEPIKKY.

Bkntouaet nogaepkky onumm 38 B DHCPV6E
snooping. KomaHaa no BbIKNOYaET

NOAAEPIKKY.

YCTaHaBAMBAET NOJINTUKY NEPECHIJIKM MAKETOB,
yXKe coaeprkalmx onumto 37.

drop — cuctema npocto oTbpocuUT nakeTbl C
onumuein 37;

keep — cuctema COXpaHWUT UCXOLHYHO OMLMUIO
37 v nepeLuneT NakeT cepeepy;

replace — cuctema 3amMeHUT CyLLECTBYHOLLYHO
onuuto 37 cBoel U nepewneT NakeT cepBepy.
KomaHga no ycTaHaBiuBaeT NOJIUTUKY
replace.

YCTaHaBAMBAET NONUTUKY NEPECHIIKU NAKETOB,
yXe cofeprkalmx onumio 38.

drop — cuctema NnpocTo oT6POCUT NaKeTbl €
onuuen 38;

keep — cucTema COXpaHUT UCXOLHYIO ONUMIO
38 1 nepeLwneT NakeT cepsepy;
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ipvée dhcp snooping subscriber-id select (sp |
sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

ipvé dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

replace — cuctema 3aMeHUT CyLLECTBYIOLLYIO
onuuto 38 cBOEN U NepewneT NaKeT cepBepy.
KomaHgaa no ycTaHaBauBaer NOINTURY
replace.

HacTtpaunsaer No/Ib30BaTENbCKYIO
KoHUrypauuio onunii subscriber-id, KomaHaa
NO BOCCTaHaBAMBaeT KoHdurypauuio no
YMOANYaHuio, T.e. 3aBOACKOM HOMEpP BMecCTe C
VLAN MAC.

Hactpaunsaer NoNb30BaTE/IbCKYHO
KoHbuUrypaumto onumii subscriber-id, Komanga
NO BOCCTaHaB/AMBAeT KoHdUrypauuio no

YyMONYaHuio, T.e. Ha3BaHme VLAN Bmecte ¢
Ha3BaHWeMm nopra.

Pexxum noprta

ipv6 dhcp snooping remote-id <remote-id>

no ipv6 dhcp snooping remote-id

ipv6 dhcp subscriber-id

<subscriber-id>

snooping

no ipv6 dhcp snooping subscriber-id

3agaetr ¢opmy pgobasneHua onuum  37.
<remote-id> 310 cogeprkaHue nona remote-id
B onpeaeneHHON nosb3oBaTenem onuuun 37,
CTpOKa He 6one 128 cumsonos. KomaHga no
BOCCTaHaBAMBaeT KoHUrypauuio no
YMOJIYaHWIO, T.e. 3aBOACKON HOMep BMecTe C
VLAN MAC.

3apgaetr ¢opmy pgobasneHua onuum 38.
<subscriber-id> 3T0 cogeprkaHne nonA
subscriber-id B onpeaeneHHom

nonb3oBaTenem onuum 38, CTpoka He b6one
128 cumBonoB. KomaHaa no BocCTaHaBAMBaET
KOHPUIypaumo No YMONYaHUIO, T.€. Ha3BaHWe
VLAN BmecTe C Ha3BaHMeMm MopTa, Hanpumep
"Vlan2+Ethernet1/2".
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2. KoHdurypauymsa 6a3osbix onunit Dhcpvb petpaHcnsTopa

KomaHpa

Description

ipv6 dhcp relay remote-id option

no ipv6 dhcp relay remote-id option

ipv6 dhcp relay subscriber-id option

no ipv6 dhcp relay subscriber-id option

ipv6 dhcp relay remote-id delimiter WORD

no ipv6 dhcp relay remote-id delimiter

ipv6 dhcp relay subscriber-id select (sp | sv |
pv | spv) delimiter WORD (delimiter WORD |)

no ipv6 dhcp relay subscriber-id select
delimiter

O6wuin pexxum

Bkntovaetr nogaeprkky onumn 37 B DHCPv6
peTpaHcnatope. KomaHga no  BbIKAKOYaeT

noaAep KKy.

Bkntovaetr nogaepkky onumm 38 B8 DHCPv6
peTpaHcnaTope. KomaHga no BblKAKOYaeT

NOAAEPMKKY.

HactpauBaer No/1Ib30BaTENbCKYIO
KOHOUrypaumio onuuii remote-id. KomaHga
No BOCCTAaHaBAMBAaEeT KOHUrypaumio no
YMONYaHWIO, T.€e. 3aBOACKOM HOMEpP BMECTe C
VLAN MAC.

Hactpausaet NoNb30BaTe/IbCKYIO
KoHourypaumio  onumit  subscriber  -id.
KomaHza no BOCCTaHaB/NMBaeT
KOHUrypaumo No  YyMONYaHUIO, T.€.

Ha3BaHMe VLAN BmecTe c HazBaHMeM nopTa.

Pexxum KoHurypauum nHtepdeiica 3-o yposHsa

ipv6 dhcp relay remote-id <remote-id>

no ipv6 dhcp relay remote-id

ipv6 dhcp relay subscriber-id <subscriber-id>

no ipv6 dhcp relay subscriber-id

3apaet ¢opmy pobasnedus onuum  37.
<remote-id> 310 cogepKaHue nona remote-
id B onpeaeneHHOM nosnb3oBaTenem Onuuu
37, cTpoka He 6one 128 cumBosnoB. KomaHaa
NO BOCCTaHaB/AMBAET KOHUrypauuo no
YMON4YaHuto, T.e. 3aBOACKON HOMEpP BMecCTe C
VLAN MAC.

3apaet ¢opmy pobasneHnsa onuum  38.
<subscriber-id> 370 cogepxaHue nonA

subscriber-id B onpeaeneHHoun
nosnb3oBaTesniem onuumn 38, cTpoka He bHonee
128 CUMBOJIOB. KomaHpa no
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PykoBoacTBO nonb3osatena
31. Onuwnn 37, 38 DHCPv6

263

BOCCTaHaB/AMBaeT KoHbUrypaunio no
yMON4aHuto, T.e. Ha3BaHune VLAN BmecTe ¢
Ha3BaHMEM nopra, Hanpumep
"Vlan2+Ethernet1/2".

3. KoHdurypauua 6a3osbix onumit Dhcpvb cepsepa

KomaHpga

Description

O6wui pexum

ipv6 dhcp server remote-id option

no ipv6 dhcp server remote-id option

ipv6 dhcp server subscriber-id option

no ipv6 dhcp server subscriber-id option

ipv6 dhcp use class

no ipv6 dhcp use class

ipv6 dhcp class <class-name>

no ipv6 dhcp class <class-name>

Bkntovaetr nogaepkky onumn 37 8 DHCPv6
cepsepe. KomaHpga no BbIKNOYaEeT

NoAAEPMKKY.

Bkntouaetr nogaepkky onumm 38 B DHCPv6
cepsepe. KomaHaa no BbIKNOYaET

NOAAEPIKKY.

Bkntouaet noanepKry MCNo/ib30BaHUA
DHCPv6 KnaccoB npu NpMCBOEHUWN a4pPecos.
KomaHga no BblKAO4YaeT 37O, He yaanas
HacTponKkn knaccos DHCPv6.

Onpepenser DHCPv6 knacc u BxoauT B
pexum KoHodwurypaumm DHCPv6 Knacca.
KomaHga no yganaet Knacc.

Pexxum KoHouUrypauum nutepdeiica

ipv6 dhcp server select relay-forw

no ipv6 dhcp server select relay-forw

Bknwoyaer BblbOp onum 37 u 38
BHYTPEHHEro YypOBHA, KOrga B MNakeTe,
npuwealwem oT peTpaHCNATopa, cywecrsyeT
HeckonbKo onuuii 37 nan 38. KomaHaa no
BO3BpPALLAET HACTPOMKY MO YMOAYAHMUIO, T.€.
Bblbop onuuin 37 w38 OpPUTMHANbHbIX
NaKkeTos.

Pexxum KoHdurypauum DHCPv6 Knacca
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{remote-id [*] <remote-id> [*] | subscriber-id | Hactpausaer onumu 37 un 38, KoTOpble
[*] <subscriber-id> [*]} COOTBETCTBYIOT K/1accy.

no {remote-id [*] <remote-id> [*] |
subscriber-id [*] <subscriber-id> [*]}

PeXTn KoHdurypauum nyna agpecos DHCPv6

class <class-name> AccoummpyeT Knacc C MNyn1oOM agpecos U
BXOAMT B PEXMM KOHPUrypaumm Knacca B
nyne agpecos. KomaHga no ybupaet
accoumaumio.

no class <class-name>

address range <start-ip> <end-ip> YcTaHaBnAMBaeT AuanasoH aapecoB  AnA
DHCPv6 kKnacca. KomaHga no ypgansaet
AnanasoH. ®opma 3anucu «npedukc/anmHa»
He noaaepyKuBaeTcs.

no address range <start-ip> <end-ip>

31.3Npumepbl onnum 37, 38 DHCPv6

31.3.1 Npumep onumii 37, 38 B8 DHCPV6 Snooping

KommyTaTtop B

<>

Interface E1/1 KommyTaTtop A

Interfade E 1/3 Interface E 1/4

Interface E 1/
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Cxema onuun B DHCPV6 Snooping

ACornacHo cxeme Mac-AA, Mac-BB 1 Mac-CC — obbluHble Nnoab3oBaTeNn, NOAKAIOYEHHbIe K
HeZoBepeHHbIM UHTepdelicam 1/2, 1/3 n Y% cooTtBeTcTBeHHO. OHM nony4yatoT IP agpeca 2010:2,
2010:3 n 2010:4 no DHCPv6; DHCPVv6 cepBep nogKkntoyeH K goBepeHHomy uHTepdeiicy 1/1.
HacTpoeHo Tpu NoAUTUKKM BblaeneHua agpecos (Knaccos), CLASS1 cooTtseTcTByeT onuuu 38,
CLASS2 cooTtsetctByeT onumn 37, a CLASS3 — onuunam 37 n 38. B nyne agpecos EastDormPool
3anpocam, cooTBeTcTByOWMM Knaccam CLASS1, CLASS2 n CLASS3 6yayT Ha3Ha4veHbl agpeca us
AnanasoHos 2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 n
2001:da8:100:1::61-2001:da8:100:1::100 cooTBEeTCTBEHHO. Ha KOMMyTaTOpe A BKAOYEHA
¢dyHKuma DHCPv6 snooping 1 HacTpoeHbl onuun 37 n 38.

KoHdurypaumna kommytatopa A:

SwitchA (config) #ipv6 dhcp snooping remote-id option
SwitchA (config) #ipv6 dhcp snooping subscriber-id option
SwitchA (config)#int e 1/1

SwitchA (config-if-ethernetl/1l) #ipv6 dhcp snooping trust
SwitchA (config-if-ethernetl/1) #exit

SwitchA (config) #interface vlan 1

SwitchA (config-if-vlanl)#ipv6 address 2001:da8:100:1::1
SwitchA (config-if-vlanl) #exit

SwitchA (config)#interface ethernet 1/1-4

SwitchA (config-if-port-range) #switchport access vlan 1
SwitchA (config-if-port-range) fexit

SwitchA (config) #

Konburypaumusa komMMyTaTopa B:

SwitchB (config) #service dhcpvb6

SwitchB (config) #ipv6 dhcp server remote-id option
SwitchB (config) #ipv6 dhcp server subscriber-id option
SwitchB (config) #ipv6 dhcp pool EastDormPool

SwitchB (dhcpvo-eastdormpool-config) #network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB (dhcpvé-eastdormpool-config) #dns-server 2001::1

SwitchB (dhcpvb-eastdormpool-config) #domain-name dhcpv6.com

SwitchB (dhcpvée-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB (dhcpvée-eastdormpool-confiqg) #exit

SwitchB (config) #

SwitchB (config) #ipv6e dhcp class CLASS1
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SwitchB (dhcpv6-class-classl-config) #remote-id 00-1f-ce-00-00-01 subscriber-
id vlanl+Ethernetl/1

SwitchB (dhcpvé-class-classl-config) #fexit
SwitchB (config) #ipv6 dhcp class CLASS2

SwitchB (dhcpvé6-class-class2-config) #remote-id 00-1f-ce-00-00-01 subscriber-
id vlanl+Ethernetl/2

SwitchB (dhcpvé-class-class2-config) #exit
SwitchB (config) #ipv6 dhcp class CLASS3

SwitchB (dhcpvé-class-class3-config) #remote-id 00-1f-ce-00-00-01 subscriber-
id vlanl+Ethernetl/3

SwitchB (dhcpvé-class—-class3-config) #exit
SwitchB (config) #ipv6 dhcp pool EastDormPool
SwitchB (dhcpvé-eastdormpool-config) #class CLASS1

SwitchB (dhcpvé-pool-eastdormpool-class-classl-config) #address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB (dhcpvé-pool-eastdormpool-class-classl-config) #exit
witchB (dhcpvbe-eastdormpool-config) #class CLASS2

SwitchB (dhcpvée-pool-eastdormpool-class-class2-config) #address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB (dhcpvée-eastdormpool-config) #class CLASS3

SwitchB (dhcpvé-pool-eastdormpool-class-class3-config) #address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB (dhcpvé-pool-eastdormpool-class-class3-config) #exit
SwitchB (dhcpvée-eastdormpool-confiqg) #exit

SwitchB (config) #interface vlan 1

SwitchB (config-if-vlanl) #ipv6 address 2001:da8:100:1::2/64
SwitchB (config-if-vlanl)#ipv6 dhcp server EastDormPool
SwitchB (config-if-vlanl) #exit

SwitchB (config) #

31.3.2 Mpwumep onumii 37, 38 Ha DHCPV6 peTpaHcasaTope
Mpumep 1:

Mpwn passBepTbiBaHUKU IPV6 ceTn ans BblaeneHus IPv6 agpecoB moxKeT ObiTb MCMO/b30BaHa
dyHKumMA cepepa DHCPv6 Ha maplupyTU3MpPYIOLWEM YCTPOMCTBE, €C/ CNeLnanbHblii cepBep
MCNONb3yeTcA ANA PAaBHOMEPHOro pacnpegeneHuna v ynpasneHuma IPvé6 agpecamn. DHCPv6
cepBep noaneprkmBaetr oba pexkmMma, C OTciexuBaHue coctosHus (stateful) m 6e3 Hero
(stateless).

Tononorusa cetu:

Ha ypoBHe poctyna wucnonb3yetcA KommyTatop 1 Ana nNOAKAOYEHWA Monb3oBaTenem
obwexnTna;, Ha nNepBOM YPOBHE arrperaunMm KommyTaTop 2 HacTpoeH Kak DHCPv6
peTpaHCAATOpP; HAa BTOPOM YPOBHe arrperaumm KommyTtaTop 3 HacTpoeH Kak DHCPv6 cepsep u
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COeZINHEH C MarncTpanabHoOM ceTblo. Ha KomnbloTepax Ao/XKHa 6biTb ycTaHoBneHa OC Windows
Vista, B KoTopoit ectb DHCPV6 KnneHT.

DHCPv6 Server

Switch3
V1:2001:da8:1:1::1
V10: 2001:da8:10:1::1

DHCPvV6 Relay

Switch2

V1: 2001:da8:1:1::2

V10: 2001:da8:10:1::2

V100: 2001:da8:100:1::1 /

Switchl

DHCPv6 client

Cxema npumeHeHus onuunii B8 DHCPV6 peTpaHcaaTope

KoHpurypauma kommyTtatopa 2:

S2 (config) #service dhcpvb6

S2 (config) #ipv6e dhcp relay remote-id option

S2 (config) #ipve dhcp relay subscriber-id option

S2 (config) #vlan 10

S2 (config-vlanlO) #int vlan 10

S2 (config-if-vlanl0) #ipv6 address 2001:da8:1:::2/64

S2 (config-if-vlanlO) #ipv6e dhcp relay destination 2001:da8:10:1::1
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S2 (config-if-vlanl0) #exit
S2 (config) #

31.4 Nowuck HencnpasHocten onuuii 37, 38 DHCPv6

MakeTbl 3anpocos, oTvcbinaemble DHCPv6 KameHTom, 3To multicast nakeTbl, Moay4veHHble
yctpoicteom BHyTpu ero VLAN. Echu DHCPv6 cepBep Xo4yeT No/syy4aTb NaKeTbl OT K/AMEHTA,
K/IMEHT U cepBep AO0/KHbl HaxoauTbca B ogHom VLAN, nHaye HeobxogmMmo MCNONb30BaTb
DHCPv6 peTpaHcasaTop.

Ob6paboTtka onuuit 37,38 npn DHCPv6 snooping MOXKeT NpoXoAuTb OAHUMM W3 Cnepytolmx
06pa3oB: 3aMeHUTb OpUTMHaAbHble onuMn 37,38 cBOMMK; OTOPOCUTbL NakeT ¢ onumsamu 37,38;
He BbINO/IHATL onepayumio AobaBneHus, nepesaydn namn otbpacbiBaHnAa naketa. Nostomy, ecau
IPv6 agpec He Nony4YeH B COOTBETCTBUM C onumnamm 37,38, norKanyncra, NpoBepbTe HACTPONKN
nonntuk DHCPv6 snooping Ha BTopom ycTtpoiictBe. DHCPv6 cepBep no ymonyaHuio nonyyaet
onumn 37,38 13 nakeTa, OTNPABAEHHOIO KAMEHTOM, TaK *Ke MOXKeT NoayyaTb UX U3 MaKeTa,
OTNPaBAEHHOro PeTPaAHCAATOPOM.

DHCPv6 cepBep npoBepseT Tonbko onuun 37,38, pobasneHHble nepsbim DHCPv6
PETPAHCNATOPOM, 3TO 3HAYMT, YTO B MAKETAX PETPAHCAATOPA AEeNCTBUTENbHbI TONIbKO ONUMK
37,38 camoro rnyboKoro ypoBHs.

. QTECH © www.qtech.ru

MWP [OCTYMHEE



32 KOH®UTYPALUA DHCP SNOOPING

32.1BsepeHune B DHCP Snooping

DHCP Snooping 03Ha4aeT, 4To KomMmyTaTop HabaoaaeT 3a npoueccom npucsoenus IP agpecos
no npotokony DHCP. 3710 npegotepaliaet noasneHme HeneranbHbix DHCP cepsepos n DHCP
aTakM MnyTemM HaCTPOMKU [OBEPEHHbIX M HeaoBepeHHbix noptoB. DHCP coobuweHue ¢
[0BEpeHHbIX NOPTOB Nepegaetca 6e3 nposepku. MNpu TUNUYHON KOHOUIypaLUKN SOBEPEHHbIE
nopTbl Mcnonb3yTca gna nogknwovyeHma DHCP cepsepa uam DHCP peTpaHcnaTtopa, a K
HefOBEpPEHHbIM MOPTaM NOAKNYAOTCA KAueHTbl. C HeAoBepeHHbIX NOPTOB KOMMYTaTop
b6yaet nepecblnatb Tonbko DHCP 3anpocbl, HO He oTBeTbl. EcnnM ¢ HepoBepeHHOro nopTta
nonyyeHo coobuweHne DHCP oTtBeTa, KOMmyTaTop NOAHWMMET TPEBOry W npegnpumet
onpegeneHHble AeNCTBMA C NOPTOM, COMNAaCHO HACTPOMKAM, HanpuMep BbIKAOYEHUE WU
CO34aHNe «4epHOM Ablpbl».

Echn BkaouyeHa npueaska DHCP Snooping, KOMMyTaTOp COXpaHUT B  COOTBETCTBYHOLLEM
Tabnuue ceasyowyo uHPopmauuio o Kaxgom DHCP kaneHTe c HepoBepeHHOro nopTa
(skntoyaa MAC agpec, IP agpec, apeHay IP, Homepa VLAN u nopTta). imea Takyto nMHbopmauuio
DHCP Snooping MOXHO KOMBUHMPOBATb C APYrMMU MOAYAAMM, TaKUMMU, Kak dotlx n ARP, nam
CaMOCTOATENIbHO Peasin3oBaTb KOHTPO/Ib AOCTYNa NO/Ab30BaTeNen.

3awmta ot nopgpenbHoro DHCP cepsepa: ecnm KommyTtaTop nepexsBaTbiBaeTr otseT DHCP
cepsepa (BKkntoyaa DHCPOFFER, DHCPACK n DHCPNAK), oH nogHMmeT TpeBory v npegnpumer
onpefeneHHble AeNCTBUA, COTACHO HAaCTPOMKaM (BbIKNOYEHME NOPTA AW CO34aHNE KYEPHOWN

ObIPbI»).
3awmta ot neperpy3kun DHCP: Ytobbl nsberkatb 60nbworo Konanyecrsa coobuwieHnin DHCP,

aTaKyHoLLMX NPOLLECCOp, NMOAb30BaTElb MOXKET OrPaHMYUTb CKOPOCTb NonydeHma DHCP nakeTos
Ha 40BEepPEHHbIX N He,0BEPEHHbIX NOPTax.

3anucb cBasyowmx gaHHbix DHCP: DHCP snooping npu nepecbinke DHCP nakeTtos 6yaer
3anuncbiBaTb CBA3YHOLWME AaHHble, BblaeneHHble DHCP cepsepom. MOXHO TaK e 3arpy3uTb 3TU
OAHHbIE Ha cepBep B LEeNsAX BOCCTAHOBAEHUA yTePAHHOM MHPopmaumn. CeA3ylowMe AaHHble, B
OCHOBHOM, UCNONb3YIOTCA ANA HACTPONKM AMHAMUYECKUX NOb30BaTeIbCKMX nopToB dotlx. 3a
nogpobHoi nHdopmaumeit o dotlx obpaTmuTech, NoXKanymcTa, K rnaBe «Hactpoiika dotlx».

Do6aBneHune ceasywowero ARP: MoXKHO 106aBUTb cTaTUYeCKyto cBA3KY ARP B COOTBETCTBUM C
ANHAMUYECKMMU AaHHbIMK, 4TODObI NpeaoTBpaTUTL ARP MOLWEHHNYECTBO.

[Dob6aBneHne paoBepeHHbIX NONb30BaTeNel: MOXKHO A006aBUTb 3aNMCK B CMUCOK AOBEPEHHbIX
nosnb3oBaTesieil B COOTBETCTBUM C MapameTpamMu CBA3YIOLWMX AaHHbIX; 3TM NO/b30BaTeNN
nonyyaT A40CTyn Ko Bcem pecypcam 6e3 dotlx ayteHTUdMKaumu.,

ABTOMaTUYECKOE BOCCTAHOBJ/IEHME: Yepe3 HEKOTOPOe BPeMsA Mocae BbIK/NYEHUA NopTta Uau
CO34aHMA «YEpPHOW Ablpbl», HYXHO aBTOMATM4YecKn ybpaTb 6a0KMpoBKY nopta uam MAC
aZipeca v oTnpasuTb NpU 3TOoM MHGOPMaLMIO Ha cepBep Yepes syslog.

. QTECH © www.qtech.ru

MWP [OCTYMHEE



dyHKUMA KypHana: Korga KommyTaTtop 06HapyXMBaeT HEHOPMa/ibHble NaKeTbl, OH A0/IKEH
oTNpaBMTb MHGOPMaLMIO Ha CEPBEP XKypHana Yepes syslog.

LndposaHne npusaTHbIX COOBLLEHUN: CBA3b MEKAY KOMMYTAaTOPOM U BHYTPEHHEN CUCTEMOM
ynpasneHuns 6e3onacHocTbto cetn TrustView npoucxogut yepes npuBaTHble COOBLLEHUA.
Monb3oBaTenu moryT WnppoBaTb 3TM CO0bLLEHNA B BEPCUM 2.

dyHKuMnAa aobasneHune onuum 82: pasnunyHole onuum 82 aobasnatorca B DHCP coobuieHme B
COOTBETCTBMM CO CTAaTYCOM ayTEHTUPMKALMM NONb30BATENA.

32.2NocnepoBatenbHOCTb 3a8a4 KOHPuUrypaumm DHCP Snooping
. Bkntountb DHCP Snooping
. Bkntountb pyHKumo npusaskm DHCP Snooping
. Bkntountb pyHKuMio npmeaskm ARP DHCP Snooping
. Bkatountb ¢pyHKumMio onumnm 82 DHCP Snooping
. YCTaHOBUWTb BEPCUIO MPUBATHbIX NAKETOB
. YcTaHOBUTb 3aWwndpoBaHHbIM Katoy DES ans npuBaTHLIX MaKeToB
. YcTtaHosuTtb agpec DHCP cepsepa

. HacTpouTb foBepeHHble NOpPTbI

O 00 N O U b W N

. Bkntountb dpyHKumio npuesaskm DHCP Snooping DOT1X

10. BKntoumntb PpyHKUMo npmasku DHCP Snooping USER

11. lo6aBnTb 3anmncu B CTaTUYECKUIA CNIUCOK

12. YcTaHOBUTb AEMACTBUA 3aLLMUTbI

13. YcTaHOBUTb OrpaHMyeHne ckopoctu nepegaydn DHCP coobuweHuni
14. BKNtounTb OTNAAKY

15. HactpouTb atpmnbyTbl onummn 82 DHCP Snooping

1. Bkntountb DHCP Snooping

KomaHga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping enable BkntounTh/BbIKAOUMTE DHCP Snooping.

no ip dhcp snooping enable
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2. Bknountb dyHKUMI0 Nnpusaskm DHCP Snooping

KomaHpga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding enable BKNtOUMTL/BbIKNOUYNTL GYHKUMIO NpuBAa3Kku DHCP

no ip dhcp snooping binding enable Snooping.

3. Bknountb dyHKUMIo Nnpusaskm ARP DHCP Snooping

KomaHga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding arp BKNOYMTL/BbIKNOUNTL GYHKLUMIO NpuBA3KKN ARP

no ip dhcp snooping binding arp DHCP Snooping .

4. BknounTb dyHKUmto onumm 82 DHCP Snooping

KomaHpa Onucaxune

Fno6anbHbIN pexxum

ip dhcp snooping information enable BKNOUYMTL/BbIKNOUNTL GYHKUMIO onuumn 82 DHCP
no ip dhcp snooping information enable Snooping.
5. YCTaHOBUTb BEPCUIO NPUBATHbIX NAaKeTOB

KomaHga OnucaHune

Fno6anbHblii pexxum

ip user private packet version two HacTpouTb/yaanuTb BEPCUIO MPUBATHbIX MAKETOB.
no ip user private packet version two
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6. YCTaHOBMWTb 3aliMbpoBaHHbIN Katod DES ans npuBaTHbIX NaKeToB

KomaHpa

OnucaHune

Fnob6anbHblii pexxum

enable trustview key 0/7 <password>

no enable trustview key

HacTpouTb/yaanuTb 3aindpoBaHHbIn Kntoy DES
ANA NPUBATHbIX NAKETOB.

7. YctaHoButb agpec DHCP cepBepa

KomaHpga

OnucaHune

Fno6anbHblii pexxum

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr>
(secondary|)

no ip user helper-address (secondary|)

HactpouTb/yaanutb agpec DHCP cepsepa.

8. HactpouTb gosepeHHble NopTbl

KomaHpga

OnucaHune

Pexxum nopra

ip dhcp snooping trust

no ip dhcp snooping trust

Coenatb nopt JAoBepeHHbIM. KomaHaa
OTMEHSAET HaCTPOIKY.

no

9. BKAounTb dyHKUMto npmeaskn DHCP Snooping DOT1X

KomaHpga

OnucaHue

Pexxum nopra
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ip dhcp snooping binding dotl1x BKOUYNTL/BbIKNOYMTD GYHKLMIO NpuBsa3Ku DHCP

no ip dhcp snooping binding dotlx Snooping DOTIX.

10. BKnouuntb pyHKumMo npmeaskmu DHCP Snooping USER

KomaHpga OnucaHue

Pexxum nopra

ip dhcp snooping binding user-control BKNtOUMTL/BbIKNOUNTL GYHKUMIO NpuBA3Kku DHCP

no ip dhcp snooping binding user- Snooping USER .

control

11. Jo6aBnTb 3aNnCKU B CTAaTUYECKUI CMINCOK

KomaHpga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding user <mac> | Jo06aBuTb/yAanuTb 3aNMUCK B CTaTUYECKUIA CMINCOK.
address <ipAddr> <mask> vlan <vid>
interface (ethernet|) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

12. YcTaHOBUTb AEMACTBUA 3aLLMUTbI

KomaHga OnucaHune

Pexxum nopra

ip dhcp snooping action | YcTaHOBMTb/OTMEHUTb aBTOMATUYECKMNE 3aLLUTHbIE
{shutdown | blackhole} [recovery @ aeWcTBMA Ha nopTax.
<second>]
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PykoBoacTBO nonb3osatena

il R

32. KoHourypauma DHCP Snooping 274
no ip dhcp snooping action
13. YcTaHOBUTb OrpaHMyeHne ckopoctu nepegaydn DHCP coobuweHuni

KomaHpga OnucaHue

Fnob6anbHblii pexxum

ip dhcp snooping limit-rate <pps> YCTaHOBUTb OrpaHU4YeHMe CKOPOCTU nepesayu
no ip dhcp snooping limit-rate DHCP coobuienuii.
14. BKNOYMTb OTAAAKY

KomaHpga OnucaHue

Pexxum agmuHucTpaTopa

debug ip dhcp snooping packet Moxanyncta, obpaTuTecb K COOTBETCTBYIOLLEMN

debug ip dhcp snooping event
debug ip dhcp snooping update
debug ip dhcp snooping binding

rnaBe NonCKa HEMCI'IpaBHOCTeﬁ.

15. HactpouTb aTpnbyThl onummn 82 DHCP Snooping

KomaHpga

OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp}

ip dhcp snooping information option remote-
id {standard | <remote-id>}

no ip dhcp snooping information option

YcraHasnunsaeT ¢popmar subscriber-id onumm
82 DHCP snooping.

YcTaHaBAMBaeT  codeprkaHue  cyb-onuuum
remote-id onuum 82. KomaHpa no
BO3BpaLLAET CTaHAaPTHbIM popmar.
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remote-id

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option
allow-untrusted

ip dhcp snooping information option

delimiter [colon | dot | slash | space]

no ip dhcp snooping information option
delimiter

ip dhcp snooping information option self-
defined remote-id {hostname | mac | string
WORD}

no ip dhcp snooping information option self-
defined remote-id

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac) |
string WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Paspewaert Hefo0BepPEHHbIM noptam
npuHumatb DHCP naketbl ¢ onuuen 82. Ecau
He BK/IOYEHO, BCe HeaoBepeHHble MopThl
6yayT otbpacbiBatb DHCP nakeTbl ¢ onuuen
82.

YcTaHaBAMBaET pa3aennTenb An8 napameTpoB
cyb-onumn  onumm  82. KomaHaa no
yCTaHaB/MBaeT pa3ae/inTeNb Mo YMOAYAHUIO —
slash.

3apaetr meTon  co3daHuAa onuum 82,
no/sib30BaTeNu MOTryT CaMoCToATENbHO
onpeaenuTb nNapameTpbl cyb-onuum remote-
id.

MNMonb3oBaTenbckuin popmat remote-id gna
onumu 82.

3apaeT meTon  co3daHuAa onuunm 82,
no/sib3oBaTeNu moryT camocToATeNIbHO
onpeaenuTb MNapameTpbl cyb-onuuu circute-
id.

Monb3oBaTenbcknit  dopmat circuit-id ans
onumu 82.

Pexxum nopta

ip dhcp snooping information option

subscriber-id {standard | <circuit-id>}
no ip dhcp snooping information option
subscriber-id

YcTaHaBnAMBaeT  cogepikaHue  cyb-onumm
circuit-id onuun 82. KomaHga no Bo3BpallaeT
CTaHAapPTHbIN dopmar.
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32.3Tunosoe npumeHeHne DHCP Snooping

Switch
E1/0/1 E1/0/10
\ - STOP <
E1/0/11 E1/0/12
DHCP Client DHCPACK DHCP Client
IP:1.1.1.5 IP:1.1.1.6
Mac:AA Mac:BB

Gateway DHCP cepsep

Tunosoit NpumeHeHne

Kak noka3aHo Ha pucyHKe, ycTpoiictBo Mac-AA — 06blYHbIM NONb30BaTE/b, NOAK/IOYEHHbIN K
HepoBepeHHoMy nopTty 1/1 KommyTtaTtopa, nonydaet IP HacTponku yepe3 DHCP, IP agpec
KnaneHta 1.1.1.5. DHCP cepBep u W03 NOAKNOUYEHDBI K AOBEPEHHBIM MOPTaM KOMMYTATOpPa,
1/11 n 1/12 cooTBeTCTBEHHO. 3/10yMbllNeHHUK Mac-BB, NoAKNIOUYEHHbIN K Heg0BepeHHOMY
nopty 1/1 kKommyTtatopa, nbiTaetca noaaenate DHCP cepsep (nocbinas naketbi DHCPACK).
®yHKumAa DHCP Snooping Ha KommyTaTope 3GEKTUBHO OOHAPYKUT U BNOKMPYET Takoh Tun
CeTeBOM aTakKu.

nOCﬂeAOBaTeﬂbHOCTb HaCTpOH KuU:

switch#

switch#config

switch (config) #ip dhcp snooping enable

switch (config) #interface ethernet 1/11

switch (Config-If-Ethernetl/11)#ip dhcp snooping trust
switch (Config-If-Ethernetl/11) #exit

switch (config)#interface ethernet 1/12

switch (Config-If-Ethernetl/12)#ip dhcp snooping trust
switch (Config-If-Ethernetl/12) #exit

switch (config) #interface ethernet 1/1-10

switch (Config-Port-Range) #ip dhcp snooping action shutdown
switch (Config-Port—-Range) #
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32.4Nowuck HeucnpaBHocten DHCP Snooping

32.4.1 HabnopeHue 1 oThapoyHaa MHGopmauma

KomaHaa “debug ip dhcp snooping” moxeT 6bITb MCNONb30BaHa ANA NOAYYEHUE OTAALOYHOM
nHbopmaymm.

32.4.2 Nomouwb B NOMCKe HEUCNPABHOCTEMN

Ecnun Bo3HMKaeT npobaema ¢ ncnonbsosaHmem ¢pyHkumm DHCP Snooping, noxkanyiicTa,
nposepbTe c/eayloLlee:

BknoueHa nm ¢pyHKUmna DHCP Snooping rnobanbHo;

Ecnun nopt He pearnpyeT Ha noXKHbIM DHCP nakeT, npoBepbTe, HACTPOEH NIM 3TOT NOPT KaK
HeJ0BEPEHHbIN.
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33 KOH®UT'YPALUA ONLUU 82 DHCP

33.1BeeaeHue B onyuio 82 DHCP

Onums 82 DHCP 1o onuua nHpopmaumn petpaHcampytowero areHTta (Relay Agent). Onuma 82
DHCP HanpaBsnieHa Ha yKpenneHue 6e3onacHoctn cepsepoB DHCP u yaydlwieHMa MNOAUTUKK
KoHourypauumn IP agpecos. PeTpaHcaupyowmini areHT gobasnaet onuuio 82 (BKAKOYAOLLYHO
du3nyeckMii NopT AOCTyna KAWeHTa, uAeHTUPUKATOp YCTpOWCTBA A[OCTyma M ApYrywo
nHoopmauymio) B8 DHCP 3anpoc, nonyyeHHbI OT KAWeHTa, 3aTem nepecbinaer ero DHCP
cepBepy. Koropa DHCP cepsep, KOTOpbIM noageprknsaeT ¢yHKUMIO onumu 82, nonyyaet
coobleHne, OH BblaenseT KAneHTy [P agpec v ppyrve napameTpbl B COOTBETCTBUU C
npeaHacTPOEHHbIMU NOAUTUKAMM U MHPOopMaLmen B onummn 82. B To e Bpema DHCP cepsep
MOXEeT UAeHTUOMUMPOBATL BCE BO3MOXKHble aTakm DHCP coobuieHMAmM B COOTBETCTBUM C
nHbopmaumen B onumm 82 1 3aWwnTUTb OT HUX. DHCP peTpaHCcanpylowmii areHT CHUMET Onumio
82 ¢ oTBETHOro coobuieHMA M nepesact ero onpeaeneHHOMY NOPTY YCTPOWCTBA AOCTyna, B
COOTBETCTBMU C MHPOpMaumen o dmnsnyeckom nopte B onuymn. MNpmumeHeHune onumnm 82 DHCP
NPO3paYHo 417 KAMEHTa.

33.1.1 CrpyKrtypa coobweHusa onumm 82 DHCP

CoobuieHre DHCP mo»eT MmeTb HECKOJIbKO CErMeHTOB onuuii, onuua 82 oauH U3 HMx. OHa
AO0/1KHa ObITb NOCe APYruxX onuui, Ho Ao onuun 255. BoTt ee dpopmar:

Code Len Bmzent Information Field
+————— ———— = ———— F———— ———— +—— —4——— +
| &= | H | i1 | iz | i3 | i4 | | iH |
+————— - +—————= - - - +—— ————— +

Code: npeacTaBaseT NopsaaKoOBbIN HOMeEP onumMmn MHGOPMaLUM PETPAHCAUPYIOLLETO areHTa,
onumA 82 Tak Ha3biBaeTca notomy, 4To RFC3046 onpepensnet ee Kak 82.

Len: KonnyecTBo 6ainT B Nose MHGOPMaLMKM areHTa, He BKAtoYana ABa b6aliTa B cermeHTe Code m
cermeHTe Len.

Onuma 82 MOXKeT MMeTb HECKO/IbKO cyb-onumii, TpebyeTca Kak MUHMMYM oA Ha cyb-onuus.
RFC3046 onpegenset cnegytowme ase cyb-onummn, popmaT KOTOPbIX MOKA3aH HUXKeE:

Sublpt Len Sub—option ¥Walue
F———— +———— S F————— F———— f———— +—— —————— +
| 1 | H | =1 | =2 | =3 | =4 | | =H |
+———— e F———— F————— e e +—— —+————— +
Sublpt Len Sub—option ¥Value
= —— —— —— —— e +—— —+————— +
| = | H | 11 | 1= | 13 | 14 | | 1H |
+—— +——— +——— +——— t——— +—— +—— +

SubOpt: nopaakosbIn HOMep cyb-onunun, NnopAaKoBbIM Homep cyb-onunm Circuit-ID — 1,
nopAaKoBbIN Homep cyb-onunm Remote ID — 2.
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Len: Konnyectso 6alT B cyb-onuuu, He BK/oYas ABa balita B cermeHTe SubOpt 1 cermeHTe
Len.

33.1.2 MexaHu3m paboTbl onuuu 82

DHCP Relay/Agent

DHCP Client DHCP

Onarpamma notokos onuunm 82 DHCP

Ecnn DHCP peTpaHcaupyowmin areHT noggepkmnsaet onumto 82, DHCP KAneHT AoaxeH NponTu
cneaytowme yeTbipe wara, 4Tobbl nonyyuntsb IP agpec ot DHCP cepBsepa: discover, offer, select u
acknowledge. MpoTtokon DHCP cnepyeT npueeneHHOM HUXKe npoueaype:

1) DHCP KAMeHT npu MHULMANM3ALMM NOCbIIAeT WNpPOKoBeLlaTeNbHoe coobLieHne 3anpoca.
3710 coobuleHne He nmeeT onuumn 82.

2) DHCP peTpaHcanpylowmin areHT ob6asut onumio 82 K COObLLEHUIO 3anpoca, KOTOpPOe OH
NoNy4YuT, 3aTeM nepeLwseT aTo coobueHne DHCP cepsepy. Mo ymonyaHuto cyb-onuma 1 onuymm
82 (Circuit ID) aTto uHdbopmauma 06 nHtepdelice, K Kotopomy noakatodeH DHCP knuneHT (VLAN
N PU3MYEeCcKoi NopT), HO NoJb30BaTeENb MOXeT HacTpouTb Circuit ID no cBoemy yCMOTPEHMUIO.
Cy6-onuua 2 onumn 82 (Remote ID) ato MAC aapec yctpoictsa DHCP peTpaHcasaTopa.

3) Mocne nonyyeHma DHCP 3anpoca DHCP cepBep BbigenuT KnaveHty IP appec u apyryto
nHpopmMaLmto, B COOTBETCTBMM C NPEAHACTPOEHHBIMU NOAUTUKAMU N MHOOPMaLMEN B ONUUK
82. 3atem oH HanpasuT DHCP peTpaHcaupylolllemy areHty otBeTHoe coobuleHne c¢ DHCP
KOHdUrypaumein n onuuen 82.

4) DHCP peTpaHCAUPYIOLWMI areHT O4YUCTUT OTBETHOE COObLLLEHME OT ONuMK 82 1 HanNpPaBUT ero
KANEHTY.

33.2CnucoK 3aaa4 KoHpurypauumm onummn 82 DHCP
1. Bkatountb DHCP Snooping
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2. Bkntountb dyHKumto npusaskmn DHCP Snooping
3. Bknountb pyHKumio onumm 82 DHCP Snooping
4. HacTpouTb aoBepeHHble NopThbl

1. Bkntountb DHCP Snooping

KomaHpga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping enable BkntounTb/BbIKAOUMTE DHCP Snooping.

no ip dhcp snooping enable

2. Bknountb dpyHKUMIo Nnpusaskm DHCP Snooping

KomaHga OnucaHue

Fno6anbHblii pexxum

ip dhcp snooping binding enable BKAOYMTB/BbIKNOUYNTL GYHKLUMIO NpuBAa3Kku DHCP

no ip dhcp snooping binding enable Snooping.

3. Bkatountb pyHKLMI0 onumm 82 DHCP Snooping

KomaHpa Onucaxune

Fno6anbHblii pexxum

ip dhcp snooping information enable BKNOUYMTL/BbIKNOUNTL GYHKUMIO onuumn 82 DHCP

no ip dhcp snooping information enable Snooping.
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4. HacTpouTb A0OBEpPEHHbIE MOPThI

KomaHpga OnucaHue

Pexxum nopra

ip dhcp snooping trust Coenatb nopT poBepeHHbIM. KomaHga no

no ip dhcp snooping trust OTMEHAET HaCTPOMKY.

33.3Mpumepbl npumeHeHusa onuumn 82 DHCP

Vlan2:ethernetl/ DHCP Agent

Vlan3

///a/;‘

DHCP Client PC1 DHCP cepsep

Tunoson npumep NnpumeHeHusa onummn 82 DHCP

B AaHHOI cxeme KOMYTaTOp BTOPOro YPOBHSA nepepaeTt coobueHme 3anpoca ot DHCP knneHTa
K cepBepy 4epe3 BKAOYeHHbI DHCP Snooping. OH Tak e nepeaacT coobuieHne oTBeTa OT
cepBepa K KAMeHTy gna 3asepuweHua npoueaypbl DHCP npotoKona. lMocne BKatoveHmna 82
onuunn DHCP Snooping, KommyTaTop AobaBaseT MHOPMaLMIO O NOPTE AOCTyNa B COObLIEHMEe
3anpoca oOT K/neHTa ¢ onumen 82.

KoHdurypauma komyTtaTopa 3 (MAC agpec 00:1f:ce:02:33:01):

Switch3 (Config) #service dhcp

Switch3 (Config)#ip dhcp relay information option

Switch3 (Config)#ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2) #ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88
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Linux

ISC DHCP cepBep nonmepxmpaeT

/etc/dhcpd.conf:

ddns-update-style interim;

ignore

class

match
agent.

class

match
agent.

subnet
option
option

option

client-updates;

"Switch3Vlan2Classl" {

if option agent.circuit-id
remote-1id=00:1f:ce:02:33:01;

"Switch3Vlan2Class2" {

if option agent.circuit-id
remote-1id=00:1f:ce:02:33:01;

onuuio 82, ero KOHOUI'YPAUMOHHBI Gban

= "Vlan2+Ethernetl/2"

= "Vlan2+Ethernetl/3"

192.168.102.0 netmask 255.255.255.0 {

routers 192.168.102.2;
subnet-mask 255.255.255.0;

domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;

author

pool {
range
defaul

max-le

allow members of "Switch3Vlan2Classl";

}

pool {
range
defaul

max-le

allow members of "Switch3Vlan2Class2";

}
}

itative;

192.168.102.21 192.168.102.50;
t-lease-time 86400; #24 Hours
ase-time 172800; #48 Hours

192.168.102.51 192.168.102.80;
t-lease-time 43200; #12 Hours
ase-time 86400; #24 Hours

. QTECH © www.qtech.ru

MUp 1

OCTYNHEE

and

and

option

option



Tenepb DHCP cepBep byaeT BblAeNATb agpeca ANA Y3/10B C KOMMyTaTopa 2 U3 AnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana KommyTtatopa 1 13 guanasoHa 192.168.102.51 ~
192.168.102.80.

33.4 NMowucKk HeucnpasHocTteit onuuu 82 DHCP

Onumnsa 82 DHCP peanunsoBaHa Kak noadyHkuma moayna DHCP petpaHcnatopa. Mpexae, yem
ee Mcnosb3oBaTb, Heobxogumo ybeantbca, 4To DHCP peTpaHCAMpylOWMiA areHT HacTpoeH
NpaBuabHO.

Onuua 82 Ttpebyet B3aumogenctens DHCP petpaHcnatopa n DHCP cepsepa. DHCP cepsep
OO/MKEH YCTAaHOBUTb MONAUTUKY BblAENEHWA aApPecoB OCHOBbLIBAACbL HAa CETeBOM TOMOAOTMU
DHCP peTtpaHcnaTopa, HO, daxe ecnm petpaHcaaTop paboTaeT HOpManbHO, BblAeseHUe
agpecoB MOXKeT He nonyuutbcA. Ecam B cetm bonblie oA4HOrO peTpaHCAAToOpa, ypenute
BHMMaHue nonntmnke nepegayum DHCP 3anpocos.

Mpu peanusauymm ¢yHkumMn onumm 82 DHCP peTpaHcnatopa, noapobHaa uMHbopmaumnsa o
npouecce paboTtbl pyHKUnKM onumm 82 DHCP peTpaHcaaTopa MOXKeT bbiTb NONy4eHa KOMaHAOM
«debug ip dhcp relay packet». 3Ta nHbopmauua MOKeT NOMOYb B MOUCKE HEMCMNPABHOCTEMN.

Mpu peanunsaunm ¢yHKumm onumm 82 DHCP cesepa, noapobHas uHpopmauma o npouecce
paboTbl dpyHKUMM onumnm 82 DHCP cepBepa moxkeT 6biTb NonyyeHa komaHaon «debug ip dhcp
server packet». 3Ta HGOpPMaLMA MOXKET MOMOYb B MOUCKE HEMCNPABHOCTEMN.
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34 HACTPOWKA SHEPIOCBEPEEHWA EEE

34.1BBepgeHue B sHeprocbepexxkeHue EEE

EEE o3HauyaeT «3JHeproadpdekTnBHana ceTb Ethernet». MNocne BKAYeHMA paHHON YHKUMMK
KoOMMmyTaTop OyAeT aBTOMATUYECKU ONpenenAatb coctosHuMe nopTa. Ecam nopt csobopeH u
nepegaya AaHHbIX OTCYTCTBYET, 3TOT MOPT NEPENeT B PEXUM IKOHOMUU SNEKTPOSHEPTUN U
KOMMYTaTOp OFPaHUYNUT ero NUTaHMe.

34.2 CNUCOK HacTpoeK 3HeprocbepexxeHun EEE

Bkntountb pyHKUMIO 3HeprocbeperkeHuna EEE

KomaHpga OnucaHue

PeXXxum KoHPUrypupoBaHua nopra

eee enable Bknouaer  dyHKUMIO 3HeprocbepexeHns
nopTta; KOMaHAa «no» BbIKAOYaeT GYHKUUIO

no eee enable
3HeprocbepexeHns noprta.

34.3 TunuuHble npumepbl SHeprocbepekeHusa EEE
Mpumep: MepesecTn NOPT 1 KOMMYTaATOPA B PEXMM SKOHOMUN 3/IEKTPOIHEPTUN.

HuKe npuBeaeHbl 3Tanbl HACTPOIMKK:

Switch(config-if-ethernetl/0/1)# eee enable
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35 NPOTOKO/  MHOTOAJPECHOA  MAPLLPYTU3ALUM
(MULTICAST) IPv4

35.106wan nHpopmauyma 0 NPOTOKOe MHOroaapecHon mapwpyTtusauum IPv4

B 3TOM rnaBe nNpMBOAATCA KpPaTKME CBEAEHMA O HacCTPOMKe MNPOTOKoNAa MHOroagpecHom
MapLpyTmnsaumm IPv4,

35.1.1 BeegeHune B MHOroaApecHyo paccbiiky

Koraa nyHKTOM HasHauyeHMA nepefayn nakeToB (B T. Y. AaHHbIX, 3ByKa M BUAEO) ABNAeTCA
HebonbLwanA rpynna Noab3oBaTeiei B CETU, MOXKHO NPUMEHATb PAa3/IMYHbIE PEXUMbI Mepesayun.
MOXHO MCMONb30BaTb OAHOAAPECHbIA PEXMM, T. €. HAaCTPOUTb OTAENbHbIA TPAKT Nepesayu
AaHHbIX  ONA  KaXAoro nonb3oBatens. Kpome TOro, MOMKHO WCMNO/b30BaTb  PEXUM
LUMPOKOBELLLAHMA, KOTOPbLIV NpeanonaraeT paccbiiky coobLeHnit Bcem NoAb30BaTENAM B CETH,
HEe3aBMCUMMO OT TOrO, HYXKHbl UM 3TU COODLLEHMA UAKN HeT. Hanpumep, ecan B ceTU HaxoamuTca
200 nonb3oBaTesniei, KOTOPbIM HYXKHO MNOAYYUTb OAMH W TOT Ke NaKeT, TPaAULMOHHOE
pelweHne — OTMNPaBUTb 3TOT MaKeT B oAgHoasapecHOM pexume 200 pas3. Takum obpasom, Bce
No/ib30BaTeNMn, KOTOPbIM TPEDBYHOTCA 3TN AaHHble, UX NOAYYaloT. Jpyroe pelweHne — oTnpaBuTb
AaHHble BCEMY OOMEHY B peXuMme LWMpoKoBelaHus. MNpu nepegaye AaHHbIX MO BCEW CETU
No/Ib30BaTeNN, KOTOPbIM HY}KHbl 3T AaHHble, MOTYT NOAYYUTb UX HEMOCPEACTBEHHO U3 ceTu. B
N060M U3 3TUX pexXmmoB 6e3 mMmepbl TPATUTCA LLEHHbIN pecypc NPOMNYCKHOM CnocobHOCTH, W,
KpOMe TOro, Mpu MCNO/Ib30BAHUN peXMMa LMPOKOBELLAHMA HapylwatoTca 6e30nacHocTb U
KOHPMAEHUNANBHOCTD.

3Ty npobnemy pewunno CBOEBPEMEHHOE MOSABNEHNE TEXHONOrMM MHoroaapecHoin |IP-
MapLpyTnsaumMm. MHoroagpecHbli UCTOYHMK OTNPaBAsAET CooblieHMe TONbKO OAMH pas, a
NPOTOKON MHOroaApPecHoOM MapLlipyTU3aLMM HacTpauMBaeT AEepPeBO MaplipyTUs3auuMmM Aans
MHOroaApecHbIX NaKeToB AaHHbIX, MOCAe Yero HaunHaeTcsa Ay6aMpoBaHMe U pacnpocTpaHeHue
nepegaBaeMoro nakeTa Kak MOXHO Aanblue MO pPa3BeTB/IEHHOM ceTu. Takum obpasom,
CTAaHOBUTCA BO3MOXHOM TOyHas U 3PPEeKTMBHAA OTNpPaBKa MNaKeTa BCEM MO/b30BaTeNAM,
KOTOPbIM OH HYKEH.

CneanyeTt OTMETUTb, YTO MHOTOAAPECHOMY UCTOYHMKY NOAK/IOYATLCA K MHOrOaApecHo! rpynne
Heob6s3aTenbHO. OH OTNpPaBAAET AaHHbIEe HEKOTOPbIM MHOroaApPEecHbIM rpynnam, HO cam npwu
3TOM HeobA3aTenbHO ABnseTca nosnydyatenem. OTNPaBAATb MaKeTbl MHOrOaApPecHoOM rpynne
MOTyT O4HOBPEMEHHO HECKO/IbKO MCTOYHUKOB. B CETM MOTYyT Haxo4MTbCA MapLLPYTM3aTOpPbI, He
noagep’kMBatolwmMe MHoroagpecHyio nepegadvy. OQHAaKo MHOroagpecHbli MaplipyTusaTop
MOMET MHKaMNCyNMpoBaTb MHOrOaApecHble NakeTbl B 0g4HOaApecHble IP-nakeTbl NS nepenayn
MX B TYHHENIbHOM PEXMMe cocegHeMy MHOroagpecHOMy MapLlpyTM3aTopy, KOTOpbI yaanuT
O4HOAApPECHbIM 3aroNIOBOK W NPOAOMKUT MPOLECC MHOroaapecHon nepepayn. Takum
obpasom, yaaetca nsbexartb rnobanbHo moamuduKaLmm CTPYKTYpbl CETU. HUKe nepedyncieHsl
OCHOBHblE NPENMYLLECTBA MHOTOaApEeCHOMN PACCbIIKK:
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1. MoBbllWeHHaA MNPOU3BOAUTENbHOCTb: YMEHbLUEHME CeTeBOro TpaduKa, CHUXKeHue
Harpy3oK Ha cepsep u LY.

2. OnNTUMU3aLMA NPOM3BOAMUTENBHOCTU: COKPALLLEHME INLIHEro TpaduKa.

3. PacnpegeneHHoe npumeHeHUe: BO3MOXKHOCTb MHOMOTOYEYHOro NPUMEHEHMUA.

35.1.2 Aapec rpynnoBou nepeaaum

MyHKTamM Ha3Ha4YeHWss MHOroagpecHoro coobuieHns npuceamsatoTca IP-agpeca knacca D B
Anana3oHe ot 224.0.0.0 go 239.255.255.255. Agpec Knacca D He moxKeT noABUTLCA B none IP-
agpeca MUCToYHMKA IP-coobuweHuna. Mpu oaHOAAPECHOM paccbiKe TPAKT nepenayy naKkeTa
OAHHbIX MPOKNAAbIBAETCA OT agpeca UCTOYHMKA K agpecy NyHKTa Ha3sHa4yeHus, a nepegadya
OAHHbIX OCYLECTBAAETCA MO MNPUHUMMY «OT y3na K y3ay». OgHako Npu MHOroaapecHom
MapLIPYTU3aLMM agpeca NYHKTOB Ha3HaYeHMA — 3TO FPynna, a He OTAENbHbIM agpec. Bmecte
OHM 0bpa3ytoT rpynnoBoi agpec. Kaxabii nonyyatenb coobuieHma NoAKA4YaeTca K rpynne.
Cpa3y nocne 3TOro NOTOK [JaHHbIX, NepeAaBaemblX Ha rPynnoBOW ajgpec, paccbliaerca
nonyyatensm, W BCe YYACTHUKM T[PYynnbl MPUHMMALOT NakeTbl AaHHbIX. YYaCTHUKMK
MHOroaApecHon rpynnbl SABAAKOTCA AMHAMUYECKMMM, T. €. y3/1bl MOryT B ftoboe Bpems
NPUCOEAMHATLCA K MHOrOQZ4PECHOM rpynne 1 BbIXOAUTb U3 Hee.

MHoroagapecHasa rpynna MOXKeT OblTb KaK MNOCTOAHHOM, TaK M BpemeHHOW. HekoTopble
rpoynnoBble agpeca HasHayaloTcA OPUUMANbHO: OHW  HOCAT Ha3BaHME MNOCTOAHHOM
MHOroagpecHon rpynnsbl. IP-agpec Takon rpynnbl 3adUKCMPOBAH, HO ee BHYTPEHHAA CTPYKTYpa
MOMEeT M3MEHATbCA. YNCNO YYaCTHMKOB MOCTOAHHOM MHOFOAZPECHOM rpynmnbl NPOWU3BOJ/IbHO,
Yy4YaCTHMKOB MOXKeT He b6biTb Boobue. IP-agpeca rpynnoBon nepeaayu, He 3ape3epBMpPOBaHHbIE
ANA  NOCTOAHHOW  MHOFOQAPEcHOW  rpynnbl, MOFYT  WMCMO/Ib30BAaTbCA  BPEMEHHbIMM
MHOFOa4,PECHbIMU FPYNNamMm.

224.0.0.0 — 224.0.0.255 — 3ape3epBMpOBaHHblE agpeca MHOroagpecHol paccbiiku (agpec
NOCTOAHHOM rpynnbl); agpec 224.0.0.0 3apes3epBMpOBaH, HO He Ha3HAYaeTCs, OCTa/ibHble
aJpeca UCcnosb3ytoTca NPOTOKOAOM MapwwpyTmsaumm. 224.0.1.0 — 238.255.255.255 — agpeca
rpynnoBoi nepegayu, AOCTYyMNHble NO/Mb30BaTeNsIM (agpec BPEMEHHOW rpynnbl), U AEUCTBYHOT
BO BCceM ceTeBOM gomeHe. 239.0.0.0 — 239.255.255.255 — agpeca rpynnoBor nepenayu
JIOKaNbHOMO YMpaB/ieHWA, AEWUCTBYIOWME TOIbKO B KOHKPETHOM /I0Ka/ZibHOM AomeHe. Huxke
npuBeAeH CNMUCOK YaCTO UCMOJIb3yeMblX 3ape3epBMPOBAHHbIX a4 PEeCcoB rPynnoBoM nepeaayun:

BasoBbii agpec (3ape3epBMpoOBaH)

224.0.0.1 Agpec Bcex y3nos

224.0.0.2 Agpec Bcex MHOroagpecHbIX MapLLpyTM3aTopos
224.0.0.3 He Ha3Ha4eH

224.0.0.4 MapuwpyTtusatop DVMRP

224.0.0.5 MapuwpyTtusatop OSPF

224.0.0.6 OSPF DR
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224.0.0.7 MapuwpyTunsatop ST

224.0.0.8 Y3en ST

224.0.0.9 MapuwpyTusatop RIP-2
224.0.0.10 MapwpyTtunzatop IGRP
224.0.0.11 MobunbHbIN areHT

224.0.0.12 AreHT cepBepa/peTpaHcaaymm DHCP
224.0.0.13 Bce PIM-mapuipyTtusaTopbl
224.0.0.14 NMpoTtokon RSVP Encapsulation
224.0.0.15 Bce CBT-mapLupyTtusatopsl
224.0.0.16 BbigeneHHbI ak3emnnap SBM
224.0.0.17 Bce SBM

224.0.0.18 NMpotokon VRRP

224.0.0.22 Npotokon IGMP

Mpw nepepayve oaHoagpecHblx IP-coobuweHunit yepes Ethernet B kauectee MAC-agpeca nyHKTa
Ha3HayeHua ucnonbsyetca MAC-agpec noaydatena. OgHako Npu nepegavye MHOroafpecHbIxX
MakeToB MyHKTOM Ha3HAYeHWA ABNAAETCA He KOHKPEeTHbIM nosyyatenb, a rpynna
HeonpeaeneHHbIX Y4aCT