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3asaBneHue

3asaBneHue o6 AdBTOPCKUX U UCKNHYUTEJIbHbIX NpaBax

OT0 pyKoBOACTBO, BKIOYAs, HO HE OrpaHMYnBasiCb BCEW coepKallencs B HeM nHopmaumnen,
3aLUMLLEHO NOMOXEHUSIMU 3aKOHOAATENbCTBA 00 UCKNIOYMTENBHBLIX MU aBTOPCKMX npaBax. bes
paspeweHns QTECH HukTO He MOXeT 3aHMMaTbCs KakMMW-NMOO AENCTBUAMM, TakUMU Kak
UMUTaUnd, KOMMpOBaHWE, UW3BMeYeHne uHopMauuM, nepechbisika unu gpyrme  opmebl
NCMOSb30BaHMS.

OTKa3 OoT OTBETCTBEHHOCTU

Hactosiuiee pykoBOACTBO nNpeAHa3Ha4YeHO AN CrpaBOYHbIX Lenei Npu UCMorb30BaHUM
nporpaMMHo-annapaTHOro komnrekca (yCTponcTea).

QTECH npepoctaBnsieT 370 pyKoBOACTBO "Kak eCcTb" U B TON Mepe, B KakoW 3TO paspeLueHo
3aKOHOM, He [OaeT HUKaKUX SBHbIX MMM nogpasymMeBaeMblX rapaHTUi, BKO4Yasi, NOMMMO
npoYyero, TOBApPHYK MNPWUrOAHOCTb, MPUroAHOCTb ANsi ONpPedeneHHOW Lenu, HeHapylueHue
Kakmx-nmbo npaB gpyrux nuy un nobble rapaHTMmM OTHOCUTENbHO WCMNONb30BaHMS UMK
HEBO3MOXXHOCTW UCMONb30BaHNA aToro pykosoactea. QTECH Takke He aeT HUKaKuX rapaHTui
OTHOCUTENBHO TOYHOCTU UIN HAaAEXHOCTM NGO MHOpPMaLMK, NOMYHYEHHON C MOMOLLbIO 3TOMO
pyKOBOACTBA.

N3-3a obOHOBREeHWn Bepcum npoayKra unu no Apyrum MpuyvHaMm CoAepXUMoe 3TOro
PYKOBOLCTBA MOXET nepuogudeckn obHoensatbesa. QTECH ocTtaBnseT 3a coboi npaBo BHOCUTb
N3MeHeHus B codepXXaHue HacTosILLero pykoBoacTea B Nnoboe Bpems 6e3 npeaBapuTenbHOro
yBeJOMIeHus.

Ecnu He YKa3aHO WHOe, 3TO PYKOBOACTBO MNpeaoctaBnAeTCA WUCKMIYUTENIbHO B Ka4decTBe
pykoBoaACTBa MO WCMNOJ1Ib30OBAHUIO, W nNOJfib3oBaTesiIn HEeCyYyT BCE PUCKKN, CBA3AHHble C
McnoJib3oBaHMEM 3TOI0 pykoBOACTBa.

3asiBNeHue o TOBapHOM 3Hake

Microsoft® n Windows siBnstoTCsl TOBapHbIMUW 3Hakamu rpynnbl kKomnaHun Microsoft.
Linux® aBnsaeTcs 3aperMcTpmpoBaHHOM ToproBon mapkon Linus Torvalds.
Aspeed® senseTcs Toproson mapkon ASPEED Technology Inc.

QTECH® siensietcsa Toprosorn mapkon OO0 «KbKOT3IK».
MNpaBa COGCTBEHHOCTU Ha ApYr1ne TOBapHble 3HaKM NpuHaanexar ux Bnagensuam.
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YI'IpaBJ'IEHVIe MapLLpyTn3aTopoMm W

1. YNIPABJIEHUE MAPLUPYTU3SATOPOM

1.1. BapuaHTbl ynpaBreHus

Ans ynpaBneHns HeobBXxoAuMMO HacTpouTb MapLupyTusaTtop. MapupyTtudatop obecneumBaeT
ABa BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) unun BHyTpunonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaeneHMe — 37O ynpaBneHne Yyepes KOHCOMbHbIN MHTepdenc. BHenonocHoe
ynpaBneHne B  OCHOBHOM  UCMNONb3yeTCsas AN HadanbHOro  KOHAUrypupoBaHuUA
MapLipytmusatopa, nunbo, Korga BHYTPUMOMOCHOE YyrnpaBfieHne HepocTynHo. Hanpumep,
nosnib3oBaTtesflb MOXET 4Yepe3 KOHCOMbHbIM MOPT MPUCBOUTL Maplupytusatopy IP-agpec ong
JocTtyna no npotokonam Telnet, SSH.

Mpouenypa ynpasneHns MapLipyTU3aTopoM Yepes KOHCOSbHbIM MHTEPdENC OnMcaHa HUXeE:

War 1. MNogkntio4nMTb NepcoHanbHbI  KOMMBLIOTEP K  KOHCOSMIbHOMY  (CEPUMHOMY) NOpTYy
MapLupyTmMsaTopa.

MopknioveHue
yepe3 KOHCOMbHLINA
kabenb

PucyHok 1-1. MNMogkntoyeHme MK K KOHCONbHOMY NOPTY MapLupyTMsaTopa

Kak nokasaHo Bbiwe, cepuiHbin nopT (RS-232) nogknioudeH K MapLupyTusaTtopy 4epes
cepuiHbli kabenb. B Tabnuue HwkKe ykasaHbl BCe YCTPOMWCTBA, WCMONb3YHOLWMIACA B
NOAKMIOYEHNN.

HasBaHue OnucaHue

ycTponcrTBa

lMepcoHanbHbIN NmeeT pyHKUMOHanbHy0 knasuatypy u nopT RS-232 (COM), ¢
komnbtoTep (PC) YCTaAHOBIIEHHBIM AMYNATOPOM TEPMUHANa, Takum kak PuTTY
Kabenb cepuiiHoro OpawnH KoHel, noaknoyaeTca K cepurHomy nopty RS-232 (COM), a
nopta apyron k nopty Console mapLupytusatopa

MapwpyTtusaTop TpebyeTca paboTtatowmn Console nopT

War 2. BknoveHne 1 HacTporka amynartopa TepmuHana PuTTY.

Mocne ycTtaHoBKM coefuHeHus, 3anyctute PUuTTY. PUTTY — cBo60ogHO pacnpocTpaHaeMbl
KNMEHT Anga pasnuyHbiX MPOTOKOMOB yAanéHHoro aoctyna, Bknodas SSH, Telnet. Takke
nmeeTca BO3MOXHOCTb paboThl Yepes nocrneaoBaTenbHbiv nopT (Serial port, COM-nopT).
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YnpaBneHne mapLipyTU3aTopom

1. 3anyctute PUTTY u BbibepeTe Tvn nogkntoyeHusa — Serial. B none «Serial line»
YKaXXuTe Homep nocrnegoBaTenbHOro nopta, Hanpumep, COM1. 3atem B none
«Speed» HeobxoaMMO 3agaTb CKOPOCTb Nepenaydn aaHHbIx (baudrate) —

115 200 6uT/c.

R PuTTY Configuration *
Category:
=8 S_ession Basic options for your PuTTY session
5 TE"“ I_.oglging Specify the destination you want to connect to
T ?tm}é::board Serial line Speed
- Bel [com1 | [115200
- Features Connection type:
EJ- Window ()SSH @ Sedal  ()Other: | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
[#- Selection |
- Colours
[=- Connection Default Settings Load
- Data
Prowy Saye
- 55H
- Serial leis
- Telnet
- Rlogin
- SUPDUP Close window on exit:
OiMways  ()Never (@ Only on clean exit
About Cpen Cancel

PucyHok 1-2. OcHoBHble HacTporiku PUTTY

B HacTtpomkax Connection HacTpoutb NyHKT Flow Control BbicTaBuTb B 3HadeHne None:

@ PUTTY Configuration x

Category:

Options controliing local serial lines
i Select a serial line
[=I- Teminal
- Keyboard
- Bell
- Features
= Window
- Appearance
- Behaviour
- Translation Stop bits

[#- Selection
Parity MNone ~

- Colours
Flow control

Serial line to connect to OM1

Configure the serial line

Speed (baud) 15200

Data bits

II_. Ii II_. I—)

[=1- Connection
- Proxy

- 55H

- Serial

- Telnet

- Rlogin

- SUPDUP

Mone ~

About Open Cancel

PucyHok 1-3. Hactpoiiku Connection

2. [nga obneryeHHOro NOBTOPHOIrO NOAKMOYEHNS C ncnonb3oBaHnem PUTTY, cnegyeT
COXpaHUTb HACTPONKM ceccun. [nsa aToro HeobxoamMomo B none «Saved Sessiony
BBECTU Ha3BaHue ceccum (Hanpumep, QSR-2200-10TBX-AC1) n HaxaTb KHOMKY

«Save».
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YnpaBneHne mMapLupyTU3aTopom

2 PuTTY Configuration x
Category:
- Session Basic options for your PuTTY session |
Logging Specify the destination you want to connect to
(=~ Terminal o
- Keyboard Serial line Speed
Bel [com |[115200 |
- Features Connection type:
&- Window (OSSH  ®Sedal (OOther: | Telnet
- Appearance
-~ Behaviour Load, save or delete a stored session
Transléﬂon Saved Sessions
[+~ Selection |ROLrter _Il |
- Colours
[=J- Connection Default Settings Load
- Data
- Proxy Save
- S5H
= . Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways () Never (@ Only on clean exit
About Open Cancel

PucyHok 1-4. CoxpaHeHue ceccum B PUTTY

3. Bblbepute coxpaHeHHyH CECCUI0 U HaXMUTE Komky «Openy.

R PuTTY Configuration *
Category:
- Session Basic options for your PuTTY session |
I_.ogging Specify the destination you want to connect to
(=) Terminal o
.- Keyboard Serial line Speed
Bl [com |[115200 |
- Features Connection type:
- Window OsSH @ Seidl OOther: | Telnet
- Appearance
-~ Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection | Router 1 |
- Colours
[=)- Connection Default Settings Load
.. Data
- Proxy Save
-S55H
& . Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(OiMways  ()Never (@ Only on clean exit
About Cpen Cancel

PucyHok 1-5. 3anyck coxpaHeHHoi ceccum

War 3. BeizoB komaHgHoro nHtepdenica (CLI) mapwpyTtmsaTopa.

Bkritounte Maplpytusatop M OoXAMTecb MNONHOW 3arpysku. lMocne 4yero B okHe PuTTY
nosiBATCA cnegyrowme coobLieHna — 37O NoNb30BaTENbCKUN PEXNM MapLUpyTU3aTopa.
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EF COM4 - PuTTY - O *

PucyHok 1-6. MapLupyTtusaTtop 3arpysuncs

Haxwmute knaBuwy «Enter» © Tenepb MOXHO BBOAWTb KOMaHAbl  yrnpaBrieHusi
MapLupyT1u3aTopom. [leTanbHoe onMcaHue KoMaHa NpUBEAEHO B MOCNEAYIOLLMX rMaBax.

1.1.2. In-band ynpaBneHue

In-band ynpaBneHve OTHOCUTCS K YyOané&HHOMY YrMpaBreHul MoCpeAcTBOM JocTyna K
MapLUpyTM3aTopy C MCNOJIb30BaHNEM TakMX NPOTOKONOB Kak Telnet, SSH, a takke SNMP. B Tex
cnydadax, korga In-band ynpasneHve w3-za W3MEHEHWW, caeflaHHbIX B KOHurypauum
MapLipyTusaTtopa, paboTaer co cOoOAMM UM CTano HeJoCTYNHbIM, AN ynpasrneHus wu
KOH(UrypupoBaHnss mapLlupytnsatopa Heobxogmmo wucnonb3oBaTb Out-band ynpasneHue
(Console).

1.1.2.1. YnpaBneHue no Telnet
UTtobbl ynpaBnAaTe MappytmsaTtopom no Telnet, 4oMmMKHbI BbIMOMHATLCS Criegyowme yCrnoBus:

1. MapwpyTtnsatop 4OJKEH MMETb CKOHGUIryprupoBaHHbI IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet-knneHT) u VLAN-uHTepdenc mapLipytmsatopa, AOSMKHbI
nmeTb IPv4/IPv6-agpeca B OOHOM CETMEHTE CETH.

3. Ecnu BTOpOW NYHKT HE MOXET ObIThb BbINOMHEH, Telnet-knnMeHT AomkeH ObiTb
nogkmntoyeH K IPv4/IPv6-agpecy mapupyTusaTopa ¢ ApYrnx YCTPOWCTB, TaknX Kak
MapLUpyTM3aTop.

e MapuwpyTtnsatop MoXeT OblTb HACTPOeH C Heckonbknmu IPv4/IPv6-agpecamun, metoq
HaCTPOWKM ONMUCaH B NOCBALLEHHOW 3ToMy rnase. Criegyowmn npumep npegnonaraet
COCTOSiHME MapLupyTMsaTopa Mocne MnocTaBkM C 3aBOACKMMW HacTpoukamu, rae
npucytcTeyeT Tonbko VLANI.

e [locnegywowue warn onucbiBalT noaknveHne Telnet-knueHTa K WHTEpdency
VLAN1 mapwpyTtmsatopa nocpeactsom Telnet (npumep agpeca IPv4).

10
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1/0/1 MopkntovyeHue

Yyepes «nart4y-kopao»

PucyHok 1-7. YnpaBneHue mapLipytmusatopom no Telnet

War 1. Hactponka IP-agpecoB gns mapwpyTtusatopa u 3anyck doyHkuumn Telnet Server Ha

mMapLipyTusaTope.

MepBbIM genom nget HacTpowka IP-agpeca xocta. OH gosmkeH ObiTb B TOM e CErMEHTE
cetn, uyto u IP-agpec VLAN1-unTepdenca mapwpytusatopa. [lpegnonoxum, 4To
IP-agpec nHtepderica VLAN1 mapwpyTtusaTopa 192.168.0.1/24. Torga IP-agpec xocta
MoXeT 6bITb 192.168.0.2/24. Mogkntovdaem MapLIpyTU3aTop K XOCTY ceTeBbIM kabenem
(naty-kopa RJ-45 — RJ-45). C nomowbio yTUnuTbl ping, BBeAs KOMaH4y «ping
192.168.0.2», MOXXHO NPOBEPUTL CBA3HOCTb MapLUpyTU3aTopa ¢ XOCTOM.

KomaHgbl HacTporikn IP-agpeca gna uHtepdpenica VLAN1 ykasaHnbl Hwxe. [lepeq
Hadanom In-band ynpaenenus, |IP-agpec maplpyTtmusatopa AomkeH ObiTb HACTpPoOeH
nocpeactsom Out-band-ynpaeneHus (vyepe3 nopt Console wmapwpyTtusaTtopa).
KomaHabl KOHUryprpoBaHus criegytolime (ganee cuMtTaeTcs, YTO Bce npurnalleHuns
pexmnmMa KOHUrypMpoBaHua MapLipytusaTopa HaduHawTcsa co cnosa «QSR-2200-
10TBX-AC», ecnu oTOenbHO He ykasaHo MHoro). Nocne Toro, kak mMapLipytmsaTtop
NOMHOCTbA 3arpy3urcs, oH HauynHaeT nounck DHCP cepsepa C uenbto nonyyeHus IP-
agpeca gns uHtepdgenca VLAN 1. He Hamga DHCP cepeep, maplipytusaTtop
npuceaneaeT wuHTtepcericy VLAN 1 no ywmonuyanHuo IP-agpec: 192.168.0.1
255.255.255.0. Ecnun untepdpency VLAN 1 IP-agpec He 6bin MPUCBOEH, MOXHO €ro
BBECTU BPY4HYIO, BBEASA KOMaHAbI:

QSR-2200-10TBX-AC#config
QSR-2200-10TBX-AC(config)#interface vlan 1
QSR-2200-10TBX-AC(config-vlan)# no shutdown
QSR-2200-10TBX-AC(config-vlan)# ip address 192.168.0.1/24

Mo ymonuaHuio dyHKums Telnet cepBepa Ha MapLupyTM3aTope BKtoYeHa. Ecnm no kakum-nmbo
npuynHam yHKuMs Telnet cepBepa OTKMOYEHa, TO ANs aktmBaummn dyHkumm Telnet cepsepa
nonb3oBaTerb AOMKEH BKIIOYMTb €€ B pexxumme rnobanbHOro KOHUrypnpoBaHus, Kak nokasaHo

HUNXe:

QSR-2200-10TBX-AC#config
QSR-2200-10TBX-AC(config)# service telnet
QSR-2200-10TBX-AC(config-service-telnet)# run

LWar 2. 3anyck nporpammbl Telnet Client.

Heobxoamnmo 3anyctutb Telnet-knueHT B nporpamme «BbinonHutb» Windows. OTKpbITb OKHO
BBOAA MNporpammbl «BbIMOMHUTL» MOXHO kKomabuHaumen knaeuw Win+R. Takke MOXHO
BOCNOSb30oBaTbCA nporpammon PUTTY, rae cneayeT ykasaTb IP-agpec maplupytmusartopa.
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BuInoaHmMTs X

== BeeauTe UMA NporpamMmMsl, Nanku, 40KYMeHTa WK
pecypca VIHTepHeTa, KOTOpPbIe TPebyeTca OTKPLITb.

QOTKpbITE: ‘ telnet 192.168.0.1 v

Otmena Obzop...

PucyHok 1-8. 3anyck nporpammbl Telnet-knueHt B Windows

War 3. MNonyunTb 4OCTYN K MapLupyTU3aTopy.

[nsa Toro 4To 661 NONYYUTHL AOCTYN K KOHUrypaumm no npotokony Telnet Heo6xoanmo BBecTU
[ocToBepHbIn norvH (login) v naponb (password). B npoTMBHOM crniyvyae B goctyne GygeTt
OTKasaHo. JTOT MeTo4 rnomoraeT u3bexaTb HeaBTOPU30BaHHOrO nonyyeHus goctyna. Kak
pesynbTat, korga Telnet BkMYEH AN HACTPOWKM W ynpaBneHus Maplupytu3aTopa, UM
nonb3oBatensa (username) M naposfb (password) Ans aBTOPM3OBaHHbLIX MONb3oBaTenemn
AOJSMKeHbl OblTb HACTPOEHBI CNeayLWMMN KOMaHAaMu:

QSR-2200-10TBX-AC(config)# username gtech

QSR-2200-10TBX-AC(config-user)# privilege 15

QSR-2200-10TBX-AC(config-user)# password

QSR-2200-10TBX-AC(config-user)# password ascii-text gtech
Mo ymonuanumio noruH (login) — admin, naponb (password) — admin.

Mocne BBOAa MMEHM 1 NApons Ans KOHPUrypMpoBaHUa mMapLupyTmM3aTopa ¢ UCMOMb30BaHNEM
npotokona Telnet, nonb3oBaTenb CMOXET Bbl3BaTb KOMaHAHbLIN UHTepdenc CLI HacTpounku
MapLpyTmusatopa. KomaHgbl, ncnonb3yemble B koMaHgHoM uHTepdpence Telnet CLI, koTophkle
CTaHOBSATCH OOCTYMHbI MOCMe BBOAA MMEHW M Maponsd, Te Xe camble, YTO U B KOHCOSNbHOM
nHTEepdemnce.

12
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YnpaeneHvue mMapLpyTU3aTopom

mi| Telnet 10.10.254.29 - | X

User name: admin
User password:

PucyHok 1-9. MNogkntoyeHune, ncnonbays npotokon Telnet

1.2. CLI-uHTepcpenc

MapwpyTtusatop obecneunmBaeT Tpu WHTepdenca ynpasneHns ans nonb3osatens: CLI-
nHtepdenc (Command Line Interface), ceteBoe ynpaBneHue nporpammHbiM obecnedeHnem
SNMP. Mbl nosHakomum Bac ¢ CLI, a Takke ¢ koHdurypauusamm B getanax. SNMP 6yget
paccmaTtpuBaTbca B rnaee «Hactponka SNMP». CLI-uHTepdenc 3Hakom OOMbLUMHCTBY
nonb3oartenen. Kak ynoMsiHyTO Bbille, NPWU yNpasfeHnn no He3aBUCMMbIM KaHanam CBA3N U
Telnet-ynpaBneHne MapLipyTM3aTOPOM OCYLLIECTBAETCS Yepes MHTepdenc KOMaHgHON CTPOKM
(CLI).

CLI-nHtepdperic nopoepxmaeT obonoudky Shell, koTopas coctouT n3 Habopa KomaHg
KOHUrypauum. OTW KOMaHAbl OTHOCATCA K pasHblM KaTeropusim B COOTBETCTBMM C UX
YHKUMAMKN B KOHUrypauum mapwipytusatopa. Kaxpas kateropusa npeacTtaBnsieT CBOM,
OTNINYHBIN OT BCEX, PEXUM KOHpUrypaumn.

BoamoxHocTu Shell onsa mapwpyTn3aTopoB ONMcaHbl HUXE:

®  PEXMM HaCTPOWKN;

e  HACTpOKMKa CMHTaKCuUCa;

e roAAepXKa codeTaHUs KnaBuLL;

e  CMpaBka;

e rpoBepKa BBOAA;

e ropaepxka A3blk HeyeTkow norukun (Fuzzy math).

1.2.1. PeXXum HacTponku

1.2.1.1. Pexxum nonb3oBaTens

Mpn Bxode B KOMaHOHYK CTPOKY B MepBYK odepedb NoNb3oBaTellb OKa3biBAETCHA B pexume
nonb3oBatens. Ecnm oH BxoguT B kKadecTBe OObIMHOrO MOMb30BaTEnNsi, KOTOPbIA CTOUT MO
yMOnyaHuio, Torga B CTpoke oTobpaxaetcs «QSR-2200-10TBX-AC#», roe CMMBON «#»
ABMSETCA 3anpocoM AN pexuma nonb3oBaTtensd. Korga komaHga Bbixoda 3anyckaeTtcda nog
pexnmMomM agMuHUCTpaTopa, oHa ByaeT Takke BO3BpalleHa B PeXMM Monb3oBaTens.
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YnpaeneHvue mMapLpyTU3aTopom

B pexvmMe nonb3oBaTtens, 6e3 AONOMHUTENbHbIX HACTPOEK, NONb30BaTeNto AOCTYMHbI TOMbKO
3anpochbl, HaNpuUMep, BpeMsi Unu MHOpMaLMsa 0 BepCcuM MapLupyTusaTtopa.

1.2.1.2. Pexxum rnobanbHOro KoHpurypmpoBaHus

Habepute komaHay «QSR-2200-10TBX-AC# configure» B pexume agMuHUCTpaTopa Ans Toro,
4yTOObl BOWTM B pexmm rnobanbHoOro KoOHuUrypupoBaHusa. Mcnonb3ynte komaHdy Bbixoda B
COOTBETCTBMU C APYTMMN PEXUMaMM KOHUTYpaLmMmK, TaKUMK, Kak peXnM KoHdurypaumm nopTa,
VLAN-pexum, BEpHYTCS B pexmm rnobanbHoro koHdpurypmposaHus. [onb3oBaTtens MOXeT
BbINONHATL rnobanbHble HACTPOMKN KOHMUrypauum B 3TOM peXuMMe, Takne Kak HacTponka
Tabnny MAC-agpecoB, 3epkanuvpoBaHue nopTtoB, co3gaHue VLAN, STP, n 1. O. Takke
nonb3oBaTenb MOXET BOWTM B PEXMM KOH(UIypMpoBaHUS mnopTa [Afs HACTPOMKM BCeX
UHTepdencos.

1.2.1.2.1. Pexxum KoHdurypmupoBaHus uHtepcenca

Mcnonb3oBaHme koMaHgbl MHTepdenca B pexnme rnobanbHOro KOHUrypupoBaHns no3sonsaeT
BXOOUTb B  PEXWUM  KOH(UIypuMpoBaHUSA  yKasaHHOro WHTepdenca. MappytmusaTop
nogaepxunsBaeT Heckonbko Tunos nHTepderncos: 1. VLAN; 2. Ethernet-nopT; 3. Tunnel n 1.4.

Tun KomaHpa OdenctBne komaHabl | Bbixop
UHTepdenca
VLAN Habepute komaHgy HacTpownka Mcnonb3ynte komaHagy

interface vlan
<1-4094> B pexunme
rnodanbHoOro
KOHUrypupoBaHusi
(ans Bxopa B
HaCTPOWNKK
nHTepgenca
HeobxoaMmMo Hann4ue
co3fgaHHoro vian

VLAN-uHTEepencon
MapLupyTmMsaTopa u T.4.

exit ans Bo3BpalleHus
B pexuMm rrnobanbHoro
KOHUrypupoBaHus

pexume rnodanbHoro

<vlan-id>)

Ethernet-nopt Habepute  komaHay | Pexum Mcnonb3ynTte komangy
interface ethernet | KOHUrypmMpoBaHus exit onsi Bo3BpalleHus
<interface nhame> B | nopTa B pPeXuM rrnobanbHoro

KOHpUrypupoBaHus

KOHMrypupoBaHusi

1.2.1.2.2. Pexxum VLAN

Mcnonb3oBaHue komaHnapl vlian <vlan-id> B pexxume rnobanbHOro KOHUrypupoBaHusa nomoraeT
co3faTb U BOWTUM B COOTBETCTBYIOLLMIA pexum KoHpurypuposaHus VLAN. B atom pexume
aZlIMUHUCTPaATOP MOXeT HacTpamBaTb BCe MOpThbl nonb3osaTernen cooteseTcTBytowero VLAN.
BbinonHuTe komaHgy Bbixoda, 4TOObl BbITM M3 pexuma VLAN B pexum rnobanbHoro
KOH(purypuposaHums.

1.2.1.2.3. Pexxum DHCP Address Pool

Beeante komaHay ip dhcp pool <name> B pexxume rnobanbHOro KOHUrypmpoBaHmsa ang Bxoaa
B pexum DHCP Address Pool. lMpurnawenne atoro pexumma «QSR-2200-10TBX(config-
dhcp)#». B atom pexume npovcxoaut koHdurypmposaHne DHCP Address Pool. BeinonHute
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KOMaHZy BbixoAa, YTobbl BbINTU 13 pexxuma koHdpurypmposaHms DHCP Address Pool B pexum
rno6anbHOro KOHPUrypUpoBaHUS.

1.2.1.2.4. ACL-pexum

Tun ACL KomaHpa DencrBme komaHabl  Bbixon

PaclumpeHHbIn Habepute komangy ip | HacTtpowka napameTpoB | Micnonb3yite

pexum IP ACL access-list <name> B | anga pacLUMpeHHOro | kKoMaHgy exit ang

pexume rnobanbHoro | pexuma IP ACL BO3BpaLleHus B

KOHpurypuposaHus pexum rnobanbLHoro
KOHbMrypupoBaHus

1.2.2. HacTtponka cuHTakcuca

MapLupyTtusatop pasnmyaeT MHOXECTBO KOMaHA KOHdurypauum. HecMoTpsa Ha To, 4TO Bce
KOMaHabl pasHble, Heobxoammo cobngaTtb CUHTaAKCMC WX HanucaHus. O6bwwun dopmat
KOMaHAbl MapLipyTusatopa npuBegeH Huxe:

cmdtxt <variable> {enum1] .. | enumN} [option1] ... | optionN]
Pacwmndposka: cmdtxt KUpHbIM LWPUEGTOM YKa3bIBAET Ha KIOYEBOE CITIOBO KOMaHAbI;

<variable> ykasbiBaeT Ha wuamMeHsieMmbln napameTp; {enum1 | ... | enumN} o3Hauvaet
obsi3aTenbHbI  NapamMeTp, KOTOpbin [OofmkeH ObiTb BbiOpaH wn3 Habopa napamMeTpoB
enuml~enumN, a B kBagpaTHble ckoOku «[]»[option1 | ... | optionN] 3aknovatoT

Heobsa3aTenbHbI NapameTp. B aTom cnyyae B KOMaHOHOW CTPOKE MOXET OblTb KOMOUHaLMSA
"<>" "1 m "[]", Hanpumep: [<variable>], {enuml <variable>| enum2}, [optionl [option2]], n Tak
panee.

BoT npumepbl HEKOTOPLIX aKkTyanbHbIX KOMaHA KOHUrypaumu:

show version, napameTpbl He TpebyeTcs. OTO KOMaHAa, COCTosIasi TOMbKO W3
KMoYeBbIX CNoB U 6e3 napameTpoB;

vlan <vlan-id>, Heobxoaum BBOA, 3HAYEHWSI MApaMeTPOB NOCHE KMOYEBOro CrioBa.
server community <string> {ro | rw}, HUXXe NnpnBeaeHbl BO3MOXHblE BapuaHTbI:
server community public ro

server community private rw

1.2.3. CoyeTaHua KnasuLl

MapLupyTr3aTop NOAAEpKMBaeT MHOXECTBO COveTaHui knaBuw Ans obnerdyeHus BBOAA
KOHdUrypaumm nonb3oBaTenem.

KnaBuwa(u) @ ®yHkums

Back Space YananuTe cumBeon nepeq Kkypcopom. Kypcop nepemeluaeTcs Hasaa

BBepx «T» MokasaTb npeablayllyto BBeAeHHy0 koMaHay. OTtobpaxeHue 0O OecaTu
HeJaBHO HabpaHHbIX KOMaHA
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YnpaeneHve MapLLpyTU3aTopom " www.gtechu |
KnaBuwa(u) @ ®yHkums
BHUM3 «|» MokasaTb creaytoLLyto BBeAeHHY0 komaHay. [Mpy Ncnonb3oBaHUM KNaBuLLn

BBEPX «1», Bbl Nofy4yaeTe paHee BBeAEHHbIE KOMaHbl, NPU UCNONb30BaHUK
KMaBuULLIV BHW3 « | », Bbl BO3BpaLLAeTeCh K CrieflyloLlel komaHae

BneBo ««»

Kypcop nepemelwiaetcas Ha oavH | Bbl MoxeTe Mcnonb3oBaTb KhnaBULLN
CUMBOJ1 BMEBO BMEBO «<» W BNpaBoO «—» Ans
N3MEeHeHNs1 BBEIEHHbIX KOMaH[

BnpaBo «—»

Kypcop nepemellaetca Ha oOuH
CMMBOI BNpaBo

Ctrl +z BepHyTbca B Pexum agmumHucTpatopa HEMNOCPEeACTBEHHO U3  OpYrnx
PEXMMOB HAaCTPOWKM (3a UCKIOYEHNEM MONb30BATENBCKOro pexmnma)

Ctrl +c OcTaHoBKa HenpepbIBHbIX MPOLLECCOB KOMaHA, TakuX Kak ping 1 T.4.

Ctrl +a lMepemeLlleHne Kypcopa B Ha4ano CTPOKM

Ctrl +e lMNepemelleHne Kypcopa B KOHEL, CTPOKM

Tab B npouecce BBoga komaHgbl Tab MoxeT ObiTb WCMOMb30BaH AN ee

3aBepLUEHUs!, ecnv HeT OLNBOoK

1.2.4. CnpaBka

CywectBytloT ABa cnocoba nonyynTb JOCTYN K cnpaBoYvHon nHdpopmauun: KomaHgammn «Taby

n«?».
HDocTyn K Ucnonb3oBaHue u hyHKLUMN
cnpaBke
«Tab» [na nonyyeHna cnmcka Bcex OOCTYMHbIX KOMaH B JaHHOM pexume

«?»

Ons nony4vyeHuna onncaHnAa Bcex AOCTYMNHbIX KOMaHA4 B AaHHOM peXxunve

«?»

Beegute "?" nocrne komaHabl. Ecrniv nosvums gomkHa ObiTb C MapamMeTpom,
onucaHwne 3TOro napameTpa Tvna, Mmacwraba u T.4., 6yayT oTobpakeHbl, ecnm
nos3vums JormkHa ObiTb KNoYeBbIM CrioBoMm, TOo 6yaeT otobpaxeH Habop
KIOYEBBLIX CMNOB C KpaTKMM OMMWCaHWEM, eCcrnv BblWwmo "<cr>", To koMmaHga
BBeJEeHa MNOMHOCTbI, HaXXmuTe Knasuwy Enter, 4To6bl BbINONHUTE KOMaHAY.

Ecnn nocrne BBoga KOMaHAbl MMM 4acT KOMaHAbl BBECTU «?», TO
MapLlpyTU3aTop BblAAcT BapuaHTbl MPOAOIPKEHUS KOMaHAbl C  KPaTKAM
onvcaHuemM.

Mpumep:
QSR-2200-10TBX-AC # show mac mac-address-table - MAC table info
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YnpasneHve mMapLupyTM3aTopoMm W
HDocTyn K Ucnonb3oBaHue u pyHKLUUM
cnpaBke
«Tab» Haxmute Tab nocne BBoga KOMaHObl AN MOMyYEHUS CnmMcKa AOCTYMHbIX

napameTpoB

1.2.5. MNpoBepka BBOAA

1.2.5.1. Otobpaxaemas uHcopmauums: ycnewHoe BbinosiHeHue (successfull)

Bce komaHAbl, BBOAUMbIE Yepes KnaBmaTypy, NPoxXoaaT NpoBepKy cuHTakcuca B Shell. Huyero
He OypeT oTo6paxaTbCd, ecnvM nonb3oBaTeNb BBEN MNpaBufibHble KOMaHdbl Npw
COOTBETCTBYIOLLMNX PEXMMAX U YTO MPUBENO K UX YCNELUHOMY BbINONHEHUIO.

1.2.5.2. Oto6paxaeman uHcpopmauusa: oluM604HbLIN BBOA (error)

OTo6paxaemMoe OCHOBHbIX MosicHeHune
cooOLeHn oLLnboK

unknown command BBeageHHOM KOMaHabl He CyLLecTByeT Unn ecTb owmnbka B
napameTpe macwraba, Tuna unu oopmarta

1.2.6. MNoaaepxka sA3blka HeyeTKkon nornku (Fuzzy math)

Shell Ha maplwpyTM3aTope MMeeT NOLAEPKKY S3blka HEYETKOW FIOrMKM B MOMCKE KOMaHg 1
KntoyeBbIx croB. Shell 6ygeT pacno3HaBaTb KOMaHAbl U KIKOYEBbLIE CrOBa B TOM Criyyae, ecnuv
BBeJEHHas CTPOKa He BbI3blBAET HUKAKNX KOHITMKTOB.

Hanpumep:
1. KomaHga «show interface switchport status», Oyget pabotaTtb gaxe B TOM cnydyae,
ecnu HabpaTb «sh int switchport status».

2. OpHako, npu Habope koMaHabl «<show running-config» kak «show r» cuctema
coobwmt «unknown command», T.k. Shell 6ygeT He B COCTOSIHUM ONpenennThb, YTo
nmenock Beuay «show radius» nnun «show running-config». Taknum obpasom, Shell
CMOXeT MpaBuibHO pacno3HaTb KOMaHA4y TONbKO ecnv ByaeTt HabpaHo «sh rux.
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2. OCHOBHbIE HACTPOUKU MAPLUPYTU3ATOPA

2.1. OCHOBHbIe HAaCTPOMUKMU

OCHOBHbIE HAaCTPOWKM MapLLpyTU3aTopa BKMOYaloT B ceba komaHabl ANs BXoAa U Bbixoda U3
pexuma agMUHMCTpaTopa, KomMaHabl ANS BXo4a UM Bbixoda M3 pexuma KOHUrypupoBaHus
NHTepdenca, AN HaACTPOVMKN U OTODpaXkeHUs BpeMeHU B MapLipyTusaTope, oTobpaxeHus
NHOpPMaLMK O BEPCUM CUCTEMbI MapLLpyTM3aTopa U Tak aanee.

KomaHpa MosicHeHue

OOGbIYHbIN NONb30oBaTeNbCKUN pexum/Pexxum agMmHucTparopa

commit lNMprMMeHeHne BBeAEHHbIX paHee KOMaHa KOHpMrypaumm Ha Bpems
confirm-timeout

confirm MoaTBepXaeHne NPUMEHEHHbIX NPU MOMOLUM KOMaHAbl commit
KomMaHAa

Pexum agMuHucTpaTopa

configure BxoauT B pexunm rnobanbHOro KOHMUrypmpoBaHus nU3 pexuma
agMuHMCTpaTopa

Pa3nunyHble pexumbl

exit Bbixog 13 Tekywlero pexuvma v BxXod B Npeabiaylnin pexum,
Hanpumep, ecrnv NPUMEHNTb 3Ty KOMaHAy B pexume rnobansHoro
KOH(UrypupoBaHusi, TO OHa BEpHET BaC B  pEXuUM
agMUHUCTpaTopa, ecnv HabpaTb ewe pas (yke Haxogsicb B
pexvme agMuMHUCTpaTopa), TO nonageTe B MNONb30BaTENbCKUMA
pexXmm

PaclumpeHHbIN NoNb3oBaTeNbCKUN peXxnm/Pexxum agMmmHucTparTopa

end Bbixog K13 Tekywero pexuma W BO3BpalleHWe B PEXnUM
agMVHUCTpaTopa, TOMbKO Koraa norb3oBaTeNlb HAaXOAUTCA He B
NonNb30BaTENbCKOM/agMUHUCTPATOPCKOM peXMMaXx

Pexxum agMuHucTpaTopa

clock set <HH:MM:SS> | YctaHoBKa gaTbl U BpEMEHM
[YYYY.MM.DD]

show version OTobpaxxeHne Bepcumn mapLupyTmnsaTopa
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OCHOBHbIE HAaCTPOWKN MapLLpyTU3aTopa " www.gtech.ru |
KomaHpa NMosicHeHue
copy default-config BoaBpaluaeT 3aBoacKMe HaCTPOMKM

startup-config

copy running-config CoxpaHseT TekyLyto koHdurypauuio Ha Flash-namatb
startup-config

reload Mepesarpyska mapLipyTtmsaTopa

system config [on- | MNpumeHeHne KoHGUrypauum:

demand | by-commi] - nocre BBoJa KOMaHAbl

- B pexxume commit/confirm

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBeaeHue B Telnet

Telnet — 370 NpoOCTOM NPOTOKON yAaneHHoro AocTyna Ans AUCTaHUMOHHOro Bxoda. Vicnonbays
Telnet, nonb3oBaTtenb MOXeT ANCTAHLMOHHO BOMTK Ha XOCT MUCMONb3ys ero IP-agpec unm nms.
Telnet MOXeT nocbiNate HaXxaTus Knasuw yAareHHOMY XOCTY M BbIBOOUTb AaHHbIE HA 3KpaH
nonb3oBartens mncnonb3dysa npotokon TCP. 3To npo3payHas npouenypa, Tak Kak KaxeTtcs To,
YTO Monib3oBaTenbCKMe KnaBmaTypa M MOHUTOP MOAKMYEHbl K yaaneHHOMY Y3y Hanpsamyto.
Telnet ncnonb3yeT KIMEHT-CEPBEPHBIN PEXMM, JloKanbHas cuUcTemMa BbICTynaeT B PoSn
Telnet-knueHTa, a yaaneHHbin xocT — Telnet-cepeepa. MapuwpyTtusatop MoXeT ObiTb, Kak
Telnet-cepBepoMm, Tak 1 Telnet-knneHTom.

Korga mapLupyTtmusaTtop ucnosnbayeTtcs kak Telnet-cepsep, nonb3oBaTesib MOXET UCMOMb30BaTh
Telnet-knueHTckme nporpammbl, BktoveHHble B OC Windows wvnu gpyrne onepauyoHHble
CUCTEMbl AN BXOAa B MapLUpyTM3aToOp, Kak OMMCaHO paHee B pasgene «ynpaBfieHuwe no
He3aBMCUMbIM KaHanam cea3ny. Kak Telnet-cepsep mapLupyTusaTop No3BondeT 4o 5 KiMeHTam
Telnet-nogkntoyeHne ncnonbadysi npotokon TCP.

Taikke MapwpyTmsaTop paboTas kak Telnet-knmeHT, Nno3BonsieT NONb30BaTENO BONTN B Apyrne
yaaneHHble XocTbl. MapLpytusaTop MoxeT ycTaHoBUTb TCP-NoaKntoyYeHne TONbKo K OAHOMY
yaaneHHoMmy xocty. Ecnn nosButca HeobXoAMMOCTb COeOUHEHVUst C APYrMM  yaaneHHbIM
XOCTOM, Tekywme coeauHeHns TCP gomkHbl 6biTb pasopBaHbl.
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2.2.1.2. KomaHgbl koHhurypupoBaHus Telnet
2.2.1.2.1. Hactpouka Telnet-cepBepa

KomaHpa OnucaHue

Pexxum rmno6anbHOro KOHUrypmpoBaHus

service telnet AktuBupyet dyHkumio Telnet-cepBepa Ha

Hin MapLupyTM3aTope, KoMaHaa «nNo»
AeaKTUBMPYET 3Ty PYHKLMIO

no run

username <username> HactpavBaeT wmsa nonb3oBatens U

napone gnga gocrtyna no Telnet. Komanga

3 «nO» ypanseT [AaHHble aBTOPU3aLMK
password [ascii-text | encrypted] <password> | gy GpaHHoro nonb3oBatens

privilege [<1-15>]

Nno username <username>

aaa HacTponka pexuma ayTeHTuumkaumm gns

authentication login <name> login MOAKIIOHEHNA K MApLIPyTM3aTopy.

{|Oca| | radius | taca.CS} KOMaH,D,a «No» yaandaeTt KoMmaHay

no authentication <name>

aaa HacTtpoika BKMOYEHUS CIMCKOB METOO0B

authentication active-login-list <name> ayTeHTUKaLmu.

KomaHga «no» OTMeHseT npuMeHeHne

no authentication active-login-list
MEeTOLO0B ayTeHTUdMKaLUn

2.2.1.2.2. \cnonb3oBaHue Telnet gnsa yaaneHHoro goctyna K MmapLipytusatopy

KomaHpa OnucaHue

Pexxum agMuHuUcTpaTopa

telnet [vrf <vrf-name>] {<ip-addr> | host [MogknoyeHns c mapLipyTmM3aTopa K Apyrum
<hostname>} [<port>] yCTponcTBaM no npoTtokony telnet

2.2.2. SSH

2.2.2.1. BeepgeHnue B SSH

SSH (aHrn. Secure SHell — «b6e3onacHas obonoyka») SIBNSETCA NPOTOKONIOM, KOTOPbIV

obecneunBaeT 6e30nacHbIN yaaneHHbI AOCTYN K ceTeBbiM ycTponctBam. OH OCHOBaH Ha
HagexHom TCP/IP-npotokone. OH nopaepXvBaeT TakMe MexXaHu3Mbl Kak pacnpegeneHuve
Krntoven, npoBepka MOAMMHHOCTU U WwndpoBaHua mexgy SSH-cepBepoMm n SSH-knueHTom,
ycTaHoBKa Ge3onacHoro coefuHeHnusi. MiHdopmaums, nepegaBaemasi Yepes 3T0 coefuHeHune
3awmweHa oT nepexsata W pacwudppoBkn. [Ong  goctyna K - MapLupyTtusaTtopy,
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cooTBeTcTBYytOWEeMy TpeboBaHuam SSH2.0, Heobxoammo SSH2.0 KNUEHTCKoe nporpammHoe
obecneyeHne, Takoe, kak SSH Secure Client n Putty. lNMonb3oBatenn MoryT 3anyckaTtb
BbllLienepeymcneHHoe nporpaMmMmHoe obecrnevyeHne ANa ynpasneHus MapLupyTU3aTopoM
yoaneHHo. MapLupyTtunsaTop B HacTosiLee BpeMs nogaepxmeaeT ayteHTudpumkaumio RSA, 3DES
n SSH-wnpoBaHWe NnpoTokona, Naposb Nosb3oBaTens ayTeHTMdukaumm u T.4.

2.2.2.2. Cnucok komaHAa AnAa koHdurypmuposaHusa SSH-cepBepa

generate ssh-host-key {rsa [<1024-
8192> hit size] | ecdsa [<any number>
bit size of 256, 384 or 521] | ed25519}

run
no run

KomaHpa OnucaHue
Pexum rnob6anbHOro KoHcpurypmpoBaHus
service ssh AKTMBauMs  (pyHKUMM  Ha  MapLUpyTM3aTope;

KOMaHAa «nNo» OTMEeHAEeT npenbiayulyto KomaHay

username <username>
privilege [<1-15>]

password
<password>

[ascii-text |  encrypted]

Nno username <username>

HacTtpavBaeT umsa nonb3oBaTensa u naponb Ans
Joctyna K mapupyTtusatopy uvepe3 SSH-knueHT.
KomaHga «no» ygansieT [aHHble asTopu3auuu
BbIOpaHHOro nonb3oBaTtens

2.2.2.2.1. Npumep HacTponkn SSH-cepBepa

Mpumep:
3apauu:

1. Bkntountb SSH-cepBep Ha MapipyTmsaTope 1 3anyctntb SSH2.0 nporpammHoe
obecneveHune knmMeHTa, Takoe kak SSH Secure Client unn Putty Ha TepmnHane. Bontu
Ha MapLUpyTM3aTop, UCMOMb3ysa NMS MOSb30BaTeENS U Naposb OT KINEHTa.

2. Hactpoutb IP-agpec, no6aBnte SSH-nonb3oBatenen n aktmenposatb SSH-cepsuc
Ha mMapupyTnsaTope. SSH2.0-KIMEeHT MOXET BOMTU B MapLUpyTU3aTop, UCNOMb3ys
UMS nonb3oBaTens 1 Naponb ANS HACTPOMKU MapLupyTusaTopa.

QSR-2200-10TBX-AC # configure

QSR-2200-10TBX-AC (config)# service ssh
QSR-2200-10TBX-AC (config-service-ssh)# run
QSR-2200-10TBX-AC (config-service-ssh)# exit
QSR-2200-10TBX-AC (config)# interface vlan 1
QSR-2200-10TBX-AC (config-vlan)# ip address 10.10.254.29/24
QSR-2200-10TBX-AC (config-vlan)# exit
QSR-2900-30TX(config)# username qtech
QSR-2900-30TX(config-user)# privilege 15
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QSR-2900-30TX(config-user)# password ascii-text qtech

B IPv6-ceTax, TepmunHan [ormkeH 3anyctuTb SSH-knMeHT n nporpammHoe obecneyenue,
KoTopoe nogaepxueaeT IPv6, Takme kak putty6. lMonb3oBatenu He [OMKHbI WM3MEHSTb
HaCTPOKMKM MapLUpyTU3aTopa, 3a UCKIoYeHneM pacnpenenerus IPv6-agpeca ang fokanbHOro
XocTa.

2.3. Hactpouka IP-agpecoB MaplipyTtusaTtopa

Bce LAN Ethernet-nopTbl MapLipyTu3aTopa no yMonyaHuio ABna0TCa noptamu goctyna ans
KaHanbHOro ypoBHA 1M paboTatoT Ha BTOPOM YPOBHE, HO MOTyT OblTb CKOHGUIypupoBaHbl B L3
nHTepdencel. Bce WAN Ethernet-nopTbl no ymonyaHuio senstoTes L3 nHtepdgencamm, Ho MoryT
ObITb CKOHUIypUpoBaHbI kKak L2 nHtepdencol. L3 nHrepdericol, a Tak xxe VLAN-nHTepencol
npegcraeBnsgeT cobon nHTepdenc TpeTbero YpoBHA C OYHKLMAMMN, O5S KOTOPbIX MOXET ObiTb
Ha3Ha4eH IP-agpec, koTopbin ByaeT IP-agpecom mapLupytusatopa. Bece cetn VLAN, cBA3aHHble
C UHTepENCOM, N UX KOHpUrypauusa MoryT ObiTb HACTPOEHLI B MOAPEXNUME KOHUTYPUPOBAHUS
VLAN. MapLupyTtusatop npegocraenseT ABa meToda koHpurypaumm IP-agpeca:

e CraTnyeckumn
° DHCP
CraTtnyecka HacTpolka IP-agpeca no3sonsiet npuceameaTh |IP-agpec Bpy4Hyto.

B BOOTP/DHCP-pexnme, mapipytusatop pabotaet kak BOOTP/DHCP-knneHT, oTnpasnseT
wmnpokoBewaTtensHble  naketel  BOOTP-zanpoca Ha  BOOTP/DHCP-cepeepa u
BOOTP/DHCP-cepBep Ha3Ha4aeT agpec OTNpaBuUTENIO 3arnpoca, KpoMe Toro, MapLipyTm3aTop
MoXeT pabotatb B kadectBe cepsepa DHCP u gnHamudeckn HasHadaTb napameTpbl CeTw,
Takue, kak IP-agpeca, wno3 nagpeca DNS-cepsepoB DHCP-«knneHTam, 4to nogpo6bHO onMcaHo
B MocnegyroLwmx rnasax.

2.3.1. Cnncok KkomaHg Ansa HacTpouku |IP-agpecoB

2.3.1.1. Bknro4yeHue VLAN-pexuma

KomaHpa OnucaHue

Pexum rnmobanbHOro KoHcurypmpoBsaHus

interface vlan <vlan-id> CospgaHve VLAN-uHTepdpenca (nHTepdenica TpeTbero

w0 e A s YPOBHS); komaHaa «no» ygansieT VLAN-uHTepdenc

2.3.1.2. Py4yHasa HacTpoMKa

KomaHnpa OnucaHue
ip address <ip_address>/<mask> | Hactponka IP-agpeca VLAN-nHTEpdENCca;
[secondary] KomaHga «No» yoansert IP-agpec

no ip address {<ip_address>/<mask> | VLAN-nHTEPCENCa

dhcp | all} [secondary]
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KomaHpa OnucaHue

ipv6  address <ipv6-address/prefix- | Hactponka IPv6-agpecoB. KomaHga «no» yganset
length> [eui-64] IPv6-agpeca

no ipv6 address <ipv6-address/prefix-
length>

2.3.1.3. DHCP koHcpurypaums

KomaHpa OnucaHue

ip address dhcp BkntoyeHne mapwpytmnsatopa kak DHCP-knueHta gng
nonyyveHus |IP-agpeca v agpeca wno3a nyTem 3anpocoB

i h
no ip address dhcp DHCP. KomaHga «no» BbikntouaeT DHCP-knueHT

2.4. Hactpouka SNMP

2.4.1. BBepeHune B SNMP

SNMP (Simple Network Management Protocol) saBnsieTcst cTaHgapTHbIM NPOTOKOSIOM CETEBOIO
yrnpaBneHns, KOTopbIi LUMPOKO UCMONb3yeTcs B yNpaBneHun KOMMbloTepHbIMK ceTamu. SNMP
aBnseTca passmBarowmmcsa npotokosiom. SNMP v1 [RFC1157] asnsietca nepeBon Bepcuemn
npoTtokona SNMP, koTopass aganTupoBaHa K OrpOMHOMY 4MCIly MpOU3BOOUTENEN CBOEW
npoctoTon n nerkocteto BHeapeHusi; SNMP v2c¢ sensetcs ynydweHHon Bepcnen SNMP v1; B
SNMP v3 ycuneHa GesonacHocTtb, gobasneHol USM 1 VACM (View-Based Access Control
Model).

SNMP-npoTokon obecneunBaeT NpocTon cnocob obmeHa MHdopMaumen ynpaBneHns CeTbio
Mexay asymsi Toukamm B ceti. SNMP ncnonb3dyeT MexaHn3Mm 3anpocoB U nepegaeT coobLeHns
yepe3 UDP (npotokon 6e3 yCcTaHOBMEHUS] COEOMHEHUST TPAHCMOPTHOIO YPOBHS), MO3TOMY OH
XOpOLLIO NOAAEPKMBAETCA CyLLECTBYHOLLUMM KOMMbIOTEPHBIMU CETAMMN.

SNMP-npoTOKON MCNOMb3yeT pPEeXUMM CTaHuuMm-areHta. B 9TOWM CTpykType ecTb nABe
coctaensawowme: NMS (Network Management Station) n areHt. NMS saBnsietcss paGouen
CTaHumMen, Ha KOTopown CTouT knmeHTckast nporpamma SNMP. 3710 sapo SNMP-ynpaenenus
ceTbto. AreHT cepBepHOro nporpammHoro obecneveHns paboTtaeT Ha yCTPOWCTBaX, KOTOpble
Hyxgaiotca B ynpaeBneHun. NMS  ynpasnset Bcemn oObektamym 4epe3 areHToB.
MapwpyTnsatop nogaepxueaeT OYyHKLUUM areHTa.

Ceasb mexgy NMS wu areHtom npoucxoguT B pexunme KnuneHt-Cepsep, obmeHmBasichb
ctaHgapTHbiMKu coobweHnsmn. NMS nocbinaeT 3anpoc, u areHT oTBeyaeT. EcTb cemb TMNOB
SNMP-coob6LeHuiA:

o Get-Request

o Get-Response

o  Get-Next-Request
o Get-Bulk-Request
e Set-Request

e Trap

e Inform-Request
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NMS cBa3biBaeTCa C areHToM C rnomowbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu nony4eHnMn 3anpocoBs, oTBeYaeT coobLleHnem
Get-Response. O HeKOTOpbIX cheumanbHbiX CUTyauusiX, TakuMxX, Kak U3MEeHeHus1 CTaTyCcoB
CeTeBbIX MOPTOB YCTPOWCTBA MW M3MEHEHUs TOMOJSIOMMU CeTW, areHTbl MOryT OTnpaBnATb
cneymanbHble coobLueHns 06 aHoManbHbIx cobbiTuax. Kpome toro, NMS MoxeT ObiTb Takke
YCTAHOBMEH ANA npeaynpexaeHnss HEKOTOPbIX aHOMalnbHbIX CcoObITMIA, akTuBMpys RMON
dyHkumto. Korga cpabatbiBaeT onpefeneHHoe npaBumo, areHTbl OTNpaBnsioT coobLleHns B
XXypHanbl cobbITUIN B COOTBETCTBMM C HACTPONKaMM.

USM obecneumBaeT ©OesonacHyo nepefady, Xopowo npogymMaHHoe wWwungpoBaHue u
ayTeHTudmkaumio.

OTOT MexaHu3M rapaHTupyeT, 4To coobLieHna He MoryT 6biTb NPOCMOTPEHbI BO BpeMS
nepegaun. Takke USM AyTeHTuUdMKaumnsa rapaHTUpyeTt, 4YTO coobuieHne He MOXeT ObiTb
nameHeHo npu nepegade. USM wucnonesyet DES-CBC-kpuntorpacgpuo. 1 HMAC-MD5, un
HMAC-SHA uncnonb3ayoTca Ang ayteHTudukaumnm.

VACM wucnonb3ayetca gnd knaccudukaumm npae M OCTyna nonb3oBatenen. OTO CTaBuT
nosnib3oBaTesnien ¢ OOHUM M TEM Xe paspelleHnemM OCTyna B O4Hy rpynny. HeaBTopnsoBaHHble
nosnib3oBaTenn He MOryT NPOBOAUTL Oonepaunn.

2.4.2. BBepeHue B MIB

NHdopmauusa ynpasneHus cetbto goctyna B NMS koppekTHO onpegeneHa n opraHn3oBaHa B
nHdopmaumoHHon 6Gase ynpaenenna (MIB). MIB ato npeponpeneneHHas vHdopmaums,
KoTopass MoXeT ObITb [OCTynHa 4epe3 MNpOTOKONbl YNpaBfieHns CceTblo, BO BCEW CBOEN
MHOMOCITOMHOCTU N CTPYKTYpUpOBaHHOM BuAe. [NpegonpeneneHHas nHgopmaums ynpasneHus
MOXeT ObITb MoNydeHa NyTemM MOHUTOpUHra ceteBbix ycTponcTtB. ISO ASN.1 onpegenset
OpeBoBUAHYO CTPYKTYpY ana MIB, cooTBeTCcTBEHHO Kaxabii MIB opraHmnayeTt BClO 4OCTYMNHYHO
WHopMauMilo B Buae Takon CTPyKTypbl. Kaxabii y3en atoro gepeBa cogepxut OID
(noeHTudmkaTop obbvekTa) n kpaTkoe onmcaHue yana. OID npeacraenseT cobor Habop uenbix
yucern, pasgeneHHbIX Toykamu, M MoOXeT OblTb WCNONb30BaH AN onpegeneHus
MECTOMOSOXEHNA y3na B apeBoBuaHON CTPyKType MIB, kak nokaszaHO Ha pUCYHKE HUXE:

Root
]
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1) ¢ Node(1) ¢ @ Object(2)

Object(1) ¢
PucyHok 2-1. Mpumep aepesa ASN.1

Ha atom pucyHke OID obbekTa A saBnseTcd 1.2.1.1. NMS MoXeT HanTu 3TOT 06bEKT Yepes 3ToT
yHuKanbHbin OID 1 nony4uTb CcTaHAapTHble nepemeHHble obbekta. MIB onpepenset Habop
CTaHOapTHbIX MepeMeHHbIX AN MOHUTOPUHIa CEeTEBbLIX YCTPONCTB, Creays 3TON CTPYKType.
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Ecnu nidopmauma o nepemeHHbix MIB-areHTa gomkHa 6biTb NpocMoTpeHa, Heobxoamm 3anyck
nporpammHoro obecnedeHms npocmotpa MIB Ha NMS. MIB B areHTe 0OGbl4HO COCTOMT K3
ny6nuyHoro MIB u yactHoro MIB. [lMy6nuuHbin MIB cogepxuT OTKpbITyt0 WHopMaumio
ynpaBreHns ceTbto, KoTopasi MoxeT ObiTb gocTynHa ans Bcex NMS, yactHbin MIB cogepxut
KOHKPETHY0 MHChopMaumio, KOTopast MOXeT ObITb NPOCMOTPEHA 1 KOHTPONMPYETCA NOAAEPXKKOM
npounssoauTens.

MIB-I [RFC1156] 6bina nepson peanu3auven nybnuuHbix MIB SNMP, n 6bina 3ameHeHa
MIB-II [RFC1213]. MIB-Il pacwupsaet MIB-l1 u coxpaHsier OID gna MIB-gepesbeB B MIB-I.
MIB-II, copgepxuT BrnoXxeHHble OepeBbsi, KOTOPblE Takke HasbiBaloTcs rpynnamu. O6bekTbl B
3TUX rpynnax OxBaTbiBalOT BCe (YHKUMOHamNbHble obractm B ynpasneHun cetbio. NMS
nony4vaeT uHcopmMaumio 06 ynpasneHun cetbio npocmatpmeas MIB Ha SNMP-areHTe.

MapwpyTtusatop MmoxeT pabotate B kadectBe SNMP-areHTa, a Takke nogaoepxmsaet SNMP
v1/0/iv2c n SNMP v3. Takke mapwpyTtusatop nogaepxusaet 6asosbie MIB-1l, RMON
ny6nuyHele MIB u gpyrne nybnuyHsie MIB, Takue kak Bridge MIB. Kpome Toro, mapLupyTtmsaTop
nogaepXmnBaeT cCaMoCTOATENBHO onpeaeneHHble YacTHble MIB.

2.4.3. Hactpouka SNMP

2.4.3.1. Cnucok kKomaHa anst Hactpoukn SNMP
2.4.3.1.1. BknoyeHue u otknroyveHne cpyHkumm SNMP-areHTa

KomaHpa OnucaHue

Pexum rnobanbHOro KoHcpurypmpoBsaHus

service snmp Mepexopn B pexun KoHdurypaumm SNMP

Pexum KoHcpurypupoBaHusa SNMP

run BkntoveHne dyHkumm SNMP-areHTa Ha MaplpyTtusaTtope.

6 T KomaHaa «no» BbIKIOYaeT 3Ty (PyHKLMIO

2.4.3.1.2. Hactponka ctpoku coobwectsa B SNMP

KomaHpa OnucaHue

Pexum koHdurypuposaHua SNMP

server community <string> {ro|rw} [view view- | HacTponka ctpoku coobiectsa B8 SNMP ans
name>] mapLipytmusaTtopa. KomaHga «no» ypanser

no server community 3Ty CTPOKY
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2.4.3.1.3. HacTpownka 6e3onacHoro |IP-agpeca ctaHumu ynpaBneHnsa SNMP
2.4.3.1.3.1. Hactponka TRAP

KomaHpa OnucaHue

PexxuM rmno6anbHOro KOHUrypmpoBaHus

service snmp Bkntiounte otnpaBky Trap-coobuieHnin. 3Ta KomaHaa
ucnonesyetca and SNMP vi1/i2/v3. KomaHga «noy»

server enable traps [config |
yoansaeTt KoHuUrypaumto

dying-gasp | transceiver-monitor]

no server enable traps [config |
dying-gasp | transceiver-monitor]

server host [oob | vif <name>] <ip | YcTaHoBKa IPv4/IPv6-agpeca XOCTa, KOTOpbIN
address> ucnonb3yetca Anga nonyyvyeHns nHgopmauum SNMP Trap.
Ona SNMP v1/v2, ata komaHAa Takke HacTpanBaeT CTPOKY
coobuwectea ana Trap. Komanga «no» yganset
KOHUrypauuto

no server host [oob | vif <name>]
<ip address>

community <name>
no community

2.4.4. Tunn4Hble npumepbl HacTpoukmn SNMP

IP-agpec NMS 1.1.1.5, IP-agpec mapuwpyTtusatopa (areHta) 1.1.1.9.

Cuenapwun 1. MNporpammHoe obecneveHne NMS ncnonbayeT npotokon SNMP ansa nonyyeHus
AaHHbIX OT MapLupyTmM3aTopa.

KoHturypauma mapLupytmusatopa, 3anmcaHa HUXe:
QSR-2200-10TBX-AC(config)# service snmp
QSR-2200-10TBX-AC(config-service-snmp)# server host 1.1.1.5
QSR-2200-10TBX-AC(config-snmp-host)# community public
QSR-2200-10TBX-AC(config-snmp-host)# exit
QSR-2200-10TBX-AC(config-service-snmp)# server enable traps
QSR-2200-10TBX-AC(config-service-snmp)# server community public rw
QSR-2200-10TBX-AC(config-service-snmp)# server enable traps dying-gasp
QSR-2200-10TBX-AC(config-service-snmp)# run

NMS moxeT mcnonb3oBaTb private cTpoky coobuwectBa(rw) Ans 4OCTyna K MapLipyTusaTopy
ANA 4YTeHus 1 3anucu unuM mucnonb3oBaTtb public cTpoky coobuiecta(ro) aona goctyna K
MapLUPyTU3aTOPY TOSNBbKO ANl YTEHUS.

2.4.5. NMouck HencnpaBHocten SNMP

Korga nonb3oBatenu HacTtpavsaioT SNMP, SNMP-cepBep mMoxeT He paboTaTb AOMKHbIM
obpa3om u3-3a OTKasa (PU3NYECKOrO COEOUHEHMS M HenpaBUITbHOM KOHdurypaumm u T.4.
Monb3oBaTenu MoryT ycTpaHuTb Npobnembl, BbINOMAHMB TPeboBaHNS, YKa3aHHbIE HUXKE:

e Yb6eauTbCsl B HAOEXHOCTUN (PU3NYECKOTO COEANHEHNS.
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e YbeauTbcs, YTO MHTEpdENC U NPOTOKON nepedady AaHHbIX HAXOAATCA B COCTOSIHUU
«up» (ucnonb3yrmte KomaHgy “Show interface"), a Takke CBA3b Mexay
MapLUpyTU3aTOPOM M XOCTOM MOXeT ObiTb MpoBepeHa nyTem pinga (Mcnonb3ymnte
Komangy "ping").

e Ybeautbcs, 4TO BKMoYeHa yHkuma SNMP-areHTa. (Micnonb3oBatb KOMaHgy "snmp-
server").

e Ybeautbes, yto 6esonacHocTb IP ans NMS (ucnonb3oBaTb KomaHay “snmp-server
securityip") n ctpoka coobLlecTBa (MCnonb3oBaTb KOMaHAy "snmp-server community")
npaBunbHO HacTpoeHbl. Ecnn 4T0-TO M3 aTOoro He HacTtpoeHo, SNMP He cmoxeT
obwaTtbes ¢ NMS gomxkHbiM obpasom.

o Ecnu Heobxoguma Trap-pyHKUMA, He 3abyabTe BKAYUTL Trap (MCNonb3oBaTb
KomaHay "server enable traps"). I He 3abyabTe npaBunbHO HacTpouTb IP-agpec xocta
N cTpoky coobulectea onga Trap (ucnonb3oBaTb koMaHay "snmp-server host"), 4TobbI
obecneunTb oTNpaBky Trap-COOBLLEHUIN Ha YKa3aHHbIA XOCT.

e [Ecnu nonb3oBaTenb Mo-nNpexHeMy He MoOXeT pewuTb npobnembl ¢ SNMP,
obpalantechb B TEXHUYECKUI LIEHTP.

2.5. MogepHu3auumsa maplipyTtusartopa

MapwpyTtusatop npegoctaenser crnocod O6HOBMEHMsT nNporpaMmmHOro obecnedeHus:
TFTP/FTP-obHoBneHue nopg Shell.

2.5.1. CuctemHble thannbl MapLlipyTrM3saTopa

CuctemHble annbl BkovaloT B ceba dann obpasa cucrtembl (image). OGHoBneHue
CUCTEMHLIX (hbannoB MapLupyTmMsatopa nogpasymeBaeT cobon nepesanncb CTapbix ¢annos
HOBbIMMU.

dann obpasa cuctembl BKNtoYaeT B cebsi cxkaTtble dannbl annapaTHbIX gpanBepos, dannbl
nporpammMmHoro obecneveHusi n T. 4., 3To To, YTO Mbl 06bI4HO Ha3biBaeM «IMG file».

MapLpyTr3atop npegocTaBnseT Nonb3oBaTento ABa pexrMma o6HOBNEHUS:
TFTP- u FTP-o6HoBneHune B pexume Shell.

2.5.2. O6bHoBneHne FTP/TFTP
2.5.2.1. BBegeHune B FTP/TFTP

FTP (File Transfer Protocol) /TFTP (Trivial File Transfer Protocol) aBnsawTca npoTtokonamm
nepegaun cannoe, oM oba npuHagnexat K YeTBEPTOMY YPOBHIO (YPOBHIO MPUIIOXEHN) B
TCP/IP-cTeke MpOTOKOSIOB, UCMOSfb3yeMOMY AONsl nepefayn annoe mMexagy KoMnboTepamu,
y3namu n mapwpytudatopamm. Oba oHM nepeparoT hannbl B KIMEHT-CEPBEPHON MOLENMN.
PasHuua mexay HMMK onucaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gnsa obecrneyeHnsa HageXHOW CBS3M U TPaAHCMOPTUMPOBKM
NnoToKa JaHHbIX. TeM He MeHee, OH He NpeaycmaTpyBaeT Npoueaypy aBTopusauum Ana goctyna
K dhannam n ucnonb3yeT NPOCTON MeXaHn3M ayTeHTudunkaumm (nepegaeT nms nonb3oBaTens
N nNaponb Ana ayTeHTMduKaumm B BMAE OTKpbITOro Tekcta). MNpwu ncnonesosaHun FTP gns
nepeaayn bannos, AOMKHbI ObITb YCTAHOBMEHBI 4Ba COEANHEHUS MEXAY KITMEHTOM 1 CEPBEPOM:
ynpaensioLiee coeavHeHne n coeavHeHne nepegayn aaHHbix. [anee pgormkeH GbiTb nocnaH
3anpoc Ha nepegadvy ot FTP-knueHTa Ha nopT 21 cepBepa Angd ycTaHOBMNEeHUs ynpaBngaoLero
COeUHEeHUs N cornacoBaHus nepefayn JaHHbIX Yepes ynpasnsallee coeguHeHve.
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2.5.2.2. Hactpouka FTP/TFTP

KoHdurypaumm mapwpytmsatopa kak FTP- n TFTP-knneHTa novtv oguHaKkoBbl, NO3TOMY
npouenypbl HacTponku ana FTP n TFTP B 3TOM pyKoBOACTBE ONMcaHbl BMECTE.

2.5.2.2.1. Hactpounka FTP/TFTP-knueHTa
2.5.2.2.1.1. 3arpy3ka cannoB FTP/TFTP-knueHTom

KomaHnpa MosicHeHue

Pexxnm agmMuHucTpaTopa

copy 3arpyska annos FTP/TFTP-knueHToM
ftp://user[:password]@<host>[:port][active_
mode_flag]/<remote-filename>.bzimage
flash:image/

tftp://<host>[:port]:/<remote-
filename>.bzimage flash:image/

2.5.2.3. Mpumepbl HacTpouku FTP/TFTP

Mpumep nokasaH Tonbko ans |IPv4-agpeca.

Gi 10.1.1.2

10.1.1.1

PucyHok 2-2. 3arpyska nos.img darnna FTP/TFTP-knneHToM

CueHapmn 1. Wcnonb3oBaHue Mapwpytmsatopa B kadectBe FTP/TFTP-knnenTa.
MapLpyTtusatop coegnHsieTcs O4HUM U3 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOPbIN SABMASETCA
FTP/TFTP-cepeepom ¢ IP-agpecom 10.1.1.1, mapwpytMsaTtop OENCTBYET  Kak
FTP/TFTP-knneHT, IP-agpec uHTepcenca VLAN1-mapwpytusatopa 10.1.1.2. Tpebyetcs
3arpy3utb dpann "QSR-2200-10TBX-AC_ 1.0.755.bzimage" ¢ komnboTEpa B MapLLpyTu3aTop.

2.5.2.3.1. Hactponka FTP-knueHTa

HacTpoiika komnbloTepa:

3anyctute nporpammHoe obecneyenne FTP-cepBepa Ha komnbioTEpPE U YCTaHOBUTE UMSA
nonb3oBatens "PC" u naponb "superuser'. [Nomectute davn "QSR-2200-10TBX-AC
_1.0.755.bzimage" B cooTBeTCTBYIOWMNIA KaTanor FTP-cepeepa Ha koMnbloTepe.

[anee onucaHa npoueaypa HacTPOMKM MapLupyTusartopa:
QSR-2200-10TBX-AC(config)#interface vlan1
QSR-2200-10TBX-AC(Config-if-Vlan1)#ip address 10.1.1.2/24
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QSR-2200-10TBX-AC(Config-if-VlanT)#exit

QSR-2200-10TBX-AC(config)#exit

QSR-2200-10TBX-AC#copy tftp://10.1.1.1:/QSR-2200-10TBX-AC_1.0.755.bzimage
flash:image/

MapwpyTtusaTop BbiCTynaeT kak FTP-KnneHT ans npocmoTpa cnucka ¢annos Ha FTP-cepsepe.
YCnoBusa CUHXPOHU3aLMK: MapLUpyTM3aTop COoeguHeH C KomnbioTepom yvepes Ethernet-nopr,
KomnbtoTep asnsetca FTP-cepsepom ¢ IP-agpecom 10.1.1.1; MapwpyTtusaTop BbICTynaeT Kak
FTP-knueHT c IP-agpecom untepgenca VLAN1 10.1.1.2.

2.5.2.4. YcTtaHoBKa npuopuTteToB 3arpy3ku IMG-c¢annos

Mocne konupoBaHue IMG-file Ha hnew-namaTe MaplpyTMsaTopa, Heo6XoOMMO BbICTaBUTb
npuoputeT 3arpy3kn (kakon IMG-file BygeT 3arpyxatbcs B ponim ocHoHoro 10, a kakon bygeT
B pOSIN PE3EepPBHOrO).

KomaHnpa MoscHeHune

Pexum agMuHucTpartopa

system boot BeicTaBneHne napmeTpoB 3arpy3ku IMG-bavina B kayecTtBe
<filename>.bzimage ocHoBHoro N0, koTopoe OyaeT 3arpykaTbCs B NEPBYIO o4epenb
primary-image

system boot BroicTaBneHne napameTpoB 3arpy3ku |IMG-hanna, KoTopbin
<filename>.bzimage OyneT BbicTynaTb B ponu pesepsHoro MO u 3arpyxaTbcsa ecnm
backup-image 3arpyska ocHoBHoro 10 He yganacbh

2.5.2.5. YcTtpaHeHue HencnpaBHocten FTP/TFTP
2.5.2.5.1. Nouck HeucnpaBHocTen FTP

Mepen Hayanom npouecca 3arpy3ku/ckadmBaHnst CUCTEMHBIX (hainoB ¢ MOMOLLLIO NPOTOKOMa
FTP HeobxogumMo NpoBEpUTL HANUUMeE CoOeaMHEHUSI MEXOY KIMEHTOM U CEPBEPOM, 3TO MOXKHO
OCYLLIECTBUTb C MOMOLLbI0 KOMaHAbl «ping». Ecnun nuHr-tectupoBaHue HeydayHo, crneayet
YCTPaHWUTb HEMONagKkn ¢ coeguHEHNEM.

Ecnn mapwpyTtmnsatop o6HoBNSET dhansi NpoLwnBKM unn dbain HadanbHOM KOHUrypauumn 4yepes
FTP, oH He gormkeH nepesanyckaTbecs Nnoka He nosBuTcst coobuueHme "close ftp clienty nnn "226
Transfer complete» ykasbiBalowme Ha ycnewHoe OOGHOBRNEHME, B MPOTUBHOM Cly4yae
MapLUpyTM3aTop MOXeT BbITb MOBPEXAEH 1 ero 3anyck byaeT HeBo3mMoXxeH. Ecnv o6HoBneHne
yepe3d FTP He ypaetcda, nonpobynTte ewe pa3 wnm ucnonb3ynte pexvm BootROM ans
OGHOBNEHMS.

2.5.2.5.2. MNounck HeucnpaBHocTen TFTP

Mepen Hayanom npouecca 3arpy3ku/ckadmBaHnsl CUCTEMHBIX (bainoB ¢ MOMOLLLIO NPOTOKOMAa
TFTP Heo6x04MMO NpOBEPUTL HANU4YMe CoOeaNHEHNSA MEXAY KITMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLIECTBUTb C NMOMOLLBIO KOMaHAbl «ping». Ecnv Ha oTnpaBneHHbIn echo-request He Gbino
nosily4yeHo oTBeTa, crneayeT YCTPaHUTb HENoOaaku ¢ coeaUHEHUNEM.

Ecnu mapwpyTtusatop obHoBRSET harn NpoLwmBKN Unu oann HadanbHoWM KOHUrypauumn Yepes
TFTP, oH He gomkeH nepesanyckaTbCsa Noka He nosiButca coobuieHune "close tftp clienty nnm
"File transfer complete» ykasbiBawolWmne Ha ycnewHoe OGHOBMEHME, B NMPOTMBHOM Cryyae
MapLupyTusaTop MoxeT BblTb NOBpeXaeH 1 ero 3anyck byaet HeBo3moxeH. Ecnn obHoBneHne
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yepe3d TFTP He ypaetcs, nonpobyinTte ewe pa3 unu mucnonbdymte pexmm BootROM gns
0GHOBNEHMS.

2.5.3. Acnonb3oBaHne dnew-Hakonutena USB pana  oGHoBneHus
yCTpoUCTBa

MapwpyTtusatop ocHaweH USB-noptom. [Ins o6HoBneHus MO Ha maplipyTusatope, a Takke
3arpysKku-BbIrpy3Kku dannos KOHcpurypauum, MO>HO 1ncnonb3oBaTb BHELLUHWUN
dnew-Hakonutens USB.

2.5.3.1. NoaroToBKa chnew-Hakonutenss USB kK o6HOBMNEHUIO

Ha ¢new-Hakonutene USB gormkHbl 6biTb 3anmncaHbl hannel npowmnekn IMG-file nnn gpyrue
dannbl Ons TPaHCNOPTUPOBKM Ha pnew-namsaTb Maplupytmsatopa. Takke Heobxoommo
cBobogHoe mecTo Ha dnew-HakonuTene USB gns Boirpy3ku pannos 13 dnewl-namatm
MapLupyTmusatopa. dneL-HakonuTenb 4oSmkeH OblTb ycTaHoBneH B USB-pasbem.

YctaHoBuTe dnew-Hakonutens USB B USB-pasbeM. Cuctema aBTOMatU4eCKU BbIMOSTHUT
nounck USB.

KomaHngbl ons pabotbl ¢ donew-Hakonmutenem USB.

2.5.3.1.1. KomaHabl npocMoOTpa U nepexoaa no pasgenam

Komanpa MosicHeHune

dir usb://<pa3gen> MpocmoTp cogepxkumoro USB cneww-Hakonutens
dir usb://sdal/

umount usb://sdal/ OTtkntoveHmne USB-Hakonutens

2.5.3.1.2. KomaHapbl TPaHCNOPTUPOBKMU c¢annos c ucnosib3oBaHNeMm
c¢new-Hakonutensa

KomaHpa MosicHeHune

Pexxum agMuHuUcTpaTopa

copy ush://sdal/<file | KonnposaHue MO (IMG-canna) ¢ USB dnelw-HakonuTensa Ha
name> flash:image/ dnew-namaTe MapLupyTnsaTopa

delete usb://sdal/<file | Yaanenue davina ¢ dpnew-Hakonutens USB

name>

Mocne konupoeaHus IMG-darnnos B dneL-namsaTe MapLupyTu3aTopa Heo6xo0aNMo BbICTaBUTb
napameTpbl 3arpy3ku pannos (cm. n. 2.5.2.4).
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3. KOHOUTYPUPOBAHUE NMOPTOB

3.1. BBegeHue

Ecnn nonb3oBatenb xo4eT CKOHUrypupoBaTb CETEBOW MOPT, OH MOXET BBECTU KOMaHAy
«interface <interface-type> <interface-list>» ana Bxoga B COOTBETCTBYIOLMN PEXUM
KoHGurypauum nopta. B pexmme koHdurypaumm nopta MOXHO M3MEHATb CKOPOCTb, PEXUM
aynnekca n HactpamBaTtb ynpaBneHue TpaddukoM, Npyu 3TOM AaHHble U3MEHEeHMs TpebytoT
COOTBETCTBYHOLLMX MUBMEHEHUI HA OTBETHbIX CETEBbLIX NOpTaX.

3.2. Cnucok KomaHAa AnAa KoHcpurypmpoBaHusi NOpPToB

3.2.1. Bxoa B pexum KoHcpurypauum Ethernet-nopTta

KomaHnpa OnucaHue

Pexxum rnob6anbHoOro KoHdurypmpoBaHus

interface <interface-type> <interface-list> | Bxog B pexxum koHdurypaumm Ethernet-nopTta

3.2.1.1. KoHdumrypaumsa napameTpoB ceTeBOro nopra

KomaHpa OnucaHue

Pexxum KoHcurypaumm nopra

sfp mode {copper | fiber} YcraHoBka pexvuma SFP+-noptoB

shutdown BkntoyeHmne/BbIKITIOYEHNE YKa3aHHOMO nopTa
no shutdown

description <string> HasHayeHne unm oTMeHa MMeHu nopTa
no description

speed {auto | 10 | 100 | 1G | 2.5G | 5G | | YcTtaHoBKa ckopocTM M pgynnekca Ha nopTy. C

10G {full | half} ornepartopom «no» AaHHas KOoMaHAa
no speed BOCCTaHaBNMMBaeT  MapameTpbl  nopta  no
YMOJYaHuio, TO ecTb aBTOMaTUYECKOE

onpeneneHne CKOpoCTn n gynrnekca

loopback-detection enable BkntoyeHune/BbIkNoYeHNe  (PyHKUMM nNeTnvM  Ans

no loopback-detection enable yKasaHHeIX MopToB

loopback-detection specified-vlans | Beibop VLAN ana pa6otbl loopback-detection.
<VLAN ID> Komanga no ans oTKo4YeHus

no loopback-detection specified-vlans
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KomaHpa

OnucaHue

loopback-detection trap
no loopback-detection trap

BkntoyeHne otnpaskm SNMP Trap ans cobbituii
obHapyxeHns netenb. KomaHga no Ans
OTKINIOYEHUSA

storm-control {unicast-unknown |
broadcast | multicast-unregistered} {kbps
<Kbits> | pps <packet>}

no storm-control {unicast-unknown |
broadcast | multicast-unregistered}

BkntoyeHne yHKUUN KOHTPONSA LWITOPMOB ANs
LUMpoKoBeLlaTesnbHbIX, MHOrONOJb30BaTENbCKNX
1 nepcoHarbHbIX NAKETOB C HEN3BECTHbLIM
aapecoM HasHayeHus (KOpoTKUX Ang
LUMpPOKOBELLaTENBHOr0) M yCTaHOBKa AOMYCTUMOro
yuMcna WMpOoKoBeLLIaTENbHbIX NakeToB; hopmat
NO gaHHOM KOMaHAbl OTKIHYaeT PyHKLUMIO
KOHTPOSIS LWMpPOKOBeLLaTeNbHbIX LUTOPMOB

3.2.1.2. BupTtyanbHbIX TecT Kabens

KomaHnpa

OnucaHue

Pexum agMuHucTpaTopa

virtual-cable-test <interface-type>
<interface-list>

BupTyanbHbIn TecT kabensi Ha nopTe
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4. KOHOUTYPALUUNA SYHKUUUN PACIMO3HABAHUA
MNETIIU HA MOPTY

4.1. BBegeHue B (hyHKLMIO pacrno3HaBaHUA NeTnu

C pasButMem ceTeBblX YCTPOMCTB Bce Oonblie n Gonblue nonb3oBaTtenen NOAKMHYalTCs K
cetn vepes Ethernet-mappytmnsatopbl. B NpOMbILLAEHHBIX CETAX MOMNb30BaTENW MNOMnyYatoT
AOCTYN Yepe3 MapLupyTM3aTopbl, YTO NpeabsaBnseT cTporve TpeboBaHNA K B3aMMOAENCTBUIO
Mexay yCTPOMCTBaMM Kak BHELLHEN, Tak M BHYTpeHHen ceTu. Korga TpebyeTtcsa B3anmogencrame
Ha 2-M YpOBHe, COOBLLEHNE AOMKHO OTNPaBNATLCA TOYHO B COOTBETCTBMM ¢ MAC-agpecom ang
KOppeKkTHOM paboTbl Mexay nonb3oBaTtensmMu. YCTPOWCTBA BTOPOr0 YPOBHA 3anOMWHAKOT
MAC-agpeca, nsy4vas exogsawmne MAC-agpeca UCTOYHUKOB NAKETOB M NPW NOCTYMNNEHNN nakeTa
C HEM3BECTHbIM agpecoM UCTOYHUKA OHW 3anuckiBatoT ero MAC-agpec B Tabnuuy, 3akpenndas
€ero 3a nopTom, OTKyda npuwlen 3ToT nakeT. Takum obpasom crnegylowmi nakeT C SaHHbIM
MAC-agpecom B ka4yecTBe nopTa HasHadeHus OyaeT oTnpaBneH cpasy Ha aToT NopT. TO ecTb
agpec cpasy hukenpyeTcs Ha NnopTy AN OTNPaBKM BCEX MAKETOB.

Korga naket ¢ MAC-agpecom UCTOYHMKA, YXKe M3YyYeHHbIM MapLUPYTU3aTOPOM, NPUXoauT Yyepes
apyrov nopT, 3anuck B Tabnuue MAC-agpecoB nsMeHsaeTca Takum obpasom, YToObl NakeTbl C
AaHHbiIM MAC-agpecom HanpaBnsinMCb Yepes3 HOBbIM NopT. B pesynbrate, ecnu Ha y4vacTtke
Mexay ABYMS agpecaTamu cyllecTByeT Kakaa-nnbo netns, sBce MAC-agpeca us cetn BTOpPOro
YPOBHS ByayT nepecbiniaTbCAa Ha TOT NOPT, rae cywectsyeT neTns (06bi4Ho MAC-agpeca B 3TOM
Ccnyyae C BbICOKOW 4aCTOTOM MEPEKNoYaTCsa C OQHOro rnopta Ha Apyron), 4To Bbi3biBaeT
neperpysky u notepto pabotocnocobHocTn cetn 2-ro ypoBHs. BoT noyemy Heobxoammo
npoBepsATb Hanuune neTnn Ha ceTeBblX noptax. Korga Ha nopTy onpegensdeTcs netns,
obHapyxuBLLee ee YyCTPOWCTBO AOSMKHO nocnaTtb NpeaynpexgeHue B CcUCTeMy yrnpaBneHus
CeTbto, NO3BOJIAA CETEBOMY aAAMUHUCTPATOPY OBHaPYXWTb, TOKann3oBaTb 1 peLmnTb Npobnemy
B CeTwu.

Mockonbky cucTtemMa OBGHapyXeHusi neTerlb MOXeT aBTOMaTUYeCKM MPUHMMATL PeLLeHUst O
HanuMuMmM NeTny B COEOVHEHUN U ee UCYE3HOBEHUMU, YCTPOMCTBA C (PYHKUMSAMU KOHTPOSS Ha
nopTax (TakMx Kak W30nsiuMsi MOPTOB W KOHTPOSb 3a 3anomuHaHvem MAC-agpecoB) moryT
3HaYUTENbHO CHU3WUTbL Harpy3ky C CETEBOro aAMWHUCTpAToOpa, a Takke YMEHbLUUTb BPEMS
peakunn Ha Npobrnemy, MUHUMU3NPYS BO3AENCTBME NeTN Ha ceTb.

4.2. Cnncok KOMaHA ans KOH(pUrypupoBaHus hyHKLUUM
pacno3HaBaHUsl NeTNN Ha NOPTY

4.2.1. KoHcpurypupoBaHue BpeMeHHOro MHTepBana pacnosHaBaHus neTnu

KomaHpa OnucaHue

Pexum rnob6anbHOro KoHurypmpoBaHus

loopback-detection interval <1-300> {<1-300>} | KoH(purypnpoBaHue BpEMEHHOIO MHTepBana

no interval pacno3HaBaHUA NeTnn

33

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo no yctaHoBke QSR-2200, QSR-2500, QSR-2900, QSR-3200

KoHdurypaumsi pyHKUMM pacrnosHaBaHUs NETNN Ha NopTy " www.atech.ru |

4.2.2. BknrovyeHue pyHKUMUN pacno3HaBaHUs NeTnum

KomaHnpa

OnucaHue

PexXum KoHdurypmupoBaHusa nopra

loopback-detection enable

no loopback-detection enable

BknioyeHne ©n  BbIKMHOYEHUE  (PyHKUMK
pacno3HaBaHus NeTnu

no loopback-detection specified-vlans

loopback-detection specified-vlans <VLAN ID> | Beibop VLAN ansa pabotsl

loopback-detection. KomaHga no ans
OTKINIOYEHUSA

loopback-detection trap
no loopback-detection trap

BkntoveHne otnpaskm SNMP  Trap ans
cobbITnin 0OHapyXeHnsa netenb. KomaHga no
AN OTKITHYEHUS

4.2.3. BbiBog oTnaao4yHon nHopmaumm no pacrnosHaBaHUIO NeTnu

KomaHpa

OnucaHue

Pexum agMuHUcTpaTopa

show loopback-detection

MokasbiBaeT cTaTtyc M pesynbTaTbl pacno3HaBaHWA MeTnM Ha
BCeX nMnopTax, ecnu [Apyrux napamMeTpoB He BBOOUTCH; B
NPOTMBHOM Cfny4ae mnokasblBaeTcd cTaTyc W pesynbrar
pacno3HaBaHuUs NeTNMN AN KOHKPETHbIX MOPTOB

4.2.4. KoHcpurypupoBaHue pexmma BOCCTAHOBJIEHUA NMPU pacno3HaBaHUMU

netTnu

KomaHpa

OnucaHue

Pexum rnmobanbHOro KoHcurypmpoBaHus
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MUP LOOCTYMHEE

loopback-detection KoHgurypvpoBaHue pexmma BOCCTaHOBMEHUA Mpu
recovery pacno3HaBaHum neTnm (aBTOMaTMYECKOE
BOCCTaHOBMEHNE nnm HeT) nnm BPEMEHM
recovery <1-300> s BOCCTaHOBMEHNS
no recovery
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4.3. NMpumepbl PyHKLUMUM pacno3HABaHUA NETMIN Ha NOPTY

PucyHok 4-1. TunnyHblii NpuMep NoAKMoYeHUs

B npuBegeHHOM HWXe KOHUrypauumn, mapLupytusaTop onpegensiet cylwecTsoBaHMe neTnm B
Tonosnornn cetu. lNocne BKIOYEHUS PYHKLUMM pacno3HaBaHWs NeTNN Ha NopTy, CMOTPSLLEM BO
BHELLHIOK CeTb, MapLpyTtnsatop byaeT yBeAoOMNATb NOACOEANHEHHYIO CETb O CyLLECTBOBAHU
neTnn M KOHTpONMpoBaTb MOPT MapwpyTusatopa Ana obecneyeHuss HopmarbHOM paboThbl
JaHHOW ceTu.

lMocnepoBaTenbHOCTb KOHPUIypaLUK MapLipyTusaTopa:
QSR-2200-10TBX-AC(config)# loopback-detection
QSR-2200-10TBX-AC(config-lbd)# interval 35 15
QSR-2200-10TBX-AC(config-lbd)# recovery
QSR-2200-10TBX-AC(config-lbd)# recovery 60
QSR-2200-10TBX-AC(config-lbd)# exit
QSR-2200-10TBX-AC(config)# interface gigabitethernet0/1/1
QSR-2200-10TBX-AC(config-if-gi)# loopback-detection
QSR-2200-10TBX-AC(config-if-gi)# loopback-detection enable
QSR-2200-10TBX-AC(config-if-gi)# loopback-detection specified-vlans 1-3

®yHKUMS pacno3HaBaHUS METNM Ha MOPTY BbIKNOYEHA MO YMOMYaHUK W JorkHa OblTb
BKIOMEHa Npy HEO6XOAMMOCTM!.
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5. HACTPOMKA ®YHKLIUU LLDP
5.1. O6bwme ceBepeHuns o pyHkuum LLDP

lMpoTokon nccnegoBaHusa coeanHuTernbHoro yposHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbIN MPOTOKOM, OMUCaHHbIN B cneundukaumm 802.1ab. OH nossonsieT coceaHnM
yCTpOMCTBaM MnocbinaTtb yBeJOMIEHUSA O CBOEM CTaTyce ApYrMM YCTPOMCTBaM U Ha BCeX nopTax
noboro ycTponcTea coxpaHaTb MHopmaumto 06 aTom. Ecnu Heo6xoamMmo, nopThl Tak e MoryT
nocbinatb WHopmMaumio 06 Un3MeHeHuM cTaTyca YCTPOWCTBaM, HEemnocpencTBEHHO
NOOKIMHOYEHHbIM K HUM. 3Ta uHdopmaumnsa byaet coxpaHeHa B cTaHgapTHbiXx MIB SNMP.
Cuctema ynpaBneHusi CETbI0 MOXET NPOBEPATb COCTOSIHME COEeMHEHWA BTOPOro YPOBHS MO
nHdopmaumm ns MIB. LLDP He koHGUrypmpyeT Unm KOHTPONMPYeET NIEMEHTbLI CETU UM NOTOKN,
OH TOMbKO ONUCbIBaeT KOoHUrypaumo BTOporo ypoBHs. B cneumndumkaummn 802.1lab Takke
ONUCbLIBaeTCs, Kak ucrornb3yetca uHopmauus, npegocrasnsemas LLDP ans obHapyxeHus
KOH(OSIMKTOB Ha BTOPOM YypoBHe. WHCTUTYT cTaHgapTtusaumu (IEEE) B HacTosiwee Bpemsi
NCNoNb3yeT CyLEeCTBYIOLLYI0 (hN3NYECKYI0 TONOMOMnI0, MHTepdencel n Habopsl MIB IETF.

YnpoweHHo, LLDP — npotokon o6HapyxeHuss cocegHux ycTtpouctB. OH onpegensiet
cTaHdapTHbIi MeTon, nossonswowmin Ethernet-yctponcream, Takum, Kak mapLipytu3aTopsbl,
MapLUpyTU3aTopbl M TOYKU JOCTYyNa yBeAOMIATb O CBOEM CYLLECTBOBaHUW ApYyrue y3nbl CETU U
COXpaHATb WHpopmaumio 060 Bcex cocedHux ycTpoucTBax. Kak cnegcsue, petanbHas
MHpopMauma O KOHdUrypauum ycTpoMCTBa M O HaMOEHHbIX cocedsdx MOXeT o6bsABNATbLCA
nocpeacTBOM AAaHHOro NpoToKona.

B vactHocTh, LLDP onpenensiet coctaB 0CHOBHOIoO MHGOpMaLUnoHHOro 06bsaBneHNs1, nepegady
00bABNEHNA U METOA4 COXpaHeHWUst AaHHOW WMHbopmauuun. Ona obbsaABneHns cobCTBEHHOM
MHdopMauMn  YyCTPONMCTBO MOXET MOoCbllaTb HECKONbKO YacTen WMHGOPMAaLMOHHOIO
obbasneHua B ogHom LAN-nakeTe gaHHbIX. Tun nepegayn onpenensietcs 3Ha4YeHMeM nosns
TLV (Type Length value — 3HaveHune gnvHbl TUNA). Bece ycTponcTtea, nogaepkumeatowme LLDP,
OOJTKHbI noadepxueaTh onoBeLeHns o ngeHtudumkatope (ID) yctporctea n ngeHtudukaTope
nopTa, HO npegnonaraeTcs, 4To OOSbLUIMHCTBO YCTPOMCTB MOAAEpKMBAOT OnoBeLleHus 06
WMEHM CUCTEMbI, €€ ONMCaHNN N NPOU3BOAMUTENBHOCTM cucteMbl. ONOBELLEHMS C ONUCAHNEM
CUCTEMbI N O MPOU3BOAMNTENBHOCTUN CUCTEMbI MOTYT TaKXKe CoaepaTb MONe3Hy MHopMaLumio,
Heobxogumyto onsi cbopa nHdopmMaumm o0 NoTokax B ceTu. OnncaHne CMCTEMbI MOXET BKITHOYaTb
TakMe faHHble Kak MnosiHoe umsi oObsBNSEMOro yCTpOWCTBa, TUM YCTPOWCTBa, BEPCUSA €ro
onepaumoHHON CUCTEMbI U TakK garee.

Mpotokon LLDP no3sonsieT ynpoCTUTb MOUCK NPo6GrieM B KOPNOPaTMBHOW CETU, pacLUMPpUTb
BO3MOXHOCTU WHCTPYMEHTOB YyMpaBfieHNss CeTblo MyTeM onpedeneHus U XpaHeHUs TOYHON
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nNporpamMm ynpaeBneHUs CeTbl WUCMOMb3yT (PYHKLUMIO aBTOMaTU4eCKOro
obHapyxeHna («Automated Discovery») ons oTcnexvBaHusi U3BMEHEHUI U TEKYLLEro COCTOSHUSA
TONOSIOMMN, HO BONBLUNMHCTBO U3 HUX paboTaeT TOMbKO Ha TPETLEM YPOBHE U B JyyLLEM Clyyae
KnaccuduuympyeT yCTPONCTBA NO MX NOACETAM. TN AaHHbIE CAIULLKOM NPUMUTUBHbI, NO3BONSAIOT
oTcnexuBaTb TONbKO 6a3oBble COObITUA, Takne kak gobaBneHve wnu yganeHue ycTpowucTB
BMECTO AeTanbHOW MHOPMaLUUKN O HUX U O TOM, KaK YCTPOMCTBa B3aMMOOENCTBYIOT C CETbIO.

NHdopmauus, cobpaHHas Ha 2 ypoBHe, COOEPXUT cBeAeHns 00 yCTponcTBax, Mx noptax n o
TOM Kakve MapLupyTM3aTopbl C KakMMu coeauHeHbl u T. N. OHa Tak e MOXeT NokasbiBaTb
MapLIpyTbl Mexay KiveHTamu, Maplpytusatopamu, MapLlipytu3aTtopamMm W CeTeBbIMU
cepBepamun. Takvme [aHHble OYeHb BaXHbl ONA onpefeneHus M nccnefoBaHMa UCTOMHMKA
npobnem Ha ceTw.

LLDP gaBnsieTcs MOMe3HbIM MHCTPYMEHTOM YMNpasreHus, MpegocTaBnsAloWwmnM  TOYHYIO
NHGOPMALMIO O 3epKanupoBaHUW ceTu, OTOBpaKeHWM MOTOKOB AAHHbIX U MOUCKE CeTeBbIX
npobnem.
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5.2. Cnucok komaHa ana KoHcpurypumposaHus LLDP

5.2.1. BkntoyeHue LLDP Ha ycTpoucTtse

KomaHpa OnucaHue
Pexxum rmo6anbHOro KOHUrypmpoBaHus
service lldp O6Luee BKIOYEHNE/BbIKITIOYEHNE
run
no run

5.2.2. BknroyeHue cpyHkuum LLDP Ha nopTy

no lldp receive
no lldp transmit

KomaHpa OnucaHue

Pexum KoHdUrypmpoBaHusa nopra
lIdp receive BkntoyeHne/BbIKITIOYEHNE  MONTyYEHUs U
lidp transmit otnpasku naketoB LLDP Ha nopty

5.2.3. KoHdwmrypauma nHtepBana obHoBneHmsa coo6weHun LLDP

timer interval <1-65535> s
no timer

coobuweHnn LLDP

KomaHpa OnucaHue
Pexum rnmobanbHOro KoH¢purypmpoBaHus
service lldp KoHdurypaumss  nHTepBana  OTMpaBKku

5.2.4. OTo6paxeHue oTnagoyHon nicpopmauum no cpyHkumm LLDP

KomaHpa

OnucaHue

Pexxum agMuHucTpaTopa

show lldp settings

dyHKumun LLDP

OTobpaxeHue Tekyllen KoHdurypaumm
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KomaHpa OnucaHue
show lldp interface info OToGpaxeHne MHopmaLmm o]

KoH(purypaumm LLDP Ha KOHKpeTHOM NopTy

show lldp statistics OTtobpaxeHne wHdopmauun o060 Bcex
cyeTyMKax
show lldp neighbors OTtobpaxenne wuHpopmaumm o LLDP

cocensix Ha faHHOM MopTy

5.3. Tunosoun npumep dyHKuun LLDP

MapwwpyTtuzaTtop A MapwpyTtuaatop B

PucyHok 5-1. Tunosou npumep kKoHUrypaumm dyHkumm LLDP

Ha cxeme ceTteBon TOnmonoruu, npmeBegeHHon Bbiwe, nopt 0/1/1 Ha mapwpyTtmsatope B
nogkrntoyeH k nopty 0/1/1 mapwpyTtnsatopa A. lNopT maplpyTtusatopa B ckoHdurypmposaH B
pexume npmnema naketoB. Onuua TLV Ha nopTy maplupyTtusatopa A CKOHUrypupoBaHa Kak
portDes n SysCap.

MapwpyTtusatop A. lNocnegoBaTenbHOCTb KOMaHA KOHUrypaumu:
QSR-2200-10TBX-AC_A (config)# service lldp
QSR-2200-10TBX-AC_A (config-service-lldp)# run
QSR-2200-10TBX-AC_A (config-service-lldp)# exit
QSR-2200-10TBX-AC_A (config)# interface gigabitethernet0/1/1
QSR-2200-10TBX-AC_A (config-if-gi)# lldp transmit
QSR-2200-10TBX-AC_A (config-if-gi)# lldp port description TEST
QSR-2200-10TBX-AC_A (config-if-gi)# exit

MapwpyTtusatop B. NocnegoBaTtenbHOCTb KOMaHL KOHUrypauuu:
QSR-2200-10TBX-AC_B (config)# service lldp
QSR-2200-10TBX-AC_B (config-service-lldp)# run
QSR-2200-10TBX-AC_B (config-service-lldp)# exit
QSR-2200-10TBX-AC_B (config)# interface gigabitethernet0/1/1
QSR-2200-10TBX-AC_B (config-if-gi)# lldp receive

5.4. YcTtpaHeHue HencnpaBHocTten hyHKumm LLDP

®yHkuna LLDP no ymonuaHuio BbiknoyeHa. Vicnonb3yss komaHay «show» yHkumm LLDP
MOXHO  BbIBECTM  MHOPMaLUMIO O  KOHMUIYypUpoBaHUM B  rnobanbHOM  pexume
KOHUrypupoBaHus, nmbo B pexmnme HaCTpOMKN MHTEPENCOB.
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6. KOHPUTYPUPOBAHUE MTU
6.1. O6bwue ceBegeHuss oo MTU

B Hactoawun momeHT Jumbo-dpenm He uMeeT onpedensioulero craHgapta B CeTeBbIX
TexHonorusax (B YacTHOCTU, He Oblnn cTaHgapTU3MpoBaHbl bopmaTt naketa un gnuHa). O6bl4HO
naket, nmetownin pasmep ot 1519 go 9000 HasbiBaeTcs JUMBO-dbpeiim. MNpu ncnonb3oaHnm
TaKMX MNakeToB, CKOPOCTb Nepedayn AaHHbIX B ceTu yBenuumneaeTca Ha 2 % — 5 %. TexHuyeckn
JUMBO — 370 yAfMHEHHbIN opeinM, Nocbinaembli N NPUHUMAEMbIN MapLLPYTU3aTOPOM.

6.2. KondurypuposaHme MTU

KomaHnpa OnucaHue

Pexum kKoHduUrypmpoBaHusa nHtepdenca

mtu <68-10278> 6anT Hactporka makcumanbHOro pasmepa naketa Ha
UHTepdence
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7. HACTPOUKA DDM

7.1. BBeaeHune

7.1.1. KpaTkoe BBegeHne B DDM

DDM (Digital Diagnostic Monitor) peanuayeT yHKUu1i0 NoAPO6HON LMPOBON ANArHOCTUKM NO
ctaHgapty SFF-8472 MSA. DDM koHTponupyeT napameTpbl curHana n oundpoBbIBaeT €ro Ha
neyaTtHoM nnaTe BHyTpeHHero mopayns. [locne 3Toro npegoctaBnsieT pasrpaHUYEeHHbIN
pesynbtaT U napameTpbl, KOTOpPblE COXPaHAKTCHA B CTaHOAPTHbIX pamMkax NamMaTU Takum
obpasom, 4yTobbl LenecoobpasHo BbIIO YnTaTb NocneaoBaTenbHbIA MHTEPdENC C ABOMHOIMO
kabens.

O6bl4HO MHTeNnekTyanbHble UMPOBLIE MOAYNM noadepusaoT  YHKUMIO  LMdPOBOWN
OnarHoctukn. EAuHUUBLI CeTeBOro YynpaBneHuMs MMEKT BO3MOXHOCTb KOHTPONMpoBaTb
napameTpbl (TemnepaTtypa, HanpshkeHue, TOK cMmelleHus, TX-MOLWHOCTb U RX-MOLHOCTL)
ONTUYECKUX MOAYNEN NS NOMYyYEHUsT NX NOPOrOBbIX 3HAYEHUI B PEXMME pearibHOro BPEMEHU
Ha Tekywem OnTMYeckoM Mogyne. JTO MOMoraeT eguHuLam CeTeBOro ynpasneHus
obHapyxuBaTb HEMCNPABHOCTM B ONTUYECKOW JIMHUKN, COKPATUTb AKCMAyaTaLUOHHYHO Harpy3ky
N NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHeHne DDM nokasaHo panee:

1. TporHo3 NpPOAOIMKUTENBHOCTU XXU3HN MOAYNS.

KoHTponupoBaHWe TOKOB YTeYku MO3BONsieT caenaTb MPOrHO3 BPEMEHW XM3HW nasepa.
ALMUHACTPATOP MOXET HaWTW HEeCKONbKO MOTEeHUManbHbIX NpoGnemM no MOHUTOPUHIY
HanpsPKeHUs U TemnepaTypbl MOAYIS.

1.1. Beicokoe HanpsbkeHne Vcc npueefeT K nosiomke CMOS, HU3Koe — K HenpaBUSibHOW
paborTe.

1.2. Bbicokasi RX-MOLWHOCTL NPUBEAET K MOBPEXAEHMIO MPUHUMAOLWEro MoAynsi, M3-3a
HN3KOM RX-MOLLHOCTN MOAYIb HE CMOXET HOpMaribHO paboTaTb.

1.3. Breicokasi TemnepaTtypa npuBegeT K ObICTPOMY CTapeHuio annapaTtHbIX CpeacTB.

1.4. KOHTponb MOLLHOCTM, MOSly4aemon Mo BOMOKHY, NMoMoraeT MpPOBEPUTL BO3MOXHOCTU
NMHUM 1 yaaneHHoro mapLipyTtusatopa.

2. OnpegerneHve MecTa NOBPEXAEHMS.

B ONTOBOMOKOHHOM NWHWM OMNpedereHne HEUCNpPaBHOCTU WMMEET BaXHOe 3HayeHue ans
ObICTPOI Nepesarpysku cepBuca, U30NMPOBaAHNE HEUCNPABHOCTM NMOMOraeT agMUHUCTPATOPy
ObICTPO HAWTU MECTOMOSIOXKEHNE HEWCTPABHOCTM B MOAYMe (NoKamnbHbI WU yaaneHHbIN
MOAYNN) WM Ha JIMHWKM, YTO TaKKe COKpallaeT BPEMsl BOCCTAHOBIIEHUSI CUCTEMbI Mocre
HEeNCNpPaBHOCTMU.

AHanusupysa craTycbl OMOBELEHUA W CUrHanmsaumm B pexume peanbHOro BpeMeHW Mo
napameTpam (TemnepaTypa, HanpshkeHue, TOK cMeleHnsl, TX-MOWHOCTb U RX-MOLHOCTb)
MOXHO BbICTPO 0BHaPYXMTb HEMCMPABHOCTb C MOMOLLBbIO (PYHKLMK LMPOBON ANArHOCTUKN.

Kpome TOro, coctosHme TX Fault 1 RX LOS umeeT BaxHOe 3Ha4yeHue AN aHanusa
HEeNcnpaBHOCTW.

3. [lMpoBepka cOBMECTUMOCTH.

lMpoBepka COBMECTMMOCTM UCMOMb3yeTCA ANA aHanusa, SBNAeTca NU OKpyXawwaa cpeja
MOAyrns COrMacoBaHHOW BPYYHYD WM COBMECTMMa C COOTBETCTBYHOLWWM CTaHOapToM,
MOCKOMbKY BO3MOXHOCTM MOAynst MOryT ObiTb peann3oBaHbl TOMbKO C COBMECTUMOMN
OKpYyXatoLLlen cpeomn.
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MHorga napameTpbl 0pr>|<a+ou.|,el7| cpebl NnpeBbIlaknT yCTaHOBIEHHbIEe BPY4YHYO U CTaHA4apT
COOTBETCTBUA, YTO nNpmuBeneT K yMeHbLUEHUIO BO3MOXHOCTEMN moayna un oLnbke nepegadn.

Opr)KaI'OLLI,aFI cpena He coBMecTMa:

3.1 Hanpﬂ>|<eH|/|e npesbillaeT yCTaHOBﬂeHHbIVI Anana3oH.

3.2. RX power npuBoOAUT K nepes3arpyske wunm K MEHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT Ananas3oH paboyen TemnepaTypsbl.

7.1.2. PyHkunn DDM

Onuncanne DDM nokasaHo B cnegytoLlem npumepe:

1. HDOCMOTp I/IHCbOpMaLl,I/II/I MOHUTOPUHIAa Ha npuemMonepenaTvymnke.

AOMUHUCTPATOP MOXET Yy3HaTb TeKyllee COCTOSHWEe TpaHcuBepa WM HaWTu MoTeHumarnbHble
npobnembl C MOMOLLUBID MPOBEPKU Creayllwmx napameTpoB (Bxogdwas TX-MOLLHOCTb,
RX-moLWHOCTb, TemnepaTtypa, HanpsikeHne, TOKM YTeykuM) M 3anpocuTb UH(opmauumio
MOHUTOPUHra (Takyl Kak OMoOBeLLUEeHUs, CUrHanuM3auus, COCTOsiHMe B pearibHOM Maclitabe
BpemeHu 1 1.4.). Kpome Toro, nposepka MHopmaumm 0 HEMCNPaBHOCTAX ONTUYECKUX MOAYNen
nomoraeT agMWHUCTPATopy ObICTPO OBHAPYXUTb HEUCMPAaBHYK JIMHUIO U COKPaTUTb BpeMs
BOCCTaHOBIIEHUS.

2. OnpegeneHve 3Ha4eHUsi Nopora nonb3oBaTenem.

[Ons napameTpoB B peanbHoM MacwTtabe BpemeHn (TX-mowwHocTn, RX-moLwHoCcTH,
TemnepaTypbl, HANPSXKEHUS, TOKOB YTEUKN) eCTb (PUKCUPOBAHHbIE 3HAYEHNS NOporoB. [oTomy,
YTO NONib30BaTeNbCKOe OKPYXeHMe pasfnnyHo, Mosib3oBaTeflb MOXET onpedenvTb 3HadeHue
nopora (BxogsLiasi curHanu3aums ¢ BbICOKUM U HA3KUM NPUOPUTETOM, ONOBELLEHNE C BbICOKUM
N HU3KUM NPUOPUTETOM), TUOKO KOHTponupoBaTb pabouee COCTOsiHME TpaHcmuBepa W
Heme[IeHHO OBHapyXUTb HEUCMPABHOCTb.

HacTporika 3Ha4yeHusi NOporoB MPOM3BOAUTCS MOMb30BaTENEM W NPOU3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMmsi. Korga nopor onpegensieTcs nonb3oBaTeniemM HepauvoHarnbHo,
OH OygeT 3anpolleH y nonb3oBaTens M curHamn TPEBOrM UM OMNOBELLEHMS aBTOMAaTUYECKU
YCTaHOBMT MOPOr MO YMOSMYaHWUKO (NoNnb3oBaTeNb MOXET BOCCTAHOBUTb BCE MOPOroBble
3Ha4YeHUs MO YMOSYaHMIO).

PaunoHaneHoe noporoeoe 3Ha4veHue: BbICOKOE/HM3KOE 3HadeHMe curHana ornoBeLLeHNs
OOJTKHO ObITb mMeXxay BbICOKMM U HU3KUM CUTHalioM CUrHann3aunm n BbiICOkoe 3Ha4eHune nopora
OOJTKHO ObITb BbILIE, YEM HMU3KOE U, @ UMEHHO, BbICOKOE 3HAYEHME CUrHanmM3aumm = BbICOKOE
3HavYeHue onoBeLleHUda = HU3Koe 3HaYeHre OnoBeLLeHNa = HU3KOoe 3HavYeHue curHanusauum.

[lns onTMyeckoro Moaynsi pexvm NpoBepKV NoNy4aemMoro NMTaHust BKIOYaeT BHYTPEHHIOK U
BHELLHIOI NPOBEpPKY, KOTopble onpeaenvnu npoussoauteny. Kpome Toro, pexvm npoBepku
napamMeTpoB B pearibHOM MacluTabe BpeMeHM U NOPOroBbiX 3HAYEHMI MO YMOMYaHWIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepkn coctosHus paboTbl TpaHcuBepa B peanbHOM MacwTabe BpemeHwu,
NoNb30BaTEMNO HYXXHO cneguTb 3a nogpobHOM WMHOpMaumMen O COCTOSHUWM, TaKOW Kak
nocriegHee BpeMs HEUCNPaBHOCTU U ee Tun. KOHTpOnb TpaHcMBepa NomoraeT nonb3oBaTesNto
HaWTW NocnegHee COCTOSHME HEUCNPAaBHOCTM Yepes3 NPOBEPKY FTIOroB M 3anpoCcuTb NocnegHee
COCTOSIHME Henonagku 4epes3 BbIMONHEHWe komaHad. Korga nomnb3oBaTenb HaxoauT
MHopMaLmMIo 0 Henonagke onNTUYECKOro Moaynd, To nHdopmauus o6 onTuyeckom moayrne
MOXeT OblTb nepenpoBepeHa nocne o6paboTkm MHPOPMaUUM O HEWUCNPaBHOCTW, 3OEeCb
nonb3oBaTenb MOXET 3HaTb MHPOPMALUNIO O HEMCNPABHOCTM U BO30OOHOBUTL MOHUTOPWHT.
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7.2. Cnncok komaHa KoHdurypaummn DDM

7.2.1. MpocmoTp MH(hopMaLUM KOHTPONSA B peanbHOM MacluTabe BpeMeHu

KomaHpa OnucaHue

PeXxum KoHUrypupoBaHusi NopTa, peXXumMm agMUHUCTPaToOpa UNn pPeXXnm rnodanbHOro
KOH(pUrypupoBaHums

show transceiver detail MpocMOTP MOHUTOPUHIA COCTOSAHUS TPpaHCcMBepa

7.2.2. HacTpoka 3Ha4yeHM nMopora CUrHanusauMuM WU OMnoBeLeHUsA
Ka)xaoro napameTpa Ans TpaHcuBepa

KomaHnpa OnucaHue

Pexum KoHdUrypmpoBaHus nopra

transceiver threshold {bias | rx-power | temperature | | YcTraHoBka onpeneneHHoro nopora
tx-power | voltage} {high-alarm | low-alarm | high- | nonb3oBaTenem
warn | low-warn} <value>

7.2.3. HacTponka cCOCTOSSHUSA MOHUTOPUHra TpaHCUBepa

7.2.3.1. HacTtpoinka nHTepBana MOHUTOPUHra TpaHcMBepa

KomaHpa OnucaHue

Pexum rnobanbHOro KoHcpurypmpoBaHus

transceiver-monitoring interval <minutes> YcTaHoBKa uWHTepBara MOHUTOPUHra
TpaHcuBepa. KomaHga «no»
yCTaHaBnvBeaeT WHTEepBan no
YMOJT4aHUIO, paBHbIn 15 MUHYT

no transceiver-monitoring interval <minutes>

7.2.3.2. HacTponka coCTOSAHUA BKITIOY€HUSA MOHUTOPUHra TpaHcMBepa

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa nopTa

transceiver-monitoring disable YcTaHaBnuBaeT, BKNIOYEH N MOHUTOPUHI TpaHcuBepa.
Mocne BKIIOYEHUSA Ha NopTe MOHUTOPUHIa TpaHcUBepa,
cucTemMa 3anucbiBaeT COCTOHUE HeucnpaBHOCTU. [ocne
OTKIMOYEeHUs YyHKUUMKM Ha rnopTte, uHGopMaumsa o
HemncnpaBHOCTU ByaeT cTepTa

no transceiver-monitoring disable
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7.3. Mpumepbl npumeHeHnss DDM

Mpumep:
B uHTepdenc tengigabitethernet0/1/10 BknoveH onTudeckuin mogyns ¢ DDM, B nHTepdenc

tengigabitethernet0/1/9 He BkntoYeH kakon-NMBO onTu4eckMn moaynb. MNpocMoTp nHopMaLumm
o DDM panst onncaHHOro cueHapus npeacrtaBneH HUxe.

e [pocmoTp MHopMaLuM 0 Bcex MHTepdeicax, KoTopble MOryT YATaTb NapameTpbl B
pexXume pearnbHOro BpeMeHu (Mpu OTCYTCTBUM ONTUYECKOrO MOAYNS UMN ONTUYECKUN
MoZayrnb He noaaepXxuBaeTcs, MHopMaumsa He ByaeT nokasaHa), Ans npumepa:

QSR-2200-10TBX-AC# show transceiver detail

Interface | Temp Voltage Bias (mA) | RX Power TX Power
(°C) V) (dBM) (dBM)
0/1/10 43,82 3,29 23,34 -3,75 -0,79

7.3.1. YcTpaHHMe HeucnpaBHocten DDM

Ecnu BosHukaoT npobnemsl npu Hactponke DDM, noxanyncra, npoBepbTe ABNAETCS N 3Ta
npobrema cneacTsmMem cneayowmnx NpuYmH:

e YBeautecb, YTO TpaHCMBEP Ha OMTUYECKOM MoAyrie Oblnl yCTaHOBMEH B MOPT, UHaye
KoHpurypauma DDM He 6yaneT nokasaHa.

o Ybegutecb, 4To KOHUrypaums SNMP paboTaeT, nHave onoselleHne o cobbITn He
CMOXET OMOBECTUTb CUCTEMY CETEBOTO yrNpaBeHus.

¢ Vcnonb3oBaHune koMaHabl show transceiver detail MOXeT 3aHATbL MHOrO BpEMEHM, TaK
Kak MapLipyTusaTtop 6yaet npoBepsTb BCE NOPThI.
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8. LLDP-MED

8.1. BBeaeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegoctaBnsieT ctaHaapTHbIA pexum Link
Layer Discovery, nocbinatwowero MHGopMaumio O JlokasibHbIX YCTPOMCTBaxX (BKMAKOYAKOLLYHO
OCHOBHblE BO3MOXHOCTU, yrnpasneHue IP-agpecamu, ID yctporicTtea 1 ID nopta) Takom kak TLV
(type/length/value) Tporikn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnstoLmx
CBA3bI0O C cocegHumu ycTponctBamu. [lonydeHHas wHgopmauma o6 yctponctse 6yoer
XpaHUTbCA CO CTaHgapToHoun 6a3on ynpasneHus uHgpopmaumer (MIB). 3To nossonseT cucteme
CEeTEeBOro ynpasneHus ObICcTpo 0bHapyxuBaTh N nOEHTUNLNPOBATL CTaTyC CBSA3U HA JIMHUM.

B craHgapte 802.1AB LLDP HeT nepepaun v ynpaeneHus nHdopmauuen O roriocoBOM
ycTpovcTtBe. [na npuMeHeHWss u ynpasfeHUs roflocoBOro YCTPOMCTBA LerecoobpasHo ¢
nomowbto LLDP-MED TLVs npegoctaBnaTb MHOXECTBEHHYIO MHGOpPMaLUmo, Takyto kak PoE
(Power over Ethernet), ceTeByto MOMUTUKY W JOKanbHyl0 WHMOpMaumio 06 obcnyxusaHuu
HOBOro TenedoHa.

8.2. KoHdmrypauuma LLDP-MED

8.2.1. basoBas KoH¢purypauusa

KomaHpa OnucaHue

Pexum KoHcurypupoBaHus

service lldp HacTtponka npoduna ceTeBOW  MOMUTUKM,

e Bkntovarowaa VLAN ID, nogoepxkmBaemble
_ _ - NPUNOXeHus (Takme Kak ronoc W BUAEO),

network policy profile <profile id> npuopuTeT  MPWNOXEHWA WM NonuTUKa

type <raffic type name> NCMNOJIb30BaHUA, N TaAK Aarnee

vlan <id>

cos <0-7>

dscp <0-63>

Pexxum KoHcurypupoBaHusa nopta

lldp med enable HacTtponka npocuna ceTeBoM MOMUTUKUA Ha
lidp med network policy profile <profile id> | “HTeéPgence. Komahaa no  Ana  OTMEHb
KOHpurypaumu

Pexxum agMuHucTpaTopa

show lldp med network policy profiles MokasbiBaeT HacTponku LLDP-MED npodunen

44

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo no yctaHoBke QSR-2200, QSR-2500, QSR-2900, QSR-3200

LLDP-MED [ www.gtechru_|
8.3. NMpumep HacTponku LLDP-MED

MapuwpyTtusatop

IP-tenedoH

Cepeep

PucyHok 8-1. Tononorus 6asosou koHdurypauumn LLDP-MED

1. Hactpoiika QSR-2200-10TBX-AC:
QSR-2200-10TBX-AC(config)# vlan 10,20

QSR-2200-10TBX-AC(config)# service lldp
QSR-2200-10TBX-AC(config-service-lldp)# run
QSR-2200-10TBX-AC(config-service-lldp)# med
QSR-2200-10TBX-AC(config-service-lldp-med)# network policy profile 1
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile)# type voice
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile-type)# vlan 10
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile-type)# cos 5
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile-type)# dscp 46
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile-type)# exit
QSR-2200-10TBX-AC(config-service-lldp-med-network-policy-profile)# exit
QSR-2200-10TBX-AC(config-service-lldp-med)# exit
QSR-2200-10TBX-AC(config-service-lldp)# exit

QSR-2200-10TBX-AC(config)# interface gigabitethernet0/1/1
QSR-2200-10TBX-AC(config-if-gi)# lldp receive

QSR-2200-10TBX-AC(config-if-gi)# lldp transmit

QSR-2200-10TBX-AC(config-if-gi)# lldp med network policy profile 1
QSR-2200-10TBX-AC(config-if-gi)# no shutdown

QSR-2200-10TBX-AC(config-if-gi)# switchport mode hybrid
QSR-2200-10TBX-AC(config-if-gi)# switchport hybrid allowed tagged vlan 10
QSR-2200-10TBX-AC(config-if-gi)# switchport hybrid native vlan 20

MpocmoTp rmobanbHoro crtatyca u ctatyca nHtepdenca Ha QSR-2200-10TBX-ACA
QSR-2200-10TBX-AC# show lldp med network policy profiles
LLDP MED network policy profiles:
Profile 1:
Traffic type: voice
DSCP: 46
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Tagged: true
Vlan: 10
CO0S:5

8.4. YcTtpaHeHue HeuncnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnembl npu Hactponke LLDP-MED, noxanyicrta, npoBepbTe SiBNseTCA v
aTa npobrnema cneacTBMeM CNneayroLmX NPUYNH:

e Ybegutecnb, yto LLDP BKntoveH rmodanbsHo.

o Ecnu cocegHue yctponctea nocbinatoT uHdopmaumto LLDP-MED yctponcTtsy ceTeBoro
COeaUHeHUs, HO OHa He aBnseTcs nHgpopmaumen LLDP-MED, nposepsiemas kKomaHaom
show lldp neighbors, 4Tto 03Ha4daeT, 4To oTnpasndemas uHgopmauma LLDP-MED «k
cocefHMM YCTPOMNCTBaM SBNSETCS OLUMOOYHOMN.
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9. HACTPOMKA BUPTYAIbHbIX NNOKAJbHbIX CETEMN
VLAN

9.1. KoHdurypupoBaHue VLAN

9.1.1. HayanbHble cBeaeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokanbHas ceTb) — TEXHOOrus,
pasgenswowan norndyeckne agpeca ycTpoucTB B CeTW ANS OTAENeHWs CEerMeHTOB CeTu B
3aBUMCUMOCTM OT (PYHKUWUIA, BbINOMHAEMbIX YCTPONCTBaAMMU, MPUMOXEeHUn unu TpeboBaHui
ynpasnenns. Takum o6pasoM, BUpTyaribHble JlOoKanbHble pynnbl MOryT ()OpMUPOBaTLCH
He3aBUCMMO OT hU3NYeCcKoro pacnonoxeHus yctponcts. |IEEE onybnvkosan npoTokon IEEE
802.1Q ana ctaHgaptnsauum npumeHeHuss VLAN. VLAN Ha mapuwpyTtusaTtope pabotaeTt B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHasa wngea TexHonormm VLAN B TOM, 4TOGbl pasgenutb guHamumyeckn OonbLuyto
NoKasbHYI CEeTb Ha HECKOMbKO HE3aBUCUMbIX LLMPOKOBELLATENbHbIX JOMEHOB B COOTBETCTBUU
C TpeboBaHMsaMN, NPeabsBASEMbIMA K CETHU.

KommyTtatop A KommyTtartop B KommyTtatop C

______LCepeep2 | | ____Cepeep3 | _|_ _____

A - - - - - - - -------0 - - T T T T T T T T I =

PucyHok 9-1. Ilornyeckoe onpegerneHue cetn VLAN

Kaxabli wnpokoBellaTenbHbin JoMeH Ha pucyHke aBndeTtca VLAN. VLAN-bI nmeloT Te xe
CBOWMCTBA, 4YTO WU u3andeckne ceTu, 3a UCKNYeHmem Toro, 4yto VLAN — norumyeckoe
obbeanHeHne, a He duandeckoe. MNMoatomy ob6beamHeHne VLAN-OB MOXeT co3aaBaTbCs BHE
3aBUCUMOCTM  OT  (PM3MYECKOro  pacrnosioKeHUs YCTPOMCTB U LUMPOKOBeLlaTenbHbIN,
MHOrononbL3oBaTeENbLCKNA U O4HOMOMb30BaTENbLCKUA Tpaduk BHYTpM VLAN oTAeneH oT Apyrux
VLAN-oB.

Bnaropgapsi  BblwenepedncrnieHHbiM  ocobeHHocTaM, TexHonorma VLAN  obGecneuvBaet
cnegyoLume npevmyLlecTaa:

o yny4yuaeTcd Nnpon3BognTeNbHOCTb CETU;
o OKOHOMATCA CeTeBblE€ peCypChbl;
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e ynpowiaeTcs ynpasrieHne ceTbio;

®  CHMXaeTcs CTOMMOCTb CeTw;

e ynyywaeTtcHa 6e30nacHOCTb CeTu.
Ethernet-nopTbl MapLupyTM3aTopa MoryT paboTaTth B TpeX pa3nmyHbix pexunmax: Access, Hybrid
n Trunk. Kaxxgbihi pexxmm nMeeT CBOW cnocob nepechinkn nakeToB, ¢ METKOM unu 6eas.

MopTbl TMNa Access npuHagnexat Tonbko ogHomy VLAN. O6blMHO OHM MCnonb3ylTcsa Ans
NOOKIMTHOYEHNSA K KOMMbIOTEPY.

Moptel TMNa Trunk no3BonsAwT nepecbinate naketbl Heckonbknx VLAN-oB. OHWM MoOryT
Mcnonb3oBaThbCA AONA  COEOVMHEHUSA Mexay MaplipytusatopamMuv UM MOOKMHYeHUs
Nnosib30BaTENbCKNX YCTPOUCTB.

MopTbl TMNA Hybrid Takke no3sonsAoT nepecbinate naketbl Heckonbknx VLAN-oB. OHU MOryT
NUCnonb3oBaTbCAd AN  COeAMHEeHUs Mexay MaplipytmsatopamMu  unv  NOAKNIoYEeHUs
Nnosib30BaTeNbCKUX YCTPOUCTB.

MopTbl TMNOB Hybrid 1 Trunk npuHMMaroT AaHHbIE NO OAHOMY anropuTMy, HO MeTOAbl OTNPaBKX
AaHHbIX OTNUYaloTca: NnopThl TMNa Hybrid MmoryT oTnpaBnATe nakeTbl B pa3nuyHble VLAN-bI 6e3
meTkn VLAN-a, Torga kak noptbl Tuna Trunk oTnpaensatoT nakeTbl pa3nuyHbiX VLAN TONbKo C
meTkon VLAN-a, 3a uckntoveHnem VLAN, nponmMcaHHOro Ha nopTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npoTokon perucrpaumm
GARP VLAN) Ha wmapwpyTtnsatope onucbiBaetca B crtaHgapte 802.1Q. [aHHas rnaea
aeTanbHoO 06bACHAET ncnonb3oBaHne u koHdurypaumo VLAN oB u GVRP.

9.1.2. KoHdourypuposaHue VLAN

9.1.2.1. CozpaHue vunu ynanenme VLAN

KomaHpa OnucaHue

Pexum rnmobanbHOro KoHcurypmpoBaHus

vlan <1-4094> CospaHuel/yganenue VLAN-a
no vlan <1-4094>

9.1.2.2. Hactponka umenun VLAN

KomaHpa OnucaHue

Pexxum rnob6anbHOro KoHurypmpoBaHus

interface vlan <1-4094> N3meHeHne nmenn VLAN.
name <VLAN_name> NO Ans Bo3BpaTa K MMEHU MO YMONYaHUIo
no name
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9.1.2.3. YcTtaHOBKa TUnNa nopTta mapwipyrtmsartopa
KomaHpa OnucaHue
PexXum KoHdurypmupoBaHusa nopra
switchport mode {trunk | access | hybrid} HacTtpouka pexvma nopTta
9.1.2.4. HacTtpouka TpaHKOBOro nopta
KomaHpa OnucaHue
Pexum KoHdUrypmpoBaHusa nopra
switchport trunk allowed vlan {<vlan-id> | all | add | YcTaHoBKa/yganexue VLAN’oB,
<vlan-id> | remove <vlan-id>} NPUNMCaHHbLIX K 3TOMYy TpaHKy. KomaHga
no Switchport trunk allowed vian «NO» BOCCTaHaBNMBaeT 3HayeHue Mo
yMon4yaHuio
Switchport trunk native vlan <vlan-id> YcTtaHoBkal/yaaneHue PVID ans

no Switchport trunk native vlan

TpaHKOBOro nopTa

9.1.2.5. HacTtpownka nopTta goctyna

KomaHpa

OnucaHue

Pexxum KoHcpurypupoBaHus nopta

switchport access vlan <vlan-id>
no switchport access vilan

[obaBnseT Tekywmn nopT K yKasaHHOMY
VLAN'’y. KomaHga «no» BoOcCTaHaBnvBaeT
3Ha4YeHne no ymonyaHuio

9.1.2.6. HacTtponka ruébpmnagHoro nopra

KomaHpa

OnucaHue

Pexum KoHdurypmpoBaHusa nopra

switchport hybrid allowed tagged vlan {<vlan-id>
| all | add <vlan-id> | remove <vlan-id>}

switchport hybrid allowed untagged vlan {<vlan-
id> | all | add <vlan-id> | remove <vlan-id>}

no switchport hybrid allowed tagged
no switchport hybrid allowed untagged

YctaHoBka/ypaneHme VLAN’a,
NPUNNUCAHHOTO K TMOpPUAHOMY MOPTY C
peXnMomM MeTKun unn 6e3 Hee
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KomaHpa

OnucaHue

switchport hybrid native vlan <vlan-id>
no Switchport hybrid native vlan

YcraHoBka/yganeHue PVID Ha nopTty
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10. KOH®UTYPUPOBAHUE ®YHKLIUN 3-TO YPOBHSA
10.1. UHTepdenc 3-ro ypoBHs

10.1.1. HayanbHble cBeaeHuAa 06 uHTepcencax 3-ro ypoBHs

B maplwpyTtusaTopax MoryT ObiTb buanyeckme un BUpPTyarnbHble MHTepdencbl 3-ro YpoBHS.
NHTepdberc 3 ypoBHSA, ocHOBaHHbIM Ha VLAN HasbiBaeTca SVI. SVI MoxeT cogepxaTb OOUH
unu 6onee mMHTEPEENCOB YPOBHSA 2, NpuHagnexawmx ogHoMmy un tomy xe VLAN, nmubo He
cogepxaTtb MHTepdencoB ypoBHa 2. Mo KpanHe mepe, OOuH M3 UHTEP(ENCOB YPOBHA 2,
cogepxawmxca B nHtepdence ypoBHa 3, AOSMKEH OblTb BKMIOYEH (HAXOOUTLCA B COCTOSIHUM
UP) — Ttorga 6ynet BkMoYeH n nHtepdenc ypoBHa 3. B npoTMBHOM criydae nHTtepdenc ypoBHS
3 6ypeT BblkntodeH (Oypetr Haxoautbcs B coctostHum DOWN). MapwpyTtusatop moxeT
ucnonb3oBaTb IP-agpeca, yctaHOBMEHHbIE Ha UHTepdiencax 3-ro YpoBHS, A58 KOMMYHUKaLMK
C Apyrmmu yctponcteamm Yepes IP-npoTtokon. MapLpyTtusatop MoxeT nepecbinaTh IP-nakeTsl
MeXay pasHbIMU NHTEpdencammn 3-ro ypoBHS.

10.1.2. HacTtpowmka uHtepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTbL HACTPOMKU MHTEpPAeca 3-r0 YPOBHS.

10.1.2.1. Co3paHue nHtepdenca 3-ro ypoBHs

KomaHpa OnucaHue

Pexum rnobanbHOro KoH¢purypmpoBaHus

interface vlan <vlan-id> CospgaHve VLAN-uHTepdenca (SVI); komaHga «no»

o i e am s yoanser VLAN-uHTepec, CO30aHHbIN Ha
MapLupyTnsaTtope

interface <interface-type> | UlameHeHne pexuma paboTtbl msmyeckoro nopta Ha 3

<interface-list> YPOBEHb

no switchport

10.1.2.2. HacTpouka onncaHua nHtepdenca

KomaHpa OnucaHue

Pexxum koHdurypmpoBaHusa L3 nirtepdenca

description <text> HacTponka onncaHus nHtepdenca. KomaHga

no description «no» ybepeT onucaHue nHTepdeiica
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10.2. HacTtpouka npotokona IP

10.2.1. BBeaeHue B IPv4, IPv6

IPv4 — 3710 Tekywas Bepcus rnobanbHOro yHMBepcanbHOro UHTepHeT-npoTokona. MNpaktuka
nokasana, 4to IPv4 gaBnsietca npocTbiM, MOKUM, OTKPbITbIM, MOLLHbLIM, @ TaKkKe Nerkum B
peanusaumm npotokoriom. OH o00nagaeT XopoLwled COBMECTUMOCTbIO C  pPasnnyHbiMU
NPOTOKONaMM BEPXHETO U HUXHEro ypoBHen. XoTa IPv4 novtv He MeHAnca ¢ MOMeHTa ero
noseneHna B 80-x rogax, OH MPOJOSIKAET pPacnpocTpaHATbLCA NO BCEMY MUPY BMecTe C
pacnpocTpaHeHnem NHTepHeTa. OgHako no mepe pocta MHpacTpykTypbl MIHTepHeTa 1 ycnyr,
NCMONb3YIOLWNX UHTEPHET-NPUMOXEHNS, BbISBNATCA U HEKOTOpPbIE HEAOCTaTKM NpOTOoKona
IPv4, cBsi3aHHble ¢ MacluTaboM M CrOXXHOCTLIO ceroaHsaLlHero MHTepHeTa.

IPv6 — 9aTO wWecTad Bepcusi WHTEPHET-NPOTOKOMNA, cregyowiee ero nokoneHue. |Pv6
paspaboTaH IETF n gormkeH 3aMeHTb UCNONb3yeMbI B HACTOSLLIEE BPEMSA MHTEPHET-NPOTOKONM
Bepcuu 4 (IPv4). IPv6 6bin paspaboTaH cneumanbHO 455 TOoro, 4Tobbl NIMKBUOMPOBaTL HEXBATKY
agpecos IPv4, npenatcTeyloLyto ganbHenwemy passutuio MHTepHeTa.

Hanbonee BaxHas npobnema, kotopas peweHa B IPv6 — aT0 gobasneHue [oCTaTtovyHOro
konundyectsa |P-agpecoB. 3anac agpecoB IPv4 no4tn ncdepnaH, B TO BpeMs KaK 4MUCIO
nonb3oBatenen WHTepHeTa pacteT B reomeTpuyeckonm  nporpeccun. OObembl,
NPeaoCTaBnseMbIX WUHTEPHET-YCNYr MU YACNO MPUKNaaHbIX YCTPOWCTB, MPOAOSHKaKT pacTu
onepexarwumMm Temnamu (gomailHue n manble oucHble ceTn, IP-TenedoHns, TepMuHans
©ecnpoBOAHOrO MHOpPMaLMOHHOIo obcnyXxmnBaHus, mcnonbayowmne WUHTepHeT u T. 4.). B
pesynbTtate TpebyeTtcs Bce 6Gonbliee konuyecTBo |P-agpecoB, npeaocTaBnsaTb KOTOpble
cTaHoBuTCA Bce Gonee 3aTpyaHuTenbHo. PaboTta no npeogoneHuto HexeBaTku IPv4-agpecos
Benacb Jonroe BpeMs; 6binn npeanoXeHbl pasnuyHblie TEXHOMOMN, NO3BONALWME NPOANNUTb
CpOK aKcnnyaTaummn, cywiectsytoen IPv4-nHgpacTpykTyphbl, B TOM YMCIIE TPaAHCNALMS CeTEBbIX
agpecoB NAT (Network Address Translation), TexHonorna CIDR (Classless Inter-Domain
Routing) n . g.

XoTta coveTtaHne CIDR, NAT 1 yacTHbIX agpecoB BPEMEHHO CMSrYuro npobnembl HEXBATKM
IPv4-agpecos, NAT-TexHomnorus paspyLumia Mogenb «13 KoHua B koHel» (end-to-end), koTopas
ABNANacb NnepBoHavanbHOM Uernbto 3ambicna IP, coenaB Heob6xoamMMbIM 5151 TPOMEXYTOYHbIX
MapLUpyTM3aToOpOB MogAepXKaHne cTaTyca Kaxdoro COedMHEHUs, YTO  3Ha4YuTenbHO
yBenuunBaeT 3a4epXKn B CETU Y CHUXKAeT NPon3BOANTENBHOCTL ceTu. KpomMe Toro, TpaHcnauus
ceTeBbIX agpecoB NakeToOB AaHHbIX NPEenAaTCTBYEeT npoBepke 6e30nacHOCTU COeQUHEHUN «U3
KOHL|A B KOHEL», 3arofloBok ayTeHTMdurkauumn IPSec — aBHbIN npumep.

MoaTomy, 4TOOLI KOMMMNEKCHO PELLNTL BCE BUALI Npobnem, cyulecTteyowux B IPv4, cnegyrowee
NoKoNieHne uHTepHeT-npoTokona |IPv6, paspabotaHHoe IETF, crano eOuHCTBEHHbIM
BO3MOXHbIM peLleHneM B HacTosLLee BpeMs.

Mpexae Bcero, 128-6utHasa cxema agpecauum npotokona IPv6 rapaHTMpoBaHHO obecneymBaeT
AocTaToyHoe Ymcno rnobanbHO yHUKanbHbIX IP-agpecos ansg yanos rnobansHon IP-cetn 1 no
BpeMeHU, U B nNpocTpaHcTBe. Kpome yBernvyeHua agpecHoro npocrpaHcTBa npoTtokosn IPv6
ynyJwaeT MHOrMe apyrne BaxHble acnekTbl IPv4.

Mepapxudeckaa cxema agpecaumm obnerdaetr obbeduHeHWe MapLlupyToB, 3ddEKTUBHO
CHWXaeT KONMMYecTBO 3anucer Tabnuubl MaplipytTMsauun wn ynydwaeTt 3(pEeKTMBHOCTb
MapLupyTM3aummn n obpaboTkn NnakeToB AAHHbIX.

Mo cpaBHeHuio ¢ IPv4, KOHCTpyKumMs 3aronoBka IPv6 6onee coBeplueHHa. 3aronoBOK COAEPXUT
MEHbLUE NONen AaHHbIX, U3 HEro M3bsTa KOHTPOSibHAA CyMMa, YTO YBENMYMBaAET CKOPOCTb
06paboTkm ocHoBHOro 3aronosBka IPv6. B 3aronoske IPv6 none cdparmeHta moxeT ObiTb
MoKasaHO Kak [OMOSIHUTENbHOE paclMpeHHoe none, noatomy 6Gonbwe He 6Oyaer
Heo6XxoOuMMOCTM B (parMeHTauMm nakeTHbIX [aHHbIX B Mpouecce WX nepefayv B
mMapwpyTmnsatope. Kpome TOro, acpgektMBHOCTb paboTbl MapLlipyTusaTtopa noBbilLIAETCa 3a
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cyeT MexaHu3ma obHapyxeHus wmapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxmBaeTcs aBToMaTU4eckas HacTporika agpeca un Plug-And-Play. bonblioe konmyecTso
XOCTOB MOTYT FIerkO HaNTU CEeTEBbIE MapLUPYTM3aTOPbl UCNONb3YS (PYHKLMIO aBTOMaTUYECKON
KoHgurypauum |IPv6, aBTomaTnyecku nonyyas rnobanbHO yHukanbHble |Pv6-agpeca, 4yTo
Aenaet ycTpoucTsa, ucnonbayowme npoTtokon IPv6, yctponcteamu Plug-And-Play. ®yHkums
aBTOMaTM4YeCKONW HACTPOMKM afpeca, TaK Xe JdenaeT MpoLEecC CMeHbl afdpecoB B
CyLLIeCTBYIOLLEN ceTu npoLue 1 yaobHee, agMMHMCTpaTOpam CeTU NPOoLLEe NepexoanTb OT O4HOMO
nposangepa K gpyromy.

Monpepxka IPSec. IPSec obsasateneH B IPv6, B otnuumne ot IPv4. IPv6 obGecne4ymBaet
pacLUMPEHHbIN 3aronoBok 6e30MacHOCTU, KOTOPLIA obecnevmnBaeT cepBuUChLl 6E30MacHOCTU «U3
KOHLA B KOHEL, Takne Kak KOHTPOIib JOCTyNa, KOHPMAEHUNANbHOCTb U LEeNOCTHOCTb AaHHbIX,
cnegoBaTenbHO, AenaeT npolle peanu3auuid MexaHM3MOB LIMGPOBaHWUS, MNPOBEPKN W
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnyyweHa nogaepxka MobunbHbiX IP-yCTpONCTB M MOBUITbHBIX BbIYUCIIUTESbHBIX YCTPOWCTB.
MoGunbeHbin  IP-npoTokon, onpegeneHHbin  ctaHgaptom |ETF, obecneunBaet paboty
MOOBUIbHBIX YCTPONCTB B ABMXeHMM 6e3 pa3pbiBa CyLLECTBYIOLEro coegmHeHus. 3Ta ceTesas
dyHKUMS NprobpeTaeT cenyvac Bce BOnbLUY BaXXHOCTb. B oTnnyne o1 IPv4, mobunsHocTb IPV6
obecrne4vmBaeTCca BCTPOEHHbIM aBTOMaTUYECKUM KOH(PUIypMpoBaHUeM Ang nonyyYyeHnsa agpeca
nepegaun (Care-Of-Address). NMoatomy npu ucnonb3oBaHun IPv6 He Tpebyetca [pyroro
AreHta. bonee Toro, npum Takom cBsA3bIBaHMM BKNoYaeTcsa KoppecnoHOeHTCKMIA y3en,
cBssbiBaOWMNCA ¢ MobunbHbIM y3noM Hanpsimyto. 3TO nossonseT nsbexartb yAopoXaHus
CUCTEMbI U3-3a TPEYrosibHOro MapLipyTa, Tpebytowerocs npu IPv4.

Yganock u3bexatb M TpaHcnauuu ceTeBblx agpecoB. Llenbto BeBegeHuss NAT  Obino
Ncnonb3oBaHNe MexaHu3Ma COBMECTHOrO M MOBTOPHOrO UCMOMb30BaHWS OL4HOMO U TOrO Xe
aZlpecHOro NPOCTPaHCTBa B pasfNyHbIX CErMeHTax ceTu. OTOT MeXaHN3M BPEMEHHO cMAryaeT
npobnemy HexeaTku IPv4-agpecoB, ogHako [006aBNAOTCA OrpaHUYeHus, HaknagblBaemble
NpoLeccoM TpaHCNSAUMM agpecoB Ha ceTeBble YCTPOMCTBA M NPUINOXeHUs. Tak Kak agpecHoe
npoctpaHcTBO |IPv6 3HaumMTenbHo 6onblue, TO B TpaHCnsAuum agpecoB 0Oonblle HeT
HeobxogumocTn. B peaynbTtate, npobnembl ¢ NAT M CO CTOMMOCTbLIO ee pa3BepTbiBaHUSA
peLuarnTcs ecTeCTBEHHbIM CNOCOBOM.

IPv6 coxpaHmn n paclumpui nogaepXky CyLLeCTBYIOLWNX MPOTOKOMOB Mapwpytusaumm IGP
(Internal Gateway Protocols) 1 EGP (Exterior Gateway Protocols). Hanpumep, npotokonsbl
MapwpyTmnsaumm IPv6, Takune kak RIPng, OSPFv3, IS-ISv6, MBGP4+ n 1.4.

10.2.2. Hactpouka IP-npoTtokona

UHTepdeic 3-ro ypoBHsS MOXeT OblTb HacTpoeH Kak |IPv4-nHtepdenc wu(unm) kak
IPv6-nHTepdeiic.

10.2.2.1. HacTpouka agpeca IPv4
10.2.2.1.1. Hactpowuka IPv4-agpec nHrepdenca 3-ro ypoBHs

KomaHpa OnucaHue

Pexxum koHdurypmpoBaHusa VLAN-untepdenca

ip address <ip-address>/<mask> [secondary] Hactponka IP-agpeca  wuHTepdeica;
no ip address [<ip-address>/<mask>] KOMaHAa N0 OTMEHSAET HaCTPONK/
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10.2.2.1.2. HacTpouka wrsito3a no yMmonyaHuio

KomaHpa OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

ip route 0.0.0.0/0 <A.B.C.D> HacTtponka ctatnyeckon mapLupytusauum.
no ip route 0.0.0.0/0 <A.B.C.D> KomaHga «no» OTMEHSIeET HacTPOMKY

10.2.2.2. HacTpouka agpeca IPv6
lMocnenoBaTenbHOCTL HACTpPOKrKK agpeca IPV6.
10.2.2.2.1. ba3zoBas HacTpouka IPv6
10.2.2.2.1.1. HacTpo#ka appeca IPv6-nHtepdpeiica

KomaHnpa OnucaHue

Pexxum KoHduUrypmpoBaHusa nHtepdenca

[
ipv6 enable Hactponka IPv6-agpeca. KomaHga no oTmeHsieT

ipv6 address {X:X::X:X/M | dhcp} HaCTPOWKM
no ipv6 address {X:X::X:X/M | dhcp | all}

10.2.3. Nounck HeucnpaBHocTen IPvV6

HacTtporika BpemMeHM >XU3HM MapLupyTM3aTopa He [ofmkHa ObiTb MeHblle WHTepBana
obbaBneHus Mapwpytmusatopa. Ecnm  nogkmoveHHbein PC  He nonyunn  IPv6-agpec,
Heobxogumo npoBepuTb RA-aHOHCMpOBaHME Ha MaplipyTusaTope (BbIKIHOYEHO MO
YMOS4YaHmio).

54

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo no yctaHoBke QSR-2200, QSR-2500, QSR-2900, QSR-3200
Kondurypauna DHCP W

11. KOHOUI'YPALUA DHCP

11.1.1. BBeaenne DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npotokon
OWHaAMUYeCKOM HaCTPONKN XOCTOB). OTO NPOTOKOM, KOTOPLIN ANHaMUYeckn HasHavaeT IP-agpec
U3 nyna agpecos, Tak Xe yCTaHaBnvMBaeT OpYyrMe ceTeBble napameTpbl, Takue Kak W3 no
ymonyanmio, DNS-cepep 1 pacnonoxeHue B cetu channa obpasa. DHCP — 310 paclumpeHHas
Bepcus BOOTP. OTO OCHOBHas TEXHOMOMMSA, KOTopasi He TONbKO MOXeT obecneyntb
3arpy3oyvHon mHdopmaumen 6e3guckoBblie pabodne cTaHuMu, HO Takke MOXeT OocBoboaMTb
aAMUHUCTPATOPOB OT pydvyHOro BefeHusa |IP-agpecHoro npocTpaHcTBa W YNpoOCTUTb
nosnb3oBaTtensam npouecc HacTponku. Ewwe ogHo npeumywectso DHCP B TOM, 4TO OH MOXeT
CHM3NTb TpeboBaHusa Kk konmyecTBy IP-agpecos, korga nonb3oBaTenb nokMaaeT ceTb, ero |IP
MOXeT BbITb HAa3Ha4YeH Apyromy.

DHCP 4aBnsgetca npoToKONoM Tuna «kineHt-cepsep», DHCP-knueHT 3anpawuvsaeT Yy
DHCP-cepBepa ceTeBoW agpec n napameTpbl KOHUIypaummn, cepeep NpeaocTaBnseT KINEHTY
ceTeBOV agpec W napameTpbl KOHdurypauuun. Ecnu knveHT n cepBep HaxoOAaTCA B pasHbIX
nogceTax, Heobxogumo wucnonb3oBatb DHCP-petpaHcnatop (relay) pana nepepayu
DHCP-nakeToB Mexay KnmeHTom n cepepom. Peannsauna DHCP npeacrtaBneHa Huxe:

Discovery
Offer

_— >

Ack

DHCP-cepeep
DHCP-knueHT

PucyHok 11-1. Baaumogencteue npotokona DHCP

Pa3bscHeHue:

DHCP-knneHT paccbinaeT B JlOKanbHYyK NOACETb  LUMPOKOBELLAaTerbHble  MakeTbl
DHCPDISCOVER.

DHCP-cepBep npu nony4deHnn naketa DHCPDISCOVER otnpasnaetr DHCP-knneHTy naket
DHCPOFFER BwmecTe ¢ IP-agpecamu n gpyrumm ceTeBbIMU NapameTpamu.

DHCP wneTt wupokosewatenbHbli naket DHCPREQUEST ¢ nHdopmauunen o DHCP-cepsepe,
KoTopbi OH BbiGpan ns DHCPOFFER-nakeToB.

BbiGpaHHbin knneHtom DHCP-cepeep otnpaenseTr naket DHCPACK un knueHT nonyyaet
IP-agpec v gpyrve napameTpsbl.

3T YeTblpe Lwara NponsBoasAT NPOLECC AMHAaMUYECKON HAaCTPOMKN XOCTa.

OpHako, ecnn DHCP-cepeep n DHCP-knuMeHT HaxogsaTcsl B pasHbiX MOACETSX, CepBep He
nonyuuT wnpokoselatensHole DHCP-nakeThbl, 0OTNpaBrieHHble KIIMEHTOM U HE OTBETUT emy. B
aToMm cnyyae Heobxoaum DHCP-petpaHcnaTop (relay) ons nepegayumn takmx DHCP-nakeToB
MeXAy KIMMEHTOM U CepBEPOM.

MapwpyTtusatop moxet pabotatb n kak DHCP-cepsep, n kak DHCP-peTtpaHcnatop. DHCP
noagepXkunBaeT He TONbKO AUHAMUYECKoe HasHaveHue IP-agpecoB, HO Takke PYYHYHO NPUBA3KY
agpeca (Hanpumep, ykasaTtb onpegeneHHein IP-agpec ons onpegenexdHoro MAC-agpeca nnm
onpegeneHHoro ID ycTponcTea). Paznuuna mexagy AUHaMnM4eCckUM U CTaTUYECKUM Ha3HaYeHNEM
agpecoB: 1) [vHamuyeckn nony4Yaembll agpec MOXeT ObiTb Kaxabli pa3 pasHbIM;
npuBA3aHHbLIN BPYYHYK agpec Bcerga Oyaet oavHakoBbin. 2) Bpemsi apengbl IP-agpeca,
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Noy4eHHOro AUHaMUYECKN, OOUHAKOBO AJ1s1 BCEro agpecHoro nyna, u OHo orpaHuyeHo. Bpems
apeHabl IP-agpeca, npvBsiI3aHHOrO BPYYHYK, TEOPETUYECKM GeckoHeuyHo. 3) [uHamuyecku
BblAensieMble agpeca He MOryT ObiTb NpUBS3aHbl BpyYHyto. 4) MNMyn AMHaMuM4eckux aapecos

MOXEeT HacneagosaTtb MapaMeTpbl
OTHOCALLErocd K CermeHTy.

KOHUrypaumMm ceTu nyna OuHaMUYECKUX aapecos,

11.2. HacTtpouka cepsepa DHCP

11.2.1. Bknrountb/BbIKNO4YUTL cepBuc DHCP

KomaHpa

OnucaHue

PexxuM rmno6anbHOro KOHUrypmpoBaHus

service dhcps
no service dhcps

Bkntounte/BbiKNtoUNTL cepauc DHCP

11.2.2. HactpouTb agpecHbin nyn DHCP

11.2.2.1. Co3paTtb/ypanntb agpecHbin nyn DHCP

KomaHpa

OnucaHue

Pexum rnobanbHOro KoHcpurypmpoBsaHus

ip dhcp pool <name>
no ip dhcp pool <name>

Hactpoutb agpecHbin nyn DHCP. KomaHga
«No» oTMeHseT nyn agpecos DHCP

11.2.2.2. HacTtpoutb napameTpbl agpecHoro nyna DHCP

KomaHpa

OnucaHue

Pexum agpecHoro nyna DHCP

network A.B.C.D/M
no network-address

HacTponka obnactn agpecoB, KOTopble MOryT GbiTb
BblAeNeHbl agpecHoMy nyny. KomaHga «no» oTMeHsieT
BblAENEHME aapeCcHOro nyna

default-router <address>
no default-router

HacTponka Lwno3a no YMOSYaHuUio ans
DHCP-knueHToB. KomaHga «no» OTMEHSieT LUM3 Mo
YMOJT4aHu1o

dns-server <addres>
no dns-server <addres>

Hactponka DNS-cepeepa and DHCP-knueHTOB.
KomaHga «no» otmeHsieT HacTponky DNS-cepsepa
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KomaHpa

OnucaHue

domain-name <domain>
no domain-name <domain>

Hactponka pomeHHoro mmeHn gna DHCP-knueHTOB.
KomaHpa «no» oTMeHsIeT JOMEHHOE NMS

option <code> {ascii <string> | hex
<hex> | address <ipaddress>}

no option <code> {ascii <string> | hex
<hex> | address <ipaddress>}

HacTtponka ceTeBoro napameTpa,
kogom onuun. KomaHga «no»
napameTp

onpeaeneHHoro
yoanseTr ceTeBow

lease {days [hours][minutes]}
no lease

HacTponka BpemeHn apeHabl agpecos nyna. KomaHga
«NO» yaansdeT HaCTPOWKY BPpEMEHU apeHabl

exclude-address <low-address>

[<high- address>]

no ip dhcp excluded-address <low-
address> [<high- address>]

WcknioyeHne 13 agpecHoro nyna agpecos, KoTopble He
npeaHasHayeHbl AN AUHAMUYECKOro BblaeneHms

Pexum KoHdurypupoBaHusa nHtepdenca

ip dhcp-server

BknoyeHne DHCP-cepBepa Ha L3-uHTepdence

11.2.2.3. HacTpouTtb napameTpbl cTaTuyeckoro agpecHoro nyna DHCP

KomaHpa

OnucaHue

Pexum agpecHoro nyna DHCP

host <address> mac <address>
no host <address> mac <address>

3apatb/yoanutb |IP-agpec, kotopbii Gyger
HasHa4eH 3ajaHHOMY KITMEHTY

11.3. NMNpumepbl KoHdUrypaummn DHCP

CueHapun 1:

UToObl YNpPOCTUTbL  HACTPOWKY,

KOMNaHUA

ncrnonb3yeT MapLupyTM3aTop B KayecTBe

DHCP-cepsepa. Agpec B VLAN-e ynpasnenms — 10.16.1.2/16. Hactponku cetn ans

pacnonioXxeHnn A nokasaHbl HUXe.

Myn A (cetb 10.16.1.0)

YcTpoincTBo

IP address

LLno3 no ymonyaHuio

10.16.1.200
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Myn A (cetb 10.16.1.0)
DNS-cepBep 10.16.1.202
WINS-cepBep 10.16.1.209
Tun yana WINS H-ysen
Bpemsa apeHabl 3 oHs

B pacnonoxeHun A mawmnHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHaueH dmKcupoBaHHLIN
IP-agpec 10.16.1.210 n nma xocta «management».

QSR-2200-10TBX-AC(config)# service dhcps
QSR-2200-10TBX-AC(config)# interface vlan 1
QSR-2200-10TBX-AC(config-vlan)# ip address 10.16.1.2/24
QSR-2200-10TBX-AC(config-vlan)# ip dhcp-server
QSR-2200-10TBX-AC(config-vlan)# exit

QSR-2200-10TBX-AC(config)# ip dhcp pool A
QSR-2200-10TBX-AC(config-dhcp)# network 10.16.1.0/24
QSR-2200-10TBX-AC(config-dhcp)# lease 3
QSR-2200-10TBX-AC(config-dhcp)# default-router 10.16.1.200
QSR-2200-10TBX-AC(config-dhcp)# dns-server 10.16.1.202
QSR-2200-10TBX-AC(config-dhcp)# option 44 address 10.16.1.209
QSR-2200-10TBX-AC(config-dhcp)# option 46 ascii H-node
QSR-2200-10TBX-AC(config-dhcp)# exclude-address 10.16.1.200 10.16.1.201
QSR-2200-10TBX-AC(config-dhcp)# host 10.16.1.210 mac 08-cé-b3-23-dc-ab
QSR-2200-10TBX-AC(dhcp-Al-config)#exit

PykoBogctBo no wucnonb3oBaHuto: korga DHCP/BOOTP-knMeHT nogkroyaeTcss K nopry
MapLupyTM3atopa, KNMeHT MOXeT nony4uTtb agpec m3 cetn 10.16.1.0/24. O10 noTomy, 4TO
LUMPOKOBELLATENbHbIN NaKeT OT KnNueHTa OyaeT 3anpawmBaTb |IP-agpec B TOM e cermMeHTte
VLAN-nnHtepcpeiica, a IP-agpec VLAN-uHTepdernica — 10.16.1.2/24, nosatomy agpec,
Ha3HavyaeMmbli KNueHTy, byaeT npuHagnexatsb cetm 10.16.1.0/24.

11.4. NMonck HeucnpaBHocten DHCP

Ecnn DHCP-knueHTbl He nonyyatoT IP-agpeca v gpyrme napameTpbl CeTU, Nocre NpoBepKu
kabenen n knueHTckoro obopyaoBaHus, crieqyeT BbINOSHUTL cregytoLlee:

MpoBepbTe, 3anyweH nu DHCP-cepsep, 3anyctute ero, ecnun OH He 3anyweH. Ecnu
DHCP-knueHTbl N cepBepbl HAXOOATCHA He B OAHOW (pmnanyeckor ceTn, NnpoBepbTe, UMeeT nn
MapLupyTtmsaTop, oTBevaLnin 3a nepecobInky DHCP-nakeToB, dYHKLMIO
DHCP-peTpaHcnaTtopa. Ecnv  Ha npoMexyTodHOM  MapuipyTusaTope HeT  dyHKUuuK
DHCP-peTpaHcnaTopa, peKoMeHAyeTCs 3aMeHUTb 3TOT poyTep nnmn obHosuts ero MMO.
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B takom cnyyae, DHCP-cepBep fomkeH 6biTb NpoBEpPEH Ha NpeaMeT Hannunsa agpecHoro nyna
B TOM Xe cermeHte, 4yto U VLAN-mMaplipyTMsatopa, ecrnm Takon Nyn He CyLllecTByeT, ero
Heobxoanmo obaBuUTb.
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12. KOHOUT'YPALIUA DHCPVG6
12.1. BBepeHne DHCPv6

DHCPv6 [RFC3315] — aTto IPv6-Bepcusa npoTokona AuHaMU4eCcKoW KOHurypauum xocToB
(DHCP). 3101 npoTokon HasHavaeT IPv6-agpeca u gpyrue napameTpbl HACTPOWKN CETU Takune
kKak: agpec DNS un pomeHHoe wuma DHCP-knueHta, DHCPV6 daBnsietca ycnoBHOM
aBTOMaTM4yeckon KoHdurypaumen npotokona IPv6. B npouecce HacTponku agpeca
DHCP-cepBep npucsausaeT IP-agpec knneHTty 1 npegoctasnseT DNS-agpec, LOMEHHOE UMS 1
nHdopmaumio apyron HacTponkn, naket DHCP moxeT nepenaBaTtbca Yepes genernpoBaHHbIN
peTpaHcnAaTop, HacTponkn agpeca IPv6 n knneHTa 3anmncaHbl Ha cepepe DHCPV6, Bce aTo
nosbiwaeT ahppekTMBHOCTL ynpaeneHus cetbto. DHCPV6E moxeT obecneunts pacluMpeHHyto
dyHkumMto generaumm npedmnkcos. DHCPV6-cepsep Tak xe obecneumsaet DHCPv6-cepsuc 6e3
OTCNEXMBAHUA COCTOSIHWUA, NPU KOTOPOM Ha3Ha4altTCA TOMbKO MapameTpbl KOHurypauuum,
Takme kak agpec DNS-cepBepa n jomeHHOE MM4, HO He HasHavaeTcs IPv6-agpec.

Ectb Tpn obvekta B npotokone DHCPv6 — knueHT, cepBep u peTpaHcnatop. [poTtokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaenset 3anpoc DHCP-cepBsepy
unn DHCP-peTpaHcnaTopy Ha nopT HasHadeHusa 547, DHCP-cepsep (nnn petpaHcnaTop)
OTNPaBnAT OTBETbI HA NOPT Ha3HayeHus 546. DHCP-knueHT oTnpasnseT 3anpocsl (solicit) n
3asBku (request) DHCP-cepsepy Ha multicast agpec f02::1:2.

Solicit
Advertise

EEEEEs—

Repl
oY DHCPv6-cepsep

DHCPV6-knmueHT

PucyHok 12-1. CornacosaHne DHCPv6

Korgma DHCPvV6-knueHT nbiTaetca 3anpocutb Yy DHCPv6-cepsepa IPv6-agpec u gpyrue
napamMeTpbl, KIWMEHT OOikeH cHadana Hantn DHCPv6-cepBep, 3ateM yxe 3anpocuTb
KOHdourypaums y cepeepa.

Ons obHapyxeHus cepsepa DHCP-knueHT paccbinaet naketel SOLICIT (3anpoc) Ha
wnpokoBewatenbHbln agpec FF02::1:2.

Kaxagbin DHCP-cepBep, nonyumBlUMIiA 3anpoc, OTBETUT KNMeEHTY coobwennem ADVERTISE
(mpeanoxeHune), KoTopoe coaepxuT naeHtudukaTop cepeepa (DIUD) n ero npuopuTteT.

B0O3MOXHO, YTO KITMEHT NOMy4nT Heckonbko coobuennin ADVERTISE. KnveHT gomkeH BbibpaTb
OoOVH cepBep M oTBETUTb eMy coobuweHnem REQUEST (3asBka), 4tobbl 3anpocutb agpec,
npeanoXxeHHbi B coobuieHnn ADVERTISE.

3artem BbI6paHHbIi DHCPV6-cepBep coobuennem REPLY (0TBeT) noaTBepXaaeT Ha3HavyeHne
knueHTy IPv6-agpeca v opyrnx HacTpoekx.

[aHHble YeTbipe wWara 3aBepLuarT Npouecc AMHaMUYEeCKON HaCTPOWKKM XocTa. TeM He MeHee,
ecnu DHCPv6-cepep n DHCPV6-KNMMEHT He HaxoOAaTCA B OAHOW CeTW, cepBep He MonyyuT
LUMpOKOBeLLaTeNbHbIA 3anpoc OT KIWeHTa U He OTBeTUT emy. B atom cnydae Heobxoamm
DHCPV6-peTpaHcnaTop (relay), 4tobbl nepecbinaTtb 3anpocbl Mexay KIMeHToM 1 cepsepom. B
MapLupyTusaTtope peanusoBaHbl (yHkumn DHCPv6-cepBepa, relay u knueHTa generauumu
npedukco. Koroaa DHCPV6-peTpaHcnsaTop nonydaet coobuwieHne ot DHCPV6-knueHTa, OH
WHKancynupyeT  ero B naket Relay-forward W JocTaBngeT  criegyolemy
DHCPv6-peTpaHcnaTopy wunu cepsepy. [lpuxogswme oOT cepBepa K peTpaHcrnsaTopy
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DHPCv6-coobLleHns  WHKancynupoBaHbl

B nakeT Relay-reply. PetpaHcnatop yb6upaet

nHKancynsaumio n gocraensaet naket DHCPVG-knueHTy unn cnegylowemy peTpaHcnaTopy B

ceTn.

B cnyyae peneraumn IPv6-npedukcos DHCPv6-cepBep HacTpoeH Ha MapLupyTtusaTtope
nposangepa, a DHCPvV6G-KNMeHT HacTpoeH Ha MapLupyTMsaTope KIMeHTa, MapLipyTtusaTop
KNueHTa WwneT maplpyTusaTopy nposanjepa 3anpoc Ha BblaeneHuwe npedukca agpecos n
nony4vaeT npeaBapuTesibHO HaCTPOEHHbIV NpedUKC, He HacTpaeBasa NPedUKC BPYYHYH. 3aTem
KNMEHTCKMN MapLupyTU3aTop AenUT NosyyYeHHbIW npedumKke (AnMHa KOTOporo He MOXeT ObliTb
MeHble 64) Ha 64 nogcetu. [aHHble npedukcbl OyayT aHOHCUPOBAaHbI COOBLLEHUSMN
o6baABneHusa mapwpyTtusatopa (RA) xoctam, NOAKTOYEHHLIM HANPSMYIO K KITUEHTY.

12.2. Kondurypauuma DHCPv6-cepBepa

12.2.1. Bknwo4uuntb/BbikNo4YUTL cepsuc DHCPv6

KomaHnpa

OnucaHue

Pexxum rnob6anbHoOro KoHdurypmpoBaHus

service dhcps
no service dhcps

BkntoyeHwne/BbikntoveHne cepsuca DHCP

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Cospatb/yganutb agpecHbii nynn DHCPv6

12.2.2. HactpouTb napameTpbl agpecHoro nyna DHCPv6

KomaHpa

OnucaHue

Pexum koHdumrypauun agpecHoro nyna DHCPv6

address prefix
address>/<prefix-
<seconds> | infinite]

length>

no  address
address>/<prefix-
<seconds> | infinite]

prefix
length>

<ipv6-pool-start-

[lifetime

<ipv6-pool-start-

[lifetime

Hactpoutb AuanasoH
Ha3Ha4yaeMmbIn nynom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoute  agpec DNS-cepBepa

DHCPv6-knueHTa

ans
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KomaHpa OnucaHue
domain-name <domain-name> HacTtpouTtb gomeHHoe umss DHCPV6-knueHTa
no domain-name <domain-name>

12.2.3. Bknouutb pyHkumo DHCPv6-cepBepa Ha nopTty

KomaHnpa OnucaHue

Pexum koHdurypauum nHtepdenca

ipv6 dhcp server <poolname> Bkntounte  pyHkumio DHCPv6-cepBepa Ha
onpeaeneHHom nopTy n npuBsa3aTb

[ h
no ipvé dhcp server ucnonb3yembli DHCPv6-agpecHbIv nyn

12.2.4. NMpocmMoTp UHpOpMaLIUN O KITMeHTaXx

show ipv6 dhcp binding MocmoTpeTb cnncok DHCPV6-knueHToB

12.3. NMNpumepbl KoHduUrypaumm DHCPV6
Mpumep:

Mpun pa3BepTbiBaHMKU ceTen IPV6 MapLupyTusaTopbl CEpUnN MOTYT ObiTb HACTPOEHbI B KayecTBe
DHPv6-cepBepoB ang ynpasreHusi pacnpegeneHnem agpecoB IPv6. MNogaepxuatotca oba
pexxuma DHCPvV6 — ¢ oTcnexmnsaHnem coctosiHus 1 6e3 Hero.

Tononorusa:

Ha ypoBHe [focTyna ucnonb3yetcs KOMMYyTaTtop 4SS MNoAKM4YeHnda nonb3oBaTtenen. Ha
MapLipyTtmnsaTtope HactpoeH DHCPv6-cepBep M coeguMHEH C MaructparnbHouM ceTbto. Ha
komnbroTepax DHCPV6-knneHT.
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DHCP-cepsep

VAR - \

DHCP-knueHT DHCP-knueHT

PucyHok 12-2. Cxema DHCPv6

KoHdurypaums QSR-2200-10TBX-ACC:
QSR-2200-10TBX-AC# configure
QSR-2200-10TBX-AC(config)# service dhcps
QSR-2200-10TBX-AC(config)# ipvé dhcp pool B
QSR-2200-10TBX-AC(config-dhcpé)# address prefix 2001:da8:100:1::1/64
QSR-2200-10TBX-AC(config-dhcpé)# dns-server 2001:da8::20
QSR-2200-10TBX-AC(config-dhcpé)# dns-server 2001:da8::21
QSR-2200-10TBX-AC(config-dhcpé)# domain-name QTECH
QSR-2200-10TBX-AC(config-dhcpé)# exit
QSR-2200-10TBX-AC(config)# interface vlan 1
QSR-2200-10TBX-AC(config-vlan)# ipvé enable
QSR-2200-10TBX-AC(config-vlan)# ipvé address 2001:da8:1:1::1/64
QSR-2200-10TBX-AC(config-vlan)# ipvé dhcp server B

12.4. NMonck HeucnpaBHocTten DHCPV6

Ecnn DHCPV6-knueHT He moxeT nonyuntb IPv6-agpec n gpyrue cetesble napameTpbl, nocne
npoBepkn kabenen n KNMMeHTCKoro o6opyaoBaHWs crieayeT BbIMOMHUTL creaytoLLee:

e [lpoBepbTe, 3anyweH nn DHCPv6-cepBep, 3anyctute ero, ecnv oH He 3anyuieH. Ecnn
DHCPV6-KNUeHTbl U -cepBepbl HAXOAATCA He B OOHOM DM3MYECKON CeTu, NpoBepbTe,
nMeeT N MaplpyTmnsaTtop, oTBedarowmn 3a nepecblniky DHCPvV6-nakeToB, dyHKUMIO
DHCPv6-peTpaHcnaTopa. Ecrnv Ha npoMexXyTo4YHOM MapLupyTusaTope HeT (pyHKUMn
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DHCPV6-peTpaHcnaTopa, pekoMeHOyeTcsl 3aMeHUTb 3TOT poyTep unm OoBHOBUTL €ro
Mno.

MHoraa xocTbl, NOOKMHOYEHHbIE K MapLupyTMsaTtopam co BkitodeHHbIM DHCPV6G, He
mMoryT nonyuuTtb |IPv6-agpec. B atom cutyaumm B nepByto odvepeab Heobxoaumo
NpPoBepuUTb, MNOOKIOYEHbl NN MOPTbI, K KOTOPbIM MOOKMIOYEHbI XOCTbI, K MOPTY, K
koTopomy nogkntoveH DHCPV6-cepsep. Ecnun nogknioveHo Hanpsmyto, ydoeautbes, YTo
agpecHbin nyn IPv6 VLAN-a, K KOTOPOMY MpUHAONEXUT MOPT, HAXoOMTCA B OOHOW
noaceTn ¢ agpecHbIM nyrnom, HacTpoeHHbIM Ha DHCPv6-cepBepe. Ecnv nogknioyeHsl
He Ha MpsSMyl0, U MeXdy XOCToOM K cepBepom HactpoeH DHCPv6-peTpaHcnsaTop,
HeobXoaMMO B NEPBYIO o4Yepenb NPOBEPUTL, HACTPOEH NK NpaBunbHbIN IPV6-agpec Ha
UHTepdence MapLLpyTn3aTopa, K KOTOpOMY NOAKMYAKTCHA XOCThl. ECrnn He HacTpoeH,
HacTpouTb npaBunbHbIN IPV6-agpec. Ecnn HacTpoeH, HeobxoouMmo MpoBepuTb, B
ogHon nun noacetm ¢ DHCPv6G-cepBepoM Haxoautcs HacTpoeHHblin IPv6-agpec. Ecnn
HeT, noxanyncra, gobaBsbTe ero B agpecHbIn nyr.

Q
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13. ObLUAA NTHOOPMALUUA

13.1. NapaHTKsa U cepBUC

Mpouenypa 1 Heobxoaumble AEACTBUSA NO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMopgaepxka» —> « apaHTUNHOE O0BCNYKMBAHNE ».

O3HakoMnTbCS C MHChOpMaLMen No BoONpocam TeCcTMpoBaHMs 000pyAOBaHNSI MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyk B Cy»0y cepBumca Mo 3NeKTPOHHOW noyte sc@dgtech.ru.

13.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoaumo cogencTBvMe B BOMpOCax, Kacawlmxcs Hawero obopyaoBaHusi, TO
MOXKeTe BOCMOMb30BaTLCA pas3fenoM TexXHW4Yeckon noaaepxxku nonb3oBaTenen QTECH Ha
Hawwem cante www.dgtech.ru/support/.

TenedoH TexHnyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn oduc +7 (495) 477-81-18

13.3. AneKkTpoHHasi BepCUA AOKYMEHTa
HaTa nybnunkaumn 05.11.2025

https://files.qtech.ru/upload/routers/QSR-2200/QSR-2200_-2500 -2900 -
3200_user_manual.pdf
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