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1 MEPbI BE3SOINMACHOCTU

Mepea Havanom pabotbl ¢ poytepom QTECH QBR-2041WW BHMMATENbHO U3y4MUTE HacTosLWee
PYKOBOACTBO, A TaKKe NpUBEeAEHHbIE HUXKE MHCTPYKLUMM No He3onacHoCTw.

Mpu ycTaHOBKE poyTepa peKoOMeHAyeM NPUAEPKNBATLCA CAeAYOLNX NPaBUA:

¢ PoyTep npeaHasHayeH Aaa 3KCNayaTaumm B CyXOM, YACTOM M XOPOLLO NPOBETPMBAEMOM
NoMeLLeHMM B CTOPOHE OT HarpesaTenemn.

% Ybepgutecb, 4TO MNOmelleHWe, B KOTOpoM OyaeT MCno/b30BaTbCA POyTEpP, XOPOLO
npoBeTpuBaeTca, U TemnepaTypa He npesbiwaet 40°C.

<+ Pacnonarate poyTep Takum ob6pasom, 4Tobbl He ONOKMPOBATb BEHTUASLIMOHHbIE
OTBEpPCTMA Mo HOKOBbLIM CTOPOHAM LLACCKU, BOKPYT YCTPOMCTBA AOJ/IMKHO OCTaBaTbCA He
MeHee 5 cm cBo60AHOro NPOCTPaHCTBa.

+* He ycTtaHaBAuMBaliTe poyTep B NOMELLEHUA C NOBbILIEHHOW BIa*KHOCTbIHO.

X/

¢ He BK/IlOYalTe aganTep NUTaHMA, €CIN KOPNYC poyTepa UK Kabenb NoBpeXRaeHbI.

«» lepep, BKAOYEHMEM YOEAUTECDH, YTO I/IEKTPMYECKAs PO3EeTKa UCMPABHa, @ HaNpsaXKeHue
B CETM COOTBETCTBYET HOMMHA/Y, YKa3aHHOMY Ha 3TUKETKe aJanTepa NUTaHus.

¢ TpoTupaliTe KOpNyc M aganTep NUTAHMA BAXKHOM TKaHbto. Bceraa BbiK/OYaiTe poyTep
nepes Tem, Kak NPUCTYNUTb K ero YMUCTKe.

¢ WU3beraiTe nonagaHMA XUAKOCTU BHYTPb KOpyca poyTepa M agantepa nuTaHus.

¢ ECAM npousowno nonagaHue KUAKOCTM BHYTPb KOpMyca, HemegleHHO OTKAuYuTe
ycTpoiicTBo. [lanee Hy)KHO 0BpaTUTbCA B aBTOPWU3MPOBAHHBIN CEPBUCHbIN LEHTP ANA
NPOBEPKM YCTPOMCTBA.

+«» OTKANtoYalTe aganTep NUTAaHUA OT SNEKTPUYECKOM PO3ETKM NPU OAUTENbHBIX NepepbiBax

B 3KCNAyaTauuu.

He nbiTavitecb pa3bupaTtb, peMOHTUPOBaATb UAN BCKPbIBATb YCTPOWCTBO; B MPOTUBHOM C/lyyae
6yneT yTepaHO NpaBO Ha rapaHTuitHoe obcnyxmeaHue. ObpaTuTech K KBanMPpULMPOBAHHOMY
06CNyKMBAOWEMY NEpcoHasny MpuU BO3HUKHOBEHMM Npobnem, OCOBEHHO B CAeAyHOLLMX
cnyyasx:

4

L)

L)

* Pasbem 3/1eKTPONUTaHMA UAN Kabens noBpexaeHsbl.

YCTPOICTBO MOMano noa AOXAb WAM B BOAY, YTO MPUBENO K MONAZAHMIO KUAKOCTM
BHYTPb KOpnyca.

¢ PoyTep ynan wauM 6bin NOABEPKEH ypapy, B pe3y/nbTaTe Yero npou3oWao ero
MeXaHUYeCcKoe MoBpeXKaeHue.

X/
A X4

KOMMNAHMA HE  HECET  TAPAHTUMHbLIX  OBA3ATE/IbLCTB  HA MNOCTAB/IAEMOE
OBOPYJOBAHME TMPW HECOBNOAEHUM MNOTPEBUTENEM MPABWU  SKCIJTYATALUN
OBOPYAOBAHUA
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2 ObLLIEE ONMMNCAHUE

2.1 BsepeHue

Ob6opynoBaHne QBR-2041WW sBnsetcA yHMBEpPCaZbHbIM POyTEPOM U NpeacTasnseT coboi
WMHTErpMpoBaHHOEe MHOTodYHKLMNOHAIbHOE YCTPOMCTBO A0CTyNna. YHUBepcasbHbi poytep QBR-
2041WW nomoKeT opraHmsoBaTb B Bawei agomawHen unm odUCHOM ceTu creaylolime
CEepPBUCHI:

¢ LUunpokononocHblt poctyn B WHTepHeT (noaaepskMBaloTCA TWMbl MNOAK/IYEHUS:
ADSL2+, Ethernet);

¢ WHTepaktTneHoe TB (npu ycnosuu Hanmuma umdposoro aekogepa STB);

«» Wi-Fi goctyn.

Poytep QBR-2041WW wumeeT Becb CNekTp Heobxoaumbix U3NYEecKUX WHTepdelcoB u

bYHKUMIA ona npenocTaBieHma WKWPOKOro Habopa ycnyr u cepBucos. Bbl moxkeTte 6e3 Tpyaa

opraHusoBaTb 6ecnpoBOAHYlO ceTb AomMa WAKM B oduce, YTO MNO3BOAUT MMETb ObICTPbIN

MHOFOMN0/1b30BaTENbCKUIA AO0CTyn B CETb B noboi Touke KBapTUpbl naun od)mca.

Poytep mmeeT 4 nopta Ethernet n BoamoxHocTb HecnposogHoro goctyna no Wi-Fi, yto
Nno3Bo/AET MOAKNOYaTb Nitobble YCTPOMCTBA, MMeEloLWMe ceTeBble aganTepbl — KOMMbOTEP,
UrpoBas KOHCO/Ib, MOOWMbHLIA TenedoH, nnaHwert, IP-tenepoH u ap. Tunosaa cxema
NoAKNOYEHMA NpeacTaBAeHa HUKe.

5 mem isn) B

MoaKnkoHeHe HoyTBYKa MoakntoveHune uucposoro  lNogknwoyeHue kabens MoaknoyeHue
W CTALUNOHAPHOTO fekopnepa (STB) ycnyru OT npoeaigepa no TenedoHHoro kabensa
KOMMblOTEpa «UHTepaktueHoe TB» unu  TexHonoruu Ethernet OT npoBaigepa
no kabento lonocoeoro wnt3sa (IAD) (FTTB) no TexHonorun ADSL

- - - -\

, Y \

. \ _
\ \__. \ \ b \
5 A\
C - )
I X _ ' ._ :
N » \a Y Y \'i
Q) |(&)) (T (T ) (TR ) (T T
ON/OFF
LAN1 LAN2 LAN3 LAN4 WAN LINE

1 1
C )
Moaknioyerne NOAKINKOYEHKWME MO Wi-Fi:
afantepa nuTaHus .\

o

M Wrpoeas = TenedoH unu
NnpUCTaeka nnaHweT
L p {=)
_—
HOWGYK
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Poytep QBR-2041WW mmeeT cneaytowme GpyHKUMM 6e30nacHOCTH:

% Odunbtpauma no MAC- n IP-agpecam, no URL 1 no nopTtam.

« [OunHamuueckoe npeobpasoBaHune ceteBblx agpecos (NAT).

+ MMoapep:kka BUPTyanbHbIX cepeepos (Port Forwarding).

% 3awwuta ot ARP- n DDoS-aTak.

«» ®OyHKuma Port Triggering.
PacwupeHHbIn ¢GyHKUMOHan 6e30nacHOCTM MNO3BOAAET MMHUMM3NPOBATbL MNOCNEACTBUS
HECaHKUMOHMPOBAHHOIO [0CTyMna, NpeaoTBpallaeT BTOPXKEHUA B CeTb, a TaKXe Onokupyet
AOCTYN K HexenatenbHbIM canTam Ans nosb3oBaTtenei Bawelt nokanbHoi cetun. MoadepiKKa
COBpeMeHHbIX Tunos wudpoBaHmns tuna WEP n WPA nosBonseTr co3gath 3alUULLEHHYIO
b6ecnpoBogHylo ceTb, a noagep>kka 3G/4G ceteit obecneynT pe3epBUPOBAHNE OCHOBHOTO
NHTepHeT coeanHeHnus no Ethernet namn ADSL.

Onsa ynobcrBa HacTponkn poytepa QBR-2041WW ucnonb3yeTcs BCTpoeHHbii WEB-uHTepdeliic,
TaKXe MoAfep’KMUBalTCA OCHOBHbIE NHTepdencbl KomaHaHoM cTpoku CLI (Serial Port, Telnet,
SSH).

2.2 TexHU4YeCKMe XapaKTepPUCTUKMU poyTepa
TexHnyeckune xapaktepuctmkm poytepa QBR-2041WW npeacrtaBieHbl HUKe.

2.2.1.1.1 lloaaepxuBaemMbie MPOTOKOJIbI

+» RFC2684 Multiprotocol WHKkancynauma over ATM  Adaptation Layer 5
(MHOronpoToKo/ibHan MHKaNCcynsums ¢ ucnosibsosaHmem AAL.5);

+» RFC1483 Multiprotocol WHKkancynauma over ATM  Adaptation Layer 5
(MHoOronpoToKo/ibHan MHKaNcynsums ¢ ucnosbsosaHmem AAL.5);

+» RFC2516 PPP over Ethernet (Moaaep»Ka nutaHus yepes Ethernet - PPPoE);

+* RFC1332 PPP UHTepHeT Protocol Control Protocol (MpoTokon ynpasneHus IP);

" RFC894 A Standard for the transmission of IP Datagrams over Ethernet Networks
(CraHpapT nepeaaun gentarpamm IP B cetax Ethernet);

+» RFC1042 A Standard for the transmission of IP Datagrams over IEEE 802 Networks
(CraHpapT nepenaun gentarpamm IP B ceTax IEEE 802);

+* MER (IP over Ethernet over AAL5);

< PPTP, L2TP, IPSec n ronocoBol w3 npuknagHoro yposHsa SIP ALG (application layer
gateway);

» |EEE 802.1D Transparent Bridging;

RFC768 User Datagram Protocol (MpoTtokon UDP);

RFC791 NnTepHeT Protocol (MpoTtokon IP);

RFC792 NnTepHet Control Message Protocol (Mpotokon ICMP);

% RFC793 Transmission Control Protocol (MpoTtokon TCP);

+* RFC826 An Ethernet Address Resolution Protocol (MpoTtokon ARP);

+* RFC862 Echo Protocol (MpoTtokon Echo);

< G.992.1(T1.413);

< G.992.2 (G.dmt), G.lite;

% G.992.3 (G.bis/ADSL2);

D

X3

S

X3

S

X3

S

X3
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* G.992.5 (ADSL2+);

+* Annex M (npoTtokon pacwupexHuna ADSL2);

+* Annex L (npotokon pacwmpeHuns ADSL2);

« ATM forum UNI3.0, 3.1 u 4.0 permanent virtual circuits (PVCs);
+ CBR, UBR, VBR-rt n VBR-nrt;

+» ITU-Ti.610F4/F5 OAM;

« IP-mapwpyTmnsaums.

2.2.1.1.2 NNapameTpsl Wi-Fi
Crangapr:

«» |EEE802.11b/g/n.
YacToTHbIN AManasoH

< 0124 p002.462[Tu,
Mogaynauuna:

< 802.11b: CCK(11&5.5 Mbps), DQPSK (2Mbps), DBPSK (1Mbps), DSSS.
< 802.11g: PSK/CCK, DBPSK, DQPSK, OFDM, BPSK, QPSK, 16QAM, 64QAM.
< 802.11n: BPSK, QPSK, 16-QAM, 64QAM.

be3onacHocTb

% WEP 64-bit /128-bit, 802.1x.
% WPA-PSK (TKIP/AES), WPA/WPA2.

BbIxo4Has MOLWHOCTb:

s 802.11b: 19+1dBm.
s 802.11g: 15+1dBm.
% 802.11n:12.5+1.5dBm.

CKOpOCTb Nepeaayn AaHHbIX:

« 802.11b: 11,5.5,2 u 1 Méut/c.
«+» 802.11g: 54, 48, 36, 24, 18, 12,9, 6 M6uT/c.
+» 802.11n: go 300 M6uT/c.

2.2.1.1.3 CeTeBble pyHKIUU

+*» RFC2684 VC-MUX, LLC/SNAP nHkancynauumu ana bridged nam routed nakeros.
¢ RFC2364 PPP over ATM, RFC2364 LLC/NLPID.

< AALS.

++» 802.1g/1p VLAN cornacHo RFC2684 Bridge Encapsulation.

+* PPPoA, Noaaep»xKa AUTO, PAP, CHAP, MS-CHAP ayteHTUdUKaumA.
+»* PPPoE, Noaaepxka AUTO, PAP, CHAP, MS-CHAP ayTeHTUdMKaumA.
PPPoE pass-through.

IPOA.

Transparent bridging mexay scemu LAN n WAN nHtepdeiicamu.
BnokunpoBaHue TpaduKa B pexkmme mocTta mexay cetamm WAN.
Btopoii IP agpec ana LAN nHtepodelica.

ARP.

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4
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X/
L X4
X/
L X4
X/

L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
o

X/
o

X/
o

X/
o

X3

*

DNS relay.

DHCP server.

DHCP client.

NAT, NAPT.

IGMP Proxy, IGMP v1/v2/v3.

IGMP Snooping.

RIP v1/v2.

OnHamunyeckmii DNS.

MNopaeprkka traffic mapping mexagy rpynnoi LAN noptos K PVC.
Multiple Protocol VLAN Mux.

UPnNP.

QoS (DSCP/TOS).

Virtual Servers, Port triggering, DMZ.
Nopaeprkka SPI (Stateful Packet Inspection).
Poautenbckmin KoHTpoab (Parental control).
IP/MAC/URL/Port dpunbTpaums.

Storage Service, Print Server, 3G/4G backup.

2.2.1.1.4 Xapakrepuctuku VPN

X/
L X4
X/
L X4

*
L X4

IPsec/PPTP/L2TP pass-through.
PPTP/L2TP client.
MNopaeprka VPN coeanHenuna K yaanéHHomy VPN wntosy.

2.2.1.1.5 YnopaBiieHue

<
<
<
<
<
<
<

7
°e

X3

S

X3

S

X3

S

X3

*¢

lpaduueckuin WEB-nHtepdoeiic.
BcTpoeHHbin WEB-cepsep.

CHpoc Ha 3aBOACKME HACTPOMKM U COXPAHEHME KOYEBbIX MAapPaMeTPOB.

Mepe3arpysKa ycTpPOMCTBa.

3arpyska («npowmnsku») yepes HTTP.

NHuTepdelic KomaHaHom ctpoku (CLI) uepes serial port, telnet unu ssh.
SNMP v1/v2c areHrT.

SNMP MIBs: rfc2662 ADSL line MIB, RFC2515 ATM MIB, MIB-II.
O6HoBneHMe aatbl n BpemeHu Yyepes SNTP.

O6HoBNEHME gaTbl U BpeMeHW Yepes IoKanbHbIn MK.

YcTaHOBKa [aTbl U BPEMEHU BPYYHYIO.

TR-069 (CWMP).

2.2.1.1.6 ®usnyeckue uHTepPenchbl U KHOMKH

<
<
<
<
<
<

X/
°

1 x RJ11 DSL nHTepdeiic.

1 x RJ45 WAN wnHTtepdeiic (10/100BASE-TX Ethernet).
4 x RJ45 LAN untepodeirca (10/100BASE-TX Ethernet).
2 x USB2.0 host.

1 x KHonKa RESET.

1 x KHonKa WPS.

1 x KHonka WLAN.

e Poctenekom
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% 1x pa3bem NuTaHuA.
¢ 1 x KHomnKa BK/1/BbIK/1 ycTpoiicTea.

2.2.1.1.7 Xapaktepuctuku Ethernet

X/

+» lMoapaepskka ctaHaapTa IEEE 802.3 / 802.3u.

4 Ethernet nopta 10/100M, noOAHbIA/NOAYAYNAEKC, KOHTPOAb MNOTOKa W
asToonpegenexHue.

Hebnoknpyemas npoBogHas CKOPOCTb Ha NPUEM U Nepeaady AaHHbIX.

MNopaneprkka nonHogynnekcHon ceasu |[EEE 802.3x flow control n half duplex back-
pressure flow control.

KoHTponb broadcast storm.

ABTOMaTuyeckoe 3anommnHaHme MAC-agpecos, nononHeHne Tabanubl MAC-agpecoB m
yAaneHue n3 Heé yctapeBLInX agpecos.

+» KomnnekcHas cuctema nomcka MAC-agpecos, EmKkocTb Tabamubl MAC-agpecos 1K.

L)

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

2.3 ®dusmnyeckune xapaKrepmcTMKu poyrepa

2.3.1.1.1 T'a6apuTsl
+« Pasmep (OxLWxB) — 135 x 105 x 35 mm.
* Bec-210r.
2.3.1.1.2 lluTaHue
«* MutaHne — AC Bxoa: 100B AC-220B AC; DC Bbixoa: 12B, 1A.
+» MMoTtpebnsaeman mouHoOcTb — < 3.5 BT.
2.3.1.1.3 [TapamMmeTpsbl OKpYyKawoLLeH cpeabl
¢ Pabouan TemnepaTypa —0°C — +40°C.
+ TemnepaTypa xpaHeHua —-20°C — +70°C.
CraHpapTbl NPOYHOCTH
¢ Bubpaumm — IEC 68-2-36, IEC 68-2-6.
¢ Ypap - IEC 68-2-29.
+ NapeHune — IEC 68-2-32.

2.4 BHewHunit BUA,

MepepHAs NaHenb YCTPOMWCTBA COAEPKUT WMHAMKATOPbI, OTpakalolwme TeKyliee COCTOsHWe
poyTepa.
[ J
rI Iw

4 A

dELE LY e T @0

. v

(4 )

OnuncaHMe MHANKATOPOB NPeACTaB/eHO B TabaumLe HUXKe.
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LED ‘ Cratyc ‘ 3HauyeHue
1 He cseTtutCA LAN coeanHeHune He yCTaHOBAEHO

S .
3enéHbll ropuUT NOCTOAHHO LAN coeanHeHuMe yCTaHOBNEHO U aKTUBHO

; 3enéHblli bbICTPO MUraeT OcyuectBnAeTcs nepegada gaHHbIX

1 e He cseTtutCA NoakntoyeHne no USB He ycTtaHOBAEHO

,’ E' 3enéHblIli ropuT NOCTOAHHO MNoakntoyeHne no USB yctaHoBNEHO

“T” He cBetutca CoeavnHeHwne no 6ecnposogHoi cetn Wi-Fi He ycTaHOBNEHO
3eNéHbll ropuT NOCTOAHHO Wi-Fi coeanHeHmne yCTaHOBNEHO U aKTUBHO

@ He csetuTcA Ethernet coegmMHeHue He yCTaHOBNEHO

M | 3enéHbiit 6bICTPO MUraeT OcyuwiectBnaeTca nepegaya AaHHbIX

3enéHbll ropuT NOCTOAHHO ADSL coeagnHeHue ycTaHOBAEHO

@m 3enéHblii muraet OcyuwiectBnaetca nepegaya AaHHbIX
He cBetutca ADSL coeguHeHWe He yCTaHOBEHO

P MpoBepka noaxkntodeHns, nan npun coeanHeHnm PPPoE/PPPoA —

3enéHbli muraet posep A ! P A /

@ npoBepKa aBTopmsaummn
KpacHbln muraet MpoBepKa 06LLero CoCTOAHMA YCTPOMCTBA NPU BKAKOYEHUM
KpacHbIi roput NOCTOAHHO OwwnbKa aBTOpM3aLLMM MK OWMBKA NoAKAoUeHUA K ceTu MpoBaiaepa
He csetuTcA He nogaHo nuTaHue Ha poyTep

Ll) 3eneHbli ropuT NOCTOSHHO YCTPOICTBO BKAOYEHO
KpacHbIi ropuT NOCTOAHHO OwwbKa 3arpysku MO

3a/iHAA NaHeNb COAEPKUT cneaytolme pasbEembl U 3/IEMEHTbI:

4 pasvema ans Passbem ana Paatem ons nogkno4veHns
MOAKMOYEHUS KOMMBKOTEPOB noaknYeHns TenedoHHoro kabena
B CETW WHTEPHET-NpoBOAA no TexHonorun ADSL

\ L\

" -
O |©] {mr fw (mr, wwy (wr [f)

KHonka Bkn/Beikn Paszwem ans nogknioyeHnsa agantepa nutadms

X/
L X4

KHOMKa BK/IIOYEHUSA U BbIK/IIOYEHUA poyTepa.

Pasbém nutaHuA.

«LAN1-LAN4» — 4xEthernet nopta (RJ-45) Ana noakno4eHMs KomMbioTepa WU
unoposoro gekoagepa (STB) ycnyrn «MHTepakTnsHoe TB».

< «WAN» — 1xEthernet nopT (RJ-45) ansa nogknoUYeHUA ceTu Nnposanaepa no TEXHONAOTMN
Ethernet.

X/
L X4

X3

S
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+* «LINE» — ADSL nopt (RJ-11) ana noaknoyeHns cetm nposangepa no texHonormm ADSL
(noakntoueHne TenedoHHoOro kabensa B nopt cnautrepa DSL, MayT B KomnnekTe).

BoKoBas NaHeNb COAEPKUT CAeaytowme KHOMKN U pa3bEMbl:

BkntoyeHune KHonka MNogknto4veHne

1 BbikntovyeHne WPS k USB

Wi-Fi

{ )

Vl |1
(‘r’)l (@) | [— —

I —
C )
[
5 «a»

CeTesol NpUHTEP CeTeBOM AUCK 3G/4G Moaem

+»» KHonka « WLAN» — KHOMKa BKAOYeHUA U BbikAtoveHnsa Wi-Fi coegmHeHus.

¢ KHonka « WPS» — 0bner4yéHHasa KoHoUrypaums cetu.

«  «USB1, USB2» — 2xUSB nopta ansa nogxatodeHua Gasw-Hakonutens, npuHtepa mam 3G
Mmoaema.
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\ PocTtenekom

HunXHAA naHenb coaepxut cneagyrowme aIeMeHTbl:

s D
© ©

—
w
wl
. Ll
o
‘ Model QBR-2041WW
PocTenencm (N
( MAC: XX X0 KKK | )
T 4,
L J
- Bnok nuTaHna
SN 00027 15MMY YOZONNNNNN 12B = 1A
IO oo
— Hocryn « web-uirepdency Loctyn k WikFi
1P 192.168,1.1 SSI0: QBR-2041TWW_xotx
User: admin/Pass: admin PASS: RTadministrator
SW ver: 1.2.1 = LA
HW ver: Q1 (s LA
—

© ©
N /

KHonka «Reset» — KHOMKa gna nepesarpysku poyrtepa. [na nepesarpy3ku poyrepa eé

HeobXxo4MMO HaXKaTb M yaepKMBaTb He meHee 10 ceKkyHa.
Ctukep c Heobxogmmon uHPopmaumeinn 06 yCTpoicTBE, coAepXKalliuii napameTpbl
HacTpoeKk No ymon4yaHuio Ans Bxoga B WEB-uHTepdelic U ana noakNuYeHua K,

6ecnpoBogHon cetn Wi-Fi.

*
L X4

*
L X4
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3 NEPBOHAYA/IbHAA HACTPOMKA POYTEPA

Poytep QBR-2041WW HacTpaunBaeTtca un ynpasasaetca npu nomowmn WEB-uHTtepdelica. Bxog 8
WEB-unHTepdodeiic ocywectenaetca yepes UHTepHeT bpay3ep. MNoaneprKnBatoTca BCe OCHOBHbIE
NHTepHeT Bpay3epbl — MHTepHeT Explorer, Mozilla FireFox, Google Chrome, Opera u gp.

BoinonHuTte cnegyowme genctena ans sxoga Ha WEB-uHtepdodelic:

1. OtkpowTte 6paysep, BBeaute IP-aapec poytepa nNo ymonyaHuto: http://192.168.1.1 B

agpecHyto cTpoky [1] v HaxmuTe knasuwy «Enter». BBeguTe UMA nonb3oBaTens —

admin v naponb — admin [2]. HaxkmuTe KHonky «OK» [3].

)
(@)@ w1y p->x | @ Nycran crpannua x - -

Besonacrocts Wind,

Dnn exopa Ha cepsep 192.168.1.1 no agpecy QBR-2041WW ryksst imn
nonksoBaTENR M NApOME.

Mpeaynpexaenne: Cepeep TPeByeT NEpEa“ MEHN NOABSOBATENR W I
napona yepes HebesonacHoe coeguHenne (ByAeT BEINCAHEHE oBbIuHan
npoBEpKa MoAMHHOCTH).

= &

e

f | P

» TMpumeyaHue: Ecnm OKHO BBOAA /IOTMHA M NApPOAA He NOABMAOCH, 3TO O3HAYaET,
yto Baw WEB-b6pay3sep HacTpoeH Ha paboTy B pexume Npokcu. 3angute B
pasgen Cepsuc > CBoictBa obo3pesatens > [logkntoyeHua > HacTpoyka
napameTpoB JIOKA/IbHOM ceTU. B noaBmBLUEMCA OKHe ybepuTe ranouKy c AYenKu
«Mcnonb3oBaTb MPOKCU-CepBEP A/1A NOKA/IbHbIX MOAKAOYEHUN» U HaXKMUTe

«OK».
» [Mpumeuarue: MNocne BBOAA NOTMHA U Mapo/iA B MEPBbIN Pa3 aBTOMaTUYECKM
noAsBuTCA cTpaHuua Macrepa HacTpoilkm — HacTpoliku nposaigepa. Bbl

MOXKeTe O0TKa3aTbCA OT NepBOHAYaNIbHOW HACTPOMKU poyTepa, HaxKaB KAaBuLly
«Bbixog». B 3ToM cnyyae Bbl cpasy nepenaéte B ocHoBHoe MeHio WEB-
nHTepdelrica HaCTPOMKN YCTPOMCTBA.

2. Bbibepute makpopervoH [1], o6nactb/kpait [2], Tvn coeauHenua [3] (ADSL nmbo
Ethernet — BbibepuTe B 3aBUCMMOCTM OT UCMO/Ib3YEMOTO BalLMM MpoBanaepom), Tmn

nogkntoueHua [4] (pekomeHpyetca PPPOE), M HamuTe KHOMKY «YcTaHoBWUTbY» [5].
HeobxoaMmble napameTpbl MOAKAHOYEHUSA Bbl TaKKe MOXeTe YTOYHUTb B CayKbe
TEXHUYECKOW NoaAep KKK Bawero nposBaingepa.

CrpaHuua 14 n3 89
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c Poctenekom

YHHEEPCATNBHEIH poyTep

MacTtep HacTpolkn - HacTpolku npoBaigepa

BoifepuTe HACTpOMEN NpOBaigepa ana NogKNYeHna K ceTn MHTepHeT. HammuTe Janee
yTofbl NPOGONKHTS.

BrifepuTe MAKpOpETHOH: I LlgHT panbHbIi vl_a
BuifepuTe obnacTo/kpai: | MockBea vl—e

BeiDepuTte THN coegUHEHUA: Ethernet - 3

BriBepuTe THN NOOKMHOYEHWA: FPPoE 4 5

YCTAHOBWTB Brixog,

3. MaKpoperMoH — BblbepuTe MaKpoperMoH mu3 BbliNagatowero crnucka. Haxkmure
«YCTaHOBUTbLY

e PocTenekom

YHHEEPCANbHLIR POYTED

MacTep HacTpoiiki - HacTpoliku npoBaigepa

BrifepuTe HACTPOlKWM NpoBaligepa AnA NogENYeHnA K ceT MHTepHeT. Haxmute [lanee
yTobb NPOgONAUTL.

BriDepuTe maKkpopernoH: LleHT pantHbi i -

[antHEB0CTOUHbIN

BuiGepuTe ofnacTe/kpan:

CubupcEmi
CeBepo-2anagHol i
BoiDepuTe THN COEQUHEHNA: i
g A HO#HBIA
Bonscrui
BriGepuTE TUN NOOKNHYEHWUA: Ypansckui

YCTaHOBWHTE Brixog
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4. O6nactb/Kpak — Bbibepute obnactb/Kpait U3 CnucKa

@ PocTenekom

YHHBEPCANLHLIA poyTep

MacTep HacTpoiiki - HacTpolikn npoBaigepa

BrifepuTe HaCTPORKK NpoBaigepa anA nogrnyeqna K cetr Mureprer. Hammure Janee
yTobb NPOJONAMTE.

BriGepUTE MaKpOPETHOH: LleHT panbHkIf -

[antHeB0CTOUHbI

BoiGepuTe oOnacTe/Kpan: PSr— -
CuBupcruni k‘
Cegepo-zanagHoli
BoibepuTe THN COEHUHEHHA: i
g A Hos#HBIR
Bonscrui
BeiGepuTe THN NOOKNHYEHWR: Ypansckui

¥CTAHOBHT b Brixog

5. Tun coeauHeHmna — Bbibepute TN coeaMHEHUA B 3aBUCUMOCTM OT MCMO/Ib3YEMOTO
BalLUMM MoCTaBLWUKOM UHTepHeT-yCayr.

@ PocTenekom

YHHEEpPCANEHBIN POYTED

MacTtep HacTpolKku - HacTpoiiku npoBaigepa

BrifepuTe HACTPORKK NPOBANAERE ANA NOQKNIOYEHAA K ceTu MuTepreT. HaxmuTe Nlanee
yTolbl NPOJONMUTE.

BriGepHTe MAKpODErHOH:

BuiGepuTe obnacTe/kpa:

BrIGEpHTE THN COSOMHEHWUA:

BuiGepHTe TN NOAKNHYSHRA

LleHT panbHbIi -
Mocksa -

-

ADSL té

YCTAHOBHTE Brixog,

CrpaHuua 16 ns 89
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6. Tun noaKnwuyeHUa — YCTaHOBMTE HEOBXOAMMbBIM TUN MoAkAtouYeHus. Ecam Bbl He
yBEPEHbI, KAKOW TUM MOAKNIOYEHUA UCMONb3YETCA Ha BallemM KOMMbloTepe, obpaTutech
K Balemy nocTaBWUKy MHTepHeT-ycayr.

e PocTtenekom

YHHEEpPCANLHLIN pOYTED

MacTep HacTpoiki - HacTpolku npoBaingepa

BrifiepuTe HACTPOMKY NpOBARLEpa ANA NOQKNKYEHNA K CETH VIHTepHET. HammuTe [anee
4ToObl NPCQONEHTL.

BriDepuTe maKkpopernoH: LleHT pantHbi i -
BuifepuTe ofnacTe/kpan: Mocksa -
BoiGepuTe THN COSOHHEHHA: Ethernet -

BroibepuTe THN NOQKNHYEHWA: -

YCTaHOBWHTE Brixog

Ona panbHenwen HacTPOMKM poyTepa WM COXPaHeHua BBeAEHHOW WHdopMauumn
HasKMUTE KHOMKY «YCTaHOBUTbY.

» [pumeyaHue: Bbl MOXKeTe 0TKa3aTbCA OT NepBOHaYaIbHOW HACTPOMKK poyTepa,
Ha*kaB Knasuwy «Bbixog». B aTom cnyyae Bbl cpasy nepengére B OCHOBHOE
meHto WEB-nHTepdelica HacTpOMKM YCTPOMCTBA.

7. B cnepylowem OKHe cucTema npeaynpeaut Bac O KOHGMUIypMpoBaHMK YCTPOWCTBA.
OueHb BaXKHO He OTK/IYaTb NMUTaHME OT PoyTepa M He nepesarpyKatb Beb-cTpaHuLy.

\) Poctenekom

YHHEEPCANLHLIA poyTep

WoéT sarpyska KoHurypauumn...

He oTknYaiTe NUTaHWE YCTPOACTBA U HE ODHOBNANTE OAHHYIO
cTpaHuUy Ao 3aBeplleHnn 3arpyskn KoHpurypauum!

[o oKOHYaHWA 3arpy3Kn ocTanock: 0 CekyHa

8. B nosBMBLIEMCA OKHe BBeaAuTe MmA nosb3oBatens (admin) n naponb (admin).
Haxmute «[lanee» AnA 3aBepLlieHMA NepBUUYHON HAaCTPOKM poyTepa.

» [Mpumeyanue: Ecnm y Bac BO3HUKAM Npobiembl ¢ 0OTOOpaKeHMeM OKHa BBOAA
MMEHW Noab30BaTeNA M NapOo/IA, HAXXMUTE Ha KnaBmaType Knasuuwy F5.
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ObHosuTh (F5)

@ http://192.168.1.1/cgi-bin/wizardProviderEnd.asp O~ X '
@ Internet Explorer He moxeT oTobpaznTs 3Ty Beb-CTpaHULy

@ Internet Explorer He moxer ... % I

lMonpobyiite caenate cheaytoulee:

[ [uarHocTuka npobnem noaknoYeHUA ]

& MoapobHee

9. [nA 3aBeplueHna NepBOHAYaNbHOM KOHUIypaLUmM poyTepa HaxkmuTe KHONKy «danee».

e PocTenekom

YHHUESPCANLHBIA pOyTEp

3arpyska KOH(Mrypaunn npoLLna ycnewHo.

Haxmute [Janee onA ycTaHOBKK AONONHWUTENBHBIX NAapaMeTpoB
npenycMOTPeHHbIX Bawum gorosopom.

10. Beegute nOrMH 1 Naposb, ykasaHHble B [JJorosope C Bawum nocrtasBwmkom UHTepHeT-
YCAYT U HaXXMUTe «YCTaHOBUTb» UM HaXMmUTe «Hasaa» ana Bo3sBpaTa Ha npeablayluime
LIarM HacTPOMKM.

e Poctenekom

YHHBEpCANLHbLIA poyTep

MacTep HacTpoiki - BBoA UMEHW NONBL3OBAaTENA U Napons.

BESOUTE WMA NONE30EATENA W NAPONE VEAZAHHLIA B Balwem goroEope.

ma
User
nonL30BaTENs:

Napont: ssssss

D Ooctyn B ceTh MHTepHeT He TpelyeTca (Beog PPPoE norunainapona
He TpeldyeTcA)

11. Ecnam Bbl He ucnonb3yeTe NOrMH M Napob ANA Aoctyna B MHTepHeT yepes coeguHeHune
PPPoE, noctaBbTe ranoyky B nose «Joctyn B ceTb MHTEpPHET He TpebyeTcar.
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e Poctenekom

YHHBEpCANbLHLIA poyTep

MacTtep HacTpolKku - BesonacHocTe Wi-Fi coegiHeHNA

Ona ofecneyeHnA MakcuMmaneHoi GezonacHocTi Bawei Wi-Fi ceTh BBEQNTE YHUKANBHbIA
napont.

Touka gocTyna: BrrwouuTe () BolknoYMTh

MNapone (gnanazod: 8~83 cumeonoe) RTadministrator

» BakHo! He pekomeHayeTcs MCNONb30BaTb OAMHAKOBbLIE NAPOAN ANA JOCTyNa K
WEB-uHTepdeicy poytepa, Aoctyna Kk cetm NHTepHeT u cetn Wi-Fi.
12. Hactpolika poyTepa npowna ycnewHo. Haxmute «Bbixog» ana 3aBeplieHun
Ha4Ya/IbHOM HACTPOMKM.

e PocTtenekom

VHHBEpPCANLHLI pOyTEp

HacTtpoiika ycTpoiicTBa npowna ycnewHo.

MogKNm4UTE YCTPOACTEA B COOTBETCTEMN C KOHGMIYpaLKeld yCcTpoACTES, NPMBEAEHHDNH B
Talnuue:

Tun
NogKNIYEHHA PPPoE
WAN Ethernet

BecnposogHan

ceTs Wi-Fi ﬂ:-lc—;y::rce‘rh
OWLAN) .

LANT HocTyn B ceTe
lHTEpHET

LANZ OocTyn B ceTb
IHTEpHET
IPTV (nogeniyeHne
npucTaskd unn STB)

LAN3 wnu VolP (nogenioyetne
EHELWHEND ronocosero
wrkrza A0
IPTVW (nogknmyeHue
NpUCTABEW UnK STB)

LAN4 unu VolP (nogenioysHie

BHELWHErD roNocosoro
wnrza A0

OnA ofecneyeHna MaKCHMansHoi GesonacHocTi Bawero yeTpoAcTES Mbl pEKOMEHTYEM Bam
WIMEHWTE CTAHAAPTHEIA Napont AnA gocTyna k WEB-uvTepteicy. Ecnu Bul XOTHTE HEMEHHTE
Naponk HAMMUTE KHOMKY L13MEHUTE Naponk. Ecnn Bul X0THTE 0CTAEWTE NPEXHWA NAPONE HAXMUTE
kHONEY Boixog,.

[vason | v rapons ] oo §

» BaxHo! PekomeHayem cmMeHUTb naposib Ana pgoctyna K WEB-HacTpoikam
poyTepa. bonee getanbHO NpPoOLLECC CMEHbI NAPOAA ONMCaH B NyHKTe 4.5.1

» TpumeyaHue: TakKe NapONb U3MEHAETCA NPUHYAUTENIbHO, €CU BblN BbINONHEH
cbpoc Ha 3aBOACKME HACTPOMKM.

CrpaHunua 19 ns 89

Q PocTtenekom



PyKkoBoACTBO Mo/sib3oBaTens
4. OnucaHve meHo web-nHTepdelica 20

4 ONUCAHUE MEHIO WEB-UHTEP®ENCA

B BepxHei 4acTn oKHa Gpaysepa pacnonaraetca rnasHoe meHo WEB-mHTepdeica poyrepa.
MHOroYMCNeHHble HACTPOMKM poyTepa CrpynnupoBaHbl JIOTMYECKM MO rpynnam U
NpeAcTaB/ieHbl CAeAYIOWMMM NYHKTaMWU F1aBHOTO MEHH0:

7
L X4

MacTtep HaCTPOMKM — 3anyCK NOMOLLHMKA ObICTPOI HAaCTPOMKKN poyTepa.
HacTtpoika UHTepdelica — HacTpoliKka Bcex MHTepdencoB poyTtepa.
PaclumpeHHasa HacTpoMKa — pacluMpeHHan HaCTPOMKa poyTepa.

YnpasneHune gocTynom — ynpasseHune goctynom Ha WEB-uHTepdeiic.
ObcnyknBaHme — paboTa co cnyXKebHbIMU cepBMcamm poyTepa.

CraTyc — oTobpakeHune nosHOM MHPOPMALMM O HACTPOMKax U CTaTyce poyTepa.

X/
L X4

X/
L X4

X/
L X4

X/
L X4

7
L X4

e PocTtenekom

B
ald

Wacrep Hactpoiika PacwupeHnusan
HacTpoWKH WHTepdelica HacTpoika

YnpaeneHnue

ObcnyxneaHne
OOCTYNOM

Nor cucTemel CratncTika

» [MpumeyaHue: YTobbl U3MEHUTb A3bIK UHTEpPdENiCA, HAaXKMUTE Ha 3HA4YoK ¢nara B
BEPXHEM MPaBOM Yry.

4.1 NyHKT meHo MacTep HaCTPOMKHU

[laHHbI NYHKT MeHI0 NpeAHa3HayeH a1a 6bICTPO HaCTPOMKM OCHOBHbIX NapaMeTpoB poyTepa.

MoapobHO AaHHbIM NYHKT MeHI0 onucaH B Nase 3 lepBoHaYanbHan HAacCTPOMKa poyTepa.

e Poctenekom

Macrep Hactponka PacuumpeHHan YnpaeneHue
MacTtep BEla LT uHTepdpelica  HacTpoiika AocTynom

HacTpPOWKN

i
ElA

O6cnyxueanne  Cratyc

MacTep HaCTpOH KK

QBR-2041WW naeansHo NOOX0OHT ANA AOMAWHKX CeTel, ManbiX CeTed W NpeanpHATHR.
MacTep "BhICTPOH HACTPORKK" MOMOXKET BaM HACTPOUTE YCTPOHCTEO ANA NOAKNHYEHHA
ISP. BLICTpaA HACTPOHKA MapWPYTH3ATOPa NO3B0NMT Bam HMeTk gocTyn B HHTepHeT B
npegenax MAHYTHL MoxanydcTa, cneayiTe NoWaroBsIiM HaCTPORKaM.

3anyck MacTepa HacTpoikn

CrpaHuua 20 n3 89

e Poctenekom



PyKkoBoACTBO Mo/sib3oBaTens
4. OnucaHve meHo web-nHTepdelica 21

4.2 TMyHKT meHto Hactpoiika uHtepodeiica

JaHHbIA NYHKT MEHI0 npeAHasHayeH Ana pacliMpeHHOM HAcTPpOMKM Bcex WHTepdelicoB
poyTepa. MyHKT MeHI0 COAEPKUT CieayoLLne BKNAAKM:

NokaneHaA BecnpoeogHan JeTankHble HACTPORKK

IHTEpHET IPvERD

CeTb CeTh fecnpoBodHOR CETH

** WMHTepHeT — HacTpolKa NapaMeTpPOB NOAKNOYEHNA K UHTepHeTY.

* JloKanbHana ceTb — HAaCTPOMKa NapamMeTPOB NOAKAOYEHUA NO IOKANbHON CeTw.

% bBecnpoBoaHas ceTb — HACTPOMKa NapameTpoB 6ecnpoBOAHON ceTu.

« [ononHuTenbHble HACTPOWMKM 6EcnpoBOAHOM CETM — PaACLWIMPEHHAA HACTPOWMKa
napameTpoB 6ecnpoBOAHON CeTH.

+* IPV6RD — HacTpolika npoTokona IP Bepcum 6.

4.2.1 WHTepHeT

BbibepuTe NyHKT meHto «HacTporika UHTepdenca» -> « MHTepHeT».

4.2.1.1 Pexcum nepedayu ADSL

BbibepuTe pexkum nepegayun ADSL B 610ke «Pexkum WAN».

Pesimbl nepegavyn . ADSL -

4.2.1.1.1 bsiok BupTya/ibHbIY KaHAJ

MNocToAHHBIN EII-1|I:"I'§."i3]'IKI:|EI'|I-|I:;E:JI--1I BVE 1 - Ceogka PVC

cratye . ) Brnwouwre @ Buikniounts
IHTepdelc ynpagneHns Brmiounte (2 BriknounTh
PO (guanazod: ~2535)
VEl: 33 (auanasoH: 32~65535)
ADSL QoS : UBR -
PCR: O MIA
SCR:|0 MLA
MBS : |0 LA

%+ Virtual Circuit (PVC) — nocTosiHHbI BUPTYanbHbI KaHan ADSL. BbibepuTe Homep KaHana
M3 cnmcka. A Kaxaoro KaHana Heob6xo4MMO BbIMOIHUTL OTAENbHbIE HAaCTPOMKW.

+ CraTyc — BblbepuTe cTaTyC BUPTYa/IbHOTO KaHana (BKAKOYEH MU BbIKNHOYEH).

** WHTepdeiic ynpaBneHWa — aKTUBUPYET/AeakTUBUpyeT GYHKUMIO  YAANEHHOTO
ynpaB/ieHns cepBMcamMu.

% VPl — ngeHTMdMKaTOpP BUPTYaNbHOIO NYTH.

% VCl — ngeHtTndmKaTop BMPTYaNbHOIo KaHana.

CrpaHunua 21 ns 89
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ADSL QoS — t™1Mn QoS (kayectBo obcnyxusaHma) ana ADSL. [na Bbibopa AOCTynHbI

3Ha4YeHnA:

ubr (HeonpeaenéHHblh 6uTpenT), cbr (noctosHHbLIA 6UTpeNT),

rt-vbr

(nepemeHHbIV BUTPENT B peanbHOM BpemeHwu), nrt-vbr (nepemeHHbIi BUTPENT He B
peanbHOM BpeMeH#).
PCR (Peak Cell Rate) — nukoBasa ckopocTb.

SCR (Sustained Cell Rate) — cpegHAs CKOPOCTb.

MBS (Maximum Burst Size) — MaKcMManbHbI pa3mep BCn/ecka nepeaayu AaHHbIX.

Mpn HaxaTum KHonku «CBogka PVC» MOXHO NOCMOTPETb AOMNOJ/IHUTE/IbHbIE XapaKTepPUCTUKU

KaXk4oro KaHana.

e PocTtenekom

ADSL poytep

OcHoBHan nHpopMaunMoHHan cnyxba

H

=TV R B S T O R

AKTHBHO

HeT
HeT
Het
Het
Het
Het
Het
Het

VP

L R e Y e Y e Y o Y e Y e Y e )

VCl

33
34
35
36
37
33
39
40

ENCAP

PPPoE
1483 Bridged Only
1483 Bridged Only
1483 Bridged Only
1483 Bridged Only
1483 Bridged Only
1483 Bridged Only
1483 Bridged Only

Mux

LLC
LLC
LLC
LLC
LLC
LLC
LLC
LLC

IP agpec

OMHamMuYeckui
MIA
MEA
MEA
MEA
MEA
MEA
MEA

Cratyc

A
A
A
A
A
A
A
A

4.2.1.1.2 baiok IP npoToKo0.1

X/
°e

Bepcun IP agpeca : @ pyd O pvaiipve O Py

BbibepuTe NPOTOKOAbI, KOTOpble ByayT ucnonb3oBaTbca — IP-mpoTokon Bepcun 4,
Bepcun 6 nnmn oba cpasy.

4.2.1.1.3 biok UHKancyasauus

PemMmM NOQKNIOYERNA | @) Nynamuyecknit IP agpec

) CraTnueckui IP agpec

) PPPOAIPPPOE

! Pexum mocTa

© Bes agpeca

YcTaHOBUTE OOMH U3 CneayoWwmnx pexmmoB:

«» [OuHamuueckuin IP agpec — aBToMaTU4yecKkoe nonyyeHue |IP-agpeca, AaHHbIA PeEXMM

ncnonb3yeTca B OCHoBHOM anda Ethernet noakntoueHus.

e Poctenekom
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+» CraTuueckuit IP agpec — yctaHoBKa IP-agpeca B py4yHOM pexkuMme, AaHHbIA PEXMM
ncnonblyetca B OCHoBHOM ana Ethernet noakntoueHna. YKaxkute ganee B HaCTPOMKax
cTaTuyeckui IP-agpec, macky noacetu u IP-agpec wntosa.

+* PPPOA/PPPOE — yKaxkute gaHHbIli pexkum gns PPPoE nam PPPoA coeguHeHus. [JaHHbIN
pPeXMM MCnoNb3yeTca B OCHOBHOM ana DSL-coegmHeHnin. Janee yKaxuTe B HaCTPOMKax
aBToMaTMyecKkoe nosydyeHue IP-agpeca nnm ctatuyeckuii IP-agpec.

< PeXXnm mocTa — flaHHbIN peXxum no3sonAeT poyTepy paboTaTb B perknMme MocTa Mexay
NnokanbHoM ceTtbto LAN u ceTbto nposangepa. Poytep B pexume MOCTa MOXKET
noAAep*KMBATb HECKOJIbKO CeTeN BHYTPU 04HOM GU3NYECKOM CETMH.

*» be3 appeca — nepeBos poyTepa B pexum paboTtbl «be3 agpeca» TpebyeTtca ans
HacTporKkn IPTV gnsa HeKoTopbiX pernoHoB. Onsa nonyyeHus noapobHoM MHPopmaumum
obpaTtutecob K Balemy nposanaepy.

4.2.1.1.4 bsoxk VLAN

WVLAN ¢ ) Brnwounte '@ BoiknmoyuTe
VIANID . 0 (guanazoH: 0~4095)

2802.1p Npuoputetr : 0 -

[aHHbI 610K NO3BONSAET HAaCTPOUTb NPUMEHEHME BUPTYanbHbIX ceTeit VLAN BHYTpWU ogHOM
NoKanbHoM ceTu. Mpu akTMBauum ncnonb3osaHma VLAN yKaxkute ngeHtneumkatop VLAN B none
«VLAN ID».

+*» VLAN — BK/IOYaeT MAM OTK/IOYaeT MCNONb30BaHWE BUPTYyaNnbHbiX ceteit VLAN BHyTpU
0/ HOW NOKanbHOM ceTu.

+* VLAN ID — yHUKanbHbI naeHTudukatop VLAN.

«» 802.1p MNpuopuTtet — 3a4aET NPUOPUTET Nepeaaun ceteBoro Tpaduka.

4.2.1.1.5 baok Hactpoiika mocta

[aHHbii 6NOK AocTyneH TOMbKO npu Bblbope pexnma «Pexmm mocta» B HacTpoiike
MHKancynauma.

MopTal [T] | ap 1 [ wan 1 (awe)
[ Lanz WLAN 2 (QBR-2041VWW_guest1)
] Lan3 WLAN 3 (QBR-2041WW_guest2)
] Lan 4 WLAN 4 (QBR-2041V\W_guest3)

IP: D Mcnonezoeate IP-agpec LAN

Mukancynauuwa @ 1483 Bridged Onby LLC -

« MMopTbl — B [AaHHOM TMyHKTE YyKa3blBAeTCA, KaKMe MMEHHO CeTeBble WHTepdeichl
HA3HA4alTCA B PEXKMM MOCTA.

« IP — aKkTMBaUMA OaHHOW PYHKLMM NO3BONAET 3aX04UTb Ha Beb MHTepdeic no agpecy
192.168.1.1 npu NOAKNOYEHNM K NOPTY, HaxodALLEemMyca B COCToAHUM Bridge.

CrpaHunua 23 ns 89
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X/
L X4

NHKancynaumna — YKaxuTe TN UHKancynaauum B cnucke. B 3aBMcMMOCTM OT xapaKTtepa
MCNONb30BaHUA COeAMHEHUA BbibepuTe TUM MYAbTUNNEKCMPOBAHWMA HAa OCHOBE
BMPTYyanbHbiXx KaHanos (VC MUX) mnm Ha ocHoBe ynpaBaeHUA NIOrMYecKolr CBA3bO —
Local Link Control (LLC).

4.2.1.1.6 bysiok AyreHTUPUKALUA

[aHHbIA 610K AOCTYNEeH TOAbKO ANA pexumos «uHamudeckuin IP» n «Cratndeckuin IP» B
610Ke MHKancynauma.

021X . BuknouwnTe -
EAP ldentity :
MeTog EAP : EAP-TLS
BrnmyNTE SEYHANPAENEHHYD Y TEHTHEHEILMID

CepTudukar ; Cclientcrt -

Trusted CA : cacert.pem -

KABIMNET © () Brnwunte @ BriknmunTh
Password :

YKaxKuTe cneayrowime napameTpsbi:

L)

X/
o

X/
o

X3

*

L X4
X/
L X4

X/
L X4

802.1X — BK/OYEHME WM OTKAYeHWe cTaHgapTta 802.1X. [aHHblA cTaHAapT
npegHasHavyeH 41 NPUMEHEHNA UHKANCYALNN B CETMU.

EAP Identity — kntou ngeHTndurauymm EAP.

MeTog, EAP — meToa npumeHeHua ayTeHTUdMKauum EAP.

Mone Bbibopa «BKAOUUTL ABYHANPABAEHHYK ayTEHTUOUKAUMIO» — MPUMEHEHUE
ABYHanpas/ieHHOM ayTEHTUPUKALUNMN.

CeptuduKaT — npumeHeHne cepTudPUKaTa Ans ayTeHTUPUKALUK.

Trusted CA — T1n cepTndurKaTta ansa ayTeHTUGMKaLUK.

KABINET — ncnonb3oBaHue gaHHoOM GpyHKUMM TpebyeTca, TONbKO eC/in Bbl UCNO/b3YeTe
poyTep B MaKpopermoHe Ypan. Ana nonyvyeHna nogpobHoin nHpopmaumm obpatntechb K
npoeanaepy.

Password — BBeauTe naponb ans goctyna B KABINET.

CrpaHunua 24 ns 89
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4.2.1.1.7 baok AuHamuuyeckui IP

[aHHbIM 610K AOCTYNEH TOIbKO ANA pexuma «AnHamumyeckuin IP» B 6a1oke MHKancynauma.

IMHkancynAuuna . 1483 Bridged IP LLC -
Moct @ ) Brnwunte '@ BuiknounTs
MapwpyT no ymonuaiuw @ @ Ng () Her
Onuwa : TCP MTU (0: 2HayeHuA no ymonuanu) 0 GanTibl)

MAT ;. BrnwuwTe

OuHaMuuyeckan

. RIPM « HanpaBneHue Het -
MaPLIPYTHIaLHA

Pesum nogrnioyedus IPVE | JUHAMHYECKHE PESEMM

Brniounte DHCP IPVE © @ pHcp () sLaAC

Brniouute DHCPPD : @ Brngynre ) BoiknounTs

IPv& DNS Servert :
IPvG DNS Server2 :

YKaxkute cneaytouime napameTpbi:

X/
L X4

X/
L X4
X/
L X4
X/
L X4

X/
L X4

X/
L X4

X/

X3

*¢

X/
o

X/
L X4

MHKancynaumMa — TMN coeguHeHuA. B 3aBUMCMMOCTM OT XapakTepa MCNOAb30BaHMUA
coeanHeHns Bblbepute TMN mocTa (Bridged) wam tvn mapwpytmsaumm (Routed), a
TaKXXe TMN My/NbTUNNEKCUPOBAHMA Ha OCHOBE BUPTYanbHbIX KaHanos (IP-VC MUX) nan
Ha OCHOBe ynpaB/ieHMA nornyeckom ceasbto — Local Link Control (IP-LLC(IPoA)).

MocT — akTMBaLmMA UNK AeaKTMBaLMA pexnma MocTa.

MapLwpyT N0 yMOYaHUIO — UCNOJIb30BaHUE MapLUpyTa MO YMOIYAHMIO.

Onuma: TCP MTU — maKcMManbHbli pa3mep nepegaBaeMoro nakerta B 6aiiTtax.

NAT — akTMBauma nan geaktmeauma GyHKUMM Nnpeobpa3oBaHUA ceTEBbIX aApPeCOB.
AnHamnueckaa MaplwpytmMsauma — napameTpbl  WUCMNO/b30BAHMA  AUMHAMUYECKOWN
MapLpyTn3aumnm. Boibepmte npoTokon gMHammyeckon mapwpyTtusaumm RIP1 nam RIP2,
a TakKe HanpasneHue (HeT HanpaB/ieHMWA, BXOAALWLEE U UCXOAALLEe HanpaB/eHUe,
TO/IbKO BXOAALLEE UM TONIBKO UCXoaALLee).

Pexkum nogkntoyenma IPv6 — Tmn nonyyeHma coobuweHmin B npotokone IPv6.

Bkntountb DHCP IPv6 — Tnn asTomaTmyeckoro noayyvyeHua agpeca |IPvé — DHCP uau
SLAAC.

Bkntountb DHCP PD — aktuBayma nam geaktnsauma DHCP-PD.

IPv6 DNS Server 1 — ykasaTb agpec DNS cepsepa.

IPv6 DNS Server 2 — yka3aTb afibTepHaTMBHbIM agpec DNS cepsepa.

4.2.1.1.8 Bsiok Cratnuyeckuu IP

[aHHbIA 610K AocTyneH TONbKO Ans pexuma «Ctatmyeckuid IP» B 610Ke MHKancynauus.
HacTpoiKka cofepskuT nons, aHanornyHble 610Ky «[uHamumyecknin IP», Kpome nonen
HaCcTpPOMKK cTaTnyeckoro IP-agpeca.
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CTaTuyeckui IP agpec :

Macka nogeeTw :

255255255240 -

Winws :

DNS cepaep 1 :

DNS cepaep 2 :

HAT :

OunHaMuueckan
MapLWpYTH3aLna

Benouute -

RIP1 « HanpaBnenwe Her -

Pexsoim nogrniovyenna [Py

IPvE agpec :

: CTaruyeckui PEHRHM

IPw§ winios no yMonyaHumg :
IPvE DNS Server! :
IPwS DNS Server2 :

YKaxuTe cneaytowme napameTpbl 48 HACTPONKM NpoToKkonos IPv4 u IPv6:

X3

*

X3

*

X/
o

Wnto3 — IP-agpec

X/
o

X/
o

X/
o

AdnHamunyeckan
MapLpyTU3aumu.

Cratnueckmm IP agpec — ctatnyecknii IP-agpec.
Macka nogcetun —

YKaXXuUte 3Ha4eHne macCkun nogceTu.
LA03a.

DNS cepsep 1 —IP-agpec ocHosHoro DNS-cepsepa.
DNS cepsep 1 — IP-agpec anbtepHaTtBHoro DNS-cepsepa.
MaplipyTu3auma — napameTpbl  WCMNOJIb30BaHUA AUHAMUYECKOM

BbibepuTe NpoTOKON ANMHAMMYECKOM MmapwpyTr3aumnm RIP1 nam RIP2,

a Take HanpaBneHue (HeT HanpaB/ieHWA, BXOAALLEE M MCXOAALLEe HanpaB/eHue,
TO/IbKO BXOAALLEE MU TO/IbKO UCXOAALLEE).

X/
o

X/
o

X/
o

X/
o

IPv6 DNS Serverl
IPv6 DNS Server2

X3

*¢

e Poctenekom

Pexxum nogkntoueHus IPv6 — Tun nosnyyeHms coobuieHmin B npotokone IPv6.
IPv6 agpec — ykaxuTe IPv6 agpec gna ero ncnonb3osaHmsa B cetn NHTepHeT.
IPv6 w03 no ymonyaHuio — ykaxute IPv6 agpec.

— IP-agpec ocHoBHOro DNS-cepBepa.

— IP-agpec anbTepHaTtnsHoro DNS-cepsepa.
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4.2.1.1.9 bsiok PPPoA/PPPoE

[aHHbli, 6NOK p[oCTyneH TONbKO nNpwu  Bblbope pexuma «PPPoA/PPPoE» B 6n0kKe
NHKancynauma.

IMA nonezoBaTenA ;. User
Mapont . ssss
WHeancynAuwa . PPPoE LLC -
AyTeHTudukauma PPP @ ABTO -

MocT @ ) BrniowuTe '@ BuiknioynTh

Mogenioyedne | @) Beerga BrNOYEH (pEKOMEHDYETCA)
' Nogrnioyenue no zanpocy (OTENIOYHTE NPW HESKTHBHOCTH B TEYEHWE MUHYTHI}
0 (MHUHY TR}

! PyuHoe nogrnioyeqde
Onuyuwn TCP MSS - TCP MSS (0 - 3HadyeHue no ymonuyanumw) 0 GanT i)

YKaxkute cneaytoume napameTpbi:

X/
L X4
X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

Nma nonb3oBatensa — MmaA Nosb3osaTens.

Maponb — naponb NoAb30BaTeNA.

MHKancynauua — Tun coeguHeHuA. B 3aBUCMMOCTM OT XapaKTepa MCMNo/b30BaHUA
coeguHeHua Bblbepute TUN npoTokona (PPPoE wam PPPoOA), a Takxke Tun
MYNbTUNNEKCUPOBAHUA Ha OCHOBE BUPTyasibHbIX KaHanoB (VC MUX) mam Ha ocHoBe
ynpaBaeHus normyeckom ceasbto — Local Link Control (LLC).

AyteHTuduKauyma PPP  — Tun  ayteHTMPUKaumnm. ABTO — aBTOMATU4YecCKan
ayTeHTUPUKaUMA, nan ayTeHTMPUKaLMs ¢ Ucnonb3oBaHnem npoTtokosios PAP, CHAP.
MocT — akTMBaLmMA UNK AeaKTMBaLMA pexnma MocTa.

MoakntoyeHne — cTaTyc coeauHeHua: Bcerga BKAWOYEH — poyTep aBTOMATUYECKM
BOCCTaHAB/MBAET COeAMHEHME, KTO TONbKO OHO bbino cbpoweHo. MogKatoyeHne no
3anpocy — YyKasaTb poyTepy cbpacbiBaTb coeamHeHue c ceTbto MHTepHeT uvepes
onpeaenéHHbln nepmog spemeHun. MogkntoyeHne byaet ycTaHOBNEHO aBTOMATUYECKM,
KaK TONbKO Npou3onaéTr obpaweHune K UHTepHeT-pecypcy. Py4yHoe nogKkntoyeHue —
coeguHeHne B py4HHOM pexrume.

LCP Echo interval time — nepuog, BpemeHun, Yepes KOTOPbIN poyTep NOCblIAeT 3anpocol
K PPPOE cepBepy A4na nogaepKaHna coeguHeHus.

Onumn TCP MSS — maKkcnmanbHbi pa3amep TCP cermeHTa B 6aiTax.
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4.2.1.1.10 baok IP Onnuu
[aHHbI1 610K JOCTYNEH TONbKO Npu Bbibope pexnma «PPPoA/PPPoE» B 6aoke MHKancynaums.

MapwpyT no yMonuaiuw @ @ fa HeTt

IPagpec: Cratnuecknii @ OuHamuueckui
Crarnueckui IP agpec :
Macka nogceTu :
Witz
DNS cepeep 1:
DNS cepaep 2 -

NAT . BrnwunTe
OuHaMudeckan
MapWpYTHIaUMA

Onuwn TCP MTU : TCP MTU (0 3Ha4yexue no ymonuanmo: 1482) 0 BaiTin )

RIP1 * Hanpaenewue HeT hd

Pesoum DHCP IPVE © @ DHCP SLAAC

BrniounTe DHCP PD . @ BrnioynTe BhIKNHYHTh

IPvE DNS Server] :
IPvE DNS Server2 :

YKaxKuTe cneayrowime napameTpsbi:

X/
L X4

X/
L X4

D

D

D

D

MapLwpyT N0 YMOAYAHUIO — NCNOb30BAaHNE MAPLLPYTA N0 YMOAYAHULO.

IP agpec — TMn nonydenusa IP-agpeca — Cratnueckunii 1 JuHamunyecknit. Mpu Bbibope
cTatuyeckoro IP-agpeca yKaxkute 3HadyeHusa IP-apgpeca, macku nogcetm u IP-agpeca
LWNIO3a B COOTBETCTBYHOLMX NONSAX HUKe. MNpun Bbibope AMHamMMYecKoro noayyeHus IP-
agpeca gaHHble nonsa 6yayT HeAOCTyMHbI.

DNS cepsep 1 —IP-agpec ocHoBHOoro DNS-cepsepa.

DNS cepsep 1 —IP-agpec anbtepHatBHoro DNS-cepsepa.

Mpu BbIGOpPE AMHAMUYECKOTO NonyyeHun IP-aapeca gaHHble Nona 6yayT HeAOCTYMHbI.
NAT — akTMBaLMA NN aeaktneauma GyHKUMM Npeobpa3oBaHUA CeTeBbIX aApPecoB.
ONHammnyeckaa MaplipytTMs3auma — napameTpbl  MCMNO/b30BAHMA  AMHAMUYECKON
MapLpyTnsaumn. Boibepute NpoToKoN gMHaMUYeckon mappytmsaumm RIP1 nam RIP2,
a TaKXe HanpaB/ieHWe (HET HanpaB/ieHWA, BXogdAllee M MUcXogdAlee HanpaBaeHue,
TONbKO BXOAALLEE UM TONbKO UCXogallee).

Onumn TCP MTU — makcMmanbHbIM pasmep nepesiaBaemMoro nakerta B 6anTax.

Pexknm DHCP IPv6 — Tn aBTOMaTmM4yecKkoro nony4vyenums agpeca IPvé — DHCP nan SLAAC.
Bkntountb DHCP PD — aktuBauuma unm aeaktnsauma DHCP-PD.

IPv6 DNS Serverl — IP-agpec ocHoBHoro DNS-cepsepa.

IPv6 DNS Server2 — IP-agpec anbtepHatusHoro DNS-cepsepa.

Mocne BHECEHMA BCEX UBMEHEHUN HaXKMUTE KHOMKY « COXPaHUTb» A/1A COXPaHEHMA HAaCTPOEK.

CrpaHuua 28 ns 89
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4.2.1.2 Pexcum nepedayu Ethernet

Pesnmbl nepegavyd - Ethernet -

Bbibepute pexxkum nepegaum Ethernet B 610ke «Pexkum WAN».,

4.2.1.2.1 bsiok MyabTH-CEpBUC

Homep cepuca:. 1 - [ Ceogka cepeucoB ]

Cratyc: @ BrniownTe ' BoiknoYuTh

IHTepdeic ynpagnedus - @) BrmgunTe BLIKIKYMT L

+» Homep cepsuca — Bbibepute HoMep cepsBuca U3 cnucka. Mpu Haxkatum KHonku CBoAKa
CEPBMCOB MOMKHO MOCMOTPETb AOMOJHUTENbHbIE XapPaKTEPUCTUKMU KaXKOoro CepBumCca,
ONA KaX[oro M3 KOTOpblX HeobXoAMMO BbIMOAHWUTL OTAENbHble HACTPOMKW. Bcero
MOKHO HacTpouTb A0 8 cepBUCOB ans coeanHeHua Ethernet.

e PocTenekom

ADSL poyrep

OcHoBHaA uHdopMmauMoHHaRA cnyxba

VAN O AKTHEHO I15P IP agpec Cratyc
1 Oa OuHaMuueckui OnHamMuyecti P2
2 Het Bridge MiA MiA
3 Het Bridge MiA MiA
4 Het Bridge MiA MiA
5 Het Bridge MiA MiA
&8 Het Bridge MiA MiA
T Het Bridge MiA MiA
2 Het Bridge MiA MiA

+»+ CraTyc — BblbepuTe cTaTyc KaHana (aKTUBHbIN MU HEAKTUBHbIN).

X/

¢ WHTepdelic ynpaBneHuMs — aKTUBUPYeT/peakTMBupyeT  OYHKLUMIO  yAaNEHHOro
ynpaBaeHUs CepBUCaAMM.

4.2.1.2.2 byaok IP npoTokKo.J
Bepcun IP agpeca: @ pyd O pvaipve O Py

BbibepuTe NPOTOKO/bI, KOTOPbIE ByayT Ucnonb3oBaTbca — IP-npoTokon Bepcumn 4, Bepcnun 6 nnu
oba cpasy.
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4.2.1.2.3 Baok MAC

MAC : BrnounTe '@ BuiknmyuTe

YKaxute YHWKaNbHbIM WNAEeHTUMKATOP CeTeBOrO0 YCTPOWCTBA, €CAM 3TO Heobxoaumo.
HekoTtopble nocTtaBwukn  NHTepHeT-ycnyr  KoHTpoaupytoT MAC-agpeca  yCTPOMCTB,
NOAKNOYEHHbIX K WX 0OOPYAOBaHMIO W MOFYT 3anpeTuTb MNOAKAHOYEHME YCTPOMCTBA C
He3Hakombim MAC-agpecom.

4.2.1.2.4 biaok UHKancyasauus

PesumM NOQKNIOYEHUA | @) Nuyamuuecknid IP agpec
CTaTudeckui IP agpec
PPPoE
Pesum mocTa

Bes agpeca

YcTaHOBUTE OAUH U3 cnegyrowmnx pexXxmmos:

X/
L X4

X/
L X4

OnHamunuecknin IP agpec — aBTomaTuyeckoe nonydeHue IP-agpeca, AaHHbIN peXum
ncnonblyetca B ocHosHOM ana Ethernet noakntoueHuma.

Cratnueckmn IP agpec — yctaHoBKa IP-agpeca B py4YHOM peruMe, OaHHbIA pexmum
ncnonb3yeTca B OCHOBHOM ana Ethernet noakntoueHua. YKarknte ganee B HaCTPOMKax
cTaTuyeckuit IP-agpec, macky noacetu u IP-agpec wnto3a.

PPPOE — yKaxuTe pgaHHbIM pexum anAa PPPoE coeauHeHuA. [aHHbIN  pexum
ncnonblyetca B OCHOBHOM pgnsa DSL-coeguHeHui. [lanee yKaxuTe B HACTPOMKax
aBTOMaTM4yecKoe noJsiydyeHue IP-agpeca nnum ctatudeckuii IP-agpec.

PeXXMm MOCTa — JaHHbIN PEXMM NO3BONAET poyTepy paboTaTb B peXKMMeE MOCTa MeXAY
NokanbHoM ceTbto LAN u ceTbto nposangepa. Poytep B pexume MOCTa MOXKET
noAAep*KMBaTb HECKOJIbKO CeTEN BHYTPU 04HON GU3NYECKOM CeTH.

be3 aapeca — nepeBopg, poytepa B pexum pabotbl «be3 agpeca» TpebyeTca HaCTPONKK
IPTV ana HeKoTopbIxX perMoHos. [ns nonydyeHua noapobHomn nHbopmaLmm obpatntech
K BaleMmy nposanaepy.

4.2.1.2.5 bsiok VLAN

WLAN Brniounte '@ BeikniunTh
VIANID . 0 (owanazoH: 0-4095)
2802.1p Npuoputetr : 0 -

JaHHbIA 610K NO3BONAET HACTPOUTb NPUMEHEHUE BUPTyanbHbix cete VLAN BHyTpu ogHoM
JNIoKanbHoM ceTu. Mpu akTMBauum ncnonb3osaHma VLAN ykaxkute ngeHtneukatop VLAN B none
«VLAN ID».
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+* VLAN — BK/IOYAET MM OTKAKOYAET MCNONb30BaHWE BUPTyanbHbIX ceTei VLAN BHyTpU
O HOW NOKaNbHOM ceTu.
+* VLAN ID — yHUKanbHbIV naeHTudukatop VLAN.

X/

% 802.1p MpuopuTeT — 3aA4aET NPUOPUTET Nepeaaym ceTeBoro Tpadpuka.

4.2.1.2.6 biok HacTrpoiika mocTa

[aHHbii 6NOK AoCTyneH TOMbKO Npu Bblibope pexnmma «Pexkmm mocta» B HacTpoiike
MHKancynauma.

MopTel: 7] Lay 1 [ WLAN 1 (QBR-2041WW_5228)
[ Lanz WLAN 2 (QBR-2041WW_guestl)
LAN 3 WLAN 3 (QBR-2041WW _guest?)
LAN 4 WLAN 4 (QBR-2041WW _guest3)

IP: |:| Icnonezoeate IP-agpec LAN

X/

« MopTbl — B [AHHOM MYyHKTE YKa3blBAETCA, KakMe WMMEeHHO ceTeBble WHTepdenchl
Ha3Ha4yaloTCA B PEXMM MOCTa.

< |IP — akTMBaUMA AaHHOM GYHKUMM no3BonseT 3axoamTb Ha WEB-nHTepdeic no agpecy

192.168.1.1 npu NnogKNtO4EeHMU K NOPTY, HaxogAwemyca B cocToaHnm MocT.

4.2.1.2.7 bs1ok AyreHTUPUKALUSA

JaHHbIA 610K AOCTYNEH TOMbKO ANA pPeXumoB «uHamudeckunii IP» u «Cratnyeckuin IP» B
6n0Ke MHKancynauus.

021X . Borknounte
EAP ldentity :
MeTog EAP : EAP-TLS
Brni4nTE ABYHANPABNEHHYD ayTEeHTHEMEALMID

Ceprudmkar : Clientcrt -

Trusted CA : cacert.pem -

KABMET : ) Brniounts @ BuikniounTs
Passwaord ;

YKaxurte cneayrowme napameTpbl:

« 802.1X — BK/AOYEHME WAN OTKAYeHue cTaHgapta 802.1X. [aHHblA cTaHaapT
npegHasHavyeH 419 NPUMEHEHMA NHKANCYNALUN B CETMU.

EAP Identity — kntou ngeHtudukaumm EAP.

MeTopg EAP — meToa npumeHeHUa ayTeHTUbMKaumm EAP.

Mone Bblbopa «BKNOUUTL ABYHANPABAEHHYIO ayTEHTUOUKAUMIO» — MPUMEHEHME
ABYHanpas/IeHHOM ayTeEHTUPUKALNMN.

CeptuduKat — npumeHeHne cepTuduKaTa Ans ayTeHTUPUKaLUK.

Trusted CA — T1n cepTndurKaTa AN ayTEHTUPUKALUNMN.

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4
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+» KABINET — ncnonb3oBaHue aaHHoW GyHKLMKN TpebyeTca, TONIbKO ec/n Bbl UCMO/b3yeTe
poyTep B MakpopernoHe Ypan. [ina nonydyeHma nogpobHon nHpopmaumm obpatutecs K
nposanaepy.

% Password — BBeguTe naposb ana gocryna B KABINET.

4.2.1.2.8 baok AluHamuyeckui IP

[aHHbIM 610K AOCTYNEH TO/IbKO ANA peXxuma «AunHamuyeckuin IP» B 6a10ke MHKancynauma.

Moct @ () Brnouute '@ BriknounTh
MapwpyT no ymonyaium @ @ Ng () Her
Onuwa : TCP MTU (0: sHayeHHa no yMmonyaHue) 0 GainT(bl)

MAT . BrnwuuTe

OnHamuueckan

. RIP1 « Hanpaeneuwe HeT -
MAPWEYTHIaLHA

Pestum nogrnioyedus IPVE | JMHAMHYECKHE PERMM
Brnounte DHCP IPYE © @ pHcp () sLaAC
Brnwunts DHCP PD 0 @ Bymguywre ) BuikniounTs

IPvE DNS Server] :
IPvE DNS Server2 :

YKaxKuTe cneayrowime napameTpsbi:

>

o
S

MocCT — aKTMBaLMA UNN AeaKTMBALMA peXXMma MOCTa.

MapLpyT N0 YMOAYAHUIO — UCNOb30BaHNE MAPLLPYTA N0 YMOAYAHULO.

Onums: TCP MTU — MmaKcMMasibHbI pa3mep nepegaBaemMoro nakerta B 6aiTax.

NAT — akTMBaLMA UK aeaktneauma GyHKUMM Npeobpa3oBaHUA CeTEBbIX aApPecoB.
OnHammnuyeckaa MaplpytTMs3auma — napameTpbl  MCNO/b30BAHMA  AMHAMUYECKON
MapLpyTnsaumn. Boibepute NpoToKoN gMHaMU4eckon mappytmsaumm RIP1 nam RIP2,
a Takxe HanpaBneHue (HeT HanpaBneHUA, BXOAALLEE WU UCXOAALLEe HanpaBaeHue,
TONbKO BXOAALLEE WU TONbKO UCXogAallee).

Pexxum nogkntoueHus IPv6 — Tun nosnyyeHms coobuieHnin B npotokone IPv6.

Bkntounte DHCP IPv6 — Tnn aBTtomaTmyeckoro noayydeHua agpeca IPvé — DHCP wau
SLAAC.

Brkntountb DHCP PD — aktnBauma nnm geaktmsauma DHCP-PD.

IPv6 DNS Server 1 —ykasaTb agpec DNS cepsepa.

IPv6 DNS Server 2 — yka3aTb a/ibTepHaTMBHbIN agpec DNS cepsepa.

X/
o

X/
o

X/
o

X/
o

X/
o

X/
o

X/
o

X3

*¢

X/
o

4.2.1.2.9 Bsiok Cratuueckui IP

[aHHbIi 6N10K AoCTyneH TONbKO Ans pexuma «Cratmdeckuit IP» B 610Ke MHKancynauus.
HacTpoiKka cogep»XMT nonsA, aHanormyHble 650Ky «duHamumyeckmn IP», Kpome nonei
HaCTPOMKK cTaTn4yeckoro IP-agpeca.
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CTaTuyeckui IP agpec :

Macka nogeeTw :

255255255240 -

Winws :

DNS cepaep 1 :

DNS cepaep 2 :

HAT :

OunHaMuueckan
MapLWpYTH3aLna

Benouute -

RIP1 « HanpaBnenwe Her -

Pexsoim nogrniovyenna [Py

IPvE agpec :

: CTaruyeckui PEHRHM

IPw§ winios no yMonyaHumg :
IPvE DNS Server! :
IPwS DNS Server2 :

YKaxuTe cneayowme napaMmeTpbl 419 HACTPONKN NPOTOKoN0B IPv4 1 IPv6:

X3

*

X3

*

X/
o

Wnto3 — IP-agpec

X/
o

X/
o

X/
o

AdnHamunyeckan
MapLpyTU3aumu.

Cratnueckmm IP agpec — ctatnyecknii IP-agpec.
Macka nogcetun —

YKaXXute 3Ha4yeHne macCkm noacetTu.
LA03a.

DNS cepsep 1 —IP-agpec ocHosHoro DNS-cepsepa.
DNS cepsep 1 — IP-agpec anbtepHaTtBHoro DNS-cepsepa.
MaplipyTu3auma — napameTpbl  WCMNOJIb30BaHUA AUHAMUYECKOM

BbibepuTe NpoTOKON AMHAMMYECKOoM mapwpyTm3aumum RIP1 naun RIP2,

a Take HanpaBneHue (HeT HanpaB/ieHWA, BXOAALLEE M MCXOAALLEe HanpaB/eHue,
TO/IbKO BXOAALLEE MU TO/IbKO UCXOAALLEE).

X/
o

X/
o

X/
o

X/
o

IPv6 DNS Serverl
IPv6 DNS Server2

X3

*¢

e Poctenekom

Pexxum nogkntoueHus IPv6 — Tun nosnyyeHms coobuieHmin B npotokone IPv6.
IPv6 agpec — ykaxuTe IPv6 agpec gna ero ncnonb3osaHmsa B cetn NHTepHeT.
IPv6 w03 no ymonyaHuio — ykaxute IPv6 agpec.

— IP-agpec ocHoBHOro DNS-cepBepa.

— IP-agpec anbTepHaTtnsHoro DNS-cepsepa.
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4.2.1.2.10 Hacrpoiika PPPoE
JaHHbI 610K AOCTYNeH TONbKO Npu Bbibope pexxuma «PPPoE» B 610Kke NHKancynaums.

Ma nonezoBaTenA |
Mapone :

AyTeHTugueayma PPP . ABTO «

Moct @ () Brnouute @ BriknounTts

Mopknioyerne | @) Brerpa srnYed (peKOMEHOYETCH)
) Nogknioyerne no sanpocy (OTKNMYKTE NPH HEGKTHBHOCTH B TEYEHNE MUHYTHI)
0 (MHHYTHI )

':'quﬁu& NogKNOYEHNE
Onuau TCP MSS : TCP MSS (0 - 3Ha4YeHue No yMondadum) 0 GanT(b)

YKaxKuTe cneayrowime napameTpsbi:

X/
o

Nma nonb3osaTensa — Mma NoJsib3oBaTens.

Maposb — naposab Nonb3oBaTenA.

AyteHTUdmKauma PPP  — Ttun ayteHTMdMKaumm. ABTO — aBTOMaTM4ecKas
ayTeHTUPUKaUUA, NN ayTeHTUPUKaLMS C UCNOSIb30BaHNEeM NpoTokosioB PAP, CHAP.
MoCT — aKTMBaLMA UNN AeaKTMBALMA peXXMma MOCTa.

MNogknioyeHne — cTaTyc coeamHeHuA: Bcerga BKAKOYEH — poyTep aBTOMATUYECKMU
BOCCTaHAB/IMBAET COeAMHEHME, KTO TONbKO OHO 6bino cbpolweHo. MogKatoyeHne no
3anpocy — YyKasaTb poyTepy cbpacbiBaTb coeamHeHWe c ceTbto UMHTepHeT uvepes
onpeaenéHHbIn nepmog spemeHun. MogkntoueHne byaet ycTaHOBAEHO aBTOMATUYECKH,
KaK TONbKO NMpou3onaér obpaleHne K MHTepHeT-pecypcy. PyyHoe nopgKnatoyeHue —
coefUHEHNE B PYYHOM pexnme.

X/
o

X/
o

X/
o

X/
o

Connection : @ Always On (Recommended)

©) connect On-Demand (Close if idle for 0 minutes)

@ connect IManualky
TCP MSS Option : TCP MS5(0 means use default) O bytes

« Onuum TCP MSS — makcuManbHbI pasmep TCP cermeHTa B baiTax.

CrpaHuua 34 ns 89

e Poctenekom



PyKkoBoACTBO Mo/sib3oBaTens
4. OnucaHve meHo web-nHTepdelica 35

4.2.1.2.11 Bbaok IP Onnuu
JaHHbI 610K gOCTyneH ToNbKOo Npu Bbibope pexxkuma « PPPoE» B 610Kke NHKancynaums.

MapwpyT no ymonuaiuw @ @ Ng () Her

IP agpec @ @ Cratuueckni ) JuHaMuyeckuil

Crarnueckui IP agpec :

I~
n
n

[ %
n
n

%]
n
n

[
n
n

Macka nogcetn :
Winws :

DNS cepaep 1 :
DMNS cepaep 2 :

NAT . BrnwuyuTe

OnHamuueckan
MapLIpYTHIALMA

Onuuu TCP MTU : TCP MTU (0 3Ha4eHue no yvMondaHuwm: 1492 0 GanT(bl)

RIP1 « HanpaBneHwe Her -

Pesam DHCP IPvS © @ pHep ) sLAAC

BrnwouuTe DHCPPD @) Brnpynte ) BoikniounTs

IPvE DNS Serveri :
IPvE DNS Server2 :

YKaxkute cneaytouime napameTpbi:

¢ MapLpyT N0 YMONYAHMIO — UCMONb30BAHME MAPLLPYTA NO YMOIYAHMIO.

« IP agpec — Tvn nonyyeHua IP-agpeca — Ctatmyeckuii n uHamunyecknin. MNMpu Boibope
cTatTuyeckoro IP-agpeca yKaxkute 3HavyeHua IP-apgpeca, mackum nogcetm u IP-agpeca
LWNtO3a B COOTBETCTBYHOLWMX NONAX HUXKe. Mpun Bbibope AnHammyeckoro noayyveHma IP-
agpeca gaHHble nonsa 6yayT HeAOCTyNHbI.

+* DNS cepsep 1 - IP-agpec ocHoBHoro DNS-cepsepa.

*%* DNS cepsep 1 —IP-agpec anbTepHaTnsHoro DNS-cepsepa.

Mpwu BbIBOpE AMHaMU4ecKoro nonyyeHus IP-agpeca aaHHble nona 6yayT He[OCTYMNHbI.
< NAT — aKkT1MBauma unun geaktmsaumna GyHKLMKM Nnpeobpa3oBaHMA CEeTEBbLIX L PECOB.

% [MHaMu4yecKasa MaplipyTM3auMa — napamMeTpbl WUCNOAb30BaHUA  AWMHAMMUYECKOM
MapLpyTnsaumn. Boibepute NpoToKoN AMHaMUYecKon mappytmsaumm RIP1 nam RIP2,
a TaKXe HanpaB/ieHWe (HET HanpaB/ieHWA, BXogdAllee M MUcXogdAlee HanpaBaeHue,
TONbKO BXOAALLEE WU TONbKO UCXogAalee).

< Onuum TCP MTU — MmaKcMManbHbI pa3smep nepeaaBaeMoro nakera B 6anrax.

«* Pexunm DHCP IPv6 — Tn aBTOMaTU4YeCcKoro nonydeHuns agpeca IPvé — DHCP unum SLAAC.

«* Bkntoumtb DHCP PD — aktmBauma nnu geaktmsauma DHCP-PD.

+* IPv6 DNS Serverl — IP-agpec ocHoBHoro DNS-cepsepa.

X/

%* |IPv6 DNS Server2 — IP-agpec anbtepHaTtnsHoro DNS-cepsepa.

Mocne BHECEHMA BCEX UBMEHEHUIN HaXKMUTE KHOMKY « COXPaHUTb» ANA COXPaHEHUA HAaCTPOEK.
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4.2.1.3 Pexcum nepedayu 3G/4G
BbibepuTe pexunm nepesaun 3G/4G B 610Ke «Pexknm WAN».

4.2.1.3.1 Biaok Pexxum WAN

Pextumbl nepegayn - 3GM4G -

Cratyc: @ BrniownTe ' BoiknioyuTh

MapwpyT no ymonuaduw © () Na @ Her

¢ CraTyc — akTMBMpPYeT/aeakTuBMpyeT noakatoyeHune 3G/4G.
¢ MapLpyT N0 YMONYAHUIO — PEXUM MOLEMA KaK poyTepa No YMOAYAHUIO.

4.2.1.3.2 bsiok HacTpoiku coesuHEeHUs
B naHHOM 610Ke HacTponTe cneaytolme napameTpsbl:

Ctpava . Opyraa
Onepatop : Opyron -

Homep gozBoHa :

APN :
Norus :
Mapone :
JononHWTensHble AT-KoMaHgk
Al-romMaHgbl :
JononHuTeneHsle DNS-cepeepa
[] MenonbsosaTs Tonsko 3TH Ccepeepa
DNS 1 : 83838
DNS 2 : 2344
DNS 3 :

+* CrtpaHa — BblbepuTe Balle MecTonoN0OXKeHHUe.

+* OnepaTtop — Bbibepute mectonosioxeHune Bawero 3G/4G npoBangepa.

+* Homep po3BoHa — HOMep Ana Habopa 3G/4G moAeMOM C LENbl YCTaHOBKM
coeguHeHuA, NpeaoCcTaBAAeMbI NPOBANAEPOM.

++» APN — Ha3BaHMe TOYKM AOCTyMa, Noay4YeHHoe OT npoBangepa 3G/4G.

«»* JlornH — noruH gns gocrtyna K ycnyre 3G./4G.

«* MMaponb — naponb ana gocryna K ycayre 3G/4G.

MapameTpbl NOAKNIOYEHUA ANA OCHOBHbIX OMEPATOPOB CBA3W NpuBeAeHbl B Tabauue. Ecaum

Bawero onepatopa HeT B Tabauue, obpatutecb K CNpaBoYHbIM MaTepuanam Bawero

onepaTopa CBA3N UK B ero CAyxKby TeXHUYECKON NoAAEPHKKMN.
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Oneparop Homep possoHa | APN JlorvH Maponb

MTC *90# internet.mts.ru mts mts

MeradoH *oo# internet gdata gdata

BunaiH Internet.beeline.ru | beeline beeline

YOTA internet

CKalNnHK #777 mobile Internet

Mpn HeobXoAMMOCTU UCMONb30BaHUA AOMNONHUTENbHbLIX KOMaHA, yrnpasneHna Bawum 3G/4G
MOAEMOM aKTMBUpPYUTe none «[onosnHutesnbHble AT-KomaHabl» U nponuwunTte AT-KOMaHabl B
COOTBETCTBYHOLLMX NONAX.

Echm  Bbl  xOTUTe Mcnonb3oBaTb A[ononHuTenbHble DNS-cepBepa, aKTMBMpyKWTe none
«[JononHutenbHble DNS-cepBepa» M B COOTBETCTBYHOWMX MNoAax ykaxkute DNS-cepsepa,
KoTopble 6yayT obpabaTbiBaTb Bawu wHTepHeT 3anpocbl. [nAa MCNOAb30BaHMA TO/NbKO
AononHuTenbHbix DNS-cepBepoB oTMeTbTe none «Mcnonb3oBaTb TONbKO 3TN CEpBEpPaA».

Mocne BHeCEHUS BCEX USMEHEHWUIA HAaXMUTE KHOMKY ((COXpaHMTb» AnAa COXpaHEHNA HAaCTPOEK.

4.2.2 JloKanbHaA ceTb

Bbibepute nyHKT meHto «HacTpolika UHTepderica» -> «JlokanbHas ceTb».

4.2.2.1 bnok JlokanbHoiii IP adpec

IP agpec: 192.168.1.1

Macka nogcetwn ;. 255.255.255.0

Cratyc Alias © @ Benpuyuts BLIKNKYHTE
BTopocTeneHHei IP agpec © 0.0.0.0 MiA
BropocTeneHHan macka - 0.0.0.0
NogCeETH
AiHaMIHECKas RIP1 « HanpaeneHwe HeT -

MapLWpyTHIaLmua

YKaxKuTe cneayrowime napameTpsi:

D

* IP agpec — IP-agpec.

* Macka noacetm — macka noaceTu.

» Cratyc Alias — akTMBauMA AN AeaKTUBALMA UCNONb30BaHMUA AOMEHHbIX UMEH (annacos)
B ceTu. [laHHaa PyHKLMA NO3BONAET MCNOAb30BaTb HECKOJ/IbKO IP-agpecoB Ha oaHOM
dun3nyeckom yctponcrtsee

+* BTopocTeneHHbIn IP agpec — IP-agpec anunaca.

+ BTopocTeneHHas macka noAceTn — Macka NoAceTu aamnaca.

« [OnHamuyeckaa MapLIpyTM3auUmMsa — MapameTpbl WCMONb30BaHUA AMHAMMWYECKOM

MapLIpyTU3auumn. Boibepute npoTokon aMHamumyeckon mapupytmnsauum RIP1 nam RIP2,

D

D
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d TaKXe HanpaBaeHue (HeT HanpasaeHnA, BxogAaulee KN uncxogAawee HanpasaeHUE,
TOJZIbKO BXogALllee Nan ToNibko VICXO,D,FlLU,EE).

4.2.1.4 bnok IGMP Proxy

IGMP Proxy . @ Epabled Disabled
IGMP Snooping © @ Brniounts BhikniounTE
IGMP Fast Leave . @ Brmounts BoikniounTL
MLD Snooping : @) BrnwounTs BhikniounTE
IGMP Proxy Version : IGMP WVAAZ @ IGHMP WVANZNS

+* IGMP Proxy — BK/AlOYEHME UM OTKAOYEHME UCMONb30BaHMA IGMP-npoKeu cepsepa.

+ IGMP Snooping — aKktTuMBauusa WAM AeakTMBauma GYHKLUUU OTCNEKMBAHUA CETEBOrO
TpadwuKa.

+* IGMP Fast Leave — aktuBupyeT/aeaktusmpyeTt GyHKUMIO BbICTPOro BbixoAda C KaHana
6e3 okmnpgaHusa IGMP 3anpoca.

+* MLD Snooping — akTMBaLMAa UAn geaktueauma ¢pyHKumMm MLD Snooping, no3sonsatoLLel
MUWHUMU3NPOBATb MHOroaJpecHble nakeTbl NpoTokona IPv6 Ha ypoBHe nopTta AnA
COXpPaHeHMA NONOCHI NPOMNYCKaHUA.

%* IGMP Proxy Version — Bepcua npotokona IGMP.

4.2.2.2 bnok DHCP

DHCP : BoikniounTe '@ Brnmunte Relay
Hauyanehui IP agpec : 192.168.1.2

Konuwyecteo IP agpecos © 50

Bpema apeHghl ;. 25400 cekyHabl (0 ycTaHaBnueEaseT IHAYEHWE Mo yMondYanum, 2559200
v v v Vv
LAMT | LANZ | LANZ | LAN4

DUIHYECKHE NOPTH
o i J J

WLANT [WLAMNZ |[WLANI |WLANS

YKaxKuTe cneayrowime napameTpsi:

+* DHCP - aKtuBauwus npotokona DHCP, geaktuBauua unu aktmsaumsa ¢yHKkuum DHCP
Relay, kKoTopas nossonset petpaHcanposaTb DHCP-nakeTbl M3 KAMEHTCKOM CeTUM Ha
DHCP-cepBep uepes mapLpyTUsnpyemyto ceTb.

+* HayasnbHbili IP agpec — HayanbHbIM IP-agpec, ¢ KOTOPOro HayMHaeTcs OTCYET |P-
agpecos, pasgasaembix DHCP-cepsepom.

+* Konuyectso IP agpecos — nyn IP-agpecos, KoTopble MoOryT 6biTb npucsoeHbl DHCP-
cepsepom.

+* Bpems apeHabl — Bpemsa apeHabl IP-aapeca B ceKyHAax.

+ dusmyeckme nopTtbl — MNoAA BblbOpa akTMBaUMM Pusnyecknx uHTepdericos LAN u
6ecnpoBogHbIX N0Ka/bHbIX ceTeir WLAN.
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¢ IP cepBepa — yKaxuTe agpec cepBepa, Ha KOTOPbIM HEObBXOAMMO PEeTPaHCAMPOBATbL
DHCP-nakeTs. [laHHblit napameTp pgocTyneH npu Bbibope onuuu «Relay» B none
«DHCP».

4.2.2.3 bnok DNS

[aHHbIM 610K AOCTYNEH TO/IbKO Nocae akTneaymm npotokona DHCP B 6n10ke DHCP.

DNS Relay @ Agromatuueckn ) Bpyudym
NepBuyHbli DNS ;| N4,
BTopuuHbli DNS ;| /A

YKaxKuTe cneayrowime napameTpsbi:

«* DNS Relay — ¢yHKuUMA nepecbinkn DNS-nakeToB aBTomaTMyeckn (ABTOMaTUYECKM) UK
BPY4HYto (BpyyHyto).Mpu Boibope pyyHOro pexuma ykaxkute IP-agpeca DNS-cepsepoB
HU)Ke B COOTBETCTBYHOLLMX MONAX.

MepsuyHbIn DNS — IP-agpec ocHoBHoro DNS-cepsepa.

BTopunyHbiii DNS — IP-agpec anbTepHaTtBHoro DNS-cepBepa.

X/
o

X3

*

4.2.2.4 bnok Pe3zepeuposaHue adpeca DHCP
[aHHbIM 610K AOCTYNEH TO/IbKO Noc/e akTuBauum npotokona DHCP B 6n10ke DHCP.

B paHHOm 6n0Ke npucBamBatoTcA NOCTOAHHble IP-agpeca onpefenéHHbIM YCTPOMCTBAM C
yKasaHHbIM MAC-agpecom. Huxke B Tabanue npeactaBAAeTcA CMUCOK KIMEHTCKUX YCTPOMCTB
DHCP-cepsepa.

IP agpec : MAC agpec :

Homep IP MAC Drop

4.2.1.5 bnok Cnucok DHCP knueHmose
[aHHbIM 610K A0CTYNEH TOAIbKO Noc/e akTnBaumm npotokona DHCP B 6n10ke DHCP.

B Tabnumue npuBegeHa cTaTUCTMKA apeHA0BaHHbIX IP-agpecos nocpeacTsom npotokona DHCP.

Tun
# HmA xocTa JS—— IP agpec MAC agpec Bpema apeHabl
1 - Ethernet 192.168.1.2 bd:b5: 213280 fd -

4.2.2.5 bnaok IPv6 Address

YKaxuTe rnobanbHblii IPV6 agpec ans ero ucnosbsoBaHusa B MHTepHeTe.

rmofaneHeli IPVS agpec : f
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4.2.2.6 bnok Radvd

B gaHHOM 6n0Ke akTMBMpYeTcA uam aeaktmsmpyetca GyHkuma Radvd (Router Advertisement
Daemon), KoTopasa wucnonb3yeTcA npu pabote c npotokosom IPv6 u obecneumsaet
KoHbUrypupoBaHue agpecos IPv6.

NpegnoYnTacmMoe EpeMa

OeilcTEUTENBHOE BpEMA |

X/
L X4

X/
L X4

X/
L X4

X/
L X4

BrniounTe Radvd : Buikniounte @ BrnmudTs
Pesnn Radvd - AsTo @ Pyyype

Mpedmkc/ONUHa @ 3ffe:501:FF5:100: ! &4

3500
HMSHM

o T200
HMIHN

BkatounTb Radvd — akTMBMpOBaTh/AeakTUBMpPOBaTh GyHKUMIO Radvd.

Pexxum Radvd — BbIOpaTb peXMM HACTPOMKW: aBTOMATMYECKUI (ABTO) MAW py4vyHOM
(PyyHoe).

Mpedukc/OanHa — 3HaYeHUe npedurKca U ero ANnHa.

MpeanoynTaemoe BPEMA KU3HU — NPEANOYMTAEMOE BPEMA KU3HW HA3HAYEHHOTO
agpeca.

[encTeutenbHoe Bpemsa KM3HM — MaKCMMA/IbHOE BPEMS ¥KU3HM HAa3HAaYeHHOro agpeca.

4.2.2.7 bnok DHCPv6

Cepeep DHCPVE : Buiknmuntt '@ BrnmudTb
Pesnm DHCPYS ATo '@ Pyynoe
Mpedurc/OnuHa ; /
MpegnounTaemoe spema . o
HUIHH
AeiicTeuTensHOE BPEMA . _

AMIHM

NepBuyHbli DNS @ fea0:1

BropuuHbii DNS © fegp:-2

[aHHbIn  6NOK npefHasHayeH Ansa  KoHourypupoBaHusa IPv6 aapecos. [pu  pyyHOM
KOHOUIypaLunmn agpecos yKaxuTe cieaytowme napameTpbi:

Mpedukc/OanHa — 3HaYeHMe npedurKca U ero AamHa.

Mpegnoyntaemoe Bpema XU3HWU — Npeanoymtaemoe Bpemsa KU3HW HasHavyeHHoro IPve
ajpeca.

JenctBntenbHoe BpemA XKM3HU — MAKCMMANIbHOE BPEeMS XU3HW HasHavyeHHoro IPve
ajpeca.

MepBuyHbIN DNS — IP-agpec ocHoBHoro DNS-cepsepa.

BTopuuHbii DNS — IP-agpec anbTepHaTtuBHoro DNS-cepsepa.
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4.2.2.8 bnok LAN ckopocme

LAN 1. ABTo :|

L& 2
L&N 3
LN 4

B paHHom 6noke ans
nepegayun AaHHbIX.

ABTO

100 MauT/c h
S0 MouTic
10 MauTtic
S MauTtic

41

Karkgoro LAN-nopTa yKasbiBaeTcA nNpeanoyvTMTeNIbHAA CKOPOCTb

4.2.1.6 Bbnok CmamucmuKa coeduHeHuli

JNokanbHBIA agpec TCP  [ESTABLISHED | SYH_SENT TIME_WAIT |OctansHoe| UDP RAW

0.0.0.0 6 0 0 0 6 3 0

:: 5 0 0 0 5 2 0

182.168.1.1 7 6 0 0 7 0 0
NokanbHeIR agpec Mopt YoanéHHeIA agpec Mopt | MNpoTtokon Cratyc
0.0.0.0 139 0.0.0.0 * top LISTEN
0.0.0.0 3555 0.0.0.0 * tep LISTEN
0.0.0.0 21 0.0.0.0 ® tep LISTEN
0.0.0.0 53 0.0.0.0 * tep LISTEN
0.0.0.0 To4T 0.0.0.0 * top LISTEN
0.0.0.0 445 0.0.0.0 * tep LISTEN

B faHHOM 6noKke npneoanTCA CTaTUCTUKA CETEBbLIX I'IO,CI,K/'IIOLIeHMﬁ.

Mocne BbINONHEHMA HEOBXOAMMbIX HACTPOEK HAXKMUTE KHOMKY « COXPaHUTb.

4.2.3 becnpoBoaHan ceTb

Bbibepute nyHKT MeHto «HacTpolika MHTepdeica» -> «becnpoBogHan ceTby.

4.2.3.1 baok Hacmpoiiku moyku docmyna

Touka gocTyna -

Kaxan :

Beacon WHTEpEan |

MNopor RTSICTS
@parMeHTaLWA Nopora :

OTIM :

Pexumbl paboTol :
KonuwyecTeo knuedTos Wi-Fi

MMUHOCTE Nepegadn :

e PocTtenekom

@ Brnounte ) BoikmiounTs
-~ ABTO BT&WMHE kaxan: 11

RUSSIA
100
2347
2348
1

(awanazoH: 20-1000)
(gnanazoH; 1500~2347)

(ananazoH: 256~2348 TONbKD YETHLIE YWCna)

(@nanaszoH; 1~255)

802.11blg/in -

0
100

(guanazod: 0~31, 0 osHaYaeT 4TOo HEeT npegena)

(guanaszod 1 - 100, no yMmonyaHuw 100
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[aHHbli 610K nNpegHasHayeH ANA HACTPOMKM poyTepa KaK TOYKM AocTyna. YKaxute
cneaytolime napameTpbi:

X/
L X4
X/
L X4

X/
L X4

X/
L X4

TouKa gocTyna — akTMBaumMA UM geaktTmeauma GyHKLMKU TOYKM JOCTyna.

KaHan — xapaKTepUCTUKKM KaHana. YKaxuTe cTpaHy 1 Homep 6ecnpoBogHOro KaHana.
Beacon WHTepBan — MHTEPBa/A LWMPOKOBELLATENBHOIO WMAeHTUPMKaTOpa ceTu. Mo
YMOJI4aHMIO Yalle BCero ucnosblyerca 3HavyeHue 100 mc. MHTepBan Heobxoanm ana
ob6HapyKeHuA ceTn 6ecnpoBOAHbIMU KAMEHTaAMMU.

Mopor RTS/CTS — noporosoe 3HayeHue RTS (cneuunanbHbliii Gppelim, KOTopbil n3BeLwaer
OCTa/IbHbIX O TOM, YTO y3e/ roTOB NepeaaTb AaHHble).

®parmeHTauMs nopora — NOPoOrosoe 3HaYeHne GparmeHTaLMm NaketTos B baliTax.

DTIM — wuHTepBan oTtnpasBku coobuwenua Delivery Traffic Indication Message (DTIM,
YBeaoMIeHne 0 JOCTaBKM TpaduKa).

Pexxkum pabotbl — ctangaptbl Wi-Fi, 802.11 b, g, n.

Konunuectso knneHtoB Wi-Fi — KONM4eCTBO KANMEHTOB, KOTOPbIE MOTYT NOAKAOYNTLCA K
TOYKe AocTyna.

MoLwWHOCTb Nepegavn — MOLWHOCTb Nepeaatymka Wi-Fi.

4.2.3.2 bnok Hacmpoliku pexcuma 802.11n

[aHHbI 610K AOCTyneH ToNbKO Npu Bbibope cTaHgapTos 802.11n, 802.11g/n, 802.11b/g/n B
CTpoKe Pexxumbl paboTbl 6/10ka HacTpolika ToOukM gocTtyna.

Monoca nponyckadua @ 20040 MMy -

PacimpeHue kaHana : | Bolicwui kaHan ynpaeneHua

3aWMTHLIA MHTEpBan | ABTO -

MCS : ABTO «

B paHHOM 6/710Ke HACTPauBalOTCA XapPaKTEPUCTMKM 6ECcnpoBOAHOMO KaHana. YKaxuTe
cnepytolme napameTpbi:

D

X3

S

D

X/
L X4

Monoca nponyckaHWA — Nos0ca NPONyCcKaHMA KaHana.

PacwmpeHune KaHana — 3HaYeHUA paclMpeHna KaHana.

3aWMTHBIA  MHTEPBaN — 3aWMTHbIA MHTEpPBaa, WCMNONb3yeMbld ANA pasgeneHua
nepeaayn AaHHbIX U 3aLWLNUTLI OT MOMEX.

MCS — BbIGOp CxeMbl KOAUPOBAHMA A4 KaHana.

4.2.3.3 bnok Hacmpoliiku SSID

Homep cepenca SSI0 . 1 «

Per3SID Switch © @ Brnunte BhiknHYnTE
SSID ;. QawWB
LM pokoBEaTENEHBI SSID ;@ Ja Het
cnonbsosate WPRS ¢ Oa @ Her
Tun ayTeHTHRMEaUNN | WPAZPSK -
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B paHHom bBnoke HacTpamBaeTcA uAeHTUPUMKATOP TOUKM AOCTyna. YKaxuTe caegytouwme
napameTpbl:

X/

+» Homep cepsuca SSID — nHaekc naeHtnomkatopa 6ecnpoBogHom ceTu.
+* PerSSID Switch — akTMBauua unun geaktnsaumns nepekntodyeHma PerSSID.

X/

% SSID — ngeHTMdMKaTop HecnpoBoAHON ceTu.

¢ LupokosewatenbHblit  SSID  —  aKTMBauMA  UAM  AeaKTMBAUMA  TPAHCAALMM
naeHtTndumKaTopa becnposogHom cetu B adup.

% Wcnonb3oBaTb WPS — ncnonbsosaHue wudpposaHua WPS.

« Tun ayteHTUdMKaumm — BbIGOpP TMNA ayTeHTUOUKaummM (oTKpbiTas ceTb, WEP-64Bits,

WEP-128Bits, WPAPSK, WPA2PSK, WPAPSKWPA2PSK, Radius-WEP64, Radius-WEP128,

WPA, WPA2, WPATWPA?2).

4.2.3.4 bnok WEP

[aHHbI 610K CTAHOBUTCA AOCTYNEH Npu Bbibope TMna ayTeHTuduKaumum WEP-64Bits nnm WEP-
128Bits B nosie Tun ayteHTUdUKaummn 61oka Hactpoiiku SSID.

» [MpumeyaHue: bnok WEP HegocTyneH npu aktusauumn WPS.

OPENWEP
SHAREDWEP
WEP il

. 1N\ kaxnoro knoda seeauTe ndo (1) 3 cumecnos nuSo (2) 10 cHMBONOE B JWaNasoHe
WEP-G3Bits ‘5.9 3. b.c d e 1
VWEP-128Bits Ina kaxnoro knoya seeauTe nrgo (1) 13 cumeonos nubo (2) 26 CHMBONOE B WMana3loHe
0~% a b cdef

® Kniowtt1 :| |
O Kooz :| |
| |
| |

) Krmsoutta

() Kot

«» WEP — Bbibepute T™Mn WEP-3aWwuThl M3 BbiNagatloLLEro CNucka B 3aBUCMMOCTM OT
napameTpos 6ecnpoBoAHOM cTaHuuM u 3anpocoB: SHAREDWEP — obwwuit Koy,
OPENWEP — oTKkpbITasa cuctema, Both — ogHoBpemeHHOE ncnonb3oBaHMe ABYX TUMOB.

< Knou#l..4 — Bbibepute n0byl0 KOMBMHAUMIO KnaBuaTypHbix cumsosioB (0-9, a-f)
onpeaenéHHon AAnHbI.

4.2.3.5 baok Hacmpoiika WPA-PSK

JaHHbIA 610K CcTaHOBMTCA AOCTyneH npu Bblbope TMna ayteHTUdMKaumm WPAPSK, WPA2PSK
nnn WPAPSKWPA2PSK B none Tun ayteHTMdUKaumm 610Kka Hactpoiiku SSID.

Wndpoeanne © AES -
Mapont - pﬂsswurh (gnanaszoH: &-53
CHMBONOB)
HTepean oSHOBNEHUA KNya . 25400 cekyHg (0 ~ 4194303)

+ WndpoBaHMe — yKaxKMTe OAHO M3 cneayrolmx 3HadeHnn — TKIP, AES uan TKIP+AES B
KayecTBe aAropMtma WwWundposaHmsa.
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++ MMaponb — Beeaute naponb oT 8 Ao 63 cMmBonoB. Maponb NO YyMO/YaHMIO COBNaZaeT C
PIN-KoZ40M MO YMOHaHWIO, KOTOPbIM YKa3aH Ha HUXKHEeM NnaHenu poyTtepa.

** WHTepBan obHOBNEHUS KNoYa — 3adaliTe B CEKYHOAX MHTepBan OBHOBAEHMA K/louva.
Beegute "0" gna oTkAOYEHUA OOHOBAEHMA.

4.2.3.6 bnok RADIUS

» MpumevaHue: bnok Radius HegocTyneH npu aktueaumnm WPS.

[aHHbii 6N0K CTAaHOBWUTCA [OCTyneH npu Bblbope Tuna ayteHTMduKaumm Radius-WEP64,
Radius-WEP128, WPA, WPA2 nnn WPA1WPA2 B none Tun ayteHTUduKaunm 6a1oka Hactpoikm
SSID.

IP cepeepa Radius : 192.168.7.203

MopT cepeepa Radius @ 1312
Knwu cepeepa Radius © 12345578

PezepBHblil IP agpec cepeepa :
PesepBHLIi NOPT CEpBEpa :
PesepBEHLIN ENDY CEPEEpE :

uTepean Re-auth : 100 CERYHObI}

% |IP cepBepa Radius — IP-agpec RADIUS-cepBepa.

< MNopT cepsepa Radius — nopt RADIUS-cepsepa pna coeanHeHuA. 3HauyeHue,
BbICTaB/€HHOE NO YMOAYAHUIO, PEKOMEHAYETCA He U3MEHATD.

< Knwouy Radius — cekpeTHbit Kog Ha RADIUS-cepsepe M Ha poyTtepe. Oba Koga He
nepeaaroTcA No ceTm U A0NXKHbI COBNaAaTb.

< Pe3epsHbili IP agpec cepsepa — IP-agpec pesepBHoro RADIUS-cepsepa.

%+ Pe3epBHbIl NOPT cepBepa — nopT pesepsHoro RADIUS-cepBepa ans coeamnHeHus.

<+ Pe3epBHbIM KIOY cepBepa — CEKPeTHbIM Koa Ha pe3epBHom RADIUS-cepBepe M Ha
poyTtepe.

** WHTepsan Re-auth — MHTepBan NOBTOPHOM ayTEHTUPUKALNKN B CEKYHAAX.

4.2.3.7 bnok Radius-WEP64/ Radius-WEP128
» Mpumevanune: bnok Radius-WEP64 wunm Radius-WEP128 HepocTyneH npu
aktusauymm WPS.

JaHHbIA 610K CTAaHOBUTCS AOCTYNeH npu Bbibope Tuna ayteHTUdUKaumm Radius-WEP64 vnun
Radius-WEP128 B none Tun ayteHTUdMKaumm 6n0Kka Hactpoinkum SSID. HacTpoikm gna atux
6/10KOB UAEHTUYHbIE.
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OnA kaxgoroe kniya esegute nuio (1) 5 cumBeonos nwbo (2) 10 cuMBON0E B gHanasoHe
0~8 a b cdef

OnA kaxgoroe knioyva esegute nuido (1) 13 cumeonos nwdo (2) 26 cCHMBONOE B gWanasoHe
0~9 a b cdef

9 Knmw#l -
Knou#2 -
Knowssd -
Knou#d -

VWEP-54Bits

WEP-128Bit=

X/

< Knou#tl. #4 — Bbibepute nobyto KOMBMHaALMIO KnaBmaTypHbix cumsonos (0-9, a-f)
onpeaenéHHoOM ANUHbI.

4.2.3.8 bnok WPA, WPA2 unu WPA1WPA2

[aHHbIA GNOK CTAHOBUTCA AOCTyneH npu Bbibope Tuna ayteHTUdMKauunm WPA, WPA2 wau
WPA1WPA2 B none Tun ayteHTUdMKaumm 610Kka Hactpoikm SSID. HacTpoliku gnsa aTux 610KoB
WAEHTUYHbIE.

Wndposadue . AES -
WPA Group Rekey Interval ;. 85400 CEKVHO(bI}

< LWndpoBaHne — yKaxknte ogHO U3 cneayrowmx 3HavyeHnin — TKIP, AES nan TKIP+AES B
KayecTBe aropMtma WwndposBaHms.

< WHTepBan obHOBNEHMS Kalo4Ya — 3agaliiTe B CEKYHAaX UHTepBas OOHOBMEHUA Katouya.

Beseaute "0" ana oTkAOYEHMS OOHOBEHUA.

4.2.3.9 bnok Hacmpoiika WPS
JaHHbI 610K gOCTyneH TONbKO Npu akTUBauum pexxuma WPS B 6510Kke Hactpoiikm SSID.

CtaTtyc WPS . HacTpoeHo
Pesun WPS . @ pIN code ) PBC

AP =elf PIN code ; 02176406 [eHepHpOBaTE

enroliee PIN code :

l Brnwouute WPS ]

Nporpece WPS : Osmganne

I Boccranoeute O0B I

Tun ayTeHTHRMEAUAN | WPAZPSK -

JaHHbl 610K nNo3BonsieT HacTpouTb npotokon WPS (Wi-Fi Protected Setup), npu nomouim
KOTOPOro MOXHO BbINOJHUTL ObICTPOE MNo/syaBTOMATUYeCKoe COo34aHue  AOoMallHewn
b6ecnpoBoAgHON ceTu. YKaxKuTe caenyoLlme napameTpol:

++ Cratyc WPS — cTtatyc WPS.
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% Pexxum WPS — pexkum WPS, nubo npu nomowm nuH-koga, nMbo npu nomouym
cneumnanbHoli KHonku WPS Ha Kopnyce ycTpolictBa (3HayeHue PBC — Push Button
Configuration).

AP self PIN code — aBTomMaTuuyecKkas reHepaums NUH-KOZA MNPU MOMOLLUN KHOMKM
«['eHepupoBaTb».

enrollee PIN code — BBegeHMe NUH-KOA BPY4HYIO.

Mporpecc WPS — ctatyc WPS B paborte.

BoccTtaHoBMTb OOB — BOCCTaHOBAEHME 3aBOACKMX HAcTpoeK pyHKunm WPS.

Tun ayTeHTUOUKAUMKM — TUN ayTeHTUdPUKaumm (oTkpbiTaa cetb, WEP-64Bits, WEP-
128Bits, WPAPSK, WPA2PSK, WPAPSKWPA2PSK, Radius-WEP64, Radius-WEP128, WPA,
WPA2, WPA1WPA2). HacTpoiKu pasHbIX NPOTOKONOB WudpoBaHMA B none Tun
ayTeHTUOUKaLMN NOEHTUYHBI ONUCaHHbIM paHee B 610Ke 4.2.3.3 Hactpoika SSID.

X/

R/

S

X/
L X4

X/
L X4

X/
L X4

X/
L X4

4.2.3.10 baok Hacmpoiiku WDS

Pesun WOS & @ BrmounTs BLIKNYUTE
Tun wugposadua WDS © AES -
WDS kmoy - 12345578 (8~83 cHMBONOB)
WDS MAC #1 : 00:00:00:00:00:00
WDS MAC #2 © 00:00:00:00:00:00
WDS MAC #3 : 00:00:00:00:00:00
WDS MAC #4 . 00:00:00:00:00:00

[aHHbIi 610K no3BonaeT HacTpouTb pexxum WDS ana poytepa, KOTOpbIM Mo3BoAseT
pacWwWuMpuUTb 30HY MOKPbITUA 6ecnpoBogHOM CETU NpuM NOMoWwM o6beaMHEHUA HECKO/IbKUX
Touek goctyna Wi-Fi. YKaxkuTte cnegytouwme napameTpbl:

% Pexum WDS — akTMBaUMA UM AeaKTuBauma pexnma WDS.

% Tun wuoposaHma WDS — tun wudposaHma Tpaduka B cetn (TKIP — Temporal Key
Integrity Protocol nan AES — Advanced Encryption Standard). Tun TKIP peanusyet
OMHaMUYECKNE KNoYM WNGPOBaAHMA, a TaKXKe KaxKOoe YCTPOMCTBO B CETU Mojy4vaeT
cBon Master-Kntod (KOTopblit TOXKe BpemaA OT BpeMeHU meHseTca). Kntoun wndposaHuma
UMET AAnHy 128 6UT U reHepupyoTCca NO CAOXKHOMY anroputmy, a obuiee Kon-so
BO3MOXHbIX BAPUAHTOB K/IHOYEN [OCTUIAET COTHU MUNNMAPA0B, @ MEHAIOTCA OHWU OYEHb
yacTo. Tun AES — 3To CMMMETPUYHbIN anropuTm 6104HOro WndpoBaHus (pasmep 610Ka
128 6uT, Kntoy 128/192/256 6u1T) 1 ABNAETCA OAHUM U3 CaMbIX HaAEKHbIX B MUpe.

+* WDS Key — kntou winppoBaHuMs, KOTOPbIN ByaeT NCNO/b30BaTbCA Ha BCEX YCTPOMCTBaX
cetwn.

< WDS Peer MAC #1..#4 — B paHHbIX nNonsax ykasbiBatotca MAC-aapeca Apyrux Touek
[0CTyna AnAa co34aHua eaMHON CeTu.
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4.2.3.11 baok dunempayua MAC adpecos

ArTHBHOCTE | @) Brnipuute ) Buiknounte
Oelictene © PaspewnTe -« [nA GecnpoBogHOd NOKANbHOW CETH
MAC agpec #1 ;
MAC agpec #2 :
MAC agpec #3 ;
MAC agpec #4 :
MAC agpec #5 :
MAC agpec #5 :
MAC agpec #7 :
MAC agpec #3 :

JaHHbI 610K N03BOASAET HAacTPoUTb cncok MAC-aapecoB yCTPOMCTB, AOCTYN B CETb KOTOPbIM
6yaet ninmbo 3anpeLéH, NMbo paspelléH. YKaxnte cneayrolime napamerpbl:

¢ AKTMBHOCTb — aKTUBALMA MU AeaKTUBaUMA GYHKLMM CNMUCKA A0CTyNa.

« [eictBMe — pJeicTBMe ANA YKA3aHHOTO CNMCKa AOCTyna — paspewuTb AOCTyn
(PaspewnTb) Mam 3anpeTutsb (3anpeTnTs).

** Mac Address #1..#8 — MAC-aapeca YCTPOWCTB, KOTOpPbIM OyaeT paspewéH uau
3anpeLéH gocTyn B CeTb.

Mocne BbINONHEHMA HEOBXOAMMbBIX HACTPOEK HaXKMUTEe KHOMKY «COXpaHUTb» AnA X
COXpaHeHus.

4.2.4 [letanbHble HACTPOIKK 6ecnpoBoAHOI ceTu

Bbibepute nyHKT MeHto «HacTpolika NHTepdeiica» -> «[leTabHble HACTPONKM CETUY.

Haxmunte KHONKy «HacTpouTb» AnA nepexofga B MEHK HACTPOEK OCHOBHbIX PU3NYECKMX
napameTpos 6ecnposogHom cetn Wi-Fi.

e PocTtenekom

Mactep BElaps LGl Paclumpeddan  Ynpaenenuwe
HacTtpoiika HacTpoiku EEIGENLEE  HACTpoRKa nocTynom

N
EIS

Obcnyxueanme  Cratyc

MHTepdpenca T NokansHas EecnposogHan [leTankHsle HACTPOHKM IPVERD
ceTs cets BecnpoBoHoi CeTH .

PacmMpeHHbIE HACTPORKW
Wi-Fi

MOKHO HACTPOMTE OCHOEHLIE (DMSMYECKME NapameTpw GecnpoBogHon cetn Wi-Fi.

MOKHO HACTPOWTE AETANBHBIE NApAMETDLI BecnposodHol ceTi, Wi-Fi Mullimedia, a Taxe

HacTpouTe ;
koHeepTayuo multicast noTokoe.

CTAaTHCTHES NEPegaul JaHHEX
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4.2.4.1 bnok becnpoeodHas cemo

Terywui Homep S5I0: 0
Tewrywui S5I0; QWB

lMzonupoeate AP: @ BrnmgyuTh Bhiknm4HT
BSSID: 38:17:66:03.52:28

[laHHbI 610K COAEePKUT cneaytowme napameTpbl:

X/
L X4

Tekywnit Homep SSID— Tekywmit nHaeke SSID Toukn gocTyna.

Terywmnir SSID — Tekywmin SSID Toukm goctyna.

N3onuposaTb AP— msonauma Touyek pocTyna. Mpu akTMBaumm AaHHOM yHKUMKM Bce
6ecnpoBogHble yCcTpoicTBa M 6ecnpoBOAHbIE KAMEHTbl B CETU MOFYT CBA3blBATbCA
TOJIbKO C POYTEPOM, HO HE MeKay coboii.

++» BSSID — MAC-agpec To4KM gocTtyna.

X/
L X4

X/
o

4.2.4.2 bnok dusuyecKue Hacmpoliku

PafGouni pexum: Mixed Mode

YacToTa (kaHan): BrikniounTe '@ BrnounTe

RDG: BolknoynTe '@ BrnouuTh

STBC. @ BuikniounTe BENO4MTE

A-MSDU: Brikniounte '@ BrniounTe
ApTobnokmpoBanne ACK . @) BrknounTs BrniouuTh
HT Dizallow TKIP: BolknounTe @ BrnouuTh

X/

< Pabouunit pexxnum — TeryLwmnin pexkmum pabotbl Wi-Fi.

X/

+* YacroTa (KaHan) — Mcnonb3oBaHWE YacToTbl KaHana.

X/

** RDG — uncnonbsosaHue npotokona RDG.

«» STBC — BKAtoYyeHMe/oTKAoYeHNEe YHKUMU NPOCTPAHCTBEHHO-BPEMEHHOro 6104HOro
KoanpoBaHua. Ncnonb3oBaHne AaHHOW PYHKUUM NOBbIWAET HAAEKHOCTb CUCTEMBI U
yNyylaeT NPONYCKHYIO CNOCOBHOCTb.

« A-MSDU — BK/toueHMe/oTKAOUYEHME NOAAEPKKM UCNO/b30BaHMA arperauum ¢ppenmos
MSDU.

« ABTO6M0KMpOBaHMEe ACK — BKAOYeHWMe/OTKAUYEHME aBTOMAaTUYECKoW 6/10KMPOBKU

3anpoca ¢pelrima noaTsep:kaeHnsa nonydeHns naketos (ACK).

+* HT Disallow TKIP — BkntoueHue/oTkAtoUeHMe 3anpeTa wndposaHus TKIP.

4.2.4.3 bnaok Obwee

HT TxStream. 2
HT RxStream: 2

¢ HT TxStream n HT RxStream — xapaKTepucTuku npuémonepeaatuymka Wi-Fi.
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AKTUBMPYWTE WM [AEAKTUBUPYMTE HYXHble GYyHKUMKU. [ocne BbINOAHEHUA HeobXxoAMMbIX
HaCTPOEK HaKmuTe KHOMKYy «COXpaHUTb» ANA MX CcOoXpaHeHus. Haxkmute «Hasag» ans
BO3BpaTa B MeHto [leTanbHble HAaCTPOMKM 6ecnpoBogHON CETMU.

HaxXmuTe KHOMKy «HacTpouTb» ANA nepexofda B MEHI HACTPOEK AeTasbHbIX NapameTpos
6ecnposogHon cetn, Wi-Fi Multimedia n multicast notokos.

e PocTtenekom

Mactep Gl LUTGI Paciumpeddan  Ynpaenenuwe
Hactpoiika HacTpoikn ERIEWIEDIw: I HacTpoika NOCTYNoM

i
EIA

Obcnyxueanwe Cratyc

MHTepdenca e NMokansHas GecrposogHan [eTankHele HACTPORKH IPVERD
ceTh CeTh GecnpoEogHOi CeTH ?

PaciHpeHHBIE HACTPOHEN
Wi-Fi

MOKHO HACTPOWTE OCHOBHBIE (HWSMYECKME NAPAMETPH BecnpoBoaHOR ceTi Wi-Fi.

MOKHO HACTPOMTE AETANBHEIE NApaMeTpel GecnposogHoi cetk, Wi-Fi Multimedia, a Tawe

HacTpouTb K
h-_ roHsepTayuio multicast noTokoe.
CTatMCTHES CTaTWCTHES Nepegasi JaHHbx

4.2.4.4 bnok PacwupeHHble Hacmpoliku Wi-Fi

Tewyumi Homep SSI0; 0
Teryuwui SSID: QWEB

Pexsim BG Protection . ABTD w

Short Preamble : ) Brniounre @ BuikniounTe
Short Siot : @ Bynigunre ) Buikmiounts
Tx Burst: @ Brnounre ) BuikniounTs
PH_Aggregate. ) Brnwunte @ BeiknounTs

IEEE 802.11H Support. ) Brnownre @) BrikniounTs (Toneko gna A guanazona)

[laHHbI 610K COAEPKUT Cneaytowme napameTpbl:

« Tekywmin Homep SSID — Tekywmit nHaeKc SSID Touku gocTyna.

®,

% Terywmia SSID — Tekywmit SSID Toukn goctyna.

RS

% Pexkum BG Protection — peskum 3awmtbl ana 802.11 b/g cetein. 3HaueHne BbibUpaerca
M3 CNKUCKa: ABTO — aBTOMATMYECKOE BKAOYEHME QYHKLMM 3aMTbl B 3aBUCMMOCTU OT
COCTOSIHUA CeTUn (peKomMeHAyeTcs, ec/in B CeTU ecTb ycTpolicTBa cTtaHgapTa 802.11b u
ycTponctBa cTaHgapta 802.11g), Bkn. — ¢yHKUMA 3aWMTbl BCErda akTMBHA (TaKas
HaCTPOMKa MOXKET CYyLLeCTBEHHO CHWU3UTb MPOWU3BOAMTENbHOCTL BECcnpoBOAHON CeTH),
BbIKN. — PyHKLUMA 3aWMTbl BCErAa HEAKTUBHA.

X/
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X/
L X4

X/
L X4

X/
L X4

Short Preamble — ncnonb3oBaHMe KOPOTKOM Npeamby/nbl B 3aronoBKax nepesaBaemblx
6/10KOB AaHHbIX.

Short Slot — ucnonb3oBaHWEe KOPOTKOro nepuoga OXMWAAHWA NOCNe Heyaayuu ansa
NOBTOPHOM Nepenayn AaHHbIX.

Tx Burst — BkatoyeHne «TX Burst» yBenmMumBaeT CKOPOCTb Nepenayn AaHHbIX OT TOYKMK
[0CTyna K 6ecnpoBOAHbIM KNMEHTAM.

Pkt_Aggregate — wucnosnb3oBaHMe QYHKUMM arperaymMmM nNakeToB AAA YAydlWeHuA
NPOMYCKHOW CNOCOBHOCTM CEeTMU.

IEEE 802.11H Support — nogaep»ka ctangapta IEEE 802.11H, npeaHasHavyeHHOro Ans
3¢ PEeKTMBHOrO ynpaB/ieHMA MOLLHOCTbIO U3/Ty4eHUA nepesaTymKa, BbiIbOpom Hecyluemn
4acToTbl Nepeaayn U reHepaLLMmn HyKHbIX OTYETOB.

4.2.4.5 bnok Wi-Fi mynemumedua (WMM)

WM Capable: '@ BrnmoquTh BhlKNOYUTE
APSD Capable. @ Brnguuts BhIKNOYMTE
MNapameTpbl WHK: | Kongurypauua WK |

[laHHbI 60K COAEPKUT cneaytowme napameTpbl:

X/
L X4

X/
L X4

X/
L X4

WMM Capable — aktuBauua mnm geaktuauyma ¢yHKumm Wi-Fi Multimedia. daHHan
byHKUMA peannsyeT mexaHMam QoS gns 6ecnpoBOAHbIX COeAMHEHUI, NMO3BONAIOLLANA
YAYYLUTb KaYecTBo nepegayum gaHHbix no Wi-Fi-ceTn 3a c4éT HazHa4YeHUa NpMopuUTeToB
pa3NMYHbIM TUNAm TpaduKa.

APSD Capable — gaHHaa GyHKUMA Ucnonb3yeTca Ans cepBuca sHeprocbepekeHus.

» Mpumevanune: PyHkuma APSD Capable akTMBHA TONbKO NpU aKTUBUPOBAHHOM
dyHKUuMmM WMM Capable.
MapameTtpbl WMM — HacTpoiika napameTtpoB QoS ans Wi-Fi.

Haskmute KHoOMKy «KoHourypaumas WMM», O1a M3MeHeHUA HacTPOeK napameTpos
QosS.
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WMM Parameters of Access Point

Aifsn CWMin | CWhMax Txop ACM | AckPolicy

ACBE |3 | | [15 V] (63 v| 0 | O O
AC BK | |7 | | [15%] | [1023 %] | [0 | O O
acvi [ ]| OV | [B5v] | B ]| O 0
AC VO | | | (3 v| [7v] [47 | O O

WMM Parameters of Station

Aifsn CWhiin CWhax Txop ACM
AC BE 3 | [15 V| [1023 V| [ | O
AC BK [7 | [15 W] [1023 V| o | O
acvi || (¥ | 9 | 1| O
AC_ VO 2 | [3wv] [7 V] [ ] n
| Apply | | Cancel || Close |

[laHHble NapameTpbl YCTaHOB/IEHbl MO YMONYaHWIO Haubonee onTMManbHbIM 06pasom ANA
paboTbl CUCTEMbI, HE PEKOMEHAYETCA U3MEHATb UX 6e3 HeobxoAnMOoCTH.

MapameTpbl NOAPA3LENAOTCA HA C/leaylolLMe KaTeropmum AocTyna:

«» AC_BE (Best Effort, nyywee KayecTBO M3 BO3MOXKHOro) — TpaduK OT yCTapeBLUMX
YCTPOWCTB UK YCTPOMCTB U NPUNOKEHWNI, KOTOPble HE NOAAEPKMBAOT GyHKLUMIO QOS.
+» AC_BK (Background, ¢oHOBbIV pexKnm) — TpaduK C HU3KMM NPUOPUTETOM (3a4aHUA Ha
neyatb, 3arpyska ¢annos, np.).
+» AC_VI (Video, nepegava Bnageo).
+» AC_VO (Voice, nepegaya rosoca).
[anee Kaxkaas KaTeropma A0CTyna MMeeT c/ieayowme napameTpsi:

«» Aifsn (Arbitrary Inter-Frame Space Number) — Ko3¢pPULUMEHT nepemeHHOro
MEMKKaAPOBOro MHTepBana. [JaHHbIK NnapameTp BAUAET HAa BPEMEHHYIO 3a4epXKKy ANs
OAHHOM KaTeropum goctyna. Yem meHblue 3Ha4YeHMe AaHHOro MapameTpa, Tem Bbille
NPMOPUTET KaTeropum Aoctyna.

< CWMin/CWMax (Contention Window Minimum/Contention Window Maximum) -
MMUHUMANbHbIA M MaKCMMaAbHbIA Pa3mMepbl OKHAa KOHKYpPeHTHOro goctyna. [daHHble
napameTpbl BAUAIOT HA BPEMEHHYIO 3a4€epPKKY ANA BblOpaHHOM KaTeropuu aoctyna.
3HayeHMe nona CWMax He AO0NXHO ObiTb MeHblle 3HadyeHus nons CWMin. Yem
MEHbLIEe pasHMUa mexay 3HadeHnem nona CWMax v 3HadeHnem nona CWMin, Tem
BblLLEe NPUOPUTET KaTeropmmn AocTyna.

+ Txop (Transmission Opportunity) — BO3MOXHOCTb Mepenayn AaHHbIX. Yem 6onblue
3HayeHWe gaHHOro NapameTpa, TeM Bbille NPUOPUTET KaTeropum AocTyna.
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% ACM (Admission Control Mandatory) — ob6s3aTenbHblli KOHTPOAb gonycka. Ecam
bnaxoK YCTaHOB/IEH, YCTPOMCTBO HE MOMKET WCMONb30BaTb [JAHHYIO KaTeroputo
AocTyna.

+ AckPolicy (Acknowledgment) — noateep:kaeHne npuéma. Peakums Ha 3anpocbl OTKANKA
BO Bpemsa nepefayn AaHHbix. Ecnv dnaxkok He ycTaHoBNEH, poyTep OTBeYaeT Ha
3anpochbl, ECNN HET - He OTBEYaeT.

Haxkmute KHOMKy «Apply» gna coxpaHeHua BBeAEHHbIX 3Ha4YeHU. Haxkmute KHonKy «Cancel»
eCcN Bbl XOTUTE OTMEHUTb BBeAEHHble 3HaYeHMA M OCTaTbCA B TeKylem OKHe. Haxmute
KHoMKy «Close» anAa BbiIxoga M3 HacTporku napametpos WMM 6e3 coxpaHeHMA caeNaHHbIX
N3MEHEHUN.

4.2.4.6 bnaok KoHsepmep Multicast-to-Unicast

Multicast-to-Unicast @ Brnwounte ) BeiknmudTs

®,

% Multicast-to-Unicast — aktTuBauua man paeaxktTuBauua npeobpasoBaHuA Tpaduka U3
Multicast BewaHua B Unicast.

HaxkmuTte KHOnKy «COXpaHUTb» O/1A COXPAaHEHWUA MHPOPMaLMKM UAM KHOMKY «Hasag» ana
BbIXOZa M3 TEKYLLETO MEHHO.

HaxkmuTe KHonKy «CTaTUCTUKa» ANA Nepexona B MeHI0 NpoCcMoTpa CTaTUCTUKKN BecnpoBoaHOM
cetn Wi-Fi.

e PocTtenekom

Mactep LETHEBUTG I Paclumpennan  Ynpaenenwe
Hactpoka HacTporkn ERIEWEEE  HacTpoika NOCTYyNoM
MHTepdelca

i
AR

Obcnyxueanue Cratyc

NokansHanA BecnpoeogHan [eTancHele HACTPOHEW IPVERD

WHTEpHET = -
P ceTe CeTh GecnpoBogHON ceTk

PacuiMpeHHble HACTPORKW
Wi-Fi

MoHD HACTPOMTE OCHOBHEIE (DHSMYECKME NapaMeTpal GecnpoEogHoOW cem Wi-Fi

Mo#HD HACTPOMTE QETANBHEE NapaMeTpsl GecnposogHor ceTk, Wi-Fi Mulimedia, a Tamwe

HacTpouTe h
roHBEpTaumio multicast noTokoe.

CTaTMCTHRA h‘ CTaTMCTHEE NEPEJAUN SAHHBIX
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4.2.4.7 baok CmamucmuKa nepedavu

Tx Success: 849
Tx Retry Count: 0
Tx Fail after retry . 0
RTS Sucessfully Receive CTS . 0
RTS Fail To Receive CTS: 0

B naHHOM 610Ke NpMBOAATCA 3HAYEHMA CneayoLnX CYETYMKOB ANA Npuémonepeaatymka Wi-
Fi:
K/

%* Tx Success — Konn4ecTtso yCnewHbIX NoNbITOK nepeaayvyn gaHHbIX.

X/

% Tx Retry Count — KonunyecTso yCnewHbIX MOBTOPHbIX NOMbITOK nNepeaayvyn AaHHbIX.

X/

¢ Tx Fail after retry — KonnyecTBo HeyAauYHbIX NOBTOPHbLIX MOMbITOK Nepesayn AaHHbIX.

X/

+* RTS Sucessfully Receive CTS — Koan4yecTBo ycneLwHbIX NOMNbITOK NOCAAHHOrO 3anpoca Ha
oTnpasky (RTS) n nonyyeHua paspeleHuna otnpasku (CTS).

+* RTS Fail To Receive CTS — KO/IMYECTBO HeyaauyHbIX NOMbITOK MOCAAHHOrO 3anpoca Ha

oTtnpasky (RTS) n nonyyeHus paspelieHuns otnpaskm (CTS).

4.2.4.8 baok Cmamucmuka npuéma

Frames Received Successfuly © 5129
Frames Received With CRC Error ;. 28541

B gaHHOM 610Ke NpmMBOAATCA 3HAYEHUA ChedyroWmMX CYETYMKOB ANna npuémonepeaatymka Wi-
Fi:

X/

% Frames Received Successfully — Konnuectso ycnewwHo noay4YeHHbIX ppeiimos.

7

% Frames Received With CRC Error — Konm4ecTBo nosiy4eHHbIx ¢ppenmos c olmnbkom CRC.

4.2.4.9 bnok SNR

SHR: 0,0, 0

+* SNR — 3HayeHuMA OTHOLWEHUA MOLWHOCTN NONIE3HOIO CUIMHA/1Ia K MOLWHOCTU WWyMa.

Haxkmute KHOMKy «Hasag» anAa BbiIxoga M3 TeKywero meHwoo. Ecam Bbl xotute cbpocuTb
TeKyLyo MHGOPMaLMIo, HaXXMUTE KHOMKY « TeKywmin Homep SSiD».

4.2.5 IPv6RD

BbibepuTe NyHKT meHto «HacTpoiika UHTepdeiica» -> «IPv6RD».
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SRD Tunnel © @ Benpunte ) BeiknKYMTE
MNpedmkc Grd PG © 2001-55c: oAz

IPv4 appec : 53.211.230.102
OnuHa macka IPv4 . 0
6RD Border Relay IPv4Addr © 60.252 80.66
&rd Prefix Delegation ; 2001.55c:3ad3.e665:;

[aHHbIV NYHKT MEHI0 NpeAHa3HaYeH gNA HaCTPOMKM GYHKLMN MCNONb30BaHMA NpoTokona IPve
nosepx cetu IPv4. BbINONHUTE HAaCTPOMKY cneayowmx NapameTpoB:

X/
L X4

X/
L X4

X/
o

X/
o

6RD Tunnel — BKAtoYEHME/OTKNOYEHNE UCNONb30BaHMA GYyHKLMKM IPVERD.

Mpedukc 6rd IPv6 — npedukc IPV6RD cermeHTa.

IPv4 agpec — IP-agpec B cermeHTe IPv4.

OnvHa macka IPv4— KonnyecTso ctaplunx 6ut IPv4-agpeca, MAEHTUYHbIX A/1A BCEX Y3/10B
B 6rd-cermeHTe. 3HaYeHMe 3TOro NoJIA MOXKET ObITb B AnanasoHe 0-32.

6RD Border Relay IPv4Addr — oanH nnm HeckonbKo IP-agpecoB cermeHTa IPv4 w308
cermeHTa IP6VRD.

6rd Prefix Delegation — napameTp Mcnonb3yeTca ANA HasHauyeHua npeduKkca ceTeBoro
agpeca Ha CTOPOHe No/1b30BaTeENA N KOHPUTYPUPOBAHMA NONb30BATEIbLCKUX POYTEPOB C
Ha3HaYeHHbIM NPedPUKCOM AN UCNONb30BAHNSA B KAXKA,0M NOKAaNbHOW CETW.

MNocne BbINOAHEHNA HeO6XO,CI|MMbIX HACTPOEK Ha*XMUTE KHOMKRY ((COXpaHMTb)).

4.3 TlyHKT meHI0 PaclumpeHHan HaCTpoMKa

JaHHbIA NYHKT MEeH npegHasHa4yeH ANA PacMPEHHOM HACTPOMKU PasAMYHbIX QYHKLUMA
poyTepa. MyHKT MEHIO COAEPKUT Ceaytowme BKNALKN:

BEpaHgmayap MapwpyTuaaumna MAT ADS QoS IPTV

4.3.1

BpaHamaysap — HacTpolhKa OYHKUMIA MeXCeTeBOro 3KpaHa M KOHTPOANSA COCTOAHMA
coeUHEeHU.

MapLupyT13auma — HaCTPOIKa TabanLbl MapLLUPyTU3aLUK.

NAT — HacTpoiiKa ¢oyHKLKMKM NpeobpasoBaHma ceTeBbIx agpecos ans VPN.

ADSL — HacTpoitKa pexuma ADSL.

QoS — HacTpoWka ¢yHKuMI QoS (Quality of Service — KauecTBo 06CNyKMBAHUA).

IPTV Bridge — HacTponku mocTa ans IPTV.

ALG —LUnto3 ypoBHA NPUNOXKEHUA, pa3peLllaeT yCTaHOBKY HAcTpamBaeMbix 06XOAHbIX
NAT-dMNbTPOB B WKO3E C LEeNb0 NoAAePKKN Npeobpa3oBaHMA agpecos M NopToB ANA
HEKOTOPbIX NPOTOKONOB.

bnok bpaHamayap

BbibepuTe NyHKT meHto «PaclumpeHHan HacTpoiKa» -> «bpaHamayap».
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EpangMaysp @ @ Brnwmuute ) BoiKNHYMTE
Sawura ot DD0S atak | @ Benpunte ) BoikmHYMTE
Pl @ Brnwunte ) BolknmuuTh

(MPEOY¥NMPEAOEHIAE: Ecnu akTHEHpoBEATE §vHELHID SP, TO Beck TpadMe co CTOPOHLI
WAN yget zabnokmpoead, B TomM yucne gna DNMZ supTyaneHnx cepeepos w ACL)

B 4aHHOM OKHe HacTpauBatoTca cnegytolme GyHKLNUK:

+ bBpaHamay3p — aKTMBALMA UM AEaKTMBALMA MEKCETEBOrO 3KpaHa.

+* 3awwuTa ot DDOS aTaKk — aKTMBaLMA UAKN AeaKTMBaLMA 3aWwmTbl oT DDoS aTaK.

« SPI — aKkTMBaumMa WAM [OEeaKTUBAUMA KOHTPONA COCTOSHMA coeauHeHun. [Mpwu
MCNo/Ib30BaHUM AaHHOM GyHKUMM Becb Tpaduk n3 cetm WAN byaeT 610KnpoBaThes.

Mocne BbINOJAHEHUA HEOOXOAMMbIX HACTPOEK HaxKMUTe KHOMKYy «COXpaHUTb» Ana  uX
COXpaHeHus.

4.3.2 bnok MapwpyTtusauyma

BbibepuTe NyHKT MeHIo «PaclumMpeHHas HacTpoiKa» -> « MapLpyTusauma».

# IP appec Macka IP wnos MeTpuka | ¥oTpodcTEO [PegakTHpoBaTe/OTOROCHTE
HAa3HaYeHHUA

0 192.168.1.0 255,255 255.0 0.0.0.0 0 bro

1 127.0.0.0 255.255.0.0 0.0.0.0 0 I

2 235.0.0.0 255.0.0.0 0.0.0.0 0 bro

[aHHasa Tabavua coaepKMT NapameTpbl BCEX XPAHALLMXCA MapLIPyTOB B cucteme. Kaskabli
MapLLPYT UMeET CaeayoLLMe NapameTpbl:

X/
o

IP apgpec HaszHayeHuA — IP-ceTb Ha3HayeHuA.

Macka — macka noAceTn HasHaYeHuUA.

IP wnwo3 — IP-agpec cneaytoLero wno3a No MapLlpyTy 40 CeTU Ha3HavyeHuA.
MeTpuKa — YMCNOo Y3108 A0 CETU HA3HAYEHUA.

YCTpONCTBO — MAEHTUPUKATOP YCTPOMCTBA.

X/
o

X/
o

X/
o

X3

*¢

KHonka «[l06aBMTb  MaplpyT» npegHasHadeHa Aana  pobasBneHnsa  maplipyta B
COOTBETCTBYIOLLEM OKHE:

IP agpec HazHavyedus ; 0.0.0.0
Macka nogcetn ;. 0.0.0.0
IP agpec wnioza : 0 | 0.0.0.0 2 pyve -

MeTpuka : 0

YKaxuTte cnegyroume napameTpbl CO34aBaeMoro mapLipyra:

X/

*%* |IP agpec Ha3HayeHUA — IP-ceTb Ha3HayeHuA.
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¢ Macka nofceTv — Macka NoACceT! HazHAYeHus.

« IP agpec wnto3a — IP-agpec cneayoLwero Wa3a No MapLupyTy A0 CeTM HasHayeHuA. B
CNWUCKe pAAOM BblbMpaeTca KaHan gasa mapwpyTta — PVC (NOCTOAHHBIA BUPTYanbHbIN
KaHan) ana ADSL coeanHeHns unn WAN KaHan ana Ethernet coeanHeHus.

¢ MeTpuKa — YNCNO Y3108 A0 CETU HAa3HAYeHUs.

HaxkmuTe KHoNKy «COXpaHUTb» ANA COXPAaHEHMA U3MEHEHMN, KHOMKY «Ha3ag» ecnu Bbl XOTUTe
BbINTU M3 TEKyWero okHa 6e3 coxpaHeHWAa BBEAEHHbIX 3HAYeHUM, KHOMKY «OTmeHa», ecnu
XOTUTE OTMEHUTb BBEAEHHbIE 3HAYEHMUA.

4.3.3 NAT

BbibepuTe NyHKT MmeHto «PaclwmpeHHan HacTpomnKa» -> «NAT».

4.3.1.1 bBnok NAT

MuTepheic : WAND

+* Bblbepute BUPTYyanbHbi KaHan PVC — ana ADSL coeanHeHUA UAM BUPTYanbHbIM KaHan
WAN — gna Ethernet coeanHeHus.

4.3.1.2 bnok Myabmu-cepsuc

Homep cepemca :

Craryc NAT | BENKOYMTE

O omz

© Bupryancuuii cepeep

© Tpurrep noproe

o

*%* Homep cepsuca — Bbl6epMTe HOMep cepBUCa U3 CNNCKa.

» [pumeyaHue: Homep cepBuca aKTUBMPYETCSA TONbKO NpKU Bbibope MHTepdelica
WAN B 6/10ke NAT.

¢ B none «NAT CrtaTyc» yKasbiBaeTcs ctaTyc GpyHKumm NAT.

Bnok MynbTu-cepBUC BKAtOYAET B ceba HacTpoiky DMZ, BupTyanbHbix cepsepos, n Tpurrepa
nopToB.

4.3.1.2.1 DMZ
®dyHKUMA DMZ no3BonseT co3gaBaTb 0COObIA CETEBOMN CErMEHT A4 Y313 N0KaNbHOM CETH,

obpalLaoWwerocs K pasanyHbim pecypcam VIHTEPHET ceTu.

CrpaHunua 56 ns 89

e Poctenekom



PyKkoBoACTBO Mo/sib3oBaTens
4. OnucaHve meHo web-nHTepdelica 57

Hactpoikn DMZ gna : WAN Single IPs Account/ WAND ID cepeuca 0

DMZ : @ Brmounts ) BriknmunTs
IP agpec DMZ xocTa : 0.0.0.0

DMZ — akTusuMpyeT nnn geaktusnpyet ¢pyHkumo DMZ Ha poyTepe.
IP appec DMZ xocTa — BBeauTe IP-agpec KomnbloTepa IOKabHOWN CeTU, KOTopbI byaeT
AencTBoBaTh B KayecTse y31a DMZ.

X/
°
X/
°

» BaxkHo! Y KomnbioTepa, Ha3HayeHHOro B Kadectse y3na DMZ, monkHa 6biTb
OoTKNoYeHa OYHKUMA KaneHTa DHCP, u emy pJomkeH ObiTb nNpuUCBOEH
cTaTnyeckui IP-agpec, NOCKOAbKY Npu ncnosb3oBaHuu ¢yHKumum DHCP ero IP-
agapec MOXKeT MEeHATbCA.

HaxXmuTe KHONKy «MpUMEHUTb ANA COXpaHEeHUA BBEAEHHOW MHPOPMAUUK. HaxkMUTe KHOMKY
«Hasag» ana Bo3BpaTa B NpedplayLlee OKHO.

4.3.1.2.2 BupTya/IbHbIHA CepBep

BupTyanbHbili cepBep — BUPTyasibHble cepBepbl MOryT ObiTb MCNONb30BAHbI A1 HACTPOMKM
cepBMcoB 0bLLEro Nosb30BaHUA B Ballel ceTu. BupTyanbHblili cepBep onpeaenserca Kak nopt
cepBuca, M BCe 3anpocbl M3 ceTM MHTepHeT Ha AaHHbIM NopT 6yayT NepeHanpaBAATbCA Ha
KomnbtoTep, ucxoaa us IP-agpeca cepsepa.

BupTyanetui Cepeep gna : WAN Single IPs Account! WAMD ID cepauca 0
MpoTokon . TCRUDP -
HauanbHuifi HOMEp NOPTAE
KoHEYHLIA HOMED NOpTA :
NokaneHein IP agpec : 192.168.1.X

4k

Homep npasuna . 0

HauaneHbld | KoHe4YHBIH

nopt (sxew.) | nopr (BHew.) NokansHed IP agpec Mpotokon

Npasuno

X3

S

BupTyanbHbii CepBep ana — otobparkaet uHopmauuto 06 ncnonbyem nHtepderice.

MpoTokon — oTobparkaeT CNUCOK NPOTOKONOB, UCMONb3yeMbIX A5 JAHHOrO cepBuca:

TCP, UDP uaun TCP/UDP.

% HavanbHbIt Homep nopTa/KoHeuHbId NOPT cepBuca — BBEAUTE Hayas/ibHbIA/KOHEUYHbIN
NnopT cepBuca namn amanasoH noptos (B popmate XXX - YYY, rae XXX - HayanbHbIM NoprT,
a YYY - KoHeYHbIl noprT).

+* JloKanbHbili IP agpec — IP-agpec KomnbiloTepa, Ha KOTOPOM 3anyLieHO NPUNoXKeHue
cepswuca.

% Homep npaBuMna — yKaXumte HOMep MpaBuna, MNPUBA3AHHOIO K oOnpeaenéHHomy

BUPTYaNIbHOMY CepBUCY.

X3

S
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[na coxpaHeHuA BBeAEHHOM MHOOPMALUKN HAXMUTE KHOMKY «pUMeHUTb», ANA yaaneHua —
KHOMKY «YOannTb» UK HaXXMUTE KHOMKY «Hasaa» Ana BbIxo4a U3 3TOro MeHH0.

4.3.1.2.3 Tpurrep nopTos

Tpurrep nNOpPTOB WCNO/Mb3YeTCA ANA NPWUIOXKEHMI, KOTopble He MoryT paboTtaTb C
MapuwpyTtusatopom NAT. ns co3gaHma npaBuaa 3anosiHUTe cneayoume nons:

MakcHmansHoe KoNWYECTBO Npaeun: &, JocTynHele npaguna: & . &

MNpuno#edne . - - -
Pexum [wanasoH TpWIrepa NopTos OnanasoH OTKPEITEIX NOPTOB
HayaneHbIA KoHeuHBIR MpoTokon HauaneHeIA KoHeuHkIR NpoTokon
nopT nopt nopt nopt

|:| 0 0 TCRUDP - 0 0 TCRUDP -
[l 0 0 TCRUDP - 0 0 TCR/UDP -
[l 0 0 TCRUDP - 0 0 TCR/UDP -
|:| 0 0 TCRUDP - 0 0 TCRUDP -
|:| 0 0 TCRUDP - 0 0 TCRUDP -
[l 0 0 TCRUDP - 0 0 TCR/UDP -
|:| 0 0 TCRUDP - 0 0 TCR/UDP -
|:| 0 0 TCRUDP - 0 0 TCRUDP -

[ Port Triggering Summary ]

< B none anII'IO)KEHVIe YKaXXuUTe Ha3BaHUe npunoxeHmna mnan Bbl6epVITe npunoxeHme un3

BbiNaZalolero cnucka. Ecnv npuioxeHue ecTb B BbiMagalowem Crucke, TO
Heobxoanmble 3HaYeHUA B [lnanasoH Tpurrepa noptoB M [JMana3oH OTKPbITbIX MOPTOB
bynet nobasneHa aBTomaTUyeckun. Ecam HeobxoanMmoe BaM NPUIOKEHNE OTCYTCTBYET B
nose MNpunoxeHune, BBEAUTE 3HAYEHUS BPYUHYIO.

* PeXXMM — KO/IMYeCTBO BblAeNsieMbiX Mosei NopToB, HEOHXOAUMbIX MPUIOKEHUIO ANA
co3A4aHuA npasuna.

L)

Mone [lManasoH Tpurrepa nopToB COAEPKUT Cneaytowme nons:

+* HauanbHbIl (TPUrrep) NOPT — HayaNbHbIN NOPT ANA Ucxoadauwero TpaduKka. Mcxoasaulee
NoAKNOYEHME Yepe3 3TOT MOPT aKTUBMPYET AaHHOe NpaBuno. BeeauTe HayasnbHbIN
Tpurrep nopr.

+* KoHeuHbIli (TpUrrep) NOpPT — KOHEYHbIM NOPT ANA ucxoasawero TpaduKka. Ucxoasuiee
NoAKOYEHME Yepe3 3TOT MOPT aKTUBUPYET AaHHOEe NpaBuio. BBeaute KOHEYUHbIN
Tpurrep nopr.

% [lpOTOKON — MPOTOKOJ, MCMOAb3YEMbIA TpUIrep nopTamu. Bbibepute npoToKon,
ncnonb3yembiit Tpurrep noptamm: TCP, UDP naun TCP/UDP.
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MNone AnanasoH OTKPbITbIX NOPTOB COAEPHKUT cnegytouine nona:

*¢ HayvanbHblli (OTKPbLITbIM) MNOPT — NOPT, WAM AMANaA30H NOPTOB, WCMOb3yeMbll
YOANEHHOW CUCTEMOM MpWU OTBETE Ha MCXOAALWMM 3anpoc. 3anpoc yepe3 OAMH U3
AaHHbIX nopToB OyaeT nepeHanpaBAeH Ha KOMMbIOTEP, aKTUBMPOBABLUMWA [AaHHOE
npasuno. Beeante HayanbHbIM NOPT.

¢ KoHeuHbIt NnopT (OTKPbLITLIN) — MOPT, UK AMana3oH NOPTOB, UCMO/b3YEeMbI YAANEHHOM
CUCTEMOM NpK OTBETE HAa MCXOAALLMI 3anpoc. 3anpoc Yyepes OAUH M3 AaHHbIX NOPTOB
6yaeT nepeHanpaB/ieH Ha KOMMNbIOTEP, aKTMBUPOBABLUMIA AaHHOe npasuno. Beeaute
KOHEYHbI NopT.

++ [poTokon — BbibepuTe NPOTOKOA, UCMONb3YEMbIN ANA OTKPbITbIX NopToB: TCP, UDP mau
TCP/UDP.

Haxkmute KHonKy «CoxpaHWUTb», 4TObObl COXpPaHUTb HOBOe NpaBwno, «Hasaa» — Ana Bo3spaTa
Ha npeablayuiee MeHto U KHOMKY «OTMeHa» ana yaaneHusa BBeAEHHbIX 3HAYEHUN.

Y106bI MPOCMOTPETL M YAANUTb CO3L3aHHbIE MPaBWAa ANA CMUCKA MPUIOKEHUN HAXMUTE
KHOMKy «Port Triggering Summary».

e PocTtenekom

OBWMIA CNUCOK TPUITEPA NOPTOB

OuncTHTs [Mpunomesne OuanazoH TpMITEpa NOPTOE Omnanazon OTKPLITHIX NOPTOE
Haqr?gll}::l bIW Hnll-llii.‘}'-;jl:lrhlﬁ — Hau:g;: bIW HDII-II?}'-FIJI:IrhIﬁ P—
CalistalPPhone 5190 5190 TCP 3000 3000 TCP
@ AimTalk 4093 4099 TCF 319 31N TGP
|:| Asheron's Call 9000 2013 UDF 9000 013 LUDP
|:| CalistalPPhone 5190 5190 TCP 3000 3000 TCP
] DeltaForce 3563 3563 UDF 3100 3999 TCRUDP
] 102 4000 4000 UDF 20000 20039 TGP
|:| Met2Phone ga01 @501 UDF G801 501 LUDP
] - 0 0 - 0 0 -

COXpaHnTL

AnAa ypaneHvAa npaBuia OTMeTbTe HeObXOAMMOE MNPUIONKEHUE U HAXKMUTE KHOMKY
«CoxpaHUTby.
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4.3.4 ADSL

BbibepuTe NyHKT meHto «PaclumpeHHan HacTpomKa» -> « ADSL».

Pessum ADSL @ ABToONpegeneHue

IMMEX A W

BMNNEX AL
Tun ADSL :

IAMNMEX M

IWHMEX AL

B none «Pexunm ADSL» BbibepuTte pexum ADSL, npegocrtaBasembiit NpoBanaepom:

X/
o

ABTOOMNpeaeneHne — aBTomatmyeckoe onpegeneHue craHgapta ADSL.
ADSL2+ — no 25 M6éut/c.
ADSL2 — no 12 Méut/c.
G.DMT - go 12 Méwut/c.
< T1.413 - po 15 MéwuT/c.
< G.lite—po 1,5 M6ur/c.
HNanee B none «Tun ADSL» Bblbepute TMn ADSL coeauHeHusa, npenocTaBasemMbii
npoBanaepom:
«» ANNEXA.
< ANNEXA/L.
< ANNEX M.
% ANNEX A/1/J/L/M
HaxkmuTe KHonKy « COXpaHUTb» A5t COXPAaHEHUA U3MEHEHUN.

X/
o

X3

*

R/
A X4

X/
*

4.3.5 QoS

BbibepuTe NyHKT MeHto «PaclimnpeHHasa HacTpoika» -> «QoS».

4.3.1.3 bBnok Kauecmeo obcnyxcueaHus (QoS)

Qo3 @ Brnigunts BblKNIOYHTE
Aucupnnuna : ) WRR @ Strict Priority
Pestum WRR © Hanesiclumi; £ Bhicokwii; £ CpegHuii| 2 HusHui:| 1 (3HAYEHNA: 1~15)

| CoxpaHuTe |[ Rule&Action Summary ]

BNIOK copepRuT cnegytowme HacTPOMNKM:

+* QoS — aKkTMBauUMA/aeaKTUBaLMA UCMOb30BaHMA QOS.

< OucumnanHa — Bblbop pexuma QoS. Bbibop 3HauyeHua «WRR» obecneunsaer
npumeHeHne npasun odepeam, Bblbop 3HayeHusa «Strict Priority» npepoctasnset
BO3MOXHOCTb MCNONb30BaTb NPaBM/Ia CO CTPOTMMM NPUOPUTETAMU A/1A Pa3HbIX TUMOB
nepeaaBaemMblIX AaHHbIX.
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+ Pexxum WRR — 3HauyeHMA npuoputeTos: HauBbICWIMIA — BbICWINI, BbICOKMIA — BbICOKUIA,
CpeaHnin — cpegHuii, HU3KMIN — HU3KMI. 3HaYeHMA BbICTAaBAAOTCA B AnanasoHe oT 0 go
15, yem 6osblle 3HAYEHME, TEM BbILLE NPUOPUTET.

¢ KHonka «CoxpaHuUTb» MpegHa3HayeHa A1 COXpPaHeHWA BbIOPAHHbLIX MapameTpoB
pexnma QoS.

+ KHonka «Rule&Action Summary» npegHa3HayeHa Aaa NPOCMOTPA MHPopmaumMu no
cylecTsyowmm npasmnam QoS.

O6wwe HacTpolku QoS

Npasuno [ewcTEMA
HazHaueHne NCTOYHHE
IPRITOS AR 802 1p
# | BrmioswTe | Suswueckwe nopte | MAG agpec MAC anpet  Mporoken ID |WLAN ID 802.1p (DSCP) ' Ouepegs &
IPMacka IP/Macka (DSCF) MepemapkupoBKa MNepemaprupoera

Owanasod nopToe |dwanascH NopTos
! f
| |

4.3.1.4 bBnok lMpaesuno (Rule)

Homep npasuna: 0 -
Npasune : @ Bymouwrs ) BuikniounTs

Npunozedne © IGMP

I I I O = R A

LANT | LANZ | LAN3 | LANS

O| 0| 0|8

WILANT [WLANZ [WLANS [WLANE

PUSHUECKHE NOpTHI -

MAC agpec Ha3HAYEHHA :
IPva/lPvE : 224.0.0.0
MackaMpegurc © 240.0.0.0
[uanasoH nopTosE : ~
MALC agpec WCTOYHKEKA :
IPw4/IPvG :
WMacka/Npeduks
[ManasoH NopTos : ~
MpoTokon 10 : -
AOuanason VLAN ID : ~

Mone PPDS: @ ppoos O pscp
IP Precedence Range
AuanazoH NnpHopHTeTHRIX P 0 - ~ -
afpECOE

Tun cepeuca . CrangapTHoe oficnyxiBanne -
DSCP guanasoH : ~ (3Hauenune: 0~63)
2021p: 0 »~ 1 «

Mone PPDS: O ppos @ pscp
IP Precedence Remarking :

Type of Service Remarking :

DSCP Remarking : (3Hauenne: 0~63)
802.1p Remarking : - -
Ouepegb #: -

B 6n10Ke «[MpaBnno» HacTpamMBatoTCA ceaytowme napameTpsi:

+* Homep npaBuna — B CUCTEME MOXKHO cO34aTb 40 16 npaBun QoS, BbibepuTe B JaHHOM
CNUCKe naeHTUdUKaTOp co34aBaeMoro npaBsuna.
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s MNpaBuno — akTMBaLMsA/AeaKkTMBAUMA BblbpaHHOro npasuna B cnucke «Homep
npasuna».

X/
L X4

X/
°

X/
°

X/
°

X/
°

I'Ipmno>+<eHv1e — B AaHHOM CnuncKe BbI6MpaeTCﬂ NPOTOKOA, ANnA KOTOPOro co3faértca
npasunno QoS. B cnucke nmetotca cnegyrouwme npoToKoibl:

v IGMP (MHTepHeT Group Management Protocol) — npoTtokon ynpaBneHus
rpynnosoi (multicast) nepegayelt 4aHHbIX B CETAX, OCHOBAHHbIX HA NPOTOKO/E
IP.

v' SIP (Session Initiation Protocol) — npoTokon nepesayn [AaHHbIX, KOTOPbIN
onucbiBaeT cnocob yCTaHOBMEHMA U 3aBEPLUEHNA NONb30BATENbCKOrO MHTEPHET-
CceaHca, BK/OYalOLWero obmeH MyNbTUMEAUNHbIM COAEPKUMbIM (BUAEO- WM
ayAMOKOHbepeHUMA, MTHOBEHHbIE COOBLLEHWNA, OHNANH-UTPbI).

v/ H.323 — cTeK NpoTOKONIOB A1A nepefayn AaHHbIX MyAbTUMeAuMa Mo CeTAM C
NnakeTHoM nepeaayen AaHHbIX.

v" MGCP (Media Gateway Control Protocol) — npoTokon KOHTpoNa Meama Wt308,
ucnonb3ylowmmnca B pacnpegenéHHolx VolP-ceTAx nepegaun rosnoca no
npotokony IP.

v" SNMP (Simple Network Management Protocol) — npocToit npoToKon ceTeBoro
ynpaBaeHus, UCNONb3YIOWNINCA ANA yNpaBieHMA ycTponcTBamm B IP-ceTax Ha
ocHose TCP/UDP.

v" DNS (Domain Name System) — cuctema AOMEHHbIX MMEH, MCMOb3YIoLWaACcA ANA
noay4yeHma MHGOPMaLUM O OMEHAX.

v' DHCP (Dynamic Host Configuration Protocol) — npoTokon amHamuyeckom
KOHOUrypauum y3na, WUCNONb3YIOWMACA ANA aBTOMATUYECKOro NoayvyeHuA
ceTeBoi KOHOUrypaLmn ycTpoicTea.

v RIP (Routing Information Protocol) — npoTokon mapLpyTusaummu, NPUMeHAEeMbIi
B HebObLUUX ceTAX.

v' RSTP (Rapid Spanning Tree Protocol) — Bepcua npotokona STP ¢ ycKOpeHHOM
pekoHburypaumnen pepesa, WCNONb3YIOWErocA ANA WCKAKYEHWA neTenb
(MckntoueHnAa pybaMpylOWMX MapLUpyTOB) B COEAMHEHUMAX KOMMYTATOPOB
Ethernet ¢ gy6nnpyrowmmm AMHMAMMU.

v' RTCP (Real-Time Transport Control Protocol) — npoTokon, Mcrnonb3yembii
COBMECTHO C npotokonom RTP pana ynpaBneHuAa nepepadveit B peasibHOM
BpemeHu.

v' RTP (Real-Time Transport Protocol) — npoTokon nepegayn AaHHbIX B peaibHOM
BpemeHu.

®ur3myeckne NnopTbl — OTMETbTE B Tabsmue nopTbl, KOTopble ByayT MCNONL30BATLCA ANA
nepeaayun AaHHbix No BbibpaHHOMY B none «lpunoxeHue» npoTtokony. LAN — nopTbl
nokanbHo cetn, WLAN — nopTbl BUPTYaNbHOM CETU C AOCTYNOM B MIHTEpHeT.

MAC agpec Ha3HayeHua — MAC-agpec ycTpOICTBa CETM Ha3HAaYeHuA.

IP/IPv6 — IP-aapec B ceTax |IPv4 nnu IPv6 yCTPOMCTBA CETU Ha3HaYeHuUA.

Macka/lMpedukc — macka noacetn IPv4d wan npedukc IPv6 ycTpoicTtea ceTu
Ha3HayeHuA.

[nana3oH NopToB — AMana3oH NOPTOB HA YCTPOMCTBE CETU HA3HAYEHMA, NPUHMMAIOLLNX
n nepeaatowmx TpadmK OT yKa3aHHOro NpOTOKONA.
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X/
L X4
X/
L X4
X/

L X4

X/
L X4

X/
L X4

X/
L X4

X/
°

MAC agpec nctouHmka — MAC-agpec ycTpoincTBa CETU UCTOUYHMKA.

IPv4/IPv6 — IP-agpec B ceTax IPv4 nnu IPv6 ycTpoiicTBa CETU MCTOYHMKA.
Macka/MpedurKc — macka noacet IPv4 unu npedukc IPv6 ycTpoiicTBa CETU UCTOUYHUKA.
[nana3oH NOpTOB — AMaNa30H NOPTOB HA YCTPOMCTBE CETU UCTOYHMKA, MPUHUMAIOLLUX
n nepeaatowmx TpadmK OT yKa3aHHOro NPOTOKONA.

MpoTokon ID — B AaHHOM CNUCKe BblIBMpPaeTca NPOTOKOAN A ynpaBaeHua Tpadukom B
pamKax co3gasaemoro npasuaa QoS:

v' TCP/UDP — coBmecTHOe 1cnonb3osaHue npotokonos TCP n UDP.

v" TCP (Transmission Control Protocol) — 0aMH 13 OCHOBHbIX CETEBbIX MPOTOKONOB
NHTepHeTa, npegHa3HAYeHHbIN ANA YNpaBieHMA nepesadven JaHHbIX B CETAX U
noacetsax TCP/IP. NMpoTokon TpebyeT NoATBEPKAEHUA NONYYEHUA AAHHbIX.

v' UDP (User Datagram Protocol) — oAMH M3 OCHOBHbIX CETEBbIX MPOTOKONOB
NHTepHeTa, npeAHa3HaYeHHbIM ANA nepefayn AaHHbIX B CETAX U noaceTsax
TCP/IP. MpoToKoA He TpebyeT NOATBEPKAEHWUA MONYYEHUA AAHHDBIX.

v' ICMP (UuTepHeT Control Message Protocol) — ceTeBoit npoTOKOA, BXOAALLMIA B
ctek npoTtokonos TCP/IP, ucnonb3yemblit Ana nepepayn coobuieHnin o6
OLWMBKAX U APYrMX HELITaTHbIX CUTYaLLMUAX.

v IGMP — (UuTepHeT Group Management Protocol) — npoTokon ynpasneHus
rpynnosoi (multicast) nepeaayent AaHHbIX B CETAX, OCHOBAHHbLIX HA NPOTOKO/E
IP.

OunanasoH Vlan ID — pguanasoH wuaeHTudumkatopos VLAN, KoTopble 6yayT
MCNONb30BaTbCA B co34aBaemom npasune QoS.

Mone IPP/DS — B gaHHOM nosie BbibMpaeTca TUN AeNCTBMA ANA CO34aBaemoro npasuna
QosS:

v' IPP/TOS (Tvn obcnyskmMBaHua) — npu BbibOpe AaHHOro TWna HasHayaercs
NpPUOpPUTETHOCTL Yepes nHpopmaumio o6 IP-agpece.

v' DSCP (koa, anddepeHUMpoBaHHOro obcnysKMBaHMA) — nNpu Bbibope AaHHOro
TMMNa Ha3Ha4aeTca npuopuTeTHocTb Yepe3s DHCP, KoTopblit oTHocKT IP rpynny K
COOTBETCTBYIOLLEMY Kaaccy 06cnyxumBaHumA.

IP Precedence Range ([wana3oH npuoputeTHbix IP agpecoB) — pauanasoH |IP-
NPMOPUTETHOCTU, WUCNONb3YEMbIM poyTepom ans auddepeHUMpoBaHMA TpaduKa.
[laHHOe none A0CTYNHO TO/IbKO Npu Bbibope 3HayeHuaA IPP/TOS 8 none IPP/DS.

Tun cepsuca — TMN 06CNYKMBAHWUA, WUCNONb3yEMbIA POYTEPOM MO OTHOLIEHWUIO K
TpaduKky. [laHHOe none AOCTYNHO TONAbKO npu Bbibope 3HayeHua IPP/TOS B none
IPP/DS. locTynHbI cheaylouine 3HayeHuma:

v CraHpapTHoe 06Cay)unBaHue — cTaHaapTHbIN TUN.

V' MuHMManbHas 3a[epKa — MUHUMa/bHasA 3a/lepiKKa.

v' MaKkcMmanbHasa MpornyckHas CcrnocobHOCTb — MaKCMMasibHaa MponycKHas
CNOCOBHOCTb.

V' MakcMManbHan HagéKHOCTb — MaKCMMabHan HagEXHOCTb.

V" MuHMManbHas CTOMMOCTb — MMHUMAa/IbHas CTOMMOCTb.

OnanasoH DSCP- pauwanasoH ana guddepeHumpoBaHua Tpaduka. [laHHoe none
[OCTYNHO TONbKO Npu Bbibope 3HaveHnsa DSCP 8 none IPP/DS. 3HauyeHuMa BbIGUpatoTca B
Awnana3oHe ot 0 o 63.
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X/

%+ 802.1p — ananasoH NpUOPUTETHOCTM 1A CO34aBaeMoro npasuna.

4.3.1.5 bBnok Mpasuno (Action)

+* MMone IPP/DS — T1n aeiicTeua ansa cosgasaemoro npasuaa QoS.
+* IP Precedence Remarking — 3HaueHune IP-npuopuTETHOCTU AN MAPKUPOBKU TpaduKa.
[laHHOe none AO0CTYNHO TO/IbKO Npu Bbibope 3HayeHua IPP B none IPP/DS.
¢ Type of Service Remarking — TMn ob6cnyKnBaHMA gna MapKUMPoOBKM TpaduKa. [JaHHoe
nosie AOCTYMHO TONbKO Mpu Bbibope 3HauyeHus IPP/TOS B none IPP/DS. [ocTynHbl
cnegyolme 3HaYeHuA:
v CTaHgapTHoe 06Cay»unBaHWe — CTaHAaPTHbIN TUN.
V' MuHMManbHasn 3a4epiKKa — MUHMMa/bHasA 3a4epiKKa.
v' MakcMmanbHas MponyckHas CNoCOBHOCTb — MaKCMMasbHaa MpomnycKHas
CNocobHOCTb.
V' MaKcMManbHan HaaéKHOCTb — MaKCMMabHas HagEMHOCTb.
v" MUHMManbHas CTOMMOCTb — MMHMMAa/bHasA CTOMMOCTb.
+» DSCP Remarking (Mapkuposka DSCP) — 3HaueHue npuoputeta DSCP Ans mMapKMpPOBKHU
TpaduKa. [laHHOe none A0CTYNHO TO/IbKO Npu Bbibope 3HayeHma DSCP 8 none IPP/DS
¢+ 802.1p Remarking (Mapkuposka 802.1p) — TN nprMopuTeTa 414 MaPKUPOBKM TpaduKa.
BbibepuTe cnepyowmin Tun TpadmKa:
v Key Net Traffic (RIP, OSPF) — ceTeBoW TpaduK C UCMONb30BAHNEM MPOTOKO/IOB
mapuwpytmnsaumm RIP n OSPF.
Fonoc —ronocoBor TpaduK.
Buaeo — Buaeo tpaduK.
IGMP — rpynnosasa nepegaya AaHHbIX.
OcHoBHble AaHHble — 0bbl4YHaA nepeaaya AaHHbIX.
+ Ouepeap # (OuepéaHoCTb) — 3HaYEHNE NPUOPUTETA B OTHOLLEHUN AEUCTBUA.

ANENENEN

Haxkmute KHoNKy «[06aBuUTb» A8 COXPaHEHWA NPaBWAa, KHOMKY «YAanuTb» — ANA OTMEHbI
BBEAEHHbIX 3HAUYEHWNIN U KHOMKY «OTMeHa» ANA BbIXOAa U3 TEKYLLErO MEHIO.

4.3.6 IPTV
BbibepuTe NyHKT meHto «PaclumpeHHan HacTpomKa» -> «IPTV».

JaHHbIM NYHKT MEHI0 NpeAiHa3HayeH Ana HacTpoku dyHKuum Bridge ana cepsuca IPTV.

4.3.1.6 bnok Hacmpolika IPTV Bridge

BrniounTe IPTV Bridge © @ Brniguuts BhIENKYUT
Hauwmenosanue : bri
Upstream interface ;. WANOWC 1 -
Bnok «HacTpolika IPTV Bridge» coep»kuT cneaytouime napameTpbl 419 HACTPOMKU:

«»* BkawouuTb IPTV Bridge — akTMBauma/aeaktmsauma dyHkumnm Bridge ans cepsuca IPTV.

CrpaHuua 64 ns 89

e Poctenekom



PyKkoBoACTBO Mo/sib3oBaTens
4. OnucaHve meHo web-nHTepdelica 65

X/
L X4

X/
L X4

HanmeHoBaHMe — HAaMMEHOBaHMWe YCTPOMCTBA.
Upstream interface — yKa3blBaeT KaKOW BWUPTyasibHblA KaHa/l WMCNONb30BaTb ANA
BELaHMA.

4.3.1.7 bnok FastLeave

X/
°

BrnwunTe Fastleave : Brnioynte '@ BuiknoynTs

Fast Leave — aKtuBumpyeT/aeaktusmpyeT ¢GyHKUUIO BbICTPOM BbIXOAa C KaHana 6es
o¥unaganua IGMP 3anpoca.

4.3.1.8 bnok Hacmpoliku unmepdgeiica

IP wiTepdeiic . @ Brnmuute BhlKNIYHT b
Tun agpeca @ @ Nunamuueckuil IP agpec
CTaTuueckuid IP agpec
Crarnueckui IP agpec : [172.16.10.1
Macka nogceTn | [255.255.255.0
Winws : [172.16.10.2
MAT . BrnwuuTe
OnHamuyeckoe

pacnpegenedne LAN nopToB | @ BenwouuTe BaIKNOYUTE
Ha ocHose DHCP onuww 60

Nposangep 1: MSFT
Nposaiigep 2 :
Npoeangep 3

Bnok HacTpoiku nHtepdeiica coaepXuT cneayowme napameTpbl 418 HaCTPOMKM:

<
<
<
<
<
<

X/
L X4

IP UHTepdeic — akTnBauma/aeaktnsaums IP-untepoeica ans IPTV.

Tun agpeca — Tmn IP-agpeca: guHamumyecknin IP-agpec namn ctatmyeckuii.

Cratnueckmm IP agpec — ctatnyecknii IP-agpec.

Macka noacetv — macka noaceTu.

Wnto3 — IP-agpec wtosa.

NAT — ncnonb3oBaHue Npeobpa3oBaHUA CETEBbIX a4pECOB.

OnHamunyeckoe pacnpegeneHne LAN noptoB Ha ocHose DHCP onuum 60 -
MCNONb30BaHMe AnHammyecKoro pacnpegeneHna LAN-nopTos, OCHOBaHHOro Ha DHCP-
onumu 60.

Mposaigep 1.3 — HaMmeHOBAHWA nNoOCTaBWMKOB WHTepHeT-ycayr. [laHHoe none
[OCTYNHO TO/NIbKO Mpu Bblbope akTMBauuu nonsa OuHamuyeckoe pacnpegeneHve LAN
nopTtos Ha ocHose DHCP onuun 60.
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4.3.1.9 bnok Hacmpolika nopmoes

Baxno : Bol Mo#eTe HAZHAYETE TONBKD TE CEPBEWCHI, KOTODbLIE HACTPOEHDL B pEXHME MOCTA.

Cepauct ADSL ;. [MopT M2

Cepencel Ethernet : [Nopt Mal —

Ethernet : [MopT M2 D D D
11213 |4

WLAN ;. MopT M2
11234

Bnok «HacTpoika NopToB» COAEPKUT CneayroLlime napameTpbl 418 HACTPONKM:

+*» Cepsucbl ADSL — BbI6Op BUPTYyaibHOro KaHana nHtepdeiica ADSL.
+»» Cepsuchbl Ethernet — Bbibop BUpTyanbHOro KaHana uHTepoeiica Ethernet.
++ Ethernet — Bbibop nopta nHTepdelica Ethernet.

o

<+ WLAN - BbI6Op nopTa BMpTyanbHol LAN.

Haxkmute KHoOMKy «COXpaHWUTb» AR COXPaHEHUs BblBpPaHHbIX MapPameTpPoB, MAM KHOMKY
««OTMeHa» A/19 OTMeHbI BBEAEHHbIX NapaMeTpoB.

4.3.2 ALG
BbibepuTe NyHKT MeHto «PaclumpeHHaa HacTponKka» -> «ALG».

JaHHbIA NYHKT MEHI0 npefiHasHayeH Ans HacTPohku ¢yHKuui cepBuca ALG. PyHkumsa ALG
pa3pellaeT YCTAaHOBKY HacTpamMBaemblx 06xoaHbix NAT-GUALTPOB B LWAO3E C LEbko
nogaep’Kkn npeobpasoBaHMA aapecoB M MNOPTOB A1 HEKOTOPbIX MPOTOKOJIOB YPOBHA
NPUNOXKEHUA TUMA KKOHTPOb/AaHHbIE», KaK Hanpumep FTP, H323, IPSEC u T.4.
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fip © @ Brnwoynte ) BeiknoyuTh
h323 : @ Brnwunte ) BeiknmouuTe
nsp: @ Brniounte ) BuiknouuTh
Ztp © @ Brnwuwte ) BelknmudTe
ipgec © @ Brmwounte ) BuiknouuTh
gip : ) Benwyute @ BuiknmunTs

ftp — akTMBMpPYET/AEaKTUBMPYET BO3MOXKHOCTb FTP-KNMeHTam M cepBepam nepepasaTtb
JaHHble yepes NAT.

h323 — akTuBMpyeT/OeakTMBMPYET BO3MOXHOCTb KauMeHTam Microsoft NetMeeting
0bMeHnBaTbCA AaHHbIMKM Yepe3 NAT.

rtsp — aKTMBUPYET/OeaKTMBUPYET BO3MOMKHOCTb OMpeAenéHHbIM Meamna-naeepam
CBA3bIBATbCA C CEpBEPaMM NOTOKOBbIX MeaMa-gaHHbix Yepes NAT.

[2tp — aKkTMBMpYeT/AeaKkTMBMPYET BO3MOMKHOCTb MpoToKony L2TP co3paBaTh ceccuu
TOYKa-TOUKa Yepes ceTb MHTepHeT Yepes NAT.

ipsec — aKTuBMpyeT/AeaKTUBMPYET BO3MOXHOCTb npoTokony IPSEC npumeHATb
anropuUTMbl WMPpPoBaHUA U NpoxoxaeHue IPSec-TyHHenel yepes NAT.
sip — aKTUBMPYeT/O4eaKTMBMPYET BO3MOMKHOCTb MpoToKoay SIP ycTaHaBAMBaTb M

3aBepLuaTb nonb3oBaTeNbCKue WNHTEPHEeT-CeaHchbl, BKNHOYAIOLLETO obmeH
MY/NbTUMEOUMAHBIM  COOEPKUMbIM  (BUAEO- W ayaMOKOHEpEeHUMs, MrHOBEHHble
coobueHns, oHNanH-nrpobl) Yepes NAT.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA COXpaHeHUA BbIBpaHHbIX NapameTpos.

4.4 TyHKT MmeHI0 YnpaBneHue A0CTyNom

[aHHbIN NYHKT MEeHI0 NpeAHa3sHayeH ANnA ynpaBAeHUsa PasNIMYHbIMK BUAAMW A0CTYNa B CETb.
MYyHKT MEHIO COAEPKUT Cneaytoline BKAaAKN:

SMNMP UPnpP DDOMNS DUNETp

PoguTeneckue

X/
L X4

<
<
<
<
<

X/
°

KOHTpONb

SNMP — HacTpoWKa npoTokosia SNMP.

UPnP — HacTpoWKa cpegbl UPnP.

DDNS — HacTpolika auHamudeckoro DNS-cepBepa.

ACL — HacTpoWKa cnunckoB goctyna ACL.

®uUNbTp — HACTPOMKA PA3/IUYHBIX BUAOB GUALTPALUMN.

PoauTenbCKMii KOHTPOJIb — HAaCTPOMKA POAUTENBCKOrO KOHTPONA.

USB — HacTpoMKa pa3nnyHbIX YCTPOWUCTB, NOAKAIOYAEMbIX K poyTepy Yepe3 USB-nopr.
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4.4.1 SNMP

BbibepuTe NyHKT meHto «YnpasaeHue goctynom» -> «SNMP».

4.4.1.1 bnok SNMP

SNMP :
SNMPY3 :

Get Community ;
Set Community :
Trust Start IP .
Trust End IP :
Trust Start IPv§ :
Trust End IPv§ :
Trap Manager IP :

2 BrnouyuTe BoIKNHOYHT b
2 BenwynTk BoiknioynTL
0.0.0.0
0.0.0.0
0.0.0.0

Trap Manager IPvE : ::

68

[aHHbIA NYHKT NO3BONAET HAaCTPOWUTb UCNONb3oBaHWe npoTokona SNMP u ero nmapameTtpel.
AKTUBMPYIMTE ucnonb3osaHune npotokona SNMP B none «SNMP», a TakKe Mcnonb3oBaHue
npotokona SNMP Bepcum 3 B none «SNMPv3» npu HeobxogmumocTu. [lanee HacTpamBaroTca

cneaytolime napameTpbi:

« Get Community — naponb Ans ynpasnatouiei ctaHumn SNMP ans nonyyeHua Bxogawmx
3anpocos Get n Get next.

)/
3anpocos Set.
)/
)/
)/
)/
)/

7

4.4.1.2 bBaok SNMPv3

[aHHbIM 610K AoCTyneH ToAbKo Npu aktueaummn nona SNMPv3 B 6n1oke SNMP.

IMA nonbzoBaTenA
MNpaBune gocTyna :
MpoToKen ayTeHTHRHEALMH ;

Mapone :

MNpoTokon
KOHGMZEHLMANBHOCTH

Mapone :

\‘ Poctenekom

#* Trust Start IP — HayanbHbI HaaéxHbIN IPv4-agpec.
#* Trust End IP — KOHeYHbI HagéxHbIN IPv4-agpec.

% Trust Start IPv6 — HauanbHbIN HagEXHbIN IPv6-agpec.
% Trust End IPv6 — KOHeYHbI HagéxHbIM IPv6-agpec.

RO -
WMDS -

(&~31 cumBonoB)

DES =

(&~31 cumBonoB)

% Set Community — naponb ans ynpasnawowei ctaHumm SNMP ans nonyvyeHns BXoasawmx

% Trap Manager IP — IPv4-agpec ycTpoincTBa, ynpasasatoLwero sanpocamm Trap.
%+ Trap Manager IPv6— IPv6-agpec ycTpoiCcTBa, YNpaBAsIoLLEro 3anpocamu Trap.
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B aaHHOM 610Ke HacTpamBaloTCA Ceaytolme napameTpbl:

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

Mma nonb3oBaTena — 3aganTe MMa Nonb3oBaTena gna ayTeHTudmnKaumm.

MpaBuno Aaoctyna — BblbepuTe MNpaBUMNO AOCTyna M3 BblNagatowero cnucka: RO —
TONbKO Ha YTeHue (read only) nanm RW — Ha yteHuMe u 3anuchb (read-write).

MpoToKon ayTeHTUGUKauMn — BbibepuTe NPOTOKON ayTeHTUPUKALMMU, OCHOBAHHbLIN Ha
anroputmax MD5 wam SHA. B gaHHOM none 3agaértca 6e30MacHOCTb Ha YpPOBHe
nonb3osaTens.

Maponb — BBEAUTE NAPOAb NOSIb30BATENA.

MpoTokon KoHdMaeHUManbHOCTM —  BblbepuTe NPOTOKON  ayTeHTUdMKauumm,
OCHOBaHHbIN Ha anroputmax DES wam SHA. B gaHHOM none 3a4aétca BO3MOXHOCTb
wudposaHUa HGopmaLmu.

Maponb — BBEAUTE NAPOAb WNGPOBAHNA AAHHDIX.

HaxkmuTe KHonKy « COXpaHUTb» AR COXPaHEHMA BbIOPAHHbLIX NAapameTpoB.

4.4.2

UPnP

BbibepuTe NyHKT MeHto «YnpasaeHue goctynom» -> «UPnP».

UPnP: @ Brnmuwres BhIENOYHT b

ABTO-KOHBUTYPAUMA | @ BrngyuTs BrikntounTe (4epes UPNP npunosetne)

JaHHbI NYHKT NO3BONIAET aKTMBMPOBATb MCNO/b30BaHMe TexHoAorum UPnP. TexHonorna UPnP
(The Universal Plug and Play) no3sonseT KOMMNbOTEPY aBTOMATUYECKM HAaXO04MTb, NOAKAOYATL
M HacTpaMBaTb YCTPOMCTBA ANA PAabOTbl C NOKaNbHbIMM CETAMU. AKTUBMPYITE MCNONb30BAHNE
cnybbl UPNP B none «UPnP». PoyTep TaKKe MOMKET BbINOJHATL aBTOMaTUYECKYHO
KOHpUIrypaumilo ycTPOMCTB, ucrnonb3ywlmx UPnP, KoTopas aktmBupyetcs B none «Auto-
configured».

HaxmunTte KHOMKy «CoXpaHUTb» AN1A COXPAaHEHMA BbIOPAHHbIX MapameTposB.

4.4.3

DDNS

BbibepuTe NyHKT meHto «YnpasneHue aoctynom» -> «DDNS».,

Ounamuueckwi DNS © @ Brngyurs BhIKNH4ATE
CepBuc npoBaigepa : www.dyndns.org www.dyndns.org
l1mA xocTa !
IMA nonbzoBaTenA
Mapone :

Nopoepsra walnoHos @ @ Mg HeT
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[aHHbIA NYHKT NO3BONAET HACTPOUTb AMHAMMYECKY CnyxKby aomeHHbix MMEH (DDNS —
Dynamic Domain Name System). Cny:x6a DDNS npumeHseTca gna HazHayeHMA NOCTOAHHOrO
AOMEHHOIo MMeHU NtoboMy CETEBOMY YCTPOMCTBY C AMHAMMYECKUM IP-agpecom. I3TO moXeT
6biTb IP-agpec, nonyyeHHoin no DHCP wnan no IPCP B PPP-coeguHeHuax (Hanpumep, npwu
yOanéHHomM goctyne yepes mogem). [lpyrne yctpoinctea B MHTepHeTe MOryT yCTaHaB/AMBaTb
coeguMHeHMe C 3TOM MalIMHOM NO AOMEHHOMY MMEHM W fJarKe He 3HaTb, 4To IP-agpec
n3MeHuncA. AKTUBUPYIMTE MCnonb3oBaHue cnyxbbl DDNS B none «uHamuuecknin DNS» m
YKaxuTe cneaytolime napameTpbi:

+ CepBuc npoBaligepa — BblibepuTe M3 CNUCKa aapec CepBUC-NpoBaiiaepa,
npenocTasaatowero ncnonbsosaHme DDNS.

Mmsa xocTa — Mma cBOEro XoCT YyCTPOMCTBa.

MUma nonb3oBaTens — NOrMH ana ncnosb3osaHmsa DDNS.

MNaponb —naponb gna ncnoabsosaHma DDNS.

MNoaaeprkka WabnoHOB — UCNONb30BaHME 3apaHee Co34aHHbIX WabaoHOB.

X/
L X4

X/
L X4

X/
o

X3

*

Mepen Tem, Kak wucnonb3oBaTb cay»kby DDNS, HeobxoguMmo 3aperncrpmpoBatbca Y
COOTBETCTBYIOLLErO CEPBUC NpoBangepa.

HaxkmuTe KHonKy « COXpaHUTb» ANA COXPaHEHMA BbIOPAHHbIX MAapPaMeTpoB.
44.4 ACL

BbibepuTe NYHKT MeHto « YnpaBaeHue 4octynom » -> «ACL».

[laHHbI NYHKT NO3BONAET HAaCTPaMBaTb CNMCOK KOHTPOA A0CTyNa ANA Pa3/IMYyHbIX NPOTOKO/N0B
N ceTeBbIX CNYXKO.

4.4.1.3 bnok Hacmpolika docmyna K cepsucam

Services LAN ViUAN Port
HTTP EKIMHIUMTE ] exmounts &0
HTTP & ERITHIUMTE [ ermounres 443

TELHET EKIMHUMTE [ exmouwrs 23

55H EKMIOUHTE |:| EKMIUHTE ey

FTP wia USB ] exmounrs ] exmounrs 21
ICMP echo EKMHMHTE |:| EKMIOMHTE 0
SAMBA EKMTHAHTE D EKMHAUHTE 0

OocTyn K ynpasnanwusm cepaucam (HTTP, HTTPS, telnet, SSH)

@ Beem ) Mo macke

IPagpec |0.0.0.0

Macka ceTu |255.255 255 255
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B maHHOM 6/10Ke nepeuncneHbl cay»Kbbl U NPOTOKO/bI, AN KOTOPbIX MOXHO aKTMBMPOBATb
poctyn depe3 nopt LAN wu/unm WAN, Homepa nopTa. YcTaHOBUTE (Ia’kKM HanpoTuB
COOTBETCTBYHOLMX CNYXKO WM NMPOTOKONOB, @ TaKXKe YKaxXute Homep nopTta B none «Port».
TakKe YyKaxute, Kak OyaeT ocCywecTBAATbCA AOCTYN K YNpaBAAOWMM CepBucam, nNpu
HeobxoAMMOCTH, paspelnTe AOCTYN TONbKO onpefenéHHbiM IP-agpecam nan guanasoHy IP-
agpecos.

4.4.1.4 bnok HazHayeHue KOHMPONbHbIX UHMepdgelicos

Cepeucu ADSL : [MopT M2

CepBucel Ethernet : Mopt Ml —

B maHHOM 6/10Ke yKa3biBaeTCcsi, KaKMM CeTeBbIM MHTepdelicam M noptam 6yayT Ha3Ha4eHbl
CNUCKM KoHTpona aoctyna (ACL).

Haxmunte KHOMKy «HasHauuTb» NS NOATBEPXKAEHWUSA BblOPaHHbLIX MAPaMeTPOB WMIM KHOMKY
«OTmeHa», ana cbpoca BBeAEHHbIX 3HAYEHUN.
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4.45 odunbtp

BbibepuTe NyHKT MeHto «YnpasaeHne Joctynom» -> «Punbtp».

Mactep Hactpoiika Pacwupennan RULEENERTTE
YnpaBneHune HacTpolku WHTepdefica  HacTpoiika AocTynom

ocTynom TenbCkme
Aocty! SNMP UPnP DDNS ACL OURLTP P"E:;:S;;L”e

O6cnyxumeanne  Cratyc

usB

IPMMAC dunsTpauMa

Buifiop TMNA GUNETRALMK

Buifiop TUNA Npaeuna © YepHulil CIHCoK -

Homep npasuna gna IRMAC
PUNETRaLMKH
Artnsen . @ na O Her

lHTepdeic . PVCD -

Hanpaenexue : Ofa -

1 -

Tun npasuna : IP -

IP agpec ucTovduka @ 0.0.0.0 (0.0.0.0 — nw6oi IP agpec)

Macka nogcetw : 0.0.0.0

Homep nopTa @ 0 (0 He MMEET ZHAYESHHA)
IP agpec HasHauyenus © 0.0.0.0 (0.0.0.0 — nw6oi IP agpec)
Macka nogcetw : 0.0.0.0
Homep nopTa @ 0 (0 He MMEET ZHAYESHHA)
DSCP: 0 (OnanazoH: 0~64, 64 HE HMEET IHAYEHUA)

MpoTtokon : TCP

‘#‘Annaen UHTepdei ‘H ! Anpec | A,qpe{?“ |“AC| Nopt | Mopt

|DSCP‘I1po10xon
|

[aHHbIN NYHKT NO3BONAET HAaCTpamMBaTb GUAbTPALMIO ANA CAeAYOLWMX BUAOB:

®,

< IP/MAC dunbtpaums — dpunbTpauma no IP u MAC agpecam.

®,

< OUNBbTP NPUNONKEHUN — GUIBTPALMNA ANA KOHKPETHbIX MPUNOKEHUN.
** URL ¢ounbtpauma — puabTpaumsa no KoHKpeTHbiMm URL-agpecam B MHTepHeTe.

4.4.5.1 duabmpayus no IP u MAC adpecam
BbibepuTte B none «Bbibop TMNa punbTpaymm» tun punbstpaumnm IP/MAC ¢unbTpaums.

4.4.1.4.1 bsioxk Tun npasujaa
Bbibepute B none «Bbibop TMna npaBuaa» TUM CNUCKA YCTPOMCTB, AOCTYN KOTOpbIXx byaer
KOHTPO/IMPOBATLCA.
+* YépHbI cnncok — GopMMpPOBaHME CMMCKA YCTPOMCTB, AOCTYM B CeTb KOTOpbIM byaeT
3anpeLLéH.
¢ PaspeléHHbli CnUCOK — GOPMMPOBaHME CMUCKA YCTPOWMCTB, AOCTYN B CETb KOTOPbIM
b6yaeT paspeLén.
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4.4.1.4.2 bsiok HacTrpoiika npasua no MAC puibTpanuu

X/

** Homep npasuna ana IP/MAC ¢unbTpaumm — MHAEKC npaBuaa ¢unbTpauum no IP u
MAC- agpecam.

AKTMBEH — aKTMBaLMA/0eaKTMBALMA HAacTpanBaeMoro npasuaa GuabTpaumm.
NHTepdelic — uHTepdenc, ncnonbsyemblii Nnpasnaom GuabTpaLMn: BUPTYabHbIA KaHan
(PVC), WAN unu LAN.

** HanpasneHne — HanpaBneHue TpaduKa, KoTopoe 6yaeT wucnonb3osatbea: 0643,
Bxoaswmin nnm Ucxoaawmin.

Twun npasun — T1n npasuna: IP-agpec unn MAC-agpec.

IP agpec ncTtouyHmKa — IP-agpec NCToYHKMKA.

Macka noaceTn — macka NnoAceTn UCTOYHUKA.

Homep nopta — Homep nopra.

IP agpec Ha3HavyeHua — IP-agpec HazHaYeHMA.

Macka noaceTu — macka noaceTn HasHavyeHums.

Homep nopta — Homep nopra.

DSCP — pauanasoH ans aunddepeHumpoBaHma TpaduKa. 3HavyeHua BBOAATCA
ananasoHom ot 0 go 63, 3HayeHMe 64 o3HAYaeT UTHOPMPOBAHME NOAA.

+* TMpoTokon — BbI6Op NpoTOKONa ynpasneHus Tpadukom: UDP, TCP, ICMP.

** MAC agpec — MAC agpec. [laHHaa HacTpoiKa AocTtynHa npu Bbibope MAC B none Tun
npasuna.

4.4.1.4.3 baok Cnucok IP/MAC ¢puabTpanuu

B naHHOM 6510Ke oTobparkaeTtcs MHPopMmauusa B BUAE Tabanubl O CyLWECTBYIOLWNX B cUCTEME
npasunax ¢unstpaumm no IP nan MAC agpecam.

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
o

X/
o

X/
o

X/
o

HaxmunTte KHOMKY «Ha3HauuTb» AN1A COXPAHEHUA HACTPOEK, KHOMKY «YAanuTb» — ANA yAaNEeHUA
Tabnunubl Npasun GUAbTPALUKN UM KHOMKY «OTMeHa» ans cbpoca BBEAEHHbIX 3HAYEHUA.

4.4.5.2 duabmpayus no npuaoxeHUAmM

BbibepuTe B none «Bbibop TMNa NpUNOKeEHN» TN GUAbTPaLUN PUNBLTP NPUIOKEHUN.

BoiGop TUNA GUNETRAUMY | QUNLETP NPUNDHEHA

©uneTp nprnowennil . @ apruennii ) He akTuBHbI
ICQICR : @ pPazpewnte ) JanpeTuTh
MSN : @ paspewwTe ') 3anpeTwTh
YMSG @ pPaspewmte ) 3anpeTuth
Real Audio/Video © @ pazpewnte ) 3JanpeTuThb

AKTUBUPYIWTE AaHHbIA BUA, PunbTpaumm B none «Bbibop Tmna ¢unbrTpaumnm». Mcnonbsys
GUNbTPALMIO MO MPUIOKEHMAM, MOMKHO pPaspewmnTb MAM 3anpeTuTb AOCTyNn CAeAyHLUM
cnyxbam:

* 1CQ - cnykba MrHoBeHHOro obmeHa coobueHnammn yepes UHTepHeT.
«* MSN — cny»kba mrHoBeHHOro obmeHa coobuieHnamm Microsoft Network.
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% YMSG — cny*kba mrHoBeHHoro obmeHa coobueHnammn Yahoo! Messenger Protocol.
+* Real Audio/Video — NOTOKOBbII MPOTOKON PEanbHOro BPEMEHM, UCNOb3YHOLMNCA ANA
ynpaBaeHns meana KOHTEHTOM B CETW.

Mocne BbINONHEHMA BCEX HACTPOEK HAXKMUTE KHOMKY « COXPaHUTb» UAN KHOMKY «OTMeHa» s
cbpoca BBeAEHHbIX 3HAUYEHUNA.

4.4.5.3 duaempayus no URL ¢punemp

Bbibepute B none «Bbibop TMNa ¢punbvTpaymm» tun punbtpaumumn URL dunbTp.

BeiGop Tuna guneTpauun . URL dunetp -
Axtueuposats URL gunstp © @ Beniouwre ) BuikniounTs
Brifop Tuna npasuna : YepHuld CNnCoK -
URL nHgeke © 1 =
URLixocT) -
|||"|H,ﬂ,E.KL':| URL agpec |

¢ AkTMBMpoBaTb URL GpUNbTP — aKTUBUPOBATL/A€aKTUBUPOBATL AaHHbIN TUN GUABTPALMUMK.
+* Bblbop TMNa npasuna — BbibepuTe B none «Bbibop TMNa npasuaa» Tun puabTpa:
v’ YépHblh cnncok — GOpPMMPOBAHME CMMCKA OrpaHMuYeHMsa Joctyna K
onpepenéHHoim pecypcam cetu MHTepHeT no ux URL-agpecam ¢ nomoLubto
YKa3aHUA KAKYeBbIX CN0B, KOTOpble BCTpeyatoTca BHYTpu cTpokn URL-agpeca.
v’ Pa3peléHHbI CNUCOK — GpOPMMPOBaHME CMMCKAa MPeaocTaBleHua 40CTyna K
onpegenéHHoim pecypcam cetn MHTepHeT no ux URL-agpecam ¢ nomoLubto
YKa3aHUA KAKYeBbIX CN0B, KOTOpble BCTpeyatoTca BHYTpu cTpokn URL-agpeca.
+* URL nHaekc — BBegute nHaekc URL. MokHo HacTpouTb a0 8 aapecos URL.
* URL(xoct) — BBeaute agpec URL, KoTopblii Heobxoaumo 3abnokuMpoBaTb MU
paspeLwunTb.

B none Cnucok URL aapecos oTobparkaeTtca nHpopmaumsa B BuAe TabanLbl O CYLLECTBYIOWNX B
cucteme npasunax ¢unbTpaumm no URL agpecam.

Mocne BbINONIHEHWUA BCEX HACTPOEK HaxXMuUTe KHONKy «CoxpaHuTb» Tabauuy ¢uabTpos mam
KHOMKY «YOanuTb», 4Nna yaaneHma 1abamubl GpuabTpos.
4.4.6 PopuTenbCKnii KOHTPOADb

Bbibepute NyHKT MeHto «YNpaBaeHne A4oCTynom» -> «PogUTENbCKUA KOHTPOIbY.
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BrniounTe | @ Brnigyute ) BriknmoyuTh

Tun Gnokuposanna @ @ wac O URL

BuiGop TUNa npaguna ;| YepHbIi CIUCOK -

JaHHbIA NYHKT NO3BONAET HACTPAMBaATb PacnNUCaHME OOCTyNa B CETb. AKTUBUPYINTE QYHKLUIO B
none «BKAOYUTBLY.

¢ Bblbop TMna npasuna — BblbepuTe TUN MNpasBuaa, KoTopoe OyaeT NPUMEHATbCA K
yCTpOMnCcTBaM:
v YEpHbI CNNCOK — pOPMMPOBaHME PacnmCaHnA, C 3aNPeTom AOCTyNa K CeTU.
v PaspeléHHbli cnucok — GopmMMpoBaHMe pacnucaHus, C MNpeaocTaBAeHUEM
[0CTyna K ceTu.

B Tabnumue pacnmcaHus HacTpoiTe creayloume napameTpbl:

MH BT Cp Yr nr Ca Be
[eHb Hegenu [l [l [ ] [l o

HauaneHoe epemA Gnokuposen| 00:00 00:00 00:00 00:00 00:00 00:00 00:00

Mpogon#TEeNsHOCTE GnokMposru| 00:00 00:00 00:00 00:00 00:00 00:00 00:00

HauyaneHoe epemA Gnokuposen| 00.00 00:00 0000 0000 300 300 0000
Mpogon#UTENEHOCTE GnorMposr| 00:00 00:00 00:00 00:00 00:00 00:00 00:00

HauaneHoe epemA Gnokuposkn| 00:00 00:00 00:00 00:00 00:00 00:00 00:00

Mpogon#uTEeNeHOCTE GnokMposrm| 00:00 00:00 00:00 00:00 0000 0000 00:00

®,

«» [leHb Hegenun — AeHb Heaenu.

% HavanbHoe Bpema 6I'IOKVIpOBKVI — BpemMA Ha4dana 6.I'IOKVIpOBaHVIﬂ.

X/

¢ MNpopoNKMUTENbHOCTb BNOKMPOBKM — Nepuog, 610KMPoBaHMUA.

X/

[anee MOXKHO BbIGpaTb TN 6IOKMPOBAHUA JOCTYNA B CETb:

Tun 6noknpoBaHna MAC

MAC ungekc © 1 =
MAC agpec : M/A

MAC

HWHOEKE MAC anpec

< MAC - 610KMpOBaHWE YyCTPOMCTBA C YKa3aHHbIM MAC-aapecom. Mpu Bbibope 3TOro
™na 6nokupoBaHua ykaxkmte MAC-agpec ycTpoWcTBa, A[OCTyn KoToporo 6Oyaer
610KMPOBATLCA B COOTBETCTBMMU C HACTPOEHHbIM pacnucaHuem. Mone « MAC NHaeKe»
No3BONAET YKa3aTb TEKYLLMIN HOMep BAoKMpyemoro ycTpoiictaa, a none « MAC agpec» -
ero MAC-agpec.
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« B Tabamue MAC uHaekc otobpakaetca cnucok MAC-agpecos, No KOTOpbIM 6Obiiu
CO34aHbl OrpaHMYEHNA MO AOCTYNY.
MNocne BbINONHEHUA BCEX HACTPOEK HAXMUTE KHOMKY « COXpPaHUTb» MW KHOMKY «YAanuTb, Ana
yaaneHus Tabavubl 610KMpPOBaHUA.

Tun 6n0oKknposaHua URL

4]k

URL wHgekc : 1
URL agpec : N/A

URL
WHOEKE

URL agpec

+* URL — 610KMpoBaHMe 4oCTyna Ha onpeaenéHHbl pecypc B MHTepHeTe no ero agpecy
URL. Mpwn BbIGOpE 3TOro TMna 610KMpoBaHMA yKkaxkuTe agpec URL B cOOTBETCTBYOLLEM

none HuKe:
+ B Tabnmue URL uHAaekc oTobpaxkaetca cnucok URL-agpecoB, no KoTopbiM 6binu

CO3aHbl OrpaHMYEHNA MO AO0CTYNY.
Mocne BbINONHEHMA BCEX HACTPOEK HAXMUTE KHOMKY « COXPaHUTb» MW KHOMKY «YAanuTb, Ana
yaaneHus Tabamubl 610KMPOBaHUA.
4.4.7 USB
BbibepuTe NyHKT MeHto «YnpasneHue goctynom» -> « USB».

[laHHbI NYHKT MEeHIO NO3BONSET HAaCTPOUTL ycTpolicTBa USB, nogKknovaemble K poyTepy.

4.4.1.5 bnok Cemeeolii npuHmep

BrN4HTE:

AKTMBUPYITE UCMONb30BaHME CETEBOrO NPMHTEPa B none «CeTeBoi NpuHTEP».

4.4.1.6 bBnok Cemeesolii Quck

USB-HakonuTene: OTENKYEH
Pazmep: NiA
JaHATo. Ni&

OTMOHTUPOBATh OGHOBWTH

B none USB-Hakonutenb otobparkaetca nHbopmauma no MNOAKAOYEHHbIM K poytepy USB-
ycTpoicteam. Haxmute «OTMOHTMpOBATb» aAns 6esonacHoro ussnedeHua USB-HaKkonuTens.
Ona ob6HoBneHMs WHoOPMAUMM MO  NOAKMAHOYEHHBIM  YCTPOMCTBAM  HAXKMWUTE  KHOMKY
«O6HOBUTBLY.
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4.4.1.7 bnok Hacmpolika cemeeo2o AucKa

BrNKUNTE:
PaGouan rpynna: MyGroup

NetBIOS: SambaSwr

Cnyxb6a Samba npegHasHayeHa A4 OpraHM3aLMM COBMECTHOMO AOCTYNa K CETEBbIM pecypcam
ONA  YCTPOMCTB /NIOKANbHOW CEeTW, MWCMONb3YIOWNX Pa3Hble OnepaunoHHble CUCTEMBI.
AKTUBUPYIUTE CNyXOy B none «Brkntountb». B nonax «Paboyas rpynna» m «NetBIOS» no
YMOANYaHUIO OTOBpaKatoTcA HaMmeHoBaHWe paboyeit rpynnbl U HAMMEHOBAHWE cepBepa ANA
npoTtokona NetBIOS cooTBeTcTBEHHO. [TpN HEOOXOAMMOCTM UBMEHUTE AaHHbIE HAMMEHOBAHMA.

B Tabanue HUKe HacTPamBaloTCA aKKayHTbl MONb30BaTeNEN U pecypchbl Ana obliero Aoctyna K
YCTPOMCTBY, MOAKNOYEHHOMY Yepes cay*Kby Samba.

. Toneko
MonHbIH
l1mA MyTh anAa
AocTyn
YTEHHA

| m

M8 nonbz0BaTENA:
Maponk:

Npasa gocTyna:

[ OoGaeuTe ][ ¥oanuTe ]

YKaxkuTe HaumMeHOBaHME Manku U MyTb K HEM, a TaKKe BblbepuTe TUMbl onepauuii, KoTopbie
MOTYT coBepLlaTb nosib3oBaTenu — MoaHbIN AocTyn n/unm TonbKo ANa YTeHus. YKakute Mma
nonb3osaTena u MNaponb AN N0Ab30BaTENA, HAXMUTE KHOMKY «[06aBUTbY.

MNocne BbINOAHEHMA BCEX HACTPOEK HaXXMUTE KHOMKRY «COXpaHMTb».

4.5 TyHKT meHo O6cnyKuBaHue

[laHHbI NYHKT MEeHI0 NpeaHasHayeH AN BbINONHEHUSA CEPBUCHOrO 06CNYyXKMBAHMA poyTepa.
MYHKT MEHIO COAEPKUT CAeaytowme BKNAAKN:

Hacrpoika

= [Nepesanyck
OfHoeneHne MO P

AOMWHWCTPUpOBAHWE
Anw PR BpEMEHH CUCTEMEI

JdwnarHoctuka

X/
L X4

AZLMUHUCTPUPOBAHME — CMEHA NAapOos ANA PAa3INYHbIX POSIEN B CUCTEME.
HacTpoiKka BpemeHM — HacTpoiKa CUHXPOHM3aLUKN A4aTbl U BPEMEHM.

O6HoBneHue MO — 06HOBAEHME CUCTEMHOM MPOLLMBKKU poyTepa.

Mepesanyck cMcTeMbl — Nepes3arpyska poyTepa v BO3BPaT K 3aBOACKMM HACTPOMKaM.
[narHocTMka — KOMaHAbl AUArHOCTUKM COeANHEHUN.

X/
L X4

X/
L X4

X/
L X4

X3

S
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4.5.1 AamuHUCTpUpPOBaHUE

78

BbibepuTe NyHKT meHto «Ob6cnyKnBaHue» -> «KALMUHUCTPUPOBAHUE Y.

lmA nonezoEaTenA

HoBwlid napons

- admin

MNogTEepguTE Naponk :

[aHHbIA NYHKT MEHIO NO3BONAET CMEHUTb Napoab Ana goctyna Kk WEB-untepdelicy poyrtepa.
BeBeguTe HOBbLIM Maposib U ero noarsep:aeHne B nons «HoBbiM naponb» n «lMoarsepauTe
Nnapo/ib» COOTBETCTBEHHO. HarKmMuTe KHOMKY «COXpaHUTb» AN COXPaHEHMS HOBOro napons
WM KHOMKY «OTMeHa» ana OTMEHbI BBEAEHHOM MHPOpMaL M.

4.5.2 Hacrtpoiika BpemeHu

BbibepuTe NyHKT meHto «ObcnyRnsaHme» -> «HacTpolika BpeMeHn».

JaHHbIA NYHKT MO3BO/ISIET HACTPOWUTb MOJIYYEHUE CUCTEMHOrO BpemeHu M aatbl. Cuctema
Nno3BO/IAET HaCTpaMBaTb 4aTy M BpemA TPema pasHbIMU cnocobamu:

+* NTP cepBepom — aBTOMaTM4yeCcKan HacTpolika npu nomowm NTP-cepsepa.
¢ TepcoHanbHbIM KOMMNbIOTEPOM — UCMONb30BaHMe HacTpoek MK.
¢ Manually — ycTaHOBKa faTbl MU BPEMEHU B PYYHOM pPEKMME.

4.5.2.1 Ucnonv3oeaHue NTP-cepsepa

Bbibepute nyHKT «NTP

cnepytolme napameTpbi:

C-I-1HKPIJHI-'IE-ELI|I-1H BpEMEHH C

HacTpolka EpeMeHn

lleTHee BpeMA -

Agpec NTP cepeepa .

Cepsep» B nosne «CUHXPOHM3AUMA BpemMeHu». [lanee yKaxkute

@ NTP cepeepom
MepCoHaNbHLIR KOMIBHTEROM
Manualhy

o (GMT+03:00 / MCK 0} Mockea, CadkT-MNeTepdypr, Kazade, Capatos -

@ BrnwounTe BeiknounTe
2 0.ru.pool.ntp.org
1.ru.pocl.ntp.org
ntp1.stratumz.ru
ntp2. stratumz.ru

nnnn
LU

(0.0.0.0 2HaYEHWE N0 YMONYaHW )

¢ HacTpolika BpemeHu — BbI6Op YacOBOro Nosca M3 Crnucka.
% JleTHee Bpems — aBTOMATUYECKUI NEPEXOL, Ha IeTHEE BPEMS.

%

\‘ Poctenekom

 Agpec NTP cepsepa — BBog IP-agpeca NTP-cepsepa.
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HaxkmuTe KHOMNKy «COXpaHUTb» AN COXPaHEHWUA HOBbIX MapamMeTpoB.

4.5.2.2 Ucnonv3zoeaHue Hacmpoek K

BbibepuTe NyHKT «MepcoHaNbHbIA KOMNbIOTEP» B Nose « CUHXPOHU3ALUA BPEMEHU Y.

CHHXPOHU3AUMA Bpemenn ¢ @ () NTP CEpPBEPIM
@ MepcoHaneHbIl KOMNBOTEROM
Manualty

HaxkmuTe KHonky « CoxpaHuTb». PoyTep byaeT Mcnonb3oBaTb HAaCTPOMKKM AaTbl n BpemeHu MK.

4.5.2.3 Ucnonv3zoeaHue pyyHbIX HACMpPOEK

BbibepuTe nyHKT «Manually» B none « CUHXpPOHM3ALMA BPEMEHU Y.

Cutxponnsauma Bpemetn ¢ @ () NTP cepeepom
) MepcoHanoHLIA KOMNBOTEROM

@ IManualky

Oata: 1 = | ! (MecAwOaTaTog)

Bpema : (Yachl:MUHYTbI: CEXVHII )

YKkaxute paty B dopmare «Mecau/Oata/Toa» B none «[ata» u Bpema B dopmare
«Yacbl/MuHyTbl/CeKyHabI» B none «Bpemsa». Haxmute KHonKy «CoxpaHUTb».

4.5.3 Firmware

BbibepuTe NyHKT meHto «O6cnyKnpaHue» -> «ObHosneHue MO».

[aHHbIN NYHKT no3Bo/AET OOHOBUTL MNPOLIMBKY M CAenaTb PEe3epPBHYI0 KOMWUIO TEKyLMX

HacTpoeK poyTepa.

4.5.1.1 OG6HoeneHue nNpowusKu

MNP OBHOBJIEHVN NMPOLLWMBKN POYTEPA YOANAETCA TEKYLLAA KOHOUTYPALINA
POYTEPA, MO3TOMY O YCTAHOBKWN OBHOB/IEHNUA HACTOATE/IbHO
PEKOMEHAYETCA CO3ATb PE3EPBHYHO KOMMIO. HE BbIKNHOYAMTE POYTEP U HE
HAMUMAMTE KHOMKY «RESET» BO BPEMA BbINOJ/IHEHNA OEHOB/IEHUA.

[na o6bHOBNEHMA NPOrpamMHOro obecrneyeHus yCTPOMCTBA BbINONHUTE CAeayHoLLNe AENCTBUSA:

1. 3angute B WEB-nHTepdelic Bawero poytepa. OTkpounTe 6paysep u seeaute IP-appec
poyTepa no ymonyaHuio: http://192.168.1.1 B aApecHyto CTPOKY U HaXXMUTE KNaBuLly
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«Enter». BBeaute umA nonb3oBatens (nNo ymonyaHuto — admin) M naponb (no
ymon4yaHuio — admin). Haxkmute KHonky «OK».

ﬂ -
€ )@ & 19216811/ L - > X || @ Nycran crpannya x 1

)

- & 10

Besonacrocts Wi

[ne exona Ha cepeep 192.168.1.1 no agpecy QBR-2041WW HyskHbi uma
NO/b30BATENR N NBPONE.

Mpeaynpexaenme Cepeep TpEByET NEPEAZ M UMERH NONS308ATENA 1 |
napons uepes HeBesonacHoe coeauHenie (ByaeT ebnoNMenz oBsiNan

npoBepKa nogMHHoCTH)

33NOMHMTE YYETHBIE AZHHEIE

o -

2. B ocHOBHOM MeH0 UHTepdeica BbibepuTe BKNagKy «O6CnyKMBaHWE» U Nepenante B
MeHto «O6HoBneHMe MO». OTmeTbTe nose «porpammHoe obecneyeHune».

e PocTtenekom

MacTtep Hactpoiika PacwumpeHHan YnpaeneHwe
HacTpolkw WHTepdedca HacTpolika AOCTYNOM

[ ]
AR

ObcnyxueaHne RGNS

OBcnyx1MBaHHe :
Grhlon OfHoeneHue MO RIEE -

AOMWHWUCTPUPOBAHWE
- — BpeMEHW K

OdwarHoctuea

OGHOBNEHWE YCTPOWCTEA

® Kondmrypauns @ MporpaMmuoce ofecneyeHue
Ofzop H

CoxpaHnTe KOHGMIYPaLMKD [ CoxpaHuTb KoHGUIYpauM ]

CraTtyc:
3T0 MOMET 38HATL HECKONBKD MUHYT, HE BbIKNIDYaNTE NWTaHWe B0 BPEMA 0GHOBNEHNS

a NPorpaMMHEre 0GEcNeyeHna HNKH KoOHGHIYRaLMK. Y CTRONCTEO NEpesarpysuTCA nocne
ofiHoBneHmA.

3. HaxXmute Ha KHonNKy «O630p» M B NOSBMBLLUEMCA AMANIOTOBOM OKHe Bblbepute daiin
HOBOW NPOLKNBKU. Haxkmute KHOMKY « OTKPbITbY.
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4. MNpu o6HOBNEHUW NPOrPaMMHOro obecrneyeHus poyTepa PEKOMEHAYETCA COXPaHWUTb
TEKYLLME HACTPOMKM, HaXKMUTE KHOMKY «COoXpaHWUTb KOHPUrypaLmio» AN COXPaHEHUs
daiina KoOHPUrypaumm Ha XKECTKUIN AUCK KOMMNbIOTEpPA.

5. Ha)kmute KHOMNKy « OBHOBUTbL» AN 06HOBAEHMA NPOrpammHoro obecneyeHumsa poyTepa.

4.5.1.2 CoxpaHeHue HaCMPOEK 8 KOHpu2ypayuoHH.lii gpaiin

BbinonHute cnepytowme gencTBna ANA COXPaHEHUA TEKYLLUX HAaCTPOEK B KOHPUIypaLMOHHbIN
dann:

1. OtmeTtbTe none «KoHbuUrypaums».

KoHdurypauyma O MNporpammHoe obecnedeHne
Ofaop : Gzop- | aiin He BubpaH.

CoxpaHuTe koHfurypauwio - | CoxpaHuTe KOHGWMypauuw

Craryc :
3T0 MO¥ET 3aHATE HECKONEKO MUHYT, HE BEIKMOYANTE NWTaHWe BO BpemMA 0BHOBNEHNA
nporpaMmHoro ofecneyeHnA MW KOHGMrypaurn. YCTpoRCTBO Nepe3arpyanTcA Nocne
ofbHoBREHKA.

2. HaxXmute KHONKYy «COXpaHWUTb KOHPUIypauuo» W yKaXKUTe MNyTb K COXpaHAemMomy
daiiny B cTaHAapTHOM Ananorosom okHe Windows.
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Crepuitune «romfile.cfg= - - lﬁ

Bel coBupaeTect oTKpPRITE:

romfile.cfg

senArwmica: cfg File (31,7 KE)
u3 http://192.1681.1

Kak Firefox cnegyer cBpabBotate 3107 dain?

i@ | CoxpanwTe dain

[] BeinonwaTs asTomMaTM4eckn 4NA Bcex Gaiinoe gaHHOD THNE.

[ OK ]| OTmena |

L =

3. Haxmute KHOMKy «OK» ana coxpaHeHUA ¢Ganna ¢ TeKYLWMMM HACTPOMKaMM.

4. Y106bI NPUMEHUTb GalN C COXPAHEHHBIMWU HAaCTPOMKAMM, YKAXKMUTE NYTb K HEMY B None
«0630p» npu nomouwm KHonmkn «0630p_». [Janee HaKmuTe KHOMNKY «OBHOBUTbY.
Mpouecc CmeHbl MPOWMBKM  WAN  NPUMEHEHUA  KOHPUrypaumoHHoro ¢danna
oTobparaetca B none «CraTyc».

CraTtyc !
3T0 MOAET 3aHATE HECKONbKD MHHYT, HE BLIKNYaNTE NUTEHNE BO BpeMA oGHOBNEHHA

0 nporpaMmyaro ofiecneysHin UNW KoHBUNYpaLKKW. ¥oTpodcTBO NepesarpysuTca nocne
0GHOBNEHNA.

4.5.4 TMepe3anycK cucrembl

BbibepuTe NyHKT meHto «ObcnyRmnsaHme» -> «Mepesanyck CUCTEMbI».

Oeictene . @ NepesarpysuTe yoTpoicTeo

! COpoCMTE YCTRONCTEO HA 3AB04CKWE HACTPOHKM

MepesarpysuTh

[aHHbIN NYHKT NO3BOAIAET BbIMNONHUTL Nepe3arpysky poyTepa € TEKYLWMMU UAN 3aBOLCKUMMU
HacTpolrikamu. Boibepute Heobxoammoe 3HadYeHme B nose «[lenicteme»:

MeperpysnTb YCTPOMCTBO — Nepesarpyska poyTepa ¢ TEKYLWMMMN HAaCTPOMKaMu.
CbpocuTb YCTPOMCTBO Ha 3aBOACKWE HACTPOMKM — BO3BpaT poyTepa K 3aBOACKMM
HaCTPOMKaM.

S
S
HaxXmute KHOMKY «I'Iepe3arpy3MTb» ANnA BbINOMHEHUA Bbl6paHHOl‘/'| onepauunn.
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Ecnm no Kakoi-nnbo npuumHe Bbl He MoxKeTe Bocnonb3oBaTbca WEB-uHTepdelicom, cbpoc Ha
3aBOACKME HACTPOMKN MOXKET ObITb BbIMONHEH NYTEM yAepKaHUA He meHee 10 ceKyHZ KHOMKM
RESET, pacnono)KeHHOM Ha HUXKHeN naHenun Kopnyca poyTtepa. [ocne nepesarpysku poytep
BOCCTAHOBMUT 3aBOACKME HACTPOMKWU. [lanee HeobXoAMMO HACTPOWUTb POyTep 3aHOBO MNpU
nomowwm MacTepa HacTpolku. MoapobHaa HacTpoiKa onucaHa B pasgene 4.1 MNyHKT MeHto
MacTtep HaCcTpPOMKW.

4.5.5 [OwvarHocTuKa
Bbibepute nyHKT meHto «O6cnymnsaHme» -> «InarHocTmkar.
[aHHbIA NYHKT NpeAHa3HayYeH 418 BbINONHEHUA TECTOB PA3/INYHbIX COeANHEHWUA.

B none «/[leicteue» BbibepmuTe MHCTPYMEHT AMArHOCTUKU:

¢ ping — Q[AaHHbIA  MHCTPYMEHT AMarHoctupyetr npobnembl C  MOAKAOYEHUEM,
OOCTYNHOCTbIO M paspelleHnem MMeHW ANA KOHKPETHOro y3na uau wnatsa. B none
«JomeHHoe umsa/IP-agpec» yKaxute IP-agpec WA  AOMEHHOE WMA pecypca,
NOAKAKYEHNE K KOTOPOMY Bbl XOTUTE NPOBEPUTD.

Oomennoe umAalP-agpec: hitpifiwwerw. rostelecom.ru

OelicTene: @ ping ) traceroute ':'nsluukup ) netstat ) download ':'upluad ) ApsL

Haxkmute KHOMKY 3anyck AnA Hadvana npoueaypbl AMArHOCTUKW. HaskmuTe KHOMKY
«COXpaHUTb» AN5 3aNUCK NONYYEHHbIX Pe3y/IbTaTOB AMArHOCTUKM B daiin.

CrrepoiThe «ping.log= li._E-J

Bel cobupaeTecs oTEpBITE:

__| ping.log
AsnAWMAcA: Text Document (0 Baiit)
| M3 http:/192.1681.1 I

Kak Firefox cnegyer cBpabBoTate 3107 dain?

() Otkporte 8 | BnoknoT (No yMonuaHuio) "l

i@ CoxpaHnTe gain

[] BeINonHATE a6TOMATMYECKM 4NA BCEX Gaiinoe gaHHOrD THNA.

[ QK ]| CTmeHa |
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¢ tracert — J[laHHbIN WMHCTPYMEHT AMArHOCTMKM TecTUpyeT NPOU3BOAUTENbHOCTb
coeguHeHuna. HacTpoMKM JAaHHOTO MHCTPYMEHTA HACTPOMKM MAEHTUMYHbI HACTPOMKam
WNHCTPYMEHTA ANArHOCTUKM ping.

Oomendoe umAalP-agpec: hitpiiwwerw. rostelecom.ru

Oeicrene: ping @ traceroute ':'nsluukup ) netstat ) download ':'upluad ) ADSL

¢ nslookup - ytuauta pguarHoctMkuM  nslookup npegHasHayeHa A4NAa  NPOBEPKM
paboTtocnocob6HocT DNS cepBepoB M ycTpaHEHUA HENOMALOK B UX paboTe. HacTponkm
OAHHOIO0 MHCTPYMEHTa HAaCTPOMKN UAEHTUYHbI HACTPOMKAM MHCTPYMEHTA ANArHOCTUKM
ping.

Oomennoe nmalP-agpec: httpoiwwwe rostelecom.ru

OelicTBne: D ping D) traceroute @ nelookup ) netstat ) download ':'upluad D) apsL

** netstat — yTMAMTa AMArHOCTMKM netstat nos3sonseTr o0TO6pPasvTb  PaA3/IUYHYHO
MHPOPMaALMIO, TaKYIO KaK CeTeBble MOAKNOYEHMUA, CTaTUCTUKY MHTepdencos, Tabanupbl
MapLlpyTM3aumMm m T.n. HacTpolKM [aHHOrO MHCTPYMEHTa HACTPOMKM UAEHTUYHBbI
HaCTPOMKaM MHCTPYMEHTA ANArHOCTUKM ping.

OomenHoe umAallP-agpec: hitpifwerw. rostelecom.ru

OelicTene: ping ) traceroute ':'nsluukup @ netstat ) download ':'upll:lad ) ADsL

+» download — ytnnuTa anarHoctmkmn download no3BonseT oLEHUTb CKOPOCTb BXOAALLEro
MHTepHeT KaHana nocpeacTBOM 3arpysku daiina ¢ goBepeHHoro cepsepa. Haxkmure
KHOMKY 3anyck Ans Havyana npoueaypbl AMAarHOCTUKM. HaxkmuTe KHONKy «CoxpaHUTb»
ANA 3aNUCK NONYYEHHbIX Pe3yNbTaToB AMArHOCTUKK B daiin.
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Oomennoe umAa/lP-agpec:. fip./ifspeediest.teleZ.net/'SMB. zip

OeicTane: ping @ traceroute ':'nsluukup () netstat @ download ':'upluad i@ ADsL

¢ upload — ytMnuta gmarHoctkm upload no3BoNAET OLLEHUTb CKOPOCTb MCXOAALLEro
MHTepHeT KaHana NocpeacTBOM 3arpy3ku ¢dania Ha AOBEPeHHbIN cepBep. HaxkmuTe
KHOMKY 3anyck gas Hayana npoueaypbl AMAarHOCTUKU. HarkmuTe KHONKy «CoXpaHUTb»
ONA 3aNUCK NONYYEHHbIX Pe3yNbTaToOB ANArHOCTUKM B daiin.

Oomenrnoe nmallP-agpec: fip/fanonymousi@ ftp.ni.comfincoming!

OelicTBne: D ping D) traceroute ':'nsluukup ) netstat ) download '@'upluad D) apsL

% ADSL - vytmauta pguarHoctukm ADSL nos3sonsdeT BbINOMHUTL TeCT pPasNYHbIX
coeguMHeHU. B none «BupTyanbHbI KaHan» Bblbepute PVC (BUPTyanbHbIN KaHan gns
coeanHeHns ADSL) nnm WAN (kaHan gnsa coegmnHenua Ethernet). B nonax JomeHHoe
uma/lP-agpec u Traceroute yKaxute IP-agpec wWAM [AOMEHHOE UMS pecypca,
NoAKNOYEeHMEe K KOTOPOMY Bbl XOTUTE MpoBepuTb. Haxkmute KHOMKy «3anyck» AanAa
Ha4vyasa TeCTUPOBAHMUA.

Oowmennos wmallP-agpec: http:ihwwenw rostelecom.ru

OeiicTene: ':'ping ) traceroute ':'nsluukup ) netstat =) download ':'upluad @ apsL

BupTvaneHeii kaHan: WAND -

»» TeCTHpPOBEAHHE coeguHeHna Ethernet LAN MepegaHbl
== Ping DHCP DNS MponyweH el
=» Ping www.yahoo.com MponyweHel
== PingIP ) Yes @ Ng MponyueHkl
== Traceroute: hitp./woerw. rostelecom.ru MponyweHel
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4.6 TMyHKT meHio CraTtyc

[laHHbIA NYHKT MEHI0 npegHa3HayeH Ans NPOCMOTPA Pas3/IMYHOM CTAaTUCTUKM O paboTe
poyTepa, a TakkKe MHPopmaLMio 06 ycTpoicTe. NYHKT MEeHI0 COAEPIKUT Ceaytolime BKAALKM:

MHdopmagwa ob

= Nor cucTemsl CTatucTuEa
YyCTpOoWCTRS

** WNHpopmauus o6 yctpoitctee — MHGopmaLuma 0b ycTpoicTse.
¢ Jlor cucTembl — CUCTEMHBbIN XKYypHan.
+» CTaTUCTUKa — CTaTUCTUKA O TpadUKe U COeAUHEHMSAX.

4.6.1 WHdopmauua 06 ycTpoiictBe
BbibepuTe nyHKT meHto «CtaTtyc» -> «MHpopmaums o6 ycTpoincree».

JaHHbIM NYHKT oTobpakaeT No/Hyo nHbopmauuto ob ycTponcrae:

X/

% B 6n0ke «MHbOpmaLma 06 yCTPOMCTBE» COAEPKUTCA MHPOPMaLMA O NPOU3BOANUTENE U
HaMMeHOBaHMM YCTPOICTBA, O Bepcuu npowmskn M MAC agpece poyTepa, TeKylueln
AaTe v BpEMEHU 1 ap.

NpouwssoguTens : QTECH
HaumeHoBaHue yoTpoicTea | QBR-Z041VW
Bepcua SW : 1.2.1.dv.0053
Bepcoua HW : Q1
Oata cosganua NO : 2015-02-05 12:55:5
Terywee spema ;. 2015-03-10 165231
MAC agpec : 38:17.66:03:52:23
RAN : 28528 kB

Jarpyska npousccopa | 0%

BpemA HENpepLIBHOW padoThl

T
(yacoge }

+»* B 6noke becnposBogHas ceTb yKka3aH SSID Toukm gocrtyna.

S50 : QWB

+» B 6n0oke «LAN» coaeputca nHpopmauma o LAN coeanHeHnn.

IP agpec : 192.168.1.1
Macka nogceTw : 255.255.255.0
DHCP : BenouuTh

Nokaneoli IP : fed0:1/64
MmoGansHeii IP (cTaT.) :
ImofGaneHbii P (aeTo)

DHCP cepBep : Bukniounth
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< B 6n10oke « WAN» coaepmntca nHpopmaLma o TUne coeguHeHuN.

Cepeuc : Ethernet
CepBuCH @ 1

Tun nogknwyexsns : Bridge

CTAaTUCTHEA COEOUHEHNI

CraTyc : He nogknodeHo
IP agpec : NJA
Macka nogceTn @ NiA
LWinws no yMonyYainmg ; NiA
OcHoBHol DNS © NA

Cratyc : Not Connected
IP agpec ;| N/A
OnuHa npedueca © NA
LWinws no yMonyYainmg ; NiA
OcHoBHol DNS © NA
Prefx Delegation ; NiA

*

< [puK HaxKaTUM Ha KHOMKy «CTaTUCTMKA COeguMHEHWN» B OTAE/NbHOM OKHEe BbiBOAMUTCA
CTATUCTMKA TEKYLLErO COeAMHEHUA.

e PocTenekom

ADSL poyrep

AktneHble WAN-uHTepthenchl

WA Cratyc Tun Wns no
Ne nin COEQWHEHWA | MOgKNHYEHWA MOGENHYEHWA MAC agpec IP appec YMOMYaHH
1 VAN He nogrnouyeHo Bridge NiA MJA MiA

Hazag

+* Mpw BbIbOpe coeanHeHna ADSL B none «Cepsuc» otobpaxkaertcs nHbopmauma o6 ADSL
COeANHEHUN.

Bepcua ADSL gpaiieepa : Fw\er:3.20.6.0_A_TC3087 HwWerT14F7_11.2
CTaTyc NUHUK : HeakTHEHA
Mogynauyus : Ni&

Peaxum Annex : NIA

MpuxogAwmi  cxogRumi

Tpadmk Tpadmk
SNR : Ni& Ni&
3aTyxXaHne B NHHMK : MiA Ni&
CrOpPOCTE NEpegaqm faHHbIx © MiA NiA
ES: MiA Ni&
SES : MIA Mis

UAS : MNI& (LY
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4.6.2 Jlor cuctembl

BbibepuTe NyHKT meHto «CTaTycy -> «J1or CUCTEMbI».

[aHHeId pasgen nosEonAST HACTPONTE CHCTEMHBIN HypHan

BriGepUTe Hy3HbIE 3HAYEHWA W HAXMUTE KHONKY "TIpHMEHUTE”, yToO HACTPOWTL NApaMETPLl ¥YPHANa.

ypuan © @ Brnowwrs ) BuikniounTs
Yoanennbli syphan © O Brniouwnte @ BiknounTs
IP agpec cepeepa : |0.0.0.0
UDP nopT cepeepa ;. |514

[aHHbIM NYHKT NO3BONIAET HACTPAMBATb }KYPHAIMPOBAHME NHOObIX COOLITMIA, @ TaKXKe NPOCMOTP
ypHanoB. BbibepuTe 3HayeHMe «BKAlUMTbL» B nose «XypHan» Ana  akTMBauUuK
KYPHaNMpoBaHUsa cobbiTUii. [1na BO3MOMKHOCTM YAANEHHOTO KYPHANMPOBAHMA aKTUBUpPYMUTE
none «YaanéHHbIN }KypHan» n HactTponTte IP-aapec cepBepa 1 yKaxkuTe nopr.

Haxkmute KHOMNKy «MPUMEHUTb» ANA NPUMEHEeHUs HacTpoeK. KHomnka «TMpoCcMOTp »KypHana»
NO3BOAET MPOCMATPUBATL XKypPHan.

2011-12-26 09:41:21 [Warning] kernel: DHCPDISCOVER -
with option 60 received
2011-12-26 09:41:21 [Warning] kernel: Failed to iocctl

br0:0
2011-12-26 10:52:55 [Warning] kernel: Failed to ioctl
br0:0
2011-12-26 14:06:37 [Warning] kernel: Failed to ioctl
br0:0

2011-12-26 15:03:04 [Warning] kernel: nf ct ras:
decoding error: out of range

2011-12-26 15:44:06 [Warning] kernel: DHCPDISCCVER
with option 60 received

2011-12-26 15:44:06 [Warning] kernel: Failed to iocctl
br0:0

2011-12-26 23:10:12 [Warning] kernel: Failed to iocctl
br0:0

2011-12-27 09:36:57 [Warning] kernel: DHCPDISCCVER
with option 60 received

2011-12-27 09:36:57 [Warning] kernel: Failed to ioctl
br0:0

2011-12-27 12:22:04 [Warning] kernel: DHCPDISCOVER
with option 60 received

2011-12-27 12:22:04 [Warning] kernel: Failed to ioctl
br0:0

2011-12-27 13:38:18 [Warning] kernel: DHCEDISCOVER -
with option 60 received

KHonka «REFRESH» no3BosiseT 06HOBUTb NMPOCMAaTPUBaAEMbIi KypHas, a KHOMKa «Save Log»
COXpaHAeT XKypHan B pann ctaHgapTHbimKM cpeacteamm Windows.
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4.6.3 CraTUCTUKa

Bbibepute nyHKT MeHto «CTaTyc» -> «CTaTUCTMKa».

WMuTepdeic © @ Ethernet ) ADSL O wiLan O 3GMG

89

CratucTuea nepega4ym CraricTHEA nprema

MNepegaqo Frames 4375 MpuHaTe Frames 2457
Mepegato Multicast dipeimos 1419 NpeuuaToe Multicast dpeimos 485
Nepegaqo Boero GanT 2754745 NpUHATE Boero GadT 337899
BoEHUEND KONNWSHA 0 Receive CRC Errors 0
Transmit Error Frames 0 Receive Under-zize Frames 0

IP Agpec Tun ‘Dnaru MAC-Agpec Macka YCTPORCTBO

192.168.1.2 ether C B4:B52F:32:89:FD * bro

[aHHbIA NYHKT NO3BONAET NPOCMATPUBATb PA3/IMYHYIO CTAaTUCTUKY MO TpaduKy, nNpu 3TOM
CTAaTUCTMKa OTOOparKaeTcA OTAENbHO ANA BXOAALLErO U UCXOAALLEr0 HanpaBaeHUN. Takxke Bbl
MOKeTe NPOCMOTPETb OTAENbHYIO CTaTUCTUKY no Ethernet, ADSL, WLAN uan 3G/4G, Bbibpas

COOTBETCTBYIOLLMI MYHKT B nosie « MHTepdencr.

KHonka «O6HOBUTL» NO3BOMSET OOHOBUTbL CTaTUCTUKY.

@ PocTtenekom
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