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QFC-MM4G2GSFPDI ¢ 4 noptramn 10/100/1000Base-TX un 2 noptamu 1000Base-FX

SFP.

QFC-MM4G1GSFPDI ¢ 4 nopramn 10/100/1000Base-TX n 1 noptom 1000Base-FX

SFP.

[BoliHoI nuTatowmii domaep.
TemnepaTypHbIin gnanasoH -40 .. 75°C.

MoHTax Ha DIN peliky nnmn HacTeHHbIi MOHTaX, 3aluTa no knaccy [P40.
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ApanTtep nutaHma ot AC

ApanTep NUTaHNa NHOYCTpuanbHbIn OT AC
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2. TEXHUHECKASA CNEULNDOUKALUA

2.1. [porpaMmMHbIe XapaKTepUcTuKun

Redundant nework: STP/RSTP

Multicast: IGMP Snooping V1/V2

VLAN: IEEE 802.1Q 4K VLAN, QINQ

Link Aggregation: manual

Management Function: CLI/WEB/SNMP

Diagnostic Maintenance: Port mirroring, Ping

Alarm management: 1 way relay alarm output, RMON, SNMP Trap

Security: DHCP Snooping, User hierarchical management

Data control Port-based ingress/egress speed limit, Full duplex IEEE 802.3x,
half duplex back-pressure flow control.
Broadcast storm suppression, Unknown-Multicast suppression , Unknown-Unicast suppression

2.2. XapaKTepucTukmn

[TopThl

Mepusle rioptsl RJ-45 4x10/100/1000Base-TX

Ontrueckue mopThl 2x1000Base-FX

Ethernet mapameTpsI

IEEE802.3 IEEE802.3u IEEE802.3z
[EEE802.3ab IEEE802.3x IEEE802.3az
IEEE802.3Qad IEEE802.3ah IEEE802.1X
IEEE802.1Q IEEE1588

CranpaapTbl

MTU 1532 Byte

MAC address table

8K

Pexxum nepegaumn

Store and Forward

KOMMYHI/IKaL[I/IOHHaH MaTpulia

Delay time: < 7ps
Backplane bandwidth: 1Gbps
Packet forwarding rate: 148810 (64Byte)

PoE(onimoHansHo)
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CraHpapTsl

4x IEEE 802.3af /IEEE 802.3at PoE

Bromket norpe6sisieMoii MOIITHOCTH

Max. 30W

WHpopmarus o nuTaHum

Pasbem Phoenix terminal u DC Jack
Homunan nuranvs DC 9-56V

3aiuTa OT nepeHarpskeHus Ha

3aimTa OT Nepernor0COBKU Ha

MoIiHoCTh 1oTpeb/ieHus 6e3 <5W

HarpyskKu

du3nuecKre XapakTepUuCTUK!

YpOBeHb 3allUThI

IP40 antoMHUHKEBBIN KOPITyC

OxnaxzgeHue KoHBek1jMOHHOe OXJIaXKJeHue
TabapuThl 138mm x 106mm x 41mm (L x W x H)
MonTtax DIN HarpasssitoLiasi/HaCTeHHbIA MOHTaX
Bec 600g
[TapameTpe! OKpy>KaroILlel Cpefibl
Temmneparypa (yHKLIMOHUPOBAHUS -40°C~75°C

-40°C~85°C

TemrmiepaTypa XpaHeHUst

BnaxHOCTb (DYHKLIMOHUPOBaHUS

5%~90% 6e3 KoH/jeHcaTa

MWP OOCTYMNHEE
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l'apantus
MTBF 500000 yacos
I'apanTus 2 roga
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3. KOHOUTYPALNA YCTPOUCTBA

3.1. ba3zoBoe (pyHKLMOHUpPOBaAHUE CBUYA

3.1.1. Tabnuua appecos

B cBrue peanu3oBaHa Tabnmia afipecoB. OTHU aZjpeca 3aHUMal0T MHOTO CTPOK, KaK/jasi CTpOKa
XpaHUT UH(OPMALHIO 0 KaKOM-HUOy/b y31e Ha cetu. B Tabnmutyy Bxogsat: MAC agpec, HoMep
1opTa u Jipyrye napameTpsl. JTa WH(GOpMaLMs IPUXOAUT U3 mpoliecca Learning.

3.1.2. Learning
Eciu dpeiim npuxoauT Ha TIopT , cBud OyzieT 3anumckiBatb MAC afipec MCTOUHHKA U HOMED
TIOpTa U APYTYIO CBSI3aHHYIO MH(MOPMAIHIO B TAOJHILy aZipecoB.

Wudopmarius OyzeT ucroap3oBaHa jianee , uToObl , OO0 TiepenpaB/sTh (peliMbl Ha
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COOTBETCTBYIOIIUH MOPT, MO0 UX OTOPAChIBATE.

3.1.3. Forwarding & Filtering

Korpa ¢dpeiim nocTymnaeT Ha BXo/, OpTa, CBUY OyZIeT TIPOBEPSAT a/[peC Ha3HAUeHUsT TTIOMUMO
3arOMUHAHUS aZjpeca UCTOYHUKaA.

CBuu 6y,qu IMpoOCMaTpuBaTh BCHO address-table B momnckax COBITIaJleHHs a/ipeCca Ha3HaueHMs.

Ecnu coBnazieHue He HaiizieHo, ppeliM OyeT mepesaH Ha BCe TIOPTHI, 3a UCK/TFOUEHUEM TOPTa, C

KOTOPOTO TIPHLLIES .
Ecm coBnazienvie HaiizieHo, peiiM OyzeT mepefiaH Ha COOTBETCTBYIOIIWI TIOPTHI.

Ec/mm 3TOT MopT CcoBMas ¢ MoOpToOM , OTKY;la Tipuiiies ¢peim, To ppeiim oTOpackiBaeTcsl.

3.1.4. Store-and-Forward

Store-and-Forward siBnsieTcst ofHOM U3 TEXHUK A/Is Tlepefjauu (ppeliMa BHYTpH CBUYA.

IMpuxopsmuii hpeiiM coxpaHsieTcst B Oydepe MoOHOCTRIO , U AiesiaeTcsi ipoBepka FSC 1o
nepejjauu ¢peiiMa.

Takum 06pa3oM He Tiepe/iaeTcsi MOBPeXKAeHHBIX (PperiMoB, uTo HauboIee TIPaBUIBHO C TOUYKH
3peHUst HaJ|eXXHOCTH.

3.2. WEB aBTopu3auus

ITo ymonuanuto IP agpecs 192.168.1.6.
admin/admin

Il koppekTHOTo oTOOpaXkeHusst WEB browser nqomken 661t 1E8 mnu Bbiie.

3.3. WEB KoHdurypaums
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QTECH

MWP NOCTYNHEE

Running Time: 00:02:23 Save Language: Auto ¥ Quit
Device
Product Model QFC-MM4G2GSFFDI
Product MAC Address 00:1F:CE:98:FE:34.
Product Serial Number N/A
Software Version V1.0
Software Released Date 2019.04.23-16:45:28
Hardware Version V1.0
Date And Time 2000.01.01-00:02:23
Running Time 2 Minute 23 Second
CPU Usage 50.0%
Memory Usage 20.4% (Total: 127232 KBytes, Free:101180 KBytes)
Mvram Usage 0.1% (Total:262136 Byles, Free:261620 Bytes)
Current Temperature 30.0°C
Power Supply Status NIA

Refresh

3.3.1. MNepenHasa naHen yCTpoMucCcTBa

OTobpa’kaeTcsi COCTOSIHUE CBETOJUOZIOB TIepeIHeH MaHesd, Takke Hamruue SFP.

3.3.2. CoxpaHeHue KoH(puUurypauum

B BepxHeM MpaBoOM yT/ly OKHa HaXOJUTbCsl KHOTKA Save. [0 ee puMeHeHuUs1 KOHPUTyparyst
MOXXeT ObITh MOTepsiHA TIPH Mepe3arpy3kKe 10 MUTaHUIO.

3.4. NMopTsl

HOprI MO3BOJIAROT /1€/1aTb YCTAHOBKH IMdAPAMETPOB M MTPOCMATPUBATL CTATHCTHUKY.

3.4.1. KoHdurypauusa noptos

Bribepute Base Configuration / Ports / Status and Setting B HaBUral[MOHHOM TIaHEJIe.

« 9

D o=
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Running Status Admin Status

Port Link Status Fon Type | Speea Duplex AOMIN Status Spesd Dupiex Flow Contrsl Setng

GEN |V Copper | 100M Full on Auto Auto oft | Modify |
ez |® Copper | 10M Half on Auto Auto oft | Modify |
cen | R Copper | 10m Half on Autn Auto off | Modify |
e | B Copper | 1om Half on Aulo Aulo oft | Modify |
ceis (B Fiber | 1om Half on Fiber-Auto Eull off | Modify |
cEs | B Fiber ;wm Half on Fiber-Auto Full o | Modify |

Refrash |
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ITyHKT Ornucanue

Port Ha3sanue v HOMep nopTta

Connection Status V

ITopT nogknroueH

P

[TopT He nozaK/IHOUeH

Port type MeHbII WK ONITUYEeCKUI
Rate CkopocTb nopra
Duplex Mode Duplex/Half Duplex

Ecm Heo6xoArMO M3MeHUTb HAaCTPOMKH, HKMHUTe KHOMKY Modify.

3.4.2. CtaTucTtuka nopra

Bri6epure Base Configuration / Ports / Statistics

= Port G/ -

3.5. Tabnuua FDB

Bxkntouaet : Base Configuration, FDB Table, Delete
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3.5.1. Base Configuration

Bri6epure Base Configuration / FDB Table / Configuration / Aging Time, 31ech BbI MOXeTe
usMenutb Aging Time. MoxHo ycraHoBuTh 1-86400 cexynz, 1o ymonuanuto 300 cekyH[,.

Aging Time
Aging Time{unitsecond) # On © Off 300 <1-86400> Default:300secand

Apply

Bri6epure Base Configuration / FDB Table / Configuration / Static MAC Entry. 3gecs MO>KHO
3a7aTh cTaTuueckue MAC.

Static MAC Entry

MAC Address OO0 XX
VLAN <1-4094>
Port GE/1 v

Apply Cancel

Port learning

Bri6epuTe Base Configuration / FDB Table / Configuration / Port Learning Ability

Port Learning Ability

Port GE/1 v
Learning ® On Off Number8192 <1-8192>
Apply Cancel

Ecsu 3a1aH0 uKC/I0, TO 3TO KONMM4ecTBO a/ijpecoB MAC , KOTOpble MOTYT ObITh MOTyUYeHbI IS
BCeX MOPTOB YCTPOMCTBA.

3.5.2. FTB Tabnuua

Bribpatb Base Configuration / FDB Table / FDB Table.
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Index MAC Address VLAN
0005 1E-OFDEOF

1

2 000BAB-AIFF 3F

3 000C29-BDDE6D
4 001517-FBD948

5 001893-0A0E1A
& 00C002-COCFBE
7 00COF6-502029

8 OOEDAC-360CD3
9 00E04C-373329

10 OOEDAC -4D21DF
1 OB606E-91785€

12 086266-55303C

13 1CIBOD-020300
14 206ABA-2FCABF

15 244C07-331764

16 280244-5571E7

17 3464A9-CFEEGI

B03MOXXHO yZja/TMTh BbIJIeJIEHHYIO CTPOKY, /I BCe CTPOKH.

3.5.3. Delete
Beibpats Base Configuration / FDB Table / Delete

MAC Deletion

Delete By ALL v
Dynamic or Static Dynamic - Static
VLAN <1-4094>
Port 1 v

Heobxoaumo BbIOpaTh yCI0BUsA A1 yaaneHus cTpok FDB.

GE/8
GES8
GE/8

GES8

GE/B
GES8

GE/8

GE/8
GE/8
GES8

GE/8

GLB
GE/8

GE/B

GE/8
GE/8
GE/8
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Type

dynamic
dynamic
dynamic

dynamic

dynamic

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

dynamic

dynamic

dynamic
dynamic

dynamic
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3.6. VLAN

Virtual Local Area Network (VLAN) siBisieTcst MeXaHU3MOM KOH(UTypaliii B COOTBETCTBUU C
JIOTUYeCKUM TTOCTPOEHUEeM CeTH, OTBSI3bIBAsICh OT (PU3MUECKON TOTIO/IOTHH.

VLAN moxeT ObITb UCTIONB30BaH 11 00bearHeHrss LAN cerMeHTOB B aBTOHOMHYHO

T10/1b30BATe/ILCKYO IPYIIY, B KauecTBe egrHoro LAN.

VLAN Takxe pa3zessieT broadcast JoMeHBbl.

VLAN 1o3BosieT Tak>ke MoyYnTh NPU3HAK , YTOOBI OrPaHUYUTE TPA(UK /IS OTIpe/ie/IeHHOTO

JIOMeHa.

3.6.1. basoBasa KoOH(puUrypauus

Bri6epure Base Configuration / VLAN / Basic Setting.

Basic Setting
Created VLAN 1
VLAN List
Example:1-10,13,15-4094
® Add ' Delete ' Modify Name:
Apply Cancel

MWP OOCTYMNHEE

www.qgtech.ru



[TyHKT Onucanue
VLAN list box [Toppep>xuBaetcs BBog, HecKobKUX VL AN, Kak
1,2,3,4- 10
Add HNob6aBnenne VLAN. VLAN 1 yxe cyIiecTByT,
HEeT HeoOX0IMMOCTH ero Co3/aBaTh
Delect Ynanenne VLAN. VLAN 1 He MOXeT ObITh
yZlaJieH.
Modify

Mopudukaiiusi. MokeT ObITh H3MEHEHO UM,

3.6.2. VLAN Port koHdurypauus

Bribepute Base Configuration / VLAN / Port Setting

Port Setting
Port GE/7 v
Mode access v
PVID 1 <1-4094>
Apply . Cancel
[TyHkT Ornucanue
Port Nwms nopra
VLAN Mode Access
Trunk
Hybrid
PVID PVID pns mopra
Tagged VLAN Comcok VLAN , KOTOpBIM paspelieHo
TIPOMTHU TOPT.
Untagged VLAN Crincok Untagged VLAN. [lonyckaeTcs
3ajlaHue Heckonbkux: "1,2,3,4-10"
3.7. QOS

Quality of Service (QoS) siBnsieTcst pyHKLMeN propUTe3aliuu Tpaduka , o3BoJisist yCTaHOBUTh
KOHTPOJIbHAJ, ceTeBbIM TpadukoM. QoS Mo3Bo/sSeT yCTaHOBUTH pa3/iMyHble YPOBHU CepBUCA
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JUIs1 pa3/IMUHbIX BUZOB Tpaduka,Hp, multi-media, video, crieljuduiipoBaHHOTO TIPOTOKOMa,

KPUTHYHBIX KO BpeMeHHU , IPOTOKOJIOB Mepeiauu (aiiyios.

QoS ymeHbIaeT oTpebeHue TI0M0CkI, 33/Iep>KKY, TIOTePU TTaKeTOB, BaPUALMIO 3afIeP>KKH, JJIs
creliU(pULIMPOBAaHHBIX BU/IOB TpaduKa.

MoyKHO 3a/jaBaTh Ciefiytoliee:
- KnnaccudwuiupoBars Tpahuk Ha OCHOBe aTprlyTOB TTAaKeTOB;

- Ha3nauarte npropuTeThl TpaMKy,HP, YCTAHOBUTh HAWUBBICILIWI PUOPUTET /17151 TpaduKa,
KPUTHYHOTO K 3a/lepiKKe;

- IlpumenuTs GubTpaL|io TpapuKa B Lesisix 6e30MacHOCTY;

- [IpyumeHUTH NpeCcKa3yeMyto MoI0Cy MPOIyCKaHus /11 TaKUX BU/IOB TpadHKa , Kak
BUleoKOH(epeHI UM U VOIP;

- ¥Yny4iuuTh NapamMeTphl B YCJIOBUSIX TlepPerpy3Ky;

3.7.1. Priority Mapping
802.1p (CoS)

Bribepute Base Configuration / QOS / Mapping / 802.1p Priority

802.1p Priority Mapping
802.1p Priority 0 1 2 3 4

Loxcal Priority (1] 1 2 3 4 5 [ 7

Modify

@ ) QTECH —
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DSCP Priority

Bribepure Base Configuration / QOS / Mapping / DSCP Priority

DSCP Priority Mapping
DSCP Priority 0 1 2 3 4
Local Priority ] 0 o 0 o
DSCP Priority 8 9 10 " 12
Local Priority 1 1 1 1 1
DSCP Priority 16 17 18 19 20
Local Priority 2 2 2 2 2
DSCP Priority 24 25 2 27 28
Local Priority 3 3 3 ] 3
DSCP Priority 32 3 34 35 6
Local Priority 4 4 4 4 4
DSCP Priority 40 41 42 43 44
Local Priority 5 5 5 5 5
DSCP Priority 48 49 50 51 52
Local Priarity 6 6 6 6 &
DSCP Priority 5 58 59 0
Local Priority 7 7 7 7

Modify

Local Priority

6 7
o 0 a
13 14 15
1 1 1
21 22 23
2 2 2
29 30 3
3 ] 3
37 38 3
4 4 4
45 4 47
5 5 5
53 54 55
6 6 6
61 62 63
7 7 7

Bribepute Base Configuration / QOS / Mapping / Local Priority

[171s1 IpUOPUTETOB HAa3HAUAIOTCS UCXOSIIMe egress ouepeu .

Local Priority o 1 2 3 4
Queve o 1 2 3 4

QOS Port koHbUryparLys

Bribepute Base Configuration / QOS / Ports / Port Priority

Port Priority

:Poﬂ l :(%ij ¥
Default Priority 0

QOS Policy NONE v
Schedule Mode | SP v
.-Weights | 1 U3 |5 |f

<0-7>

11 420 1131 |44 | <1-127>

App.lynr " Canoél
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[TyHKT

Ornucanue
Modify MopudunmpoBats QOS KoHUrypaLuo AJs
rnopTa
Port Nwmsa nopra
Default Priority [TpuopuTeT 1Mo ymMoIuaHuto, AuarnasoH <0-7>
QOS Strategy NONE: 1o ymosiuaHuio He yCTaHOBJ/IeH
COS:
DSCP
COS-DSCP:
Scheduling Mode SP:Strict Priority
WRR:Weighted Round Robin
WFQ:Weighted Fair Queue
Weights

Ecmu Beidpanbl WRR nmt WFQ, To Hy>KHO
YCTaHOBUTH Beca I Bcex ouepesiel . Bec
BCeX ouepejieli 10/KeH ObITh — 127.

Rate Limit a1 nopra

Brimosaute Base Configuration / QOS / Port / Rate Limitation.

Rate Limitation

Port GE/S v
Ingress Rate Limitation On ® Off <16-1000000>kbps
Egress Rate Limitation On '® Off

<16-1000000>kbps
Apply Cancel
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3.8. ACL

3.8.1. ACL Group

[HTTT

Boimonnute Advanced / ACL / ACL Group Setting

ACL 6yget 106aBnaThCs B TPYMITy KakK ITOKa3aHO HIDKe.

Group Name Binding Ports

Add

IMocne HaxkaTusg KHONKU Add, TTOSIBUTHCSI OKHO.

ACL Group Setting
Index <0-3999>
Group Name
All GE/1 GE/2 GE/3 GE/4
Binding Ports GE/6 GE/7 GE/8 GE/9 GE/10
(Leave Binding Ports empty to disable the ACL Group.)
Apply Cancel
ACL Group Configuration Description
Konduryparus Ornucanue

Serial Number

ACL nH[ekc rpymnisl, guarna3oH <0-
3999>, pa3buBaeTcs B UeThipe IPyMIIbI:
L2, L3/ L4, Source L2
/ L3 /L4, Destination L2 / L3 / L4.

L2: Source MAC, Destination MAC,
Ethernet type, VLAN, IP protocol, range
0-999.

L.3 /L4: VLAN, Source IP, Destination IP,
Source IP port, Destination IP port, IP
protocol,

@ ) QTECH —
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range 1000-1999.

Source L2 /L3 / L4: Source MAC,
Ethernet type, VLAN, Source IP, Source
IP port, IP
protocol, range 2000-2999.
Destination L2 / 1.3 / L4: Destination
MAUC, Ethernet type, VLAN, Destination

IP,
Destination IP port, IP protocol, range
3000-3999.
ACL Group Name Group Name [[0/DKHO OBITh YHUKA/IBHO
Port Binding

ACL ripuBs3bIBaeTcs K OnpezesieHHOMY
TIOPTY.

3.8.2. ACL Rules

Beinonaure Advanced / ACL / ACL Rule Setting

ACL Group Information
Choose Range 0-009

Index Action Filtering Rule

[Mocsne HaxkaTust KHOTIKKA Add, MOTyYnM OKHO.

ACL Rule Setting

Index <0-65535>

Action * Drop Permit Redirect | GE

Filtering Rule

Apply Cancel
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[Tone Ornrcanue
Serial Number Nupekc nipasuia ACL
Action Allow
Discarded
Redirect to the destination port
Filtering Rule [TpaBuo GuILTPOBAHKS BK/IHOUAET:

Source MAC 110 Macke
Destination MAC mo Mmacke
Source IP address 1o macke

Destination IP address no macke
Source IP port
Destination IP port
IP Protocol
Ethernet type 1o macke
VLAN
EfvHuMIIa B MacKe 03HavaeT TIPOBEPKY Ha COBMa/ieHue.

OrnrcaHue COBIa/leHUN

Source MAC: dopMaT XXXXXX-XXXXXX, TOJJep>KKa MacKH,
Macka 1o ymonuanuto fHffff-ffffff
Destination MAC: ®@opMaT XXXXXX-XXXXXX, [I0JZepKKa
Macku, Macka o ymonuanuto ffffff-ffffff
Source IP Address: ®opmar fecsTuuHblie LUPHI ,
pasziesieHHble TOYKaMH, MO JepKKa MacKy, Macka I1o
ymosmyaHuro 255.255.255.255
Destination IP Address: ®opmar gecsTiuHble LGP ,
pasziesieHHble TOYKaMH, MoJJep)KKa MacKy, Macka 1o
ymos4aHuro 255.255.255.255
Source IP Port: ®opmMar - 1je/10e 3HaYeHre B Auarna3oHe
1~65535
Destination IP Port: ®opmar - Liejioe 3HaueHWe B Juaria3oHe
1~65535
IP Protocol: Tekywie nogmep>xansl TCP, UDP, ICMP, IGMP
Ethernet Type: mecTHazLjaTepuuHblii (JOpMaT, O Aep>KKa
Macku , Macka 1o ymosnyanuo FFFF
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3.9. STP/RSTP

Spanning Tree MpOTOKOJT MOXKET OBITH MCITO/Ib30BAH A1J1si 00HAPYKEeHHsT U UCKJTFOUEHHSI CeTeBOM
3aKOJ/IbL{OBaHHOCTH, U UTOObI 00ecrieunTh pe3epBHOE COeJUHEHNE MeX/y CBUUYaMHU.

HPOTOKO]'II:I, nogaep>KBaemMbie STUM CBUUOM !

STP — Spanning Tree Protocol (IEEE 802.1D)

RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

3.9.1. NobanbHaa KoHdUrypaumsa

Boimonnute Advanced / STP / Global Setting

STP System Setting
STP Mode

System Priority
Forward Delay
Hello Time

Max Age

TX Holde Count

32768 <0-61440> Default:32768, The step must be 4096

15 <4-30> Default:15 second

2 <1-2> Default:2 second
20 <6-40> Default:20 second
8 <1-10> Default® per second

Apply

RSTP gBngercsa coBmecTuMbIM ¢ STP.

3.9.2. KoHurypauusa nopra

Boimosaute Advanced / STP / Port Configurations

Port Configurations

Port

GENM Y
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STP Admin Status Disabled v
e 128 <0-240> Default:128, The step mus
Priority
tbe 16
Path Cost Mode Auto v
Path Cost 0 <(0-200000000> Default:0
Apply Cancel
Konduryparjus Ornucanue
Port Nwms nopra
STP Enable Status [Disable] nu [Enable]
Port Priority STP nipuoputet



Path Overhead Calculation

Pe>xum npocueta nytu [Auto] unu
[Managed], mo ymomnuanuto [Auto]

STP Port Path Overhead

B managed mode, path overhead
paboTtaet Kak ObUT CKOH(UTYPEH.

Path Overhead

STP BPDU tpebyroT cootBeTcTBytoiero Path overhea k g5 kaskgoro Root ropra.

Path overhead kaxkmoro 6pupka HakarTMBaeTCs , U 3HaueHUe Ha3biBaeTcsi Root Path Cost.

Port Rate Path Overhead
10Mbps 2000000
100Mbps 200000

1000Mbps 20000

3.9.3. STP uncdopmMmauusa

BeimosiHute Advanced / STP / STP Informations

Tekytas STP unbopmaryst OyzneT BUJHa B OKHe.

STP Informations
STP Mode rstp
Bridge 10 SAS5858-99000A / 32768
Root ID SA5858-99000A / 32768
Root Path Cost 0
Forward Delay Hello Time Max Age
Admin Timers Value
15 (second) 2 (second) 20 (second)
_ Forward Delay Hello Time Max Age
Operative Timers Value m
15 (second) 2 (second) 20 (second)
Refresh

3.9.4. Uucpopmauusa pna nopra

Beimmosiaute Advanced / STP / Port Information.

~ PortGE/1

STP enabled Disabled
Priarity 128

State discarding

OperPathCost [}}
* Port:GE/2
= Port-GE/3
= Port-GE/4
= Port-GE/5
“ Port-GE/6

® ) QTECH - s
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= Port:GE/10

Role disabled port PartnerVersion
AdminPathCost ] AutoPathCost

OperEdge Disabled OperP2P

Refresh

Transit Limit
6 (per second)
Message Age

0 {second)

stp
Enabled

Disabled



STP undopmarms s Onucanue
ropra
STP Enable Disable: unaktuBupoBath STP
Enable: aktuBupoBate STP
Priority [Ipuopurert nopra
Role Root Port: mogktoueHre Kak root mopra, HauMeHbIas ieHa

MapuipyTa
Designated Port: mopt nozak/iroueHHbIN K Root mopTy, obecrieuriBaeT
HaUMeHBIIYIO 1jeHy MaplipyTa
Disable Port: mopT He yJacTByeT B niepe/iaue akeToB
Alternate Port: obecrieuriBaeT a/ibTepHaTUBHBIN MYTh [/ TEKYILETO
root MyTH K root OPUIKY
Backup Port: obecrieunBaet backup myTs k designated ropty

Partner Version

STP Mode: STP / RSTP / MSTP(He noaep>KuBaeTcsi B HACTOsIILIee

BpeMsl)
State Forwarding unu Block
Admin Path Cost 3HaueHUe L|eHbl Ty TH
Auto Path Cost Paspelnts aBTOMaThueCKui MOACYeT LieHbI MY TU

Operate Path Cost

Texy1jas LjeHa nyT1

Operate Edge YcraHoBuTh edge port
Operate P2P YcTaHOBUTB point-to-point pexxum
3.10. ERPS

3.10.1. O630p ERPS (Ethernet Ring Protection Switching)

ERPS , Takke usBecteH Kak G.8032, u onpesenien ITU. ERPS ob6ecrieunBaer Gonee GpicTpoe
BOCCTaHOBJIeHHe, yeM Spanning Tree . [leiictByeT kKak STP unu RSTP, HO He ofjlMHAKOBO .

Paspaboran ans Ethernet koster v iBa 1opTa [JO/DKHBI OBbITE 0OBSIB/IEHBI KakK WwieHbl ERPS .
ERPS MokeT nipefoTBpatvTh _broadcast 1ropM, Takke MOXKeT ObICTPO BOCCTAaHOBUTh
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KOMMYHMKAL[MIO B C/lydae pa3pbiBa JIMHKA B KOJIbLIE.

ERP 1
RPL Owner

~ ERP 2
RPL
~ RPL Owner

ERP 1

Blocked port

Commeon Ethernet ring

Ethernet subring

Node 2

= RPL == = RPL

Ethernet Ring
Ethernet kosblia Bk/itouatoT common Ethernet ring u Ethernet subrings:

* Common Ethernet ring: Ethernet Tononornueckoe coefriHeHre B BH/e KOblia , KaK Ha
PUCYHKe.

* Ethernet subring: oTKpbITast TOMOOTUs , NOACOeAUHEHHAs! K JPYTOMY KOJbLY. , U TaKUM
o6pa3oM (hopMHUpYeT 3aKPBITYIO TOTOIOTHIO , HaripuMep ERP2 .

Ethernet ring (He3aBucuMo r common Ethernet rings uiu Ethernet subrings) , moryT
HaXOAWUTHCS B OIHOM U3 /IByX COCTOSTHUM:

* Idle state: Bce dhv3uueckrie TUHKY MMOACOEJUHEHBI.
* Protection state: Kakol-To JIMHK pa30pBaH.

Y3161

B ERPS y31y MoryT UmMeTh C/iefyroLue poyu:

* ¥3en , Bnagener] Ring protection link (RPL): y3en , orpannuuBatomuii RPL 1 umetornuii
BO3MOXHOCTb O/10KupoBaTh RPL, uT06BI YOpaTh 3aKO/IbLIOBAHHOCT .

B cety, rae Ethernet ring B coctosituu idle , kaxkgoe Ethernet ring nmeeT TO/IbKO OIHOTO
Biagesnena Ring protection MHKa.

Ha pucyske Nodel sBnsiercst BnagensiieM RPL gnsi ERP1, Node5 sBnsiercst BnaenbLeM AJisi
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ERP2.

* He Bnagenbiibl (Non-RPL owner) : Ha prucyHke Node2, 3 u 4, /7151 COOTBETCTBYOIIUX KOJIeLl.
ERPS nmeet ponu Asist y310B 6e3 MPUBS3KU K KOJTbLIAM:
* Intersecting node: mprHa//1eXKUT HECKOJILKUM KOJIbLiaM, /7151 pucyHka - Node3 u Node4.

* Non-intersecting node: mpuHa/iexatiye ToabKo ogHoMYy Kosiblly. Ha pucyHke Node3 1 Node4
SBJISIFOTCSL NoON-intersecting y3jiamMu.

Link u Channel

* RPL: Tonbko ogvH RPL cymectByer B Ethernet konbre. Korza Ethernet konbLio B
cocrossauM idle , RPL 610KupoBaH 1 He mepefiaeT AAHHBIX, YTOOBI He ObIIO
3aK0JIbLIOBAHHOCTH.

* Subring link: mpunagnexar a subring , a5 pucyHka, Node4 -Node5 , Node3 - Node5 nvHKU
nnst ERP2, ocranbHbie muHKY ripuHagyiexxar ERP1. 3ameTtum , uto muHK Node3 - Node4
npuHaaiexxut ERP1, v He nipyvHaaiexxur , v He yripaBisiercsi ERP2.

* Ring Automatic Protection Switching (R-APS) virtual channel: mepesaet subring npoTokosn
ynpaB/ieHUsi MeXXy intersecting y3jiamu , KOTOpble He TIpUHA/IeKaT subring.

Hnst pucynka Nodel 6mokupyer RPL , 1 makeTsl ipoTokosa aiasi ERP2 nepegaroTcst Mexxay
y3namu Node3 1 Node4. JIunk mexxay Node3 n Node4 sinercs R-APS virtual

channel s ERP2.
VLAN
ERPS nogpepxusaet gBa Tuna VLAN: R-APS VLAN u VLAN p19 naHHbIX.

* R-APS VLAN: VLAN a5 nepegauu naketoB npotokona ERPS. Ha ycrpoiictse, noptsl
nozakmoueHHble K ERP , nomwkusl cogepxkars R-APS VLAN. R-APS VLANS pasiuuHbIX
ERP kosert Jo/mKHBI ObITh pa3nuunbl. [TogHumats IP address st Takux VL AN 3amperrieHo.

* Data VLAN: IIpegHa3Hauens! J1s riepegaun faHHbIX . Kak ERP noptel, Tak 1 non-ERP
MOPThI MOT'YT Ha3Havath Takue VLAN.
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3.10.2. ERPS ycTaHOBKM
Boinonnure Advanced / ERPS / Global Setting

Protocol V. East P West P Virtual Cha WTRTi Guard Ti HoldOff Ti
B0 g e ot | 0tV Bl | G e e o e ey

1 major-ring | rpl-neighbour | 1 N/A GEN | GLER? revertive | with 1 S00 1] N/A Moddty | Delote | Switchen

Haxxmute Add, aist mobaBieHust Kojblia

Ring Adding
Ring ID <1-255>
Ring Type ‘major-ring v
Node Type tansfer v
Protocol Vlan <1-4094>
East Port GEAN v
West Port GE/M v
RPL Port none v
Belong Major ring none
Virtual Channel with v
WTR Timer 1 <1-12> minutes Default:1 minutes, Step is 1 minutes
Guard Timer 500 <10-2000> milliseconds Default:500 milliseconds, Step is 10 milliseconds
HoldOff Timer 0 <0-10000> milliseconds Default:0 milliseconds, Step is 100 milliseconds
Apply | Cancel
Haxxmute Modify

Ring Configurations

Ring ID 1 <1-255=

Ring Type major-ring v

Virtual Channel with v

. ( WTR Timer 1 <1-12> minutes Default:5 minutes, Step is 1 minutes
M
Guard Timer 500 <10-2000> milliseconds Default:500 milliseconds, Step is 10 milliseconds
HoldOff Timer 0 <0-10000> milliseconds Default:0 milliseconds, Step is 100 milliseconds
Apply Cancel




[ETVRRNATRES

Haxxmure Switching], nnst Bxoma B Ring Flow Switching konduryparuto

Ring Configurations

Ring ID 1
Ring Type

East Port GEN
West Port GE/2

Switching Mode clear

major-ring

Apply Cancel
ERPS [Global Setting] Ring koHdpurypatus
Konduryparus Ornucanue
Ring ID Hobapnenue ID komblia
Ring Type Bei6op THMa Kosiblia
Node Type Posb y371a B Konblie
Protocol VLAN Hob6asnenne VLAN asst pacripoctpadenusi coobmenuii ERPS
MpPOTOKOJIa
East Port BocTtouHnblli TOpPT KoJibLIa AJ1s y3/1a
West Port 3ara/iHbIM NOPT KOJbL{a AJId y3/1a
Main Ring [Mpu yuactuu y371a B 6osiee 4eM OZJHOM KOJIbIle, CIIelUMUIUPYeT
OCHOBHOE KOJIbLIO.
Sub-ring Virtual Channel [Tepenaua nHdopMalu 0 sub-ring B 0CHOBHOe KOJIbLIO
WTR Timer 3aganue WTR Timer
Guard Timer 3apanue Guard Timer
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TRRRRTTIEY)

Hold Off Timer 3apanue Hold Off Timer

3.10.3. UucopmMaumusa o Kosnbue

Bribepure Advanced / ERPS / Ring Informations

Expand | Collapse

~ Ring ID:1
Ring Type major-ring Node Type transfer Protocol Vian 1
Revertive revertive FSM State protection Virtual Channel with
East Port GE/ /Mblocking West Port GE/2/blocking Belong Major ring | N/A
Guard Timer 500milliseconds HoldOff Timer Omilliseconds WTH Timer 5000milliseconds
WTR Timer Iminutes Force Switch Disabled Manual Switch Disabled
Refresn
3.11. LLDP

3.11.1. LLDP koHdurypauus

Link Layer Discovery Protocol (LLDP) ucrosnbs3yercsi , 4TOObI TOJTyuUTh 6a30BYHO
MH(OPMaLMIO 0 COCeHUX YCTPOMCTBaX B JIoKasibHOM broadcast fjomeHe . LLDP sBnsiercs
NpOTOKO/IOM Layer 2 , KoTopbIit ucrosnb3yeT broadcasts coobiijeHNs , UToObl 00BSBUTE O cebe.
Ob6bsBuTenbHaAs HGOpMaLys rpezcrasneHa B Type Length Value (TLV) dopmare B
cootBeTcTBUM O ctaHgapToM IEEE 802.1ab , u MmoxXeT BK/toUYaTh UAEHTU(UKATOP YCTPOUCTRA,
BO3MO)XHOCTU Y KOH(UTryparjoHHble ycTaHOBKU. LLDP Taxke orpefensieT Kak XpaHUTb
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........... [ETVRRNATRES

H“H(OpMaI[1Io 0 COCeIHEM YCTPOMCTRe.

I'mobanbHbIe yCTaHOBKU

Bribepute Management / LLDP / Global Setting

LLDP global setting
LLDP admin status
Transmit interval
Hold multiplier

Reinit delay

Trap interval

Disabled
30 <5-32768> Default:30 second
4 <2-10> Default:4
<1-10> Default:2 second
30 <5-3600> Default:30 second
<1-100> Defaults
<1-3600= Default:) second

4 <1-8> Default4

Apply

Kouduryparus

Onucanue

LLDP Status

ON :Enable LLDP
OFF :Disable LLDP

Transmit Period

LLDP nepuop nepenauu , auariasoH 0-32768, no
ymonuaauio 30

Neighbor Aging Coefficient

LLDP neighbor aging coefficient, auamna3zon 2-10, o
yMonyaHuro 4

Reboot Delay Time

LLDP reboot delay time guanason 1-10, no ymonyaHuo 2

Warning Period

LLDP warning period guamna3oH 5-3600, mo ymosmuanuto 30

Transmit Volume

LLDP transmit volume guana3on 1-100, o ymo/suaHu0 5

Quick Transmit Period

LLDP quick transmit period arana3son 1-3600, no
yMonuaHuro 1

Quick Transmit Quantity

LLDP quick transmit quantity arana3oH 1-8, no ymonuanuto
4

Kondgurypanus LLDP nopta

BoimonauTe Management / LLDP / Port Configuration

Destination address

Destination address D180C2-00000E
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Port Configurations
Port

Destination address
Admin Status
Transmit interval
Hold multiplier
Reinit delay

Trap interval
Transmit credit num
Fast transmit interval
Fast transmit num

Trap enable

TLVs transmit enable

GEN v
0180C2-00000E v

Disabled v

® Default "' Setting <5-32768> s
® Default " Setting <2-10>

® Default "' Setting <1-10> s

® Default ' Setting <5-3600> s
® Default " Setting <1-100>

® Default ' Setting <1-3600> s
® Default ' Setting <1-8>
Disabled v

Port description
System Name
System description
System capabilities

Apply Cancel
KoHuryparimoHHslii napameTp Onwucanue
Port Nwmsa mopra
Destination Address LLDP aapec Ha3HaueHus

Management Status

LLDP craryc nopra
Only transmit:

Only receive:
Transmit and receive:
Disable:

Transmit Period

Default: ucnons3oBats [Global Setting]
Configuration: yctaHOBUTE nepuoz niepefaur 5 -32768

Neighbor Aging Coefficient

Port Neighbor Aging Coefficient

Default: ucnonb3oBats [Global Setting] neighbor aging
coefficient

Configuration: Neighbor aging coefficient, guamazon 2
-10

Reboot Delay Time

Default: ucrionb3oBate [Global Setting] reboot delay
time

Configuration: yctaHoBuTH t reboot delay time,
fuanasoH 1-10

Warning Period

Default: Mcrionb3oBats [Global Setting] warning
period

Configuration: ycTaHoBuTh warning period B
Juarna3oHe 5 -3600
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Transmit Volume

Configuration: YcTaHOBUTh 3HaueHWe Bvana3oHe 1 -
100

QuickTransmit Period

Default: Ncrions3oBath [ Global Setting] 3HaueHue
Configuration: YcranoBuThk quick transmit period B
JuarnasoHe 1-3600

Quick Transmit Quantity

Default: Ncrionb3oBats [ Global Setting] 3HaueHue
Configuration: YcraHoBuTh quick transmit quantity B
Jnariasone 1 -8

Warning Enable Enable: Paspewnte LLDP port warning ¢yHkuuto
Disable: 3anpetuts LLDP port warning dbyHKiM0
TLVs Transmit Enable [Mopnepxats ofHy v 6onee TLV's undoparuto , port

description, system name, system description and
system capability

3.12. 802.1X

3.12.1. Authentication Server

BemmosiauTe Advanced / 802.1X / Authentication Server

Radius Authentication Server Config

Host 192 .168.1.18
Port Number 1812

Shared Key 123456

IPvd(A.B.C.D)
<1024-65535> Default:1812

(ASCH char A-Za-2,0-9,, Length is no more than 20 )

Apply

[TyHKT KOHbUTYpaLUU Ornucanue

Host IP nnsi Radius Authenticated Server, IPv4 dopmar

Port# [Topt anst Radius Authenticated Server, guamna3on <1-65535>, 1o
ymoyuaHuro 1812

Shared key HomxeH cooTBeTcTBOBaTh Radius cepBepy , MHaue He CMOXKeT
riepefiaBaTh aBTOPU3ALIUIO.
dopmar CTPOKH, TONBKO COJIEPKUT OYKBBI, UHCIIA,
NoJUepKUBaHus , U JIMHOMN He 6ostee 20 byte
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3.12.2. Global Settings
Beimonuute Advanced / 802.1X / Global Setting

802.1x Global Configuration
Admin Status
Reauthentication

Quiet Function

Authentication Method

Desabled
Desabled
Dssabled

& EAP CHAP PAP

Tx Period{unit:Second) 30 <1-120> Default:30
Supplicant Timeout{unit:Second) 30 «1-120> Default:30
Server Timeout{unit:Second) 30 «1-120> Default:30
ReAuthentication Period{unitSecond) 3600 <60-7200> Default: 3600
Quiet Period(unit:Second) 60 <10-3600> Default60
Apply
~
Konduryparyonssiii nyekt | OnucaHue

Management Status

Disable: Prohibit Global 802.1X
Enable: Enable Global 802.1X

Re-certification

Disable: Prohibit re-authentication
Enable: Enable re-authentication

Silent function

Disable: Prohibit the silent function
Enable; Enables the silent function

Authentication method

EAP
PAP
CHAP

Request timeout timer

Henoe 1-120, mo ymonuanuto 30

Client timeout timer

Lemoe 1-120, no ymonuyanuto 30

Server timeout timer

Lemoe 1-120, no ymonvyanuto 30

Re-authentication timer

Lemoe 1-120, no ymonuyanuo 30

Silent timer

[enoe 60-7200, mo ymonuanuro 3600

3.12.3. KoHcdurypauus noptos

BoimonauTe Advanced / 802.1X / Port Configurations
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Port Admin Status
GEM Disabled
GE/2 Disabled
GE/3 Disabled
GE/4 Disabled
GE/5 Disabled
GE/6 Disabled
GE/7 Disabled
GE/8 Disabled
GE9 Disabled

GE/D Disabled

Authentication Control Authentication Mode Max Host Number Setting
Auto PortBased & Maxity
Auto PortBased 8 Maxdity
Auto PortBased 8 Modify
Auto [ PortBased [ ] Moxdify
Auto [ PortBased [ ] Moxdify
Auto PortBased ] Modity
Auto [ PortBased 8 Modity
Auto PortBased a8 Mosdify
Auto PortBased ] Modify
Auto PortBased a Madify

'802.1X Port Configurations

Port GE/5 v
Admin Status Disabled v
Authentication Control Auto v
Authentication Mode PortBased v
Max Host Number 8 <1-8> Default:8
Apply Cancel
[TyHKT KOHbUTYpaLu Ornucanue
Management Status Prohibited: 3anpetuts 802.1X
Enable: pa3pemmts
Port Control Mode Automatic:
Mandatory Authorization: [IocTym ceTu TOMbKO MOC/Ie aBTOpU3aLuU
Mandatory Non-authorization: IocTyr K ceTH BO3MOXXeH B JIl0O00M
ciiydae
Port Authentication Port-based: ITocsie aBTopu3aiuu , Bce Mojib30BaTeIM MOTYT
Mode TMOJTYUUTh AOCTYII K CeTH
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Based on MAC: Kax/ibIii T10/1b30BaTe/Ib/J0/IXKeH aBTOPHU30BbIBAaThCS
WHWBU/Ya/IbHO [JI OCTYyIIA K CeTH

of Supported Hosts TIOPTOM /IJ1s1 aBTOPH3aL[|H.

8, mo ymonuanuo 8

Maximum Number EcTb MakcrMasibHOE KOJIMUeCTBO XOCTOB , TTOAJeprKUBaeMbIX

[Tpu npeBbIlLIeHNY , aBTOpHU3aLys Oyzer HeycrenrHoi. [rama3oH 1-

Loop Detection

[IanHas rnasa paspetaet Loop Detection , uro6s1 nckmrounts broadcast loops.

3.12.4. Global Configuration
Boimonnute Advanced / Loopback / Global Setting

1 back Global Confi

Detection Timer{unit:Second) 5 <1-32767> Default:5
Resume Timer{unit:Second) 30 <10-65535> Default:30
Apply
[TyHKT KOHGUTYpaLu Onucanue
Detection Timer Loop detection packet sending interval, auana3zon <1-32767>.

[To ymonuanuto

Self-recovery Timer Port auto recovery period, auana3zon <10-65535>, He fo/KeH
ObITb MeHee ueM ZiBa detection timer

3.12.5. KoHdurypauusa noprta

BoimonnuTe Advanced / Loop Detection / Port Configuration

Port Admin Status Resume Mode Execute Operate Port Status
GEN Disabled Atuomation Shutdown Linkdown
GE/2 Disabled Atuomation Shutdown Linkdown
GE/3 Disabled Atuomation Shutdown Linkdown
GE/4 Disabled Atuomation Shutdown Linkdown
GE/S Disabled Atuomation Shutdown Linkdown
GE/6 Disabled Atuomation Shutdown Linkdown
GE/7 Disabled Atuomation Shutdown Linkdown
GE/8 Disabled Atuomation Shutdown Linkup
' QTE GE9 Disabled Atuomation Shutdown Linkdown
GE/1D Disabled Atuomation Shutdown Linkdown

MWP [0C:, iince
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Modify
Madify
Modify
Modify
Modify
Modity
Modify
Modify
Modify
Madify

Resume Now
Resume Now
Resume Now
Resume Now
Resume Now
Ruesume Now
Resuma Now
Resume Now
Resume Now

Resume Now




B

LoopBack Port Configurations

Port GE/7 v
Admin Status Disabled v
Resume Mode Atuomation v
Execute Operate Shutdown v
Apply Cancel
[TyHKT Onucanue
Management Status Prohibited: 3arpeTuTh 0OHapy>keHHe 3aBOPOTOB
Enable: pa3pemuTs 06Hapy>keHMe 3aBOpOTa
Recovery Mode Automatic: ec/ii BO3HHUKaeT 3aBOPOT, IIOPT
aBTOMaTUueCKH OJIOKUPYeTCsl, U Jlajiee OH MOXKeT
BOCCTaHOBUTHCS

Manual: Ha 3aBopot ropT 6/10KupyeTcsi, HO
BOCCTaHAaBJ/IUBaTh MTOPT HY>KHO BMelllaTe/IbCTBOM
orieparopa.

Operations Close:
Blocked:

3.13. Multicast

Internet Group Management Protocol (IGMP) no3BosnsieT xoctaM ¥ poyTepaM Io/yuaThb
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rHdopmaiuto o uieHcTBe B multicast rpynmnax. IGMP snooping dbyHKIMs cBUYa , KOTOpast

T03BOJIsIeT OTC/IeXUBaTh coobmenus IGMP u kormpoBatk ux B CPU 1 ocieyromeit
o6paboTku . OcHoBHas 1iesib IGMP Snooping — orpannunts pacripoctpaHenye IGMP Tonbko
MOpTaMHU , SIBJISIFOLLMMUCS UieHaMu multicast rpymm.

3.13.1. NnobanbHble YCTAHOBKM

Boimonnute Advanced / Multicast / IGMP snooping / Global Setting

IGMP snooping Global Setting
Admin Status

Binding VLAN

Add or Remove VLAN

Router Port Aging Time{unitsecond)

Host Port Aging Time{unit:second)

Disabled
1
Add  Delete
<30-300>second

<60-600>second

Example:1-10,13,15-4094

Apply

ITyHKT

Onucanue

Management status

Enable: Paspemmuts IGMP snooping
Prohibited: 3anpetuts IGMP snooping.

Bound VLAN

Crmcoxk cBg3aHHbIX VLANS

Add umu Delete VLANSs

Add: nobaBute VLAN. ®opmat crenytrommii : 1-10,13,15-4094;
Delete: ynanute VLAN. ®@opmar cieaytouuii: 1-10,13,15-4094.

Route Port Aging Time

aging time a1 nopra MapLupyTtusanuu , auanasod 30-300. ITo
ymonmuanuto 105. CeKyH/bI.

Host Port Aging Time

Effective host port aging time, anarna3zon 60-600. ITo ymonmuaHuio
260. CekyH[pI .

3.13.2. VLAN ycTaHOBKM

Beinonauts Advanced / IGMP Snooping / VLAN Settings

VLAN Router Ports

1 Dynamic

Fast Leave

Disabled

Querier
Disabled

Querier Interval(s) Querier Source IP Address Setting

Modify

1 M Go Home Ted Bulk Configuration
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VLAN Setting

TRRRRTTIEY)

VLAN 1 <1-4094>
Router Port Mode Dynamic v
Fast Leave Disabled v
Querier Disabled v
Querier Interval 60 s <30-120=s
Querier Source |IP Address 0.000 A.B.CD
Apply Cancel
VLAN Bulk Configuration
VLAN List
Example:1-10,13,15-4094
Router Port Mode Dynamic v
Fast Leave Disabled v
Querier Disabled \
Apply Cancel
ITyHKT Onucanue
VLAN VLAN , KoTOpbIi Oyz1eT KOHPUTYPUTBCS
Routing Port Mode Br160p pexriMa mopTa MapIipyTU3aLuu
Dynamic
Static
Quick Leave Mode Prohibited
Enable
Querier Prohibited
Enable
Ecu BeiOpan nyHKT Enable, Heo6xoaumo 3azath querier
interval u query source IP address
Query Interval 30-120 cekyHz
Queryer Source IP YcranoBute source IP address a5t cooO11ieHNS, TOCHIIA€MOTO OT
Address querier. Pa3peiienHsle unicast agpeca “192.168.1.11”. "0.0.0.0"
TOJKE pa3pelleH.
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3.13.3. IP Group

Boimosmaute Advanced / IGMP snooping / IP Groups

VLAN

3.13.4. MAC Groups

VLAN

3.14. Security koHpurypauusa

3.14.1. Storm Filter

BoimosHute Base Configuration / Storm Filters

Port
GE/
GE2
GE/3
GE/A
GE/S
GE/B
GE/T
GE/AB
GE/9

On 64
On 64
On 64
On 64
On 64
On 64
On 64
On 64
On 64

@) QTECH -~
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Unknown Unicast Packets.
off
off
Off
off
off
off
off
off
Off
off

TARYRTTINE}

Threshold(kbps)

Ports

I Go | Home Tail Refresh
Ports

i1 | Go| Home Tail Refresh
Threshold(kbps)  Unknown Multicast Packets
N/A Off N/A
N/A Off /A
N/A Off N/A
N/A Off N/A
N/A off N/A
N/A off N/A
N/A Off N/A
N/A Off N/A
N/A Off N/A
N/A Off N/A

Setting

Modhify
Modify
Madify
Modity
Modify
Modify
Modify
Moty
Modify
Modify



Storm Filters

Port GE/S v
Broadcast Packets ® On ' Off |64 <16-1000000=>kbps
Unknown Unicast Packets On '® Off <16-1000000>kbps
Unknown Multicast Packets On '® Off <16-1000000>kbps
| Apply Cancel
[TyHKT Ornucanue
Port V3MeHUTh HACTPOWKHM MOpTa

Broadcast Message

Bynet nu nozasneHue broadcast makeTos .

ON- MOXHO BBIOpaTh ypOBeHb rofassenus, <16-1000000>, mo
ymosyanuto 16, mar - kbps

OFF

Unknown Unicast Packets

Byznet nu nozaBneHue Ayt unknown unicast MakeTos.

On — ecnu BbI BbiOpasnu enable, To fjanee BeICTaB/IsIeTCSI YPOBEHb
nofaBnenuss <16-1000000>, mo ymonuanuto 16, mar - kbps
OFF

Unknown Multicast
Packets

Byznet nu nozmaBnenue st unknown multicast makeTos .

On — ecim BbI BbiOpasu enable, To fjanee BbICTaB/IsSIeTCSI YPOBEHB
nofaBnenuss <16-1000000>, mo ymonuanuto 16, mar - kbps
OFF

3.14.2. Port Mirroring

BrimonuuTe Base Configuration / Port Mirror

. Port Mirror Setting

Admin Status

Maonitor Port

Source Ingress Ports

Source Egress Ports

Disaked w
GE/N v
All

GE/8

cPu
GE/9

GEN
GES10

GES2 GES3 GE/4 GESS GE/6 GES7

All
GE/@

cPu
GEf9

GEN
GEND

GEf2 GE/3 GE/4 GE/S GE/6 GEST

Apply




[TyHKT Ornucanue

Management Status byner i1 paspelied port mirroring
Destination Port BribepuTe destination port ajis port mirroring uepe3
BbINa/larolijee MeHro
Source Port List BeibepuTe source port B HarpaB/eHHUU ingress.
source port CITMCOK He MOXXeT cofiepkaTh destination port
Export source port BribepuTe source port ClUCOK B egress HaripaB/ieHUH . MokeT
list ObITh BLIOpPAH Uepe3 rajiouKy. SOUrce port CIiiCOK He MOXKET

cofiep>kath destination port

3.15. BO3MO>XXHOCTU pe3epBUpOBaHUs

3.15.1. Link Aggregation

Boimonnute Advanced / Link Aggregation / Global Setting

LACP Setting
System MAC SAS5858-990004

System Priority 32768 <0-65535> Default:32768

Distribution Algorithm # Source Port # Source MAC # Destination MAC # Source IP # Destination IP # Source IP Port # Destination IP Port
Apply

Group ID Group Mode Minimum Link Number Maximum Link Number Member Ports Valid Port List
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Global Setting

Group ID 1 v
Group Mode manual v
Apply Cancel
ITyHKT Onucanue

Management Status

Enable : Pa3pemrts link aggregation
Disable : 3anperuts link aggregation

System Priority

YcranoBuTh link aggregation system priority, Auara3on 0-65535,
10 yMO/I4aHuio 32768, MeHbllle 3HaUeHKe - JIyyllle.

Load Sharing Algorithm | Cucrema nogep>XuBaeT ofiiH Win 60Jiee MPU3HAKOB /1/1sT
Oa/laHCUPOBKU Harpy3ku: source port, source MAC, destination
MAUC, source IP, destination IP, source IP port u destination IP
port.

[TyHKT Ornvicanue

Aggregation Group ID Aggregation Group ID undopmarus

Aggregation Group Mode |Manual: PyuHoli pexxum, uneHbl aggregation group Ha3HauyeHbl.

LACP npoTOKOJI BBIK/IIOYEH.
Static: PyuHoii pe)kuM, ujieHbl aggregation group Ha3HaueHbI.
LACP nipoToKoJ1 BK/IH0UeH

Minimum Port

The active ports minimum number of aggregation group
configuration, ranging <0-8>, and the value cannot exceed the
maximum number of links.

Maximum Port

The active ports maximum number of aggregation group
configuration, ranging <0-8>, and the value cannot be less than
the minimum number of links.

Member Port List

Member port of aggregation group configuration

Link Aggregation Port ycTraHOBKU

Port Aggregation ONTUMU3UPYET UCIIOb30BaHUE TTOPTOB , CBSI3bIBAsi UX B IPYIIILI , U (DOPMUPYS
equuvio Link Aggregated Group (LAG).
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LAG sBisieTCs KOMITO3MLKel TTOPTOB C OAMHAKOBBIMU TlapaMeTpamMu , CKOpOCThio , full-duplex

Y IpyTUMHU.

C" i :, Link Aggregation
4 Port Link Aggregation
(Up to 4 Gbps)

I
1

Bemonuuts Advanced / Link Aggregation / Port Configurations
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Port Group ID Priority Admin Key LACP Mode LACP Admin Status Setting
GEN o 32768 1] Active Disabled Modity
GEf2 o 32768 0 Active Drisabled Modify
E. o 32768 ] Active Disabled Wodify
GE/4 0 3276€ Acti Disabled Modify
GE/T :.‘ 1/:: 8 A:':: \':::t:‘w! I:lud:l:
GE/8 o 32768 0 Active Disabled Modify
GEM ] 32768 0 Active Disabled Modgity
E/10 ] 32768 0 Active Disabled Modify
Port Configurations
Port GE/8 v
Group ID 0 <0-8> Delete:0
Priority 32768 <0-65535> Default:32768
Admin Key 0 <0-65535> Default:0
LACP Mode Active v
LACP Admin Status Disabled N
Apply Cancel
[TyHKT Ornucanue
Port Wwms nopra
Aggregation Group ID ID gnsi aggregation group
Priority Port link aggregation npuopwureT, fuana3zon <0-65535>, ro
ymonuaHuro 32768, MeHbllile -jTyyliie
LACP Port Mode Active: Active mode, OpT MOCKL/IaeT MTPOTOKO/IbHBIE COODIIeHNS
Passive: Passive mode, mopt nprHMMaeTe MPOTOKO/IbHbIE
Coo0IIeHusT
LACP Timeout Mode Quick: Quick timeout mode, 1 cekyHza
Slow: Slow timeout mode, 30 cekyH[,
LACP Enable Status Enable: Bxknrounte LACP g5 nopta
Prohibit: Beikatounts LACP asis nopra
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Link Aggregation Information

Boimonnute Advanced / Link Aggregation / Aggregate Information

~ PortGE/1
Lacp Actor Information:

LACP enabled Group IC /A

Admin Key

Operate Key ) Admin active mode Active

" Timeout Aggregatior Synchvonizalion Colecting Distributing Defaulted Expired
Passive LongTimeout FALSE FALSE FALSE FALSE FALSE FALSE
Lacp Partner Information:

System MA 000000-00000C Syvtern priceity

Activity  Timeout Aggregatior Synchronization Collecting Distributing elauhed Expired
Passive Long Timeout FALSE FALSE FALSE FALSE FALSE FALSE

3.16. SNMP

Simple Network Management Protocol (SNMP) siensieTcst mpoTokosiom ypoBHs application,
KOTODBIH /JaeT BOSMOXXHOCTh OOMEHHUBATBLCS YIIPAB/ISIFOIUME COOOILEHUSIMUA MEXKTY
yCTpoucTBaMH. 3afencTByeT npoTtokonsl UDP/IP.

SNMP ynipaBrisiemMasi ceTb COZlep>KUT UeTblpe 0CHOBHBIX KOMITOHeHTa: Network management
stations (NMSs), SNMP agents, Management information base (MIB) u network-management
protocol:

Network management stations (NMSs): 3T0 yCTpONCTBO COZEP>KUT 3aMylLlleHHbIM TIPUI0KeHUe
J/IsI MOHMTOPUHTA Y YTIPaBJ/IeHUsI CeTEBbIX /1IeMEHTOB.

Agents: I[TporpammHoe ripunokeHre B ceteBoM 31eMeHTe NE . OHO 1o3BosisieT coOuparhb
WH(OPMALUIO O COCTOSIHUM C CETEBOTO /IeMeHTa.

Management information base (MIB): MIB siByisieTcst HaOOpoM yTipaB/sieMbIX 0OBEKTOB B
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BUPTYa/IbHOM XPaHW/IMILe HH(OpMaLUK.

Network management protocol: mpoToko:n fJisi iepefiauy COO01eHH yTIpaB/IeHusl.

Sl WMl PC [ Workstation with Managed Switch

SNMP application

= IP Address:

— 192.168.0.x

SNMP Agent Status: Enabled

—
e —
Internet e — ’

IP Address:
192.168.0.254

3.16.1. ba3zoBasa KoHdUrypauumsa

Beinosiaure Management / SNMP / V1/V2 Setting

SNMP Basic Setting

Admin Status * Enabled Disabled
SNMP Port 161 <1-65535> Default:161
Systern Name IESEO {Any UTF-8 String Except Spaces, MAX: 255 Bytes)
System Location location (Any UTF-8 String Except Spaces, MAX: 255 Bytes)
System Contact contact (Any UTF-8 String Except Spaces, MAX: 255 Bytes)
Communities

Community (Any UTF-8 String Except Spaces, MAX: 127 Bytes) Type Add
Communities publsc Read-Only Read-Write

private Read-Only Read-Write

Apply
[TyHKT Ornrcanue

Management Status

Enable: Bxiarouute SNMP
Prohibit: Beikitounte SNMP

SNMP Port

SNMP port quanaszon <1-65535>, o ymonvyanuro 161

System Name

Wwms cucrembl. He moagep>xvBaetcst mpobert, fvHa 10 255

System Location Information

System location ungopmarus. He nogaep>xuBaercs
nipoben, AyuHa 70 255.

System Contact Information

System contact nadopmarms. He noazeps>kuBaetcst mpobert,
JUIMHA 10 255.

Group Characters

Name: He nogaep>xuBaetcs npoben, AyivHa fo 127.
Type: Read u write
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Cuctema noziiep)kvBaeT MakcMMabHO 8 group characters.
U Kak MMHMMYM /IBe TPYIIIbI ZIO/DKHBI CYIIleCTBOBATh.

3.16.2. Trap Setting
Beimosinute Management / SNMP / Trap Setting.

[TyHKT Onucanue

Management Status Enable: BktounTs Trap ¢yHKLMIO
Disable: Beikntounts Trap (yHKLMIO

Trap Version Bribpats Bepcuto st Trap : V1w V2

Sending SNMP Authentication

Failed Trap Enable: Pa3pewnts orceiiate Trap o SNMP Authentication
Failed
Disable: 3anpetuts orcbiiath Trap o SNMP Authentication
Failed

Default Trap Group Characters | YcTaHOBUTB rpyrmity , HAO0p CUMBOJIOB — /10 127 CUMBOJIOB ,
WCK/TIoUast Ipobe.

Trap Server
Group Characters: :public uiu apyroii.

Server IP Address: YcraHoButh IPv4 cepBepa

Server IP Port: YcranoButs IP port gis trap coobmmenwmii. <1
-65535>, o ymosuanuro 162

CucreMa nogzep>xuBaet [0 4 CepBepoB.

CepBep 10 YMO/TUaHHUIO He MOXeT OBbITh yziaseH,
192.168.1.200, IP port: 162.

Ho pgomonHuTtenbHBIA cepBep MOXKeT ObITh 100aB/IeH.

3.16.3. IP Address

ba3oBas koHpuUryparys

Beimosigute Management / IP Interface / Settin
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TRRRRTTIEY)

DHCP Client

O Name IP Address Static IP Address Subnet Mask VLAN Primary
O ip0 182.168.1.6/24 192.168.1.6 255.255.255.0(24) 1 YES Disabled
3.17. DHCP
3.17.1. DHCP Client
BeimonxauTe Management / IP Interface / DHCP Client
ITyHKT Ornucanue
Management Status Enable: pa3pemmmts DHCP Client
Prohibit: 3anpetuts DHCP Client
Retrieve ITpocmotpets DHCP Client koH¢uryparuto
Release Ounctuts DHCP Client KoHpUryparuto
DHCP Snooping

Beinonnure Advanced / DHCP Snooping / Global Setting

DHCP snoopoing Global Setting
Admin Status

DHCP option 82 on

Off
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TRRRRTTIEY)

ITyHKT Ornucanue

Management ON: Enable DHCP snooping
Status OFF: Disable DHCP snooping

YcTaHOBKHU nopTa

Boimonnute Advanced / DHCP Snooping / Port Setting

Setting
Port GE/7 v
Trust No v
Circuit ID (Any UTF-8 String Except Spaces, MAX: 32 Bytes)
Remote ID (Any UTF-8 String Except Spaces, MAX: 32 Bytes)
Apply Cancel
ITyHKT Ornucanue
Port Hasanue nopra
Trust YES: YcTraHOBUTE Kak [j0OBepeHHbIN IIOPT
NO: ycTaHOBUTb KakK HEHa/Ie>KHbIA TIOPT
Agent Circuit ID global agent circuit ID
Agent Remote ID global agent remote ID
Binding Table
IP Address MAC Address Lease Time VLAN Port
1 Go | Home Tad Refresn

3.18. AoMUHUCTpaTOpP
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TARYRTTINE}

3.18.1. User Management

Beimonnute System / Administrator / Administrators

Name Password Status Level
*admin admin v Super Administrator
T
Add
Add User
Name

Password

Confirm Password

Description

Default Administrator

Level Guest User v

Status On v

Description

Apply Cancel
ITyHKT Ornvcanue
Username Nwmsa nonb3oBaress
Password [Taposib nosb30Baresis
Status - V.  : AxruBHbii
- " HeakTuBHBIM

Level YpoBeHsb 1ob30BaTesis
Description Ornucanue rosnb3oBare’ist
ITyHKT Ornucanue
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TARYRTTINE}

Username Bo3moxxHbie cumBoibl A-Z, a-z, 0-9, _, anvHa 1-32 Gaiita
Password Bo3MoskHBIE CUMBOJIBL, JTFOOLIE rTeyaTHeie cuMBoiIbl ASCIT
qvHa 1-16 Gair .
Confirm Password ITogTBEpKAeHNe Maposs .
Level Super administrator
Senior Administrator
Junior Administrator
Guest users
Status On: AKTUBUPOBAaThL
Off: BBIK/IHOUUTE
Description OnwucaHue 1MoJib30Baresis, 00ble TeyaTHbIe CUMBOJIBI
ASCII, pmHa 1-128 Gaidr .
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TRRRRTTIEY)

4. NOAKNIOYEHUNE MUTAHUA
MEOVWAKOHBEPTEPA

[Mutanue HomuHaMoOM +9 .. 56 VDC MOXXHO MoZaBaTh Ha KOJOJKY IO, 3a’KUMBI.

[TpoBog ” - “ BHYTpPH yCTPOMCTBA SIB/ISIETCS OOLIMIM /1J1s1 TIEPBOTO ¥ BTOPOTO (h1iepOB.

U MeeT eMKOCTHYIO CBSI3b C 3allIUTHBIM 3a3eMJ/IEHHEM, KOTOPOE TI0ZIaeTCsl uepe3 BUHT Ha
KOpITyCe.

5. THOOPMALUNSA OJiAA SAKA3SA

ApTukyn OnucaHue

MeganakoHBepTep MHAYCTPUanbHbI 4x 10/100/1000Base-T n 2 x 1000
SFP, 802.1Q , ynpasnaembinn CLI/IP/WEB/SNMP . MTU 1532 6anr.
QFC-MM4G2GSFPDI TemnepatypHbin ananasoH ( -40 .. 75°C). MutaHne aBa duaepa 9-56
VDC n 5VDC, BHewHui agantep 220VAC/5VDC 2A, rabaputbl 138mm X
106mm x 41mm DIN peka.

MepaunakoHBepTep MHAYCTPUabHbIA 4xX 10/100/1000Base-T n 2 x 1000
SFP, 802.1Q , ynpasnsembin CLI/IP/WEB/SNMP . MTU 1532 6anTt. POE
QFC-MM4G2GSFPDIAT af/at 15/30W. TemnepatypHbii ananasoH (-40 .. 75°C). MuTaHne aBa
dumepa 9-56 VDC mn 5VDC, BHewHun apantep 220VAC/5VDC 2A,
rabaputbl 138mm x 106mm x 41mm DIN penka.

@ QTECH —
MWP OOCTYMNHEE
www.qgtech.ru




QFC-MMA4GSFP1DI v2

MepanakoHBepTep MHAYCTPUanbHbIN 4x 10/100/1000Base-T n 1 x 1000
SFP, 802.1Q , ynpaBnsembin CLI/IP/WEB/SNMP . MTU 1532 6aiT.
TemnepaTypHbii AnanasoH ( -40 .. 75°C). MuTaHne aBa ¢uaepa 9-56
VDC n 5VDC, BHewHui agantep 220VAC/5VDC 2A, rabapuvtbl 138mm X
106mm x 41mm DIN perika.

QFC-MMA4SFP1DIAT v2

MepavakoHBepTep MHAYCTPpUanbHbIN 4x 10/100/1000Base-T nu 1 x 1000
SFP, 802.1Q , ynpasnsembiit CLI/IP/WEB/SNMP . MTU 1532 6aiiT. POE
af/at 15/30W. TemnepatypHbi AMana3oH (-40 .. 75°C). MuTaHne ABa
dnpepa 9-56 VDC u 5VDC, BHewHnn apantep 220VAC/5VDC 2A,
rabaputbl 138mm x 106mm x 41mm DIN pelika.

AC/DC-220V-12V-1A

BHewHunin agantep nutaHua AC/DC Bxopg 200-240VAC Bbixog, 12DC
1A pasbem Jack.

AC/DC-220V-52V-1.5A

BHewHunii agantep nutaHusa AC/DC Bxopg 200-240VAC Bbixog 52DC
1.5A

IPSU-220V-52V-2A

BHewHuii agantep nuTaHusa uHACTpuanbHbli  AC/DC Bxog 200-
240VAC Bbixog 52DC 2A
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